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1 Introduction

Business activity monitoring (BAM) is software that supports the monitoring of those activities that are
implemented in computer systems. It is intended to provide real-time summaries of business activities to
operations managers and upper management, and to detect and warn of impending problems. This
technology is a competitive differentiator for companies. Since the emphasis is on analysis, analysis tools
are of the utmost importance [6]. The need for more complex forms of analysis on the huge relational
data sets companies collect is growing along with the technology to support the analytical process. These
more complex forms of analysis can be eloquently represented in constraints, and extended forms of first
order logic. However, in current practice, solutions to the problem are implemented in ad-hoc and
difficult to maintain procedural code that accesses the data through embedded SQL programming. Lohfert
et al., [5] propose to use more elegant solutions that involve the use of declarative languages that integrate
constraint modeling with database access in transparent ways.

2 Formulating Properties

The core of OBAMA consists of the specification and monitoring of key properties within the business
processes of the company. In order to formulate these, two approaches are used.

The first language used to specify properties to be verified upon an organization is TTL (for Temporal
Trace Language, cf. [1]) that features an automated checker. This predicate logical temporal language
supports formal specification and analysis of dynamic properties, covering both qualitative and
quantitative aspects. Specifying such behavior in TTL is not a trivial matter, often documents describing
the goals of the company as well as procedural specifications can be used as a basis for such a behavioral
description. However, such a specification typically lacks sufficient detail to obtain a complete behavioral
description. Therefore, a three step process is specified to formalize these properties:

1) Informal behavior descriptions are translated into a semi-formal format.

2) Defining an ontology suitable for this particular organization which is based upon the semi-
formal rules that have been distinguished, and the terms that occur in such rules, see [4].

3) Translate the semi-formal rules into formal ones using the ontology which has been created.

The second language used for specifying properties to be monitored at an organization is the
structured query language (SQL), a widely accepted standard programming language for querying and
manipulating databases often used by users with no or little formal training in informatics [3]. Its
applications range from simple retrieval in web-interfaces to complex functions that aggregate the stored
data into useful information. In business settings many data storage solutions, including the storage of
logging data, are based on SQL. To enable, as an alternative, formulating properties using TTL on data
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stored on a SQL database server, some sort of pre-processing is required. In order to verify properties
using TTL upon the information stored within the company databases, pre-processing is proposed.

3 OBAMA Agent Design

The languages for the specification of properties to be monitored and validated form the basis of the
component-based design of the OBAMA agent. Note that the design approach followed is the DESIRE
approach (cf. [2]). The agent consists of three main components:
e The first component concerns the setting of the properties that ought to be monitored.
e After the properties and the required information accompanying these properties are known, the
component monitoring of properties starts to reason.
e The final component within the agent is the component for informing the user.

4 Experiments & Discussion

In order to test the agent designed, we have conducted an extensive case study within the private security
domain. After having identified the properties, these were inserted into the OBAMA agent that started the
monitoring process. All properties were set to regular report properties for which a weekly report should
be generated. The following results were found by OBAMA:

P1: Average response time (SQL): The average response time was 23.6 minutes

P2: Patroller leaving object before contact person (TTL): With a minimum task time of 5 minutes,
7.9% of the cases the security guards left the alarm early.

P3: Status check response time (TTL): The average duration of status check responses was found to be
41.6 minutes.

The simple, but effective design of the OBAMA agent makes it easy to maintain, and extend with future
functionality. Its ontology-based nature enabled the support of the user in formulating properties by a
incremental refinement method, as presented in [4]. This approach has been fully integrated in the TTL
parts of OBAMA.

Finally, the rich tools for SQL proved essential not only for the more standard properties to be
monitored, but also to do the necessary preprocessing for the more complex properties for which the user
needs to use the TTL components of OBAMA.
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