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A B S T R A C T

With the rapid development of cloud computing, outsourcing massive data and complex deep learning model
to cloud servers (CSs) has become a popular trend, which also brings some security problems. One is that
the model stored in the CSs may be corrupted, leading to incorrect inference and training results. The other
is that the privacy of outsourced data and model may be compromised. However, existing privacy-preserving
and verifiable inference schemes suffer from low detection probability, high communication overhead and
substantial computational time. To solve the above problems, we propose a privacy-preserving and verifiable
scheme for convolutional neural network inference and training in cloud computing. In our scheme, the
model owner generates the authenticators for model parameters before uploading the model to CSs. In the
phase of model integrity verification, model owner and user can utilize these authenticators to check model
integrity with high detection probability. Furthermore, we design a set of privacy-preserving protocols based
on replicated secret sharing for both the inference and training phases, significantly reducing communication
overhead and computational time. Through security analysis, we demonstrate that our scheme is secure.
Experimental evaluations show that the proposed scheme outperforms existing schemes in privacy-preserving
inference and model integrity verification.
1. Introduction

Recently, deep neural networks (DNNs) have become an integral
part of artificial intelligence technology and are widely used in many
applications such as image processing [1], speech recognition [2],
fingerprint recognition [3], and machine translation [4]. However, the
explosive growth of data and the rising complexity of neural network
structure have presented significant challenges to local servers with
limited computational resource [5]. Fortunately, with the advancement
of cloud computing, outsourcing data and neural network model to
cloud servers (CSs) has become a popular and feasible approach that
is able to effectively mitigate the storage and computational demands
on local servers [6–8].

Although cloud computing offers many benefits, there are also many
security and privacy risks that are not able to be overlooked [9–11].
For instance, once outsourcing model to the CSs, model owner (MO)
will relinquishe physical control over the model. This means that if the
model stored in the CSs is corrupted due to uncontrollable factors, such
as software/hardware failures or natural disasters [12,13], the CSs may
return incorrect inference and training results. These incorrect results
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E-mail addresses: focuscw1996@163.com (W. Cao), shenwentingmath@163.com (W. Shen), qinjing@sdu.edu.cn (J. Qin), h.lin-3@tudelft.nl (H. Lin).

will lead to severe consequences in certain fields, such as face recogni-
tion [14], health monitoring [15], and financial risk assessment [16].
Hence, it is essential to verify the model’s integrity to guarantee the
correctness of inference and training results returned by CSs.

Furthermore, the data used for inference and training often encom-
passes user’s private information, such as geographical location and
health data. If these data is exposed to CSs, the confidentiality of the
user’s personal information will be compromised [17,18]. Additionally,
a well-trained neural network model holds significant value for its
owner due to the substantial training costs involved [19,20]. Thus, it is
necessary to preserve the privacy of the user data and private model.

To preserve the privacy of the model and the user’s personal in-
formation, some privacy-preserving schemes based on homomorphic
encryption (HE) [21,22] and secret sharing (SS) [23,24] have been
proposed. These schemes [21–24] enable CSs to provide inference and
training services without obtaining the private information of user data
and model. However, these schemes [21–24] are unfriendly to the de-
vices with limited computational resources. The reasons are that most
HE-based schemes entail substantial computation cost due to complex
https://doi.org/10.1016/j.future.2024.107560
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Future Generation Computer Systems 164 (2025) 107560 
encryption and decryption operations, while most SS-based schemes in-
cur high communication overhead during dot product operations. Thus,
how to achieve privacy-preserving with low computation and com-
munication overheads is a significant challenge. Moreover, currently,
only one existing scheme [22] supports both privacy-preserving and

odel integrity verification. However, this scheme [22] only consid-
rs privacy-preserving inference, but not privacy-preserving training.
urthermore, this scheme [22] requires high computation overhead
o achieve privacy-preserving due to its reliance on HE technique.
herefore, how to achieve efficient privacy-preserving inference and
raining while ensuring model integrity is another challenge.

In this paper, we construct a novel convolutional neural network
CNN) scheme supporting model integrity verification, as well as
rivacy-preserving inference and training. Specifically, MO and user
an verify model integrity. Three CSs are used to cooperatively execute
he privacy-preserving protocols and return the inference and training
esults to the user and the MO. A summary of our contributions can be
ound below:

(1) We design a verifiable and privacy-preserving CNN inference
and training scheme in cloud computing. In the proposed
scheme, the model integrity can be guaranteed by verifying
model integrity through MO or user. User is unable to obtain
the model privacy during the model integrity verification phase.
To ensure privacy protection, the user and MO employ the
replicated secret sharing (RSS) technique to securely encrypt
both the data and model, then outsource the encrypted data and
model to three CSs for inference and training. To the best of our
knowledge, this is the first work that achieves model integrity
verification, as well as privacy-preserving inference and training
for CNN.

(2) Different from the previous works, we generate the authentica-
tors for the shares of vectorized parameters in the model, which
are utilized to verify model integrity during the verification
phase. Additionally, we design a random masking technique
to blind the verification proofs generated by the CSs, thereby
preventing user from inferring the real model from the verifi-
cation proofs. We also develop a series of privacy-preserving
protocols based on RSS technique for conducting CNN inference
and training.

(3) We validate the security of the proposed scheme through se-
curity analysis and perform comprehensive experimental eval-
uations to evaluate its performance. The results showcase that
the proposed scheme exhibits a higher detection probability of
corrupted vectorized parameters compared to previous schemes.
Additionally, the proposed scheme demonstrates lower commu-
nication overhead and computational time in secure inference,
measuring 6.80MB and 0.098s, respectively.

Organization: The remaining sections of our paper are structured
elow: Related work is discussed in Section 2. Section 3 provides

some preliminaries used for the proposed scheme. We define system
model and threat model in Section 4. The detailed description of the
proposed scheme is given in Section 5. Security analysis and experiment
performance are provided in Sections 6 and 7. We discuss the proposed
scheme in Section 8. Finally, our work is concluded in Section 9.

2. Related work

In recent years, numerous privacy-preserving neural network in-
ference or training schemes have been proposed. These schemes are
mainly based on differential privacy (DP) [25,26], [27,28] HE [21,
29], [30,31] and secure multiparty computation (MPC) techniques
oblivious transfer (OT) [32], garbled circuit (GC) [33,34], and SS [35–

37]). Specifically, DP is commonly utilized to protect data privacy in
NN training phase by introducing noise to data or weights. Yuan
t al. [27] designed a CNN-based medical image analysis scheme using
2 
DP technique, which protects the privacy of patient by adding noise
during the training process. Ma et al. [28] proposed a DP-based Rényi-
differentially private-generative adversarial network (GAN), which
achieves privacy protection by adding noise to the value of the ex-
changed loss function during the training process. However, the above-
mentioned DP-based schemes may suffer from a reduction in the
ccuracy of results due to the addition of noise. HE enables compu-

tation to be performed on ciphertext and produces the same result
s if the computation is performed directly on the plaintext after
ecryption. Kim et al. [30] constructed a privacy-preserving CNN

inference scheme based on fully homomorphic encryption (FHE). This
scheme introduces a more efficient way for evaluating convolutions
with FHE, significantly enhancing inference efficiency. Wang et al. [31]
proposed HT2ML, which combines the advantages of HE and trusted
execution environment to address data privacy concerns. However,

E-based schemes generally incur significant computational overhead
ue to the heavy encryption and decryption operations involved in
E technique. Recently, there has been a surge of research into MPC-
ased privacy-preserving schemes. MPC allows the evaluation of func-
ions based on inputs from each party without revealing their in-
ividual inputs. In the MPC techniques, SS is commonly used in
rivacy-preserving neural network schemes. Yang et al. [38] designed

a privacy-preserving GAN scheme based on SS, effectively addressing
the issue of privacy leakage that arises during model training and
image generation processes in GAN. Liu et al. [23] constructed an
SS-based CNN inference scheme, which achieves face detection while
protecting the privacy of the user’s data and model. However, SS-based
chemes incur high communication overhead in dot product operations,
hich reduces the efficiency of inference and training for neural
etworks that involve a large number of dot product operations. Fur-
hermore, some mixed-protocol schemes for neural network inference
ave been proposed [39–42], which implement different operations

by converting between different cryptographic techniques. However,
he mixed-protocols schemes require complex conversions between

different cryptographic techniques. Based on the above analysis, it is
ssential to design a privacy-preserving scheme with low computational

and communication overheads while guaranteeing accuracy.
The above schemes can achieve privacy protection. However, they

do not consider the problem of model integrity verification. The cor-
ruption of model integrity may significantly affect the correctness of
inference and training results. To verify the correctness of inference
result provided by server, Ghodsi et al. constructed SafetyNets [43],
which is an interactive proof-based verifiable computing scheme de-
signed for DNN. Based on quadratic matrix program, Weng et al. [44]
put forward pvCNN, a zero-knowledge succinct non-interactive argu-

ent of knowledge scheme. In this scheme, the correctness of CNN
utput results can be verified. Duan et al. [24] proposed PVDLI, which
erifies the correctness of inference result by injecting verifiable data
nto the input. These schemes [24,43,44] can support secure inference.

Nevertheless, the above schemes [24,43,44] primarily focus on ensur-
ing the correctness of inference result from the server and may fail to
detect subtle changes in the model parameters. The subtle parameter
changes may lead to incorrect inference results for certain inputs while
other inputs can be processed correctly [45]. To tackle the above prob-
lem, Kuttichira et al. [46] introduced a Bayesian Compromise Detection
BCD) scheme that can verify the model integrity by generating sensi-
ive samples. Yin et al. [47] developed a DNN fragile watermarking

framework called fragile trigger generation (FTG), which detects the
subtle changes in model parameters using fragile watermarking algo-
rithm. While these schemes [46,47] can guarantee model integrity, they
cannot support user data and model privacy protection. Xu et al. [22]
presented a privacy-preserving and verifiable inference scheme called
SecureDL. However, this scheme [22] only considers privacy-preserving
inference and does not support privacy-preserving training. In addition,
the scheme [22] requires high computation overhead to achieve pri-
vacy protection due to the use of HE technique. Thus, it is necessary
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Table 1
Comparison of the proposed scheme with major related work.

Scheme Secure
inference

Secure
training

Model integrity
verification

PVDLI [24] ✓ × ×
pvCNN [44] ✓ × ×
BCD [46] × × ✓

FTG [47] × × ✓

SecureDL [22] ✓ × ✓

Ours ✓ ✓ ✓

to develop a privacy-preserving and verifiable scheme for inference
nd training that supports model integrity verification while achieving
fficient data and model privacy protection.

Table 1 provides the comparison of the proposed scheme with
xisting major related works. From Table 1, it can be observed that only

the proposed scheme simultaneously supports secure inference, secure
training, and model integrity verification.

3. Preliminaries

This section introduces the basic knowledge required for the pro-
osed scheme, including bilinear map, Computational Diffie–Hellman
CDH) problem, Discrete Logarithm (DL) problem, Replicated Secret
haring, and Convolutional Neural Network.

3.1. Bilinear map

Consider two multiplicative cyclic groups 𝐺1 and 𝐺2 with the same
rime order 𝑝. Assuming that 𝑔 is 𝐺1’s generator. A bilinear map
∶𝐺1 × 𝐺1 → 𝐺2 exhibits the subsequent characteristics:

(1) Bilinearity: for any 𝑔1, 𝑔2 belongs to 𝐺1, and 𝑎, 𝑏 belong to 𝑍∗
𝑝 ,

satisfying 𝑒
(

𝑔𝑎1 , 𝑔𝑏2
)

= 𝑒(𝑔1, 𝑔2)𝑎𝑏.
(2) Non-degeneracy: 𝑒 (𝑔 , 𝑔) ≠ 1.
(3) Computability: it is efficient to calculate 𝑒(𝑔1, 𝑔2) for any 𝑔1, 𝑔2

belongs to 𝐺1.

3.2. Computational Diffie–Hellman problem

For elements 𝑎 and 𝑏 ∈ 𝑍∗
𝑝 , provided with inputs 𝑔, 𝑔𝑎, and 𝑔𝑏 ∈ 𝐺1,

the output is 𝑔𝑎𝑏 ∈ 𝐺1. The CDH assumption in 𝐺1 holds if it is
computationally infeasible to solve the CDH problem in 𝐺1.

3.3. Discrete logarithm problem

For 𝑎 ∈ 𝑍∗
𝑝 , provided with inputs 𝑔 and 𝑔𝑎 ∈ 𝐺1, the output is 𝑎. The

L assumption in 𝐺1 holds if it is computationally infeasible to solve
he DL problem in 𝐺1.

3.4. Replicated secret sharing [48]

In RSS with 𝑛 (𝑛 ≥ 3) parties, the secret is divided into 𝑛 shares
nd is distributed to 𝑛 parties respectively. The number of shares is
qual to the number of parties. The secret can be recovered when the
umber of parties is 𝑡+ 1, where 𝑡 satisfies the conditions that 1 ≤ 𝑡 < 𝑛
nd 𝑛 = 2𝑡 + 1 [49]. For secure multiplication, each party needs to
nteract with 𝑡 other parties. As a result, the communication overhead

of each party is 𝑡 in secure multiplication. Thus, the communication
overhead of each party increases with the number of parties 𝑛. Based
on the relationship between 𝑛 and 𝑡, it can be observed that as the
number of shares 𝑛 increases, 𝑡 also increases, leading to higher the
communication overhead for each party. To minimize communication
overhead, the proposed scheme selects 𝑡 = 1 and 𝑛 = 3.
3 
The following illustrates a replicated secret sharing scheme with
three parties.

A secret 𝑥 ∈ 𝑍2𝜆 is randomly divided into three shares 𝑥1, 𝑥2,
3, with the constraint that 𝑥1 + 𝑥2 + 𝑥3 = 𝑥 ∈ 𝑍2𝜆 . Each of the
hree parties 𝑃1, 𝑃2, and 𝑃3 holds a pair of shares, denotes as (𝑥1, 𝑥2),
𝑥2, 𝑥3), and (𝑥3, 𝑥1) respectively. Such a sharing of 𝑥 is denoted as
[𝑥]] ∶= (𝑥1, 𝑥2, 𝑥3). To simplify the notation, the pair of shares held by
arty 𝑃𝑘 (𝑘 ∈ [1, 3]) is represented as [[𝑥]]𝑘, i.e., 𝑃1 holds [[𝑥]]1 ∶= (𝑥1, 𝑥2),
2 holds [[𝑥]]2 ∶= (𝑥2, 𝑥3) and 𝑃3 holds [[𝑥]]3 ∶= (𝑥3, 𝑥1).

(1) Secure Secret Reconstruction Protocol Two scenarios for se-
cret reconstruction are considered: revealing the secret 𝑥 to a
single party or revealing it to all parties. In the first case, suppose
that 𝑥 is only disclosed to a single party 𝑃𝑘 (𝑘 ∈ [1, 3]). Each party
𝑃𝑘 (𝑘 ∈ [1, 3]) can reconstruct the secret 𝑥 using the shares 𝑥𝑘
and 𝑥𝑘+1 they hold and the share 𝑥𝑘−1 from 𝑃𝑘−1. In the second
case, suppose that 𝑥 is disclosed to all parties 𝑃𝑘 (𝑘 ∈ [1, 3]). Each
party 𝑃𝑘 (𝑘 ∈ [1, 3]) is capable of reconstructing 𝑥 by using the
shares 𝑥𝑘 and 𝑥𝑘+1 they hold and the share 𝑥𝑘−1 from 𝑃𝑘−1.

(2) Secure Addition (SecAdd) Protocol Two scenarios for SecAdd
are considered: the addition of two values [[𝑥]] and [[𝑦]], repre-
sented as [[𝑧]] = [[𝑥]] + [[𝑦]], and the addition of a value [[𝑥]] with
a constant 𝑐, represented as [[𝑧]] = [[𝑥]] + 𝑐. In the first case,
[[𝑧]] = [[𝑥]] + [[𝑦]] = (𝑥1+𝑦1) + (𝑥2+𝑦2) + (𝑥3+𝑦3). Let 𝑧1 ∶= 𝑥1+𝑦1,
𝑧2 ∶= 𝑥2 + 𝑦2, and 𝑧3 ∶= 𝑥3 + 𝑦3. Each party 𝑃𝑘 (𝑘 ∈ [1, 3])
calculates 𝑧𝑘 = 𝑥𝑘+𝑦𝑘 and 𝑧𝑘+1 = 𝑥𝑘+1+𝑦𝑘+1 locally based on the
shares they hold. Thus, each party 𝑃𝑘 (𝑘 ∈ [1, 3]) holds the shares
(𝑧𝑘, 𝑧𝑘+1). In the second case, [[𝑧]] = [[𝑥]] + 𝑐 = 𝑥1+ 𝑐+𝑥2+𝑥3. The
parties 𝑃1 and 𝑃3 who hold the share 𝑥1 need to calculate 𝑧1 =
𝑥1 + 𝑐 locally. Meanwhile, the parties 𝑃1, 𝑃2, and 𝑃3 who hold
the shares 𝑥2 and 𝑥3 calculate 𝑧2 = 𝑥2 and 𝑧3 = 𝑥3. Therefore,
each party 𝑃𝑘 (𝑘 ∈ [1, 3]) holds the shares (𝑧𝑘, 𝑧𝑘+1). During the
phase of SecAdd, each party 𝑃𝑘 (𝑘 ∈ [1, 3]) only needs to locally
calculate the addition of the shares they hold. Subtraction can
be performed in a similar way to addition.

(3) Secure Multiplication (SecMul) Protocol Two scenarios for
SecMul are considered: the multiplication of two values [[𝑥]] and
[[𝑦]], represented as [[𝑧]] = [[𝑥]] ⋅ [[𝑦]], and the multiplication of
a value [[𝑥]] and a constant 𝑐, represented as [[𝑧]] = [[𝑥]] ⋅ 𝑐.
In the first case, as shown in the Eq. (1), [[𝑧]] = [[𝑥]] ⋅ [[𝑦]] =
(𝑥1𝑦1 + 𝑥1𝑦2 + 𝑥2𝑦1) + (𝑥2𝑦2 + 𝑥2𝑦3 + 𝑥3𝑦2) + (𝑥3𝑦3 + 𝑥3𝑦1 + 𝑥1𝑦3).
Let 𝑧′1 ∶= 𝑥1𝑦1 + 𝑥1𝑦2 + 𝑥2𝑦1, 𝑧′2 ∶= 𝑥2𝑦2 + 𝑥2𝑦3 + 𝑥3𝑦2 and
𝑧′3 ∶= 𝑥3𝑦3 + 𝑥3𝑦1 + 𝑥1𝑦3. Each party 𝑃𝑘 (𝑘 ∈ [1, 3]) can calculate
𝑧′𝑘 locally based on the shares they hold. In RSS, each party
should hold two shares. To meet this requirement, each party
𝑃𝑘 (𝑘 ∈ [1, 3]) needs to transmit the share they hold to 𝑃𝑘−1.
This transmission process is termed re-sharing. To protect the
privacy of share during the transmission process, each party
𝑃𝑘 (𝑘 ∈ [1, 3]) needs to generate a random value 𝑟𝑘 to blind
the share 𝑧′𝑘 held by themselves, i.e., 𝑧𝑘 = 𝑧′𝑘 + 𝑟𝑘, satisfying
𝑟1 + 𝑟2 + 𝑟3 = 0. Specifically, 𝑃𝑘−1 and 𝑃𝑘 share a pseudorandom
number generator in advance, allowing them to generate the
same random value 𝑎𝑘−1,𝑘. Similarly, 𝑃𝑘 and 𝑃𝑘+1 perform the
same operation to generate 𝑎𝑘,𝑘+1. Consequently, the parties
𝑃1, 𝑃2, and 𝑃3 respectively hold the random values (𝑎3,1, 𝑎1,2),
(𝑎1,2, 𝑎2,3), and (𝑎2,3, 𝑎3,1). Each party 𝑃𝑘 (𝑘 ∈ [1, 3]) can then
calculate 𝑟𝑘 = 𝑎𝑘,𝑘+1 − 𝑎𝑘−1,𝑘 [48]. As a result, the parties 𝑃1, 𝑃2,
and 𝑃3 respectively hold the shares (𝑧1, 𝑧2), (𝑧2, 𝑧3), and (𝑧3, 𝑧1).
In the second case, each party 𝑃𝑘 (𝑘 ∈ [1, 3]) calculates 𝑧𝑘 = 𝑥𝑘 ⋅𝑐
and 𝑧𝑘+1 = 𝑥𝑘+1 ⋅ 𝑐 based on the shares they hold locally. Thus,
the parties 𝑃1, 𝑃2, and 𝑃3 respectively hold the shares (𝑧1, 𝑧2),
(𝑧2, 𝑧3), and (𝑧3, 𝑧1).
[[𝑧]] = [[𝑥]] ⋅ [[𝑦]]

= (𝑥1 + 𝑥2 + 𝑥3) ⋅ (𝑦1 + 𝑦2 + 𝑦3)

= (𝑥1𝑦1 + 𝑥1𝑦2 + 𝑥2𝑦1) + (𝑥2𝑦2 + 𝑥2𝑦3 + 𝑥3𝑦2)

+ (𝑥3𝑦3 + 𝑥3𝑦1 + 𝑥1𝑦3)

(1)
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Fig. 1. System model.
(4) Secure Dot Product (SecDot) Protocol Suppose there are
two vectors [[𝑥⃗]] = ([[𝑥(0)]], [[𝑥(1)]],… , [[𝑥(𝑛−1)]]) and [[𝑦]]
= ([[𝑦(0)]], [[𝑦(1)]],… , [[𝑦(𝑛−1)]]), where [[𝑥(𝑗)]] and [[𝑦(𝑗)]] (𝑗 ∈ [0, 𝑛-
1]) respectively denote the 𝑗-th element of the vectors [[𝑥⃗]]
and [[𝑥⃗]]. Each element [[𝑥(𝑗)]] of the vector [[𝑥⃗]] is divided into
three shares 𝑥(𝑗)1 , 𝑥(𝑗)2 , 𝑥(𝑗)3 , satisfying 𝑥(𝑗) = 𝑥(𝑗)1 + 𝑥(𝑗)2 + 𝑥(𝑗)3 .
Same operations are performed for the vector [[𝑦]]. These shares
are distributed among three parties P𝑘 (𝑘 ∈ [1, 3]) in the
form of {(𝑥(𝑗)1 , 𝑥(𝑗)2 ), (𝑥(𝑗)2 , 𝑥(𝑗)3 ), (𝑥(𝑗)3 , 𝑥(𝑗)1 )} and {(𝑦(𝑗)1 , 𝑦(𝑗)2 ), (𝑦(𝑗)2 , 𝑦(𝑗)3 ),
(𝑦(𝑗)3 , 𝑦(𝑗)1 )}. The dot product of [[𝑥⃗]] and [[𝑦]] can be calculated as
follows:

[[𝑧]] = [[𝑥⃗]] ⋅ [[𝑦]] =
𝑛−1
∑

𝑗=0
([[𝑥(𝑗)]] ⋅ [[𝑦(𝑗)]])

=
𝑛−1
∑

𝑗=0
(𝑥1(𝑗) + 𝑥2

(𝑗) + 𝑥3
(𝑗)) ⋅ (𝑦1(𝑗) + 𝑦2

(𝑗) + 𝑦3
(𝑗))

=
𝑛−1
∑

𝑗=0
(𝑥1(𝑗)𝑦1(𝑗) + 𝑥1

(𝑗)𝑦2
(𝑗) + 𝑥2

(𝑗)𝑦1
(𝑗))+

𝑛−1
∑

𝑗=0
(𝑥2(𝑗)𝑦2(𝑗) + 𝑥2

(𝑗)𝑦3
(𝑗) + 𝑥3

(𝑗)𝑦2
(𝑗))+

𝑛−1
∑

𝑗=0
(𝑥3(𝑗)𝑦3(𝑗) + 𝑥3

(𝑗)𝑦1
(𝑗) + 𝑥1

(𝑗)𝑦3
(𝑗))

(2)

Each party P𝑘 (𝑘 ∈ [1, 3]) locally calculates the 𝑘-th sum
∑𝑛−1

𝑗=0 (𝑥𝑘
(𝑗)𝑦𝑘(𝑗) + 𝑥𝑘(𝑗)𝑦𝑘+1(𝑗) + 𝑥𝑘+1(𝑗)𝑦𝑘(𝑗)) ∶= 𝑧𝑘 of Eq. (2)

and transmits 𝑧𝑘 to 𝑃𝑘−1. Thus, 𝑃1 holds the shares (𝑧1, 𝑧2), 𝑃2
holds the shares (𝑧2, 𝑧3), and 𝑃3 holds the shares (𝑧3, 𝑧1). It is
observed that only one communication round is required for
𝑛-dimensional dot product of RSS. In contrast, SS requires 𝑛
communication rounds for 𝑛-dimensional dot product due to the
requirement of performing 𝑛 secret multiplications.

3.5. Convolutional neural network

The CNN employs multiple convolutional layers to extract features
from input data, resulting in a more abstract and higher-level repre-
sentation of input data. Each linear layer is able to be expressed as
y = W ⋅x, where W is weight matrix and x is input. Common layers in
CNN include the convolutional layer, fully connected layer, ReLU layer,
batch normalization layer, and max pooling layer.

4. System model and threat model

4.1. System model

As depicted in Fig. 1, system model contains three distinct entities:
model owner (MO), cloud servers (CSs), and user.

• MO: The MO possesses a well-trained neural network model
and has limited computational resources. The MO outsources the
computationally intensive secure inference and secure training
services to the CSs. To guarantee model integrity, MO requires to
4 
produce the authenticators for the shares of vectorized parameters
in the model. During the secure training phase, MO transmits the
encrypted training dataset to CSs for model training. Then the
MO receives the new encrypted model parameters from the CSs
and decrypts them to obtain the new plaintext model parameters.
The MO can verify model integrity by transmitting verification
challenge to CSs and verifying the correctness of verification
proofs returned by CSs.

• CSs: The CSs, consisting of three cloud servers, have powerful
computational capability and storage resource. Each of the three
CSs plays the same role, responsible for storing the model, pro-
viding secure inference and training services, and generating the
verification proofs of the model. CSs perform the secure inference
on the encrypted inference input sent from the user and return
encrypted inference result to user. In addition, CSs train the model
on the encrypted training dataset sent from the MO and return
the new encrypted model parameters to the MO. When the CSs
receive the verification challenge from MO or user, they produce
and transmit the verification proofs to MO or user.

• User: The user is the entity that requires the CSs to provide
secure inference service. During secure inference phase, the user
transmits the encrypted inference input to the CSs. The user is
capable of decrypting the encrypted inference result from CSs and
obtaining the plaintext inference result. User can check model
integrity to ensure the correct of inference result returned by
the CSs. Specifically, user submits a verification challenge to CSs.
After receiving the verification proofs from CSs, user can verify
the correctness of proofs.

Remark. Similar to existing RSS-based schemes [42,50,51], the pro-
posed scheme delegates computationally intensive tasks on three CSs.
This is due to the fact that in RSS technique, using three parties incurs
the minimum communication overhead [49]. Consequently, we employ
RSS with three parties as the encryption method and utilize three CSs
in the proposed scheme.

4.2. Threat model

Similar to the existing schemes [23,38,52,53], in the threat model,
the CSs are assumed to be the honest but curious entities. They faith-
fully execute the protocols, but may be curious about model and input
data. Hence, it is necessary to preserve the privacy of the model
and data from being leaked to the CSs. Assuming that the CSs are
independent and non-colluding, and they do not intentionally delete or
modify the model. They only share the necessary information during
the execution of the protocols, and do not disclose any additional
information to each other. This is a realistic assumption because cloud
server providers are reputable companies (such as Google Cloud and
Alibaba Cloud) that are not willing to compromise their reputation
through corrupt operations [54]. However, the model stored in the
CSs may be corrupted due to uncontrollable factors, such as soft-
ware/hardware failures or natural disasters. Therefore, it is crucial to
verify model integrity. Furthermore, user is also an honest but curious
entity. He correctly uploads the encrypted inference input to the CSs,
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Fig. 2. Secure inference of convolution neural network.
but is curious about the model privacy of MO. He may attempt to
obtain MO’s real model by repeatedly challenging the same vectorized
parameters in the phase of model integrity verification. Thus, it is
necessary to safeguard model privacy, preventing any potential leakage
to user. MO is the honest entity that correctly uploads the encrypted
model parameters, the corresponding authenticators, and the encrypted
training dataset to the CSs.

5. The proposed scheme

This section provides a detailed description of the proposed scheme.

5.1. Initialization

Suppose there are 𝐿 linear layers in the neural network. The model
parameters of the 𝑙-th layer are set as 𝑊 (𝑙), where 𝑙 ∈ [1, 𝐿].

(a) The MO divides the parameters 𝑊 (𝑙) of the 𝑙-th layer into three
shares 𝑊 (𝑙)

1 , 𝑊 (𝑙)
2 , 𝑊 (𝑙)

3 , where 𝑊 (𝑙) = 𝑊 (𝑙)
1 + 𝑊 (𝑙)

2 + 𝑊 (𝑙)
3 (𝑙 ∈

[1, 𝐿]). These three shares are distributed

as [[𝑊 (𝑙)]]𝑘 = (𝑊 (𝑙)
𝑘 , 𝑊 (𝑙)

𝑘+1)

=

⎛

⎜

⎜

⎜

⎜

⎝

(𝑤(𝑙)
1,1𝑘

, 𝑤(𝑙)
1,1𝑘+1

) … (𝑤(𝑙)
1,𝑠𝑘

, 𝑤(𝑙)
1,𝑠𝑘+1

)

⋮ ⋱ ⋮

(𝑤(𝑙)
𝑛,1𝑘

, 𝑤(𝑙)
𝑛,1𝑘+1

) ⋯ (𝑤(𝑙)
𝑛,𝑠𝑘, 𝑤(𝑙)

𝑛,𝑠𝑘+1)

⎞

⎟

⎟

⎟

⎟

⎠

=

⎛

⎜

⎜

⎜

⎜

⎝

[[𝑤(𝑙)
1,1]]𝑘 … [[𝑤(𝑙)

1,𝑠]]𝑘
⋮ ⋱ ⋮

[[𝑤(𝑙)
𝑛,1]]𝑘 ⋯ [[𝑤(𝑙)

𝑛,𝑠]]𝑘

⎞

⎟

⎟

⎟

⎟

⎠

(𝑙 ∈ [1, 𝐿], 𝑘 ∈ [1, 3]).

Note: 𝑛 and 𝑠 can be different for different linear layers.
(b) The MO undertakes the subsequent procedures to produce pub-

lic/private key pair and public parameters:

• Chooses a bilinear pair 𝑒∶𝐺1 ×𝐺1 → 𝐺2, where 𝐺1 and 𝐺2
are two distinct multiplicative cyclic groups with a prime
order 𝑝.

• Chooses a generator 𝑔 of group 𝐺1 and generates indepen-
dent generators 𝑢𝑗 (𝑗 ∈ [1, 𝑠]) of 𝐺1.

• Selects three cryptographic hash functions 𝐻1 ∶ {0, 1}∗ →
𝐺1, 𝐻2 ∶𝑍2𝜆 → 𝑍∗

𝑝 and 𝐻3 ∶𝐺1 → 𝑍∗
𝑝 .

• Chooses a random number 𝑠𝑘 ∈ 𝑍∗
𝑝 as private key and

calculates 𝑝𝑘 = 𝑔𝑠𝑘 as public key.
• Publishes public parameters (𝐺1, 𝐺2, 𝐻1, 𝐻2, 𝐻3, 𝑝, 𝑔 , 𝑢1,
𝑢2,… , 𝑢𝑠, 𝑝𝑘).

Note: The generator 𝑔 is used to generate the public key 𝑝𝑘 in
the Initialization phase and is also used to verify the model integrity
in the Proof Verification phase. The independent generators 𝑢𝑗 (𝑗 ∈
[1, 𝑠]) are employed to generate the authenticators in the Authenticator
Generation phase and to mask the aggregated model parameter in the
Proof Generation phase.
5 
5.2. Authenticator generation

For each [[𝑊 (𝑙)]]𝑘 =

⎛

⎜

⎜

⎜

⎜

⎝

[[𝑤(𝑙)
1,1]]𝑘 … [[𝑤(𝑙)

1,𝑠]]𝑘
⋮ ⋱ ⋮

[[𝑤(𝑙)
𝑛,1]]𝑘 ⋯ [[𝑤(𝑙)

𝑛,𝑠]]𝑘

⎞

⎟

⎟

⎟

⎟

⎠

=

⎛

⎜

⎜

⎜

⎜

⎜

⎝

[[𝑤⃗(𝑙)
1 ]]𝑘

[[𝑤⃗(𝑙)
2 ]]𝑘
⋮

[[𝑤⃗(𝑙)
𝑛 ]]𝑘

⎞

⎟

⎟

⎟

⎟

⎟

⎠

(𝑘 ∈

[1, 3], 𝑙 ∈ [1, 𝐿]), the MO calculates a authenticator
⟨

𝜎(𝑙)𝑖
⟩

𝑘 for each
share of vectorized parameter [[𝑤⃗(𝑙)

𝑖 ]]𝑘 (𝑖 ∈ [1, 𝑛]) of [[𝑊 (𝑙)]]𝑘 by the
following equation,
⟨

𝜎(𝑙)𝑖
⟩

𝑘 = (𝐻1 (𝑖 ∥ 𝑉 ) ⋅
𝑠

∏

𝑗=1
𝑢
𝐻2([[𝑤

(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 )𝑠𝑘, (3)

where 𝑉 is the version number of the model. To ensure security, it is
necessary to utilize 𝑠 independent generators 𝑢𝑗 to generate authentica-
tors

⟨

𝜎(𝑙)𝑖
⟩

𝑘 because each vectorized parameter [[𝑤⃗(𝑙)
𝑖 ]]𝑘

contains 𝑠 model parameters [[𝑤(𝑙)
𝑖,𝑗 ]]𝑘. Finally, the MO sends the

shares {[[𝑊 (𝑙)]]𝑘}𝑘∈[1,3],𝑙∈[1,𝐿] and corresponding authenticators
{
⟨

𝜎(𝑙)𝑖
⟩

𝑘}𝑘∈[1,3],𝑙∈[1,𝐿],𝑖∈[1,𝑛] to the corresponding cloud server CS𝑘. Pro-
tocol 1 demonstrates the process of authenticator generation.

Protocol 1: Authenticator Generation
Input: The hash functions 𝐻1 and 𝐻2, the version number 𝑉 ,

and the model parameters’ shares [[𝑤(𝑙)
𝑖,𝑗 ]]𝑘

(𝑘 ∈ [1, 3], 𝑙 ∈ [1, 𝐿], 𝑖 ∈ [1, 𝑛], 𝑗 ∈ [1, 𝑠]).
Output: The authenticators ⟨𝜎(𝑙)𝑖 ⟩𝑘

(𝑘 ∈ [1, 3], 𝑙 ∈ [1, 𝐿], 𝑖 ∈ [1, 𝑛]).
1 for 𝑘 ∈ [1, 3] do
2 for 𝑙 ∈ [1, 𝐿] do
3 for 𝑖 ∈ [1, 𝑛] do
4 MO computes

⟨𝜎(𝑙)𝑖 ⟩𝑘 = (𝐻1 (𝑖 ∥ 𝑉 ) ⋅
𝑠
∏

𝑗=1
𝑢
𝐻2([[𝑤

(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 )𝑠𝑘.

5 end
6 end
7 end
8 MO holds ⟨𝜎(𝑙)𝑖 ⟩𝑘 (𝑘 ∈ [1, 3], 𝑙 ∈ [1, 𝐿], 𝑖 ∈ [1, 𝑛]).

5.3. Challenge generation

To verify the integrity of the model stored in CSs, MO or user
transmits the verification challenge to each CS𝑘 (𝑘 ∈ [1, 3]). Specifically,
MO or user randomly chooses a set 𝐼 containing 𝑚 elements, where
𝐼 ⊆ [1, 𝑛]. MO or user generates a random element 𝑣𝑖 ∈ 𝑍∗

𝑝 for each
𝑖 ∈ 𝐼 . Then, MO or user transmits the verification challenge {𝑖, 𝑣𝑖}𝑖∈𝐼
to each CS𝑘 (𝑘 ∈ [1, 3]).

5.4. Proof generation

After receiving the verification challenge {𝑖, 𝑣𝑖}𝑖∈𝐼 , CS𝑘 (𝑘 ∈ [1, 3])
generates the corresponding verification proof as follows:

⟨

𝜎(𝑙)
⟩

=
𝑘
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∏

𝑖∈𝐼 (
⟨

𝜎(𝑙)𝑖
⟩

𝑘)
𝑣𝑖 and

⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
=

∑

𝑖∈𝐼 𝑣𝑖 ⋅𝐻2([[𝑤
(𝑙)
𝑖,𝑗 ]]𝑘), where 𝑙 ∈ [1, 𝐿]

and 𝑗 ∈ [1, 𝑠]. To prevent user from inferring the real model, the cloud
server CS𝑘 (𝑘 ∈ [1, 3]) utilizes random masking technique to mask
⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
(𝑙 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑠]) by picking a random value

⟨

𝑟
⟩

𝑘 ∈ 𝑍∗
𝑝

and computes
⟨

𝑡𝑗
⟩

𝑘 = 𝑢⟨𝑟⟩𝑘
𝑗

. Then, the cloud server CS𝑘 (𝑘 ∈ [1, 3])
calculates

⟨

𝜇(𝑙)
𝑗
⟩

𝑘
=

⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
+
⟨

𝑟
⟩

𝑘 ⋅ 𝐻3(
⟨

𝑡𝑗
⟩

𝑘) (𝑙 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑠]).
Finally, the cloud server CS𝑘 (𝑘 ∈ [1, 3]) transmits the verification proofs
𝑃𝑘 = {⟨𝜎(𝑙)⟩𝑘,

⟨

𝜇(𝑙)
𝑗
⟩

𝑘
,
⟨

𝑡𝑗
⟩

𝑘}𝑙∈[1,𝐿],𝑗∈[1,𝑠] to MO or user.

5.5. Proof verification

After receiving the verification proofs, MO or user verifies the
integrity of the model through the following:
3
∏

𝑘=1
𝑒(
⟨

𝜎(𝑙)
⟩

𝑘, 𝑔)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
𝐻1(𝑖 ∥ 𝑉 )𝑣𝑖 ⋅

𝑠
∏

𝑗=1
(𝑢

⟨𝜇(𝑙)𝑗 ⟩

𝑘
𝑗 ⋅

⟨

𝑡𝑗
⟩

𝑘
−𝐻3(⟨𝑡𝑗 ⟩𝑘)), 𝑝𝑘),

(4)

where 𝑙 ∈ [1, 𝐿]. If the Eq. (4) holds, it means that the model stored in
he CSs is intact; otherwise, it is not.

In the following, an example of challenge-verification process is
given. Suppose that the size of the 4-th layer is 10 × 2. It means
hat the 4-th layer has 10 vectorized parameters, and each vectorized
arameter has 2 model parameters. In the Challenge Generation phase,
f MO/user wants to verify the integrity of the 3-rd, 5-th and 6-

th vectorized parameters of the 4-th layer, it sends the verification
challenge {3, 𝑣3, 5, 𝑣5, 6, 𝑣6} to each CS𝑘 (𝑘 ∈ [1, 3]), where {3, 5, 6}
are the indexes of challenged vectorized parameters and {𝑣3, 𝑣5, 𝑣6}
are the random values chosen by MO/user. After receiving the ver-
ification challenge {3, 𝑣3, 5, 𝑣5, 6, 𝑣6}, based on the stored vectorized
parameters and the corresponding authenticators, each CS𝑘 (𝑘 ∈ [1, 3])
respectively calculates the corresponding verification proof as follows:
⟨𝜎(4)⟩𝑘 = (⟨𝜎(4)3 ⟩

𝑣3
𝑘 ⋅ ⟨𝜎(4)5 ⟩

𝑣5
𝑘 ⋅ ⟨𝜎(4)6 ⟩

𝑣6
𝑘 ), ⟨𝜇(4)

1 ′⟩𝑘 = 𝑣3 ⋅ 𝐻2([[𝑤
(4)
3,1]]𝑘) ⋅ 𝑣5 ⋅

𝐻2([[𝑤
(4)
5,1]]𝑘) ⋅ 𝑣6 ⋅ 𝐻2([[𝑤

(4)
6,1]]𝑘) and ⟨𝜇(4)

2 ′⟩𝑘 = 𝑣3 ⋅ 𝐻2([[𝑤
(4)
3,2]]𝑘) ⋅ 𝑣5 ⋅

𝐻2([[𝑤
(4)
5,2]]𝑘) ⋅ 𝑣6 ⋅ 𝐻2([[𝑤

(4)
6,2]]𝑘). To protect the privacy of ⟨𝜇(4)

1 ′⟩𝑘 and
⟨𝜇(4)

2 ′⟩𝑘, each CS𝑘 (𝑘 ∈ [1, 3]) picks a random value ⟨𝑟⟩𝑘 and computes
⟨𝑡1⟩𝑘 = 𝑢⟨𝑟⟩𝑘1 and ⟨𝑡2⟩𝑘 = 𝑢⟨𝑟⟩𝑘2 . Then each CS𝑘 (𝑘 ∈ [1, 3]) calculates
⟨𝜇(4)

1 ⟩𝑘 = ⟨𝜇(4)
1 ′⟩𝑘 + ⟨𝑟⟩𝑘 ⋅𝐻3(⟨𝑡1⟩𝑘) and ⟨𝜇(4)

2 ⟩𝑘 = ⟨𝜇(4)
2 ′⟩𝑘 + ⟨𝑟⟩𝑘 ⋅𝐻3(⟨𝑡2⟩𝑘).

Finally, each CS𝑘 (𝑘 ∈ [1, 3]) transmits the verification proofs 𝑃𝑘 =
{⟨𝜎(4)⟩𝑘, ⟨𝜇

(4)
1 ⟩𝑘, ⟨𝜇

(4)
2 ⟩𝑘, ⟨𝑡1⟩𝑘, ⟨𝑡2⟩𝑘} to the MO/user. After receiving the

verification proofs, MO/user verifies the integrity of the model through
the Eq. (4).

5.6. Secure inference

The proposed scheme can offer inference service to the user. To
ensure inference input privacy, the user divides inference input into
hree shares and sends them to three CSs respectively. The inference
esult can be obtained by aggregating the shares of the inference result

returned from the CSs. Fig. 2 illustrates that secure inference contains
the following four processes: secure linear (SecLin) layers, secure batch
normalization (SecBN) layer, secure ReLU (SecReLU) layer, and secure
max pooling (SecMP) layer.

5.6.1. Secure linear layers
In the proposed scheme, both secure convolution (SecConv) layer

nd secure fully connected (SecFC) layer are referred to SecLin layers.
he mathematical expression of the SecLin layers can be written as
y = W ⋅x, where W represents the trainable weight matrix and x
represents the layer’s input. Note that the bias term of the SecLin layers
is set to 0 since the same shifting activation effect can also be achieved
by the bias term in the SecBN layer [55].

For the SecConv layer, the linear operation is performed by scanning
he input with the convolutional kernel, which is normally formulated
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as the weight matrix W with a fixed size. Let the convolutional kernel
size be 𝑛 × 𝑛, for the neuron in the 𝑙-th layer, its receptive field on the
(𝑙− 1)-th layer is 𝑛×𝑛. In other words, the (𝑖, 𝑗)-th neuron in the 𝑙-th layer
is computed as 𝑦(𝑙)𝑖,𝑗 =

∑𝑛−1
𝑝=0

∑𝑛−1
𝑞=0 𝑤

(𝑙)
𝑝,𝑞

⋅ 𝑥(𝑙−1)
𝑖+𝑝,𝑗+𝑞

, where 𝑤(𝑙)
𝑝,𝑞

denotes the
(𝑝, 𝑞)-th weight of the convolutional kernel in the 𝑙-th layer and 𝑥(𝑙−1)

𝑖,𝑗
denotes the (𝑖, 𝑗)-th input in the (𝑙− 1)-th layer. Therefore, the CSs need
to cooperatively compute [[𝑦(𝑙)𝑖,𝑗 ]] =

∑𝑛−1
𝑝=0

∑𝑛−1
𝑞=0 [[𝑤

(𝑙)
𝑝,𝑞
]] ⋅ [[𝑥(𝑙−1)

𝑖+𝑝,𝑗+𝑞
]].

For the SecFC layer, 𝑤(𝑙)
𝑝,𝑞

represents the weight that maps the 𝑝-th
neuron of the (𝑙 − 1)-th layer to the 𝑞-th neuron of the 𝑙-th layer. Thus,
the value of the 𝑞-th neuron in the 𝑙-th layer is computed as 𝑦(𝑙)𝑞 =
∑

𝑝 𝑤
(𝑙)
𝑝,𝑞

⋅ 𝑥(𝑙−1)
𝑝

. Accordingly, the CSs need to cooperatively calculate
[[𝑦(𝑙)𝑞 ]] = ∑

𝑝 [[𝑤
(𝑙)
𝑝,𝑞]] ⋅ [[𝑥

(𝑙−1)
𝑝 ]].

5.6.2. Secure batch normalization layer
The secure batch normalization (SecBN) layer is commonly utilized

o normalize the output of the SecLin layer, which may significantly
ccelerate the training of the network and improve the network’s per-
ormance by reducing internal covariate shift. The calculation of SecBN
ayer can be expressed as 𝑦(𝑙)𝑝,𝑞 = 𝛾 ⋅

𝑥(𝑙−1)𝑝,𝑞 −𝜖
𝜔 +𝛿, where 𝜖 and 𝜔 respectively

enote the running mean and the running variance of the training
atasets, 𝛾 and 𝛿 respectively denote learnable scale and shift terms. In

secure inference phase, 𝜖, 𝜔, 𝛾 and 𝛿 are pre-learned and fixed terms.
The CSs need to cooperatively compute [[𝑦(𝑙)𝑝,𝑞]] = 𝛾

𝜔 ⋅ ([[𝑥(𝑙−1)𝑝,𝑞 ]] − 𝜖) + 𝛿.

5.6.3. Secure ReLU layer
The secure ReLU (SecReLU) layer enhances the expressive ability of

the neural network by utilizing a non-linear transformation to the out-
put of the SecLin/SecBN layer. It is calculated as ReLU(𝑥) = max(𝑥, 0),
where 𝑥 denotes the previous layer’s output. In the scheme, max(𝑥, 0) is
calculated by computing max(𝑥, 0) = ¬MSB (𝑥)⋅𝑥 = (1 −MSB(𝑥))⋅𝑥, where
MSB(𝑥) denotes the most significant bit (MSB) of the two’s complement
of 𝑥 and ¬ denotes the negation of MSB(𝑥). Specifically, MSB(𝑥) = 0
when 𝑥 ≥ 0 and MSB(𝑥) = 1 when 𝑥 < 0. Therefore, for the activation
value of the (𝑖, 𝑗)-th neuron of the SecReLU layer, the CSs cooperatively
ompute [[𝑦(𝑙)𝑖,𝑗 ]] = max([[𝑥(𝑙−1)𝑖,𝑗 ]], 0) = ¬MSB([[𝑥(𝑙−1)𝑖,𝑗 ]]) ⋅ [[𝑥(𝑙−1)𝑖,𝑗 ]] = (1 −

MSB([[𝑥(𝑙−1)𝑖,𝑗 ]])) ⋅ [[𝑥(𝑙−1)𝑖,𝑗 ]]. The method for computing MSB in ABY3 [42]
is used to calculate MSB(x).

5.6.4. Secure max pooling layer
To reduce redundancy and improve computation efficiency, secure

max pooling (SecMP) layer is commonly applied to the output of the Se-
cReLU layer. By selecting the maximum value within a sliding window,
this layer is able to retain the key features of the image. In the scheme,
the maximum of the secrets ([[𝑥(𝑙−1)1 ]], [[𝑥(𝑙−1)2 ]],… , [[𝑥(𝑙−1)𝑛 ]]) is computed
using the MSB() method mentioned above, and record the index 𝑚𝑎𝑥
of the maximum value. For example, the CSs can compare [[𝑥(𝑙−1)1 ]] and
[[𝑥(𝑙−1)2 ]] by cooperatively calculating max([[𝑥(𝑙−1)1 ]], [[𝑥(𝑙−1)2 ]]) =
¬MSB([[𝑥(𝑙−1)1 ]] − [[𝑥(𝑙−1)2 ]]) ⋅ [[𝑥(𝑙−1)1 ]] + MSB([[𝑥(𝑙−1)1 ]] − [[𝑥(𝑙−1)2 ]]) ⋅ [[𝑥2]] =
(1-MSB([[𝑥(𝑙−1)1 ]] − [[𝑥(𝑙−1)2 ]])) ⋅ [[𝑥(𝑙−1)1 ]] + MSB([[𝑥(𝑙−1)1 ]] − [[𝑥(𝑙−1)2 ]]) ⋅ [[𝑥(𝑙−1)2 ]].

Furthermore, inspired by [56], by moving the SecReLU layer after
the SecMP layer, the number of MSB() method calls on the SecReLU
layer can be significantly reduced, thus saving communication over-
ead. As illustrated in Fig. 3, for a 4 × 4 feature matrix, the number

of comparisons in the SecReLU layer can be reduced from 12 to 3 by
adjusting the order of the SecReLU and SecMP layers, thus reducing the
umber of MSB() method calls by 9.

In the following, an example is provided to illustrate the pro-
cess of secure inference where data, model, and inference are all
encrypted. Suppose the encrypted inference input is a 5 × 5 matrix
([[𝑎(0)1,1]],… , [[𝑎(0)1,5]]),… , ([[𝑎(0)5,1]],… , [[𝑎(0)5,5]])). For the first SecConv layer,

assume the encrypted convolution kernel is a 2 × 2 matrix
(([[𝑤(1)

1,1]], [[𝑤
(1)
1,2]]), ([[𝑤

(1)
2,1]], [[𝑤

(1)
2,2]])). The three CSs collaboratively com-

pute the output of SecConv layer, resulting in a 4 × 4 matrix
(([[𝑏(1)1,1]],… , [[𝑏(1)1,4]]),… , ([[𝑏(1)4,1]],… , [[𝑏(1)4,4]])). based on the encrypted infer-
ence input (([[𝑎(0) ]],… , [[𝑎(0) ]]),… , ([[𝑎(0) ]],… , [[𝑎(0) ]])) and the encrypted
1,1 1,5 5,1 5,5
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Fig. 3. An example of adjusting the order of SecReLU and SecMP layers with 2 × 2
pooling window.

convolution kernel (([[𝑤(1)
1,1]], [[𝑤

(1)
1,2]]), ([[𝑤

(1)
2,1]], [[𝑤

(1)
2,2]])). For example, the

value of [[𝑏(1)1,1]] is calculated as [[𝑏(1)1,1]] = [[𝑤(1)
1,1]] ⋅ [[𝑎

(0)
1,1]] + [[𝑤(1)

1,2]] ⋅ [[𝑎
(0)
1,2]] +

[[𝑤(1)
2,1]] ⋅ [[𝑎

(0)
2,1]] + [[𝑤(1)

2,2]] ⋅ [[𝑎
(0)
2,2]]. The output of SecConv layer is utilized

as the input to the second SecBN layer. The three CSs collaboratively
compute the output of SecBN layer based on SecConv layer’s out-
put (([[𝑏(1)1,1]],… , [[𝑏(1)1,4]]),… , ([[𝑏(1)4,1]],… , [[𝑏(1)4,4]])), learnable scale 𝛾, running
variance 𝜔, running mean 𝜖 and shift terms 𝛿, resulting in another 4 × 4
matrix (([[𝑐(2)1,1]],… , [[𝑐(2)1,4]]),… , ([[𝑐(2)4,1]],… , [[𝑐(2)4,4]])). For example, the value
of [[𝑐(2)1,1]] is computed as [[𝑐(2)1,1]] =

𝛾
𝜔 ⋅ ([[𝑏(1)1,1]] − 𝜖) + 𝛿. For the third

SecMP layer, assume the window size is 2 × 2. The three CSs collab-
oratively compute the output of SecMP layer based on SecBN layer’s
output (([[𝑐(2)1,1]],… , [[𝑐(2)1,4]]),… , ([[𝑐(2)4,1]],… , [[𝑐(2)4,4]])), resulting in a 2 × 2
matrix (([[𝑑(3)1,1]], [[𝑑

(3)
1,2]]), ([[𝑑

(3)
2,1]], [[𝑑

(3)
2,2]])). For example, the value of [[𝑑(3)1,1]]

is calculated as [[𝑑(3)1,1]] = max(([[𝑐(2)1,1]], [[𝑐
(2)
1,2]]), ([[𝑐

(2)
2,1]], [[𝑐

(2)
2,2]])). The output

(([[𝑑(3)1,1]], [[𝑑
(3)
1,2]]), ([[𝑑

(3)
2,1]], [[𝑑

(3)
2,2]])) of SecMP layer then serves as the input

to the fourth SecReLU layer. The three CSs collaboratively compute
the output of SecReLU layer based on (([[𝑑(3)1,1]], [[𝑑

(3)
1,2]]), ([[𝑑

(3)
2,1]], [[𝑑

(3)
2,2]])),

resulting in a 2 × 2 matrix (([[𝑒(4)1,1]], [[𝑒
(4)
1,2]]), ([[𝑒

(4)
2,1]], [[𝑒

(4)
2,2]])). For example,

the value of [[𝑒(4)1,1]] is calculated as [[𝑒(4)1,1]] = max([[𝑑(3)1,1]], 0). For the
fifth SecFC layer, assume the encrypted weight is a 2 × 2 matrix
(([[𝑤(5)

1,1]], [[𝑤
(5)
1,2]]), ([[𝑤

(5)
2,1]], [[𝑤

(5)
2,2]])). The three CSs collaboratively com-

pute the output of SecFC layer based on (([[𝑤(5)
1,1]],

[[𝑤(5)
1,2]]), ([[𝑤

(5)
2,1]], [[𝑤

(5)
2,2]])) and (([[𝑒(4)1,1]], [[𝑒

(4)
1,2]]), ([[𝑒

(4)
2,1]], [[𝑒

(4)
2,2]])), resulting in

the final encrypted inference result [[𝑓 (5)
1 ]] = [[𝑤(5)

1,1]] ⋅ [[𝑒
(4)
1,1]] + [[𝑤(5)

1,2]] ⋅
[[𝑒(4)1,2]] + [[𝑤(5)

2,1]] ⋅ [[𝑒
(4)
2,1]] + [[𝑤(5)

2,2]] ⋅ [[𝑒
(4)
2,2]].

5.7. Secure training

The proposed scheme supports the secure training of CNN on en-
crypted data. The encrypted training dataset is sent from the MO to
the CSs. The CSs perform the secure training based on encrypted train-
ing dataset. Specifically, the data discrepancies between the model’s
outputs at the SecFC layer and the target values are calculated using
the softmax function and the cross-entropy loss function [57]. These
misfits are then backpropagated layer by layer to the layers preced-
ing the SecFC layer through the chain rule. This training process is
repeated until the loss function converges or the predefined number
of training iterations is reached. After the secure training is completed,
the CSs transfers the new encrypted model parameters back to the MO.
Then the MO generates the authenticators for the shares of vectorized
parameters (encrypted model parameters) sent by CSs by performing
the Authenticator Generation algorithm. The version number of the
initial model uploaded by the MO is set as 1, and subsequent versions
7 
are incremented sequentially. Furthermore, the MO decrypts the new
encrypted model parameters only when it needs the updated model.

Note: After receiving the encrypted model parameters from the CSs,
the MO does not need to rebuild the new model as it does not perform
inference and training locally. Furthermore, the MO does not need to
decrypt the encrypted model parameters sent by the CSs every time
since it generates the authenticators for the shares of the encrypted
model parameters.

6. Correctness and security analysis

This section analyzes the correctness of model integrity verification,
model privacy protection, the detectability of model integrity verifi-
cation, and the correctness and security of the secure inference and
training.

Theorem 1 (Correctness of Model Integrity Verification). If the model
stored in the CSs is intact, the verification proofs produced by CSs can pass
the checking of MO or user.

Proof. According to the valid verification proofs 𝑃𝑘 = {
⟨

𝜎(𝑙)
⟩

𝑘,
⟨

𝜇(𝑙)
𝑗
⟩

𝑘
,
⟨

𝑡𝑗
⟩

𝑘}𝑙∈[1,𝐿],𝑗∈[1,𝑠](𝑘 ∈ [1, 3]) from the CS𝑘, the Eq. (4) in the
Proof Verification algorithm will hold. The correctness of Eq. (4) can be
derived below:
3
∏

𝑘=1
𝑒(
⟨

𝜎(𝑙)
⟩

𝑘, 𝑔)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
(
⟨

𝜎(𝑙)𝑖
⟩

𝑘)
𝑣𝑖 , 𝑔)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
(𝐻1 (𝑖 ∥ 𝑉 ) ⋅

𝑠
∏

𝑗=1
𝑢
𝐻2([[𝑤

(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 )𝑠𝑘⋅𝑣𝑖 , 𝑔)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
𝐻1(𝑖 ∥ 𝑉 )𝑣𝑖 ⋅

𝑠
∏

𝑗=1
𝑢
∑

𝑖∈𝐼 𝑣𝑖⋅𝐻2([[𝑤
(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 , 𝑔𝑠𝑘)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
𝐻1(𝑖 ∥ 𝑉 )𝑣𝑖 ⋅

𝑠
∏

𝑗=1
𝑢
⟨𝜇(𝑙)𝑗 ′⟩

𝑘
𝑗 , 𝑝𝑘)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
𝐻1(𝑖 ∥ 𝑉 )𝑣𝑖 ⋅

𝑠
∏

𝑗=1
𝑢
⟨𝜇(𝑙)𝑗 ⟩

𝑘
−⟨𝑟⟩𝑘⋅𝐻3(⟨𝑡𝑗 ⟩𝑘)

𝑗 , 𝑝𝑘)

=
3
∏

𝑘=1
𝑒(
∏

𝑖∈𝐼
𝐻1(𝑖 ∥ 𝑉 )𝑣𝑖 ⋅

𝑠
∏

𝑗=1
(𝑢

⟨𝜇(𝑙)𝑗 ⟩

𝑘
𝑗 ⋅

⟨

𝑡𝑗
⟩

𝑘
−𝐻3(⟨𝑡𝑗 ⟩𝑘)), 𝑝𝑘)

Theorem 2 (Model Privacy Protection). In the proposed scheme, user is
unable to obtain real model through verification proofs from the CSs.

Proof. 𝑃𝑘 = {⟨𝜎(𝑙)⟩𝑘,
⟨

𝜇(𝑙)
𝑗
⟩

𝑘
,
⟨

𝑡𝑗
⟩

𝑘}𝑙∈[1,𝐿],𝑗∈[1,𝑠] (𝑘 ∈ [1, 3]) are the
verification proofs outputted by the CS𝑘. On the one hand, CS𝑘 (𝑘 ∈
[1, 3]) utilizes

⟨

𝑟
⟩

𝑘 and
⟨

𝑡𝑗
⟩

𝑘 to mask the real aggregated vectorized
parameter

⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
=

∑

𝑖∈𝐼 𝑣𝑖 ⋅𝐻2([[𝑤
(𝑙)
𝑖,𝑗 ]]𝑘) (𝑙 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑠]) as

⟨

𝜇(𝑙)
𝑗
⟩

𝑘
=
⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
+
⟨

𝑟
⟩

𝑘 ⋅𝐻3(
⟨

𝑡𝑗
⟩

𝑘), where ⟨𝑟⟩𝑘 is randomly generated
by the CS𝑘 and kept confidential from user, and

⟨

𝑡𝑗
⟩

𝑘 = 𝑢⟨𝑟⟩𝑘
𝑗

. In
addition, it is computationally infeasible for user to obtain

⟨

𝑟
⟩

𝑘 based
on

⟨

𝑡𝑗
⟩

𝑘 (𝑘 ∈ [1, 3], 𝑗 ∈ [1, 𝑠]). This is because DL problem in 𝐺1 is hard.
Therefore, it is difficult for user to get the real aggregated vectorized
parameter

⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
(𝑘 ∈ [1, 3], 𝑙 ∈ [1, 𝐿], 𝑗 ∈ [1, 𝑠]) based on the blinded

aggregated vectorized parameter
⟨

𝜇(𝑙)
𝑗
⟩

𝑘
.

On the other hand, based on the following equation:
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3
∏

𝑘=1

⟨

𝜎(𝑙)
⟩

𝑘

=
3
∏

𝑘=1

∏

𝑖∈𝐼
(
⟨

𝜎(𝑙)𝑖
⟩

𝑘)
𝑣𝑖

=
3
∏

𝑘=1

∏

𝑖∈𝐼
(𝐻1(𝑖 ∥ 𝑉 ) ⋅

𝑠
∏

𝑗=1
𝑢
𝐻2([[𝑤

(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 )𝑠𝑘⋅𝑣𝑖

=
∏

𝑖∈𝐼
(𝐻1(𝑖 ∥ 𝑉 ))𝑠𝑘⋅𝑣𝑖 ⋅

3
∏

𝑘=1
(

𝑠
∏

𝑗=1
𝑢
∑

𝑖∈𝐼 𝑣𝑖⋅𝐻2([[𝑤
(𝑙)
𝑖,𝑗 ]]𝑘)

𝑗 )𝑠𝑘

=
∏

𝑖∈𝐼
(𝐻1(𝑖 ∥ 𝑉 ))𝑠𝑘⋅𝑣𝑖 ⋅

3
∏

𝑘=1
(

𝑠
∏

𝑗=1
𝑢
⟨𝜇(𝑙)𝑗 ′⟩

𝑘
𝑗 )𝑠𝑘.

It is obvious that ∏3
𝑘=1 (

∏𝑠
𝑗=1 𝑢

⟨𝜇(𝑙)𝑗 ′⟩
𝑘

𝑗 )𝑠𝑘 is masked by
∏

𝑖∈𝐼 (𝐻1(𝑖 ∥ 𝑉 ))𝑠𝑘⋅𝑣𝑖 . It is difficult to calculate ∏

𝑖∈𝐼 (𝐻1(𝑖 ∥ 𝑉 ))𝑠𝑘⋅𝑣𝑖
based on ∏

𝑖∈𝐼 (𝐻1(𝑖 ∥ 𝑉 ))𝑣𝑖 and 𝑔𝑠𝑘 because CDH problem in 𝐺1 is hard.

This implies that user is not capable of inferring ∏3
𝑘=1 (

∏𝑠
𝑗=1 𝑢

⟨𝜇(𝑙)𝑗 ′⟩
𝑘

𝑗 )𝑠𝑘

based on ∏3
𝑘=1

⟨

𝜎(𝑙)
⟩

𝑘 let along
⟨

𝜇(𝑙)
𝑗 ′

⟩

𝑘
(𝑘 ∈ [1, 3], 𝑙 ∈ [1, 𝐿], 𝑗 ∈

[1, 𝑠]). Therefore, model privacy can be ensured in the model integrity
verification process since the real model is not revealed to user.

Theorem 3 (Detectability). Suppose that a model includes 𝐿 linear layers
and each linear layer includes 𝑛 vectorized parameters. Thus, a model
includes 𝐿 × 𝑛 vectorized parameters. Each vectorized parameter is divided
into three shares. These shares are respectively stored on three CSs, with
each cloud server storing 𝐿 × 𝑛 vectorized parameter shares. Assuming that
𝑡 vectorized parameters are corrupted and the number of challenged vector-
ized parameters is 𝑚. The probability of detecting the corrupted vectorized
parameters is at least 1 − (𝐿×𝑛×3−𝑡𝐿×𝑛×3 )

𝑚×3
.

Proof. There are three CSs and each cloud server stores 𝐿×𝑛 vectorized
parameter shares. 𝑚 vectorized parameter shares are challenged in
each cloud server. Thus, the total number of vectorized parameter
shares stored in the CSs is 𝐿 × 𝑛 × 3 and the number of challenged
vectorized parameter shares is 𝑚 × 3. Let 𝑋 denotes the number of
corrupted vectorized parameters being challenged. The probability 𝑃𝑋
of detecting the corrupted vectorized parameters can be calculated:

𝑃𝑋 = 𝑃 {𝑋 ≥ 1}

= 1 − 𝑃 {𝑋 = 0}
= 1 − 𝐿 × 𝑛 × 3 − 𝑡

𝐿 × 𝑛 × 3 ⋅
𝐿 × 𝑛 × 3 − 1 − 𝑡
𝐿 × 𝑛 × 3 − 1 ⋅…

⋅
𝐿 × 𝑛 × 3 − 𝑚 × 3 + 1 − 𝑡
𝐿 × 𝑛 × 3 − 𝑚 × 3 + 1

≥ 1 − (𝐿 × 𝑛 × 3 − 𝑡
𝐿 × 𝑛 × 3 )

𝑚×3
.

As shown in Fig. 4, when the number 𝑡 of corrupted vectorized
parameters is 32, the probability of detecting the corrupted vectorized
parameters is at least 95% when the number 𝑚 of challenged vectorized
parameters is set to 60, and the probability of detecting the corrupted
vectorized parameters is at least 99% when the number 𝑚 of challenged
vectorized parameters is set to 90. As a result, our scheme can detect
the corrupted vectorized parameters with high probability.

The correctness of secure inference and training
The correctness of secure inference and training is analyzed. In

the proposed scheme, the RSS technique is employed to divide the
inference input 𝛼 and model parameters 𝛽 into three shares, denoted
as 𝛼 = 𝛼1 + 𝛼2 + 𝛼3 and 𝛽 = 𝛽1 + 𝛽2 + 𝛽3, respectively. Intuitively,
the outputs of secure inference and training protocols may differ from
the outputs produced by the initial algorithm. However, the exactness
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Fig. 4. The probability of detecting the corrupted vectorized parameters.

of the outputs obtained from secure inference and training protocols
can be demonstrated through the following derivation. First, in secure
inference and training phases, the SecConv and SecFC layers primarily
perform the dot product operation. For the input 𝑥 = 𝑥1 + 𝑥2 + 𝑥3,
the output 𝑦 = 𝑦1 + 𝑦2 + 𝑦3 is obtained. Second, for the SecBN layer,
only linear operations are performed in the secure inference phase since
the parameters are pre-learned and fixed. During the secure training
phase, an iterative method is utilized to convert square root and inverse
operations to polynomial operations. Thus, for the input 𝑥 = 𝑥1+𝑥2+𝑥3,
the equation 𝑦1 + 𝑦2 + 𝑦3 = 𝑎𝑥1 + 𝑎𝑥2 + 𝑎𝑥3 = 𝑎𝑥 = 𝑦 still holds.
Third, for the SecReLU layer, during the secure inference phase, if
the input 𝑥 is greater than 0, the CSs take the input as the output,
i.e. 𝑦1 + 𝑦2 + 𝑦3 = 𝑥1 + 𝑥2 + 𝑥3 = 𝑦. If the input 𝑥 is less than 0, then the
output is 0, i.e. 𝑦1 + 𝑦2 + 𝑦3 = 𝑦 = 0. During the secure training phase, if
the input 𝑥 is greater than 0, the CSs output 1, i.e. 𝑦1 + 𝑦2 + 𝑦3 = 𝑦 = 1.
If the input 𝑥 is less than 0, the CSs output 0, i.e. 𝑦1 + 𝑦2 + 𝑦3 = 𝑦 = 0.
Finally, for the SecMP layer, during the secure inference phase, the
CSs collaboratively compute the maximum value 𝑥𝑚𝑎𝑥 and the index
𝑚𝑎𝑥. The equation 𝑦1 + 𝑦2 + 𝑦3 = 𝑥𝑚𝑎𝑥1 + 𝑥𝑚𝑎𝑥2 + 𝑥𝑚𝑎𝑥3 = 𝑦 holds.
During the secure training phase, the CSs compute the index 𝑚𝑎𝑥 of
the maximum value and propagate the gradients through the position
where the maximum value is located.

The security of secure inference and training
The security proof for the protocols employed in the secure infer-

ence and training phases is provided within the universal composability
framework [58]. In the semi-honest model, the adversary is defined
as having the capability to compromise a maximum of one of three
cloud servers CS𝑘 (𝑘 ∈ [1, 3]). To establish the protocol’s security, it
is adequate to illustrate that the compromised party’s view can be
effectively simulated based on the provided inputs and outputs [59].
In the following, the security of the protocols for the secure inference
and training phases is analyzed.

Definition 1 ([59]). A protocol is considered secure when a probabilis-
tic polynomial-time simulator is capable of producing an ideal world, in
which the adversary’s perspective is computationally indistinguishable
from their view in real world.

Lemma 1 ([59]). A protocol achieves perfect simulatability when each of
its sub-protocols also achieves perfect simulatability.

Lemma 2 ([59]). The element 𝑥±𝑟 is uniformly and independent from the
random variable 𝑥 ∈ 𝑍2𝜆 when the random element 𝑟 ∈ 𝑍2𝜆 is uniformly
and independent from 𝑥.

Lemma 3 ([59]). The protocols SecAdd, SecMul, MSB and the linear
combination of SecAdd, SecMul and MSB are secure in semi-honest model.
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Based on Lemma 1, the protocols of secure inference and training
achieve security when all sub-protocols are demonstrated to be secure
or simulatable. If the protocols are performed in a localized manner,
they are amenable to perfect simulation. Consequently, our primary
focus centers on proving the security of protocols that require collab-
orative execution among the three cloud servers CS𝑘 (𝑘 ∈ [1, 3]), as
delineated below.

Theorem 4. In the proposed scheme, the interactive protocols for secure
inference are secure in semi-honest model.

Proof. During secure inference phase, the operation of SecConv layer,
SecFC layer, SecBN layer, SecReLU layer and SecMP layer are based
on SecAdd, SecMul, and MSB protocols. SecAdd, SecMul, and MSB
protocols are proved secure in Lemma 3. Derived from Lemma 2, it is
reasonable to consider all inputs as uniformly random and susceptible
to simulation by the simulator. Consequently, simulator is capable of
simulating all secure protocols of secure inference. This leads us to
conclude that, in compliance with Lemma 1, the interactive protocols
for secure inference are secure in semi-honest model.

Theorem 5. In the proposed scheme, the interactive protocols for secure
training are secure in semi-honest model.

Proof. Similar to Theorem 4, the protocols for secure training rely on
simulatable SecAdd, SecMul, and MSB. The detailed proof is omitted
here. As a result, the interactive protocols for secure training maintain
security in semi-honest model.

7. Performance evaluation

This section presents experimental evaluation of the proposed
scheme, focusing on its performance in terms of model integrity verifi-
cation as well as privacy-preserving inference and training. All exper-
iments are performed on the Ubuntu 20.04 platform with an Intel(R)
Core (TM) i7-11700T CPU @3.6 GHz and 16 GB of RAM. We employ
GNU Multiple Precision Arithmetic Library [60] and Pairing-Based
Cryptography Library [61] implemented in C language, as well as the
MP-SPDZ Library [62] implemented in Python language. The basic field
size is set to 512 bits, and the element size in 𝑍∗

𝑝 is set to ∣ 𝑝 ∣=160 bits.
A CNN model with the MNIST dataset is selected for experiments.

Table 2 illustrates the detailed architecture of our CNN model. To
generate the authenticators for the shares of vectorized parameters, the
parameters of each SecLin layer (SecConv layer and SecFC layer) are
reshaped into a 2D matrix, denoted as 𝑊 (𝑙) (𝑙 ∈ [1, 5]), where the second
dimension denotes the channel for the convolutional operation and the
number of neurons in the output layer for fully connected operation.

7.1. Authenticator generation phase

We evaluate computational time for authenticator generation of
each layer. As illustrated in Table 3, the computational time for au-
thenticator generation is influenced by the size of the parameter matrix.
Compared with other layers, the computational time for authenticator
generation of 𝑊 (3) is the longest since it has the largest parameter
matrix.
9 
Table 2
The architecture of our model.

Layer Stride Parameter
matrix size

Note

SecConv (input size: 1 × 28 × 28, kernel size:
1 × 6 × 5 × 5, output size: 6 × 24 × 24) –
SecBN

1 25 × 6 𝑊 (1)

SecMP (input size: 6 × 24 × 24, window:
6 × 2 × 2,
output size: 6 × 12 × 12) – SecReLU

2 – –

SecConv (input size: 6 × 12 × 12, kernel size:
6 × 16 × 5 × 5, output size: 16 × 8 × 8) –
SecBN

1 150 × 16 𝑊 (2)

SecMP (input size: 16 × 8 × 8, window:
16 × 2 × 2,
output size: 16 × 4 × 4) – SecReLU

2 – –

SecFC (input size: 256, output size: 120) –
SecReLU

NA 256 × 120 𝑊 (3)

SecFC (input size: 120, output size: 84) –
SecReLU

NA 120 × 84 𝑊 (4)

SecFC (input size: 84, output size: 10) NA 84 × 10 𝑊 (5)

Table 3
The computational time for authenticator generation of each layer.

Layer 𝑊 (1) 𝑊 (2) 𝑊 (3) 𝑊 (4) 𝑊 (5)

Computational time (s) 0.38 5.30 62.03 20.53 1.97

Fig. 5. The computational time for challenge generation of different numbers of
challenged vectorized parameters.

7.2. Model integrity verification phase

We evaluate the computational time for challenge generation. The
challenged vectorized parameters are selected from 0 to 400 with an
interval of 50. Fig. 5 shows that computational time for challenge
generation linearly increases with the number of challenged vectorized
parameters. When the number of challenged vectorized parameters is
set to 400, the computational time for challenge generation is 3.43 ms.

We evaluate the computational time required for proof generation
and proof verification. As described in Section 5, if a model parameter
is corrupted, its corresponding vectorized parameter’s authenticator
cannot pass the verification. Considering that the number of the vector-
ized parameters in each layer is different, we choose a different number
of challenged vectorized parameters to ensure that the proportion of
challenged vectorized parameters in each layer to the total vectorized
parameters in each layer ranges from 5% to 40%. Fig. 6 illustrates the
computational time for proof generation of each layer, which exhibits
an increase as the proportion of challenged vectorized parameters per
layer relative to the total vectorized parameters per layer increases. For
five layers 𝑊 (𝑙) (𝑙 ∈ [1, 5]), the layer 𝑊 (3) with the largest parameter
matrix size requires the longest computational time. Furthermore, the
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Fig. 6. The computational time for proof generation of each layer.

Fig. 7. The computational time for proof verification of each layer.

Fig. 8. The secure training accuracy.

proof verification time of each layer is displayed in Fig. 7. Similar to
proof generation, as the proportion of challenged vectorized parameters
per layer to the total vectorized parameters per layer increases, the
proof verification time of each layer also increases.

7.3. Secure inference and training phases

We evaluate the secure training accuracy, the secure forward propa-
gation performance, and the backward propagation performance based
on the ring 𝑍264 using the RSS technique. The selected batch size is 256
and the learning rate is 0.01. The training and testing datasets contain
60,000 and 10,000 samples, respectively. We compute the accuracy
at every training epoch. Fig. 8 shows that after 15 epochs of secure
training, the model achieves an accuracy of 98.85%.

We also evaluate computational time and communication over-
head of secure forward and backward propagations under different
batch sizes ranging from 0 to 400. As shown in Fig. 9, the compu-
tational time and communication overhead for secure forward and
backward propagations linearly increase with batch size. Moreover,
10 
Fig. 9. Performance for secure forward and backward propagations. (a) Computational
time of different batch sizes; (b) Communication overhead of different batch sizes.

Table 4
The computational time and communication overhead for secure forward and backward
propagations using a single sample.

Phase Communication
time (ms)

Communication
overhead (MB)

Secure forward propagation 158.88 11.651

Secure backward propagation 388.98 30.898

the computational time and communication overhead of secure back-
ward propagation are higher than that of secure forward propagation.
This is because secure backward propagation requires additional gra-
dient calculations compared to secure forward propagation. Table 4
demonstrates the computational time and communication overhead
for secure forward and backward propagations using a single sample
(batch size=1). Due to the additional gradient computations involved
in backward propagation, the computational time and communication
overhead of secure backward propagation are higher than that of secure
forward propagation.

Finally, we test the computational time and communication over-
head for each layer using a single sample. As depicted in Figs. 10 and
11, the computational time and communication overhead of SecBN
layer in secure forward propagation exceed that of other layers. Figs. 12
and 13 show that SecBN layer and SecFC layer incur higher computa-
tional time and communication overhead than other layers (SecConv
layer, SecMP layer and SecReLU layer) in secure backward propaga-
tion. This is because the SecBN layer involves nonlinear operations
for computing running mean and running variance, while the SecFC
layer includes a significant number of parameters requiring gradient
calculation.

7.4. Comparison with existing schemes

We analyze the performance of our scheme in comparison with
several related schemes [21,22,24,39], in which CryptoNets [21] and
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Fig. 10. The computational time for each layer of secure forward propagation using
a single sample.

Fig. 11. The communication overhead for each layer of secure forward propagation
using a single sample.

Fig. 12. The computational time for each layer of secure backward propagation using
a single sample.

Chameleon [39] support privacy protection, and SecureDL [22] and
PVDLI [24] support privacy protection and verifiability. For fair com-
parison, in this experiment, we adopt the identical CNN neural network
architecture and MNIST dataset as utilized in Chameleon [39]. Table 5
shows the detailed model architecture, which consists of one SecConv
layer and two SecFC layers. We set the batch size to 5. Table 6 shows
the computational time and communication overhead in each round of
inference in schemes [21,22,24,39]. As depicted in Table 6, our scheme
11 
Fig. 13. The communication overhead for each layer of secure backward propagation
using a single sample.

Table 5
The CNN architecture.

Layer Stride Parameter
matrix size

SecConv (input size: 1 × 28 × 28, kernel size:
1 × 5 × 5 × 5, output size: 5 × 14 × 14) – SecReLU

2 70 × 14

SecFC (input size: 980, output size: 100) – SecReLU NA 980 × 100

SecFC (input size: 100, output size: 10) NA 100 × 10

Table 6
Comparison of computational time and communication overhead with schemes [21],
[22], [39], [24] during inference phase.

Scheme Computational time (s) Communication
overhead (MB)

CryptoNets [21] 296.23 372.2
SecureDL [22] 319.00 330.7
Chameleon [39] 2.65 12.90
PVDLI [24] 2.21 12.02
Ours 0.098 6.80

Table 7
Comparison of detection probability with schemes [22] and [24].

Scheme Detection probability

SecureDL [22] 97.7%
PVDLI [24] 80.0%
Ours 99.9%

exhibits excellent performance during the inference phase. Compared
to CryptoNets [21], SecureDL [22], Chameleon [39] and PVDLI [24],
our scheme requires the shortest computational time and the lowest
communication overhead. The reason is that CryptoNets [21] and
SecureDL [22] use HE technique to protect privacy, which involves
complex encryption and decryption operations, thereby increasing com-
putational time. Chameleon [39] and PVDLI [24] employ SS technique,
which also incur significant communication overhead in dot product
operations. Our scheme utilizes RSS technique, which can optimize dot
product operations in neural networks, resulting in enhanced efficiency.

During the model integrity verification phase, we set the base field
size to 512 bits and the element size in 𝑍∗

𝑝 to 160 bits. Assuming
that the proportion of corrupted vectorized parameters relative to total
vectorized parameters is 2%. As shown in Table 7, when the challenged
vectorized parameters are set to 30% of the total vectorized parame-
ters, the probability of detecting the corrupted vectorized parameters
in our scheme is at least 99.9%, which is higher than that of Se-
cureDL [22] and PVDLI [24]. This experimental result is consistent with
Theorem 3.
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8. Discussion

From a managerial perspective, our proposed scheme provides cloud
service providers with a more efficient and secure method for per-
forming CNN inference and training. Additionally, it offers users and

O a secure integrity verification method, enhancing service quality
nd fostering user trust. From an academic perspective, our proposed
cheme demonstrates a novel application of privacy-preserving neural
etwork. By leveraging RSS technique and the designed authenticators,
he proposed scheme achieves efficient and secure inference and train-
ng, while also providing a high detection probability of model integrity
erification. This contribution provides new insight for future research
n privacy-preserving and model integrity verification.

9. Conclusion

In this paper, we present a novel verifiable and privacy-preserving
scheme for CNN inference and training in cloud computing. In the
proposed scheme, we enable the verification of the integrity of the
model stored in CSs while preserving the privacy of both the data and
the model. Compared to existing schemes, our scheme achieves a higher
detection probability for verifying model integrity and requires lower
computational time and communication overhead during the secure
inference phase. We demonstrate the security and the efficiency of the
proposed scheme. However, the current design is specifically tailored
for CNN. Future work will focus on expanding this work to other types
of neural networks.
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