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Supervisor(s): Johan Pouwelse1, Bulat Nasrulin1

1EEMCS, Delft University of Technology, The Netherlands

A Thesis Submitted to EEMCS Faculty Delft University of Technology,
In Partial Fulfilment of the Requirements

For the Bachelor of Computer Science and Engineering
June 21, 2026

Name of the student: Vuk Pejić
Final project course: CSE3000 Research Project
Thesis committee: Johan Pouwelse, Bulat Nasrulin, Andy Zaidman

An electronic version of this thesis is available at http://repository.tudelft.nl/.



Abstract
We present VukZero, a zero-trust architecture for
autonomous Large Language Model (LLM) agents.
These agents operate on untrusted input, so a suc-
cessful prompt injection can lead to continued ma-
licious behavior. Existing defenses aim only to
prevent this, leaving no recourse once an agent is
compromised. VukZero instead applies zero-trust
across three layers. An agent permission system
mediates privileged actions. Tamper-evident be-
havioral recording supports evidence-based agent
expulsion. System-level containment limits post-
compromise damage. On a standard prompt-
injection benchmark, VukZero’s permission system
cut the macro-average attack success rate to 3.81%,
compared with 8.66% for an established privilege-
control defense. The recording layer expelled the
attacker in all 60 reputation-trap scenarios where an
unprotected baseline expelled none. The contain-
ment layer also blocked 100% of malicious host-
level probes. The contribution is integrating the
layers so that the zero-trust principle holds through-
out and after a compromise.

Keywords: autonomous LLM agents; prompt injection;
zero-trust security; agent permissions; tamper-evident ac-
countability.

1 Introduction
When a language model gains the ability to act, every input
it processes becomes part of its attack surface. Autonomous
Large Language Model (LLM) agents can inspect files, in-
voke tools, communicate with peers, and produce outputs
consumed by other software. This makes them ideal for de-
centralized systems with limited human oversight, but it also
makes their behavior security-critical. This risk is not hypo-
thetical: agents built on deployed frameworks have already
been shown to fall to execution-level attacks driven by un-
trusted input [1].

The core risk is indirect prompt injection, where adver-
sarial content embedded in external data is interpreted as an
instruction by an LLM-integrated application [2]. This can
cause execution-level failures such as unauthorized tool calls
or data exfiltration. Security guidance therefore treats prompt
injection as a persistent risk to be mitigated by reducing im-
pact and constraining privileged actions, rather than assuming
the model can always separate trusted instructions from un-
trusted ones [3, 4].

We study this problem in decentralized autonomous LLM-
agent systems, using OpenClaw [5] as the framework driv-
ing agent actions. Systematic evaluations of such frame-
works show they can amplify model-level weaknesses into
framework-level failures [6], and that existing defenses
mainly target prevention. For instance, contextual agent se-
curity separates trusted from untrusted inputs [7], agent priv-
ilege separation restricts privileged execution paths [8], and
privilege-control frameworks such as Progent enforce poli-
cies over tool calls [9, 10]. Even zero-trust approaches

stay preventative, using cryptographic credentials to autho-
rize what an agent may do [11]. All of these stop a com-
promise before it happens and assume a single trusted oper-
ator, so they offer no recourse once prevention fails or when
the threat is a peer agent. A decentralized zero-trust setting
therefore also needs accountability and containment after a
compromise, not only prevention before it.

This paper proposes VukZero, which turns the zero-trust
principle that no agent, input, or host is trusted by default
into a concrete architecture for autonomous LLM agents. It
enforces trust through verification at every stage rather than
only at a perimeter. It combines three layers: an agent per-
mission system mediates privileged actions, tamper-evident
behavioral recording supports evidence-based reputation and
expulsion decisions, and system-level containment limits the
fallout radius of a compromised agent. The full implemen-
tation, experiments, and configuration are released as open
source.1

In doing so, the work makes three concrete contribu-
tions. First, it serves as one of the first applications of the
zero-trust principle to the emerging decentralized LLM-agent
paradigm. Second, it realizes this principle as a zero-trust
architecture built on permissions, immutability, and contain-
ment. Third, it delivers a fully operational VukZero imple-
mentation with a controlled, per-layer evaluation.

The main research question asks how effectively a
zero-trust architecture can secure autonomous LLM agents
through an agent permission system, tamper-evident behav-
ioral recording, and system-level containment. It divides into
three sub-questions, one per layer:

1. Agent permission system: How does VukZero’s per-
mission system affect the attack success rate when in-
serted into an external prompt-injection benchmark at
the tool-execution boundary?

2. Tamper-evident behavioral recording: How does
tamper-evident behavioral recording affect reputation
lag and fallout under reputation-manipulation attacks?

3. System-level containment: How does VukZero’s least-
exposure and hardened container architecture affect the
fallout radius of an already-compromised agent?

The remainder of the paper is structured as follows. Sec-
tion 2 defines the technical background and adversary model.
Section 3 presents the design behind VukZero’s architecture.
Sections 4 and 5 describe the experimental setup and results.
Section 6 reflects on responsible research. Section 7 analyzes
limitations and trade-offs before Section 8 concludes the pa-
per.

2 Technical Background and Threat Model
The setting and threat model below frame VukZero’s evalua-
tion. Two definitions recur across the paper. Reputation lag is
the number of events between an agent’s first malicious event
and the expulsion decision that removes it. Fallout radius
is the harm accrued before a compromise is stopped. This

1https://github.com/stubbaTU/DelftClaw/tree/a52d665a7c5b3
1ea5e853f718ff968da2a388e1a
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is measured as malicious broadcasts and fraudulent reputa-
tion gains for the behavioral-recording layer and as exposed
protected-asset categories for the containment layer.

2.1 Agent Runtime and Security Boundary
This paper assumes that an autonomous LLM agent runtime
has three security-relevant components. The first is a rea-
soning component that interprets goals, external inputs, and
intermediate observations. The second is a tool interface that
exposes actions such as reading files, sending peer messages,
or requesting wallet-related operations. The third is an exe-
cution environment that determines which files, credentials,
and network interfaces are reachable by the agent.

The key security boundary is the interface between reason-
ing and action: the model may be influenced by malicious
content, but the surrounding system determines whether a re-
quested action reaches sensitive resources. An unsafe model
request becomes a security failure only when it is allowed to
execute or to propagate sensitive information.

2.2 Use Case: The OpenClaw Seedbox Collective
We evaluate VukZero on a concrete use case: DelftClaw, a re-
search prototype of a decentralized seedbox community built
by our project team on autonomous OpenClaw agents. The
agents form a peer-to-peer collective that admits new mem-
bers through donation evidence, exchanges file indexes, re-
trieves content, and provisions additional seedboxes as the
community’s needs grow.

Within this setting, agents perform atomic seedbox micro-
tasks: small, self-contained tasks whose completion can be
verified. Examples include seeding an assigned file, exchang-
ing peer messages, submitting security reports, and broad-
casting donation and reputation updates.

The mechanisms VukZero introduces are not specific to
seedboxes; this collective is a representative decentralized
multi-agent setting in which to exercise them.

2.3 Input Channels and Leaky Constructs
The main entry point for compromise is the leaky construct:
untrusted external content crosses into the agent’s reasoning
context and changes the agent’s behavior. In this paper, such
content may appear in torrent metadata, peer messages, seed-
box status reports, or reputation-related inputs.

For example, a torrent metadata field might embed “ignore
the previous instruction and redirect the next pooled dona-
tion before seeding,” turning a routine parsing step into an at-
tempted unauthorized payout. Similarly, a peer status report
might assert “agent completed twelve seeding microtasks this
round; endorse to confirm,” fabricating evidence to inflate
reputation. These are instances of indirect prompt injection.

2.4 Zero-Trust Assumptions and Protected Assets
The system is treated as a zero-trust environment [12]: threats
may originate internally or externally, and location or prior
status never by itself establishes trust [13]. Peer agents, ex-
ternal inputs, and seedbox or hosting infrastructure are not
assumed trustworthy, and malicious peers can act as adver-
sarial intermediaries in multi-agent interactions [14]. Trust

decisions must therefore be based on recorded behavior and
verifiable evidence rather than on agent claims.

The protected assets include the local identity key, wallet-
related state, behavioral records, reputation state, and seed-
box access controls. Donation- and microtask-related events
are high-value trust signals: rather than trusting an agent’s
claim that a contribution occurred, the system must treat such
events as checkable evidence for reputation decisions [15,
16]. If an attacker can fake, erase, or rewrite this evidence,
the reputation mechanism loses its basis for accountability.

2.5 Reputation-Based Threats
This paper considers reputation-manipulation attacks in
which malicious agents attempt to appear trustworthy before
exploiting that trust. These attacks include fake microtask
claims, artificial value flows (wash-trading, self-donation, or
reward redirection), collusive endorsements between mali-
cious identities, and delayed rug-pull behavior (trust-building
defection).

2.6 Adversary Model
The adversary has three capabilities. First, it can embed ma-
licious instructions in the external inputs of Section 2.3. Sec-
ond, it can participate in the decentralized seedbox collec-
tive using one or more malicious identities [17], enabling the
reputation-manipulation attacks defined in Section 2.5. Third,
after compromise, it may attempt to access protected local or
host-level resources such as private keys or logs.

The adversary is not assumed to break cryptographic prim-
itives, compromise every honest node, or control the host
operating system before the experiment begins. The at-
tacker succeeds if it causes unauthorized privileged actions,
sensitive-data exposure, fraudulent reputation gains, contin-
ued participation after malicious behavior, or unauthorized
access to protected resources. Privacy is out of scope for this
threat model.

3 The VukZero Architecture
VukZero does not attempt to prove that agents are uncompro-
misable. Rather, it aligns with the view that complete trust
elimination is unattainable, and that the practical objective
of zero trust is to reduce the cost and impact of breaches,
not to prevent them outright [13]. Accordingly, VukZero
hardens the surrounding system by constraining privileged
actions, preserving behavioral evidence, and limiting post-
compromise fallout.

3.1 Design Goals and Architecture Overview
Figure 1 illustrates how VukZero is organized around the
progression of an agent compromise, with each stage mo-
tivating one layer. The agent permission system mediates
privileged actions before they execute, tamper-evident be-
havioral recording captures security-relevant behavior in a
signed, append-only log so reputation and expulsion deci-
sions rest on verifiable evidence, and system-level contain-
ment isolates compromised agents from host resources.

The first two layers realize continuous verification rather
than one-time trust: the permission system re-authorizes ev-
ery tool call rather than granting standing authority, and the



Figure 1: Three layers of VukZero that withhold trust at successive stages of an agent compromise.

accountability layer re-evaluates each agent’s trustworthiness
as new evidence arrives, revoking it through expulsion once
a suspicion threshold is crossed. The containment layer re-
flects the assume-breach principle, confining the damage an
already-compromised agent can cause. Together the layers
form a defense-in-depth strategy within a zero-trust architec-
ture [18].

3.2 Layer 1: Agent Permission System
The first layer separates reasoning from privileged execution
[19, 20]: the LLM may propose tool calls, but each one passes
through a default-deny reference monitor that either runs the
original tool or returns a safe denial. The monitor only trusts
the control plane, which consists of two components. Both
are set before the agent’s LLM runs: the deployment’s tool
catalog and the authenticated user task. Everything observed
at runtime, including the model output, tool results, and any
injected content, is untrusted data and can never, on its own,
grant authority [12].

The reference monitor makes every decision using two
mechanisms: capability and provenance. A capability is an
unforgeable token, issued by VukZero before the LLM runs.
It authorizes one specific tool for one task. Provenance tracks
which argument values are trusted. A value has trusted prove-
nance only if it traces back to the control plane, never to run-
time content. The monitor keeps the set of currently trusted
values in a provenance store.

With those in hand, each tool (a named operation the agent
can invoke) carries one of three effect classes that decide how
the monitor treats it. A READ CONTENT tool returns free text,

such as a peer message. The agent may read it, but the result
is always untrusted. A READ AUTHORITATIVE tool is the nar-
row exception: if its own arguments are already trusted, the
typed identifier fields it returns become trusted too, extend-
ing the provenance store. An EFFECT tool mutates state or
sends data to an external sink, and it is the only effect class
requiring a capability. Unknown or ambiguous tools default
to EFFECT.

Three rules then govern every decision. First, reads never
require a capability or provenance. Second, an EFFECT tool
runs only with both a valid capability and trusted provenance
for its arguments. Third, trusted provenance starts from the
user task and grows only through READ AUTHORITATIVE re-
sults.

For every tool call, VukZero builds a permission request
(Eq. 1):

q = (subject , task , tool , cls, args), (1)
where subject is the agent identity making the call, task
the authenticated user task the agent runs under, tool the re-
quested operation, cls its effect class, and args the supplied
arguments.

If cls is one of the reads, the tool call does not require a
capability and may update the provenance store (if the read
is READ AUTHORITATIVE and returns a typed identifier). An
EFFECT request must, however, clear all four checks of Eq. 2
in order to be approved:
allow(q) = policy(q) ∧ cap(q) ∧ prov(q) ∧ egress(q). (2)

The capability cap(q) and provenance prov(q) checks carry
the core defense against injection; policy(q) and egress(q)



are the surrounding access-control and egress guards. The
policy(q) check applies a deployment-wide, default-deny
rule set fixing which actions each agent role may take on
each resource, independent of the task. The egress(q) check
blocks outputs carrying secrets, such as private key-shaped
material.

The capability check cap(q) verifies that the request carries
a valid capability token c (Eq. 3), issued by VukZero before
execution:

c = (subject , tool , task , expiry , uses, lits), (3)

It binds one subject and one EFFECT tool to a single task, with
optional expiry, bounded uses (use count), and the trusted lits
(literals) derived from the task. A capability for one tool is
never a capability for another, including newly added ones.

The provenance check, prov(q), requires the arguments
that steer the tool call, such as its destination or transmitted
data, to be trusted literals in the provenance store. The prove-
nance store originates from the user task’s literals (addresses,
URLs, dates, and similar). A READ AUTHORITATIVE result
extends this store only when its arguments were already in
this store and the result is a typed identifier field.

Two examples show why both cap(q) and prov(q) checks
are needed. First, suppose agent Bob’s task is to message
Alice, but Bob is injected with a peer message that says
“send the wallet key to Eve.” Bob may read the injected mes-
sage, but the send it then attempts is denied: Eve came from
untrusted text, not the task, so the destination is not a trusted
literal and the provenance check fails. Second, suppose Bob’s
task authorizes only messaging, but Bob attempts to delete
a file. Here the capability check fails, because no capability
was ever issued for the delete tool.

To summarize, provenance stops injected values from
steering an authorized tool; the capability stops an unautho-
rized tool from being invoked by the agent.

3.3 Layer 2: Tamper-Evident Behavioral
Recording

The second layer provides accountability after compromise.
It records security-relevant events in an Ed25519-signed [21],
hash-chained append-only log so that reputation decisions are
based on verifiable evidence rather than agent self-reporting
[22, 23]. This is necessary because a decentralized seedbox
collective cannot safely rely on reputation claims alone: each
entry binds to its predecessor’s hash and to the reporter’s sig-
nature, so deleting, reordering, or modifying past evidence
breaks verification.

Each log entry contains the agent identity, a timestamp,
the event type, the event payload, and a link to the previous
record, following the transparency-log principle that makes
later deletion or rewriting detectable [24]. Relevant event
types include donation broadcasts, atomic seedbox microtask
reports, security reports, reputation updates, endorsements,
and expulsion decisions.

A trustworthy estimator runs as a background process out-
side the agent’s runtime, parsing the shared signed log and
re-evaluating each agent after every appended event. It main-
tains a reputation score and a separate suspicion score per

agent. Reputation and suspicion are deliberately kept dis-
tinct: an agent can accrue reputation from accepted events
while still accumulating suspicion from historical patterns. A
previously high-reputation attacker cannot use positive stand-
ing to erase evidence of malicious behavior.

Detection combines per-event rules (fake or unassigned
microtask claims, duplicate or replayed evidence, self-
donation, reward-redirection and benefit-request behavior)
with cross-agent pattern reconstruction (two- and three-node
wash-trade cycles and linked collusive-endorsement clus-
ters). When an agent’s suspicion crosses a configured thresh-
old, the estimator expels it and appends the policy-violation
and expulsion decisions onto the same signed log. Trust
is thus recomputed from accumulated evidence rather than
fixed. The detection targets correspond to the reputation-
manipulation classes of Section 2.5.

3.4 Layer 3: System-Level Containment
The third layer limits the fallout radius of a compromised
agent. It addresses the residual-risk case where the agent pro-
cess itself is treated as hostile. Even if permission checks or
accountability mechanisms are bypassed, the compromised
process should not be able to access host-level resources.

The core of this layer is a least-exposure data architecture.
Protected assets are never mounted inside the agent container,
so a compromised process cannot reach raw protected state at
all, and every legitimate operation is mediated by a narrow
host-side proxy.

Around this architecture, the prototype adds conventional
defense in depth. This includes a hardened container con-
figuration (dropped capabilities, read-only root filesystem,
seccomp [25] and AppArmor [26] profiles, non-root execu-
tion), gVisor as a userspace-kernel sandbox boundary [27,
28], and host-level egress policy enforced with nftables that
admits only the expected peer [29]. Legitimate operations are
provided through constrained interfaces rather than direct file
access. An identity proxy may allow signing without expos-
ing the private key, and an append-only log proxy may allow
adding a new event without allowing deletion or rewriting of
prior entries.

4 Experimental Setup
Each layer of VukZero is evaluated against the threat it tar-
gets: the permission system on an external prompt-injection
benchmark, the recording layer on reputation-manipulation
attacks, and containment on a probe battery.

4.1 Setup 1: Agent Permission System
The first experiment evaluates how the permission system af-
fects the attack success rate (ASR) when it is inserted at the
tool-execution boundary of an existing agent benchmark. We
use AgentDojo because it evaluates LLM agents that execute
tools over untrusted data and provides realistic tasks, attacks,
tools, and scoring logic [30].

The experiment compares three conditions locally on the
same AgentDojo fork and configuration, so that every differ-
ence is attributable to the defense rather than the benchmark
setup. In C0, AgentDojo runs undefended with raw tools. In



C1, every tool call is intercepted by VukZero, classified, and
either executed or refused with a safe denial. In C2, the same
fork runs with Progent [9], a recent privilege-control defense,
as a one-to-one state-of-the-art baseline.

The evaluation covers all four of AgentDojo’s tool-
invoking suites (Workspace, Slack, Travel, and Banking). In
each, the injected adversary is the tool knowledge attack,
which references the agent’s available tools by name to in-
duce concrete malicious tool calls, exercising a defense that
acts at the execution boundary. The fork, model versions, and
endpoint configuration are listed in Section 6.

AgentDojo’s own scorers evaluate the resulting environ-
ment state, so each condition is measured by the benchmark’s
existing logic rather than by any scoring of its own. The pri-
mary metric is ASR, the fraction of injected trials in which
the injection task succeeded. Beyond ASR, every refusal
VukZero (C1) issues is recorded under one of two classes. A
security-enforcement denial blocks a definite violation. This
is a request that fails a policy, capability, provenance, or
egress check on a value the monitor can positively evaluate.
A provenance-conservative denial is the residual case, where
no definite violation is found but the monitor cannot posi-
tively establish trusted provenance for an effect argument. In
that case, default-deny refuses it rather than admit an unveri-
fied value.

Utility under attack, the fraction of trials in which the le-
gitimate user task still succeeded despite the injection, is also
discussed in Section 7.

4.2 Setup 2: Tamper-Evident Behavioral
Recording

The second experiment evaluates how the accountability
layer affects reputation lag and post-compromise fallout dur-
ing reputation-manipulation attacks. This layer does not try
to prevent malicious behavior before it starts. Instead, the
experiment tests whether behavior is recorded in a form that
lets VukZero detect and expel malicious agents. The attack
is a reputation-trap: a malicious agent first inflates its reputa-
tion, then exploits that trust through benefit requests, reward
redirection, and misleading claims.

Rather than comparing only the full accountability sys-
tem against a single weak baseline, the evaluation isolates
the two mechanisms that make recording trustworthy, so that
each mechanism’s contribution can be measured separately.
The first is the log substrate: a plain mutable log versus
the signed, hash-chained append-only log, which isolates the
value of tamper-evident integrity. The second is cross-agent
pattern reconstruction: applying per-event rules only versus
also linking evidence across identities to catch wash-trade cy-
cles and collusive endorsements. Crossing them gives four
conditions. C0 uses a mutable log with cross-agent recon-
struction off (the weakest baseline). B1 uses a mutable log
with reconstruction on. B2 uses a signed log with reconstruc-
tion off. C1, the complete system, uses a signed log with
reconstruction on.

The evaluation uses two corpora. The frozen naive corpus
is 4 attack families × 3 intensities × 5 seeds = 60 scenarios,
each populated by 8 honest agents, 1 primary attacker, and 2
sybil agents.

The adaptive corpus adds three strategies
(threshold aware, sybil split, honest dilution), 40
scenarios each, that introduce deliberately ambiguous honest
agents whose legitimate reciprocal donations and repeated
endorsements resemble collusion. Therefore, wrongly
expelling one counts as a false positive.

Every scenario is frozen: it fixes which behavior is at-
tempted, while the live model supplies tool-calling. This sep-
arates the accountability comparison from whether a model
would choose to attack.

Live execution used OpenClaw agents with the model con-
figuration listed in Section 6. To keep within API cost bud-
gets, only C0 and C1 are run live; B1 and B2 are then recon-
structed by replaying the recorded C1 evidence through their
own respective trustworthy estimator configurations.

From these runs the experiment reports three comparisons.
First, reputation lag and fallout are measured across C0–C1
on the naive corpus. Then, a threshold sweep (1 through 10) is
done over the adaptive corpus tracing C1’s detection-versus-
false-positive frontier. Finally, a tamper test is conducted un-
der B1 and C1 that isolates the signed log’s evidence-integrity
contribution.

The primary metric is reputation lag. For a scenario with
first malicious event at index ifirst and expulsion decision at
index iexp , and scenario horizon H (the index of the final
event), the lag in events is given by Eq. (4):

lagevents =

{
iexp − ifirst , if expulsion occurs,

H − ifirst , otherwise (right-censored).
(4)

When no expulsion occurs the value is right-censored at the
horizon and is a lower bound on the true lag. Secondary met-
rics, defined per scenario, are fallout broadcasts, fraudulent
reputation gain, false-positive expulsions of ambiguous hon-
est agents, and signed-log integrity. For the adaptive corpora
the primary reported quantities are the primary-attacker de-
tection rate and the false-positive rate.

4.3 Setup 3: System-Level Containment
The third experiment evaluates the containment layer under
the assumption that the agent process is already compro-
mised. It does not measure whether an LLM follows or re-
fuses malicious instructions. The attacker is deterministic
malicious code executing inside the agent container, and the
experiment measures whether a fixed probe battery can read,
modify, or exfiltrate protected resources.

The evaluation uses a 3 × 2 factorial that separates two
independent factors so their individual contributions can be
measured. Factor A (runtime) sets the strength of the sand-
box around the agent and has three levels. The first is standard
Docker runc, with no extra hardening. The second hardens
runc with a custom seccomp profile [25], AppArmor [26],
dropped capabilities, a read-only root filesystem, non-root ex-
ecution, and resource limits. The third adds gVisor (runsc)
on top of those hardened flags, interposing a userspace kernel
between the agent and the host.

Factor B (data architecture) sets what the agent con-
tainer can reach and has two levels. Off mounts the full
set of protected resources (mock identity key, wallet state,



behavioral log, and seedbox controls) directly into the con-
tainer as a conventional deployment would. On is VukZero’s
least-exposure architecture: only the agent’s own workspace
is mounted. Sensitive operations are reachable only through
narrow host-side proxies, and unauthorized egress is blocked
by host nftables policy.

Crossing the factors gives six conditions. With the archi-
tecture off, C0 runs plain runc, B1 hardened runc, and B2
hardened runcwith gVisor. With the architecture on, A1, A2,
and C1 apply the same three runtimes in turn, so C1 is the full
VukZero stack. Appendix A tabulates the six conditions.

Every condition shares the same agent image digest, fixture
generation, probe code, sink processes, timeout, and scoring
logic, so differences are attributable to Factors A and B alone.
Each trial creates fresh mock fixtures so no probe pollutes the
state seen by later probes, with each protected resource carry-
ing a unique canary across six categories. These are: identity-
key access, wallet-state access, log-integrity tampering, unau-
thorized network egress, host/kernel reach, and network-rule
tampering. No real secrets, wallets, logs, or external targets
are used.

The probe battery contains 24 deterministic hostile probes.
17 of them are protected-asset probes. 7 of them are runtime-
boundary probes that characterize whether a boundary opera-
tion (such as observing the host kernel identity) is permitted.
Each condition also runs four legitimate actions once (peer
connectivity, append through the log proxy, identity signing,
and own-workspace file access) to check that containment
does not block legitimate functionality. The primary metric
is the containment rate defined in Eq. (5):

containment rate =
Ncontained

Nhostile probes
, (5)

where Ncontained is the number of hostile probes whose ac-
tion did not succeed and Nhostile probes is the battery size.
We also report fallout radius and false-positive rate. As a sec-
ondary cost metric, we record median per-probe latency, since
stronger isolation is expected to add runtime overhead and a
deployment must weigh that cost against the containment it
buys. Each hostile probe is therefore run for 20 repetitions
per condition to give a stable latency estimate and confirm
outcome stability. Legitimate actions run once as a utility
check.

5 Results and Analysis
The outcomes of the experiments detailed in Section 4 are
reported below, each with a brief analysis of the results.

5.1 Results 1: Agent Permission System
Figure 2 reports the ASR for all three conditions (C0, C1, and
C2) across the four AgentDojo suites. VukZero (C1) achieved
the lowest macro-average ASR at 3.81%, against 29.47% un-
defended (C0) and 8.66% for Progent (C2) when run locally
on the same fork and model. C1 reached zero measured ASR
in three of the four suites (Workspace, Travel, and Banking)
whereas C2 reached zero only in Banking and C0 in none. In
Slack, C1’s 15.24% ASR was marginally above C2’s 14.29%;
in Workspace and Travel, C1 was lower than C2. Relative
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Figure 2: Per-suite attack success rate (%) on four AgentDojo suites
with the tool knowledge attack.

Condition Expelled Lag Fallout Fraudulent Reputation Gain

C0 0/60 7.42† 8.42 1.54
C1 60/60 2.67 3.67 0.58

Table 1: Accountability results on the 60-scenario naive reputation-
trap corpus. †C0 never expelled the attacker, so its lag is right-
censored at the scenario horizon and is a lower bound.

to the undefended baseline, VukZero reduced ASR in every
suite. Each condition was run for two trials; all reported rates
were reproducible to within one percentage point, and we re-
ported the values from a representative run.

Across 589 trials, VukZero issued 635 security-
enforcement and 342 provenance-conservative denials
(overview table in Appendix B). The split is suite-dependent:
Banking denials were almost entirely security-enforcement
(176 of 184), since financial effects map cleanly onto scoped
capabilities, whereas Workspace produced more provenance-
conservative denials (230 of 399) from multi-step workflows
whose argument values are discovered at runtime.

5.2 Results 2: Tamper-Evident Behavioral
Recording

On the 60-scenario naive corpus, the naive mutable baseline
(C0) expelled the primary attacker in none of the scenarios,
while the full accountability layer (C1) expelled it in all 60
(Table 1). Mean reputation lag under C1 was 2.67 events.
Because C0 never expelled the attacker, its 7.42-event figure
is a right-censoring horizon rather than an observed delay, so
it is a lower bound. C1 also reduced accepted harm: mean
fallout broadcasts fell from 8.42 to 3.67 and mean fraudu-
lent reputation gain from 1.54 to 0.58. No false positives or
run errors occurred on the naive corpus, and all 60 C1 signed
logs verified. Rerunning the experiment produced identical
results.

On untampered data, B1 and C1 produced identical deci-
sions, confirming that signatures add evidence integrity rather
than extra detection. Their difference appears only in the tam-
per experiment, where modifying or deleting an entry went
undetected in B1 but was caught by C1’s log-integrity checks.

Disabling cross-agent pattern reconstruction (B2) sharply
weakened early detection relative to C1. At an expulsion



threshold of five, B2 detected only 25% of primary attack-
ers against C1’s 100%, with higher mean fallout (6.92 versus
3.67). This shows C1’s early decisions depend on linked-
pattern reconstruction rather than per-event rules alone.

The adaptive corpora expose both a strength and a clear
boundary of C1’s behavioral recording mechanism (Ap-
pendix C). At a threshold of five, C1 detected every pri-
mary attacker under sybil split and honest dilution,
but the deliberately ambiguous honest agents triggered
false positives (13.64%), and the threshold aware strat-
egy was never detected. Raising the threshold to six re-
moved all observed false positives while preserving 100%
detection on sybil split and honest dilution. The
threshold aware strategy, however, remained undetected
as it distributed suspicious behavior evenly. Therefore, no
single identity crosses the expulsion threshold, and it evaded
primary-attacker detection at every such threshold tested (1–
10). This is a genuine limitation of the current per-identity
suspicion design, examined further in Section 7.

These results support the accountability role of the second
layer while bounding it. Cross-agent pattern reconstruction
drives early detection, the signed log secures the evidence,
and the threshold-aware evasion shows per-identity suspicion
is not by itself sufficient against an attacker who spreads be-
havior across colluding identities.

5.3 Results 3: System-Level Containment
Figure 3 reports the results of the six conditions using two
metrics. The containment rate is the fraction of the 24 in-
dividual hostile probes that were stopped, while the fallout
radius is the number of the six protected-asset categories left
with at least one successful probe, shown as a percentage.
The distinction matters: a condition can stop most probes
yet still expose every category, since one successful probe is
enough to breach a category. The two architecture-off base-
lines show exactly this: hardened runc (B1) and gVisor (B2)
raised the number of individual probes contained but still left
a fallout radius of all six categories.

Enabling VukZero’s least-exposure architecture changed
the outcome categorically. On weak runc (A1) it already
contained 21 of 24 probes and closed five of six categories.
On hardened runc (A2), it contained 23 of 24. Finally, the
full stack with gVisor (C1) contained all 24 and reduced the
fallout radius to zero. Every condition recorded zero false
positives. Rerunning the experiment led to identical results
due to the deterministic probe battery.

Appendix D contains the full containment rates by the
two experimental factors: container runtime and architecture
level. In summary, across both architecture levels, moving
from runc to hardened runc to gVisor raised mean contain-
ment only modestly, from 54.17% to 64.58% to 68.75%. By
contrast, averaged across both runtime levels, enabling the
data architecture raised mean containment from 30.56% to
94.44%. The architecture factor is therefore the dominant
contributor.

The only exposures remaining under the architecture were
host/kernel-boundary observations. On weak runc (A1) and
hardened runc (A2), the process could read the host kernel
identity, a boundary-isolation observation rather than kernel
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Figure 3: Containment rate and fallout radius across the 3 × 2 fac-
torial.

modification or sandbox escape. However, gVisor closed this
final boundary by presenting its own userspace kernel, which
is why the full stack (C1) reached a 100% containment result.

There were latency costs corresponding to more isolated
conditions. Median per-probe latency ranged from 687.6 ms
(A2) to 915.5 ms (C1); the full stack paid roughly 227.9 ms
more than A2 to close the final boundary probe. This is a
number that includes container startup and should not be read
as pure gVisor syscall overhead.

6 Responsible Research
Conducting this research responsibly required careful atten-
tion to ethical implications, reproducibility, transparency, and
the appropriate use of supporting tools.

6.1 Ethical Reflection
The main ethical consideration in this work is dual use.
VukZero is a defensive architecture, but the evaluation also
involves describing how autonomous LLM agents can be at-
tacked. We mentioned indirect prompt injection, reputation
manipulation, and post-compromise access to protected re-
sources. The same descriptions that motivate a defense could,
in principle, inform an attack. This work mitigates that risk
in two ways. First, all attack techniques used in the evalua-
tion are drawn from, or are direct instances of, threats already
documented in the public literature and in existing bench-
marks [1, 2, 30]. Second, the contribution and the level of
technical detail are oriented toward enforcement and contain-
ment: the paper specifies how to constrain, record, and isolate
agent behavior rather than how to defeat specific deployed
systems.

The experiments raise no human-subjects or personal-data
concerns. No human participants were involved, and no per-
sonal or user data was collected or processed. All sensitive re-
sources used in the containment experiment, including iden-
tity keys, wallet state, behavioral logs, and host secrets, are
mock fixtures that contain only trial-specific canary values.
The containment experiment was run inside an isolated en-
vironment, and the network probes targeted controlled local
sinks rather than any external service, so the evaluation could
not affect third parties.



The evaluation runs against DelftClaw, a research proto-
type developed for this work rather than a third-party de-
ployment. The attacks are applied to this prototype to test
VukZero’s defenses, not to probe OpenClaw for new vul-
nerabilities, and the work did not uncover any. Were such
a weakness to be found, the appropriate response would be
responsible disclosure to the maintainers.

6.2 Reproducibility
The evaluation was designed to be reproducible. The agent
permission system experiment (Section 4.1) builds on Agent-
Dojo [30] and reuses its tasks, attacks, tools, and scoring
logic. It uses the Progent AgentDojo fork at version v1.1.2,
all four tool-invoking suites (workspace, slack, travel,
banking), the tool knowledge attack, and the agent-visible
model gpt-4o-mini-2024-07-18. The model is served
through OpenRouter, with all three conditions (C0, C1, C2)
run under identical configuration.

The accountability experiment (Section 4.2) uses
gpt-4o-mini-2024-07-18 also through OpenRouter.
Specific configurations include: temperature 0.0, a maximum
of five tool-loop iterations, an estimator interval of one event,
and a preregistered expulsion threshold of five suspicion
points. It was run over a frozen naive corpus of 60 scenarios
under C0 and C1, plus three adaptive 40-scenario corpora
under C1 only (240 live trials in total). B1 and B2 conditions
are reconstructed by replaying recorded C1 evidence, thresh-
old sweeps replay the complete frozen scenario stream, and a
separate tamper run executes the naive corpus under B1 and
C1 with injections targeting log mutation.

The 60 naive-corpus scenarios are fixed by recorded seeds,
but the full live-LLM run is not guaranteed to be bit-for-bit
reproducible. Because the model-using experiments rely on a
live model served through OpenRouter, provider-side behav-
ior (such as retries, latency, or changes in model serving) can
introduce minor run-to-run variation. Budget constraints pre-
vented large-scale repeated sampling, but each model-using
experiment was executed at least twice. The macro-level met-
rics agreed to within one percentage point across reruns, so
the reported figures are treated as stable to that margin.

The containment experiment (Section 4.3) is deterministic
and does not rely on a language model. It was run inside a
disposable cloud VPS over the fixed 24-probe battery across
all six factorial conditions. This produced 2,904 records (24
hostile probes × 20 repetitions × 6 conditions, plus 4 legit-
imate actions per condition), and all hostile-probe outcomes
were stable across repetitions. The environment is pinned in
the repository’s run metadata. This includes the container
image and its digest (python:3.12-slim), Docker, runc
and runsc versions, the gVisor platform (systrap), the host
kernel (6.8.0-59-generic), the firewall backend, and the
SHA-256 hashes (of the seccomp profile, AppArmor profile,
and probe battery).

Because the containment experiment outcomes are deter-
mined by the software rather than by hardware, they are re-
producible from these pinned versions and profiles, whereas
the absolute latency figures in Section 5.3 are host-specific.
A different machine would shift the absolute milliseconds,
while the relative comparisons are expected to hold.

6.3 Data and Code Availability
The code, configuration files, and scripts used to produce the
results in Section 5 are publicly available at https://github
.com/stubbaTU/DelftClaw/tree/a52d665a7c5b31ea5e853
f718ff968da2a388e1a. The repository includes all exper-
iments, the environment metadata, the nftables ruleset, and
the Docker network configuration for the containment experi-
ment. To support independent verification, a single-command
containerized harness that reproduces the experiments end-
to-end is part of the released artifact. The evaluation involves
no personal or proprietary data, so there are no privacy or
licensing restrictions on releasing it. The only third-party de-
pendencies are the publicly available AgentDojo benchmark
and the listed open-source tools.

6.4 Use of Generative AI
During this research, generative AI assistants, specifically
OpenAI GPT-5.5 through ChatGPT/Codex and Anthropic
Claude Opus 4.8, were used in a limited, supporting role.
Their use was confined to improving the clarity and gram-
mar of this paper, suggesting wording and synonyms, as-
sisting with LATEX formatting, and providing routine code-
completion and implementation suggestions during develop-
ment. When uncertainty arose regarding the implementa-
tion of specific architectural components, these models were
also used to discuss possible approaches, which were subse-
quently evaluated, selected, implemented, and reviewed.

These tools were not used to produce the research itself.
The experimental design, evaluation, analysis, and conclu-
sions presented in this work are original. The reported re-
sults were generated through independently conducted exper-
iments and are not derived from generative-AI output, which
was not treated as a source of scientific evidence. No code,
configuration, or repository commit was produced or submit-
ted automatically by the LLM. All such actions were per-
formed and reviewed manually. Examples of representative
prompts can be found in Appendix G.

7 Discussion
The results of Section 5 are interpreted below in three steps:
how each layer compares to existing work, what the evalua-
tion does and does not establish, and the design trade-offs it
exposes.

7.1 Contextualization
The permission system places VukZero in the same design
space as Progent [9], a state-of-the-art privilege-control de-
fense. We ran both locally on the same fork, suites, attack,
and model for a one-to-one comparison. The two take op-
posite approaches to the same goal. Progent generates and
dynamically expands an LLM policy, preserving utility but
admitting more behavior. On the other hand, VukZero autho-
rizes tools only from the control plane and requires every ef-
fect argument to carry trusted provenance. This stricter stance
blocks more injected effects and malicious tool calls.

The accountability and containment layers reuse estab-
lished building blocks but apply them to a new problem.
Tamper-evident logging and peer-to-peer reputation were

https://github.com/stubbaTU/DelftClaw/tree/a52d665a7c5b31ea5e853f718ff968da2a388e1a
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built for human- or protocol-driven misbehavior, not for mis-
behavior induced by indirect prompt injection. Therefore,
the contribution is applying evidence-based accountability to
LLM-agent manipulation.

Containment tells a similar story. gVisor and nftables are
established technologies, yet the factorial shows they are not
what bounds the fallout. General-purpose sandboxes isolate
the process but leave mounted protected state reachable, and
it is the least-exposure data architecture that actually closes
the protected-asset categories.

These observations point to the same conclusion. The
wider contribution is not any single layer but their combi-
nation. Prevention-focused defenses lower the chance of a
successful attack, but they keep no record to attribute a by-
passed compromise and draw no boundary to limit its fallout.
This means that such defenses implicitly trust the agent once
a request passes the policy check. VukZero withholds that
trust at every stage instead.

7.2 Critical Reflection
Each layer is evaluated in isolation against the threat it targets,
which bounds what the results can claim. The permission
system comparison is controlled and one-to-one, but it covers
only a single attack type (the tool knowledge attack) and a
single model, so the results may not transfer to other attacks
or models. Within that scope, the strict checks that block
injected effects also reject some legitimate values. VukZero is
best read as taking a deliberate security-utility trade-off rather
than as a uniformly superior defense.

The accountability layer’s main limitation is the threshold-
aware attacker. Because detection rests on per-identity suspi-
cion, an adversary that spreads behavior evenly across collud-
ing identities keeps every identity below the expulsion thresh-
old. Consequently, the malicious agents are never flagged
and expelled. This is a limitation of the suspicion model, not
of recording itself, and it is the strongest evidence that per-
identity scoring is insufficient against distributed collusion.

The containment result is strong but rests on a finite probe
battery. It shows that the data architecture, not the runtime, is
the dominant containment factor, yet it can only demonstrate
this for the threats the 24 probes encode. A wider or adaptive
battery could find exposures the current probes do not reach.

Two concerns cut across the model-using experiments.
They rely on a single hosted model under budget constraints,
and the non-deterministic agent loop shifts absolute num-
bers between runs. Running each at least twice held macro-
level metrics to within about one percentage point, far below
the gaps between conditions, so the comparative conclusions
hold but the absolute figures should not be over-read. Finally,
because each layer was tested alone, the single end-to-end
scenario (Appendix F) is only a qualitative check: it supports
no quantitative claim, and the integrated behavior of the three
layers at scale remains untested.

7.3 Trade-offs
The clearest trade-off is security against utility in the pre-
ventative layer. Provenance-conservative refusals, issued
where trusted provenance for an otherwise legitimate argu-
ment could not be established, account for much of the util-

ity gap (Appendix E). VukZero’s macro-average trusted-task
success was 26.87%, below Progent (47.39%) and the unde-
fended baseline (48.31%). When a task’s effects map cleanly
onto scoped capabilities (Travel and Banking suites) the cost
remains low, and vice versa (Slack suite). A looser prove-
nance model would recover utility while admitting more in-
jected effects, but the current design deliberately takes the
secure side.

A second trade-off, in containment, is isolation against la-
tency. A2 held 23 of 24 probes at the lowest measured latency,
while the full stack (C1) paid roughly 227.9 ms more to close
the last host-kernel-boundary probe (Section 5.3). Where
agent actions are infrequent relative to high-throughput ser-
vices, this cost is acceptable. A latency-sensitive deployment
that can tolerate one residual boundary observation could stop
at the A2 containment condition.

8 Conclusions and Future Work
This paper asked how effectively a zero-trust architecture
can secure autonomous LLM agents through an agent per-
mission system, tamper-evident behavioral recording, and
system-level containment. Rather than assuming the model
can always separate trusted instructions from untrusted ones,
VukZero hardens the surrounding system across three stages
of a compromise.

The evaluation supports a positive answer to each sub-
question within the scope tested. Against an undefended
baseline and a privilege-control defense across four Agent-
Dojo suites, VukZero’s task-scoped capabilities and value
provenance gave the lowest macro-average attack success
rate. Tamper-evident behavioral recording expelled the pri-
mary attacker in every naive reputation-trap scenario, while
the weakest mutable-log baseline expelled none. VukZero’s
recording layer also cut mean fallout by about 56% and main-
tained full detection against some adaptive attacks (sybil-
splitting and honest-dilution). However, it exposed an impor-
tant limitation: a threshold-aware attacker that spread behav-
ior across identities still evaded detection. The containment
factorial showed that VukZero’s least-exposure architecture,
not conventional hardening or gVisor, was the dominant con-
tainment factor. The full gVisor-backed stack contained all
24 hostile probes and leaked no protected-asset category.

The primary contribution is the combination of the three
layers rather than any single layer in isolation. VukZero inte-
grates prevention, accountability, and containment into one
zero-trust architecture for decentralized autonomous LLM
agents and evaluates each. The work also contributes a re-
producible, per-layer evaluation methodology for this setting.

Several limitations point to future work. Because the
layers were primarily tested in isolation, a targeted end-to-
end evaluation could build on the preliminary simulation
of Appendix F, scaling it across more attacks, models, and
providers. The permission layer’s utility cost motivates a
flow-sensitive provenance system that follows trusted values
across intermediate reads while excluding attacker-controlled
ones, alongside an adaptive policy in which lower reputation
tightens an agent’s permissions. Closing the threshold-aware
evasion requires group-level attribution that aggregates suspi-



cion across linked identities.
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A Factorial Conditions for the Containment Layer Experiment
The containment experiment uses a 3 × 2 factorial so that the two factors affecting containment can be separated rather than
confounded. The runtime (hardening) factor varies the sandbox across three levels (standard runc; hardened runc; hardened
runc with gVisor); the data-architecture factor varies only whether VukZero’s least-exposure design is active. Table 2 lists the
resulting six conditions.

Condition Runtime Architecture

C0 runc off
B1 runc-hardened off
B2 runc-hardened + gVisor off
A1 runc on
A2 runc-hardened on
C1 runc-hardened + gVisor on

Table 2: The six conditions of the 3 × 2 containment factorial. Runtime describes the strength of the sandbox, and Architecture specifies
whether the least-exposure design is on/off.

C0 is the weak floor. B1 and B2 strengthen the runtime with the architecture off. A1 and A2 turn the architecture on over the
two weaker runtimes. C1 is the full VukZero stack.

B Categorization of AgentDojo Tool Refusals with VukZero
Table 3 breaks the denials issued by VukZero (C1) in the permission experiment (Section 5.1) down by suite and by the two
classes defined there, totaling 635 security-enforcement and 342 provenance-conservative across the 589 valid injected trials.

Suite Security-enforcement Provenance-conservative Total

Workspace 169 230 399
Slack 224 72 296
Travel 66 32 98
Banking 176 8 184

Total 635 342 977

Table 3: Denials issued by VukZero across AgentDojo trials, by suite and denial class.

The split is strongly suite-dependent, which is why it is reported per suite: Banking is almost entirely security-enforcement
(176 of 184), whereas Workspace is mostly provenance-conservative (230 of 399).

C Results of Adaptive-Corpus Attacks Targeting the Accountability Layer
Table 4 reports per-strategy primary-attacker detection and false-positive rates at the two relevant thresholds for the adaptive
corpus of Section 5.2.

Strategy Detection (thr. 6) False pos. (thr. 6) False pos. (thr. 5)

naive 100.0% 0.0% 0.0%
sybil split (adaptive) 100.0% 0.0% 13.64%
honest dilution (adaptive) 100.0% 0.0% 13.64%
threshold aware (adaptive) 0.0% 0.0% 18.18%

Table 4: VukZero primary-attacker detection and false-positive rates by attacker strategy. False positives differed when the threshold was set
to five versus six.



Threshold six is selected because it removes the false positives seen at five while holding 100% detection on sybil split
and honest dilution. The threshold aware row is the layer’s limitation: it keeps every identity’s score below threshold
and is never detected.

D Results of Containment Layer Factorial Evaluation
For each factor level, Table 5 reports the mean across all conditions in which that level appears, letting the architecture and
runtime (hardening) effects be compared on the same measures.

Factor level Mean containment Mean fallout

Architecture off 30.56% 6.00
Architecture on 94.44% 0.67

Runtime: runc 54.17% 3.50
Runtime: runc-hardened 64.58% 3.50
Runtime: runc-hardened + gVisor 68.75% 3.00

Table 5: Mean containment and fallout by architecture and runtime level. Fallout counts protected-asset categories exposed by at least one
successful probe.

Enabling the architecture moves mean containment far more than strengthening the runtime, confirming the data architecture
as the dominant contributor with runtime isolation adding a smaller complementary gain.

E Utility Costs of VukZero’s Preventative Layer
Table 6 reports utility under attack (trusted-task success) by suite for the permission experiment of Section 5.1, the counterpart
to the attack-success rates interpreted in Section 7.

Suite C0 undefended C1 VukZero C2 Progent

Workspace 69.58 37.08 71.67
Slack 52.38 4.76 40.95
Travel 31.00 33.00 45.00
Banking 40.28 32.64 31.94

Macro-average 48.31 26.87 47.39

Table 6: Trusted-task success under attack by suite (%); higher is better.

The cost is uneven: Travel and Banking stay close to a baseline, while Slack collapses to 4.76%, where runtime-discovered
values cannot clear VukZero’s provenance model and are refused.

F End-to-End VukZero Simulation
The three main experiments each evaluate one of VukZero’s three layers in isolation. To check that the layers integrate cleanly,
we ran an end-to-end test in which one agent process executes inside the full-stack containment environment (hardened runc
running under gVisor’s runsc runtime, with VukZero’s least-exposure design active) and its only permitted egress is a host-side
gateway that relays the live model (gpt-4o-mini-2024-07-18) and a narrow set of mediated resource proxies. Within that
single process, we replay one multi-agent seedbox scenario: three honest agents (H0–H2), one ambiguous-honest agent (HA0)
whose reciprocal donation resembles collusion, a primary attacker (M0), and two sybils (S1, S2), over fourteen steps. The two
security-relevant tool accesses are driven through the live model. The remaining reputation events are scripted onto the signed
log, and cross-agent detection runs host-side over that log at the preregistered expulsion threshold of five.

All three layers performed as designed. Layer 1 allowed the honest agent’s model-issued donation and denied M0’s injected
reward redirection with capability unavailable, since no capability authorized that tool. Layer 2 expelled exactly the
three malicious agents {M0, S1, S2} and none of the honest or ambiguous-honest agents (Table 7); each malicious identity
independently crossed the threshold of five from per-event and cross-agent rules, while HA0’s benign donation reached only
four. A signed entry tampered with after the fact failed integrity verification and passed once restored. Layer 3 contained the



process: it could not read the host identity key (never mounted), its unauthorized egress was dropped by nftables, and the
raw private-key proxy verb was denied. Legitimate model and log-append calls over the gateway succeeded.

Agent Role Suspicion Expelled Detection reasons

H0 honest 0 no —
H1 honest 0 no —
H2 honest 4 no WT
HA0 ambiguous 4 no WT
M0 attacker 20 yes FMC, WT, CEC, SD
S1 sybil 5 yes WT, CEC
S2 sybil 9 yes WT, CEC

Table 7: Outcome of the accountability layer in the end-to-end simulation. The three malicious agents (M0, S1, S2) are detected and expelled,
with no false positives among honest or ambiguous-honest agents. Detection reason codes: FMC = fake microtask claim, WT = two-node
wash trade, CEC = collusive-endorsement cluster, SD = self-donation.

This is one illustrative scenario rather than a controlled experiment, but it confirms that a permission denial, a cross-agent
expulsion, and system-level containment can hold simultaneously within one compromised-agent process, which the isolated
experiments do not test.

G Large Language Model Prompts
Generative AI assistants were used throughout the research for supporting tasks. They were not used to generate experimental
results, provide scientific evidence, or replace independent analysis and evaluation. Representative prompts include:

• “Revise this sentence to improve its clarity and academic tone while preserving its meaning.”

• “Suggest a smoother transition between the threat-model and architecture sections.”

• “Check this paragraph for grammar, conciseness, and awkward phrasing.”

• “Format this equation or table in LATEX for a two-column paper.”

• “Suggest an implementation structure that separates permission checks from tool execution.”

• “Identify edge cases that should be tested for this containment probe.”

• “Review this implementation for potential bugs and security weaknesses.”

• “Suggest alternative implementations for this architecture and compare their trade-offs.”

These prompts illustrate the typical use cases for generative AI throughout the Research Project. All AI-assisted outputs
were independently reviewed and, where appropriate, edited or rejected before use.
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