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Abstract
Dynamic Searchable Symmetric Encryption (DSSE) allows secure

searches over a dynamic encrypted database but suffers from inher-

ent information leakage. Existing passive attacks against DSSE rely

on persistent leakage monitoring to infer leakage patterns, whereas

this work targets intermittent observation - a more practical threat

model. We propose Peekaboo - a new universal attack framework -

and the core design relies on inferring the search pattern and fur-

ther combining it with auxiliary knowledge and other leakage. We

instantiate Peekaboo over the SOTA attacks, Sap (USENIX’ 21) and

Jigsaw (USENIX’ 24), to derive their “+” variants (Sap+ and Jigsaw+).

Extensive experiments demonstrate that our design achieves >0.9

adjusted rand index for search pattern recovery and ∽90% query

accuracy vs. FMA’s ∽30% (CCS’ 23). Peekaboo’s accuracy scales

with observation rounds and the number of observed queries but

also it resists SOTA countermeasures, with >40% accuracy against

file size padding and >80% against obfuscation.

CCS Concepts
• Security and privacy→Management and querying of en-
crypted data; Cryptanalysis and other attacks.
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1 Introduction
Searchable Symmetric Encryption (SSE) [6, 7, 10, 11, 13, 17, 23, 27,

39–41, 46] allows a client to search an encrypted database on a

server without disclosing searched keywords and the files, while

its variant, dynamic SSE (DSSE) [6, 7, 10, 13, 17, 23, 27, 40, 41, 46],

additionally enables secure updates to the database. Existing DSSE

leaks certain information, even with forward and backward privacy

(FP/BP) [6, 7, 10, 13, 17]. Passive attackers
1
[5, 8, 12, 19, 21, 25, 29–

32, 35, 45] (Table 1) exploit this leakage by observations and prior

knowledge (known/similar data) to recover search queries.

These attacks [19, 37, 44] against DSSE typically rely on a “strong”

assumption that the attacker can perform continuous observations

as a so-called persistent attacker. Such attackers monitor leakage

over time and track changes in search queries, enabling them to

reconstruct a comprehensive leakage profile across the entire query

history. For example, the leakage from any two consecutive queries

for the same keyword is consistent, as these queries are issued

1
Passive attackers differ from active attackers [5, 34, 47, 48], who intentionally inject

dummy files into the database, which is orthogonal to this work.
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(a) Intermittent Observation, Case I

(b) Intermittent Observation, Case II

Figure 1: Intermittent observations: Case I, the attacker can-
not match the queries (and their leakage) between rounds
due to database re-encryption or massive updates on most of
database files; Case II, the attacker only observes multiple
short-term periods and skips the leakage between 𝑡 𝑗 and 𝑡𝑘 .

and observed in close succession, and the underlying database is

unlikely to update significantly within such a short interval.

In real-world scenarios, the assumption of persistent observa-

tion may not hold, as attackers are often limited to intermittent
observations due to practical constraints:

• Case I: Database re-encryption following file updates disrupts the

attacker’s ability to maintain continuous observations
2
.

• Case II: The attacker’s observation must be intermittent, as sus-

tained monitoring increases the risk of detection and potential

interruption. Modern attackers, such as Trickbot [1] and certain

APT attackers [3], eavesdropping on the server or the communi-

cation channel, often operate in sleep mode to evade detection,

thereby acquiring only intermittent observations.

Note that we provide concrete examples in the full version[28].

To adapt to the landscape, we consider more practical attackers,

namely intermittent-observation attackers (IOAs). Like [14, 33, 42],
the IOAs, repeating multiple rounds of observing and then staying

offline, can only capture the leakage in multiple short-term peri-

ods. The attackers miss certain leakage of search queries and all

related updates during the offline periods. As in Figure 1a, an IOA

observes until re-encryption or massive updates happen at time

[𝑡𝑖 , 𝑡 𝑗 ] changing many files, such that the leakage observed by the

attacker before and after can be entirely different and mismatched.

In Figure 1b, an IOA observes in periods [𝑡𝑖 , 𝑡 𝑗 ] and [𝑡𝑘 , 𝑡𝑙 ]. Due to
missing leakage between 𝑡 𝑗 and 𝑡𝑘 , it cannot match the encrypted

files from the former period to those in the latter. Please refer to

detailed examples in the full version[28].

Re-encryption/massive updates in Figure 1a and updates of files

during the offline period in Figure 1b can significantly impact the

2
It is possible that the observed leakage is completely shuffled if a DSSE imports a

key-update technology [10] to re-encrypt the database.

Table 1: Comparison: passive attacks against (D)SSE1

Target Type Attack Leakage Doc Freq 𝑃 or 𝐼2

SSE

Known-Data

Subgraph
ID

[5] AP - - -

Count [8] AP,VP - - -

LEAP [30] AP - - -

Similar-Data

GraphM [35] AP -

SAP [31] SP,VP -

RSA [12] AP -

IHOP [32] SP,AP -

Jigsaw [29] VP,SP,AP -

DSSE Similar-Data

FMA [44] FVP/SP 𝑃

Sap+ FVP/AP 𝐼

Jigsaw+ FVP/AP 𝐼
1
“AP” is the access pattern, “VP” is the volume pattern, “FVP” is the file volume

pattern, and “SP” is the search pattern. The attacks targeting SSE all require

the “SP” to get unique queries. We omit the “SP” for these attacks and only tag

them with “SP” when they use the “SP” to obtain the frequency of search queries.

“Doc” denotes whether the attacker needs similar documents, and “Freq” for

similar query frequency. The known-data attacks require a part of the plaintexts

of the database rather than similar prior knowledge. The “ ” indicates heavy

dependency on specific prior knowledge, the “ ” suggests moderate dependency,

and the “ ” denotes no prior knowledge is required.

2
“𝑃” and “𝐼 ” are the persistent and intermittent-observation attackers, respectively.

We note that the encrypted database remains “unchanged” during observation in

the context of SSE (instead of DSSE), so the concepts of persistent and intermittent-

observation attackers do not apply.

leakage patterns of the queries. The volume pattern (VP, indicat-

ing the number of files in response) and the access pattern (AP,

indicating the identities of the encrypted files in the response) of

search queries can vary entirely between two different rounds
3
.

When the attacker re-observes the query for the same keyword in

the later period, it loses the search pattern (SP, indicating whether

two search queries are for the same keyword) between the two

queries due to the re-encryptions. As a result, the observed leakage

is “isolated” from each other, and further observing for more peri-

ods cannot provide extra advantages for the attacker. Compared

to a persistent attacker, we argue that an IOA is a “weaker-in-

leakage-but-stronger-in-attack” variant — one that operates with

less leakage, without access to “a full picture” of leakage profile, yet

achieves comparable attack performance. We note that some works

[4, 5, 22] also introduce similar “intermittent” concepts, but they

obtain the copy of encrypted database instead of query leakage;

thus, they cannot recover queries [5, 22].

Challenges: intermittent observations against DSSE. In most

passive attacks [8, 12, 21, 25, 29–32, 35], the SP is essential. The

attacker must first categorize all search queries by their underlying

keywords to identify unique entries. Some attacks [25, 29, 31, 32]

also require the search frequency to match the queries with the

keywords, while the SP is crucial to deduce the search frequency. In

the context of intermittent observations, SP is not available to the

attacker, and deducing it from other leakage is challenging since

the observation is intermittent. To obtain the “full picture” of SP,

the attacker must acquire the SP within a single observation period

3
The volumes of queries naturally change due to additions and deletions, while the

AP of the queries for the same keyword is refreshed, as required by the forward and

backward security [44].
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Figure 2: Internal and external SP of search queries. The𝑚𝑖 is
the 𝑖-th keyword. The circles are the search queries observed
by the attacker. In each row of an observation round, the
queries are for the same keyword𝑚𝑖 in the front.

(internal SP) and between different observation periods (external
SP), see Figure 2.

Previous attacks [32, 37, 38, 44] proposed to infer the SP could

recover the internal SP. In [37], Salmani et al. develop an attack

that utilizes the AP to infer the SP. The attacker must match the AP

precisely between queries, and further, any updates on keywords

(e.g., adding or deleting) from files can disable such a matching. [32]

and [38] propose a method that clusters queries with obfuscated AP

using 𝑘-means, which could also be used to recover the internal SP.

Xu et al. [44] introduce the FMA attack, where the attacker takes

the file volume pattern (FVP, indicating the size of each file in the

response) to compute the similarity of queries so as to group similar

queries to obtain the SP. Inferring the external SP is more difficult,

as the leakage is periodically hidden from the attacker. In this sense,

the attacker cannot distinguish whether two encrypted files from

different rounds are for the same file (as the inferred identities

and the size of files change due to the updates). This easily disables

Salmani et al.’s attack [37] and the 𝑘-means based clustering [32, 38].

Furthermore, if multiple updates occur between any two rounds

and these updates result in changes to the file size, the similarity

of queries calculated in the FVP is significantly distorted, thereby

impacting the FMA’s performance. These attacks cannot perform

effectively with intermittent observation.

Besides the SP, current attacks [5, 8, 12, 18, 21, 29, 32, 35] use

other leakages. The attacker cannot leverage them frommultiple ob-

servation rounds. From the AP, the inferred identities of the queries

for the keyword differ across rounds, meaning the information is

“terminated” between rounds. A similar issue occurs in the VP, as

the volume of a keyword can vary significantly in different rounds.

Inspirations. Though leakage and updates are not accessible to

the IOA during the offline period, the semantic relationships among

keywords remain consistent within the database. For example, the

word “searchable” is likely to appear frequently in a file containing

the term “encryption”, both before and after database updates. Based

on this, we can construct a co-occurrence graph for the database’s

keywords, incorporating the associated search queries. In each

round, we group the search queries for the same keyword based on

their similarity in leakage patterns, thereby inferring the internal

SP. Next, we construct the co-occurrence graph for these query

groups. Finally, we match these graphs and merge corresponding

groups from different rounds, inferring the external SP.

Contributions.We investigate the IOA targeting DSSE, marking

the first type of attacks with intermittent observation. To capture

this new attack, we propose Peekaboo, with our core designs focus-

ing on search pattern inference (P1) and query recovery (P2). P1

infers both internal and external SP by leveraging either AP or FVP

leakage; while P2 takes the output of P1, along with either AP or

FVP, and the auxiliary similar knowledge to recover all queries.

1) We define the IOA, which has not been investigated in prior

work, and formalize the leakage under the context. The proposed

attacker is a practical variant compared to the persistent attacker.

2) We propose Peekaboo, which first infers the internal SP by group-

ing search queries. In each round, when a new search query comes

in, Peekaboo calculates the similarity between the unknown query

and the last query in each group using either AP or FVP. The query

then joins the group with the largest similarity that exceeds a de-

fined threshold. Next, Peekaboo uses the internal SP to calculate the

co-occurrence matrix of the groups in each round. Between any two

rounds, we match the groups from one round to another by solving

a quadratic assignment problem based on the co-occurrence matrix.

We iterate the process over rounds to infer all of the external SP.

We then process the leakage and the auxiliary knowledge based

on the recovered SP and provide an interface for query recovery.

Existing similar-data attacks (with minor adaptations) can use this

interface to recover queries through intermittent observations. We

use Sap [31] and Jigsaw [29] to instantiate Sap+ and Jigsaw+.

3) We conduct extensive experiments to demonstrate the attack per-

formance of Peekaboo. P1 demonstrates high accuracy in inferring

SP, providing an adjusted rand index above 0.9 in most cases; and

P2 achieves strong performance in query recovery. For instance,

Peekaboo with Jigsaw+ achieves approximately 90% and 50% accu-

racy with AP and FVP, respectively. In comparison, the accuracy of

FMA [44] is about 30% for both AP and FVP. Furthermore, Peekaboo

with Jigsaw+ maintains > 40% accuracy under file size padding and

> 80% under obfuscation in most cases.

2 The Framework of Peekaboo
We use upper-case boldface to represent matrices, lower-case bold-

face for vectors, upper-case italics for collections, and lower-case

italics for individual values. We use superscripts to denote the iden-

tity of the round or time slot. For example,𝑄𝑥
represents the queries

in the 𝑥-th round, and f𝑖 denotes the frequency in the 𝑖-th time

slot. We use {·} to denote a set or a list of elements and [·] for a
vector of numbers. [𝑎] is used as a shorthand for [1, 2, ..., 𝑎]. | · |
represents the size of a set or a list and #𝑑 represents the size of a file

𝑑 . v[𝑖] refers to the 𝑖-th value of a vector andM[𝑖] [ 𝑗] is the value
in the 𝑖-th row and 𝑗-th column ofM. We also use 𝐿[𝑖] to refer to

the 𝑖-th element of a list, with 𝐿[−1] specifically denoting the last

element. |𝑎 | is for the absolute value of 𝑎 and | |v| | represents the
Euclidean norm of a vector v. Table 2 summarizes the frequently

used notations.

2.1 Scenarios
A client maintains a database and uses a DSSE scheme to outsource

it to a server. The DSSE generally includes three protocols: Setup,
Update, andQuery. Though the plaintexts of the database and search
queries are not directly leaked, the attacker can observe patterns
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Table 2: Summary of notations.

Notation Description

𝜂 Total number of rounds.

𝝈 Number of online time slots in each round.

𝝇 Number of offline time slots in each round.

𝜏 𝜏 =
𝜂∑
𝑖=1

𝝈 [𝑖] is the total number of time slots of

observation during the 𝜂 rounds.

𝑄𝑥 𝑄𝑥 = {𝑞𝑥
1
, ..., 𝑞𝑥

𝑙𝑥
} is the observed query sequence of

the 𝑥-th round.

𝐴𝑃𝑥 𝐴𝑃𝑥 = {𝐷𝐵𝑥 (𝑞𝑥
1
), ...} is the access pattern leakage

of the 𝑥-th round.

𝐹𝑉𝑃𝑥 𝐹𝑉𝑃𝑥 = {{#𝑑𝑖 |𝑖 ∈ 𝐷𝐵𝑥 (𝑞𝑥
1
)}, ...} is the file volume

pattern leakage of the 𝑥-th round.

𝐹𝑥 The collection of all observed distinctive files (or

distinctive file sizes with the FVP leakage) of the

𝑥-th round.

𝐺𝑠𝑥 𝐺𝑠𝑥 = {𝐺1, ...} is a partition of the 𝑄𝑥
of the 𝑥-th

round.

ID𝑥
The index matrix of all the queries of groups of the

𝑥-th round (size |𝐺𝑠𝑥 | × |𝐹 |).
IDH𝑥

The index matrix of the first queries of groups of

the 𝑥-th round (size |𝐺𝑠𝑥 | × |𝐹 |).
IDT𝑥 The index matrix of the last queries of groups of the

𝑥-th round (size |𝐺𝑠𝑥 | × |𝐹 |).
F𝑟 The matrix of the client’s search frequency of 𝜏

time slots.

F𝑠 The matrix of the search frequency of the keywords

known by the attacker.

V𝑟 The matrix of the max volume of the queries in

each group of 𝜏 time slots.

V𝑠 The matrix of the volume of keywords of 𝜏 time

slots known by the attacker.

𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 The match of the InferESP between two rounds 𝑖

and 𝑗 has an interval less than𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 , i.e.

|𝑖 − 𝑗 | ≤ 𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 .

𝑝𝑔 The ratio of the removed matches in Match.

and recover search queries. Existing DSSE schemes provide for-

ward/backward privacy (FP/BP) [6, 7] and the BP includes Type

I, II, and III, each offering progressively weaker security [7]. We

provide details of DSSE and related attacks in the full version[28].

We consider IOAs against DSSE with only passive and intermit-

tent observation of leakage. They can observe the leakage from

queries over multiple periods while being offline between obser-

vations, either intentionally or due to constraints, as illustrated in

Figure 1. We refer to each online-then-offline cycle as a round and

employ multiple rounds to complete an attack.

An IOA only needs to 1) eavesdrop on the server, or 2) eavesdrop

on the communication channel, with the same purpose of query re-

covery. This assumption is weaker than previous attacks assuming

the server is the attacker and can observe continuously.

The IOA can gain VP and FVP (without AP and SP) against

DSSE with Type I BP-security with ORAM-like techniques [44]; for

other types of DSSE, the attacker can additionally obtain AP and

internal SP
4
. If the file is re-encrypted before transmission, the IOA

eavesdropping on channel cannot acquire AP and SP.We assume the

external SP is always concealed as re-encryptions happen during

offline periods.We provide a description of these leakages in Section

2.2. The server itself may function as a persistent attacker, observing

leakage continuously, which differentiates it from an IOA (see the

full version[28]).

2.2 Peekaboo Attacker
Definition 1 ((𝜂,𝝈 , 𝝇) intermittent observation). A (𝜂,𝝈 , 𝝇)

intermittent observation includes 𝜂 rounds of observation. The 𝑖-th
round begins with online observation, obtaining the leakage of search
queries 𝑄𝑖 for 𝝈 [𝑖] time slots. Each online period follows with an
offline period of 𝝇 [𝑖] time slots without observation.

The attacker with the above observation ability is denoted as an

intermittent-observation attacker (IOA). The attacker can observe

a collection of queries 𝑄 = {𝑄1, ..., 𝑄𝜂 }, where 𝑄𝑥 = {𝑞𝑥
1
, ..., 𝑞𝑥

𝑙𝑥
}

is the search queries observed in the 𝑥-th round. For the search

queries observed from the 𝜂 rounds, we define the leakage patterns,

AP, FVP, VP, and SP.

Definition 2 (Leakage patterns). The leakage patterns, AP,
FVP, VP, and SP, of 𝑄 = {𝑄1, ..., 𝑄𝜂 } are:
• The AP of𝑄 is the family of functions𝐴𝑃 : 𝐸𝐷𝐵 ×𝑄 → 𝐴𝑃 , where
𝐸𝐷𝐵 is the encrypted database. The 𝐴𝑃 = {𝐴𝑃1, ..., 𝐴𝑃𝜂 }, where
𝐴𝑃𝑥 = {𝐷𝐵𝑥 (𝑞𝑥

1
), ..., 𝐷𝐵𝑥 (𝑞𝑥

𝑙𝑥
)} contains all the file identities of the

response of each query in 𝑄𝑥 .
• The FVP of𝑄 is the family of functions 𝐹𝑉𝑃 : 𝐸𝐷𝐵×𝑄 → 𝐹𝑉𝑃 . The
𝐹𝑉𝑃 = {𝐹𝑉𝑃1, ..., 𝐹𝑉𝑃𝜂 }, where 𝐹𝑉𝑃𝑥 ={{#𝑑𝑖 |𝑖 ∈ 𝐷𝐵𝑥 (𝑞𝑥

1
)},...,{#𝑑𝑖

|𝑖 ∈ 𝐷𝐵𝑥 (𝑞𝑥
𝑙𝑥
)}} contains all the file sizes of the response of the queries

in 𝑄𝑥 .
• The VP of 𝑄 is the family of functions 𝑉𝑃 : 𝐸𝐷𝐵 ×𝑄 → 𝑉𝑃 . The
𝑉𝑃 = {𝑉𝑃1, ...,𝑉 𝑃𝜂 }, where 𝑉𝑃𝑥 = {|𝐷𝐵𝑥 (𝑞𝑥

1
) |, ..., |𝐷𝐵𝑥 (𝑞𝑥

𝑙𝑥
) |}.

• The SP of 𝑄 is the family of functions 𝑆𝑃 : 𝐸𝐷𝐵 × 𝑄 → 𝑆𝑃 . The
𝑆𝑃 = {𝐺1, ...,𝐺𝑛} is a partition of the set 𝑄1 ∪ ... ∪ 𝑄𝜂 , where the
search queries in the 𝐺𝑖 are for the same keyword, and the search
queries of 𝐺𝑖 and 𝐺 𝑗 (𝑖 ≠ 𝑗) are for two different keywords.

We separate the SP of𝑄 into the internal SP (ISP) and the external

SP (ESP). The ISP indicates whether two search queries from the

same round are for the same keyword, while the ESP focuses on

the different rounds, i.e., whether two queries from the different

rounds are associated with the same keyword.

Definition 3 (Internal and external SP). The SP of𝑄 consists
of two parts:
• The Internal SP of the 𝑖-th round is the family of functions 𝐼𝑆𝑃 :

𝐸𝐷𝐵 ×𝑄𝑖 → 𝐼𝑆𝑃𝑖 . The 𝐼𝑆𝑃𝑖 is a partition 𝐼𝑆𝑃𝑖 = {𝐺𝑖
1
, ...,𝐺𝑖

𝑛} of 𝑄𝑖 ,
where each group 𝐺𝑖

𝑗
contains the queries for the same keyword, and

different groups contain queries for different keywords.
• The External SP between 𝐼𝑆𝑃𝑖 and 𝐼𝑆𝑃 𝑗 is the family of functions
𝐸𝑆𝑃 : 𝐸𝐷𝐵 × (𝐼𝑆𝑃𝑖 , 𝐼𝑆𝑃 𝑗 ) → ESP𝑖, 𝑗 . The ESP𝑖, 𝑗 is a binary matrix
with the size |𝐼𝑆𝑃𝑖 | × |𝐼𝑆𝑃 𝑗 |, where ESP𝑖, 𝑗 [𝑥] [𝑦] = 1 indicates the
search queries of the 𝑥-th group of 𝐼𝑆𝑃𝑖 and the 𝑦-th group of 𝐼𝑆𝑃 𝑗

are for the same keyword, otherwise, ESP𝑖, 𝑗 [𝑥] [𝑦] = 0.

4
For certain work [37], the attacker also cannot track the SP from the search tokens.
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Figure 3: Overview: the Peekaboo attack.

The shuffling of database between two successive rounds.
Between two successive rounds 𝑥 and 𝑥 + 1, the database is shuffled

and the files have also been updated during the offline interval

between them. For the AP, suppose in the 𝑥-th round, the attacker

observes that the 𝑖-th encrypted file is returned to a query; in round

𝑥 + 1, the client queries the same keyword again, and the same

file is responded. But, due to updates, the attacker cannot recog-

nize the file as the same one. As a result, it re-maps this file in

(𝑥 + 1)-th round as the 𝑗-th encrypted file. We here denote the

AP leakage as 𝐴𝑃𝑥 = {ℎ𝑥 (𝐷𝐵(𝑞𝑥
1
), ..., ℎ𝑥 (𝐷𝐵(𝑞𝑥

𝑙𝑥
)))} and 𝐴𝑃𝑥+1 =

{ℎ𝑥+1 (𝐷𝐵(𝑞𝑥+1
1
), ..., ℎ𝑥+1 (𝐷𝐵(𝑞𝑥+1

𝑙𝑥+1
)))}, where ℎ𝑥 and ℎ𝑥+1 are dis-

tinct mappings of file identifies. Similarly, with FVP, updates that al-

ter file sizes prevent the attacker from matching files across rounds.

Moreover, additions and deletions on files make the patterns from

two rounds more distorted, making it more difficult to correlate

patterns across different observation periods.

Differences between the persistent attacker and the IOA. We

note that a persistent attacker can execute (1,𝝈 , 𝝇) intermittent

observation, which entails observing a single round for a long du-

ration. Since the database undergoes continuous updates, 𝐷𝐵𝑥 (𝑞𝑖 )
differs from 𝐷𝐵𝑥 (𝑞 𝑗 ) even if 𝑞𝑖 and 𝑞 𝑗 target the same keyword

𝑘 . Despite these variations, the persistent attacker can track the

updates over time to identify consistent patterns. Successive queries

for the same keyword typically produce similar leakage so that they

are easy to match [44].

In contrast, when 𝜂 > 1, an attacker with (𝜂,𝝈 , 𝝇) intermittent

observation faces greater difficulty, due to fragmented and incom-

plete leakage. As previously mentioned, the response to the same

keyword can vary significantly in two rounds, i.e., 𝐷𝐵𝑥 and 𝐷𝐵𝑥+1

for the same keyword 𝑘 could be entirely different.

In summary, the persistent attacker requires a continuous and

full observation for query recovery (i.e., a sufficiently large 𝝈 [1])
but runs a high risk of being detected. On the other hand, the IOA,

with intermittent observation, is more practical but gains limited

access to leakage. Our ultimate goal is to find a way to effectively

merge partial leakage from different rounds to enable practical and

accurate query recovery under intermittent observation.

The Peekaboo attacker is an IOA. We assume the Peekaboo at-

tacker knows either AP or FVP, as discussed in Section 2.1. The

attacker can trivially infer the VP. We also say the attacker has no

prior knowledge of SP. In existing similar-data attacks, the attacker

requires auxiliary knowledge, such as the search frequency of key-

words and a similar auxiliary dataset, to recover the search queries.

We also allow such auxiliary knowledge for the Peekaboo attacker.

Formally, we define the Peekaboo attacker as follows.

Definition 4 (Peekaboo Attacker). The Peekaboo attacker is
a (𝜂,𝝈 , 𝝇) intermittent observation attacker with the 𝐴𝑃 or 𝐹𝑉𝑃 of
𝑄 = {𝑄1, ..., 𝑄𝜂 } as its observed leakage. The Peekaboo attacker also
possesses a search frequency F𝑠 of a keyword set𝑊𝑠 and an auxiliary
dataset 𝐷𝐵𝑠 = {𝐷𝐵1𝑠 , ..., 𝐷𝐵𝜏𝑠 }, where 𝜏 =

∑
𝑖∈[𝜂 ] 𝝈 [𝑖], and 𝐷𝐵𝑖𝑠 is

the auxiliary dataset at the 𝑖-th time slot.

Attacker’s Target. The attacker utilizes the observed leakage and

attempts to infer an 𝑆𝑃 from the 𝐹𝑉𝑃 or 𝐴𝑃 , making the 𝑆𝑃 as

similar to the 𝑆𝑃 as possible. The attacker then utilizes the inferred

𝑆𝑃 along with other leakage and the auxiliary knowledge to recover

the underlying keywords of search queries.

2.3 Overview of Peekaboo
Our proposed attack consists of search pattern inference (P1) and

query recovery (P2). Note that we illustrate Peekaboo in Figure 3.

Search pattern inference. In P1, Peekaboo first infers the internal

SP. In each round 𝑖 , the attacker utilizes the 𝐴𝑃𝑖 or the 𝐹𝑉𝑃𝑖 to

group the search queries for the same keyword. For a new search

query, it calculates the similarity of the new search query with the

last search query in each group by the 𝐴𝑃𝑖 or the 𝐹𝑉𝑃𝑖 . As we

assume the observing time of a round lasts shortly, the changes of

the database are limited. Thus, the similarity relying on the 𝐴𝑃𝑖

or 𝐹𝑉𝑃𝑖 remains accurate. The search query then joins the group

with the largest similarity that exceeds a threshold; otherwise, the

search query forms a new group.

The attacker thenmerges the groups from each round to infer the

external SP. Since the database may change significantly between

two rounds, the similarity between queries from different rounds

could be heavily distorted by noise. Thus, the method of inferring

the internal SP is not applicable to the external SP. To infer the

external SP, the attacker calculates the co-occurrence matrix of the

groups in each round, relying on the internal SP. The problem of

inferring the external SP is then converted to quadratic assignment

problems to match the co-occurrence matrix of different rounds.
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We iterate the matching between groups of all rounds to infer all of

the external SP. If the co-occurrence relation remains across rounds,

updates or even re-encryption of the database [10] cannot influence

the results. Finally, the first part of Peekaboo merges the matched

groups and produces the SP.

Query recovery. In P2, the attacker utilizes the merged groups of

P1, the observed leakage, and the auxiliary knowledge to recover

search queries. For each merged group outputted by P1, the attacker

counts the queries in the group in each time slot to get the search

frequency. It also records the maximum volume of the queries in

each time slot in the same group. The attacker realigns the FVP or

AP leakage of groups in every round according to the groups. Based

on the FVP or AP leakage, the attacker calculates the co-occurrence

matrix of the groups in every round.

Existing similar-data attacks can utilize the above information

(with minor adaptations) to recover the keyword for each merged

group. We show how to instantiate Peekaboo for two recent SOTA

attacks, Sap [31] and Jigsaw [29], as Sap+ and Jigsaw+. Rather than

assuming a static database, Sap+ and Jigsaw+ target the DSSE. We

note that the Sap attack does not rely on co-occurrence information,

and the Jigsaw attack has a higher accuracy (similarly in SAP+ and

Jigsaw+). Therefore, one may implement either of them depending

on the attack scenario. Other similar-data attacks can also be in-

stantiated similarly. With modifications, it is also possible for one to

implement the instantiations of Peekaboo on previous known-data
attacks. We provide discussions in the full version[28].

3 Peekaboo: Search Pattern Inference
In most passive attacks [8, 12, 18, 21, 25, 29–32, 35], the attacker

relies on the SP (indicating whether two search queries are for the

same keyword) to recover search queries. As shown in Section 2.1,

the SP remains concealed in DSSE with Type I BP-security and is

not available to the IOAs in the communication channel. Under

intermittent observation, the external SP always remains concealed

from the attacker. We propose the first part (P1) of Peekaboo, in-

ferring the SP from the FVP ( indicating the size of each file in

the response) or AP (indicating the identities of the encrypted files

in the response), with intermittent observations. In Sections 3.1

and 3.2, we demonstrate how queries are matched within a single

round to infer the internal SP and across multiple rounds to infer

the external SP.

3.1 Inference of Internal SP
We here infer the internal SP by the FVP or AP leakage. To decide

whether two queries, the 𝑖-th and 𝑗-th query in𝑄𝑥
, are for the same

keyword, Xu et al. [44] use the FVP. Specifically, they calculate the

response similarity between two queries:

𝑟𝑠𝑝 (𝑞𝑥𝑖 , 𝑞
𝑥
𝑗 ) = | (𝐹𝑉𝑃

𝑥
𝑖 ⋒ 𝐹𝑉𝑃𝑥𝑗 ) |/|(𝐹𝑉𝑃

𝑥
𝑖 ⋓ 𝐹𝑉𝑃𝑥𝑗 ) |. (1)

Given two collections 𝑋 = {𝑥1, ..., 𝑥𝑚} and 𝑌 = {𝑦1, ..., 𝑦𝑛}, they
define the intersection 𝑍 = 𝑋 ⋒ 𝑌 as the collection of elements,

including duplication, appearing in both 𝑋 and 𝑌 . For instance,

given 𝑋 = {1, 1, 2, 2} and 𝑌 = {1, 2, 2}, then their intersection is

𝑍 = 𝑋 ⋒ 𝑌 = {1, 2, 2}. Likewise, their union is defined as𝑊 =

𝑋 ⋓ 𝑌 = {1, 1, 2, 2}. Then, they calculate 𝑞𝑒𝑞 as follows, where

𝑞𝑒𝑞(𝑞𝑥
𝑖
, 𝑞𝑥

𝑗
) = 1 represents queries 𝑄𝑥

𝑖
and 𝑄𝑥

𝑗
are for the same

Algorithm 1 Inferring the internal SP.

1: Procedure InferISP(𝑄𝑥
)

2: 𝐺𝑠𝑥 ← ∅;
3: for all 𝑞 ∈ 𝑄𝑥 do
4: 𝐶𝑎𝑛𝑑 ← ∅;
5: 𝑄𝑒𝑛𝑑 ← {𝐺 [−1] |𝐺 ∈ 𝐺𝑠𝑥 };

⊲ 𝐺 [−1] is the last element of 𝐺 ;

6: for all 𝑞𝑒𝑛𝑑 ∈ 𝑄𝑒𝑛𝑑 do
7: Add (𝑟𝑠𝑝 (𝑞, 𝑞𝑒𝑛𝑑 ), 𝑞𝑒𝑛𝑑 ) to 𝐶𝑎𝑛𝑑 if 𝑞𝑒𝑞(𝑞, 𝑞𝑒𝑛𝑑 ) is 1;
8: if 𝐶𝑎𝑛𝑑 is empty then
9: Add 𝐺 = {𝑞} to 𝐺𝑠𝑥 ;
10: else
11: Sort 𝐶𝑎𝑛𝑑 in descending order according to 𝐶𝑎𝑛𝑑.𝑟𝑠𝑝;

12: Extract (𝑟𝑠𝑝, 𝑞𝑒𝑛𝑑 ) ← 𝐶𝑎𝑛𝑑 [1] and add 𝑞 to the end of 𝐺 ,

where 𝑞𝑒𝑛𝑑 ∈ 𝐺 and 𝐺 ∈ 𝐺𝑠𝑥 ;
13: return 𝐺𝑠𝑥 ;

14: End Procedure

keyword and 𝑞𝑒𝑞(𝑞𝑥
𝑖
, 𝑞𝑥

𝑗
) = 0 otherwise.

𝑞𝑒𝑞(𝑞𝑥𝑖 , 𝑞
𝑥
𝑗 ) =

{
1 , 𝑟𝑠𝑝 (𝑞𝑥𝑖 , 𝑞

𝑥
𝑗 ) ≥ 𝛿

0 , 𝑟𝑠𝑝 (𝑞𝑥𝑖 , 𝑞
𝑥
𝑗 ) < 𝛿

(2)

We use the same 𝑟𝑠𝑝 and 𝑞𝑒𝑞 in the FVP scenario. For the AP

scenario, we define the 𝑟𝑠𝑝 as:

𝑟𝑠𝑝 (𝑞𝑥𝑖 , 𝑞
𝑥
𝑗 ) = | (𝐴𝑃

𝑥
𝑖 ∩𝐴𝑃

𝑥
𝑗 ) |/|(𝐴𝑃

𝑥
𝑖 ∪𝐴𝑃

𝑥
𝑗 ) |. (3)

Based on this, we describe the inference of internal SP in Algorithm

1.We group the queries for the same keywords, and𝐺𝑠𝑥 contains all

the groups. When a new query 𝑞 is observed, the attacker extracts

the last query 𝑞𝑒𝑛𝑑 in each group and checks if the two queries are

under the same keyword (line 6-7). If the query 𝑞 matches other

queries, the attacker includes it to the end of the group where the

last query𝑞𝑒𝑛𝑑 of this group has the largest 𝑟𝑠𝑝 (𝑞, 𝑞𝑒𝑛𝑑 ) (line 11-12).
Otherwise, the attacker generates a new group containing only 𝑞

and puts the new group to 𝐺𝑠𝑥 (line 8-9).

We use the last query 𝑞𝑒𝑛𝑑 in each group when calculating the

𝑟𝑠𝑝 (𝑞, 𝑞𝑒𝑛𝑑 ) to minimize the influence of potential updates by the

client. Note that if queries are from different rounds, the updates

between two rounds could be too substantial, and using the same

method for them may result in incorrect matches.

3.2 Inference of External SP and Merge
We recall that the IOA cannot distinguish whether two encrypted

files from two rounds are under the same file with the AP or FVP

leakage. However, the co-occurrence of queries (i.e., the probability

of two queries appearing in the same file) remains across different

rounds. For instance, the words “searchable” and “encryption” may

frequently show up together in the database both before and after

updates. We use co-occurrence to match queries across rounds.

First, we use the output of Algorithm 1 to get index matrices

in one round. In the 𝑥-th round, the attack lists all the distinct file

identities as 𝐹𝑥 (for the FVP scenario, 𝐹𝑥 contains the distinct file

sizes). For each𝐺 ∈ 𝐺𝑠𝑥 of the output of Algorithm 1, we can get a
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Algorithm 2 Inferring the external SP.

1: Procedure InferESP({𝐺𝑠1, ...}, {IDH1, ...},{IDT1,...})
2: Initialize𝑀 as a set that contains all groups of {𝐺𝑠1, ...};
3: for 𝑖 = 1 to min(𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙, 𝜂 − 1) do
4: for 𝑗 = 1 to 𝜂 − 𝑖 do
5: 𝑀𝑛𝑒𝑤 ←Match(𝐺𝑠 𝑗 , IDT𝑗 ,𝐺𝑠 𝑗+𝑖 , IDH𝑗+𝑖 );
6: for (𝐺1,𝐺2) in𝑀𝑛𝑒𝑤 do
7: 𝐺𝑀𝑒𝑟𝑔𝑒1 ← GetMergedGroup(𝐺1, 𝑀);
8: 𝐺𝑀𝑒𝑟𝑔𝑒2 ← GetMergedGroup(𝐺2, 𝑀);
9: if𝐺𝑀𝑒𝑟𝑔𝑒1 and𝐺𝑀𝑒𝑟𝑔𝑒2 does not contain queries from

the same round then
10: 𝑀.𝑎𝑑𝑑 (𝐺𝑀𝑒𝑟𝑔𝑒1 ∪𝐺𝑀𝑒𝑟𝑔𝑒2);
11: 𝑀.𝑑𝑒𝑙 (𝐺𝑀𝑒𝑟𝑔𝑒1);
12: 𝑀.𝑑𝑒𝑙 (𝐺𝑀𝑒𝑟𝑔𝑒2);
13: return 𝑀

14: End Procedure
15:

16: Procedure Match(𝐺𝑟𝑜𝑢𝑝𝑠1, ID1,𝐺𝑟𝑜𝑢𝑝𝑠2, ID2)

17: C1 ← ID1ID⊤
1
/|ID1 [0] |,C2 ← ID2ID⊤

2
/|ID2 [0] |;

18: 𝑃 ← 𝑄𝑢𝑎𝑑𝑟𝑎𝑡𝑖𝑐𝐴𝑠𝑠𝑖𝑔𝑛𝑚𝑒𝑛𝑡 (C1,C2);
⊲ Get a match between 𝐺𝑟𝑜𝑢𝑝𝑠1 and 𝐺𝑟𝑜𝑢𝑝𝑠2 with a quadratic

assignment algorithm;

19: Remove some incorrectly matched groups from P with a ratio

of 𝑝𝑔 according to C1 and C2;

20: return Pairs of groups that are matched in 𝑃 ;

21: End Procedure
22:

23: Procedure GetMergedGroup(𝐺,𝑀)

24: for 𝐺𝑟𝑜𝑢𝑝 ∈ 𝑀 do
25: if 𝐺 ⊆ 𝐺𝑟𝑜𝑢𝑝 then
26: return 𝐺𝑟𝑜𝑢𝑝 ;

27: return ∅;
28: End Procedure

binary vector of size |𝐹𝑥 | indicating whether the response of the

first query in 𝐺 contains the files in 𝐹𝑥 , 1 for yes otherwise 0 (for

the FVP scenario, the vector can indicate whether the response of

the first query in 𝐺 contains the file with the size in 𝐹𝑥 ). Then, we

construct the index matrix IDHx
of the first query of each group,

where each row of IDHx
corresponds to a 𝐺 in 𝐺𝑠𝑥 and the row

is the binary vector above. Similarly, we construct the IDTx of the

last query of each group. We also build the matrix IDx
for later

query recovery, where, in each row 𝑖 , if the response of one of the

queries in the group includes the 𝑗-th file in 𝐹𝑥 , IDx [𝑖] [ 𝑗] = 1.

Inferring the external SP (Algorithm 2) takes the groups {𝐺𝑠1,
...,𝐺𝑠𝜂 } from the first module and the {IDH1, ..., IDH𝜂 } and {IDT1,
..., IDT𝜂 } as inputs and outputs the merged groups 𝑀 . We first

initialize the 𝑀 as a set containing all groups of 𝐺𝑠1,..., and 𝐺𝑠𝜂 .

We match groups of any two rounds by iteration (line 3-4). To save

running time, we set a𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 that limits matching between two

rounds when there aremany rounds between them.Whenmatching

groups from round 𝑥 and 𝑦 (𝑥 < 𝑦), we extract the IDT𝑥 and IDH𝑦

and call the Match (line 5). We note that the files are refreshed

between two index matrices from two different rounds. The Match

first constructs the co-occurrence matrix C1 = IDT𝑥 (IDT𝑥 )⊤/|𝐹𝑥 |
and C2 = IDH𝑦 (IDH𝑦)⊤/|𝐹 𝑦 | of 𝐺𝑠𝑥 and 𝐺𝑠𝑦 , respectively. With

C1 and C2, we can estimate the mapping P by

P = argmax

P∈P
Pr(C1 |C2, P), (4)

where P is a matrix and P[𝑖] [ 𝑗] = 1 means the 𝑖-th group of 𝐺𝑠𝑥 is

matched to 𝑗-th group of 𝐺𝑠𝑦 , otherwise P[𝑖] [ 𝑗] = 0. In [32], Oya

et al. formalize query recovery using the co-occurrence matrix as

a Quadratic Assignment Problem (QAP). They aim to match the

co-occurrence matrices of keywords and queries, and propose an

iterative heuristic attack called IHOP. Similarly, the problem of

finding P is a QAP and can be solved by existing algorithms [21, 32,

35]. With some enhancements, we apply IHOP to determine such

a mapping. Since co-occurrence persists across rounds, database

updates do not affect the results. As some queries could not appear

in both rounds 𝑥 and 𝑦 and still participate in the matching, we

remove certain incorrectly matched groups from P by a ratio of 𝑝𝑔 ,

according to C1 and C2. The details are in the full version[28].

For any pair of groups (𝐺1,𝐺2) in new matches, we call the

GetMergedGroup to get the former merged group 𝐺𝑀𝑒𝑟𝑔𝑒1 of

𝐺1 from 𝑀 , where 𝐺𝑀𝑒𝑟𝑔𝑒1 is an element of 𝑀 that contains 𝐺1.

We also obtain the former merged group 𝐺𝑀𝑒𝑟𝑔𝑒2 of 𝐺2 from 𝑀 .

If both 𝐺𝑀𝑒𝑟𝑔𝑒1 and 𝐺𝑀𝑒𝑟𝑔𝑒2 contain the queries from the same

round, indicating a conflict with a previous matching, the current

matching will be disregarded. For example, in rounds 1, 2, and

3, there is group A in round 1, groups B and C in round 2, and

group D in round 3. Group A is matched with B, and C is matched

with D already. If group A now matches D, this conflicts with the

previous match. Otherwise, we merge the two groups𝐺𝑀𝑒𝑟𝑔𝑒1 and

𝐺𝑀𝑒𝑟𝑔𝑒2 in𝑀 (line 10-12). The output𝑀 contains all the groups,

with each group comprising the queries from all considered rounds

corresponding to the same keyword.

4 Peekaboo: Query Recovery
We propose the second part (P2) of Peekaboo to use the output

of the P1 along with the leakage and the auxiliary knowledge to

recover queries, see Figure 3. The P2 processes the leakage with

the𝑀 to generate the frequency, volume, and co-occurrence infor-

mation of groups. In this part, the attacker can easily call previous

similar-data attacks with adaptations to recover the keyword of

each group. We propose the instantiations, Sap+ and Jigsaw+, based

on the SOTA attacks, Sap [31] and Jigsaw [29].

4.1 Attacker’s Knowledge
Attackers’ knowledge derived from auxiliary information.
From a similar dataset 𝐷𝑠 , the attacker obtains a similar keyword

universe𝑊𝑠 , so that it can construct the frequency of each keyword

as F𝑠 = [f1𝑠 , ..., f𝜏𝑠 ] from public search frequency [29, 31, 32, 44],

where f𝑖𝑠 is a vector of length |𝑊𝑠 | indicating the query frequency

of each keyword in𝑊𝑠 in time slot 𝑖 . Similarly, the attacker builds

the volume of each keyword as V𝑠 = [v1𝑠 , ..., v𝜏𝑠 ], where v𝑖𝑠 [ 𝑗] is
the max number of files in 𝐷𝑠 , including the 𝑗-th keyword in𝑊𝑠

during the time slot 𝑖 . The attacker can further construct the index

matrix as {ID1

𝑠 , ..., ID
𝜂
𝑠 } based on𝑊𝑠 and 𝐷𝑠 during the observation

of each round.
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Algorithm 3 Query recovery.

1: Procedure QueryRec(𝑀 , {ID1, ...}, {ID1

𝑠 , ...}, F𝑠 ,V𝑠 )
2: Initialize F𝑟 as a 𝜏 × |𝑀 | matrix with all zeros;

3: Initialize V𝑟 as a 𝜏 × |𝑀 | matrix with all zeros;

4: for all 𝑘 ∈ [𝜂] do
5: Initialize ID𝑘

𝑟 as a |𝑀 | × |ID𝑘 [0] | matrix with all zeros;

6: for all 𝑖 ∈ [|𝑀 |] do
7: 𝐺𝑟𝑜𝑢𝑝 ←𝑀.𝑝𝑜𝑝 ();

⊲ 𝐺𝑟𝑜𝑢𝑝 contains search queries from all rounds that are

matched as the queries for the same keyword;

8: Set the 𝜏 elements in the 𝑖-th column of F𝑟 as the numbers

of queries of 𝐺𝑟𝑜𝑢𝑝 in 𝜏 time slots;

9: Set the 𝜏 elements in the 𝑖-th column of V𝑟 as the numbers

of queries of 𝐺𝑟𝑜𝑢𝑝 in 𝜏 time slots;

10: for all 𝑘 ∈ [𝜂] do
11: Find 𝑗 so that the 𝐺𝑟𝑜𝑢𝑝 contains the 𝑗-th group of 𝐺𝑠𝑘 ;

12: Set the 𝑖-th row of ID𝑘
𝑟 as the 𝑗-th row of ID𝑘

;

13: Normalize each row of F𝑟 by dividing the sum of that row;

14: for all 𝑘 ∈ [𝜂] do
15: C𝑘

𝑟 ← ID𝑘
𝑟 (ID𝑘

𝑟 )⊤/|ID𝑘
𝑟 [0] |;

16: C𝑘
𝑠 ← ID𝑘

𝑠 (ID𝑘
𝑠 )⊤/|ID𝑘

𝑠 [0] |;
17: Call Attack+(F𝑟 ,V𝑟 , {C1

𝑟 , ...}, F𝑠 ,V𝑠 , {C1

𝑠 , ...}) to recover the

keyword of each group of𝑀 ;

18: End Procedure

Attackers’ knowledge from P1 of Peekaboo. The attacker uses
the merged groups𝑀 , the index matrix {ID1, ..., ID𝜂 } correspond-
ing to the groups {𝐺𝑠1, ...,𝐺𝑠𝜂 }, and the VP of each search query.

4.2 Query Recovery with SP
Recall that in previous similar-data attacks against SSE [12, 25,

29, 31, 32, 35], the attacker uses the frequency, volume, and co-

occurrence information to recover search queries. We process the

same knowledge for search queries and keywords, but in a dynamic

setting. The details are in Algorithm 3.

We first initialize the F𝑟 and V𝑟 as matrices with size 𝜏 × |𝑀 | to
record the search frequency and volume of each group in𝑀 in total

𝜏 time slots. We set the index matrices of the groups of𝑀 in each

round as [ID1

𝑟 , ..., ID
𝜂
𝑟 ], where the matrices are initially zeros (line 2-

5). For the 𝑖-th merged𝐺𝑟𝑜𝑢𝑝 in𝑀 , we count the number of queries

in 𝐺𝑟𝑜𝑢𝑝 of each time slot 𝑘 and record the number in F𝑟 [𝑘] [𝑖]
(line 8). We further mark down the max volume (the number of

files in the response) of the queries in 𝐺𝑟𝑜𝑢𝑝 in each time slot 𝑘 in

V𝑟 [𝑘] [𝑖] (line 9). We realign the rows in ID𝑘
as ID𝑘

𝑟 according to

the order of merged groups in𝑀 . If the client issues search queries

for a keyword in some rounds but not in the 𝑖-th round, the ID𝑖

has no records for that keyword. We naturally keep that row in

ID𝑖
𝑟 with zeros. Based on the index matrix of the keywords and the

merged groups in 𝑀 , we calculate the co-occurrence matrix. For

each 𝑘 of total 𝜂 rounds, we compute C𝑘
𝑟 ← ID𝑘

𝑟 (ID𝑘
𝑟 )⊤/|ID𝑘

𝑟 [0] |
and C𝑘

𝑠 ← ID𝑘
𝑠 (ID𝑘

𝑠 )⊤/|ID𝑘
𝑠 [0] | (line 14-16).

Peekaboo can instantiate Attack+ based on prior similar-data

attacks, using the above information, i.e., the frequency, volume,

and the co-occurrence of groups and keywords. We propose two

instantiations in Section4.3 and Section 4.4 and provide a generic

idea of instantiations over other attacks in Section 4.5.

About 𝜂 and 𝜏 . We use the co-occurrence matrix for 𝜂 rounds,

along with the volume and frequency information for 𝜏 time slots.

The volume and frequency vary across slots, and the attacker can

observe these changes to acquire additional information. While the

attacker could use the co-occurrence matrix for 𝜏 time slots, each

time slot only involves a subset of the keywords, resulting in index

and the co-occurrence matrices with a high proportion of zeros.

4.3 Instantiation: Sap+
We provide a brief review of Sap in the full version[28] and refer

the reader to [31] for more details. The Sap attack assumes a static

volume of search queries and keywords, using the volume and

frequency information to solve a maximum likelihood problem and

map search queries to keywords. In a DSSE, the database undergoes

updates, altering keyword volume. Thus the original Sap attack

cannot be directly applied to the dynamic volumes. In Sap+, we

refine the maximum likelihood problem to

P = argmax

P∈P
Pr(𝝆, F𝑟 ,V𝑟 , n𝐷 |F𝑠 ,V𝑠 , P), (5)

where the V𝑟 records the volume of groups in each time slot instead

of the unchanged volume v𝑟 in Sap and n𝐷 is the vector of the

number of total encrypted files in each time slot. Accordingly, we

modify the cost matrix in Sap to

C𝑣 [𝑖] [ 𝑗] = −
𝜏∑︁

𝑘=1

(n𝐷 [𝑘] · v𝑘𝑟 [ 𝑗] · log v𝑘𝑠 [𝑖]+

n𝐷 [𝑘] (1 − v𝑘𝑟 [ 𝑗]) · log(1 − v𝑘𝑠 [𝑖]))
(6)

which summarizes the costs of different time slots. Like Sap, Sap+

also uses the Hungarian algorithm [24] to find a mapping P that

indicates which keyword matches each group in𝑀 .

4.4 Instantiation: Jigsaw+
We here adapt the Jigsaw attack [29] to the dynamic scenario, where

search frequency, volume, and co-occurrence information change

over time. Note we review Jigsaw in the full version[28].

Similar to Sap, Jigsaw uses a static volume of search queries

and keywords. It also uses static frequency information, i.e., the

total search frequency of all time slots and a static co-occurrence

relation. Thus, we should apply minor adaptation for the instan-

tiation. Specifically, we revise the utilization of the total search

frequency of queries in Jigsaw to the search frequency of groups

in each time slot as F𝑟 = {f1𝑟 , ..., f𝜏𝑟 }. Also, we use the volume of

groups in each time slot as V𝑟 = {v1𝑟 , ..., v𝜏𝑟 }. In Jigsaw+, we replace

the static co-occurrence in all observed queries with the dynamic

co-occurrence of groups as {C1

𝑟 , ...,C
𝜂
𝑟 }. At last, the auxiliary in-

formation (f𝑠 , v𝑠 ,C𝑠 ) of Jigsaw is extended to the dynamic version

({f1𝑠 , ..., f𝜏𝑠 }, {v1𝑠 , ..., v𝜏𝑠 }, {C1

𝑠 , ...,C
𝜂
𝑠 }).

To utilize the volume and frequency information of multiple time

slots, we modify the differential distance of the 𝑖-th group and the
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𝑗-th group in𝑀 as

𝑑𝑖 = min

𝑗< |𝑀 |∧𝑗≠𝑖

𝜏∑︁
𝑘=1

𝛼 · |v𝑘𝑟 [𝑖] − v𝑘𝑟 [ 𝑗] | + (1 − 𝛼) |f𝑘𝑟 [𝑖] − f𝑘𝑟 [ 𝑗] |,

(7)

which summarizes the distance of all time slots. Based on this,

Jigsaw+ can locate 𝐵𝑎𝑠𝑒𝑅𝑒𝑐 distinctive groups instead of distinctive

search queries. Similarly, the distance 𝑠 (𝑖, 𝑗) between the 𝑖-th group

of𝑀 and the 𝑗-th keyword in𝑊𝑠 is

𝑠 (𝑖, 𝑗) =
𝜏∑︁

𝑘=1

𝛼 · |v𝑘𝑟 [𝑖] − v𝑘𝑠 [ 𝑗] | + (1 − 𝛼) |f𝑘𝑟 [𝑖] − f𝑘𝑠 [ 𝑗] |. (8)

The subsequent confirmation uses the co-occurrence matrix

of observations. Instead of using the static co-occurrence matrix,

Jigsaw+ extracts the co-occurrence matrix of different rounds as

{C1

𝑟
′, ...,C𝜂𝑟 ′} of the matched groups and {C1

𝑠
′, ...,C𝜂𝑠 ′} of their cor-

responding keywords based on {C1

𝑟 , ...,C
𝜂
𝑟 } and {C1

𝑠 , ...,C
𝜂
𝑠 }. Then

we define the 𝑟𝑒𝑣𝑐𝑜𝑛𝑓 of the 𝑖-th recovered distinctive group as

𝑟𝑒𝑣𝑐𝑜𝑛𝑓 =
𝜂∑

𝑘=1

| |C𝑘
𝑟
′ [𝑖] − C𝑘

𝑠
′ [𝑖] | |.

Then, Jigsaw+ extracts the {C1

𝑟𝑠 , ...,C
𝜂
𝑟𝑠 } and {C1

𝑠𝑠 , ...,C
𝜂
𝑠𝑠 }, as

in Jigsaw. We set the 𝑠𝑐𝑜𝑟𝑒 between the 𝑖-th group of the left un-

matched groups and the 𝑗-th unmatched keyword 𝑗 as 𝑠𝑐𝑜𝑟𝑒 =

− ln(𝛽
𝜂∑

𝑘=1

| |C𝑘
𝑟𝑠 [𝑖] − C𝑘

𝑠𝑠 [ 𝑗] | | + (1 − 𝛽)𝑠 (𝑖, 𝑗)).

Finally, Jigsaw+ calculates the 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦 as the difference be-

tween the largest and the second largest 𝑠𝑐𝑜𝑟𝑒 , then recovers the

top 𝑅𝑒 𝑓 𝑆𝑝𝑒𝑒𝑑 groups with the highest 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦. Jigsaw+ treats the

recovered groups as known matches and repeats the process until

all groups are matched to keywords.

4.5 Instantiations of Other Attacks
Similar-data attacks. Peekaboo generates the dynamic search

frequency, volume, and co-occurrence matrix of merged groups in

𝑀 and keywords in𝑊𝑠 . A straightforward way to make instanti-

ations over other similar-data attacks is to average the generated

dynamic information to recover search queries. Another approach

is to iterate the calculation in the attacks over multiple rounds and

further aggregate the results as in Sap+ and Jigsaw+. For example,

in Jigsaw+, we can compute the differential distances for each round

and then summarize them (Equation 7) to replace the differential

distance used in Jigsaw. We also provide an instantiation based

on IHOP [32] in Appendix A, i.e. IHOP+. Any future similar-data

attacks relying on frequency, volume, or co-occurrence information

can adopt this method as an instantiation of Peekaboo.

Known-data attacks.We discuss the possibility of instantiating

Peekaboo over previous known-data attacks (see the full version[28]).

5 Evaluation
We introduce settings and evaluation metrics, illustrate the perfor-

mance of Peekaboo, and finally compare the query recovery results

with the benchmarks. Our code is available in https://github.com/

hustcpss/Peekaboo.

5.1 Setup
Dataset.We use the Enron and Lucene datasets in the experiments.

The Enron email dataset [43] has 30,109 emails between 2000-2002,

while the Lucene email dataset [15] includes 66,491 emails between

2001-2020, where all these emails are tagged with timestamps in-

dicating the time they were sent. We also conduct experiments

under another type of dataset of our attacks, i.e., Wikipedia[16]

(results are in the full version[28]). We use a total of 5,525 keywords

extracted from the datasets. Among these, we download the daily

search trends of 3,000 keywords from PageViews [26], covering

from July 2019 to July 2024. The keyword count is consistent with

previous works [12, 31, 32, 35]. This approach is practical and also

supported by Zipf’s law [29, 49], which suggests that frequently

used words are limited in number. Practical databases, such as those

from [2], often utilize fewer than 3,000 keywords. We randomly

divide the email dataset for each day into two halves, with one half

considered as the client’s dataset and the other half as a similar

dataset known by the attacker. In practice, the attacker can obtain

such a similar dataset. For example, an insider with access to a

comparable email database or an industry competitor with a struc-

turally similar database may exploit such resources to facilitate

attacks. We assume the attacker is given half of the dataset that is

a common experimental setting in prior work [12, 29, 31, 32, 35].

Client. We use the Enron and Lucene datasets to simulate real-

world client behaviors in DSSE. We highlight that simulating SSE

operations is straightforward: without any updates, there is no

distinction between a persistent attacker and an IOA. The client

adds the emails to the encrypted dataset daily according to the

timestamps. For example, on the 𝑖-th day of the experiment, the

client stores the emails with timestamps from the 𝑖-th day after the

first day of the year 2000 for the Enron dataset. After the updates,

the client deletes the outdated emails. For Enron, we assume the

client can delete emails one year prior, while for Lucene, the client

deletes the emails three years prior, due to the lower volume of

emails per year in Lucene. We also assume the client randomly

deletes emails from all the stored ones daily to simulate deletion

behavior in practice. We set the number of randomly deleted emails

to be ten percent of the number of newly added emails. For each

day, the client can issue multiple queries for the extracted keywords

according to the search frequency from PageViews.

Attacker. The attacker updates the dataset and deletes outdated

emails to minimize the distributional differences between the at-

tacker’s and the client’s datasets. We state that Peekaboo can also

apply to the case that there is no update, i.e., the attacker only

obtains a static dataset (see the full version[28]). The attacker does

not imitate the client’s random deletion behavior, as it is unlikely

that the attacker would predict which files the client will delete.

Thus, its deletion cannot contribute to the similarity of the datasets.

We also assume the attacker can access the extracted keywords

and obtain the corresponding search frequency, i.e., the true query

frequencies of PageViews in our experiments. We note that if the

instantiated Attack does not require query frequency, the same

holds for Attack+. We provide the results of Jigsaw+ without query

frequency in the full version[28] accordingly. It thus can generate

the F𝑠 , V𝑠 , and {ID1

𝑠 , ..., ID
𝜂
𝑠 } of the extracted keywords based on

the similar dataset and search frequency. We specifically restrict
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the attacker to intermittent observations, where it attacks over 𝜂

rounds. In the 𝑖-th round, the attacker observes the leakage for

𝝈 [𝑖] days, acquiring the search query sequence 𝑄𝑖
and the corre-

sponding leakage, either𝐴𝑃𝑖 or 𝐹𝑉𝑃𝑖 . After that, it goes offline. We

repeat the above strategy for subsequent rounds.

Parameter selection. Peekaboo introduces three hyperparame-

ters, i.e., 𝛿 ,𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 , and 𝑝𝑔 . We provide the experimental results

and analyses of these hyperparameters in Appendix B. Similar to

FMA[44], 𝛿 is the threshold that reflects the changes in the re-

sponded files between successive queries of the same keyword

within one round and is recommended to be larger than 0.5 [44].

Results (Figure 13a, Appendix B) show that it is best to choose a

value between 0.6 and 0.95.𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 is used to reduce the runtime

cost. A smaller𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 can result in shorter runtime with slightly

decreased accuracy. From Figure 13b, we see that Jigsaw+ reaches

near-maximum accuracy when𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 is around 5. 𝑝𝑔 is used to

discard the mistakes in matching. Experiments in Figures 13c and

13d support selecting a value between 0.05 and 0.2. If more mistakes

are expected (e.g., using only FVP or against countermeasures), 𝑝𝑔
should be set slightly higher. Unless otherwise specified, we set

𝛿 = 0.95,𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 = 5, and 𝑝𝑔 = 0.05. Other parameters of Attack+,

such as 𝛼 and 𝛽 in Jigsaw+, are introduced by the original works

of the corresponding Attack, and we follow the recommendations

provided in the corresponding references.

Evaluation metrics.We use the adjusted rand index (ARI) [20] for

the evaluation of SP inference, which is based on the rand index (RI)

[36]. The RI is a measure of the similarity between two partitions

for a set 𝑆 containing 𝑛 elements. Concretely, given two partitions

𝑋 = {𝑋1, ..., 𝑋𝑚} and 𝑌 = {𝑌1, ..., 𝑌𝑘 }, the RI can be calculated

as 𝑅𝐼 = (𝑎 + 𝑏)/
(𝑛
2

)
, where 𝑎 is the number of times a pair of

elements belongs to the same partitions across𝑋 and𝑌 , and 𝑏 is the

number of times a pair of elements belongs to the different partitions

across 𝑋 and 𝑌 . The ARI is the “adjusted-for-chance” version of RI,

which is 𝐴𝑅𝐼 = (𝑅𝐼 − 𝐸𝑥𝑝𝑒𝑐𝑡𝑒𝑑𝑅𝐼 )/(𝑀𝑎𝑥𝑅𝐼 − 𝐸𝑥𝑝𝑒𝑐𝑡𝑒𝑑𝑅𝐼 ), where
𝐸𝑥𝑝𝑒𝑐𝑡𝑒𝑑𝑅𝐼 is the expected value of 𝑅𝐼 , and𝑀𝑎𝑥𝑅𝐼 is the value of

𝑅𝐼 in themost ideal partition scenario (always equal to 1). This value

lies between −1 and 1. The closer the ARI approaches 1, the more

similar the two partitions are, and vice versa. For the evaluation of

the SP inference, we group all the queries of the same keyword as

partition 𝑋 and treat the output of the P1 as 𝑌 .

We use the accuracy to evaluate the performance of the query

recovery attacks. The accuracy is calculated as the proportion of

correctly recovered search queries to the total observed queries.

Ethical concerns. All datasets used in our experiments are publicly

available and commonly used in previous studies. We provided the

discussion of ethical considerations in Appendix C.

5.2 Evaluation of SP Inferring
We use 500 keywords with the biggest volume in each dataset as

the keyword universe. The client issues 1,000 queries daily.

The impact of observing days. We assume the attack lasts for 5

rounds, with 20 days per round. At the beginning of each round,

we set that the attacker observes 1, 2, 4, and 8 days, respectively, for

the rest of the 20 days, the attacker stays offline. As shown in Figure

4, the ARI of Peekaboo reaches above 0.9 in most cases, meaning

most of the queries are accurately clustered w.r.t. the underlying
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Figure 4: The ARI of the search pattern inferring of Peekaboo
with different observation times in each round.
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Figure 5: The ARI of the search pattern inferring of Peekaboo
with different numbers of rounds.

keywords. As the number of days in a round increases, the attacker

gains more information in the round to match two groups across

rounds, leading to a gradual increase in the ARI. The ARI based on

AP is higher than that based on FVP. Recall that FVP reveals the

size of each file. But the attacker still cannot distinguish between

two files of the same size, which influences the matching process.

The impact of round number. We set the round number to 1, 2,

4, 8, and 16, and in each round, the attacker observes for 2 days and

goes offline for 18 days. The results are in Figure 5. We see that with

an increasing number of rounds, the ARI tends to decrease over time.

This is so because the errors in earlier matches affect the inference

of the external SP in later rounds, causing an accumulation of errors.

Although the ARI decreases with the increasing number of rounds,

it still maintains practical performance, obtaining > 0.9 even when

the round number reaches 16. As in Section 5.3, the decreasing

ARI has minimal impact on query recovery as the round number

increases, since the attacker can gain more information about the

queries with many extra rounds of observations.

5.3 Evaluation of Query Recovery
We provide the comparison among Peekaboo with Jigsaw+ (denoted

as Jigsaw+) and Peekaboo with Sap+ (denoted as Sap+). Note that

since IHOP and Jigsaw exploit the same information and achieve

comparable accuracy [29], we expect IHOP+ to match Jigsaw+ in

performance. This is confirmed by the comparison of IHOP+ and

Jigsaw+ in Appendix A. We also present the results of FMA [44].

Recall that FMA first recovers the SP of the observed queries us-

ing the Equations 1 and 2 and then calculates the frequency of

queries. It treats the keywords with similar frequency of a query as

candidates and narrows them down across different time slots. If

there is only one candidate keyword left, FMA recovers the query.

Besides the FVP leakage, we also test the FMA with AP leakage by

replacing Equation 1 of FMA with Equation 3. To better understand

the inferred SP, we set two benchmark attacks, “Jigsaw+ with SP”
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Figure 6: The accuracy results of Jigsaw+, Sap+, FMA, Jigsaw+ with SP, and Sap+ with SP in Enron and Lucene with different
numbers of rounds with the AP or FVP leakage.
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Figure 7: The accuracy results of Jigsaw+, Sap+, FMA, Jigsaw+ with SP, and Sap+ with SP in Enron and Lucene with different
offline days in each round with the AP or FVP leakage.
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Figure 8: The accuracy results of Jigsaw+, Sap+, FMA, Jigsaw+ with SP, and Sap+ with SP in Enron and Lucene with different
numbers of observed queries in each round with the AP or FVP leakage.

and “Sap+ with SP”, where we assume the attacker knows the SP

(both the internal and external) instead of inferring the SP, and then

utilizes P2 of Peekaboo to recover the queries.

For Jigsaw+ and Jigsaw+ with SP, we set the 𝛼 to 0.5 and 𝛽 to 0.9.

For the AP experiments, we set the 𝐵𝑎𝑠𝑒𝑅𝑒𝑐 to 25 and 𝐶𝑜𝑛𝑓 𝑅𝑒𝑐 to

10, while for the FVP experiments, 𝐵𝑎𝑠𝑒𝑅𝑒𝑐 is set to 15 and𝐶𝑜𝑛𝑓 𝑅𝑒𝑐

to 5. For Sap+ and Sap+ with SP, 𝛼 is set to 0.5. For FMA, 𝛿 is 0.95.

We evaluate the attacks using either AP or FVP leakage.

The impact of round number. We set the round number to 1,

2, 4, and 8, with each round consisting of 10 days. In each round,

the attacker observes 1 day and goes offline for 9 days. During the

observation, the attacker monitors 10,000 queries each day. Other

parameters remain the same as those in Section 5.2. The results are

in Figure 6. In general, Jigsaw+ and Sap+ outperform FMA. With

AP, the accuracy of Jigsaw+ and Sap+ is approximately 90% and

60%, respectively, while the accuracy of FMA is about 35%. With

FVP, the gap between FMA and Jigsaw+ is roughly 30%. We see that

the accuracy of Jigsaw+ and Sap+ increases as the round number

increases. Observing multiple rounds provides the attacker with

more information to recover queries, yielding higher accuracy for

Jigsaw+ and Sap+. The accuracy of FMA changes little, and we

believe this is because FMA does not consider updates between two

observations, so the results withmultiple rounds are similar to those

with just one round. We also notice that although the accuracy of

Jigsaw+ and Sap+ is lower than their with-SP versions, the gap is

small, indicating that the search pattern inferred by Peekaboo is

sufficient for query recovery in both Jigsaw+ and Sap+.

The impact of offline days. We also investigate attack perfor-

mance with varying numbers of offline days in each round. We

set the offline days by randomly sampling from 1-5, 6-10, 11-15,

and 16-20, respectively. The attacker observes 1 day in each round

and repeats this for 5 rounds. Other parameters remain unchanged.
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The results are in Figure 7. The accuracy of Jigsaw+ and Sap+ does

not decrease as the number of offline days increases, showing the

inferred external SP is minimally affected by the offline days. For

FMA, since it does not consider SP matching for different rounds,

its performance remains with different offline days.

The impact of observed search queries. We also test the sit-

uations while the attacker observes a different number of search

queries. We set the observed queries each day to 500, 1,000, 2,500,

5,000, and 10,000. The round number is set to 5, and the observing

and offline days are set to 1 and 19, respectively. We keep other

parameters the same as in the previous experiments. The results

are presented in Figure 8. Increasing the observed queries, we can

obtain better accuracy for Jigsaw+, Sap+, and their with-SP ver-

sions.With fewer observed search queries, the groups from different

observations may vary significantly in terms of the underlying key-

words, which negatively impacts the matching of groups in P1 of

Peekaboo. Meanwhile, the attacker has less information to recover

queries, resulting in relatively lower accuracy. But for FMA, as it

uses the FVP or AP to group search queries and relies solely on

frequency to recover them, the information available to the attacker

is limited. As a result, the accuracy changes only slightly as the

observed query number increases.

The impact of keyword universe size. We test the attacks with

different keyword universe sizes (denoted as |𝑊 |), using 500, 1000,

1500, and 3000 keywords, with the largest volume in each dataset.

The attacker observes 20,000 queries per day. For Jigsaw+ and Jig-

saw+ with SP, we set the 𝛽 to 0.7 as the larger keyword universe

contains more low-volume keywords and their co-occurrence in-

formation is greatly noised due to the low volume. The accuracy is

captured in Figure 9. The performance of all the attacks declines

as the keyword universe size increases. In the Enron, the accuracy

of Jigsaw+ and Sap+ drops from > 95% to 70% and from 70% to

45%, respectively, as |𝑊 | jumps from 500 to 3000. FMA has < 25%

accuracy even with only 500 keywords in Enron. The decline in ac-

curacy when |𝑊 | = 3000 is expected, as a larger keyword universe

increases the number of candidate keywords for each search query,

introducing more low-volume keywords that are more sensitive to

noise given by database updates.

Runtime and memory cost. The time complexity of Algorithm

1 is 𝑂 ( |𝑄𝑥 | · |𝐺𝑠𝑥 | · log |𝐺𝑠𝑥 |), while Algorithm 2 requires 𝑂 (𝜂2 ·
𝑇MATCH). 𝑇MATCH is the runtime of the MATCH function, which

depends on the 𝑄𝑢𝑎𝑑𝑟𝑎𝑡𝑖𝑐𝐴𝑠𝑠𝑖𝑔𝑛𝑚𝑒𝑛𝑡 it invokes. The runtime of

Algorithm 3 mainly depends on the Attack+. We also present the

runtime results in Table 3, where we execute InferISP in parallel

using 5 threads. Peekaboo completes in a few minutes, while FMA

requires several hours. As the keywords universe size increases,

Peekaboo’s runtime also increases, as it must perform more com-

putations on the co-occurrence matrix, which grows in size with

|𝑊 |. As for FMA, however, its performance improves instead. This

occurs because, as |𝑊 | increases, the volume of new keywords and

the average response size for queries decrease, making the calcula-

tion of similarities between queries less complex. We further state

that our attack has modest memory requirements. Under the same

settings as in Figures 6a, 6b, and the test of Wikipedia, Jigsaw+

and Sap+ consume at most 6.8, 6.6 and 15.2 GB of memory when

evaluated on Enron, Lucene, and Wikipedia, respectively.
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Figure 9: The accuracy of Jigsaw+, Sap+, FMA, Jigsaw+ with
SP, and the Sap+ with SP in Enron and Lucene with different
keyword universe sizes |𝑊 | with the AP leakage.

Table 3: The runtime results of algorithms with
different keyword universe sizes |𝑊 |.

Algorithm

Runtime (s) with different |𝑊 |
500 1000 1500 3000

Jigsaw+ 284.89 355.93 817.37 3089.82

Sap+ 285.42 312.16 592.33 1304.54

FMA 17490.01 10169.8 7063.96 4006.73

6 Against Countermeasures
We evaluate the attacks in Section 5.3 under the padding of file size

and the obfuscation of AP.

Padding. We assume the client pads each file size to a multiple of

𝑘 , with 𝑘 set to 100, 200, 500, and 1,000. We use this to add noise to

the FVP and affect the results of both the SP inference and query

recovery. For instance, when 𝑘 = 500, there are only 57 and 125

distinct file sizes in Enron and Lucene, respectively; when 𝑘 = 1000,

these numbers decrease to 34 and 80, respectively. As the FVP is

noised, the subsequent calculation of the co-occurrence is also af-

fected by the noise. Thus, we use a larger 𝑝𝑔 in P1 of Peekaboo to

remove more matches between groups. We also set a smaller 𝛽 in

Jigsaw+ to balance the noise in the co-occurrence matrix. We set

the 𝑝𝑔 to 0.15 and the 𝛽 to 0.7. As previous works [29, 32, 38] have

shown that adaptations can improve attack accuracy against coun-

termeasures, we apply the same approach. Specifically, the attacker

adopts a similar adaption as in [29], applying the same padding

with identical parameters as the client to its own dataset in order

to minimize the difference between the two datasets. All attacks in

our experiments incorporate this adaptation. The attacks are tested

over 5 rounds, with 1 day of observation (10,000 search queries

per day) and 9 days of offline in each round. Other parameters are

consistent with those in Section 5.3. As padding does not interfere

with the AP, we examine the attacks using only the FVP leakage.

We present the results in Figure 10. The accuracy of Sap+ with

SP (about 50%) remains stable, as the attacker has access to the

SP, and Sap+ does not rely on information related to the size of

the files. In contrast, Jigsaw+ with SP loses 20% performance, as

it depends on the co-occurrence information of groups, which is

affected by the noise introduced by the padding of file sizes. For

Jigsaw+ and Sap+, the inference of the SP in Peekaboo is influenced

by the padding, resulting in a drop in accuracy from approximately
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Figure 10: The accuracy of Jigsaw+, Sap+, FMA, Jigsaw+ with
SP, and the Sap+ with SP in Enron and Lucene against the
padding of the file size with the FVP leakage.
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Figure 11: The accuracy of Jigsaw+, Sap+, FMA, Jigsaw+ with
SP, and the Sap+ with SP in Enron and Lucene against obfus-
cation with the AP leakage.

50% to about 20%. The performance of FMA remains largely stable,

at about 20% in Enron and 35% in Lucene. We say that FMA (and P1

of Peekaboo) calculates the similarity between two queries using

the intersection and union of file sizes, including duplicates. Both

the file sizes and the number of files in the leakage contribute to

this calculation and the number of files is not affected. Thus, the

padding only delivers minor influence on the similarity calculation.

Obfuscation of the AP. We adopt a similar countermeasure as in

[9] and assume that during the attacker’s offline, the client down-

loads the whole dataset and rebuild the index to simulate dynamic

updates under obfuscation. While reconstructing the index, the

client deletes the index of files for each keyword with a probability

of 𝑇𝑃𝑅 and adds files not present in the keyword’s response with a

probability of 𝐹𝑃𝑅. We set the 𝑇𝑃𝑅 to 0.999 and 𝐹𝑃𝑅 to 0.01, 0.02,

and 0.05. The attacker employs a strategy similar to [29] which ap-

plies the same obfuscation to the attacker’s dataset using identical

parameters as the client, in order to minimize the difference be-

tween the two datasets. All attacks in our experiments employ the

same adaptation. The observation settings are identical as those in

padding and other parameters are consistent with those in Section

5.3.

In Figure 11, the results are largely consistent with those from

the experiments in the previous section. Jigsaw+ and Jigsaw+ with

SP lead with about 90% accuracy, followed by Sap+ and Sap+ with

SP at around 60%. FMA achieves only 20% accuracy in Enron and

about 35% in Lucene. The accuracy of Jigsaw+ with SP and Sap+

with SP remains relatively stable across varying 𝐹𝑃𝑅 values. Sap+

with SP relies on frequency and volume. The frequency remains

unaffected by obfuscation because it assumes the attacker knows

the SP. Though the volume is affected by obfuscation, the attacker’s

adoption of the same obfuscation method balances out the added

volume across keywords, preserving accuracy. For Jigsaw+ with SP,

the strong performance against obfuscation mirrors that of Jigsaw

[29], maintaining high accuracy. The accuracy of Jigsaw+ and Sap+

also remains stable when 𝐹𝑃𝑅 ≤ 0.02 but drops by approximately

15% when 𝐹𝑃𝑅 increases to 0.05.

Discussions about Countermeasures. To counter Peekaboo, a
practical approach is to limit the number of search queries the at-

tacker can observe per round by quickly detecting and blocking

the attacker’s access. As we assume the attacker eavesdrops on the

server or the communication channel, the server can implement

stricter intrusion detection systems to limit the duration and num-

ber of rounds the attacker can observe. This reduces the amount of

information available to the attacker, making it harder to perform

effective query recovery. For example, in Figure 8, when the number

of observed queries is limited, the attack accuracy drops. Similarly,

as illustrated in Figure 6c and 6d, further restricting the round num-

ber of observations can also reduce the accuracy when dealing with

the FVP leakage. However, if the attacker gains access to the AP,

even a single observation round can produce high accuracy.

The padding proves effective in mitigating the FVP leakage.

But with the AP leakage, Peekaboo remains robust even against

dynamic obfuscation. We believe that Peekaboo can pose severe

threats to other DSSE schemes that reveal AP and include padded

dummy files in the responses. A possible approach to counter Peek-

aboo is to implement “stronger” parameters for padding or ob-

fuscation. However, developing an efficient dynamic padding or

obfuscation remains an open challenge. Alternatively, technologies

like ORAM or PIR could prevent AP and FVP leakage, providing

a possible defense against Peekaboo. But they typically involve

significant communication or computation overhead.

7 Conclusion
In this work, we consider an intermittent-observation attacker

who has only intermittent observation ability against DSSE. We

formalize the leakage and propose a new attack called Peekaboo.

In Peekaboo, the attacker first infers the SP with the AP or FVP

leakage and then combines it with auxiliary knowledge and the

leakage to recover search queries. Peekaboo is a generic interface for

similar-data attacks. We propose Jigsaw+ and Sap+ as instantiations.

We conduct extensive experiments to confirm that Peekaboo can

achieve a well-inferred SP, and Peekaboo with Jigsaw+ and Sap+

respectively provide 90% and 60% accuracy with AP, and about 50%

and 45%with FVP. Our design also demonstrates practical efficiency.

Even against countermeasures, Peekaboo still maintains its threats.
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Figure 13: The accuracy of Jigsaw+ and Sap+ with different
hyperparameters, i.e., 𝛿 ,𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 , and 𝑝𝑔.
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Figure 12: The accuracy of Jigsaw+ and IHOP+ in Enron with
AP leakage.
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A Instantiation: IHOP+
IHOP includes two coefficients for the costs of matching: 𝑐 for the

quadratic terms and 𝑑 for the linear terms. With the co-occurrence

matrix information provided by Peekaboo, the 𝑐 and 𝑑 (in [32],

Equation 5) are set to

𝑐𝑖,𝑖′, 𝑗, 𝑗 ′ = −
𝜂∑︁

𝑘=1

n𝐷 (C𝑘
𝑟 [ 𝑗] [ 𝑗 ′] log(C𝑘

𝑠 [𝑖] [𝑖′])

−(1 − C𝑘
𝑟 [ 𝑗] [ 𝑗 ′]) log(1 − C𝑘

𝑠 [𝑖] [𝑖′])),

(9)

𝑑𝑖, 𝑗 = −
𝜂∑︁

𝑘=1

n𝐷 (C𝑘
𝑟 [ 𝑗] [ 𝑗]) log(C𝑘

𝑠 [𝑖] [𝑖])

−(1 − C𝑘
𝑟 [ 𝑗] [ 𝑗]) log(1 − C𝑘

𝑠 [𝑖] [𝑖])),

(10)

which summarizes the costs in different rounds. With the frequency

information provided by Peekaboo, the 𝑑 (in [32], Equation 6) is set

to

𝑑𝑖, 𝑗 = −
𝜏∑︁

𝑘=1

𝝆 [𝑘] (f𝑘𝑟 [ 𝑗] log(f𝑘𝑠 [𝑖]), (11)

which represents the costs in each time slot. As both the co-occurrence

and frequency information are available, IHOP+ summarizes the

Equation 10 and 11 as in IHOP. Following the attack strategy of

IHOP, IHOP+ can recover the keywords of search queries in each

group of𝑀 .

In [29], it is reported that IHOP performs with accuracy similar

to Jigsaw. We here compare IHOP+ with Jigsaw+ under the same

settings as in Figure 6a, Section 5.3, and present the results in Figure

12. The accuracy of IHOP+ is comparable to that of Jigsaw+ and

declines as the number of rounds increases.

B Parameter Selection and Impact
We provide the results of Jigsaw+ and Sap+ under different hyperpa-

rameter settings, i.e., 𝛿 ,𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 , and 𝑝𝑔 . If the response similarity

in Equations 1 and 3 is no less than 𝛿 , then the two queries are

considered candidates for querying the same keyword. The results

in Figure 13a show that Jigsaw+ and Sap+ have the best accuracy

of above 90% and 0.6%, respectively, when 𝛿 is between 0.6 and

0.95.𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 cancels the matching between two rounds if there

are more than𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 rounds between them. A small𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙

reduces runtime but may also lead to lower accuracy. We test Jig-

saw+ and Sap+ with 16 rounds, and the results are shown in Figure

13b. The accuracy increases as 𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 increases, and Jigsaw+

and Sap+ reach about 80% and 50% accuracy, respectively, when

𝑚𝑎𝑥𝑙𝑒𝑣𝑒𝑙 is no less than 5. 𝑝𝑔 is the ratio of removed matches in

Match, in case some queries do not appear in both rounds of the

input but still participate in matching, which causes errors. Other

matching errors, such as those caused by noisy information, can

also be filtered out by 𝑝𝑔 . We evaluate 𝑝𝑔 with AP and FVP, and the

results show that 𝑝𝑔 can be chosen between 0.05 and 0.2.

C Ethical Consideration
This work introduces a more restricted yet practical attacker based

on intermittent observation, aiming to inspire new studies on en-

hancing the security of DSSE. It delivers a positive impact on the

development and deployment of DSSE. All experiments use publicly

available datasets widely used in prior studies and the experiments

are conducted for research purpose only, in an isolated virtual

environment. Queries are randomly generated using public trend

datasets, and leakage is simulated (instead of “real” leakage). The

experiments are not deployed to any real-world applications. All

tested attacks, defenses, and related libraries are open-source. To

support mitigation on attacks, we also discuss potential counter-

measures in Section 6.
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