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Abstract

This research has been performed in pursuit of the MSc Computer Science at Delft Uni-
versity of Technology in collaboration with the Dutch National Office for Identity Data
(RVIG), part of the Dutch Ministry of the Interior and Kingdom Relations.

Self-Sovereign Identity (SSI) is a relatively new concept part of a movement aspiring
to create a universal identity layer for the Internet. SSI aims to put the citizen at the
centre of their data, making them the sovereign over their digital presence. Wherein the
current ecosystem personal information is stored in centralised or federated settings, SSI
delegates this responsibility entirely to the user.

Functioning SSI schemes have been proposed and deployed, even with governmen-
tal support. However, we identify that the key issue that remains to be solved is revo-
cation: the invalidation of credentials. Proposed revocation mechanisms typically rely
on centralised infrastructure for revocations, defying the principles of SSI itself and, fur-
thermore, lack offline verification capabilities.

This research addresses these issues and proposes the first fully distributed revocation
mechanism in SSI, using a gossip-based propagation algorithm. Our revocation mech-
anism requires no centralised infrastructure or strict network requirements and enables
offline verification of credentials in case of disaster. Propagation is handled by honest
clients, requires no direct communication with authorities and is shown to be robust in
case of unreliable communication links. Furthermore, revocation acceptance is at the
discretion of individual clients, making our mechanism fully adhere to the principles of
Self-Sovereignty.

This revocation and verification structure is part of our Industry-Grade Self-Sovereign
Identity (IG-SSI) architecture. IG-SSI is a purely academic fully distributed SSI scheme
with intrinsic equality across the network. Furthermore, communication is facilitated
peer-to-peer, requiring no specialised infrastructure. The architecture allows for the
signing, verification and presentation of credentials using Zero-Knowledge Proofs. We
believe that the characteristics of our system provide it with use for decades to come,
hence, we deem it to be industry-grade.

Our simulation portrays that a network comprised of 10,000 clients gossips 1 million
revocations within 25 seconds. Feasibility on smartphones is shown through a government-
backed real-life trial. Based on our results, we claim that IG-SSI is a viable candidate for
facilitating the needs for a digital identity of the European Union.
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Abstract—

Current digital identities can be revoked at the discretion of
platform owners. The Self-Sovereign Identity (SSI) concept is
part of a movement to create a standardised identity layer for
the Internet. SSI has the ability to remove the grip of big tech
on digital identities and to place the citizen at the centre of their
data. However, millions of physical identities are lost annually
and must be revoked, as such, digital identities and credentials
must also be able to be revoked. Our research addresses the key
issue of revocation in SSI systems. We believe that revocation
is hampering the uprise of SSI: existing attempts critically
rely on communication with central authorities and introduce
inequalities into the architecture. Such architectures violate the
principles of Self-Sovereign Identity itself. We present a fully
distributed SSI architecture with the first fully distributed SSI
revocation mechanism requiring no specialised nodes, in which
equality and offline usability are at the core. A novel gossip-
based propagation algorithm propagates revocations throughout
the network, enabling offline verification. Simulations portray
that a million revocations are able to propagate in a system
of up to 10 thousand clients in under 25 seconds, all whilst
voided of any centralised infrastructure. Furthermore, the re-
sulting architecture allows for attestation signing, presentation
and verification using Zero-Knowledge Proofs. Our results show
improvements with respect to the state of the art. We claim that
our architecture is a viable candidate for the upcoming European-
wide identity standard. Our small-scale trial shows that this is a
promising direction to further explore.

I. INTRODUCTION

The European Union has announced to provide each Eu-
ropean citizen with a trusted and secure digital identity [
This objective is further fuelled by the urgency of COVID-
19 vaccination passports [2]. The majority of current digital
identities are held by big tech [3]], resulting in big privacy
issues for the citizen’s digital presence [4]. Furthermore, these
digital identities can be revoked at the platform owner’s
discretion [3], resulting in the loss of access to a plethora
of other connected services.

The Self-Sovereign Identity (SSI) concept can prove to
overcome these digital and societal issues. The Internet has no
native method for knowing with whom you communicate [6].
As such, the SSI movement aims to create a standardised
identity layer for the Internet, generating digital trust through
verifiable identities and putting the citizen at the centre of
their data. Relevant principles and architectures of SSI have
been laid out [Z, 8], however, an often overlooked issue
is that of theft, loss, and data breaches. For the past five
years in the USA, more than a million data breaches have
occurred annually [9]], resulting in the loss of billions of
credentials [10]. Furthermore, 0.8% of UK passports are lost

annually [[11]]. Revocation of these credentials is required to
minimise further consequences. However, revocation remains
a key issue in Self-Sovereign Identity. As portrayed by [Table ]|
(further discussed in [ection III), distributed revocation in
SSI is to our knowledge yet to be solved. As such, we
believe that revocation is hampering the mass deployment
of Self-Sovereign Identities. Existing SSI and digital identity
solutions such as Sovrilﬂ Veram(ﬂ (formerly known as uPort)
and lrmeﬂ violate the principles of SSI itself by solving the
issue of revocation through the introduction of authorities.
The cardinal requirement for SSI is an authoritarian-free
ecosystem. Furthermore, recent natural disasters portray that
the reliance on always available digital infrastructure is a fatal
prerequisite [[12]. Digital identities should be disaster-proof.
Dependence on authorities for verification disallows offline
usability and, moreover, introduces inherent inequalities in the
network. This may lead to censorship or privacy issues [13]].

This research introduces an academic Self-Sovereign
Identity architecture focusing on distributed revocation of
attestations, offline verification, and intrinsic equality of clients
across the network. The scheme is based on the previous
works by [[14, [15]. The following contributions are made:
(1) the first fully distributed revocation mechanism for SSI,
achieving reliable revocation over unreliable communication
links and (2) offline verification of credentials. Furthermore, a
reference implementation of the architecture is created using
the IPv8 protocol stack [16] [I7] as well as a proof-of-concept
application portraying the usability of our SSI architecture and
distributed revocation on smartphones. These implementations
of the architecture have been validated in a small-scale trial.

Attest } : Prove ‘
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Fig. 1: Interactions in Self-Sovereign Identity

"For Sovrin, see: https:/sovrin.org/
2For Veramo, see: https://veramo.io/
3For Irma, see: https://irma.app/?lang=en
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TABLE I: Revocation comparison with related works

Domain | Type | Maturity! Description N e e | N uthordty | O | shoF rr;:i';i w
Our work ‘secliun Vl SSI Attestation First fully distributed SSI revocation mechanism.
[TXu et al.[[i§’ SST Node X List of accepted nodes stored on blockchain. X X
[|Abraham et al.[[19 SST Revocations stored on public permissi X
[ [Casla et al.[[20 CITS Node X Revocations stored on blockchain and RSUs. X X
[ [Popescu et al.[[21 DS Certificate X Revocations handled locally by authority. X X X X
[[Liau et al.[[22 P2P__| Certificate X Uses distribution points and P2P i X X
[THaas et al.|[23’ VANET | Certificate X RSUs and v2v p i x x
[ [Laberteaux et al.|[24 VANET | Certificate X RSUs and v2v p X
[E: and Gligor[[25] | DSN Node X Single authority proj X X X
[ TRMA [26] SSI__| Autestation Uses public permi X X X X
SOVRIN [27 SSI__| Attestation Uses public X X X
Veramo (uPort) 28 SSI Attestation X Uses public X X

! Refers to the solution having reached a certain degree of maturity (e.g. through an implementation) or governmental backing in case of SSIL.

2 Refers to reliability of the (e.g. the of false positives).

II. PROBLEM DESCRIPTION

Because of theft or loss, digital identities may become com-
promised. In order to mitigate further damage, compromised
credentials must be revoked. Furthermore, revocation is re-
quired in the instance that a credential becomes (prematurely)
voided. E.g., an employee may no longer be employed by a
company.

[Figure 1| portrays the interactions between the three relevant
parties in an SSI system. An Authority attests to a claim [29]
of a Subject, that can be verified by a Verifier in order to
prove the claim. However, in the instance that the attestation
is to be revoked, the verification of the credential must lead to
failure. I.e., the credential must no longer be accepted by the
Verifier. The Subject can not be trusted to make the revocation
apparent to the Verifier, as this sensibly goes against its best
interest. Furthermore, revocations must be made apparent to
any party that expects to verify the corresponding credential.

Bringing the Verifier in direct contact with the Issuer would
go against the principles of Self-Sovereign Identity as this
would defeat the purpose of attestations. We refer the reader
to [[7, I8]] or the supplementary material to this article for the
principles of SSI. However, the cardinal requirement of SSI is
that no third party is required or able to observe or otherwise
interfere with the creation or verification of identity data [[15].

Finally, in order to adhere to the SSI principles,
confidentiality, integrity, and availability must be ensured for
the revoked credentials.

Existing revocation mechanisms typically introduce cen-
tralised infrastructure to handle revocations such as in [30} [31]]
or require expensive Proof-of-Work blockchains [32]. The
usage of centralised infrastructure may lead to censorship
or privacy issues [[I3]. Blockchains suffer from privacy is-
sues [33]], low throughput and limited flexibility [34], and may
lead to deanonymisation [35]. Furthermore, they are prone to
legislation limiting their use [36]].

We believe that the lack of a fully distributed revocation
mechanism is limiting the mass deployment of Self-Sovereign
Identity. Hence, the problem remains how to create a revoca-
tion mechanism that is devoid of any central infrastructure,
dependency on third parties during verification and allows
clients to independently draw a conclusion on the validity of
credentials in order to prevent any misuse due to censorship
attempts whilst adhering to the SSI principles.

We formulate the following problem description: an Author-
ity (often referred to as an Issuer [37]) revokes its attestation
for a credential. This revocation must be made apparent to
all clients that may verify the credential and acknowledge the
Authority for attestations. All clients are in a network in which
they have equal rights. As such, communication channels
are established decentralised and messages are communicated
peer-to-peer. As direct communication with any Authority and
reliance on centralised infrastructure for verification go against
the principles of Self-Sovereign Identity, the propagation of
revocations must be performed decentralised. Furthermore,
neither any Authority nor any receiving party can be expected
to be online at all times, however, all revocations are to be
spread across the network in order to reach Verifiers. Further-
more, as each client is equal, the acceptance of revocations is
decided individually.

ITII. RELATED WORK

portrays that revocation in SSI systems is to our
knowledge yet to be solved. In the table, related work is com-
pared to our proposed revocation mechanism (see [section V).
This comparison is performed on the following characteristics:
the maturity of the solution, the requirement of network
operators, the offline availability of revocations, the reliance on
interactions with authorities, the ability for offline verification
of information (e.g. certificates or credentials), the existence
of single points of failure (SPOFs), and the fragility of the
verification mechanism (e.g. false positives or false negatives).
As visible, existing and proposed solutions suffer, amongst
others, from immaturity, reliance on authorities or lack of
offline verification. We note that the usage of blockchains does
allow for the realisation of distributed revocation, however,
existing blockchains suffer from, as discussed previously,
obstacles such as privacy and security issues and low through-
put [33] 34| 35]. Hence, we do not deem blockchains a good
fit.

As our key contribution addresses revocation, we focus
on related work discussing this topic as opposed to focusing
solely on SSI. We note that literature on revocation in Self-
Sovereign Identity systems is not a widely discussed topic
in academia, as such, the selected works address distributed
revocation on a broader scale. We group related works in the
revocation of SSI credentials, certificates, and nodes.

IRMA [26, 38] and Sovrin [27, 13| 39, 40] propose the
usage of cryptographic accumulators [41} 42] for revocation



in SSI. Cryptographic accumulators are a probabilistic
data structure allowing large sets of values to accumulate
to a short witness value that allows for proving certain
membership operations (e.g. inclusion checks) [43]]. In the
aforementioned solutions, a subject provides a prove of non-
revocability of their credentials through this witness value.
A verifier then verifies this proof through the witness value
published on the blockchain. Sovrin does not allow for offline
verification of credentials as they require both the subject
and the verifier to retrieve the latest witness value during
the verification of a credential. Similarly, IRMA disallows
offline verification due to requiring communication with its
infrastructure. Furthermore, cryptographic accumulators can
be computationally expensive to the extent that they are
discouraged to be used at each verification in IRMA [38]
and their probabilistic nature leads to the possibility of false
positives. Veramo (uPort) [28, 44]] uses a single Ethereum
smart contract [45]] for marking attestations as revoked. The
usage of the Ethereum blockchain requires synchronisation of
blocks in order to guarantee certainty on stored revocations.
Furthermore, the single smart contract may introduce a
security risk [46]. [18] use a blockchain for storing legitimate
subjects, indirectly disallowing access for revoked subjects in
the SSI system. Updating this set of subjects is performed by
the operators of the blockchain, which introduces centralised
authorities for revocations. [I9] propose the usage of a
revocation list stored on a blockchain, on which consensus
is reached through the nodes of the blockchain. Offline
verification is achieved through the storage of this revocation
list. As the revocation list is not stored per authority, clients
require full storage of this list, leading to storage overhead.
We note that all revocations in an SSI system can grow up
to gigabytes of storage, which hinders the deployment on
devices with low memory (e.g. smartphones). Furthermore,
the usage of a blockchain introduces further overhead as
clients have to synchronise blocks.

Mechanisms for the revocation of PKI certificates are
present in traditional Public Key Infrastructures (PKIs) such
as PKIX [47]. Broadly speaking, a PKI uses a Certificate
Authority (CA) to publish a Certificate Revocation List (CRL),
containing revoked certificates. In this structure, CAs are
inherently central authorities, having relatively absolute power
over revocations. These CAs, acting as trusted third parties, are
central points of failure, suffer from MITM attacks, and are
corruptable [48]].

PGP’s web of trust [49, 50] attempted to overcome this
by handling revocation in a decentralised fashion, in which
revocation of keys was handled by the owner through re-
vocation certificates. These certificates indicate that the key
was compromised and should therefore no longer be used.
However, PGP and the web of trust has been shown to be
impractical [51]] and require central key servers. Another al-
ternative to PKI is the Decentralised Public Key Infrastructure
(DPKI) [52, 48]]. DPKI proposes the usage of alternative
storage structures such as blockchains for storing revocations
of public keys. However, these proposed solutions require
synchronisation with the used blockchain for verification,

introducing overhead and possibly low throughput as discussed
previously.

[24]] discuss the revocation of PKI certificates in vehicular
ad hoc networks (VANETS) through the distribution of CRLs.
Distribution is handled through Road Side Units (RSUs),
serving as specialised nodes propagating the CRLs, and
through epidemic spread between vehicles. The revocations
are stored in Bloom filters [53]. [23] build upon this work
by guaranteeing a certain degree of privacy by using group
signatures [54] when requesting certificates from the CA.
However, the revocations are handled by a single CA and
the reliance on Bloom filters introduces the possibility for
false positives. [22] propose the distribution of CRLs through
direct peer updates, reducing the communication overhead
caused by periodic CRL synchronisation. Signatures over
CRLs allow nodes to build trust in others. However, direct
peer updates may prove to be suboptimal in the case of
highly adaptive networks such as that of mobile devices. [21]
discuss the revocation of certificates based on the clustering
of clients and probabilistic auditing for honesty of distribution
points. This probabilistic auditing ensures that distributors of
revocations are honest. It is probabilistic in order to reduce
performance requirements, however, this allows for malicious
nodes to possibly exist for quite some time.

[25] discuss the revocation of nodes in distributed sensor
networks. Revocation is handled by a single node serving as
an authority, delegating revocations to regular sensor clients.
We note that the introduction of a single authority goes
against the principles of SSI. [20] discuss the revocation of
malicious vehicles in Cooperative Intelligent Transportation
Systems (CITS). Their solution uses a blockchain for storing
revocations through a distributed vehicle admission and revo-
cation scheme. Again, we note that blockchains suffer from the
aforementioned hurdles such as privacy and security issues.

IV. SYSTEM & THREAT MODEL

The followings sections describe the revocation of attes-
tations and further SSI interactions in an identity network.
Here, an identity network refers to a network consisting of
clients that use the identity architecture that is to be laid out.
Each client is equal and the network can be joined by any
actor. Depending on the interaction with other clients, each
client can be a Subject, an Authority or a Verifier. Note that
these roles are not mutually exclusive as each client can hold
credentials, making it a Subject, attest to a claim, making it
an Authority, and verify a credential, making it a Verifier.
Clients are assumed to be able to communicate directly with
each other client, may it be eventually. Moreover, clients are
deemed to be sporadically online, meaning that they are not
necessarily online in all instances. However, when they are
online they can be communicated with.

Adversaries or malicious actors may be present in the
network. We assume that adversaries attempt to cheat the
network by the usage of false credentials (i.e., stolen or
fabricated) and do not aid in the health of the network (via
the spread of revocations discussed in [section V). These actors



are not able to drop arbitrary messages but are able to send
fabricated messages (e.g. replayed) to any client. For lack of
space, attacks on the network itself are omitted here and are
discussed in the supplementary material.

V. ARCHITECTURE & THEORETICAL ANALYSIS

Authoritarian nodes for managing revocations, present in
e.g. [26 27, 28], deteriorate equality in the network, possibly
leading to censorship or collusion in case these nodes are
compromised [[13]. As in our proposed architecture, each node
is equal, the trivial solution for revocation is to actively query
the Authority of an attestation in order to verify that they
still attest to a claim [14]. This requires interactivity with
Authorities, thus disallowing offline verification. Furthermore,
whilst availability often is a key characteristic in distributed
systems, there is no guarantee that the specific Authorities are
online during verification. As our architecture (see [section VI),
theoretically, allows for an unbound number of attestations for
a single claim, interactivity with the Authorities of attestations
can prove to become rather impracticable as it introduces
additional verification time due to network traffic and response
times of Authorities.

Our revocation mechanism overcomes the hurdle of inter-
activity with Authorities whilst enabling offline verification.
During verification of credentials, clients do not require to
be online, they merely require occasional synchronisation of
revoked attestations through communication with other nodes
in the network.

A. Trusted Authorities

In real life, a person has (relatively speaking) a choice
whether to acknowledge a certain authority. Following
the principles of SSI, this choice is also possible in our
revocation architecture. Each client manages, what we coin, a
Trusted Authority Storage (TAS). The TAS is a set containing
the public keys of the Authorities that are trusted by the
client. Each of these Authorities is referred to as a Trusted
Authority (TA). Hence, a distinction is drawn by each
client, individually, on the Authorities in the network. As
a consequence, it is up to a client to determine whether an
Authority is trusted and, therefore, considered a TA or not.
With respect to revocation: a client aims to accept and thus
store exclusively the revocations made by TAs. The results of
acceptance are the storage of the revocations by the client and
further propagation of the revocations towards the rest of the
network. This may significantly reduce storage requirements
under the assumption that, generally, a client is not interested
in revocations made by an Authority in e.g. another continent.

B. Attestation Revocation List

All received revocations are stored by a client for later
reference in, what we coin, the Attestation Revocation List
(ARL). The ARL is a list holding the revocations made by
TAs. It is, similarly to the TAS, stored and managed by each
client individually. In the ARL, revocations are grouped by

the TA that revoked the attestation and by a unique version
label that is assigned by the TA. This version can be a simple
incremental integer and is unique per Authority, thus, not
across revocations made by other Authorities. A signature is
created over the set of revocations made by the Authority and
the label in order to guarantee authenticity.

As the number of revocations can grow to a large amount,
we propose the usage of probabilistic data structures, e.g. a
Bloom filter [53]] or a Cuckoo filter [55]], for verifying whether
an attestation belongs to the ARL, after which the definitive
search is performed. Bloom and Cuckoo filters are memory-
and time-efficient probabilistic data structures, which allow
for efficient membership operations [53| 55]. [56, 57] discuss
the benefits of Bloom filters in Certificate Revocation Lists,
which can provide similar speed improvements for the ARL,
as both require validation of whether an item is part of a set
of revoked items.

Furthermore, we note that the ARL can be replaced exclu-
sively by a probabilistic data structure. A client may choose
to accept the probabilistic nature of Bloom or Cuckoo filters
over the exact membership check from storage. Such clients
may not be able to aid in the propagation of the revocations,
though the low memory requirements may prove to make the
protocol suitable for e.g. IoT devices. However, as a result,
verification of credentials on the client may be affected by
false positives. Whilst this does not explicitly impact security,
it could lead to the false rejection of non-revoked credentials.

C. Propagation

In order to achieve propagation of the revocations, the
architecture requires a protocol that ensures information is
spread across the entire network, whilst also ensuring that
unavailable clients receive the information at a later instance.
For this, we propose the usage of a gossip protocol with
static re-transmissions. Gossip protocols are communication
protocols that allow for a periodic exchange of data with (ran-
dom) peers [58]]. They are originally modelled after epidemic
spread [59]].

In order to counteract overhead and allow for selective
revocation updates, the revocations are propagated using
advertisements. Gossiping nodes advertise their known
revocations, after which a receiving node is able to selectively
request revocations. The aforementioned unique labels
assigned by the revoking Authority enable this selective
gossip. Authenticity is guaranteed using the signatures.
Selective requests can be performed through lower bounds on
labels or through the request of a set of labels.

The gossip between clients has been visualised in
portraying the communication of revocations from an initial
Authority to a select set of clients (i, and k). por-
trays the situation in which all revocations are received by the
clients, indicated by the solid line and green coloured clients.
This is the case when all clients are honest, acknowledge the
Authority, and are online during the propagation window (i.e.,
the time at which the Authority has its first gossip iteration).
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Fig. 2: Fully distributed revocation

After which, the clients continue to propagate the revocations
to clients in the remainder of the network, following the same
fashion (this is omitted in favour of clarity). Hence, after the
initial gossip by the Authority, no further interaction with said
Authority is required for the propagation of the revocations.

portrays the instance in which a client is only
sporadically online or suffers from a poor connection with the
gossiping Authority. As a consequence, client k& only receives
a subset of the revocations, indicated by the dashed and dotted
line and by the yellow colour of the client. However, the
remainder of the clients, which are aware of all revocations,
are able to further propagate the revocations to the partially
informed client k, resulting in eventual propagation across the
network.

Finally, showcases the situation in which a
client 7 is either malicious or does not acknowledge the
gossiping Authority. With the result that the client ignores
the advertisement and does not aid in further propagation
of the revocations. The disregard for this advertisement is
indicated by the dotted line and by the white colour of the
node. As becomes apparent from this description, dishonest
nodes pose no large threat to the propagation of revocations.
They could introduce a slight delay due to fewer clients
gossiping information or due to the spread of fabricated
revocations, which will be discovered by the receiving client.
We do note that depending on the network topology, Eclipse
attacks [60, are a possibility. This is discussed more
thoroughly in the supplementary material of this article.

The message flow between a gossiping and receiving client
is visualised in The gossip is split up into two
phases: firstly, a gossiping client gives notice to another
client that it possesses specific revocations. Next, in case
the receiving client is unaware of certain revocations, it can
request an update by sending back the latest versions of
the revocations stored in their TAS. This allows a client
to selectively send updates, as the receiving party makes
a lower bound on the known versions apparent. Finally,
the gossiping client sends the revocations to the updating
client. This additional step loosens network requirements for
receiving clients. Clients may become spontaneously online
or go sporadically offline, resulting in missing revocations (as
is also modelled in [Figure 2b| and [Figure 2c). As such, this
mechanism allows partial updates. Furthermore, overhead is

further reduced as clients are not interested in revocations
belonging to unacknowledged Authorities or a client may
already be aware of all revocations.

We note that this procedure may be fine-tuned through
the usage of revocation dates. Revocation dates may allow
clients to ignore old revocations, optimising storage usage as
they may no longer be relevant in the system due to expired
validity terms of the corresponding attestations. Furthermore,
as opposed to selecting a lower bound on revocation versions,
a client may request specific versions in order to reduce
network usage. Furthermore, we note that this procedure can
be fine-tuned by only propagating Bloom filter contents as
proposed by [23].

D. Theoretical Analysis

For the remainder of this section, we construct an upper
bound on the propagation time of revocations in a network
and prove theoretically that eventual propagation is guaranteed
in our architecture.

We consider a network of distributed clients denoted by
a graph G = (V,E,w). Where V is the set of clients
represented by nodes, E is the set of edges between nodes,

Authority

Revocations Preview _
el if should_update() :
__ Revocations Request else Iammuc:
Revocations
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Fig. 3: Revocation gossip message flow
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and w represents the network delays between nodes. An edge
(i,7) € E represents a throughput link of information from
node ¢ to j with weight w(i, ). Nodes do not necessarily
have full knowledge of G at each instance, but eventually,
an edge 4,j for any (i,j) € V can be formed, following
the aforementioned system model (see [section V). However,
nodes always have knowledge on a subset of G, representative
as their neighbours.

The propagation of the revocations is dependent on both
delays imposed by the protocol itself and by the network.
For protocol delays, the propagation time is dependent on the
parameters imposed, being:

o Gossip interval (t,): the time interval between gossip to
nodes.

e Gossip amount (n,): the number of nodes who are
gossiped to after a time interval.

» Node selection (F,(z)): the function used to determine
which nodes are gossiped to, where x is the set of nodes
known by a node.

Definition V.1. (Protocol delays). Let n, be the size of V
n
then it follows that at least —L gossip iterations are required
g
oomn
to gossip to all nodes. Let g =t - 2 be the time required for
ng
this minimal number of interval iterations. The node selection
function Fg(x) may result in overlapping subsets. Le., let f; =
Fy(V') be the subset of nodes generated at iteration i and let
fir; = Fy(V) be the subset generated at iteration i + j, then
it does not necessarily hold that f; N fiy; = 0. Hence, let
Vi = {vo, ..., un_1} be the multiset of nodes of size m, >
ny selected throughout each iteration until propagation. l.e.,
Fy(x) selected at least m, > n, nodes, leading to at least
ty-—L= iterations. The time of the additional iterations can be
n
. mp — Ny . .
modelled by h = t, - ————. This leads to the propagation
Tg
time for the protocol delays for a single node v;, denoted as

Ty, attempting to gossip a single update to the (to it) entire
visible network to be as summarised in

T =h+g
n m, —n
=ty Lty 2P
Ng g
n my —n (1
=, ( p | Mp p)
g Ng
m,
=1, P
g

As nodes are not aware of their position in the network
(relatively to others) or of the nodes already contacted by
other nodes, only an upper bound on the expected runtime of
the algorithm can be set, as each node attempts to gossip all
information to all other nodes. Hence, the propagation time
for the entire network, denoted by 7;, can be summarised to

the formula presented in [Equation 2| where ty,,my,,ng, are

the gossip interval, the maximum number of gossiped nodes,

and gossip amount per iteration for node v;, respectively.

1 (2)
My
Ng; )

Definition V.2. (Network delays). Next, we generalise the
delays imposed by the network. Let 0;; be the propagation
delay from node v; to node v; and let function A(v;) compute
the smallest propagation delay for node v; to be gossiped
to. Le., Y(vi,vx) € V it holds that §; ; < 0y ;. Finally, let
C ={co,...,cn_1} be the set of delays imposed by processing
times on the node on reception of messages (e.g. delays
imposed by writing revocations to storage). This leads to the
network delay for a single node v;, denoted by T,,, updating
the entirety of the (to it) visible network with size n as

summarised in [Equation 3|
n—1

Too = (6ij+c;)

=0

3

Then, the total network delays in a system with a set of
V ={vo,...,vn_1} nodes of size n can be modelled as visible

in [Equarion 4

—

n—

=0

=l

“

Definition V.3. (Propagation time). and
lead to a total propagation time T for a network of
size n as visible in Again, due to the distributed
nature and possible randomness of node selection, we only
assign an upper bound.

T=T+Th
n—1 n—1
m

< tg, - “) + A(v) + ¢
<Z< . ) (Z " ) 5)
n—1

< (tfh M + A(v;) +ci>
i=0 i

leads to a runtime of O(n), as in the worst case
a single node updates all other nodes. However, it is expected
to be logarithmic with respect to the number of nodes, as
each gossiped-to node can gossip to yet uninformed nodes.
More specifically, a node n; can gossip to node n; whilst
node ny gossips to node n;. As such, the more nodes become
informed, the faster the remaining nodes are gossiped to.

Theorem V.1. Each node will eventually receive all revoca-
tions. Nodes may be sporadically online and still receive all
revocations, albeit possibly in non-consecutive order, without
affecting the availability for other nodes.



Proof. Consider the set R = {rg,...,r,—1} of size [ to be
the revocations released by a node v; at an arbitrary time
instance t;. We assume that each revocation r; is transferred
in a separate message and that messages may be received
non-sequentially. I.e., revocation 7;4+; may be received prior
to r;, this is possible due to arbitrary increases of weights.
Furthermore, we assume a naive node selection algorithm
F(x), arbitrarily generating random subsets V; C V of size
equal to the gossip amount n,. We consider four scenarios in
which we assume that the referenced nodes are interested in
R:

1) Node v; that is online at ;.

2) Node vy, that comes online at ¢;4;, ie., Vi, € 7t <
t’i+j — U}(l, k) = 0Q.

3) Node v; that is sporadically online at ¢;. Hence, at
arbitrary time instance ¢;y, for some k£ > 0 the edge
between v; and v; has w(i, j) = oo for message 7;.

4) Node v,, that becomes sporadically online at ¢;,; and
further behaves as v;.

Next, we prove that in all cases the revocations are received.

Part 1
We defined the minimum number of gossip iterations to
be dependent on the used node selection algorithm F(z)
(see [Definition VI). As subsets of gossiped to nodes are
generated randomly, it is impossible that node wv; is not
eventually selected. As such, there exists a gossip iteration
k > 0 on which v; is gossiped to. As such, node v; receives
R at time t; + k - t,4, for some k > 0.

Part 11
Similarly, using the above, node v; will be gossiped to on
a gossip iteration k£ for some k£ > 0. However, in case t; +
k -ty < tiy;, node v will never receive R. As we assumed
a naive selection algorithm, it is impossible for F(x) to not
generate a subset V. C R at a later iteration for which it
holds that v, € V,.. Hence, after additional iterations, there
is an iteration k& + [ for some [ > 0 for which it holds that
t;+ (k+1) -ty > tit;. As such, v; gossips R to vy at time
ti+ (k+1)-t, for some k>0 and [ > 0.

Part 111
From node v; follows that node v; will gossip R to node v;.
However, the arbitrary loss of messages results in the reception
of R;, C R at gossip iteration k. Inductively, it follows from
node vy, that v; will be gossiped to at a later instance. Hence,
at a later iteration k + 1, foran [ > 0 (I = 0 in case Ry = R
after the first gossip iteration), v; receives another R; C R. As
messages are arbitrarily dropped, it follows that there exists
some n > 0 for which it holds that after n + k + [ gossip
attempts, all revocations have been successfully transferred at
least once. lLe., let R = {Ry,...,R,_1} be the set of all
subsets of R received after n + k -+ [ gossip attempts, then it
holds that { |J X | NR = 0. As such, we can conclude that

XER
vy possesses R at t; + (n+k+1)-ty, for some n >0, k>0

and [ > 0.

Part IV
From vy, it follows that a node coming online at ¢;; receives
R and from wv; it follows that eventually R is received by

a sporadically online node. Hence, transitively we conclude
that a node coming sporadically online at ¢;; receives R
from v;.

We have proven for each scenario that all nodes, regardless
of edge weights, receive all revocations. Furthermore, gossip
to nodes is independent, as gossip sent over edge with weight
w(i,j) does not affect gossip sent over edge with weight
w(i, k). Hence, we conclude that each node, eventually, re-
ceives all revocations, albeit possibly in nonconsecutive order,
without affecting availability for other nodes. |

Theorem V.2. Revocations in any network with at least 1
honest node will propagate to each node in O(n) time in at

ne my,
most Y1 (tgf,, : np + Av) + Ci)
9i

seconds.

Proof. Consider a network with n nodes V = {vo, ..., vp_1},
of which a subset V,,, C V of size m is not aware of the
latest revocations. Of the n —m nodes, which are aware of the
latest revocations, all but one node v; is malicious. We assume
that dishonest nodes cannot affect network traffic. Even in
case there is no complete graph, we assume that there will
eventually exist at least a single edge w(s,j) with v; € V;,.
Using we conclude that v; is able to eventually
gossip revocations to a single node v; € V.

Inductively, it follows that {v;,v;} eventually gossip the
revocations to the remainder nodes in V;,\{v;}. In the worst
case, v; gossips to each node belonging to the m nodes,
resulting in a runtime of O(n) and a propagation time of

n— m i
i (tgl» Bt Avi) +ci).

i

O

Theorem V.3. The revoking Authority does not need to be
online to guarantee the propagation of its revocations across
the network in case the collective knowledge of its revocations
exists across honest nodes.

Proof. Consider a network of n nodes V' = {vp,...,v,_1}

and a set of revocations R = {rg,...,r;—1} released by

node v; at t;. Node v; gossips subsets R; C R to a subset

of nodes V; C V. Let R = {Ry,..., R} be the set of all

such subsets. We assume that collectively all revocations are

known across the subsets, i.e., let U X be the union of
XER

each subset of R then it holds that (

U X) NR = 0.
. . . . . XeR .
After this first gossip iteration, v; goes offline, hence

Vj € {0,n — 1} it holds that w(i,j) = oo A w(j,i) = oo.
Next we prove that all revocations are propagated across the
network.

Base case
In the base cases it holds that AR; € R such that R;N R = (.
As shown by a network with at least 1 honest
node will propagate all revocations. Hence, we can conclude
that the revocations are further propagated by the honest



node(s).

Inductive step
Next, we prove that the Authority does not need to be online
after having gossiped its revocations to a subset of any network
n > 1 for which it holds that -3R; € R — R; N R = ().

Consider a honest node v; that holds some knowledge
on R, ie., possesses ; C R. Note that this may be the
empty set and that whether v; € Vi is of no impact. As
shown by a network with at least 1 honest
node will eventually gossip its revocations to all other nodes.
From this it follows that eventually each v, € V; gossips

to v;. From ( |J X)N R = 0 it follows that v; receives
XER
enough revocation subsets to reconstruct R. As such, there

will exist at least a single honest node v; possessing R. Now,

using [Theorem V.I we can conclude that each node will

receive all revocations.

We have shown that in both the base case and the inductive
step all revocations are propagated, therefore, we conclude that
the revoking Authority does not need to be online to guarantee
the propagation of its revocations in the case the revocations
are at least collectively known across honest nodes. O

VI. ATTESTATION ARCHITECTURE

Self-Sovereign Identity is built around Verifiable Claims
(VCs) [8ll, which are composed of several types of information.
Firstly, a claim is made by a Subject [62]]. Authorities can attest
to a claim, making it a VC. When metadata is added to a VC,
we speak of an artribute. Finally, a set of related attributes is
referred to as a credential [§]], although this term is also used
to describe an attribute. This has been visualised in

'H Metadata
a Claim
Credential < M .
- - Verifiable ( Atiribute
M| Attestationy Claim
L L| Attestation;

Fig. 4: Credential structure

In the proposed design, each claim is a Zero-Knowledge
Proof (ZKP) [63]] represented by an anonymised foken, which
stores a reference to a claim via its hash. A token can
be referenced by multiple metadata structures which assign
different properties to a claim (e.g. a validity term). Further-
more, multiple attestations can be made for each metadata
structure. Finally, although not explicitly modelled, multiple
credentials can reference multiple attestations and as such,
multiple claims.

The tokens are stored in a blockchain-esque chain structure,
referencing the previous token. The chaining of attributes

forms the actual identity, as claims may rely on previous
claims (e.g., a driver’s license may depend on a person’s legal
name). This chain is stored by each client individually, hence,
it is not known by all clients. Chaining also aids in preventing
the withholdment of previous attributes by malicious actors as
well as making it more difficult for one to use stolen creden-
tials as they require the previous tokens for the chain’s hash
to be correct with respect to the attestations. The first token,
comparable to a genesis-block in blockchain structures such
as [64]], contains the hash of the public key of the Subject. Any
subsequent attribute, thus, generates a new token, occupying
a place as a shackle in the chain. As such, it is impossible
for a client to attempt to hide the existence of attestations—
apart from when the entire identity is destroyed—or attempt
to change an attribute, as otherwise, the attestations of other
Authorities become invalid (as the signatures provided by
Authorities will not match the hash of the changed token and
chain).

Next, we discuss our architecture showcasing the lifecycle
of these credentials.

A. Attestation Signing

The attestation procedure is visible in It consists
of two phases: the Claim-phase (I) and the Attestation-phase
(II) which do not necessarily require subsequent execution. As
multiple Authorities can attest to a single claim, the claim-
phase only has to occur once per claim, after which the
Attestation-phase can be performed indefinitely with Author-
ities.

1) Claim-phase: The Claim-phase is initiated by a Subject
through a request. In this request, a subject makes information
such as its public key, the proof format and the attribute name
apparent. The public key belongs to a single-use key pair,
this aids in privacy as claims are not directly linked to the
same key. The Authority may respond by creating a Zero-
Knowledge Proof [63] over the value and public key belonging
to the requested claim. As may become apparent from this
description two modus operandi are possible. Firstly, a client
may self-create this claim, following the natural description of
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Fig. 5: Attestation flow
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a claim. However, a client may not know the associated value,
hence, the second modus operandi delegates the creation of the
claim to an Authority.

2) Attestation-phase: After possessing a claim, a Subject
requests an attestation for said claim, creating a VC and sub-
sequently an attribute. When a Subject requests an attestation
from an Authority, it discloses the prior attestations and the
Authority may request prior tokens, allowing the Authority
to verify previous attributes. An Authority does not have to
request all tokens, however, may do so until it has built enough
confidence to provide an attestation. Furthermore, the Subject
creates a metadata structure for properties of the attestation,
including information such as the signature date and the
hash of the underlying claim value. The attestation is made
through a signature over the metadata (which in turn, hence,
references the underlying claim). However, as a hash would
allow for trivial preimage attacks for attributes with a limited
message space (e.g. an age attribute), we propose the usage

of salts [63, 66].

B. Presentation Flow

For presentation, a Verifier requests an attribute with a
specific name. A Subject may subsequently decide to respond
to such a request and to disclose the corresponding attribute.
Next, similarly to the attestation flow, an Authority may
request the tokens of previous claims until it has gained
enough confidence. Note here that the attribute request is not
necessarily required, as a client can disclosure an attribute
directly. However, the specification of an attribute name aids
in selective disclosure whilst additionally allowing the Au-
thority to determine whether a specific attribute presentation
is solicited. After an attribute has been disclosed and, thus,
presented, the Authority may verify its validity.

C. Verification Flow

‘We propose two types of verification: interactive verification
relying on ZKPs and non-interactive verification dependent on
signatures and non-interactive ZKPs.

Verification is two-fold in the sense that the attestations are
verified as well as the underlying attribute value. Hence, in
both verification methods, the list of attestors must contain an
Authority that is trusted by the Verifier and its attestation must
still be valid through the revocation mechanism described
in However, as not each ZKP is non-interactive,
the signatures introduce an alternative for verification in case
there is no connection between the Subject and the Verifier.

The former variant is presented in For active
verification, a Verifier requests the underlying claim of
an attribute from the Subject (procured through prior
presentation). The Subject may consent by sending the
requested claim. Next, the Verifier may send challenges to
verify the underlying ZKP. Note that for this to happen,
the Authority must either be aware of the value belonging
to the attribute (in case of an exact value proof) or must
know the namespace of possible values (in case of a range
proof). Sharing of the plaintext value can be done during the
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Fig. 6: Interactive verification

presentation. This should be performed using encryption in
order to preserve confidentiality and integrity. Furthermore,
the Authority verifies the presented attestations.

The second variant does not require any connectivity be-
tween the Subject and Verifier, apart from the presentation
itself. However, a presentation does not necessarily require
any form of digital communication (e.g. it can be performed
through QR-codes), allowing full offline verification through
signatures or non-interactive ZKPs. It is, however, to note that
this offline verification, thus, does not rely on any additional
token requests and, as such, all relevant tokens must either be
made directly apparent to the Verifier during the presentation
of the attribute or the Verifier must make its decision based
solely on the presented attribute.

VII. ALGORITHMS & SIMULATION

In order to realise the proposed revocation mechanism
discussed in each client in the network runs three
algorithms. A gossiping client runs [algorithm 1] which enables
the periodic advertisement of revocations. Firstly, a subset of
peers is generated using the node selection function (line 2),
next the advertisement is gossiped to each of these clients
(lines 3-4). Finally, the gossiping client awaits the start of the
next gossip interval (line 5). An advertisement consists of pairs
of Authority public keys and the latest versions of revocations
they published.

A node receiving the advertisement runs
In this procedure, the node verifies whether any TA
is present in the advertisement (lines 2-3). Then it
verifies, using the function FindMissingVersion
whether it has any missing or unknown revocation
versions belonging to the Authority (lines 4-5). Le.,
FindMissingVersion determines on an advertisement
containing the revocation version v; part of revocations



by Authority a; whether 3(v;,a;) € ARL such that
(V(vg, a;) € ARL it holds that v; > v Av; < ;) V (vj41 ¢
ARL ANvj41 < v;). If this is the case, an update is requested
from the gossiping client for the respective Authority and
lowest missing version (line 6). The advertising node verifies
whether he advertised to the node recently and sends the
revocations.

Following the reception of requested revocations, a node
executes This procedure verifies the relevance of
the revocations (line 1) and then their validity (line 2). This
validity check is performed by verifying the attached signature
over the revocations and their version using the public key of
the TA. Finally, the revocations are stored in the ARL (line
3).

A. Simulation

The analysis of the mechanism is two-fold. Firstly, we dis-
cuss a simulation showcasing scalability amongst a relatively
high number of clients (up to 10,000) using the aforemen-
tioned algorithms. Secondly, we showcase analysis through the
deployment on smartphones in portraying usability
on handheld devices. The simulation was performed on a
system with an Intel i7-6700HQ CPU clocked at 2.60 GHz
and 16 GB of RAM.

Algorithm 1: Revocation Advertisement Gossip

input :
o Set of Clients in the network C = {c, ...
o Set of known Authority-Version pairs
A= {(ao,vj), .- (aj,vx)}
o Gossip interval t,
o Gossip amount 7,

7Ci}

output: Revocation advertisements

1 while True do

2 Cy < SelectPeers (C,ny);

3 foreach c; € C, do

4 L GossipRevocations (¢;, A);

5 Wait (ty);

Algorithm 2: Revocation Update Request Procedure

input : Set of Authority-Version pairs

A= {(ao,vj); ..., (aj,vx)}

output: Revocation update request

1 On reception of A by Client ¢;;
2 for Authority a;, Version v; in A do
3 if a; € T AS then
// Returns the lowest missing
version or null.
4 Vlocal < FindMissingVersion (a;);
if Vipcar < v then
L RequestUpdate (¢;,a4,v5) 5

E

Algorithm 3: Revocation Reception

input : Set of revocations R = {ro,...,r,} of
version v; with signature s; revoked by
Authority a;

output: R C ARL

1 if Authority a; in T.AS then
2 if verify (a;, s, v;|R) then
3 \ ARL <+ ARLUR;

4 else

5 L 1

6 else

7LJ_

The simulation has been performed through the mimicking
of gossip of 1 million revocations between clients released by
a single client serving as an Authority. Each client runs the
three algorithms and acknowledges the gossiping Authority.
The measurements for the simulation were gathered by
timing the duration until full propagation of the revocations
across the simulated network. The simulated network allowed
for communication between all clients. As the simulation
is performed on a single machine, network usage was of
no impact. As such, arbitrary delays between 20-50 ms are
introduced in order to simulate the impact of network latency,
based on the global average reported by [67]]. Furthermore, an
arbitrary delay between 2500-3000 ms is added to simulate
the reception of 1 million SHA3-256 hashes of 32 bytes
each, based on the global average network speed of around
100 Mbps [67]]. The revocations were released on ¢ = 0 by
the Authority. Each simulation was repeated 10 times.

B. Simulation Results

The averages of the timings are visible in As
expected, increasing the gossip interval ¢, leads to higher prop-
agation times. The high-interval timings and
portray the expected logarithmic increase of the propa-
gation time with respect to the number of clients. However, we
note that this logarithmic increase is less prominent in a higher
number of clients. For instance, after 5000 clients in
a more quadratic increase starts to appear, contrary to expecta-
tions. This is more prominent in [Figure 7a] and [Figure 7b] This
behaviour can be explained by hardware limitations on the
workstation limiting the number of messages between clients,
as we noted high CPU usage. As visible in before
2500 clients a logarithmic increase is visible, after which the
timings start to increase quadratically. This same behaviour is
present in the propagation timings of although, this
pattern is less discernible. However, as mentioned, the increase
of the gossip interval still leads to an increase in propagation
time, as such, the simulations can still aid in drawing a
conclusion on scalability. Furthermore, it can be seen in each
simulation that the increase of n, leads to lower propagation
timings. This is expected as this allows for higher throughput
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of the number of revocations. However, this requires similarly
more resources from individual clients.

Due to the aforementioned limitations imposed on the
simulation, it is difficult to draw a conclusion. It can, however,
be noted that a lower gossip interval leads to higher stress
on the client. Hence, we deem the simulations with higher
gossip intervals more realistic as they impose less demanding
system requirements, making deployment on e.g. smartphones
more viable. The simulations portray that revocations are
able to gossip relatively quickly; e.g. with n, > 5, all but
one simulation results in a propagation time lower than 200
seconds. However, we do note that the network topology is
not realistic enough to simulate a globally deployed setting.
We draw the conclusion that the simulations portray that the
revocation mechanism achieves usable propagation timings in
an unpartitioned network, however, further experiments are
required to show scalability in a more wide variety of network
topologies to draw more decisive conclusions.

VIII. IMPLEMENTATION & FIELD TRIAL

Sections [V] & [VII] presented a Self-Sovereign Identity ar-
chitecture based on the prior works by [14, [15] with the novel
fully distributed revocation algorithm and offline verification
capabilities. Based on this architecture, two implementations
have been made using the IPv8 protocol stackﬂ The selection
of IPv8 stems from firstly its academic background, proving
its viability through various publications [16) [I7]] and is used
by Tribler [68] [69]. Secondly, IPv8 allows for direct client-
to-client communication, hence, enabling a fully distributed
infrastructure at the core of the solution. Thirdly, IPv8 does
not require (expensive) Proof-of-Work algorithms utilised by
blockchain structures such as [64]] and [[70].

Three semantic layers have been implemented on top of
the Kotlin implementation of IPv8. These layers facilitate the
claim logic, attestation logic and revocation logic, respectively.
Per the authors choice two ZKPs claim types have been

4For the official (Python) documentation of IPv8, see: https:/py-ipv8.
readthedocs.io/en/latest/

implemented: firstly, a ZKP proof allowing arbitrary data
and the verification of exact values. The implementation is
based on the algorithm proposed by [[71], allowing verifiable
computation through 2-DNF formulae over bits. Secondly,
the range ZKP proposed by [72]], allowing the encoding of
integer values laying in a specific range. The commitment
scheme proposed by [73] has been implemented in order to
realise this range proof, based on the work by [14]. Both
of these proofs are interactive. However, as shown by [45],
the schema introduced by [[72] can be made non-interactive.
The code for the reference implementation of these semantic
layers is available on the IPv8 repositoryﬂ

Secondly, a mobile client has been implemented in the
form of an Android application. This client uses the im-
plementation of the three semantic layers and showcases
the usability on smartphones. The application supports all
discussed functionalities. In addition, clients can create multi-
party communication channels in order to force visibility with
one another. This is performed through a sequence of al-
phanumerical characters generated by the client, which, when
shared, allows clients possessing this sequence to find one
another. The application enables offline verification through
the presentation of attributes through QR-codes. As verifiable
claims can comprise any form of data, the client additionally
supports attestations to pictures; opening up the possibility for
digitally attested to passport photographs.

The application was validated using a minor real-life
trial backed by the Dutch National Office for Identity Data
(RVIG). portrays the usage of the application for the
ZKP verification of the age of majority. Further trials were
cancelled due to the COVID-19 pandemic. The implementa-
tion can be found on the Trustchain superapp repositoryﬂ

SFor the Kotlin IPv8 repository, see: https:/github.com/Tribler/kotlin-ipv8
SFor the Android application, see: https:/github.com/Tribler/trustchain-
superapp)
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IX. PERFORMANCE ANALYSIS

The analysis of the implementation was performed in a
test setup measuring the time required to gossip revocations
between an Authority and regular clients running on smart-
phones. For revocations, we generated a dataset of 1 million
revoked 32 byte SHA3-256 hashes, a format used by the
implementation. Revocations were split up into sets of 1000 in
order to minimise the impact of a single packet loss. In order to
prevent network congestion, the gossiping client was restricted
to 10 UDP packets per second. For the default parameters, the
gossip-interval ¢, was set to 100 ms in order to maximise
throughput of gossip. The number of selected peers m,, was
set to 5 as IPv8 uses 20 simultaneous connections per defaul!ﬂ
and the simulation portrayed that this number poses a good
trade-off between propagation time and the overhead caused
by contacting a large number of clients. However, due to the
network size of the test setup, this is of no impact.

A. Revocation Amount

showcases the revocation scaling in a system of
1 client gossiping revocations and 4 clients receiving revo-
cations. As visible, the propagation time scales linearly with
respect to the number of revocations. As visible 1 million revo-
cations take up to 3750 seconds or just over 1 hour (although
considerably less on more modern smartphones). As this can
be deemed more than two years worth of revocations [[I1]] in
the UK, we deem this scalability usable as the propagation is
expected to grow logarithmic with respect to the number of
clients.

Compared to the simulations discussed in the
performance is worse. We note that this can be explained
mostly due to communication overhead caused by UDP packet
splitting. The tremendous amount of packets led to many
packet drops, in turn leading to the loss of specific revocation
versions. As the reference implementation naively provides
the gossiping client with a lower bound of missing versions,
the additional network traffic of already gossiped versions
causes more packet losses. This snowballing effect worsens
the performance of the algorithm. As such, the investigation

TFor the default parameter, see: https:/github.com/Tribler/kotlin-ipv8/
blob/master/ipv8/src/main/java/nl/tudelft/ipv8/Community.kt

of other network protocols or more sophisticated handling of
packet loss can prove to significantly improve performance.
However, the achieved performance can be deemed usable.

X. CONCLUSION

This paper addresses revocation in Self-Sovereign Identity
systems. We deem revocation to be the last remaining open
issue for SSI to become a feasible contender for the next
generation of identity management. We proposed the first fully
distributed revocation mechanism requiring no interactivity
with revoking Authorities, whilst adhering to the principles
of the SSI concept. Revocations are propagated through the
network using a gossip-based protocol, in which the acknowl-
edgement of revocations is up to the discretion of Verifiers.
The revocation mechanism is part of a fully distributed SSI
schema, enabling offline verification. Privacy is aided through
the usage of Zero-Knowledge Proofs and communication with
selected peers. Our small scale trial shows that fully distributed
SSI is feasible on modern handheld devices and that this is
a promising direction to further explore. We conclude that
our proposed architecture is a valid candidate to facilitate the
digital identity needs of the European Union.

Fig. 9: Real-life trial
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Supplementary Material

The second part of this thesis comprises supplementary material serving as an accom-
paniment to the thesis article of Part I. This material is composed of four chapters: 1
background information, 2 extended related work, 3 implementation details, and 4 ex-
tended analysis.
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Background Information

As Self-Sovereign Identity is a relatively new scientific field with its origin outside of
academia, this section aims to provide the reader with an understanding of the con-
cept. Firstly, the terms identity and digital identity are discussed as well as the history of
Digital Identity Management Systems. Next, difficulties in the current ecosystem are laid
out, the different definitions of SSI, and our theoretical framework encapsulating them
is introduced. Finally, the opportunities and challenges of SSI are discussed.

1.1. Identity

dentity has a broad spectrum of definitions. The terminology itself stems from the

Latin word for sameness, namely identitas (Merriam Webster, n.d.). Philosophy draws
the distinction between qualitative and numerical identity (Noonan & Curtis, 2018).
Qualitatively, identity is defined as entities sharing certain characteristics. Whilst nu-
merically, we speak of total qualitative identity, thus requiring a set of characteristics that
an entity only shares with itself. These characteristics are referred to as attributes (Camp,
2004). The notion of the numerical identity of a person through time is referred to as
the personal identity (Olson, 2021). The foundations of this law can be traced back to
Aristotle’s Law of Identity, broadly stating that everything is equal to itself (Aristotle, 350
B.C.E./1925).

The requirements for the technical sense of identity are fulfilled most by the defi-
nition of the numerical variant, as it can be said that the goal of digital identity is to
uniquely identify entities. Hence, personal identity may prove to fall short in such speci-
fication, as digital identity does not solely consider persons. Namely, ISO, 2019, p. 8 de-
fines identity as “any set of attributes that describe a particular entity”. Therefore, it can
be stated that identity is the set of characteristics uniquely describing an entity. Hence,
we make no distinction between human identity and the identity of software-based en-
tities (e.g. Artificial Intelligence or IoT devices).

When such a characterisation is transformed to the digital domain, we speak of dig-
ital identity. The goals of digital identity are identification and authentication (Bertino,
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2006). Where identification can be seen as the authorisation of one’s identity (Camp,
2004) allowing the unique identification of a user in a system (IBM, 2021). Authentica-
tion is the act of proving one’s identity. This can be achieved by three means:

* Something you know (e.g. a password).
* Something you have (e.g. a smartcard or key).
* Something you are (e.g. biometrics: fingerprint, face, etc.).

Often, measures are combined, referred to as multi-factor authentication.

1.2, Digital Identity

The Internet was not created with a method for knowing with whom or what you are
communication with (Cameron, 2005). Even the conceptual OSI model (Zimmermann,
1980) does not contain a layer specifically designed for identity. As a consequence, there
is no digital identity. The current digital ecosystem comprises one’s digital presence
through fragments of pseudo-identities. These pseudo-identities ultimately belong to
a single entity and, thus, all attempt to be a digital identity. Of course, one is able to
be identified digitally through these shards. However, these pseudo-identities lack the
knowledge to fully uniquely identify an entity. We refer to this phenomenon as the Shard-
ing of Identity. Each of these pseudo-identities often attempts to authenticate the same
data. For instance, name, age, and a means of communication (e.g. e-mail). As such,
they all can be labelled as being derivatives of one’s actual identity: the true digital iden-
tity. One that is uniformly true and does not require indefinite copies for each new en-
counter.

Identity

Digital
Identity

Digital
Identity
Shards

Figure 1.1: Identity groups

The relationship between these groups is visible in Figure 1.1. As visible, one’s dig-
ital identity is a subset of one’s physical identity, indicating that the digital identity is



1.3. The Evolutions of DIMS 5

invariably linked to the entity’s physical identity. Furthermore, that the group of identity
shards is a subset of that which the digital identity is. We note the overlap between iden-
tity shards, which is caused by a non-empty union of the attributes comprised by said
shards. For instance, the vast majority of services require a registration per name. As
such, most digital identity shards will have at least an overlap on this attribute. As may
become apparent from this description, these digital pseudo-identities fall under quali-
tative identity as most of them share attributes with other shards. This follows naturally
from the fact that each of them attempts to identify the same entity.

1.3. The Evolutions of DIMS

Allen, 2016 describes the four phases of digital identity. These phases group four types of
Digital Identity Management Systems (DIMSs). With the fourth phase being SSI, this sec-
tion discusses the first three as SSI is discussed more thoroughly in section 1.5. Hence,
the following three prior evolutions' of digital identities exist:

Evolution One: Centralised Identity

With the onset of the Internet, centralised authorities such as IANA? and ICANN® be-
came the issuers and authenticators of digital identities. For instance, the IANA deter-
mined the validity of IP addresses (IANA, n.d.), whilst the IANA managed the registra-
tion of domain names (ICANN, 2017). Next, in order to generate trust through certifi-
cates, Certificate Authorities were created, which were able to also delegate some power
through hierarchies. Finally, as mentioned by Cameron, 2005, the distributed nature of
the Internet led to online services implementing their own digital identity management
systems, which for the user often led to username and password combinations. All of
the aforementioned organisations present in the Internet ecosystem are inherently cen-
tralised authorities, with the capabilities of revoking these identities. This comes with
the consequence of users not owning any of their digital identities, as they are all either
assigned to them or are managed by others. For instance, the registration of a domain
name is performed on an annual basis (ICANN, 2017), allowing one to never fully own a
domain name.

Evolution Two: Federated Identity

The second generation attempted to overcome the hierarchies, by imagining a federated
identity (Chadwick, 2009; Pfitzmann & Waidner, 2003). An example of this is Microsoft’s
Passport initiative (PressPass, 1999), allowing identities across different domains. How-
ever, this initiative soon proved to be far from optimal, as it is comprised of a single au-
thority. This was improved upon by allowing each site to remain an authority (Allen,
2016). However, users were not in control of their credentials (Vossaert et al., 2013).

1 Although the chronological ordering of the phases is correct, we argue that the term phase is not correct for
these specifications as phases indicate non-concurrent existence. For instance, the eight phases of the Moon
do not exist simultaneously. Therefore, we propose the usage of the term evolution. As evolution indicates
gradual development, whilst allowing simultaneous existence with prior iterations. Note that evolution does
not necessarily indicate improvement (Hall et al., 2008), which is also not insinuated by the term phases.

2For IANA, see: https://www.iana.org/

3For ICANN, see: https:/ /www.icann.org/
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Hence, there was a need for a new evolution catering to the user aspect of digital identi-
ties, as opposed to the identity management aspect.

Evolution Three: User-Centric Identity

Currently, identity management systems are in the third generation, the User-Centric
Identity Management (Josang & Pope, 2005; Recordon & Reed, 2006b). This generation
attempts to put the user at the centre of their identity. Open-sourced examples of these
include OpenID”, OAuth® and FIDO". These systems focus on user-centricity through
consent and interoperability, allowing users to select their own provider.

Unfortunately, these efforts have mostly failed due to the register still being the owner
of the identity. However, more problematic are the introduction of initiatives such as
Facebook Connect (Morin, 2008) (contemporary known as Facebook Login’) or Google
Identity®. Whilst these initiatives do allow selective sharing of identity information and
regard user consent, they still store identities in a centralised fashion and are managed
by a single commercial authority. The global adoption of these digital identities pro-
vided by big tech has led to an oligopoly, as portrayed by the market shares reported
by Siftery, 2017. Where a regular oligopoly results in a price-wise disadvantage for con-
sumers (Stigler, 1964), this technical oligopoly leads to asymmetrical control held by
identity providers.

1.4. Challenges in the Current Ecosystem

The current ecosystem of digital identities suffers from several drawbacks and limita-
tions, both from the perspective of identity providers and that of users.

1.4.1. Problems for Identity Providers

For identity providers, identification measures can prove to be a double-edged sword:
whilst it allows them to manage their users’ digital identities, allowing them e.g. to gather
user statistics to improve their services, it can also prove to be a burden. Firstly identity
providers must adhere to specific data compliance legislation such as the GDRP (The
European Parliament and Council, 2016) or the PCI DSS (PCI Security Standards Coun-
cil, 2004). Additionally, companies strive for international standards such as ISO/IEC
27001 (ISO, 2013). The leakage of Personal Identifiable Information (PII) cannot only
lead to liability in accordance with said legislation (e.g., the GDPR has the possibility to
fine companies in the millions), but also has side effects for the users. For instance, in
case passwords are compromised, other services utilised by the user may be at peril or
the leaked PII can be used for spear-phishing attacks and identity theft. Moreover, such
losses can have a tremendous impact on the reputation of an organisation (Gatzlaff &
McCullough, 2010).

4For OpenlID, see https://openid.net/connect/

5For OAuth, see https://oauth.net/

8For FIDO, see https://fidoalliance.org/

"For Facebook Login, see: https://developers.facebook.com/docs/facebook-login/
8For Google Identity, see: https://developers.google.com/identity
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1.4.2. Problems for Users
On the other end, users must keep track of all their identities, often managing a multi-
tude of credentials. On average employees of small businesses manage 85 passwords (Last-
Pass, 2019). With the statistic that the use of brute-forced or stolen credentials is respon-
sible for over 80% of the vulnerabilities utilised in breaches (Verizon, 2020), credentials
continue to be a weakness in online identification measures. Moreover, users’ informa-
tion is stored in numerous locations, increasing the attack surface and the chances of
their PII being stolen. For instance, Thales, 2020 reported that in 2020, 49% of US com-
panies reported a digital breach to some degree.

Furthermore, the oligopoly poses additional threats to users. The main issues regard-
ing this oligopoly are (I) a disproportional balance of power, (II) privacy issues and (III)
information asymmetries.

The Balance of Power

The disproportional balance of power is caused by the connection with other services.
In a central identity, i.e. the service provider is also the identity provider, the user and
the service provider hold relatively the same amount of power. More specifically, the
user has the ability to terminate their usage of the service and, thus, losing a single digi-
tal identity shard. Similarly, the service provider has the ability to discontinue providing
service to the user, revoking, in turn, a single digital identity shard and, thus, revoking
access to a single service. This generates a balance of power within their relationship, as
both of their abilities to annul the digital identity lead to a single loss. Figure 1.2a por-
trays this one-to-one annulment relationship. It is to note that this lays more delicately,
as often the service provider generates value, shifting this balance in the favour of the
provider. However, these details are not relevant for revocation as this is not an issue
caused by DIMSs.
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Figure 1.2: Balance of Power

When the identity provider manages a federated or user-centric identity, this balance



8 1. Background Information

shifts. As a user desiring to annul such an identity will cascadingly annul his access to any
connected service. Hence, they are often not able to discontinue any arrangement with
them without affecting their arrangement with other service providers. On the other
hand, as the identity provider has the ability to revoke one’s digital identity, users may
face loss of access to any services connected to said identity. For instance, in case a
user is deemed to have breached a term of use. This has been visualised in Figure 1.2b,
which portrays the imbalance of annulment power. Furthermore, due to the vastness of
the platforms owned by big tech, issues such as deplatforming have emerged, in which
high profiled controversial actors are banned from platforms in an effort to limit their
reach (Rogers, 2020). This aids in further portraying the effects of the unbalance.

Privacy Issues

IBM, 2019 shows that 84% of the people believe that they have lost all control regarding
the usage of their data by companies. Furthermore, trackers such as Google have been
shown to be present in over 80% of websites (Karaj et al., 2018; The Duck, 2021). This aids
in portraying the privacy issues experienced by users. The digital identities managed by
big tech can further impact privacy, as they enable the gathering of more information
on their users through other services. Any connected service has the potential to serve
as a funnel for additional user data. The identity providers are essentially commercial
parties, profiting from data received through managing these identities. This breach of
privacy often comes hand in hand with the free to use service offered by digital identity
service providers.

Information Asymmetries

The privacy concerns can lead to market mechanisms such as information asymmetries,
due to the extra opportunities for data farming (Kshetri, 2014). As the identity providers
possess large amounts of information on their users, any economic transaction made
with them results in them possessing more knowledge than the other party. These con-
cerns portray a need for a different approach to identification, breaking the oligopoly
and creating the ability to generate trust over the Internet. Self-Sovereign Identity has
the capabilities to fulfil this role.

1.5. Self-Sovereign Identity

There is no clear onset of Self-Sovereign Identity. Allen, 2016; Preukschat and Reed, 2021
refer to the work of “What is ‘Sovereign Source Authority’?” (Loffreto, 2012) to be the first
literature on the topic’.

In their work, Loffreto describes the concept of Sovereign Source Authority (SSA).
With SSA, Loffreto calls for an overhaul of the current national administrative identi-
ties. They refer to the current system as lacking the ability to provide a real identity, as
current identities can be seen as a registration process for participation in society. SSA
can be seen as a need for what Loffreto refers to as human identity. This falls in line with
the Identity Groups as discussed in section 1.2.

9 Allen, 2016 misattributes this work to Moxie Marlinspike, the co-founder of the messaging service Signal.
However, presumably, this was performed on purpose (Sheldrake, 2016).
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Principle Description

Human Life An SSI originates from an individual human life.

Human Identity | The human identity is the source authority of an SSI.

Attestations An SSI has no personal control or authority until it is attested to by others.
Unpragmatic SSIis not to be pragmatically defined as it is a function of time and place.

Table 1.1: The principles by Loffreto (2016)

Loffreto’s main argument for alternative identity systems is comprised of societal
participation being a choice, hence one must be able to have a valid identity without
participation. Loffreto, 2012, para. 2 states that “Within any Society, Individuals have an
established Right to an ‘identity”’. The term Sovereign Source Authority itself did not gain
much traction. However, it did lead to the coining of the term Self-Sovereign Identity.
Whilst no key literature has been identified for coining the term itself, it can be said that
SSI has gained traction due to Christopher Allen. Allen has often been erroneously cred-
ited for the invention of the term Self-Sovereign Identity, however, has explicitly cred-
ited Loffreto. Four years later, in 2016, Loffreto made another essay explicitly discussing
SSI. Loffreto, 2016 describes four properties of SSI, which have been summarised in Ta-
ble 1.1. As becomes apparent from this description, Loffreto does not consider SSI to
be a digital technology, but more a digital concretisation of the human life, capable of
authenticating the human identity.

Later in the same year, Allen, 2016 released their essay “The Path to Self-Sovereign
Identity”, which, undeniably has been a major influence on the field, with all major pub-
lications referencing said work, e.g. Baars, 2016; Ferdous et al., 2019; Miihle et al., 2018;
Stokkink and Pouwelse, 2018; Tobin and Reed, 2016. They describe ten principles to
which SSl is to adhere to. However, often uncredited literature is the work “Laws of Iden-
tity” (Cameron, 2005), where Lawsis used in the scientific sense. In their work, published
more than a decade prior to any literature directly referencing SSI, Cameron, 2005, p. 3
calls for a need for “a unifying identity metasystem”. Furthermore, the concepts of digi-
tal subjects and claims are introduced, making way for claim-based identities. This work
describes a large number of fundamentals of SSI, however, is often disregarded in the
literature on SSI. Although, it is a highly influencing article in DIMS in general, with laws
being implemented in systems such as OpenID 2.0 (Recordon & Reed, 2006a). Hence,
we make the case that SSI was created in 2005, at the very least the foundations. These
laws explain the shortcomings and successes of digital identity systems and, as such, are
applicable to SSI.

1.5.1. The Laws of Identity

As mentioned Cameron, 2005 describes the seven laws of identity, which DIMSs are to
adhere to. Whilst not directly calling for sovereignty over digital identity, the majority
of principles described can be identified in contemporary notions of SSI. The following
laws are posed:

1. User control and consent: a DIMS must only reveal personal information given
prior consent by the user. Through this law, trust can be built between the system
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and the user.

Minimal disclosure for a constrained use: the solution which discloses the least
amount of and best limits the use of PII, is the most stable long-term solution. This
law minimises risk, as it is assumed that a breach is always possible.

Justifiable parties: disclosure of data with third parties must always be justifiable
in a given identity relationship. Through this law, the user is aware of any third
parties with whom is interacted whilst sharing information.

Directed identity: a DIMS must support omnidirectional identifiers, which can be
said to be public, and unidirectional identifiers, which can be said to be private,
enabling identification whilst facilitating privacy.

Pluralism of operators and technologies: a DIMS must support multiple identity
technologies run by multiple identity providers. This law enables technological ag-
nosticism, disallowing vendor lock-in and encouraging the use of open standards.

Human integration: a DIMS must incorporate the user as a component of the
system, offering protection against identity attacks. This law attempts to bridge
the discontinuity between the actual (human) users and machines with which they
comimunicate.

Consistent experience across context: a DIMS must allow for a separation of do-
mains, whilst enabling consistent experiences across them. This law thus enables
interoperability across different operators and technologies.

Whilst not coining a specific term for such a system, we do identify key aspects rel-
evant to SSI which were later—in an adapted form—reiterated in the conceptualisation
by Allen, 2016.

1.5.2. The Path to Self-Sovereign Identity
Allen, 2016 is undeniably the most commonly referenced literature with respect to SSI.
In their work, the following set of principles are posed:

1.

Existence: users must have an independent existence. L.e., a Self-Sovereign Iden-
tity does not solely exist digitally. As a result, it can be interpreted as requiring to
be tied to a physical entity.

. Control: users must have control over their identities. This entails full authority

over the user’s own identity: the ability to share, update, and even hide.

. Access: users must have access to their own data. Similarly to the above principle,

users must be able to access all of their data.

. Transparency: all involved systems and algorithms must be transparent. This en-

tails open standards and open-source software.

. Persistence: identities must be long-lived. Identities should, thus, exist until de-

stroyed by the user.
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6. Portability: information and services regarding identity must be transportable.
L.e., identities must not be held by a single third party, as they may not support it
live-long.

7. Interoperability: identities must be as widely usable as possible. This ensures that
digital identities can be globally deployed. This property is aided by the Trans-
parency principle, as open standards allow for more seamless integration with
other systems.

8. Consent: users must agree to the use of their digital identity. This principle strength-
ens the Control principle, as the sharing of identity data may only occur with the
consent of the user.

9. Minimalisation: disclosure of identity data must be minimised. I.e., the minimal
amount of information must be disclosed when sharing identity data. This princi-
ple focuses on privacy and prevents misuse of data.

10. Protection: the rights of users must be protected. The rights of users must take
precedence over the identity network itself.

The above set of principles is often adhered to as a set of requirements (Miihle et al.,
2018). These principles portray that digital identities must be tied to the human, which
is the most important entity in the system. Furthermore, human control is key to the
design. We note a large overlap with the work of Cameron, 2005. The laws “User control

”, «

and consent”; “Minimal disclosure for a constrained use”; “Pluralism of operators and
technologie”; “Human integration”; and “Consistent experience across context” can be
directly identified. In addition to these ten principles, Stokkink and Pouwelse, 2018 add
the principle of Provability: claims must be provable, as otherwise they can be deemed
worthless. Tobin and Reed, 2016 build upon these ten principles by subdividing them

into three categories:

e Security: aims to keep the digital identity information secure. This consists of
Protection, Persistence, and Minimalisation

 Controllability: focuses on the user-centric foundation of SSI. This consists of Ex-
istence, Persistence, Control, and Consent.

* Portability: this requirement results in the user not being tied to a single provider
and being able to use their identity without bounds. This consist of Interoperabil-
ity, Transparency, and Access.

The additional principle defined by Stokkink and Pouwelse, 2018 can be categorised
into Security, as the provability of claims aids in generating trust.
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1.5.3. Critique of the Term

Sovereignty is defined as “[a] supreme authority within a territory” (Philpott, 2020). In
terms of Self-Sovereign Identity, this would translate to supreme authority over one’s iden-
tity. This term is prone to misinterpretation. As supreme authority insinuates that one
has the full power over some territory. However, the extent to which this power reaches
is open for interpretation. For instance, Good ID, 2021 defines Self-Sovereignty as “a fea-
ture of an ID or identity system, whereby, individual users maintain control over when,
to whom, and how they assert their identity”. There exists a discrepancy between this
definition and the definition created using the definition by Philpott, 2020. We iden-
tify the same discrepancy in literature. For instance, the works set out by Loffreto, 2012,
2016 portray a philosophical nature of SSI, not necessarily indicating the usage of DIMSs.
DIMSs are merely an implementation that allows a realisation of SSI. Furthermore, pro-
posed solutions such as Ferdous et al., 2019; Khovratovich and Law, 2017; Lundkvist et
al,, 2016; Zhou et al., 2019 do not necessarily adhere to this description. However, the
case can be made that Stokkink et al., 2020; Stokkink and Pouwelse, 2018 as well as our
proposed scheme, allow for the human identity as the origin of source authority, as de-
scribed by Loffreto, 2016. It can be noted that SST and DIMSs are undeniably intertwined,
having led to misinterpretations of the term itself. Concerns for the usage of the term
have been raised (Cameron, 2018; Ruff, 2018). Common misconceptualisations due to
the term itself, are the following (Ruff, 2018):

¢ Self-Sovereign means self-attested.
The term sovereignty implies total dominion and, as such, could lead to self-attestation.
However, even in the descriptions proposed by Loffreto, 2016, claims require attes-
tations. We do believe that verifiable claims allow for self-attestations, as in certain
instances verifiability through others is simply not required. However, it is not the
case that a self-attested nature is a given.

* SSI attempts to reduce government’s power over an identity owner.

This claim we deem invalid due to a multitude of reasons. Firstly, SSI, as is gen-
erally true for any form of technology, is not an entity that can act, hence it is in-
herently neutral. The realisation and usage of SSI could impact a government’s
power in the identity domain due to shifts in ownership. Loffreto, 2012, 2016 do
propose SSI as an alternative to the centralised governmental identities, as they
deem the centralised registration unnatural. Secondly, the case can be made that
the traditional governmental identity can evolve into SSI. With active plans from
the European Commission to introduce a European Digital Identity, wide-spread
SSI may even be introduced by the government (European Commission, 2021b).
Moreover, SSI can prove to not delegate any power from governments as they can
simply become an attestor to a digital identity, making them intrinsically an au-
thority. As governments can be considered a commonly accepted authority, the
network will most probably acknowledge—and even require—the government for
verification of a digital identity. SSI can even prove to aid governments by reducing
the need for maintaining identities.

* SSI gives absolute control over identity.
This misconceptualisation is most likely caused by the ambiguous nature of the
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term Self-Sovereign. As we established that self-sovereignty does not lead to self-
attested, the dependency on attestations directly deteriorates the level of control
one has over claims. As some claims simply require authorities to attest (e.g. a
driver’s license), the lack of such an attestation may lead to a weak claim. Hence,
whilst one does have the power to self-attest, one’s Self-Sovereign Identity will still
be dependent on others. For instance, it is a possibility that digital identity will
only become valid in case it is attested to by a governmental institution, as oth-
erwise there is no neutral party in which one can build trust for a claim. Hence,
there is no true sovereignty over what attributes one has, but merely, sovereignty
over what happens with said attributes.

The above critiques and misconceptualisations sketch the ambiguous nature of the
sovereignty side of SSI. Itleads to a need for a more defining term. Ruff, 2018 proposes the
use of decentralised identity as an intermediary term. However, the major shortcoming
of this term is that it does not convey the level of control that a user has. As, in order
to be classified as decentralised, a system must simply consist of multiple parts which
collaborate in order to achieve some goal. Hence, the selection of decentralised identity
is not strict enough in order to explicitly convey the users’ rights. Therefore, we propose
the usage of the term Self-Governed Identity (SGI) in order to specify and distinguish
what literature most commonly refers to as SSI from the more anarchic SSI discussed
by Loffreto, 2012, 2016.

To govern can be defined as “to conduct the policy, actions, and affairs of (a state,
organization, or people) with authority” (The Oxford Dictionary, n.d.). When placing
this definition in the context of identity, one would be able to conduct the policy, actions,
and affairs of one’s identity. This constraints the power of the principles behind SSI, as
self-governed does not imply total dominion over one’s identity as sovereignty does. As a
consequence self-governed implies that one has full control of one’s identity, whilst not
necessarily defining what the identity is. This flows naturally from the instances in which
identity is to be assigned to one. For instance, in a society the government possesses the
power to delegate identities, hence, SSI will most likely have to adhere to this structure.
However, this does not mean that SSI itself must force this behaviour, as self-attestations
have valid use-cases as validity is ultimately determined by a verifier.

The term Self-Governed Identity can prove to encapsulate these unavoidable unbal-
ances of power. SSI can be seen as a digital alternative as opposed to a digital revolution,
as it is unavoidable that certain authorities continue to exist in the digital domain in
order to safeguard the identity. However, we believe that the most important nature of
SSI and, subsequently, the more lenient proposition of SGI is to place data back in the
hands of citizens and to provide the digital domain with valid identities and verifiable
information without the need for a central authority. However, in the remainder of this
document, the term SSI is used as opposed to SGI in order to be in line with the majority
of the literature.

1.5.4. The Pyramid of Sovereignty
The previous sections portray a crisis in terms of both definition and the naming of the
Self-Sovereign Identity concept. We believe that this is mostly caused by the unacademic
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origin of SSI. As such, we propose a new set of principles based on the commonly cited
works of Allen, 2016; Cameron, 2005, however, also taking into account the literature that
sketched the beliefs of SSI (Loffreto, 2012, 2016). We propose the pyramid of sovereignty
as presented in Figure 1.3.
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Figure 1.3: The Pyramid of Sovereignty

The main pyramid consists of seven principles, having overlap with Allen, 2016 and Cameron,
2005. The cornerstones of the framework are existence and control. Where most litera-
ture requires a link with a human identity (Loffreto, 2016; Speelman, 2020), we state that
SSI must be linked to an entity in order to exist. We argue that this is a necessity for
the long-liveness of SSI. Especially for the ongoing fourth industrial revolution (Moore,
2019), in which SSI can prove to fulfil a prominent role in the communication with
IoT (Sovrin, 2019). Control enables the user-centric nature of SSI, allowing complete ac-
cess, consent, and usage of the data stored by an identity for the user. Allen, 2016 splits
this up in control, access and consent. However, we argue that control implies the require-
ment of consent, as in full control no action is to be performed without knowledge of the
one in control. Similarly, we argue that control implies access and choice of storage lo-
cation. Hence, we deem the term control sufficient for enabling the user-centric nature.
Furthermore, the bottom layer of the pyramid is reinforced by verifiability: a property
not explicitly mentioned in most literature, apart from Stokkink et al., 2020. However,
we deem verifiability to be one of the main foundations of SSI. As without verifiability,
information holds little value.

The second layer consists of transparency and interoperability. Where transparency
strives for the usage of open standards and implementations, of which the very least the
details of used algorithms and protocols are openly defined. This aids in making SSI
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more accessible and ensures that the principles are adhered to due to publicly acces-
sible implementations. Interoperability ensures that a user is not locked in a specific
implementation of SSI, allowing communication with other services and possibly other
systems. This aids in both ensuring users’ rights as well as the adoption of SSI through
usage with existing identity solutions.

The third layer is comprised of minimalisation: this principle ensures that no more
information is shared than is required. This also entails that no information is shared
with parties that do not explicitly require it. This falls in line with the comparable law
posed by Cameron, 2005.

The fourth layer consists of privacy. The combination of all previous layers allows
one to achieve a certain degree of privacy. Of course, no full privacy is achievable when
sharing personal data. However, the system must attempt to guarantee a certain level of
privacy. Which is especially reinforced by the control, transparency and minimalisation
principles.

Finally, the Pyramid is contained by two shells. The inner shell represents regula-
tions imposed upon the system by governments. For digital signatures (and therefore
also attestations) to be legally valid, they must adhere to legislation (European Commis-
sion, 2014; Netherlands Enterprise Agency, n.d.; PwC, 2020). This may deteriorate the
strength of some of the principles. For instance, privacy may be deteriorated by deroga-
tions such as (European Commission, 2020). This is visualised by the intersection with
the inner shell. The outer shell represents the Domain of Sovereignty, in which the fur-
ther the pyramid nears the bounds of the domain, the higher the degree of sovereignty.
As mentioned previously, Loffreto, 2012, 2016 describe a more anarchic nature of SSI
than most other literature envisions SSI to be. The outer bounds of this domain repre-
sent this level of sovereignty. As is visible, the proposed framework is restricted in its
levels of sovereignty.

1.6. Opportunities & Challenges

The previously discussed notions portray an alternative to the current ecosystem of iden-
tity systems with potentially far-reaching implications. As such, we deem it necessary to
discuss the implications of such a system. This section firstly describes privacy and us-
age implications and then opportunities for economic inclusion and certificates.

The End of Privacy

A major case for SSI is the introduction of legally valid digital identities, a concept that
is beginning to be properly defined by governments (European Commission, 2021a). In
case governments back such a system, the possibility for legally bound digital identities
opens up. It can be said that the current ecosystem of managing digital identities can be
quite cumbersome for online services, as such they may opt to require such a system. A
major benefit of this is the possibility of eliminating bots and spam accounts. Without
a digital identity attested to by a government, a platform may choose to deny service to
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such users. After all, in case SSI is adopted by the government there is no reason that
a human has no access to such an identity. In case each service requires authentica-
tion through SSI, we can speak of an end to digital privacy as one able to be uniquely
identified to a legal extent. Furthermore, this makes tracking across contexts effortless.
This opens up the possibility for more data farming and targeted advertisements and for
attackers more personalised spear-phishing attempts.

As such, a certain degree of anonymisation should be implemented in order to pre-
vent such a scenario. For instance, services should not require your full legal name
apart from when they are obliged by legislation to gather such information (e.g. an e-
commerce platform or a financial service provider). Furthermore, the usage of Zero-
Knowledge Proofs (Goldreich et al., 1991) can aid privacy.

Economic Inclusion

An often overlooked opportunity for SSI is economic inclusion: residents in countries
devoid of proper (central) identity infrastructure, are excluded from essential services
enabled through identification systems. World Bank Group, 2016 defines identification
to be required for the following:

* Inclusion and access to essential services: e.g., healthcare, education, and finan-
cial services.

* Effective and efficient administration of public services, policy decisions and gov-
ernance.

* Accurate measure of development progress in areas.

Hence, without any form of valid identification measures, these residents are de-
void of essential services and are less likely to be able to improve their living conditions
or receive aid. Globally there exist an estimated 1 billion people without valid proof
of identity (World Bank Group, 2021). However, the usage of SSI on e.g. smartphones
could allow them to generate a digital identity. With the statistic that almost 50% of the
world population possesses a smartphone (Turner, 2021), SSI may aid them in overcom-
ing these issues.

Alternative for CAs

As discussed prior, the Internet uses certificates created by Certificate Authorities for
delegating trust to online services. A system that suffers from single points of failure and
MITM attacks (Allen et al., 2015). SSI can prove to overcome this current system through
verifiable claims. As services can authenticate their user through SSI, likewise users can
verify service providers. Currently, this verification is performed through the aforemen-
tioned certificates, requiring centralised infrastructure for managing revocations and
trusted authorities. SSI can replace this through services presenting their identity via
verifiable claims, achieving bidirectional authentication.



Extended Related Work

In this chapter, additional related work is discussed. Where the article focused on related
work in distributed revocation, this chapter discusses related work in Self-Sovereign Iden-
tity. Commercially available SSI solutions are discussed, as well as proposed SSI systems
in academia.

Sovrin

Sovrin! (Khovratovich & Law, 2017; Reed et al., 2016; Sovrin, 2018; Tobin & Reed, 2016)
is an SSI solution created by The Sovrin Foundation. They use a public permissioned
blockchain, the Sovrin Network, consisting of members (users) and stewards (verifica-
tion nodes). The foundation itself manages the identity network. The network com-
prises two layers of nodes. The outer layer consists of observer nodes managing read-only
copies of the blockchain. The inner layer consists of validator nodes, managing read and
write copies. No private data is stored on the actual blockchain, only references using
the DID? standard. Sovrin uses the blockchain identity framework Hyperledger Indy *
and incorporated their designs into the framework. Therefore, we omit the discussion
on Hyperledger Indy. Sovrin has no support for offline verification. We note that the
usage of validator nodes introduces authorities in the network, going against the prin-
ciples of Self-Sovereign Identity. Moreover, as discussed in the main article, the usage
of blockchain introduces privacy and security issues (Hughes et al., 2019; Yli-Huumo et
al,, 2016) and deanonymisation (Biryukov & Tikhomirov, 2019). Also, their use may be
limited by legislation (Xie, 2019).

Veramo
Veramo” (Lundkvist et al., 2016; uPort, n.d.), formally known as uPort, is an SSI solution
built on the Ethereum blockchain (Koens et al., 2018). Veramo is compatible with the

IFor Sovrin, see: https://sovrin.org/

2For DID, see https://www.w3.org/TR/did- core/

3For Hyperledger Indy, see: https://www.hyperledger.org/use/hyperledger-indy
4For Veramo, see: https://veramo.io/
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DID standard from W3C. All identities are stored on a single shared Ethereum smart con-
tract. The on-chain contract stores references to the actual identity information stored
off-chain. The usage of the Ethereum blockchain requires synchronisation in order to
guarantee certainty on stored identity information. Furthermore, the single smart con-
tract may introduce a large security risk (Praitheeshan et al., 2019).

IRMA

IRMA® (IRMA, n.d.; Privacy by Design Foundation, n.d.) is an identity solution backed by
the Dutch government. The network is managed by the Privacy by Design Foundation®.
Claims are stored on smartphones, however, the use of cryptographic keys requires com-
munication with key servers, managed by the foundation. Keys are split up and are par-
tially stored on said servers. Due to governmental backing, IRMA possesses some legally
valid credentials. However, the Foundation manages its infrastructure and requires the
aforementioned key splitting. This possibly impacts privacy and affects the control prin-
ciple discussed in our model in chapter 1, as data may not be portable to other systems.
Furthermore, their key servers can be considered central authorities.

Decentralized Identifiers

Sovrin and Veramo utilise W3C’s Decentralized Identifiers (DIDs) standard (W3C, 2021).
DIDs link a subject to a document, that specifies identity information and specifics such
as cryptographic types and verification methods. The format uses the URI specifica-
tion to create a standardised format for decentralised identities. Their verifiable claims
structure is based on the RDF standard ’, lacking the bit-serialisation required for signa-
tures (Halpin, 2020). Furthermore, the DID standard does not mandate, from a technical
perspective, the use of decentralised storage, hence, allowing centralised databases for
storing identities to remain (Halpin, 2020).

Miihle et al., 2018

Miihle et al., 2018 describe an overview of SSI. They state that SSI differentiates itself
from traditional identity management systems by being a user-centric model as op-
posed to service provider-centric. They describe two architectures for SSI: the Identifier
Registry Model and the Claim Registry Model. Wherein the former model the pairing of
identifiers and public keys of users are stored on-chain and claims off-chain. In the lat-
ter model, in addition to serving as a registry for identifiers and public keys, the claims
themselves are also stored on-chain. They deem identification; authentication; verifi-
able claims; and attribute storage to be the core components of SSI. They deem that
Blockchains are a requirement for SSI schemes. However, our architecture showcases
that this is not a necessity. We note that blockchains suffer from the aforementioned
issues.

5For IRMA, see: https://irma.app/
SFor Privacy by Design Foundation, see: https://privacybydesign.foundation/
“For the RDF standard, see: https://www.w3.0rg/RDF/
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Der et al., 2017

Der et al., 2017 describe the opportunities and challenges for a digital revolution caused
by SSI, moving the requirements of privacy and trustworthiness to the user, requiring
them to provide evidence. The authors define digital identity as a temporal reflection
of a regular identity, containing specific characteristics of identity, with varying levels of
detail. A digital identity can be held by any type of entity and functions to use a partic-
ular service. In addition, a secure digital identity adheres to the requirements of privacy
and trustworthiness. Where privacy leads to only authorised access to the identity and
trustworthiness to the correctness of the attributes contained in the digital identity.

The authors note three opportunities for SSI. Firstly, SSI can counteract the oligopoly
present in the management of current digital identities. Secondly, it can provide help to
people living in crisis areas, as identities may no longer require ties to local government.
Finally, SSI may help companies to adhere to the GDPR as privacy can be more easily
implemented.

The challenges for SSI are also explained. It is stated that current digital identity
services allow for a certain level of comfort by trading in a certain level of control over
identity. Based on that assumption, the case is made that one of the core challenges
of SSI is that the additional required administrative efforts of SSI must be sufficiently
comfortable. However, no solution is proposed.

Stokkink and Pouwelse, 2018

Stokkink and Pouwelse, 2018 present a blockchain-based digital identity solution. It is
stated to be an academically pure model for SSI. They state that the first half of the prob-
lem regarding the creation of such a model, is the need for Self-Sovereign Identity: iden-
tity holders must be identity owners. The second half of the problem is the need for
legally valid signatures. They propose an identity system based on Trustchain (Otte et al.,
2020). The use of this blockchain, together with the use of Zero-Knowledge Proofs and
the chaining of claims, allows for the satisfaction of the principles proposed by Allen,
2016. Their claims use ZKPs and incorporate validity terms and allow for interchange-
able signature algorithms. A reference implementation shows sub-second claim-verification
performance. However, revocation in their protocol is yet to be fully solved, as it may still
require an active check with the authority of an attestation.

Othman and Callahan, 2018

Othman and Callahan, 2018 describe their Horcrux protocol, a decentralised biometric
credential storage option via blockchain using DIDs. The authors mention that the draw-
back of current biometric-based authentication systems is that they introduce a single
point of failure for securing digital identities. This is caused by requiring a central au-
thority for storing templates of biometric samples. The Horcrux protocol combines the
SSI ecosystem with the Biometric Open Protocol Standard (BOPS)®. This is performed by
dividing biometric templates into shares, which are then stored distributed. The actual
shares are stored off-chain, but resolvers to the DIDs are stored on-chain. Their solu-
tion requires interaction with centralised verifiers for access to the SSI system, hence,

8For BOPS, see: https://standards.ieee.org/standard/2410-2019.html
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introducing centralised authorities. We note that the reliance on central authorities goes
against the principles of SSI, as discussed.

Zhou et al., 2019

Zhou et al., 2019 present EverSSDI, an SSI framework based on Ethereum smart con-
tracts. The smart contracts store the fingerprints of claims. The design uses so-called
Ever-Service servers to generate unique IDs for subjects. These servers also aid in the
login procedure. The reliance on network operators may result in privacy issues in case
they are compromised and furthermore limits portability for transferring credentials to
other systems. Again, the usage of Ethereum smart contracts and a blockchain suffer
from the aforementioned limitations.

Belchior et al., 2020

Belchior et al., 2020 propose their Self-Sovereign Identity Based Access Control (SSIBAC)
model: an SSI access control scheme using a blockchain. The design works by creating
a verifiable presentation (VP) from a verifiable claim. This VP is sent to a verifier, which
confirms that the client holds the VC by verifying whether it satisfies a specific predicate.
This approach achieves a throughput of 0.9 seconds per access control request. The
drawback to the scheme is that the verification nodes are single points of failure, which
is acknowledged by the authors. This introduction of their verifiers further introduce
inequalities in the network, possibly leading to privacy issues.



Implementation Details

As mentioned previously, a reference implementation of the architecture has been built
on top of the IPv8 protocol. Furthermore, this reference implementation was used to
create a demo Android application. In this section, we further discuss implementation
details omitted in the main article.

3.1. Semantic Layers

The architecture has been developed on top of the Kotlin implementation of IPv8'. Kotlin
version 1.4.21 has been used for the development environment. The implementation
consists of three semantic layers, over-arched by logic facilitating communication be-
tween layers.

3.1.1. The claim layer
The first layer is the claim layer. This layer handles all interactions regarding the Zero-
Knowledge Proof (ZKP) claims:

* Requesting claims
* Generating claims
* Verifying claims

e Storing claims

All claims are achieved through Zero-Knowledge Proofs. The selection of ZKP is ab-
stracted through modularisation, enabling any client to propose a new proof type. As
mentioned, the range proof by Peng and Bao, 2010 and the exact proof based on Boneh
et al., 2005; Stokkink et al., 2020 have been implemented. Prior to a request, a client
generates a new key-pair for the selected proof type. A request is made to an Authority

1For Kotlin-IPv8, see: https://github.com/Tribler/kotlin-ipv8
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for generating a claim through an IPv8 payload. This request contains at least the pub-
lic key, attribute name, and proof type. Additional metadata can be sent along (e.g., the
application uses this for the proposal of values). After which, the sending client stores a
reference indicating that it has made a request to the Authority, which times out auto-
matically. On reception, the layer awaits explicit consent from the Authority and expects
the Authority to assign a value for the requested attribute before the Zero-Knowledge
Proofis created. Depending on the used key size, the layer splits up the IPv8 payloads in
separate UDP packets. This is performed using a SHA-1 hash and packet numbers, al-
lowing the receiving client to reconstruct the data and note any missing packets. Along-
side the claim, the plaintext value is sent along, encrypted using RSA. We note that SHA-1
is not a secure hashing algorithm (Wang et al., 2005), however, it is used for compatibil-
ity with the Python implementation of IPv8°. On reception, the layer verifies the claim
using the aforementioned stored reference, validating the used key, attribute name, and
proof type. The claim, together with its hash, key, proof type, and plaintext value, is then
stored in an SQLite database. However, similarly to the ZKPs, storage is modularised,
allowing for different storage structures.

For verification, a payload containing the SHA-1 hash of the claim is presented to
the Subject. After which, a reference to the request is stored. The receiving layer then
awaits explicit consent from the user, before the corresponding ZKP claim is sent to the
Verifier. Again, a reference for the request is stored. The requesting layer then awaits the
claim and if deemed solicited the layer will send ZKP challenges, dependent on the used
proof type. The Subject responds to the challenges, after which the Verifier can make a
decision, as discussed in the main article.

3.1.2. Attestation layer

The attestation layer handles the procedures regarding attestations, creating attributes
and credentials. As mentioned, our architecture differentiates between data structures
as visible in Figure 3.1 and manages the following interactions:

* Attribute attestation
 Attribute presentation
e Attribute verification

* Attribute storage

Metadata  [«—1:n.

‘ Claim ’4—1:1— Token n ’<—1:n

.

Figure 3.1: Data structures

2For Py-1Pv8, see: https://github.com/Tribler/py-ipv8
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As the claim layer handles claims, the attestation layer manages the remainder of the
data structures. Hence, in the implementation, the claim layer serves as a foundation to
the attestation layer.

Subject Authority
Claimyequest
Phase g Phase
1 1

Claim(pk, value)

Attestation,eqest

Token equest
Phase Phase

{Token;, ..., Tokeni;}

Attestation(metadata)

Figure 3.2: Full attestation procedure

Figure 3.2 portrays a more detailed schematic overview of the attestation procedure.
After a claim has been generated in phase 2, a Subject requests an attestation for the
claim from an Authority. For this, the attestation layer generates a metadata structure
containing the attribute name, proof type, timestamp of the request, and the hashed
plaintext value (using SHA3-256). Together with a subset of the previous tokens, the set
of prior attestations and their corresponding authorities, this metadata structure is sent
using an IPv8 payload. The Subject again creates a reference to the request. The re-
ceiving Authority then attempts to reconstruct the token chain and requests any missing
tokens from the Subject as an absence of tokens can be calculated through the pointers
within them as visualised in Figure 3.3. The Authority can build trust in the presented
attribute through prior attestations. The attestation layer then verifies whether at least
the prior mentioned metadata information is present and whether the timestamp is re-
cent. If all information is deemed valid, the layer generates a signature over the hash
(SHA3-256) of the metadata object and returns this attestation through a payload. This
attestation, together with all other data structures are again stored in an SQLite database.
Alternatively, the Subject can self-attest to a claim using the attestation layer by perform-
ing (relatively) the same steps as the Authority would.

The presentation procedure is similar to attesting to an attribute. However, the Sub-
ject additionally provides the plaintext value, encrypted using RSA, for verification. Ver-
ification in this layer is dependent on the procedure in the claim layer and on offline
verification which is discussed in the overarching logic section. As we discussed the pre-
sentation and verification in the main article, it is omitted here.
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Token O Token n

Figure 3.3: Token chain

3.1.3. Revocation layer

The revocation layer relies on gossip in the IPv8 network. Per default, revocation ad-
vertisements are gossiped in an interval of 10 seconds to 5 neighbouring clients using
pseudo-random subsets. The revocations are SHA3-256 hashes of metadata, hence al-
lowing an Authority to revoke their attestation over a specific metadata instance. A re-
voking Authority revokes hashes in sets of arbitrary sizes and assigns a unique numer-
ical incremental version (unique with respect to prior versions of the Authority, hence
not globally). A signature is created using its IPv8 key over the version and the hashes.
Le. sign(pk,vilrl...|r,), where v; is the version number, r, depicts the individual re-
vocations and pk the Authority’s public key. Based on 32 bytes per SHA3-256 hash and
the average loss of 400 thousand identification documents (HM Passport Office & The
Rt Hon Caroline Nokes MP, 2018). Ten years of revocations would take up merely 128
megabytes of storage, a requirement that is easily satisfied.

An advertising client sends a payload containing the hashes of the public keys of the
Authorities that it acknowledges and their latest known versions. When advertising, the
client stores references that allow the gossiped-to clients to request updates.

When receiving an advertisement, the layer verifies whether any versions are missing
or are unknown and whether the key hash belongs to a Trusted Authority, handled by the
overarching logic. After which, a request is made for each Trusted Authority containing
an unknown version, by making the lower bound of the known versions apparent. Fur-
thermore, a reference to allow the reception of this update is stored, providing the sender
with a window of time in which information is accepted. Hence, further advertisements
for the same value by the same gossiping client are ignored until said window passed.
This counteracts DoS attempts by other clients, which could for instance occur through
continuous advertisements of revocations, without actual transmissions. After receiving
the request, the gossiping client sends the revocations. The revocations are sent using
UDP packet splitting. The receiving client verifies the signature through the public key
of the Authority and stores the revocations in the SQLite database. Furthermore, they are
held in memory in the Bloom filter. The reasoning for only accepting revocations from
Trusted Authorities is the prevention of spam and possible DoS attacks as a consequence
of said spam (see section 4.2). The usage of hashes is privacy-preserving to a certain ex-
tent. The propagation of revoked hashes does not directly leak any information on the
attestation itself. Only after a client is presented with the attestation, it is able to link the
revocation to the attribute.

3.1.4. Over-arching logic
The overarching logic handles the connection with other peers, trusted authorities, and
offline verification.
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Communication & Identities

The overarching logic allows for the management of multiple identities. This logic stores
unique IPv8 keys in separate containers allowing switching of identities on the same
device. This is performed modularised, allowing for different storage types. As IPv8 con-
nects with 20 other clients per default, the full network is not visible at all times. The
over-arching logic allows for the visibility of specific clients. This is performed by a local-
isation token. This is created by a client and is comprised of alphanumerical characters.
When shared, these tokens transform to unique community identifiers in IPv8, enabling
the formation of a community with those aware of the token.

Trusted Authorities

Authorities are trusted by storing their public key and the hash of the said key. By storing
their hash, the revocation layer is able to reduce overhead by only having to propagate
public key hashes in advertisements. Furthermore, this strengthens privacy as the public
key must be encountered before the hash is known.

Offline Verification

Offline verification requires the function of all the aforementioned layers. In addition
to the presentation procedure mentioned in the attestation layer, a Subject presents the
Verifier with their signature over a nonce in order to prevent replay attacks. Verification
is then dependent on the following criteria:

* Whether the metadata signature is correct.

* Whether the hashed value is correct.

* Whether the list of attestors contains an Authority that is trusted.
* Whether the attestation is not revoked.

* Whether the challenge has not timed out.

The assumption for this verification is that revocations are received prior and pre-
sentation occurs physically, enabling offline verification.

3.2. Mobile Application

The reference implementation has been used to create a demo application for smart-
phones. The resulting Android application enables validation of the usage of SSI (and
our novel revocation mechanism) on handheld devices. This implementation has been
validated in the aforementioned trial. The application requires Android API level 22, en-
abling distribution on 98% of the Android devices (StatCounter, 2021).

Figure 3.4 displays the main screen of the application. The QR-code displays the
public key of the client. When scanned using the action or the scanner button, the public
key can be registered as a Trusted Authority (Figure 3.6a) or the client can be looked
up in the network to request an attribute (Figure 3.6c). This QR-code also contains the
aforementioned localisation token, enabling the visibility of specific clients. After adding
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a client as an Authority, it is stored in the Trusted Authority Storage (see Figure 3.6b). In
this screen, requests can also be directly made to clients visible in the network.

. \

€ Home Screen L

Public

Key 1

Attributes <

000

Figure 3.4: SSI Application home screen

Attributes are presented as visible in Figure 3.7a. Note the timeout bar indicating the
window of validity for the challenge as discussed previously. A Verifier may scan the QR-
code using the built-in scanner, after which they are presented with the options visible
in Figure 3.7b. Where the former option is for offline verification and the latter option
is for active ZKP verification. Offline verification directly leads to either success (Fig-
ure 3.7¢) or failure (Figure 3.7d). Active verification requires further interaction: firstly
active consent by the Subject (Figure 3.8a) after which the aforementioned ZKP chal-
lenges are sent (Figure 3.8b). Finally, revocation of attestations can be performed using
the sent attestations screen visible in Figure 3.8c.

The signing of arbitrary data opens up the ability for larger credentials such as ID
photographs. Figure 3.9a portrays an image being used as the claim value. This is per-
formed by encoding the image data to the Base64 format. Subsequently, the Subject can
display the image credential as visible Figure 3.9b. However, as a QR-code can hold up
to 4296 alphanumerical characters (Keyence, 2019), an image results in too much in-
formation. As such, the QR-code is split up into two images (see Figure 3.9¢). The first
QR-code contains the attribute information and the second QR-code the encoded image
value (allowing the Verifier to reconstruct the image).

Web Services

For use-case evaluation, a reference implementation of an online service utilising the SSI
implementation for authentication has been created. Figure 3.5 portrays the interface,
in which a web service serves a QR-code to the user. This QR-code contains a credential
name, the aforementioned nonce as well as the public key of the webserver. After scan-
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Member Login

ot Usemnome | Password?

Figure 3.5: Web-service login example

ning the QR-code using the application, the Subject is requested to verify the credential
as portrayed prior in Figure 3.8a. After which the web service is able to verify e.g. one’s
name and provide access to their profile. This procedure is secure against replay attacks
due to the nonce. Furthermore, this authentication can be performed bidirectionally as
discussed in section 1.6.
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Figure 3.7: Presentation & verification
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Extended Analysis

This sections discusses further analysis performed through emulation of IPv8 clients.
Furthermore, privacy and security considerations are discussed as well as future work.

4.1. Emulation

Further analysis has been performed using the IPv8 implementation of the architec-
ture. The workstation used to gather results was equipped with an Intel i7-6700HQ CPU
clocked at 2.60 GHz, possessed 16 GB of RAM and allowed for the emulation of up to
11 simultaneous IPv8 clients. For revocations, we again generated datasets of 32 bytes
SHA3-256 hashes. Revocations were split up into sets of 1000 in order to minimise the
impact of a single packet loss. As IPv8 uses UDP, network congestion introduced ad-
ditional constraints when using multiple clients. In the performed measures this was
counteracted through manual delays. As such, some presented measures contain an ad-
ditional adjusted result. For the default parameters, the gossip-interval t; was set to 50
ms in order to maximise the throughput of gossip. The number of selected peers m,
was set to 5 as this showcased a good trade-off between throughput and required sys-
tem performance during the simulations. Additionally, this number is of little impact
due to the low gossip interval. The number of revocations used is 1000 (unless specified
differently), as this number leads to low impact of a single loss and the number of re-
vocations scale linearly, as will be shown. Finally, each measure was repeated 10 times
after 5 warm-up iterations in order to minimise system impact.

4.1.1. The Impact of UDP loss

As mentioned, manual UDP delays were introduced to counteract network congestion
due to the number of packets and clients emulated on a single machine. Figure 4.1a
portrays the impact of the imposed packet delay on the propagation time between two
clients. As visible, the measures differ greatly due to packet loss leading to the receiving
client ignoring further advertisements from the gossiping client until the current request
timed out. Figure 4.1b portrays that the remainder of the imposed delays affected the
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time linearly, as expected. This effect is also measured for multiple clients in figure Fig-
ure 4.2. Hence, we conclude that the introduction of manual delays aids in preventing
the effects of a single packet loss on the propagation time. Therefore, the remainder of
the evaluations use similar delays as a countermeasure against network congestion in
the IPv8 clients.
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Figure 4.1: The impact of UDP delay on propagation time for 1 client
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Figure 4.2: The impact of UDP delay on propagation time for 10 clients

4.1.2. Revocation Amount

Figure 4.3a showcases the revocation scaling in a system of 1 gossiping and 10 receiving
clients. As visible, the propagation time scales linearly with respect to the number of
revocations. In this setup, up to 1 million revocations were used, with increments of
factor 10. The adjusted rate showcases the performance adjusted for the manual delays.
As visible 1 million revocations take roughly 500 seconds or 8 minutes. As this can be
deemed more than two years worth of revocations, based on the statistic of annually lost
identification documents (HM Passport Office & The Rt Hon Caroline Nokes MP, 2018),
we deem this scalability usable. The corresponding Figure 4.3b showcases the results in
logarithmic scale, further substantiating the linear scaling.
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Furthermore Figure 4.4a portrays this scaling for a single client. As expected, on a
single client the reception scales likewise linearly with the number of revocations. See
also Figure 4.4b, portraying the results in logarithmic scale. A single client takes roughly
10 seconds to update 100 thousand revocations.

As IPv8 also supports the TFTP protocol, the measures for a single client were re-
peated using this protocol. Figure 4.5 portrays the results. Although the system appears
to scale better on a lower number of revocations, the impact of packet loss made the
protocol fail consistently across a higher number of revocations. Hence, no proper con-
clusion can be drawn on the usage of this protocol.

Compared to the simulation discussed prior, the performance is worse. We note that
this can be explained mostly due to communication overhead caused by UDP packet
splitting. Due to the limited sample size and network topology, further experiments are
required to properly analyse the performance of our algorithm. However, these results
portray that the scaling of revocations yields usable timings in a limited test environ-
ment.
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4.1.3. Client Scaling

Figure 4.6 portrays the effect of the number of clients on the propagation time. As visible,
the number of clients does not appear to have a large impact. It can be seen that the
propagation time roughly doubles with the increase of 10 clients. However, due to the
limited sample size, it is difficult to draw a conclusion on the scalability.

4.1.4. Bloom filter

Revocation validation is performed using the Attestation Revocation List in conjunction
with a Bloom filter (Bloom, 1970). Based on the expected 400 thousand lost identification
documents per year, as presented by HM Passport Office and The Rt Hon Caroline Nokes
MP, 2018, the following memory and time considerations can be made. The storage for
400,000 hashes of 32 bytes each, results in a space usage of at least 12.21 megabytes.
Where a Bloom filter of the same size (n = 400,000), with a probability of false positives
of 1 in 17.2 million (p =5.8- 1078) and 24 hash functions (k = 24), can achieve storage
using merely 1.65 MB (m = 13,872,594). Whilst both such space requirements are easily
satisfied by modern handheld devices, e.g. the average smartphone possesses over 4GB
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of RAM (GSMArena, 2018), the run-time benefits do introduce a noteworthy improve-
ment.
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Figure 4.7: Verification time per 100 transactions

Figure 4.7 showcases the analysis of verification time, where BF and BS stand for
Bloom filter and binary search, respectively. The Bloom filter uses the aforementioned
parameters summarised in Figure 4.1 and the 400,000 revoked SHA3-256 hashes were
stored in an SQLite database. SQLite uses binary search for entry lookup (SQLite, n.d.).
The x-axis varies the membership percentage, i.e., the percentage of hashes in the test
set that are revoked. At each measure, a test set was generated of size 100, containing
a certain percentage of revoked hashes. As expected, the verification solely using the
Bloom filter (BF) is not impacted by this variation. The binary search verification (BS)
remains similarly unaffected. The variation that only performs binary search on a possi-
ble match in the Bloom filter (BS + BF), is impacted the most. As becomes apparent, the
benefits from the Bloom filter decrease with the increase of the membership percentage.
Hence, the speed-up is most prominent with a lower membership percentage. In terms
of attestation verification, a Bloom filter is thus most beneficent in case the vast majority
of the encountered attestations are non-revoked.

We draw the conclusion based on the reported statistic of 400 thousand identifica-
tion documents lost annually in the UK for its 50 million passport holders (HM Passport
Office & The Rt Hon Caroline Nokes MP, 2018), leading to an annual loss of 0.8% of all
passports. Note that this estimation does not include the number of different identifi-
cation documents held by a resident (e.g. driving license or identification card) and that
the properties of physical identification measures do not directly translate to a digital
variant. Thus, as a consequence, this actual number most likely differs greatly. However,
this showcases that it is expected to encounter far more valid credentials than revoked
ones, especially with the assumption that the majority of the network is honest. Hence,
based on this comparison, we conclude that the speed-up benefit provided by the usage
of Bloom filters is significant. Therefore, the hybrid solution overcoming their proba-
bilistic nature during verification can be deemed the optimal candidate.
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4.2. Privacy & Security

This section analyses the security and privacy of our architecture. We focus on different
types of known network attacks as well as scenarios discussing possible weaknesses in
our proposed architecture.

Eclipse Attacks

In Eclipse attacks (Castro et al., 2002; Sit & Morris, 2002) malicious actors attempt to iso-
late a specific node. In our algorithm, the successful execution of an Eclipse attack could
lead to a client not being informed of the latest revocations. This, in turn, could lead to
the verification of a revoked credential passing. The susceptibility of this attack relies on
the implementation and network topology. In the reference implementation, IPv8 con-
nects to a subset of the network for optimisation purposes, resulting in vulnerability of
the Eclipse attack. However, this attack can be prevented through the use of credentials.
The Eclipse attack can be mitigated by requesting identities of neighbouring clients, re-
quiring those to be properly attested to by trusted Authorities. This introduces a repu-
tation system, however, the requirement of attestations for credentials complicates the
execution of Sybil attacks (Douceur, 2002). Depending on the overhead caused by the
credential verification, the requirement of credentials may fully prevent both Sybil and
Eclipse attacks. We note that this is a direction to further investigate.

Denial-of-Service Attacks

Denial-of-Service (DoS) attacks are an attempt to make a certain node inaccessible from
the network. In our algorithm, DoS attacks are prevented by the usage of advertisements
for gossip. The advertisements reduce overhead by firstly sharing metadata about known
information, hence the revocations are not directly gossiped. Furthermore, the indirect
refusal of revocations created by unacknowledged Authorities prevents DoS attempts
through the spam of false revocations.

However, it is to note that this measure does counteract the propagation of revo-
cations made by Authorities that are unacknowledged by the majority of the network.
However, in the alternative that all revocations are stored by all clients, the number of
locally stored revocations would grow to unmanageable amounts. We note that clients
can forcibly create connections with Authorities, ensuring propagation. However, this
goes against the distributed nature of our proposed algorithm.

Malicious actors are able to continuously advertise non-existing revocations from
Authorities that are trusted. However, the use of signatures ensures that clients can ver-
ify the validity of revocations. As such, malicious actors that do distribute false revo-
cations are detectable and may be ignored by an honest node. Furthermore, malicious
actors may never send corresponding revocations after having sent a revocation adver-
tisement. This can be performed in an attempt to DoS a node. This is counteracted in
the implementation by not depending on a single advertisement for specific revocations.
Hence, in this regard, malicious actors do not hinder the reception of revocations by a
node.
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Privacy

As discussed, the revocations are the hashes belonging to a metadata structure of a cre-
dential. In turn, an attestation is made by a signature over the hash of the metadata. This
design choice impacts privacy. Each revocation is able to uniquely identify a credential.
However, they only allow identification after the said credential has been encountered.
Given the principles of SSI we assume that credentials are only shared with justifiable
parties and, as such, the privacy of revocations is guaranteed to the extent that privacy
is upheld when sharing credentials. However, we note that collusion can lead to the
revoked credential being identified in case a Verifier shares this knowledge with the net-
work.

Censorship

One may raise the argument that the revocation of metadata introduces censorship by
Authorities. Authorities, indeed, possess the ability to revoke credentials to which they
never attested. Note that this is possible because attestations point to a metadata struc-
ture and not vice versa, meaning that the absence of an attestation cannot be proven.
However, this ability cannot be used for censorship as the validity of a credential lays in
its attestations. Therefore, the lack of attestation by an Authority inherently leads to the
assumption by a Verifier that said Authority does not vouch for the credential. Hence,
an Authority attempting to impose censorship by revoking credentials to which it did
not attest to leads to no difference in the outcome of verification. Furthermore, as the
outcome of verification is decided by a Verifier, a revocation is merely a factor in said
outcome as opposed to a binary truth.

Malicious Actors

Malicious actors may attempt to hide a revocation by withholding a specific attestation.
The withholdment of attestations is of no impact on the outcome of the verification of
credentials. Consider a Subject holding a credential that is revoked by an Authority. In
other words, a single attestation is no longer valid. When a Verifier is presented with
said credential the Subject has two choices: either he remains honest and presents the
credential and all of its corresponding attestations or he hides the revoked attestation.
Because the verifiability of a credential lays within its attestations, the withhold of an
attestation that is revoked by the Authority leads to verification failure in either way.
Similarly, to how the previously discussed censorship attack is of no consequence, the
withholdment of attestation leads to failure as its indirectly assumed that the Authority
(which revoked its attestation) does not vouch for the credential.

4.3. Future work

Depending on the number of revocations required in a deployed SSI system, the storage
requirement may grow too large to be manageable by devices. As such, an alternative
is the usage of probabilistic data structures such as Bloom filters (Bloom, 1970), Cuckoo
filters (Fan et al., 2014) or cryptographic accumulators (Ozcelik et al., 2021). Where our
proposed solution already uses Bloom filters for speed improvements, further usage of
probabilistic data structures can prove to overcome the storage requirement. We opted
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against the usage of these structures for their false positives of revocation during veri-
fication. As discussed, cryptographic accumulators have been used to facilitate revoca-
tion mechanisms, however, have been reported to provide overhead (IRMA, n.d.). How-
ever, the addition of such a space-efficient data structure to our gossip-based solution
can prove to make the mechanism more accessible in terms of system requirements. As
such, this interesting topic to further investigate.

Furthermore, we note that the results of the analyses of the implementations indi-
cate that the reliance on UDP is a limiting factor for the throughput of revocations. As
such, the investigation into the use of other protocols may yield improved performance.
Apart from that, the investigation into more sophisticated retransmissions of lost revo-
cation versions or packets may already improve the protocol. Moreover, as the analysis
with smartphones and the emulation of IPv8 clients was performed with few devices,
analysis with more clients may yield further insights into the actual usability and scala-
bility of the protocol. Finally, we note that research into the impact of malicious nodes
may be valuable, as well as simulations in more realistic network settings.
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