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This ed L

While machine
learning operations
(MLOps) have received
significant interest, much
less work has been
published addressing
MLOps in industrial
production settings lately,
particularly if solutions
are not cloud based. This
article addresses this
shortcoming based on
our and our partner’s
real industrial experience
across different
application domains.

MACHINE LEARNING (ML) can
boost performance and effectiveness
in industrial processes. However, the
processes, techniques, and tools for
bringing ML models into operation in
the industrial environment go far be-
yond in-lab requirements. In produc-
tion, models must deal with live data
subject to frequent changes and can
be influenced by external sources.!
Lately, this also led to the introduc-
tion of machine learning operations
(MLOps) techniques in the context
of cyberphysical production systems
(CPPS). While significant work ex-
ists on general continuous integration
and delivery challenges and mitiga-
tion strategies in cyberphysical sys-
tems,> ML challenges in Industry 4.0,3
MLOps challenges and solutions in
general, and on MLOps-challenges
in CPPS,’ so far, less work exists on
specific solutions in the CPPS domain.
Here, we focus on the main challenges
and accompanying solutions from the
background of CPPS in industrial
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companies. Our list of 50 challenges
and 53 solutions® is based on various,
sometimes very different, cases from
CPPS. This article focuses on main
challenges, such as ensuring high-qual-
ity sensor data, managing differences
in data distributions, and including do-
main knowledge in model building.
Solutions include periodic calibration,
interactive user interfaces, lightweight
integration, and establishing serializa-
tion formats. Deploying options such
as edge devices, on-premise solutions,
and standardized formats help reduce
dependencies and improve monitoring.
Explainability enhances trust and main-
tainability by providing insights into
model decisions and enabling human
intervention when necessary. As our
discussion of challenges and solutions
is specific to CPPS and based on a sig-
nificant number of projects, we believe
it can be highly beneficial to practitio-
ners in the area of CPPS. The results we
present here have been drawn from our
observations and studies as well as from
outside interviews and collaborations.

As ML has found its way into indus-
trial practice, the need for MLOps as
tools, processes, and practices to man-
age the ML lifecycle of data acquisi-
tion, preprocessing, development, and
operations grows. MLOps includes
continuous deployment, monitoring,
and retraining and requires both ML
and domain experts. In this article,
we discuss experiences from differ-
ent scenarios in projects such as IIP-
Ecosphere and EXPLAIN (https:/
www.iip-ecosphere.de/, https://explain
-project.eu/), from the industrial co-
operating partners, from the author
companies and their customers. To il-
lustrate the diversity of scenarios, we
present three of them, which we can
share in more detail, from the areas
of electronics manufacturing, metal
production, and chemical plants. Ta-
ble 1 summarizes several interesting
characteristics of these scenarios.
However, it should be emphasized that
the overall experiences that contrib-
uted are significantly larger.

Table 1. Scenarios of cyberphysical production systems.

_ Scenario 1 Scenario 2 Scenario 3

Company FTE 2,300

Application Domain Visual Inspection
Al Problem Inspection Automation

No. of Models (Pipeline) 20

Model Update Frequency ~ Few Months

Triggers Manual

Type of Retraining Cumulative Dataset

Type of Deployment Kubernetes Web
Services

Kinds of Models Convolutional Neural

Networks

FTE: full-time equivalent.
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5,000 1,000

Process Monitoring Process Control

ML-Based Soft Sensors  Process Monitoring
10 50

User-Triggered User-Triggered
Manual Manual

Expert Selection Expert Selection
Kubernetes Web Kubernetes Web
Services Services
Transformer Autoencoder
Architecture

Scenario 1: Electronics

Manufacturing

Electronics manufacturing involves
various quality inspections. Visual in-
spections, e.g., to check components’
presence, correctness, and alignment,
are carried out at inspection stations
on the assembly line. Here, auto-
mated ML systems replace humans
for visual inspection. Eventually,
operators check the overall produc-
tion quality and the detected defects
again. It is crucial for the system
that there are no slips or false nega-
tives, as the products are packaged
and dispatched immediately after
the ML-based inspection if no defect
is detected. Further, the number of
false positives is minimized to avoid
operators being overwhelmed with
unnecessary checks. The company
leverages MLOps to react quickly if
the false positive or negative rate in-
creases and, if necessary, to retrain
and provide a new model as quickly
as possible.

Scenario 2: Metal Production

Metal production involves several
steps, e.g., separating and enriching
minerals from native rock: a pro-
cess known as froth flotation. This
process involves 1) grinding the raw
material into a fine powder, placing
it in a bucket/cell, 2) adding water
and reagents, and 3) pumping air
into the mixture to create bubbles.
The hydrophilic minerals attach
to the air bubbles rising to the top
of the cell, where they can be ex-
tracted, and the nonhydrophilic sink
to the bottom, where they can also
be extracted or sent to subsequent
processing. ML is used to model the
froth flotation process to help the
operators keep an overview and sup-
port them in their decisions. Here,
MLOps helps to scale and maintain
a large number of models.
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Scenario 3: Chemical Plant

A chemical plant produces chemicals
continuously while maintaining the
correct quality of the finished product.
Such a plant aims to maximize produc-
tion yield, and any downtime in the
process would result in a significant fi-
nancial loss. A team of plant operators is
usually responsible for a specific chemi-
cal plant with thousands of sensor sig-
nals. It is not feasible for the operators
to monitor the vast amount of signals
simultaneously. Instead, ML methods
assist operators in monitoring the plant
and detecting anomalies to prevent un-
planned downtime. MLOps helps to
scale anomaly detection operations in
chemical plants. Further, it increases re-
liability in using deployment strategies
such as shadow mode. Additionally, it
allows for quality monitoring using drift
detection methods and automated ML
model retraining on demand.

As the main focus was on under-
standing challenges that are specific
to implementing MLOps for CPPS,
we gathered an author team with a
focus on experience in a large num-
ber of projects with MLOps aspects
in CPPS. In a first stage, we gathered
challenges based on the various expe-
riences the participants were involved
in as well as from previous studies on
challenges with author involvement.!»
This led to the identification of 50 dis-
tinct challenges.® A selection of the
scenarios underlying these challenges
is presented in Table 1 to illustrate
the diversity of the CPPS cases used
as a basis. In a second stage, all par-
ticipants explored solutions for each
challenge by leveraging real-world
scenarios from authors’ companies,
studies, or use cases from other indi-
rect collaborators and partners. This
multistep approach yielded 53 solu-
tions to the 50 distinct challenges.®

We clustered the identified chal-
lenges into five main groups. These
groups were defined based on both cat-
egorization used in previous overview
of challenges® as well as on discussions
among the authors, as follows:

. data related

. model related

. operational

. socio-technical
. support.

@D BN W N =

Data Related

ML requires a large amount of high-
quality data to work best. Hence,
data-related challenges are central to
the success of MLOps.

Cyberphysical systems have to deal
with data collection from hardware,
like cameras and other sensors (ac-
celeration, temperature, and so on).

Deploying options such as edge
devices, on-premise solutions,
and standardized formats help

reduce dependencies and improve
monitoring.

Due to space restrictions, we focus here
only on the first three categories as we
believe the others are not that specific to
CPPS. For the same reason, we can only
discuss a selection of representative chal-
lenges next. The remaining categories
(socio-technical and support) have been
addressed in detail by Siegmund et al.”
and Kreuzberger et al.® Other support
challenges, such as security and com-
pliance solutions, are similar to nonfac-
tory systems and have, therefore, been
omitted. Our unique contribution lies
in leveraging first-hand accounts from
MLOps implementations to highlight
key challenges and propose practical
solutions, focusing solely on applica-
bility in CPPS situations.

Figure 1 provides an overview of
MLOps, with the discussed categories
(vellow) and tasks (blue) highlighted,
along with the workflow illustrated
by arrows.

Data quality cannot be guaranteed per
se due to issues like incorrect calibra-
tion of sensors, sensor drift, physical
damage, or format changes after firm-
ware updates. To deal with such issues,
data can be checked and treated (i.e.,
up-/downsampling, filtering, missing-
value, and outlier handling) by default
during ingestion. For example, major
quality issues can be monitored via
ML-based solutions such as autoen-
coders (e.g., variational autoencoders),
which can detect out-of-distribution
data. Furthermore, periodic sensor
calibration, verification, and physical
maintenance increase data quality.
Data from similar sensor types
may have different distributions for
the same input stimuli, even if sen-
sors provide high-quality data. For
this reason, ML models trained with
data from one sensor often do not
work well with data from another. For

JANUARY/FEBRUARY 2025 | IEEE SOFTWARE 67



FOCUS: MLOpPs - BRIDGING THE GAP BETWEEN MACHINE LEARNING

AND OPERATIONS

example, in Scenario 1, an image of a
product may look differently if a cam-
era gets replaced. Data annotations or
separate training datasets are created
for each sensor to cope with this prob-
lem. Furthermore, data aggregation,
feature engineering, and selection sup-
port model generalization by forcing
the model to focus not on the data dis-
tribution of a sensor but on the actual
information relevant to the problem at
hand. As a result, e.g., slight changes in
overall brightness may not be consid-
ered a relevant feature.

Another challenge is that many
sensor manufacturers define custom
interfaces and data types. These inter-
faces are used to transfer sensor data
and metadata to the ML pipelines
and the data storage. For MLOps,

metadata should include additional
information such as location, time-
stamps, equipment numbers, collec-
tion conditions, or sensor settings,
allowing for ML model maintenance,
optimization, and downstream analy-
sis, e.g., fault localization and trace-
ability. Frequently used interfaces are
REST interfaces and fieldbus inter-
faces like EtherNet/IP or ProfiBus. A
more standardized solution is OPC
UA,’? an independent open source
communication protocol many sensor
and programmable logic controller
(PLC) manufacturers support.

ML applications in the indus-
trial domain are often used to ensure
product and process quality. Gather-
ing data from abnormal and anoma-
lous cases that might be required for

accurate model training is costly on
components, equipment, and time.
For instance, training automated vi-
sual inspection models requires dam-
aged products to gather images of
nonconforming cases. Using anomaly
detection models that can be trained
using only data from expected be-
havior can save on these resources as
no labeling or gathering of data from
rare plant states is required. Running
nominal production and collecting
that data suffices. Additionally, with
deployment time passing, rare cases
can be continuously included in the
data sets to retrain models and im-
prove their performance.

For classification tasks, data from
cyberphysical systems requires do-
main experts to provide high-quality

MLOps

Data-Related Tasks

Data Collection

o~

Data Analysis

Data Preparation

.

Socio-Technical

Model-Related Tasks

Model Building

Training

Evaluation and
Selection

U

Operations-Related Tasks

]

CI/CD Testing

Model Deployment

Monitoring

Support

FIGURE 1. MLOps in industrial applications (adapted from Faubel et al.%) Only the MLOps activities in which we name and describe
MLOps challenges and solutions are listed here. Other activities are omitted.
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labels. This process can be costly be-
cause domain experts are typically
busy running a factory. One solu-
tion is to use pretrained models with
some knowledge about the data.
This approach requires less experi-
enced personnel to apply final labels.
Using streamlined labeling interfaces
that fit into the software environ-
ment the experts are familiar with
is the preferable way to reduce cost
while increasing user acceptance.
Data synthesis and fusion with data
from process simulation is another
way of obtaining missing data for
classification, regression, or fore-
casting tasks.

Model Related

A core element of MLOps is the
model, which imposes several related
challenges.

Experience shows that domain
knowledge from the industrial process
is essential when building and deploy-
ing machine learning models in pro-
duction environments. A model that
gives wrong output (classification,
prediction, and so on) will be ignored
or switched off by the users in the
best case and can lead to production
loss or unsafe states in the worst case.
Domain knowledge, especially when
dealing with consequences of incor-
rect outputs, means understanding
the objectives, prediction constraints,
and feature engineering based on the
most relevant information for good
performance, considering adequate
evaluation metrics, identifying the
potential bias and noise sources, and
safety and legal issues. Exploiting the
available domain knowledge can be
simplified and streamlined by interac-
tive Uls and tutorials.

In a typical production process en-
vironment, hundreds to thousands of
sensor readings can either be used in
whole or in part as features or provide

new insights into the data by applying
various transformations. Therefore,
the processed input data must be ef-
ficiently stored and labeled for the
specific applications in all scenarios.

hardware or connectivity problems,
shortcomings in the currently se-
lected best model, or when model
drift occurs. Then, it can be help-
ful to have a worse-performing but

Data quality cannot be guaranteed
per se due to issues like incorrect
calibration of sensors, sensor drift,
physical damage, or format changes
after firmware updates.

The feature engineering and selection
that support the quality and robust-
ness of a model are particular chal-
lenges. One solution is an efficient
feature storage mechanism. It con-
tains detailed information for each
application and each ML model, e.g.,
the data used for training. One of its
benefits is the ability to use the infor-
mation to optimize memory usage on
edge devices.

For Scenarios 2 and 3, the model
has different real-time requirements
for data ingestion, model inference,
and training. In such cases, different
pipelines are deployed: one for data
ingestion and another for model in-
ference. Model (re-)training can be
done with a third pipeline, often de-
pendent on the two former pipelines,
and is currently triggered manually.
For instance, when data drift is de-
tected in pipeline data ingestion,
crucial data are missing (detected
during data ingestion), or the model
output is an out-of-normal distribu-
tion or of poor accuracy (detected
during model ingestion). The lat-
ter case typically results from data
issues. Still, it can also result from

more robust (e.g., due to fewer input
features) backup model that is used
until a new best model is trained.
Also, experience shows that it is
helpful to train several models or
model architectures, e.g., models for
specific plant states or periods.
Production environments are typi-
cally not static, i.e., they change over
time. This can be due to changing
equipment, a switch in input material,
or many other reasons. To account for
this variability, it is important to have
robust data ingestion, storage setup,
model performance monitoring, and
a decent number of well-performing
models trained and retrained. De-
pending on the situation, model se-
lection and deployment can either be
executed automatically, e.g., via an
accuracy metric and the recent his-
tory or via data triggers that indicate
a different state or operation mode,
or models can be chosen by users (op-
erators in the plant, plant engineers,
and so on). Experience shows that
trust in the ML solution is typically
higher if users choose the model, of-
ten in discussion with the developing
data scientists. However, this leads to
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increased reaction time for updating
models as users might not be available
or constantly require changes to the
model. Data on experiments, trained
models, and their parameters can be
stored, versioned, chosen, and used for
inference using an MLOps framework
such as MLflow.!0

Typically, the initial process of
data inspection, feature engineering
and selection, preliminary model
training, and selection happens of-
fline, i.e., without connection to the
physical system. Therefore, the ex-
ecution environment is usually a data
scientist’s workstation or a cloud envi-
ronment. Considering these processes’
compute resources and environment,
the choice between an in-house and
an Internet cloud environment hinges
on several factors. The cloud has the
advantage of scalable resources that
enable the handling of large datasets
and complex computations; however,
the availability of these resources
should still be considered. Addition-
ally, companies often have established
guidelines for data security concerns
with which the chosen environment
should be aligned. The final decision
may require a thoughtful balance be-
tween individual preferences, project
requirements, resource availability,
and the imperative need for data secu-
rity and compliance with the organi-
zational guidelines.

Operations Related

Finally, we address the challenges as-
sociated with operation. These are
often related to the deployment of
ML models, testing, and monitor-
ing. The options for deployment to
a factory environment are edge, on-
premise, and external servers. Edge
devices and on-premise solutions can
provide
On the other hand, external servers

short-latency inferencing.

are often used for applications that

do not need to respond within a few
milliseconds and for ML training;:

e Edge devices are devices that
collect and communicate infor-
mation, e.g., PLCs and Indus-
trial PCs (IPCs).

® On-premise solutions run on
the premise of an organization.
They include local servers, pri-
vate clouds, and others.

e External servers are typically ac-
cessed remotely via the Internet
and can be company-owned
data centers or (public) cloud
providers.

Edge devices and on-premise solu-
tions can provide short-latency in-
ferencing. On the edge, focusing on
intelligent data collection or data
processing and scoring of ML mod-
els can reduce resource needs.

In our experience, predictions can
be made within a few 100 ms on an
on-premise Kubernetes cluster. Se-
lected tasks may also run on a PLC,
but computationally intensive tasks,
e.g., visual analytics, may be a fac-
tor of two to four slower. In such
cases, parallelization can help to re-
duce mean times. However, distribut-
ing compute and ML tasks requires
flexible infrastructures, allowing for
distributed deployment, update, and
maintenance.

External servers are not used in the
three scenarios, as there are concerns
regarding the provision of data. Fur-
ther, in Scenario 1, the rent of a server
would be more cost-intensive than us-
ing own hardware.

Further, reducing dependencies
on the different technologies used in
the production environment is essen-
tial and eases integration and testing.
This is achieved by employing estab-
lished serialization formats such as
OPC UA JSON’ for data payloads

or ONNX!! for serialization of ma-
chine learning models. Further, vir-
tualization techniques such as KinD
(Kubernetes in Docker) can reduce
dependencies on heterogeneous hard-
ware in CPPS.

During operations, various aspects
must be monitored, such as ML per-
formance and potential concept drift,
resource utilization, and execution
times. However, drift detection meth-
ods may be specific to the underly-
ing data, e.g., tabular or time series
data, and require experiments with
actual approaches. Different monitor-
ing forms can be integrated (e.g., with
Seldon Core,* Bento ML,* or Splunk-
based dashboards!2) for metrics and
monitoring model output scores.

One practical example of an open
source approach, which provides
many of the abovementioned solu-
tions out of the box, is oktoflow,!3
an Al-enabled stream-based Industry
4.0 platform initially developed in the
IIP-Ecosphere project. It focuses on
heterogeneous on-premise hardware,
lightweight integration of Al services
realized in different programming
languages, model-driven generation
of application code, test templates,
and deployment containers as well
as the use of standards, in particular
OPC UA and Industry 4.0 Asset Ad-
ministration Shells. In oktoflow, data
interfaces, as suggested previously,
are mandatory for specifying models
of services, ML pipelines, and appli-
cations and for ensuring their validity
before code generation and deploy-
ment. Due to resource limitations
of current industrial PLCs, deploy-
ment in oktoflow happens directly
via virtualization such as Docker
(Kubernetes support is optional).
Regarding monitoring, oktoflow
combines generated and application-
specific probes and integrates them
through Prometheus.
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Since ML is often regarded as a black
box, trust, reliability, and maintain-
ability in production and development
are limited. It is especially challenging
to communicate algorithms’ predic-
tions and decisions to developers or
operators who do not have a back-
ground in ML. Therefore, not only
the results of the ML model but also
insights into how and why the model
arrives at the respective results need to
be communicated to them. Explain-
able AI (XAI) techniques provide
explanations for the decisions or pre-
dictions made by a model.'* At first,
providing insights into model predic-
tions, XAl makes it easier for MLOps
development teams to interpret and
validate model behavior and select
the most robust and accurate model.
Further, the explanations can support
monitoring the ML models and im-
prove retraining capabilities. Since en-
abling autonomous decisions by ML
can be particularly problematic, feed-
back mechanisms are often used that
display predictions and explanations,
allow human decisions to be made
based on the results, and allow inter-
vention in case of misbehavior.

In the ITEA project EXPLAIN,'
an end-to-end ML lifecycle was devel-
oped (Figure 2) to create an MLOps
software architecture that provides
explainability and interactivity for
users. The architecture enables users
with little ML knowledge to partici-
pate in the entire process, e.g., data
preparation, modeling, model con-
struction, and inference. We try to
make the ML operations accessible
and transparent, increasing the com-
prehensibility of the models and en-
abling interactions with the models to
strengthen the users’ domain knowl-
edge. The implementation of such ex-
plainability and feedback mechanisms
is highly context dependent.

Model Monitoring
and User
Interactions

Model and
Explainer Serving

Data Monitoring

Data Management

Explainable Model
Training

Model and
Explainer Registry

FIGURE 2. Explainable MLOps process based on the MLOps software architecture

described in Faubel et al.’®

L has proven valuable for

optimizing performance

and effectiveness in in-
dustrial practice. Industrial MLOps,
which involves collaboration among
domain experts, ML experts, and
operators, ensures ML solutions’
seamless integration and functioning
within cyberphysical systems. How-
ever, successfully implementing ML
models in production requires data-
related, model-related, operations-
related, support, and socio-technical
considerations.

In this article, we pointed out po-
tential solutions to several problems
in industrial MLOps. We hope this
helps to create an overview of this
rapidly growing field. Further, we ob-
served that the more MLOps is used
in practice, the greater the importance
of explainability. @
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