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SUMMARY

The rapid expansion of the Internet of Things (IoT) has increasingly computerized physi-
cal objects and tools. Products such as household appliances, cars, industrial machinery,
and medical devices are now equipped with sensors, software, and network connections
that enable new forms of automation and data exchange. While these developments
promise convenience and efficiency, they also introduce new risks. Weak security con-
trols, insufficient privacy safeguards, and inadequate post-market support have repeat-
edly led to breaches, surveillance incidents, and large-scale cyberattacks. As IoT systems
proliferate, the consequences of these vulnerabilities extend beyond individual users or
companies to critical infrastructures and society as a whole.

Growing security challenges of the IoT reflect a structural imbalance in the market.
Consumers typically lack the information or technical capacity to evaluate or influence
a product’s security, while manufacturers face little incentive to prioritize it over features
or cost efficiency. To address this, governments, particularly within the European Union,
are increasingly introducing legislation that codifies how security should be built, main-
tained, and enforced across the IoT ecosystem. Key among these initiatives are the Cyber
Resilience Act (CRA) and the revised Product Liability Directive (PLD), which place ex-
plicit emphasis on the expectations of users as a benchmark for determining compliance
and responsibility.

The concept of reasonable user expectations has therefore become central to the reg-
ulation of IoT products. It provides a flexible legal standard to assess what users can
justifiably anticipate regarding the safety and security of their devices. However, de-
spite its prominence in emerging laws, there is no agreed-upon method for determining
what these expectations actually are. Courts may consider factors such as prevailing in-
dustry practices or product marketing, but empirical evidence of what users themselves
expect in practice has been scarce. This creates uncertainty for regulators and manu-
facturers alike, who must interpret and act on these expectations long before any case
law emerges. Against this backdrop, the overarching research question guiding the work
is: What are users’ expectations regarding preventive and reactive security measures of IoT
devices?

To answer this research question, this dissertation investigates user expectations at
different stages of the IoT device lifecycle: when security or privacy incidents occur, how
they are prevented over the device’s lifespan, and when devices are used in organiza-
tional environments. The studies link these expectations to the broader regulatory con-
cepts of product liability and product conformity, providing evidence that can inform
both policy and industry practice.

Chapter 2 focuses on expectations in the context of reactive security, specifically
what users expect to happen when an incident occurs with a consumer IoT device. Using
a large-scale survey with systematically varied scenarios, it examines how expectations
differ across device types, incident kinds, and manufacturer and user responses. The
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findings reveal that consumers generally view manufacturers as responsible for resolving
security incidents in some capacity, but also display uncertainty if manufacturers would
actually respond to privacy-related incidents, and what the user should ideally do. Im-
portantly, the study distinguishes between normative expectations (what users believe
should happen) and reasonable expectations (what they think is realistic), providing em-
pirical grounding for the legal interpretation of reasonableness in product liability cases.

Chapter 3 shifts attention to preventive security by exploring users’ expectations for
how long IoT devices are used and will receive security updates. These insights are di-
rectly relevant to the CRA, which ties security support obligations to the expected prod-
uct lifetime. Drawing on survey data from multiple European countries, it analyzes con-
sumers’ expectations of IoT device lifetimes and actual use times, and how these ex-
pectations are influenced by the device’s nature and individual differences. The results
show that users typically expect longer lifespans and support durations than what man-
ufacturers currently provide, revealing a misalignment between market practices and
societal expectations.

Chapter 4 extends the analysis to the organizational domain by examining connected
medical devices, a critical and highly regulated subset of the IoT ecosystem. Through
semi-structured interviews with medical device technicians, medical physicists, and de-
vice manufacturers, the study explores how these devices are maintained and patched
in practice and what stakeholders’ expectations are regarding securing these devices. It
highlights a complex coordination between stakeholders, the technical and regulatory
barriers to timely updates, and the costliness of ongoing security maintenance. Even in
this regulated environment, the study finds persistent challenges in aligning stakeholder
expectations and responsibilities, illustrating how systemic and organizational factors
shape the feasibility of maintaining security over time.

Taken together, the dissertation studies users’ expectations regarding reactive and
preventative IoT security, which is based in a relatively young and quickly evolving mar-
ket. As such, user expectations in this domain, which have legal relevance in upcoming
EU legislation, remain empirically unclear. By studying consumers, hospitals deploying
medical IoT devices, and medical device manufacturers, we find that expectations of IoT
security are varied, context-dependent, and frequently exceed the measures currently in
place. As securing the diverse IoT ecosystem is a governance feat for a range of different
actors, such as regulators, IoT manufacturers, organizations deploying them, and users,
we derive implications for them to support ongoing and future governance efforts. As
expectations are heterogeneous but still crucial as a general benchmark for legislation,
the findings underscore the importance of grounding legal concepts such as “reasonable
expectations” in empirical evidence, providing a bridge between user perspectives, man-
ufacturer practices, and regulatory aims. By clarifying how security is understood and
expected in real-world contexts, this work contributes to more effective governance and
a more trustworthy foundation for the connected technologies that increasingly shape
modern life.



SAMENVATTING

Door de snelle groei van het internet der dingen (IoT) worden fysieke objecten en tools
steeds meer gecomputeriseerd. Producten zoals huishoudelijke apparaten, auto’s, in-
dustriële machines en medische apparatuur zijn nu uitgerust met sensoren, software
en netwerkverbindingen die nieuwe vormen van automatisering en data-uitwisseling
mogelijk maken. Hoewel deze ontwikkelingen gemak en efficiëntie beloven, brengen
ze ook nieuwe risico’s met zich mee. Zwakke beveiligingscontroles, onvoldoende pri-
vacywaarborgen en ontoereikende ondersteuning na het in de handel brengen hebben
herhaaldelijk geleid tot inbreuken, surveillance-incidenten en grootschalige cyberaan-
vallen. Omdat IoT-systemen zich steeds verder verspreiden, reiken de gevolgen van deze
kwetsbaarheden verder dan individuele gebruikers of bedrijven en hebben ze ook gevol-
gen voor kritieke infrastructuren en de samenleving als geheel.

De toenemende beveiligingsuitdagingen van het IoT weerspiegelen een structurele
onbalans in de markt. Consumenten beschikken doorgaans niet over de informatie of
technische capaciteiten om de beveiliging van een product te beoordelen of te beïnvloe-
den, terwijl fabrikanten weinig stimulans hebben om hieraan voorrang te geven boven
functies of kostenefficiëntie. Om dit aan te pakken, voeren overheden, met name binnen
de Europese Unie, steeds vaker wetgeving in die voorschrijft hoe de beveiliging in het
IoT-ecosysteem moet worden opgebouwd, onderhouden en gehandhaafd. Belangrijke
initiatieven in dit verband zijn de Cyber Resilience Act (CRA) en de gewijzigde Product
Liability Directive (PLD), waarin expliciet de nadruk wordt gelegd op de verwachtingen
van gebruikers als maatstaf voor het bepalen van naleving en verantwoordelijkheid.

Het concept van redelijke verwachtingen van gebruikers is daarom centraal komen
te staan in de regelgeving voor IoT-producten. Het biedt een flexibele wettelijke norm
om te beoordelen wat gebruikers terecht kunnen verwachten met betrekking tot de vei-
ligheid en beveiliging van hun apparaten. Ondanks de prominente plaats in nieuwe
wetgeving bestaat er echter geen overeengekomen methode om te bepalen wat deze
verwachtingen precies zijn. Rechtbanken kunnen rekening houden met factoren zoals
gangbare praktijken in de sector of productmarketing, maar empirisch bewijs van wat
gebruikers zelf in de praktijk verwachten, is schaars. Dit zorgt voor onzekerheid bij
zowel regelgevers als fabrikanten, die deze verwachtingen moeten interpreteren en er-
naar moeten handelen lang voordat er jurisprudentie ontstaat. Tegen deze achtergrond
is de overkoepelende onderzoeksvraag die als leidraad voor het werk dient: Wat zijn de
verwachtingen van gebruikers met betrekking tot preventieve en reactieve beveiligings-
maatregelen voor IoT-apparaten?

Om deze onderzoeksvraag te beantwoorden, onderzoekt dit proefschrift de verwachtin-
gen van gebruikers in verschillende stadia van de levenscyclus van IoT-apparaten: wan-
neer er beveiligings- of privacyincidenten plaatsvinden, hoe deze gedurende de levens-
duur van het apparaat worden voorkomen en wanneer apparaten in organisatorische
omgevingen worden gebruikt. De studies koppelen deze verwachtingen aan de bredere
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regelgevingsconcepten van productaansprakelijkheid en productconformiteit, en lev-
eren bewijs dat zowel het beleid als de praktijk in de sector kan informeren.

Hoofdstuk 2 richt zich op verwachtingen in de context van reactieve beveiliging,
met name wat gebruikers verwachten dat er gebeurt wanneer zich een incident voor-
doet met een consumenten-IoT-apparaat. Aan de hand van een grootschalige enquête
met systematisch gevarieerde scenario’s wordt onderzocht hoe de verwachtingen ver-
schillen naargelang het type apparaat, het soort incident en de reacties van fabrikanten
en gebruikers. Uit de resultaten blijkt dat consumenten over het algemeen vinden dat
fabrikanten in zekere mate verantwoordelijk zijn voor het oplossen van beveiligingsin-
cidenten, maar ook onzeker zijn of fabrikanten daadwerkelijk zouden reageren op pri-
vacygerelateerde incidenten en wat de gebruiker idealiter zou moeten doen. Belangrijk
is dat de studie onderscheid maakt tussen normatieve verwachtingen (wat gebruikers
denken dat er zou moeten gebeuren) en redelijke verwachtingen (wat zij realistisch vin-
den), waardoor een empirische basis wordt geboden voor de juridische interpretatie van
redelijkheid in productaansprakelijkheidszaken.

Hoofdstuk 3 verschuift de aandacht naar preventieve beveiliging door te onderzoeken
wat de verwachtingen van gebruikers zijn met betrekking tot de gebruiksduur van IoT-
apparaten en de duur van beveiligingsupdates. Deze inzichten zijn direct relevant voor
de CRA, die beveiligingsondersteuningsverplichtingen koppelt aan de verwachte lev-
ensduur van het product. Op basis van enquêtegegevens uit meerdere Europese lan-
den analyseert het de verwachtingen van consumenten ten aanzien van de levensduur
van IoT-apparaten en de daadwerkelijke gebruiksduur, en hoe deze verwachtingen wor-
den beïnvloed door de aard van het apparaat en individuele verschillen. Uit de resul-
taten blijkt dat gebruikers doorgaans een langere levensduur en ondersteuningsduur
verwachten dan wat fabrikanten momenteel bieden, wat wijst op een discrepantie tussen
marktpraktijken en maatschappelijke verwachtingen.

Hoofdstuk 4 breidt de analyse uit naar het organisatorische domein door gekop-
pelde medische apparaten te onderzoeken, een kritische en sterk gereguleerde subgroep
van het IoT-ecosysteem. Aan de hand van semi-gestructureerde interviews met technici
van medische apparatuur, medisch fysici en fabrikanten van apparatuur onderzoekt de
studie hoe deze apparaten in de praktijk worden onderhouden en gepatcht en wat de
verwachtingen van belanghebbenden zijn met betrekking tot de beveiliging van deze ap-
paraten. Het benadrukt de complexe coördinatie tussen belanghebbenden, de technis-
che en regelgevende belemmeringen voor tijdige updates en de hoge kosten van voort-
durend onderhoud van de beveiliging. Zelfs in deze gereguleerde omgeving constateert
het onderzoek aanhoudende uitdagingen bij het afstemmen van de verwachtingen en
verantwoordelijkheden van belanghebbenden, wat illustreert hoe systemische en organ-
isatorische factoren de haalbaarheid van het handhaven van beveiliging in de loop van
de tijd bepalen.

Al met al onderzoekt het proefschrift de verwachtingen van gebruikers met betrekking
tot reactieve en preventieve IoT-beveiliging, die is gebaseerd op een relatief jonge en
snel veranderende markt. Als zodanig blijven de verwachtingen van gebruikers op dit
gebied, die juridisch relevant zijn in de komende EU-wetgeving, empirisch onduidelijk.
Door onderzoek te doen naar consumenten, ziekenhuizen die medische IoT-apparaten
gebruiken en fabrikanten van medische apparatuur, hebben we geconstateerd dat de
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verwachtingen ten aanzien van IoT-beveiliging uiteenlopen, afhankelijk zijn van de con-
text en vaak verder gaan dan de maatregelen die momenteel worden genomen. Aangezien
het beveiligen van het diverse IoT-ecosysteem een governance-taak is voor een reeks
verschillende actoren, zoals regelgevers, IoT-fabrikanten, organisaties die deze appa-
raten gebruiken en gebruikers, leiden we hieruit implicaties af voor hen om lopende en
toekomstige governance-inspanningen te ondersteunen. Aangezien de verwachtingen
heterogeen zijn, maar toch cruciaal als algemene benchmark voor wetgeving, onder-
strepen de bevindingen het belang van het baseren van juridische concepten zoals “re-
delijke verwachtingen” op empirisch bewijs, waardoor een brug wordt geslagen tussen
het perspectief van de gebruiker, de praktijken van de fabrikant en de doelstellingen
van de regelgever. Door te verduidelijken hoe beveiliging in de praktijk wordt begrepen
en verwacht, draagt dit werk bij aan effectiever bestuur en een betrouwbaarder funda-
ment voor de verbonden technologieën die het moderne leven in toenemende mate vor-
mgeven.





1
INTRODUCTION

A growing number of physical objects around us are becoming increasingly network-
connected. With smaller and more advanced hardware components such as Microcon-
troller Units, sensors, and actuators, products like home appliances, medical devices,
cars, or industrial machinery can be connected to other devices and networks, such as
the Internet. This enables functionalities not possible before, such as remote monitor-
ing, predictive maintenance, real-time data analytics, and automated control. Together,
these interconnected systems form the Internet of Things (IoT), “the network of devices
that contain the hardware, software, firmware, and actuators which allow the devices to
connect, interact, and freely exchange data and information” [171]. The IoT ecosystem is
proliferating rapidly, and it is expected to follow this trend in the upcoming years: it has
been estimated that by 2030, 40 billion IoT devices will be online [214], with an estimated
annual growth in market volume of 10% [216].

This increasing connectivity of things also introduces novel risks for users, organi-
zations, and society at large. Security and privacy threats have been an inherent part of
the realm of computers, but now also apply to a larger number of products used ubiqui-
tously and running critical infrastructure, as they increasingly become computers. How-
ever, security measures for IoT devices have been repeatedly reported to be lacking, such
as insufficient access control [131], lacking encryption [175], or vulnerable companion
applications on IoT users’ smartphones [163]. As the IoT market is driven by fast inno-
vation cycles and short development times, security and privacy have frequently been
reported to be an afterthought during development, as features and usability are pri-
oritized [47, 126]. Crucially, to keep IoT devices secure, risks need to be managed and
mitigated where needed well after the product has been put onto the market, as once
devices are not supported in this way and are considered "end of life", they can quickly
become vulnerable [253].

Insufficient security and data protection measures in IoT devices led to real harm,
such as users being spied upon [55, 201, 252], abuse and harassment in romantic rela-
tionships [28, 222], financial crimes [215], or IoT devices being used as entry-points into
organizational networks[41, 118, 254]. A further malicious application of IoT devices
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commonly observed in the wild is the formation of botnets consisting of thousands of
infected IoT devices to run distributed denial of service attacks (DDoS) [42, 126, 207].
Due to the large volume of devices and their simultaneous requests to the target system,
botnets can overwhelm network infrastructure, such as websites of public services, thus
rendering them inaccessible for legitimate visitors. Recent reports highlight the signifi-
cant role of compromised consumer IoT devices in DDoS attacks with record-breaking
volume [129, 261]. Thus, the sheer number of actively connected IoT devices that can
become vulnerable to such malware over their lifetime poses a significant risk to the
network infrastructure that our society relies on.

It has been argued that lacking IoT security signals a market failure [31, 204, 250],
where users are left in a poor position to manage security for themselves, and manufac-
turers lack incentives to develop more secure products. Users usually face information
asymmetry, where they cannot know what security or data collection properties a given
IoT device has, a lack of usable device settings to be able to opt for secure or privacy-
preserving options, or no way of diagnosing if a device has been attacked or how to fix
it [27]. Manufacturers, on the other hand, have been lacking incentives to incorporate
stronger security into their products, as well as guidelines and regulations that describe
how to reach a certain level of security for IoT devices. As a result, security has often been
termed an afterthought during product development [47, 205], and the assumption of in-
formed consumer choice during purchase cannot hold if they do not have access to the
relevant information on the product’s security properties. Thus, externalities in the form
of societal security risks are likely to persist in this market dynamic, as manufacturers
lack incentives to design more secure products and users lack the information and tools
to manage security independently, if needed.

In cases of market failures, government interventions are commonly called for [200,
204], usually involving the design and enforcement of legislation. However, legal instru-
ments to define and enforce requirements for IoT device security have generally been
lacking so far. In the related domain of product safety, two legal concepts are used to pre-
vent or navigate products failures and define legal responsibilities: product conformity,
which refers to the product meeting a set of minimum legal or technical requirements
to prevent harm; and product liability, which defines the legal responsibility of the in-
volved parties (usually the manufacturer, seller, and/or user) for harm caused by a de-
fective product after it has been placed on the market. Applied to IoT security, this would
mean that an IoT device needs to comply with a certain set of security requirements to
conform to the law, and that there is a legal process in place to assess and enforce who is
liable for any damage caused by poor security. However, traditional product conformity
and liability regimes do not translate well to security, as they have been built around the
idea of a physical good whose safety characteristics can be assessed once, at the point of
manufacture, against a relatively stable set of hazards. In security, however, vulnerabil-
ities, threats, and the technical "state of the art" are ever-changing and require ongoing
post-market monitoring. Furthermore, harm in this context is often more intangible
and difficult to measure than physical harm resulting from safety defects. Consequently,
neither regulators nor users, be it consumers or organizations, have robust assurances
or tangible legal or technical levers to demand or enforce meaningful security in IoT de-
vices.
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To address this state of the market, policy initiatives aiming at regulating IoT device
security have accelerated rapidly in recent years. One of the strongest regulatory pushes
comes from the European Union, which is implementing legislation specifically target-
ing product conformity [230, 243] and liability [242] for security. Due to the complex
and dynamic nature of this domain, legislation needs to be flexible enough to account
for the contextual intricacies of a given case and avoid requirements that might be too
rigid for IoT manufacturers to implement effectively. This legal degree of freedom often
manifests in legislative texts as a reference to users’ or consumers’ "reasonable" expec-
tations [61, 91, 195]. In these cases, the expectations of the public at large, such as those
of users, serve as a baseline for legal interpretation in the courts to determine what is
"reasonable" in the given context. There is no standardized methodology provided for
determining this baseline, and it is defined by the courts for the specific case at hand.

User expectations are also a crucial component of emerging product security leg-
islation. The Cyber Resilience Act refers to the expectations of users as a benchmark
for what is a reasonable post-market support duration to uphold products’ conformity
to the law’s requirements [243], and the Product Liability Directive takes expectations
as a benchmark for what security a user can be entitled to expect in determining lia-
bility [242]. However, as the reasonableness of an expectation is defined by the courts
on a case-by-case basis, this implies that cases actually reach a court for a judge to de-
cide on what constitutes a reasonable or unreasonable expectation. This leads to uncer-
tainty for actors who must make decisions based on this abstract legal notion, as rele-
vant precedents from case law may be lacking, and going to court may constitute a legal
and financial risk. For instance, manufacturers of IoT devices and market surveillance
authorities enforcing the recent and upcoming regulations require a tangible and joint
understanding of users’ expectations regarding IoT security, so they can consider this in
their decision-making during product design, compliance activities, and, in the case of
authorities, enforcement of the law. It further leads to persistent uncertainty for users
of IoT devices regarding their rights and obligations, as their "expectations" could mean
many things.

In sum, the market for IoT devices is currently undergoing a transitional phase to-
wards stricter security regulations. However, the key concept of user expectations re-
garding security remains uncertain in this complex market condition.

1.1. BACKGROUND
This section presents relevant academic work on the past and current state of security in
the IoT market, with a focus on users and manufacturers. It then delves into interven-
tions and initiatives from governance to tackle market failures in this domain. Section
1.1.1 summarizes empirical research about the position users have been in regarding
IoT security. It examines their perspectives, lived realities, and expectations to better
understand the user’s assumed and de facto role in securing IoT devices. Section 1.1.2
then examines research on manufacturer practices and perspectives regarding IoT prod-
uct security to highlight internal processes, incentive structures, and market dynamics
under which they are operating. Finally, Section 1.1.3 presents ongoing legislative devel-
opments related to IoT security and privacy, and how the concept of consumer expecta-
tions is woven into it.
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1.1.1. THE USER’S ROLE IN IOT SECURITY AND PRIVACY

Users of IoT devices commonly face a multitude of challenges when purchasing, con-
figuring, using, and disposing of these products, as well as navigating potential security
and privacy risks and incidents. This contributes to a persistent state of IoT vulnerability,
as secure usage and configuration, like regularly installing updates or changing default
passwords, can have a direct effect on devices’ level of security. Indeed, a large portion
of the responsibility for ensuring security throughout the devices’ lifecycle has been pre-
dominantly with the user so far, as they have been assumed to actively engage in such
behaviors, often without being provided with usable tools and information on how to do
so.

During purchase, users usually face inconsistent or incomplete information about
security and privacy-related product characteristics, such as how and for how long it will
receive security updates from the vendor, which security measures are implemented
in the device, or how device data flows and is used [25, 81, 104, 196, 198]. Thus, the
consumer IoT market was coined a “market for lemons”, as product complexity and in-
complete information lead to an information asymmetry between buyer and seller [90].
While disclosure of IoT product security is thus often piecemeal, prior research suggests
that consumers exhibit a preference for stronger security and privacy measures in IoT
devices [73, 160, 164], and are willing to pay a premium for this [24, 72, 95, 250]. An
approach commonly proposed to combat information asymmetry during purchase is
IoT product security labels [70, 73, 124, 160]. Labels can provide potential buyers with a
summary of key privacy and security attributes, either in binary (e.g., seals of approval),
graded (e.g., ordinal scales reflecting the degree of security), or descriptive (listing and
describing security properties) formats. IoT security and privacy labels are actively de-
ployed or planned in several countries, such as Singapore [180], the UK [109], Germany
[83], and the USA [80]. While consumers seem willing to pay more for devices with bet-
ter security, thus being an incentive for manufacturers to signal this with a label, several
challenges in rolling out product labels have been reported. For instance, doubts if a la-
bel can accurately reflect the security characteristics of a device [89] and difficulties for
end users in interpreting the varying technical label attributes, like misinterpreting the
end of update support given on the label as an expiry date of the product [21, 70, 109].
Furthermore, labeling schemes are largely voluntary for manufacturers to add to their
products (as in, e.g., the USA or Germany), and their effectiveness in swaying consumers
towards more secure options remains empirically unclear.

Also during operation, that is, after IoT devices have been purchased, users com-
monly face limited insight into and control over their devices’ security and privacy prop-
erties. This is despite repeated empirical findings that their concerns regarding security
risks are high [44, 105, 262]. A lack of control is often caused by missing or limited user
interfaces and missing or difficult to find security and privacy settings [44], the "notice
and choice" paradigm of privacy policies [147], and inconsistent or misleading advice on
how to manage security and privacy of IoT devices [16, 25, 244, 245]. One line of research
proposes to improve insights and control for home users with dashboards [4, 39, 137],
where one user interface summarizes connected consumer IoT devices and visualizes
data flows. However, this approach assumes users’ willingness and ability to actively
monitor and manage all their IoT devices, rendering them their own system administra-
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tor, which arguably moves the burden of ongoing risk monitoring to them. As prior work
also reports on gaps in users’ mental models about their devices’ security [5, 262], this
approach seems unfeasible, especially if the number of connected devices in a house-
hold rises.

Installing the latest security updates is generally considered best practice for users to
mitigate risks, as also widely advised by governments to consumers [244, 245]. Indeed,
installing patches often constitutes one of the only available controls for users to ac-
tively approach security [104]. However, empirical work suggests that a plethora of chal-
lenges and uncertainties makes this difficult for users, such as lacking clarity regarding
updates’ purpose and methods of delivery [104], common bundling of security updates
with feature updates, which introduces the tradeoff for users between having to accept
undesired functional changes to the device in order to receive the latest security update,
or users’ uncertainty regarding the implications of the end of update support and if this
would lead to increased security risks [70, 102, 103]. Thus, significant challenges also
exist for this key preventive user security behavior.

Beyond prevention, options for remediating from security and privacy incidents are
limited and difficult to predict for users. When faced with potential security and privacy
incidents, there is no clear path to resolution. Detecting that a device is compromised or
data is shared illicitly is difficult, if not impossible, for users, as there are usually no di-
rect feedback or diagnostic tools available [201, 224]. Even when directly notified, prior
work highlights that it is difficult for users to implement the necessary and sometimes
technically complex steps to remediate [27]. Thus, in the face of potential security risks
or incidents, users often seek informal advice from others [10, 111, 173], attempt ad-hoc
technical solutions themselves [87, 105], stop using devices altogether [27, 201, 224], or
simply continue usage due to a perceived low risk [123, 262]. Partly due to this lack of
options and dependency on device manufacturers, prior research has also documented
a general resignation among users when it comes to security and privacy of their de-
vices [101, 210]. When reaching the end of the device use time, users are furthermore
prompted to remove their usage data from the device to avoid leakage of potentially
sensitive information, such as credentials like passwords. However, prior research found
that IoT devices generally hold more data than users expect, with only half of users re-
porting removing data before disposal. Moreover, the majority of data on devices studied
was saved in plain text, and disposal methods like overwriting and device resetting often
did not ensure effective data removal [140].

In sum, the current status quo largely requires users of IoT devices to manage their
devices’ security and personal information to an unrealistic extent. Actual tools and op-
tions provided to them to do so are limited across the entire device lifespan: from an
informed purchase decision, to secure usage, and up to the device’s end of life and data
disposal. However, when being queried directly, users see the responsibility for securing
smart devices as being shared across themselves, device manufacturers, and the govern-
ment [101]. Thus, a gap appears to exist between users’ expectations and the current
state of IoT device security, as well as a lack of clear distribution of legal responsibilities
among stakeholders to ensure effective risk mitigation.
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1.1.2. IOT DEVICE MANUFACTURERS’ PERSPECTIVES AND PRACTICES

To understand the current state of security in the IoT market in the context of loom-
ing regulations, an inside perspective on IoT manufacturers is required to understand
processes, priorities, and challenges when designing, producing, selling, and maintain-
ing their products. Previous research examines how manufacturers integrate security
and privacy into their products during development, revealing a complex, multi-layered
process. Previous work has studied "security by design": e.g., by supporting develop-
ers with more usable tools and feedback mechanisms to implement security solutions
into products, as developer tools have been frequently reported to have shortcomings
and implementation challenges [9, 221, 256]. While easing the way for developers to fol-
low more secure practices is an important step, other challenges for manufacturers have
been reported that seem more systemic in nature and thus require different approaches
than improving tooling.

For instance, previous empirical work with IoT manufacturers noted that implement-
ing security incurs considerable costs for the organization. This included adopting more
secure hardware components [227], maintaining security of devices over time (e.g., with
security patches) [45], or certifying products according to security standards [145]. Thus,
security is often subject to internal budget negotiations across different departments,
such as security teams, product teams, or management. As successful security outcomes
are difficult to quantify, such budget discussions were reported to be non-trivial during
development for security teams [227], thus requiring active backing from management
and a security-focused organizational culture [169]. Prior work also found that teams
that could collaborate and contribute to more usable security for IoT users, that is, User
Experience (UX) Design and product security teams, did not usually do so, as UX and se-
curity were considered entirely unrelated and did not share compatible processes [43].
Further challenges in incorporating security more thoroughly in development was re-
ported a lack of expert personnel with the relevant skills [145, 227] and the process of
integrating hard- and software components from downstream suppliers, as IoT manu-
facturers would have to rely on these components’ respective interface’s compatibility
and usability to integrate into the product together with components from other ven-
dors [227] as well as their timely fixing of vulnerabilities by the original supplier [45].

A further major theme from IoT manufacturer-focused research is the role of stan-
dardization and regulation. Standards and regulatory compliance were one of the domi-
nant drivers for manufacturers to implement security into products in sectors and situa-
tions where legislation was already in place. For connected medical devices, compliance
was one of the main drivers for developers to follow security practices [255], as was the
case in the automotive and financial sectors, where standards and legislation such as
UNECE Regulation No. 155 [82], and GDPR [231] defined security and privacy processes
during development and maintenance [227]. Furthermore, Chalhoub et al. [43] found
that for smart security camera manufacturers, a sector with substantially less regula-
tory pressure than medical devices or cars, User Experience designers worked together
with legal departments to provide users with better interfaces for data sharing options
in the context of GDPR. As seen earlier, security and UX teams did not collaborate to de-
liver intuitive interfaces for security features, thereby highlighting the potential impact
of legislation (in this case, GDPR) on the design of user-facing technology.
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While regulations with mandatory requirements are a strong driver to force manu-
facturers to incorporate security and privacy more thoroughly into their products, a lack
of policy, specifically in the form of inconsistent or vague standardization, is commonly
reported to be a major challenge for the industry. Practitioners highlighted a lack of
consistent and actionable standards for securing IoT devices, as existing standards were
often vague, not providing an actionable process for doing this, or even lacked a clear
conceptualization and definition of IoT security, thus contributing to a "wild west" sce-
nario, where practices were ad-hoc and highly heterogeneous [169, 227]. Furthermore,
this makes it difficult for manufacturers to find a shared language with their customers,
other businesses, or consumers, to convince them that their security is "good enough".
However, Mandal et al. [145] report that while standards might be fragmented and vague,
their absence actually led to a neglect of security during development, thus highlighting
how the mere existence of security standards can improve it due to developers consider-
ing it earlier in development. In the same study, practitioners also highlighted how the
lack of any mandatory regulation behind a standard disincentivizes developers to use
them. Thus, industry professionals [45, 145, 227], authors of the previously presented
work [45], and policymakers [245] have repeatedly called for more comprehensive, con-
crete, and legally binding regulations and guidelines to provide clear requirements for
IoT products and predictable and actionable processes for manufacturers to implement
security.

1.1.3. REGULATORY DEVELOPMENTS IN IOT SECURITY

As sections 1.1.1 and 1.1.2 have outlined, the market for IoT devices has been plagued
by a plethora of security challenges, including transparency issues for users and a lack
of incentives and workable guidelines for manufacturers. Further complicating matters,
existing laws governing the security of IoT products have been lacking. From a preventa-
tive (or ex-ante) perspective, product conformity legislation was missing to bring IoT se-
curity to a certain baseline level by defining legally binding requirements that these sys-
tems need to comply with in order to be sold, so that the likelihood of adverse outcomes
is reduced. From a reactive (ex-post) perspective, product liability laws and schemes
were missing to define legal clarity for responsibilities in case (vulnerable) IoT devices
were involved in causing harm. Thus, if IoT devices were attacked or personal user data
compromised, there was often no legal clarity on which actors were responsible for pre-
vention and remediation, and to what extent.

However, policy responses to regulate the IoT device market more thoroughly have
been developing rapidly to catch up. The last years mark a substantial acceleration of cy-
bersecurity governance in the IoT space, with dozens of new regulations and standards
being written, implemented, and enforced. This growing response from policymakers
translates into legislative initiatives that define legally binding obligations, going beyond
previous voluntary approaches, such as product labels, optional certification, or indus-
try guidelines. While legislation in this space develops dynamically in many regions, like
Asia [98, 158, 180] and North America (e.g., the U.S. Cyber Trust Mark [80] or the IoT
Cybersecurity Improvement Act [1]), this section will focus predominantly on the Euro-
pean region (including the UK), as one of the most active and influential regions globally
in terms of regulation [29].
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For IoT devices in general, the EU Radio Equipment Directive (RED), a directive aimed
at all products with communication capabilities via radio (e.g., Wi-Fi, Bluetooth, cellu-
lar) was extended via a Delegated Act in 2022 to add essential cybersecurity requirements
for IoT devices, such that they must not harm communication networks or misuse net-
work resources, include safeguards for personal data and user privacy, and resist fraud
[230]. Manufacturers will need to implement measures to ensure these requirements for
products placed on the European market by August 2025 to receive the RED CE mark
and be able to sell their devices in the European Union. Similarly, the UK has passed the
Product Security and Telecommunications Infrastructure (PSTI) Act in 2022 [229]. It has
been in force since 2024 and requires manufacturers, importers, and/or distributors of
"consumer connectable products" to meet minimum security requirements, such as not
integrating default or easy-to-guess passwords or disclosing information on security up-
date support duration. Manufacturers must self-attest that their products comply with
these requirements and provide the required documentation, which must be verified by
sellers and distributors in the UK. Furthermore, in both the EU and the UK, the General
Data Protection Regulation (GDPR) applies to any IoT device or service handling per-
sonal data[231]1. It imposes rules on data processing, consent, and the security of per-
sonal data, with IoT manufacturers and service providers having to ensure privacy-by-
design in their devices, meaning minimization of and informing users on data collection
while also keeping them in control of their data.

More recently, the EU Cyber Resilience Act (CRA) was adopted in 2024 and is sched-
uled to take effect in 2027 [243]. It applies to all "products with digital elements" and
is arguably the largest security-related product legislation in the EU to date. It marks
a significant shift by establishing mandatory, horizontal cybersecurity requirements for
all products with digital elements placed on the EU market, including most IoT devices
and components thereof. The CRA’s EU-wide horizontal nature contrasts with directives
such as the RED, which require transposition into national law. The CRA introduces
a range of obligations for manufacturers, who will have to ensure security is incorpo-
rated into IoT devices’ design, production, operation, and maintenance (“security-by-
design”), with potential security risks to be monitored and mitigated (e.g., with security
updates). Crucially, vulnerabilities will need to be monitored and mitigated if needed
throughout the entire expected lifetime of the product, thus introducing a strong focus
on post-market surveillance and on the upkeep of security measures over time. When
defining the expected lifetime of a product type, manufacturers must consider the ex-
pectations of users, as well as the nature of the product and any relevant union laws.
The CRA thus raises accountability and responsibility for the manufacturers of IoT de-
vices and all products with digital elements, by directly connecting the lifetime dimen-
sion with society’s (i.e., users’) expectations. To ensure practicable and streamlined pro-
cesses for manufacturers, the CRA will be supplemented by a range of standards [49], as
well as the Cybersecurity Act [234], which introduces an EU-wide horizontal certification
scheme for all products within the EU [50].

While the CRA, RED, and PSTI primarily pertain to product conformity, i.e., the mini-
mum requirements a product must fulfill, liability resulting from security or privacy inci-

1With the UK currently using the UK-GDPR as well as the Data Protection Act 2018 https://www.gov.uk/
data-protection

https://www.gov.uk/data-protection
https://www.gov.uk/data-protection
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dents is now also increasingly targeted by legislation. The EU Product Liability Directive
(PLD)[242], originating in 1985, has been updated and subsequently adopted in 2024 to
account for liability for modern technologies. Software, digital services, and AI-enabled
products are now also included in the definition of a "product". The Directive’s defini-
tion of damage now also includes the destruction or corruption of data and damage to
psychological health. As successful attacks on vulnerable IoT devices, such as cameras
or baby monitors, can have a psychological impact [201], this could now be considered
damage under the PLD. Products can furthermore be considered defective where they do
not "provide the safety that a person is entitled to expect or that is required under Union
or national law", where all circumstances of the product will be considered when deter-
mining if it was defective. Crucially, this list of circumstances includes cybersecurity re-
quirements from the regulations previously mentioned, namely the CRA, RED, or GDPR.
Manufacturers can also be held liable if the product’s defectiveness stems from new up-
dates (i.e., introducing the defectiveness) or vulnerabilities that the manufacturer has
failed to patch with "software updates or upgrades necessary to maintain safety". Also,
a product can be considered defective by courts if the claimant "faces excessive difficul-
ties, in particular due to technical or scientific complexity, in proving the defectiveness
of the product(....)", thus shifting the burden of proof away from, e.g., a user having dif-
ficulties to "proof" a software vulnerability in their device led to damages, and making
it easier for them to win claims. EU member states must implement the new PLD into
their national laws by December 2026; products sold before this date will still fall under
the previous liability directive.

Beyond these more horizontal pieces of legislation, sector-specific regulations apply
to specific types of IoT devices used in organizational settings, such as industrial ma-
chinery, medical devices, or naval vessels. Medical devices are a prominent example of
products that are increasingly connected and thus part of the Internet of Things, while
being considered critical infrastructure. As such, they are regulated under their own um-
brella legislation and are procured and deployed by organizations (usually healthcare
delivery organizations) and not by consumers. Medical devices are regulated under the
Medical Device Regulation (MDR) or In Vitro Diagnostics Regulation (IVDR), depending
on the use case [232, 233]. As summarized in the official EU’s medical device guidance
on cybersecurity [238] , security is considered part of device safety, with connected med-
ical devices required to be designed and manufactured to prevent unauthorized access
and manipulation, requiring a continuous risk-management process to monitor and re-
duce arising risks to patient safety (such as a new software vulnerability). Changes to the
system, such as security updates, need to be verified and validated to ensure continuous
device performance and safety. Furthermore, hospitals and manufacturers of connected
medical devices in the EU are governed under the Network and Information Security Di-
rective (NIS2), which mandates such providers of critical infrastructure to implement
security risk management in their infrastructure and to report significant incidents to
authorities[240].

Taken together, a large corpus of newly drafted and updated legislation targeting
product security highlights the broader shift in EU policy to treat security as a central
pillar for the EU’s digital future [51].

Crucially, reasonable user or consumer expectations as a concept are used through-
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out this legislation. The CRA refers to reasonable user expectations as a benchmark for
determining expected use times (and thus, support durations) for product categories
[243]. The Product Liability Directive ties the safety (here, security) measures that a prod-
uct should contain to what "a person is entitled to expect". Other examples of product
legislation with references to reasonable expectations can be found in the Digital Ser-
vices and Goods Directive [236] and the General Product Safety Regulation [241], high-
lighting the widespread use of this concept in EU law to determine which requirements
a product should legally fulfill. The concept of reasonable user expectations remains ab-
stract in nature to keep the legislation adaptive and flexible. This has been termed the
"open texture" [110] of law to preserve judicial discretion for the courts to handle the
complexity of real-world scenarios and avoid being too rigid to account for the sheer
heterogeneity of modern digitally-driven products.

1.2. RESEARCH GAPS
Reasonable user expectations are an inherently abstract and context-dependent con-
cept that is defined in the courts on a case-by-case basis. As such, legislation does not
provide a clear methodology for assessing it. Geiregat [91] notes that there are many
potential sources to define expectations in court, ranging from the law itself (e.g., se-
curity expectations shaped over time by laws) to what the market offers (i.e., expecta-
tions based on similar products or from product marketing). Thus, an empirical lens on
user expectations and common security practices can provide insights for implement-
ing security-related regulations in practice, without having to wait for lawsuits and court
precedents.

However, empirical work on user expectations in a legal context is scarce. Prior re-
search on user expectations surrounding IoT security has predominantly considered ex-
pectations as a normative construct, that is, as the preferences of users [162, 212, 220].
This includes a wide range of different user preferences, such as security [220, 263] and
privacy [15, 146] features wanted for IoT devices, security concerns users would want a
solution for [44, 105, 262], desired update support durations for IoT devices [160, 164],
or which actors should ideally take on responsibility for IoT devices’ security and privacy
[101]. This line of research typically does not conceptualize users’ expectations as a legal
construct and therefore does not analyze them within a legal context. While it provides
valuable insights into users’ wishes and needs for user-centric security solutions and for-
mulates policy recommendations based on empirical results, the studies and measured
normative expectations are not explicitly framed as a legal concept and are not directly
tied to rights or obligations outlined in legal texts. Thus, previous work studying user ex-
pectations largely remains limited in its legal implications, while section 1.1.3 highlights
the salient role of user expectations in product conformity and liability legislation for
IoT device security. For instance, the studied construct of normative user expectations
does not fully capture the legal concept of expectations, as they also have to be "reason-
able". A claimant might argue in court that they expected (i.e., wanted) military-level
encryption and 30 years of patch support for a low-cost smart light bulb, which is likely
a normative expectation, but perhaps not a reasonable one in the eyes of the judge.

Furthermore, the vast amount of prior empirical user research on IoT security has
been conducted in the space of consumer products, taking the user or consumer per-
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spective (e.g., [72, 103, 144, 162, 202, 215, 220, 263]). However, research that takes the
perspective of stakeholders engaged in organizations using IoT products and that ex-
plores domains beyond consumer-focused IoT remains sparse. Security-related product
legislation also applies to a vast number of IoT products used in organizational settings,
such as enterprise IT environments, critical infrastructure, or industrial IoT. Thus, it also
relates to stakeholders’ expectations within these organizational settings, which oper-
ate under different technical, regulatory, and contractual conditions than consumers.
For instance, the healthcare sector operates an increasingly larger infrastructure of con-
nected medical devices, and previous literature that positions empirical findings about
these devices and their security within the regulatory landscape is lacking, as it mostly
focuses on the topic through the lenses of traditional IT (i.e., non-IoT) infrastructure [65–
67], security challenges and risks at hospitals in general [7, 52, 69, 100, 120, 151, 247], or
legal analysis [141].
In sum, this work addresses the following gaps in the previous literature.

1. We lack empirical insights into the user expectations in case of emerging security
incidents for IoT devices and possible responses in the context of product liability.

2. We lack empirical insights into the user expectations of preventative security mea-
sures in IoT devices and how long they will be upheld in the context of product
conformity.

3. We lack empirical insights into stakeholder expectations and practices regarding
IoT device security in organizational settings, such as the healthcare sector.

1.3. RESEARCH OBJECTIVE AND QUESTION
The overarching objective of this dissertation is to empirically assess user expectations
of security at different stages of the IoT device lifecycle. With rapidly evolving and young
technologies like the Internet of Things and cybersecurity, it remains nebulous what so-
ciety, whether it be consumers or organizations, expects, let alone what might be "rea-
sonable". The law does not provide a benchmark or methodology to determine this.
Thus, this dissertation examines expectations regarding responding to emerging security
and privacy vulnerabilities and incidents in the context of product liability (reactive se-
curity, Chapter 2), as well as expectations regarding the ongoing care of IoT devices over
their lifespan to prevent incidents, that is, in the context of product conformity (preven-
tative security, Chapter 3). As "users" not only refers to consumers, but also stakehold-
ers in an organizational capacity who maintain and use them, this work also assesses
practices and expectations regarding the reactive and preventive security of connected
medical devices over their lifespan in an organizational setting (Chapter 4).

Furthermore, this work aims to empirically examine user behaviors and practices re-
garding IoT security to relate them to measured expectations, gain insights into common
behavior among actors in the current market, and contrast them with legal provisions.
Specifically, Chapter 2 also studies users’ own experiences with and responses to secu-
rity incidents, Chapter 3 considers users’ IoT device use times and security mitigation
actions, and Chapter 4 assesses stakeholders’ patching practices at healthcare-delivery
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organizations. In this way, the empirical lens sheds light on actual practices and estab-
lishes instances of real-world context to understand what might be considered "reason-
able" and how current practices relate to the regulatory provisions. In doing so, it aims
to inform ongoing discussions and developments in policy and industry regarding IoT
security legislation by reducing uncertainty surrounding the concept. Key actors in the
market require a workable interpretation and approach today, as waiting for potential
precedents from future case law is infeasible. For instance, IoT manufacturers need to
plan for compliance with upcoming legislation, such as the CRA, and market surveil-
lance authorities enforcing the law require an actionable understanding of what users
expect to use it as a criterion for market oversight.
This dissertation thus pursues the overarching research question:

What are users’ expectations regarding preventive and reactive security
measures of IoT devices?

This overarching research question is addressed by three different studies presented in
the following chapters. Each study focuses on different sub-research questions and ad-
dresses them with varying research methods.

STUDY 1: WHEN SECURITY AND PRIVACY FAIL: UNDERSTANDING CONSUMER EXPECTA-
TIONS

Chapter 2 describes a quantitative survey study to understand consumer expectations
in the context of potential product liability, that is, in case consumer IoT devices face a
security or privacy incident or vulnerability during their usage, such as unauthorized ac-
cess by malicious attackers (security) or illicit data collection by the manufacturer (pri-
vacy), while differentiating between normative and "reasonable" expectations. As lia-
bility is context-dependent and determined on a case-by-case basis, the study deploys a
survey design that allows for systematically varying "context" by assessing if and how ex-
pectations differ for different IoT device categories, security and privacy incidents, and
manufacturer and user actions. It thus considers consumer expectations concerning the
nature of the compromised device type, incident, and the expected responsibility for re-
active actions by IoT users and manufacturers. It further reports on experiences with
such incidents faced by survey respondents personally.
It is driven by four research questions:

• RQ1 : What do consumers expect how manufacturers will respond to emerging
privacy and security risks with IoT devices?;

• RQ2 : What do consumers expect how manufacturers should respond to emerging
privacy and security risks with IoT devices?;

• RQ3 : Do expectations differ across product types and threat events?; and
• RQ4 : How do participants evaluate the user’s responsibility to handle emerging

privacy and security risks with IoT devices?

STUDY 2: PREVENTING FAILURES: EXPECTATIONS OF SECURITY SUPPORT OVER DEVICE

LIFETIMES

Chapter 3 moves from the reactive lens of product liability to preventative mitigation in
the form of product conformity by studying user expectations regarding the upkeep of
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minimum security requirements for consumer IoT devices in the context of the Cyber
Resilience Act. As the mandatory duration of security support is correlated with users’
expectations about the IoT device’s lifespan in the CRA, this study also follows a survey
approach in measuring the expected lifespans for a range of different types of consumer
IoT devices. It further considers respondents’ behaviors with their own devices (like in-
stalling updates) and factors underpinning the formation of expectations, like personal
experiences or anticipated device usage. As the CRA is horizontal legislation applying to
all European Member States, the chapter also reviews survey findings from various EU
countries.
The chapter pursues the following Research Questions:

• RQ1 : How do consumers use their smart devices, and for how long?;
• RQ2 : How long do consumers expect different smart device categories to last, and

which factors influence these expectations?,
• RQ3 : How do consumers perceive security and software update support over smart

devices’ lifespans?, and;
• RQ4 : Are there differences among EU member states regarding consumers’ smart

device usage, expectations, and security and software support perceptions?

STUDY 3: SECURING CONNECTED MEDICAL DEVICES: PATCHING PRACTICES AND EX-
PECTATIONS AT ORGANIZATIONS

Chapter 4 then takes an organizational lens on preventative and reactive security in prac-
tice by studying how connected medical devices are deployed and secured in their oper-
ational environment at Healthcare Delivery Organizations. Connected medical devices
are IoT, like the previously studied consumer devices. However, they are operated in
a fundamentally different context. They are usually procured in formalized processes
by organizations (like hospitals), integrated into the network environment, managed,
and maintained by dedicated, professional practitioners (like system administrators and
(bio-)medical technicians), used for safety-critical use cases (patient care), and fall un-
der a different regulatory umbrella. Thus, the chapter considers such connected med-
ical devices as a case study for IoT devices as part of an organizational infrastructure,
and assesses expectations, practices, and experiences of professional stakeholders in-
volved in securing these devices by conducting semi-structured interviews, specifically
with medical technicians, medical physicists, and product security experts at medical
device manufacturers.

Medical devices partly fall under other security-related regulations than consumer
products2. As these medical device regulations have been in effect for a longer period,
this chapter also considers connected medical devices as a case study of how regulations
impact security practices and how post-market surveillance and risk mitigation, in the
form of security updates, work in practice. Finally, the chapter specifically includes the
manufacturer’s perspective to understand how they navigate regulatory requirements
for their products and how security product measures and processes are implemented
internally, and what kind of challenges emerge from this or from their customers’ expec-
tations.
The study investigates the following two research questions:

2The CRA and RED do not apply to Medical Devices. The Product Liability Directive does.
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• RQ1: How are connected medical devices patched within their operational envi-
ronment at HDOs? and

• RQ2: What kind of challenges do HDOs and medical device manufacturers en-
counter during this process and how are they mitigated?

The remainder of this dissertation is structured according to three peer-reviewed stud-
ies, as depicted in Table 1.1. Following these three empirical studies, Chapter 5 summa-
rizes and reflects on key takeaways for the overarching research question of this disserta-
tion, considers implications for governance, and provides an outlook on potential future
work.

Table 1.1: Dissertation outline.

Chapter Publication

Ch. 2 Kustosch, L.F., Gañán, C.H., van ’t Schip, M., van Eeten, M.J.G., &
Parkin, S.E. (2023). “Measuring Up to (Reasonable) Consumer Expec-
tations: Providing an Empirical Basis for Holding IoT Manufacturers
Legally Responsible”. In Proceedings of the 32nd USENIX Security Sym-
posium (USENIX Security ’23). [133]

Ch. 3 Kustosch, L.F., Gañán, C.H., van ’t Schip, M., van Eeten, M.J.G., &
Parkin, S.E. (2025). “Regulating Smart Device Support Periods: User Ex-
pectations and the European Cyber Resilience Act”. In Proceedings of
the 34th USENIX Security Symposium (USENIX Security ’25). [134]

Ch. 4 Kustosch, L.F., Gañán, C.H., van Eeten, M.J.G., & Parkin, S.E. (2025).
“Patching Up: Stakeholder Experiences of Security Updates for Con-
nected Medical Devices”. In Proceedings of the 34th USENIX Security
Symposium (USENIX Security ’25). [132]
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WHEN SECURITY AND PRIVACY

FAIL: UNDERSTANDING

CONSUMER EXPECTATIONS

With continued cases of security and privacy incidents with consumer Internet-of-Things
(IoT) devices comes the need to identify which actors are in the best place to respond.
Previous literature studied expectations of consumers regarding how security and privacy
should be implemented and who should take on preventive efforts. But how do such nor-
mative consumer expectations differ from what is actually realistic, or reasonable to ex-
pect how security and privacy-related events will be handled? Using a vignette survey
with 862 participants, we studied consumer expectations on how IoT manufacturers and
users would and should respond when confronted with a potentially infected or privacy-
invading IoT device. We find that expectations differ considerably between what is realistic
and what is appropriate. Furthermore, security and privacy lead to different expectations
around users’ and manufacturers’ actions, with a general diffusion of expectations on how
to handle privacy-related events. We offer recommendations to IoT manufacturers and
regulators on how to support users in addressing security and privacy issues.

This chapter has been published as: Kustosch, L.F., Gañán, C.H., van ’t Schip, M., van Eeten, M.J.G., & Parkin,
S.E. (2023). “Measuring Up to (Reasonable) Consumer Expectations: Providing an Empirical Basis for Holding
IoT Manufacturers Legally Responsible”. In Proceedings of the 32nd USENIX Security Symposium (USENIX
Security ’23).

15



2

16 WHEN SECURITY AND PRIVACY FAIL: UNDERSTANDING CONSUMER EXPECTATIONS

2.1. INTRODUCTION
There are a growing number of consumer Internet-of-Things (IoT) devices in daily use
in homes, such as smart speakers, smart lighting, and other home appliances now being
offered with network connectivity. Flaws have been exposed in consumer IoT devices
after release and purchase, such as security vulnerabilities and misconfigurations [197]
and undisclosed data collection flows [60, 206]. How published flaws are addressed by
their manufacturers is inconsistent – ranging from no response to security updates to, in
rare cases, product recalls (as for smart cars [97]).

Home users have varying ideas on who they want to take responsibility for securing
the devices before they enter the consumer market [101]. In parallel, government-level
policymakers in various countries have set standards for consumer IoT security and pri-
vacy [63, 76], in an effort to reduce the problems that devices come with ‘out of the box’.

Existing efforts in academia and policy focus on boosting the baseline of security and
privacy for consumer IoT devices. Still, problems do arise, and home users attempt to
mitigate them in their own way when this happens [27, 173, 199]. It is uncertain whether
entities in the consumer ecosystem other than users are providing adequate paths to-
ward resolving these problems, where this includes the responsibility of the IoT manu-
facturer to fix issues or even refund a purchase. What is also not well understood is what
support home users have come to expect of others when they learn that something has
gone wrong with the security or privacy of their device. This raises questions around
whether they have the same expectations for IoT devices as for the more familiar cate-
gories of smartphones or personal computers.

It is critical to understand the presumptions users make as to who they can turn to,
as it should be that they can go to the right person for the right help, and do so easily
and with some confidence that it is a predictable process. Would they assume first to
have to go to the point of purchase [185], ask a (supposedly) ‘tech-savvy’ friend [187], or
stop using the device altogether [27]? At present, issuing a software update is the easiest
path for manufacturers, but even this patching is patchy, and does not always remediate
inherent defects [197].

We conducted an online survey with 862 participants to study their expectations
about the handling of IoT security and privacy events for products that they might own.
We did so by presenting systematically varied vignettes. We answer a series of research
questions: (RQ1) What do consumers expect how manufacturers will respond to emerg-
ing privacy and security risks with IoT devices?; (RQ2) What do consumers expect how
manufacturers should respond to emerging privacy and security risks with IoT devices?;
(RQ3) Do expectations differ across product types and threat events?; and (RQ4) How
do participants evaluate the user’s responsibility to handle emerging privacy and secu-
rity risks with IoT devices?

In the legal domain, reasonable expectations are critical to determining when a prod-
uct or service can be considered defective [259] and thus trigger liability and product
conformity regulation. While there is prior research into consumer expectations around
Internet of Things (IoT) and smart devices [162, 212, 220], it is centred around norma-
tive expectations – that is, the preferences of consumers for how things should ideally
be and which actors should ideally be responsible [101]. This does not capture what can
reasonably be expected once something goes wrong with devices already in the mar-
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ket [101, 105, 123]. We examine reasonable expectations by what is reasonable to expect
(likelihood expectations), relative to what is hoped for (normative expectations), where
the latter have been explored regularly in existing literature. Our main contributions are:

• We provide empirical insights on an important but understudied topic: What are
consumers’ expectations when something ‘goes wrong’ with the security and pri-
vacy of IoT devices?

• We extend ongoing user research on IoT security and privacy by framing users’
needs in terms of what they realistically expect from device manufacturers relative
to what they hope for. We find consumer expectations diverge between these two
types of expectations, between privacy and security risks, and across device types.

• Our results provide a new angle for consumer protection policymakers and IoT
device manufacturers when considering users’ expectations, and we frame rec-
ommendations for addressing user needs to meet their expectations.

2.2. BACKGROUND AND RELATED WORK
Here we frame existing research on home users’ experiences with IoT security and pri-
vacy against legal processes involving reasonable expectations. These are then consid-
ered alongside the expectations then placed upon other actors in the market, such as
manufacturers and retailers.

2.2.1. EXPECTATIONS OF IOT SECURITY AND PRIVACY
There has been considerable research on consumer expectations for IoT security and
privacy. This can include the features users expect for security[220, 263] and privacy[15,
146], but also the security concerns they would want a solution for[44, 105, 262]. Exist-
ing work conceptualizes expectations as normative expectations[79, 117] – that is, what
users’ preferences are for how things should be to minimise the potential for security
and privacy problems to reach those users.

Normative user expectations have been captured as indicators of many preferences
relating to consumer IoT devices: purchasing decisions relative to data access prefer-
ences [71], intentions to use devices relative to utility and data sensitivity [220], and ap-
proachability of security and privacy protection solutions [123]. Normative preferences
are embodied most clearly in research on the contextual integrity [17] of data, regarding
individuals’ privacy preferences around the appropriateness of data flows involving IoT
devices [3, 6, 11, 162, 212].

Alongside normative expectations, realistic expectations have been examined, albeit
in limited scope. Zhang et al. [264] studied users’ likelihood expectations of internet-
connected security cameras with facial recognition capabilities and found that scenarios
involving facial recognition prompted higher discomfort and more surprise. Further-
more, Gabriele et al. [88] prompted fitness tracker users about how feasible and likely
a range of different threat scenarios were, finding that participants indicated a general
optimism bias by underestimating likelihood of negative outcomes.

Here we move beyond risk perceptions and focus on what users regard as being rea-
sonable to expect from different actors to resolve security and privacy issues with IoT
devices. To the best of our knowledge, Haney et al. [101] provide the only account so far
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that relates to expectations about responsibilities for ensuring the highest security and
privacy of IoT devices. Participants framed ‘ideal’ situations wherein IoT manufacturers
would be duty-bound to uphold the security and privacy of their smart home devices; at
the same time, participants were unsure if manufacturers were in reality willing or able
to do so. It is this distance between what should be done as a preferred ideal, and what
can be expected as reasonable, that we study here.

2.2.2. REASONABLE EXPECTATIONS IN LAW
Expectations of consumers of a given product play a role in the domain of product liabil-
ity and conformity laws. A concept originating in the United States, consumer expecta-
tions can be taken into account in product liability cases, when a ‘consumer expectations
test’ is an option for the plaintiff to prove that the design of a product is defective [61].
This is the case if the product “failed to perform as safely as an ordinary consumer would
expect when used in an intended or reasonably foreseeable manner.”. In product liability
cases, the plaintiff must thus prove that the expectations of a reasonable consumer were
breached by the manufacturer.

The ‘reasonable expectations’ of consumers are relevant in other legal frameworks.
For instance, the European Product Liability Directive [242] requires manufacturers of
products – including IoT devices – to ensure that products conform to specific require-
ments. A product is defective, or regarded as not conforming to requirements, “when it
does not provide the safety which a person is entitled to expect, taking all circumstances
into account.”, as is also applied in EU courts (e.g., [13]).

Regardless of jurisdiction, the decision-making of courts is complex and context-
dependent. Different factors can be taken into account to determine if a product con-
forms with requirements, such as product marketing and presentation, the baseline of
comparable products on the market, or pertinent regulations and standards (e.g., [76,
230, 242]). Among these considerations, we find expectations of ‘ordinary’ or ‘reason-
able’ consumers [149]. How consumer expectations and ‘reasonableness’ are concep-
tualized and determined lies ultimately with the court. However, case law commonly
shows how expectations of ‘ordinary’ or ‘average’ consumers are considered in the ver-
dict (e.g., [84, 177]), and regulations highlight the importance of the expectations of a
‘public at large’ [242].

To the best of our knowledge, courts have not drawn on survey evidence to inform
their assessments of consumer expectations in the domain of security and privacy. That
being said, we hope to provide empirical support for those assessments with our study.
Our work connects to these legal notions via quantitative data on a large sample, to cap-
ture what consumers expect as opposed to what they consider desirable.

2.2.3. THE ROLE OF OTHER STAKEHOLDERS
Governments and regulatory bodies are at work to establish a basic level of privacy and
security for IoT devices, such as consumer data protection laws like the GDPR [231] or
CCPA [178], or regulations aiming at securing connected devices specifically such as the
EU radio equipment directive [230]. There are several industry and government orga-
nizations publishing guidelines and voluntary standards to help manufacturers imple-
ment improved security and privacy into their products, e.g., from NIST and ENISA [63,
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74, 76].
Looking at market actors, there are a few instances of product recalls, in case of seri-

ous security and privacy risks. These include smartwatch encryption for younger users
[175], network-vulnerable smart security cameras [122], and vulnerable automobile soft-
ware [97]. The most common response is the release of a software patch [8, 182]. Retail-
ers serve a role as a contact point when a purchased device has problems or must be
replaced [185], and this role is being recognised in some EU countries, e.g., the Nether-
lands [165]. Other emerging initiatives involve IoT product ‘labels’ [70, 73, 160] to guide
consumers to purchase more secure IoT devices with more transparent details of the se-
curity and privacy features; consumer guides complement this, e.g., Mozilla’s ‘*Privacy
Not Included’ [161]. We revisit how the manufacturer response informs the role of other
stakeholders (such as retailers and governments) in section 2.5 based on our survey re-
sults.

Outside of policy and market mechanisms, Internet Service Providers (ISP) also well-
positioned to detect, inform, or quarantine infected users [27, 42]. Otherwise, if a user
has problems with a device, they may reach out to someone they regard as ‘informal’
technical support [187], or seek information on news or specialist websites [193] or on
forums [111].

2.3. METHOD
To address our research questions defined in section 2.1, we deployed a vignette-driven
online survey with 862 participants from the Prolific [190] crowdsourcing platform dur-
ing August 2022. Participants were each presented with seven fictional text-based sce-
narios (vignettes) about a user experiencing a privacy or security risk with their IoT de-
vice, accompanied with varying ways in which the manufacturer and user respond to the
situation.

As we were interested to measure expectations about concrete actions from manu-
facturers and users and how this would be influenced by IoT devices and security and
privacy events, we systematically varied all these factors as variables in the vignettes to
measure their relative impact on participants’ expectations.

Vignettes have been widely used in privacy and security user research [6, 11, 14, 19,
23, 148, 162] and allow to study participants’ judgments on multidimensional phenom-
ena, while reducing social desirability biases of direct survey questions [130, 226]. Vi-
gnettes have been demonstrated elsewhere to be useful in exploring scenarios with un-
resolved issues in security and privacy [23], here being the uncertainty around who is
best-placed to address a perceived security or privacy shortcoming with a consumer IoT
device.

Each vignette described a situation with the same overall structure: 1) A user has an
IoT device which gathers specific data and is used in a certain context and for certain
purposes; 2) The user learns that the device has a software vulnerability (security) or is
used for previously-undisclosed data practices (privacy); 3) The device manufacturer has
responded in a particular way; 4) the user follows a certain course of action in response
to the event. Each of these four phases constituted a factor in the vignette that could take
on several varying levels, which are summarized in Table 2.1. An example vignette about
a security event is given as follows, involving a protagonist (Alex); numbers in brackets
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are inserted here (and do not appear in the survey itself), representing (1) Device, (2)
Event, (3) Manufacturer response, and (4) User response:

Alex has several [1] internet connected security cameras at home, which are kept
switched on continuously. The cameras continually collect video recordings of Alex’s
home and its surroundings to act as a deterrent against break-ins and allow Alex to
check the video feeds remotely from a mobile app via an internet connection. Alex
reads in a news post that a software vulnerability has been found in this device model
and that similar vulnerabilities have been attacked. The [2] vulnerability could allow
other people to remotely install software on the device without Alex noticing. The
device could then be used to remotely attack other websites or devices connected to
the internet, but Alex would still be able to use the device without noticing a prob-
lem. In response to this, the [3] device manufacturer releases a statement on their
website and social media channels, which informs users about the vulnerability and
the risks. Alex decides to try to [4] return the devices to the store where they were
bought, hoping to receive a full refund or a replacement.

2.3.1. MEASURING CONSUMER EXPECTATIONS: THE IDEAL AND THE LEARNED
To measure participants’ expectations about manufacturers’ responsibilities and users’
roles, we asked several 7-point Likert scale questions after each vignette, as follows:

1) Likelihood expectation. How likely a real manufacturer would respond this way;
2) Normative expectation. How appropriate the manufacturer response was. This

relates to prior examination of what consumers expect of other ecosystem actors
[101];

3) Appropriateness of user action. How suitable the user’s action was in light of the
scenario and manufacturer response;

4) Vignette realism. How realistic participants deemed the vignette to be.

This approach allowed us to simultaneously measure the impact of the vignette fac-
tors on these response scales. We designed two separate sets of vignettes, one for security
events and one for privacy events, allowing us to contrast the arguably more state-driven
nature of security dilemmas (whether a device is secure or not) with the context-driven
nature of privacy dilemmas (whether personal privacy preferences have been respected).

2.3.2. SURVEY PROCEDURE
Participants on the Prolific platform were directed to a Qualtrics [191] survey, hosted
at our research institution. After reading and agreeing to the informed consent, partici-
pants were presented with a short summary of consumer IoT devices to ensure all partic-
ipants had a working understanding of what was and was not regarded as an IoT device
(which is important for the purpose of shared understanding between researcher and
participant [130]). To capture prior experience with internet-connected devices, partic-
ipants were then asked to select from a multiple choice list of devices they have used at
least once during the last four weeks.

Participants were each assigned a set of vignettes generated from source factors as
in Table 2.1, constructed to resemble a scenario as in the example vignette (subsec-
tion 2.3.1). Participants then answered questions about a differing set of these kinds



2.3. METHOD

2

21

Factor Levels security vignettes Levels privacy vignettes

Device 1. Smart speaker 1. Smart speaker
2. Smart watch 2. Smart watch
3. Smart washing machine 3. Smart washing machine
4. Smart security camera 4. Smart security camera
5. Smartphone 5. Smartphone
6. Connected car 6. Connected car

Event 1. DDoS
1. Data collection without
consent

2. Unauthorized data
access

2. Third party data sharing

3. Ransomware 3. Forced data collection

Manufacturer
response

1. Announce patch
1. Announce update with
more privacy settings

2. Inform users via website
and social media

2. Inform users via
updated privacy policy

3. No response 3. No response
4. Recall -

User
response

1. Attempt to return device 1. Attempt to return device
2. Attempt technical
mitigation

2. Attempt technical
mitigation

3. Seek advice online 3. Seek advice online
4. Turn device off 4. Turn device off
5. Keep using as before 5. Keep using as before

Table 2.1: Overview of vignette factors and levels.

of vignettes. Participants either received a full set of security vignettes, or of privacy vi-
gnettes. Vignette construction is detailed in subsection 2.3.3.

After reading and answering questions about all assigned vignettes, participants were
asked how confident they felt about their answers. Participants were then asked if the vi-
gnettes reminded them of any personal experiences with electronic devices, allowing
them to provide personal stories [194] of security and privacy in an open text field. Par-
ticipants then answered closing demographic questions, were debriefed and thanked for
participation. It took 17.69 minutes on average to complete the survey (SD = 9.47 min),
which also includes two attention checks; each vignette set included one Likert-scale
question, which asked participants to answer with ‘agree’. After finishing all vignettes,
participants were also asked to select a specific device from a short list of devices. The
full survey instrument can be found in Appendix A.1.

2.3.3. VIGNETTE DESIGN
Participants were randomly assigned to either see security or privacy vignettes and were
presented with seven vignettes in a random order to avoid sequencing effects [12, 203].
We opted to present seven vignettes to strike a balance between more repeated mea-
sures per participant (increasing statistical power) [12] while not mentally overloading
them with too many vignettes [139]. After each vignette the four Likert scale questions
described in subsection 2.3.1 were asked.

If participants rated the manufacturer response as inappropriate, the user response
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as not suitable, or the vignette as unrealistic (selecting a value below the mid-value ‘nei-
ther agree nor disagree’), a free-text entry box was presented prompting to explain what
motivated their answer. This encouraged participants to suggest other user or manu-
facturer responses that were not covered by the vignettes. These were typically seen to
involve suggesting one of the response types presented in the survey, so for brevity these
are not discussed further here.

Combining all possible combinations of the vignette levels depicted in Table 2.1 led
to a total vignette population of 360 different combinations for security, and 270 different
combinations for privacy. Adhering to methodological literature [12, 218], we reduced
both vignette populations (full factorial) to a subset (fractional factorial), so that only
a selected fraction of possible vignette factor combinations would be tested by partici-
pants. The resulting two subsets consisted of 91 different vignettes each and were then
split up into 13 smaller subsets (blocks) with seven vignettes each, so that participants
would be randomly allocated to one to the blocks. This kept the required number of par-
ticipants manageable and limited the number of vignettes presented to participants to
avoid mental fatigue [139].

We removed illogical combinations between factor levels to retain vignette credibil-
ity, e.g., the recursive example of a manufacturer updating the privacy policy to inform
users about an updated privacy policy explaining additional data collection. We further-
more ensured that every participant would see each factor level at least once when read-
ing the seven vignettes (e.g., not be predominantly presented with vignettes about smart
cars, but see each device at least once) and that combinations of factor levels would oc-
cur equally often over the entire sample, e.g., to avoid that a recall of a smart speaker
would occur more often than a recall of a smartphone.

We took great care in generating empirically grounded and realistic vignettes by de-
riving them from news reports, prior empirical literature, consultations with security
and privacy as well as legal scholars, and a focus group. In the following paragraphs we
explain our procedure and motivation for selecting the vignette factors and levels.

2.3.4. CHOICE OF VIGNETTE FACTORS
Choice of IoT devices. As factor levels, devices were selected which ranged from com-
mon ‘smart home’ devices such as smart speakers or IP cameras, to connected cars and
smart washing machines. We also added smartphones as a prevalent and familiar device
for comparison. The goal was to compare a diverse variety of IoT devices with varying
usage contexts, data collection capabilities, and risks, to determine their influence over
security and privacy expectations.

Choice of security and privacy events. We examined whether different security- and
privacy-related risks would influence expectations on how manufacturers and users should
handle them. We primarily based event types on prior user studies, and news reports.
For instance, we identified reports of DDoS malware [153], unauthorized access to IoT
sensor data [55, 201], and ransomware attacks targeting IoT devices [184]. Privacy-related
events included reports of staff listening to device recordings for training of algorithms[60,
166], or device data being shared without the user’s consent [59, 206].

Events followed one of three different outcomes: that continued use of a device is im-
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paired or ‘forces’ consent to be given; personal data from the device could be accessed
by unknown parties (attackers or secondary data recipients), or; the device or its func-
tional data is leveraged without the user’s knowledge or consent.

Choice of manufacturer responses. There is a focus in the literature on provision of
software updates as a core response to security issues such as vulnerabilities [8, 182]
and privacy issues such as providing more privacy controls [34]. We included these as
possible manufacturer responses, but examination of news reports indicated a range of
different responses beyond this. For instance, we noted product recalls in case of risks
posed to children by smartwatches [175], smart security cameras being vulnerable to
DDoS malware [122], or smart vehicle vulnerabilities [97]. There were also accounts of
manufacturers not visibly responding directly to an event [48, 176, 183], reflecting that
there is – as yet – little in the way of direct and consistent legal obligation for manufac-
turers to respond in a specific, predictable way.

Based on these reports and related research we conceptualized companies’ responses
to disruptive events along a continuum, of enacting no responsibility to considerable re-
sponsibility [35, 36, 188], specifically: No reaction, informing users, releasing a software
update, and recalling a device.

Choice of user responses. We grounded user responses in privacy and security user
studies. However, empirical research on how IoT owners respond to security and privacy
events is scarce [27, 199], as existing work mostly focuses on preventative mitigation by
users [5, 87, 101, 105, 219]. We included five different user responses: 1) Keep using
the device, due to e.g., discounting of risks to data [123, 136, 219, 262] or security [101,
219], or resignation [101, 136, 210]; 2) Unplug the device, ceasing or pausing use [27,
201, 224]; 3) Opportunistically seek help from others [57, 187] or online [10, 111, 201,
211]; 4) Attempt technical remediation oneself through device configuration or isolation
from the network [87, 105]; 5) Request a refund or a replacement device from the seller.
Such a response is commonplace when users perceive a defect in purchased goods and
is protected by legal frameworks. However, with suspected security and privacy flaws
this may be subject to the seller’s judgement and hence unpredictable.

UNCERTAINTY AND CONSUMER EXPECTATIONS

We phrased the vignettes so that the protagonist, and in turn the survey participant,
would have incomplete information about the situation involving a security or privacy
risk. For instance, all software vulnerabilities were phrased in a way that the vulnerability
could allow for an undesirable outcome, or that data collected and shared with third
parties could be linked to other information about the user. This level of ambiguity was
chosen since users of consumer IoT devices usually face such uncertainty [27, 201, 224].

PILOT STUDY

Prototype vignettes were tested ‘offline’ in an iterative manner with volunteers without
a technical background to check comprehensibility. This resulted in removal of illogi-
cal vignette combinations, language improvements, and efforts to give the protagonist a
gender-neutral name (Alex).
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A pilot study was conducted online with 32 participants from Prolific [190] to assess
survey functioning, completion time, and vignette comprehension. It took participants
19.2 minutes on average to complete the survey, vignettes were rated as easy to under-
stand, and open text responses did not indicate any major comprehension or technical
issues. This resulted in slight adjustments to phrasing of some factor-level combinations
within vignettes.

2.3.5. ETHICS
The study was approved by the host institution’s human research ethics committee prior
to survey deployment. To participate in the survey, individuals were informed that par-
ticipation was voluntary, could be stopped at any time, and that no personally identi-
fiable data would be collected. Participants had to agree to these points to be able to
take the survey. We paid participants £3.00 for 20 minutes of their time, matching the
minimum wage in the host institution’s country.

2.3.6. PARTICIPANTS
Participants were recruited via the crowdsourcing platform Prolific [190] during August
2022. We screened for fluency in English, prior participation in at least five other studies
on the platform, and a minimal approval rating of 95%. We did not screen for IoT device
ownership or usage, but we did assess their experience, as we were interested if people
with less or no IoT experience had differing expectations. In an effort to sample partic-
ipants from different countries, we opened the survey several times, at different times
and for different regions.

Demographics are summarised in Table 2.2. 862 participants took part in the sur-
vey: 443 female (51%), 399 male (46%), and 20 non-binary or no answer (3%). Age was
skewed towards a younger population, which is a typical characteristic of Prolific sam-
ples [223]. Participants indicated to be from 30 different countries, which we mapped to
regions for further analysis. The majority of participants lived in western countries (Eu-
rope and North America), while a smaller number lived in other regions such as Africa
and Central and South America. Participants used on average 5.65 (SD = 2.30) internet-
connected devices during the previous four weeks, indicating considerable experience
with IT devices.

Due to random allocation to either the security or privacy vignette condition, partic-
ipant characteristics (age, gender, region of residence, and device usage) were similarly
distributed in both conditions. 23 participants got one of the two attention-check ques-
tions wrong; no participant failed both. We found no indication of suspicious response
patterns from these 23 participants, and thus treated their responses as genuine and in-
cluded them in analysis.

2.3.7. VIGNETTE AND RESPONSE QUALITY
Prior security-related studies have indicated the usefulness of realism checks for scenar-
ios, for moderating the quality of response data [20]. We checked the responses to the
prompt ‘The situation described in the story is realistic.’, on a 7-point Likert scale, where
a 1 would indicate ‘Strongly disagree’ and 7 ‘Strongly agree’. On average, vignettes were
rated to be realistic, not warranting concerns about implausible vignettes: for security
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Age Region of residence

18-24 312 Europe (inc. UK) 464
25-34 303 North America 304
35-44 142 Africa (South Africa) 65
45-54 55 Cent. and S. America 26
55-64 42 Other 3
65 6
Prefer not to say 2

Sample size: 862

Table 2.2: Distribution of age and region in the sample. The three most prevalent countries were USA (N =
179), Canada (N = 125), and Portugal (N = 86).

vignettes, mean realism rating = 5.48, SD = 1.16; for privacy vignettes, mean realism rat-
ing = 5.67, SD = 1.09.

Participants’ confidence in their responses was checked with ‘How confident do you
feel about your answers to the previous stories?’, on a 4-point Likert scale from 1 = Very un-
confident to 4 = Very confident. Participants were highly confident about their responses
(Mean = 3.51, SD = 0.54).

2.3.8. DATA ANALYSIS

To answer our research questions, we first assessed average response patterns across vi-
gnette levels to identify general trends in the data. To quantify vignette factors’ effect
on expectation ratings, we ran multilevel regression models with maximum-likelihood
estimation. Vignette factors were used as explanatory categorical variables predicting
the response variables Appropriateness of manufacturer response, likelihood of manu-
facturer response, and suitableness of user response. Thus, six regression models were
run, one for privacy and one for security for each response variable. In each model, we
tested if demographic background (age, gender, region) and recent device usage had an
effect.

Multilevel regression analysis allowed us to conduct tests of significance of factor lev-
els, assess model fit, and control for any effects of participant characteristics such as re-
cent device usage or region of residence. As suggested by methodological literature [12],
random intercepts were included to account for individual differences between partic-
ipants. As the response variables were on seven-point Likert scales, we treated them as
continuous [172].

All regression models were built up with the following sequence: 1) A baseline with
vignette levels as fixed explanatory variables and a random intercept term. For all tested
regression models, likelihood ratio tests of the random intercept term were statistically
significant, indicating that accounting for differences between participants explained
significant variance in the data; 2) After the baseline model was defined, participant-
level variables (age, gender, region, recent devices usage) and possible interaction terms
were added in a step-wise fashion to assess whether they significantly improved model
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fit. In Table A.1 in the Appendix we include the final models, reporting participant-level
or interaction effects in the next sections only if they were found to be present.

Open-text responses were reviewed for any additional insight into participants’ moti-
vations behind their survey answers. We include representative quotes alongside results
in the next section. To study participants’ personal experiences with security and pri-
vacy incidents, two researchers independently reviewed the text responses to the survey
question (‘Did the previous stories remind you of any personal experiences you have had
with electronic devices?’). During this thematic analysis [32], initial codes of reoccurring
themes in the data were generated, which were then regularly discussed between the
researchers in an iterative coding process.

2.4. RESULTS

2.4.1. EXPECTATIONS OF MANUFACTURERS
We first present how participants judged the manufacturer responses described in the
vignettes, as an expression of expectations about how IoT manufacturers would and
should respond to security and privacy events.

LIKELIHOOD JUDGEMENTS OF MANUFACTURER RESPONSES

Our first research question (RQ1) examines what consumers expect of how device man-
ufacturers actually will respond to emerging privacy and security risks with IoT devices,
as a construct closely relating to reasonable expectations. The left-hand side of Figure 2.1
shows how likely the manufacturer responses to a security event were rated on average
across device types; Figure 2.2 does the same for privacy events.

DDoS 3,97 3,77 4,22 4,50 3,97 4,04 2,06 1,95 2,13 2,53 2,43 2,34
Unauthorized data access 4,10 3,94 3,88 4,44 3,76 3,82 2,19 1,68 1,38 2,57 1,74 1,79

IoT ransom attack 4,06 3,88 3,97 4,00 4,09 4,35 1,94 1,56 1,88 1,81 2,06 1,88

DDoS 5,12 5,00 4,96 5,41 4,79 4,58 3,71 4,44 4,03 4,28 3,74 3,85
Unauthorized data access 5,06 4,76 4,82 5,36 4,85 4,73 4,29 4,15 4,59 4,82 3,76 4,39

IoT ransom attack 4,13 4,75 5,18 4,85 4,72 4,85 3,09 4,00 4,47 4,12 4,03 4,09
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Unauthorized data access 5,74 5,85 5,72 5,85 5,90 5,76 5,41 5,22 4,94 6,09 5,28 5,26

IoT ransom attack 5,68 5,44 5,53 5,36 5,73 5,91 5,12 5,35 5,06 5,58 5,33 5,68

DDoS 4,61 5,03 4,82 4,50 4,73 4,56 5,79 5,88 5,56 5,97 5,33 5,62
Unauthorized data access 5,31 4,91 5,04 4,58 4,43 5,00 5,50 6,03 5,94 5,82 5,46 5,63

IoT ransom attack 5,73 4,70 4,71 4,79 4,76 4,98 6,06 5,70 5,85 5,74 5,44 5,92
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Figure 2.1: Ratings of likelihood and appropriateness of manufacturer responses to security events. Measured
on a 7-point Likert scale with 1 = ‘Extremely unlikely’ to 7 = ‘Extremely likely’ for likelihood of manufacturer
response and 1 = ‘Strongly disagree’ to 7 = ‘Strongly agree’ for appropriateness of manufacturer response.

For security vignettes, patching was seen as the most likely response overall (mean
of block ‘Announce patch’ = 5.70), followed by informing users about the risks (mean of
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No consent 4,14 4,28 4,60 4,66 4,28 4,52 2,44 2,41 2,37 2,05 2,46 2,38
Third party sharing 4,68 5,13 5,22 4,74 5,13 4,72 2,92 3,16 2,75 3,06 3,31 3,22

Forced data collection 4,98 4,23 4,83 4,91 5,10 4,81 3,30 2,77 3,09 3,99 3,42 3,69

No consent 5,47 5,11 5,23 5,45 5,44 5,41 4,84 4,58 4,89 4,77 4,64 4,79
Third party sharing 5,03 5,22 5,41 5,24 5,23 5,14 5,11 5,24 4,94 5,29 5,05 5,30

Forced data collection - - - - - - - - - - - -

No consent 5,18 5,15 5,21 5,14 5,24 5,29 4,71 4,91 4,82 4,76 5,12 4,94
Third party sharing 5,30 4,78 5,18 5,28 5,45 5,26 5,21 5,25 5,18 5,66 5,52 4,88

Forced data collection 5,03 5,26 5,40 5,09 5,09 5,31 5,32 4,90 5,10 5,18 5,14 5,29
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Figure 2.2: Ratings of likelihood and appropriateness of manufacturer responses to privacy events. Measured
on a 7-point Likert scale with 1 = ‘Extremely unlikely’ to 7 = ‘Extremely likely’ for likelihood of manufacturer re-
sponse and 1 = ‘Strongly disagree’ to 7 = ‘Strongly agree’ for appropriateness of manufacturer response. Empty
cells correspond to less plausible vignette level combinations, which were removed from the design.

block ‘Inform users’ = 4.87), recalling devices (mean of block ‘Announce recall’ = 4.84),
and lastly, not visibly/publicly responding at all (mean of block ‘No response’ = 4.05).
Figure 2.1 illustrates this, as average ratings were generally higher for patching across se-
curity events and IoT devices. The unexpected nature of manufacturers not responding
was reflected by participants’ comments, e.g., “I believe most manufactures would speak
about the matter and possibly would recall the devices or issue an update for the devices.”
(PID293). The regression analyses (Table A.1, Model 3) supported this trend: for security,
all manufacturer responses were judged as significantly more likely than no response.

Figure 2.2 shows that for privacy vignettes, participants rated it most likely that a
manufacturer would update the privacy policy and inform users (mean of block ‘Inform
users via privacy policy’ = 5.28), while no response was seen as least likely (mean of block
‘No response’ = 4.74). In contrast to security vignettes however, this response omission
was seen as relatively more likely. The regression analysis (Table A.1, Model 4) shows that
the likelihoods of the two explicit manufacturer responses were comparable, indicated
by similar coefficient estimates.

NORMATIVE JUDGMENTS OF MANUFACTURER RESPONSES

Our second research question (RQ2) examines what consumers expect of how IoT man-
ufacturers should respond to emerging privacy and security risks with IoT devices to
contrast such normative preferences with perceptions of the status quo. This is then
closer to the aims of prior research [101]. The right-hand side of both Figure 2.1 and
Figure 2.2 present how appropriate the manufacturer responses were, rated on average
across both device types and security or privacy events respectively; Model 1 and 2 in Ta-
ble A.1 in the Appendix show the regression models predicting appropriateness ratings
of manufacturer responses.

For security vignettes, participants rated a product recall as the most appropriate
manufacturer response across IoT devices and security events (mean of block ‘Announce
recall’ = 5.76), followed by a patch (mean of block ‘Announce patch’ = 5.34). The manu-
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facturer omitting a response to a security risk was rated as highly inappropriate on aver-
age (mean of block ‘No response’ = 2.05) across devices and security events, which was
significantly lower than all other responses, as indicated by the regression coefficients in
Table A.1 (Model 1). Among those participants who provided low ratings, indicative rea-
soning included, “They are completely ignoring an issue that could put people in danger,
if malicious people were to find out their location, for example.” (PID283).

Both recall and patching received comparable ratings across device classes and se-
curity threats, demonstrating that participants valued both responses regardless of con-
text. Several participants also stressed the importance of the timing of patches, e.g., “An
expected date of update would be appropriate, as well as some sense of urgency” (PID169).

For privacy events (Figure 2.2), releasing a software update with more privacy con-
trols was most preferred across devices and privacy events (mean of block ‘Announce
update with privacy settings’ = 5.09). The regression model predicting the appropriate-
ness ratings for privacy (Table A.1, Model 2) supported this, as both of the explicit man-
ufacturer responses were rated significantly more appropriate than no response.

DEPENDENCY ON DEVICE TYPE AND RISK EVENT

In RQ3, we asked if participant expectations would vary across different device types
and security and privacy risks. Looking at Figure 2.1 and Figure 2.2, this involved distin-
guishing between cells across rows and columns. For expectations of how manufacturers
would actually respond, we did not find substantial effects of the type of security event
on participants’ estimations. For privacy events however, we observed that it was rated
least likely that a manufacturer would not respond after it became public that data was
shared without consent (no consent), while it was seen as comparably more likely that
a manufacturer would show no response after it became public that data is shared with
third parties (see Figure 2.2).

For device types, recalls were judged most likely as a response for vulnerable con-
nected cars, presumably since recalls of cars occur more often than for the other de-
vices. It was rated least likely that a manufacturer would not respond to arising security
vulnerabilities of security cameras and smartphones. Model 3 in Table A.1 indicates that
a product recall and a patch for a vulnerable smart washing machine were seen as sig-
nificantly less likely than for a smart security camera. This could be driven by smart
washing machines being seen as less critical or complex, with participants judging both
recalls and patches as excessive and thus unlikely, e.g., “It’s extremely rare that compa-
nies would make such expensive moves. These are absolutely the right things to do, but [..]
it’s much more convenient to warn costumers, issue patches, or even ignore the problems.”
(PID140).

Normative expectations were also slightly influenced by IoT device type and the na-
ture of arising security and privacy risks. No manufacturer response was rated as es-
pecially problematic for security cameras and smart speakers (e.g., “[Alex] should com-
pletely shut it [Smart speaker] down and wait until it is clear that the software patch is
ready” (PID70)), and relatively less problematic for smart washing machines (e.g., “Some-
one knowing my washing schedule really wouldn’t concern me. I’d probably just keep us-
ing it.” (PID604)). Informing users of connected cars and smartphones was rated as
less appropriate than for the other devices. We assume this was due to cars and smart-
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Keep using device Keep using device
DDoS 3,13 3,54 3,73 2,75 3,67 5,17 4,89 No consent

Unauthorized data access 3,00 4,36 3,82 3,65 4,02 5,27 5,15 Third party sharing
IoT ransom attack 3,38 3,19 4,13 2,98 5,06 - 5,09 Forced data collection

Turn device off Turn device off
DDoS 4,06 5,29 5,76 4,69 5,40 5,74 5,06 No consent

Unauthorized data access 5,30 6,18 4,38 5,25 4,98 - 5,11 Third party sharing
IoT ransom attack 5,16 5,41 5,53 5,12 5,31 - 4,62 Forced data collection

Seek advice online Seek advice online
DDoS 5,46 4,94 5,47 4,59 5,13 5,43 - No consent

Unauthorized data access 5,12 5,37 5,62 4,97 5,26 5,62 5,45 Third party sharing
IoT ransom attack 5,34 5,42 5,44 5,36 5,37 - 5,54 Forced data collection

Attempt technical mitigation Attempt technical mitigation
DDoS 5,14 5,06 5,61 4,48 - 5,39 5,43 No consent
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IoT ransom attack 4,93 4,82 5,42 4,74 5,59 - 5,80 Forced data collection
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IoT ransom attack 6,00 5,90 5,52 6,25 5,01 - 5,31 Forced data collection
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Figure 2.3: Ratings of user response suitableness across security and privacy events and previous manufacturer
responses. Measured on a 7-point Likert scale with 1 = ’Strongly disagree’ and 7 = ’Strongly agree’. Empty cells
correspond to less plausible combinations, which were removed from the design or combinations that were
removed during the generation of the fractional factorial design, as not all three-way combinations of vignettes
could be included. Key: No = ‘No response’; Inf = ‘Informed users’; Pat = ‘Announced patch’; Rec = ‘Announced
recall’; PP = ‘Informed via privacy policy’; Upd = ‘Announced privacy settings’.

phones usually being needed on a daily basis, and only informing users was seen as not
sufficient, e.g., “This solution [inform owners] does not seem proactive enough” (PID608).

Privacy risks also influenced the judgement of manufacturer responses. Scenarios
where the user finds out that data has been collected from the device without consent
(‘No consent’, Figure 2.2) negatively impacted how appropriate manufacturer responses
were rated, especially for ‘No response’, as also shown in the regression model (Table A.1,
Model 2, significant difference between no consent and third-party sharing).

2.4.2. THE USER’S ROLE
In this section we answer RQ4 and report on how participants evaluated the behaviors
exhibited by the user in the vignettes. These results do not only inform how participants
judged the user’s responses specifically, but also how these judgements translate to their
expectations about the suitability of the user’s options in reaching a satisfactory response
to particular events. Figure 2.3 depicts how user behaviors presented in the vignettes
were rated across previous manufacturer responses and security and privacy events and
Model 5 and 6 in Table A.1 present the results of the regression models predicting the
suitableness of the user responses with vignette factors.

HANDLING SECURITY RISKS

On average, participants in the security vignette condition rated returning the product
for a replacement or refund as the most suitable user action (mean of block ‘Demand re-
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fund’ = 5.79), and continued usage as the least suitable (mean of block ‘Keep using device’
= 3.46). When asked for alternatives for the user after giving a low response, explanations
included, e.g., “Simply turning off the device and ceasing to use it is a waste of money. In-
stead, Alex should return the smart speaker.” (PID659). All user responses were rated sig-
nificantly higher than Keep using, as indicated by the regression coefficients in Table A.1
(Model 5). Attempts by the protagonist to find a technical solution themselves were rated
as less suitable (mean of block ‘Attempt technical mitigation’ = 5.01) than simply turning
the device off (mean of block ‘Turn device off ’ = 5.18). This apparent scepticism towards
the user attempting a technical strategy was also reflected in text responses, e.g., “Doing
the configuration on his own requires specific knowledge and from this story I get the feel-
ing that he doesn’t have it himself. He should contact specialists and take time to decide
what’s best.” (PID655).

Returning the device for a refund was seen as especially suitable in case of DDoS
vulnerabilities (Figure 2.3), while keeping a device in this case was rated very low. This
effect was also reflected in a significant regression coefficient of IoT ransomware in com-
parison to the reference DDoS (Table A.1, Model 5). It was rated highly suitable for the
user to return the device when the manufacturer announced a recall. However, all other
user responses, especially attempt technical mitigation and keep using, were rated lower
if the manufacturer previously announced a recall. If a vulnerability allowed unautho-
rized access to sensor data and the manufacturer informed users about this, participants
deemed it especially appropriate for the user to stop using the device (mean = 6.18).

HANDLING PRIVACY RISKS

User responses to privacy events were rated similarly on average, with a user attempting
a technical solution as the most suitable (mean of block ‘Attempt technical mitigation’ =
5.53), and the user continuing to use the device as the least suitable (mean of block ‘Keep
using device’ = 4.74). In comparison to security risks, continued use was rated much
higher (mean of ‘Keep using device’ for security = 3.46), indicating that keeping the device
on after a suspected privacy-violating event was seen as a comparably more acceptable
option than after an emerging security risk.

There were lower regression coefficient estimates for the user responses to privacy
events (Model 6) than for security events (Model 5) (see Table A.1): in the case of privacy
issues with IoT devices, participants were much less decided on a proper user response,
to the extent that turning the device off was rated as the second most suitable response.
This lack of a clear preference was also illustrated by a comparably low model fit (Model
6: R2privacy = 0.172 vs. Model 5: R2security = 0.306). Participants’ comments hinted
here at privacy resignation and feelings of helplessness, e.g., “[The] decision isn’t ideal
but what alternatives are there? Alex could use an older-model “dumb” phone or look into
a more security conscious manufacturer for a new device.” (PID511).

The nature of the privacy event only slightly influenced responses: the user keeping
the device was rated especially low if data had already been harvested without consent
and the manufacturer did not respond (mean = 3.67). However, if the manufacturer in-
formed users about the same privacy violation via an updated privacy policy, continued
use was seen as much more suitable (mean = 5.17). This finding corresponds with the
low appropriateness ratings participants gave all manufacturer responses to this privacy
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event (No consent). In fact, participants viewed it as the best option for the user to de-
mand a refund or turn the device off in this case.

2.4.3. PERSONAL EXPERIENCES
To relate participants’ expectations elicited by the vignettes with their personal experi-
ences, we analyzed the text responses to the optional question ‘Did the previous stories
remind you of any personal experiences you have had with electronic devices?’. In total,
310 participants provided answers with a wide range of topics.

Of 310 participants, 58 provided accounts of how they experienced privacy or secu-
rity incidents with their devices and how they or the manufacturer responded. The most
commonly mentioned response was to stop using the device in some way (n = 17), like
PID540, who noted: “I stopped using a certain smart watch after it was unclear what
data was collected from the manufacturer and third parties.”. Other variations of this
included interrupting usage until the situation was perceived to improve: “I stopped us-
ing my [smart speaker] after [news about data collection] came out about it, until [the
manufacturer] gave me better control over my data.” (PID382). This illustrates how users
relied on manufacturers to respond and their willingness to pause device use until they
received explicit reassurance. However, replacing devices in case of no manufacturer re-
sponse was also seen as an option, e.g., “When there were issues with cameras, I simply
shut mine down and removed them for a time then switched over to something else that
was more secure.” (PID673).

Other participants (n = 14) described changing device or privacy settings, for exam-
ple: “[I] have had manufacturers of devices I’ve used update their privacy policy, also their
data collection practices. I’ve modified my privacy settings according to the updated poli-
cies.” (PID64). A few participants (n = 6) mentioned technical approaches such as limit-
ing network capabilities, home network separation, or factory resetting. There were also
rare stories of successfully having a device refunded or a device recalled: “I had bought a
[..] phone which had a security vulnerability [..] I had to return the phone [..] at the request
of the manufacturer” (PID70). There was also mention of directly contacting the manu-
facturer for support: “[..] I saw many reviews stating that the speaker sells data collected
from the speaker [..] I contacted the manufacturer who assisted [..] with instructions on
how to turn on privacy settings” (PID362). Generally, these reactions to security or pri-
vacy threats validated the chosen user responses in our vignette design and correspond
to previous findings [27, 136, 199].

Apart from responses to problems with a device, several other themes emerged; (1)
Device linkage; 24 respondents wrote about their concerns about apparent connections
between information provided during device use and seemingly unrelated online activ-
ities. For example: “Just seeing targeted ads that are clearly from one devices usage com-
municated to a different device in the household.” (PID419). (2) Data uncertainty; 22 re-
spondents described a general uncertainty about privacy policies and data flows (e.g., “I
have several smart devices [..]. There are times I don’t believe there is enough transparency
about how this data is used, stored, or sold. I have felt companies are dishonest about
these issues before which makes me hesitant to continue to use smart products sometimes.”
PID366). (3) Dilemmas; 20 respondents felt concerned and experienced dilemmas about
whether security and privacy risks should be accepted, either in the form of resignation
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(e.g., “[..] I am feeling helpless [about data collection], as there is nothing I can do about
it, so I can either stop using the devices or use it and be ‘tracked’ down.” PID137) or as a
convenience trade-off; “[..] companies sharing the information has crossed my mind. But
at the end of the day, there’s not many ways around it, using the device is still more conve-
nient than not using it.” (PID220). These themes reinforce the findings in Section 2.4.2,
as they demonstrate a general uncertainty about data flows and how IoT users should
manage privacy.

2.5. DISCUSSION
Here we revisit our research questions and situate our findings within prior literature
and ongoing discussions.

What manufacturers are likely to do. In RQ1 we asked what consumers expect how
manufacturers would actually respond to emerging IoT risks. As indicated by Figure 2.1,
we found that participants in our study expected manufacturers to patch security vul-
nerabilities in IoT devices. This resonates with the current focus in policy circles. In con-
trast, no response at all was seen as unlikely, indicating that manufacturers are expected
to visibly respond if a security event occurs. This supports recent standardization efforts
recommending that IoT manufacturers notify and communicate with users in case of
security incidents [76], and highlights the position of ISPs as being able to triangulate
security problems to specific users (e.g., [27]).

The picture was less clear for emerging privacy issues with IoT devices (Figure 2.2), as
different manufacturer responses were rated as comparably likely and no response was
seen as somewhat less expected. A manufacturer not acting on problematic data flows
was seen as highly inappropriate yet very conceivable. This hints at a lack of consumer
trust despite GDPR regulations [178, 231] and a learned helplessness and resignation
regarding control over the occurrence of privacy violations, and is in accordance with
prior work [101, 136, 210].

These findings provide legal scholars and policymakers with novel empirical per-
spectives on the notion of consumer expectations in case of IoT security and privacy
events. By using a shared language (‘reasonable expectations’), we show how it was ex-
pected by participants that manufacturers would patch security vulnerabilities or at least
respond in some visible way. As discussed in subsection 2.2.2, liability case law is based
on a case-by-case assessment, yet our findings can serve as a reference for the design of
IoT security and privacy regulations (which do play a role in courts, see e.g., [259]) and
provide new insights for legal scholars and practitioners on how the abstract notion of
consumer expectations can be understood empirically.

What manufacturers should ideally do. Turning to RQ2, and how consumers prefer
manufacturers should respond to emerging IoT events, we found that participants gen-
erally considered recalls and patching to be appropriate responses to security threats
(Figure 2.1). Interestingly, patching was the only manufacturer response that was con-
sidered both appropriate and likely. Seeing patches as reasonable does rest on all secu-
rity issues being resolvable by patches, without further manual fixes by the user, which
in practice is often not the case [27, 199]. In contrast to patching, recalling was seen as
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the more appropriate response, yet also considered relatively unlikely, even less likely
than simply notifying users. This suggests a gap between consumer preferences and ex-
pectations.

As patching is much more prevalent than product recalls, consumer expectations
appear aligned with, and perhaps habituated to, observed market behavior. This also
fits with seeing a car recall as more likely than for other consumer IoT devices. Thus,
expectations might change in the next few years, where stricter regulations could trigger
more frequent recalls (e.g., not complying with minimum security requirements as in the
upcoming delegated EU Radio-Equipment Directive will lead to the IoT device’s removal
from the market [239]).

For privacy, participants favoured it when a manufacturer announced the release of a
software update with more privacy controls while also judging a lack of response as least
desirable (Figure 2.2) (reinforcing prior findings elsewhere [260]). Notably, announcing
a privacy software update and updating the privacy policy were rated as similarly appro-
priate. As with security events, this requires notification to be visible – in this case, within
the device and/or companion app itself. Prior work has indicated that more control does
not necessarily lead to higher trust in privacy [260], with a view to governments needing
to enforce what manufacturers can and cannot do. This could also hint at a general loss
of trust towards manufacturers to handle personal data appropriately, where more pri-
vacy controls would not help to restore the trust.

Our results build on previous work on IoT consumers’ expectations of the responsi-
bility of manufacturers and users, in which users expressed uncertainty if manufactur-
ers would realistically meet their preferences [101]. Our results indicate that there are
indeed discrepancies between consumers’ preferences and predictions, as well as more
clearly expressed expectations about security (manufacturers will likely patch and are
unlikely to do nothing) than for privacy (with less clarity as to how manufacturers will
likely respond). We furthermore broaden prior research on users’ preferences on IoT se-
curity and privacy (e.g., [101, 105, 162, 220]) by contrasting normative preferences with
a ‘reality check’ of expectations of actual likelihood.

Managing different security and privacy circumstances. Regarding RQ3, we found that
different IoT device classes had an effect on what responsibilities participants expected
from manufacturers. For instance, expectations around smart washing machines were
less strict than for security cameras or smart speakers, which could be due to the de-
vice’s less sensitive data. This matches prior work on privacy perceptions of IoT devices
[73, 220]. For devices important for daily use (e.g., smartphones and connected cars),
participants preferred a proactive response by the manufacturer beyond only informing
them. Remarkably, connected cars did not cause a different effect. Compared to other
device types, participants didn’t see it as substantially less likely or less appropriate for a
car manufacturer to not respond to security vulnerabilities, even though these can con-
ceivably lead to safety hazards. For privacy events, manufacturer responses were rated as
less appropriate for vignettes describing that data was harvested from the device without
consent, which implies that this privacy violation reduced appraisals of manufacturer re-
sponses regardless of the actual response. Previous work has established the importance
of user consent [6, 11, 44, 162, 211], and our results extend this notion by demonstrating
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how the breach of this fundamental privacy principle also negatively affects subsequent
efforts of the manufacturer to remediate.

How best to involve users. For RQ4, the user’s involvement in addressing security and
privacy risks was assessed (Figure 2.3). For emerging security risks with IoT devices, par-
ticipants deemed it most preferable for the user to return the device for a refund or re-
placement. Depending on local legislation, the warranty period, and the seller’s leniency,
this might constitute a feasible path. However, as paralleled by several participants’ com-
ments, this route is arguably rarely observed in real life, and the chances of a successful
return depend on many factors outside of the user’s control. A recall notice would signal
the feasibility of the response, but manufacturers might not have a reliable way of getting
the notice to users.

Simply keeping a device in use after learning about a security problem was generally
judged as highly ill-advised for the user. This perception was different for privacy, where
it was seen as much more acceptable to keep the device on, especially if the manufac-
turer updated the privacy policy or announced an update with more privacy controls,
despite the same prior privacy violation. This contrasts with prior research implying
that users would turn off a device as if ‘stopping a leak’ [260] and illustrates how percep-
tions of privacy change with manufacturer signaling, but also as how limited the user’s
options were perceived.

It may be that IoT users are simply lacking options for action and control (as has been
seen for both security [27] and privacy [105, 123]), making it a conceivable response for
users to continue using the device, as unplugging could be undesirable due to discontin-
ued operation, demanding a refund is seen as futile, and personal technical mitigation
as unpredictable. That said, users’ technical attempts to mitigate privacy risks were seen
as more suitable than for security vulnerabilities.

These results also broaden prior findings of instances of users stopping use of their
devices after (suspected) security risks [27, 201, 224], as we observed that turning IoT
devices off was seen as a generally suitable response for both privacy and security risks,
and was most frequently mentioned by participants as a previously applied response.
That such a drastic step was seen as a suitable response illustrates how limited users’
options appeared to be for a clear path to resolution, which highlights the necessity of
actors better positioned to handle these risks to be involved.

If users were to stop using a device, this is difficult for those with expertise to detect,
even if it at least stems some threats. This may also encourage a somewhat ‘silent’ depar-
ture from the smart device market (hinted at in Figure 2.4.2), where one ‘bad actor’ then
tarnishes all reputations. This is arguably why consumer IoT devices are generally seen
as lacking appropriate security (and requiring standards) although many devices exist
which are already secure. Participants appeared just as amenable to stopping device use
after a privacy issue as they were to demand a refund – this is then in the interests of
manufacturers if they want to retain customers.

Prior work has also suggested that responsibility for protecting privacy of IoT devices
was seen more with the manufacturer than with the user, while for security, the respon-
sibility of the individual user was also central [101]. This could further explain why in our
study, participants seemed to have clearer expectations of appropriate ways for the user
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to handle security risks (try to get a refund, and avoid continue using a device) than for
privacy, as the manufacturer is seen as responsible for remedying technical problems.

2.5.1. RECOMMENDATIONS
Here we list future directions and recommendations for ecosystem stakeholders.

Establish post-purchase maintenance and support. IoT users generally expect and ap-
preciate explicit responses from manufacturers, preferably more than just a warning,
which might remain unseen and be perceived as insufficient. Participants also voiced
how they would switch brands or return devices in case manufacturer handling of secu-
rity and privacy would lag behind their expectations. To establish user support and trust
for the post-market phase, manufacturers should follow standards such as from NIST
[76] and keep an active communication channel with their customers. While effective
communication is not trivial to achieve, a collaboration with ISPs to reach identifiable
customers could also be a fruitful direction.

Smooth the path for predictable outcomes. As governments are also seen to hold re-
sponsibility for IoT security and privacy [101], our findings furthermore provide regula-
tors with insights into consumers’ expectations. We recommend that regulators support
users with routes for resolution that are coherent and predictable, such as specific and
easily accessible advice. Furthermore, it is paramount to provide robust consumer pro-
tection laws to reduce incidents in the first place, but also to have regulatory or economic
processes in place to incentivize appropriate and effective responses by device manufac-
turers, including smoothing the path for potential product returns.

Gather evidence with a view to its wider uses in law. In law, reasonable expectations
are a fluid concept. There are no objective thresholds; the EU and US jurisdiction rely
on the judge to interpret consumer expectations in each case. Our study offers concrete
measurements of this construct to both legal practitioners and legal scholars in the prod-
uct liability field, who might face questions surrounding consumer expectations of IoT
devices in their work. A multi-disciplinary approach, in which empirical computer and
social sciences support legal scholars with insights around assumptions about technol-
ogy and its users, could constitute a promising future direction of academic work.

2.5.2. LIMITATIONS
While this study’s sample is considerable in size, it is not representative of any spe-
cific national or global population. Due to Prolific’s participant base, participants were
mostly from ‘western’ countries. Furthermore, the sample was skewed towards younger
cohorts, which is also typical of Prolific samples [223]. During sampling, we were inter-
ested in gathering a breadth of different regions and legislations and not in modeling
any specific population. This limits the generalizability of the results yet nonetheless
provides novel insights into consumer expectations across different regions.

The vignettes were bound to a limited number of factors, yet other aspects could also
influence expectations. In all vignette permutations the user learns about security or pri-
vacy risks from a news post, while there are several other sources for users to learn about
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possible security and privacy issues[73, 193], such as word-of-mouth, unusual device be-
haviour, or direct notifications (e.g., by ISPs [42]). We opted for the news post as this is a
common channel for home users [58, 193] and may be communicated itself by word-of-
mouth or analogy [194]. Furthermore, including the price of the IoT device could have
influenced expectations, with cheaper devices perhaps being seen as more vulnerable
and premium products leading to higher expectations. However, adding more contex-
tual factors to the vignettes’ factorial design would have led to an explosion of factor level
combinations. Thus, we encourage future work to explore such directions.

Finally, participants had to judge a fictional user’s actions, such that it needs to be
determined if this judgement would translate into actual behaviour on their side, though
text answers imply that participants had similar experiences to those captured in our
vignettes, as presented in subsection 2.4.3.

2.6. CONCLUSION
Using a vignette survey with 862 participants, we found differing expectations around
the responsibilities of users and manufacturers how arising security and privacy events
would and should be handled. Future work should look at other factors related to prod-
uct liability law however, such as the state of the market and behavior of competitors.
Future work should also go beyond the vignette factors considered here, to explore the
impact of other factors on expectations, e.g., duration of device ownership and price,
warranty conditions, and timeliness of manufacturer response.
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PREVENTING FAILURES:

EXPECTATIONS OF SECURITY

SUPPORT OVER DEVICE LIFETIMES

Supporting consumer IoT devices with updates is crucial to ensure their security. However,
this support period is usually shorter than the device’s actual lifespan, resulting in mil-
lions of unsupported and vulnerable devices. The upcoming European Cyber Resilience
Act (CRA) addresses this by requiring manufacturers to support their products for the ex-
pected use time, which should be based on reasonable user expectations. In this work,
we thus empirically explore the concept of user expectations regarding smart devices’ use
times and security provision by conducting a large-scale survey in five EU countries (n =
993). We find that respondents’ smart device use times and lifetime expectations exceed
the CRA’s baseline of five years for a majority of device categories and vary substantially
across device categories, their “smartness”, and individuals. Respondents also consider
different factors for the lifetimes of smart and conventional devices. Surprisingly, a ma-
jority of respondents expected update support to correspond with devices’ full lifetimes,
highlighting how the current market dynamics of short support times seem to contrast ex-
pectations. Our results provide novel insights for manufacturers and market authorities
who will need to determine support periods for smart products in the coming years.

This chapter has been published as: Kustosch, L.F., Gañán, C.H., van ’t Schip, M., van Eeten, M.J.G., & Parkin,
S.E. (2025). “Regulating Smart Device Support Periods: User Expectations and the European Cyber Resilience
Act”. In Proceedings of the 34th USENIX Security Symposium (USENIX Security ’25).
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3.1. INTRODUCTION
To secure the growing population of consumer IoT devices from an evolving threat land-
scape, continuous support over the product’s lifecycle is crucial. However, security up-
dates for such smart devices often end prematurely and their presence or duration is
often not disclosed to consumers at purchase. A recent report from the US Federal Trade
Commission found that for 89% of the reviewed smart products, no disclosure on the du-
ration of updates support was provided [81], seemingly a status-quo in the smart device
market [189, 196].

Various regulatory and policy initiatives aim to increase transparency of the software
support duration to provide certainty to consumers about the security capabilities of
the devices that they purchase. Within this, there is an expectation that consumers will
gravitate toward more secure devices within purchase decisions. The US Cyber Trust
Mark announced in 2023 is a voluntary product labeling scheme where manufacturers
of smart devices disclose the support period as part of the label [80, 152]. In the UK,
the PSTI act requires manufacturers to disclose a minimum support period for security
updates [229] to comply with the law, instead of the voluntary label approach in the US.

While disclosing information to consumers for a more informed purchase is an im-
portant step, the question then arises of how long this support should actually be pro-
vided. The approach of the European Commission is embodied in the Cyber Resilience
Act (CRA)[243], launched in 2024 and coming into force in 2027; to the best of our knowl-
edge, the CRA is the first regulation that explicitly sets legal product requirements on a
duration for how long security measures must be provided across a broad range of prod-
ucts.Specifically, security vulnerabilities of “products with digital elements” must receive
security updates for their expected use time but at least five years1.

In the determination of the expected use time, that is, device lifetime, reasonable
user expectations play a crucial role. Manufacturers will have to actively determine this
period based on users’ expectations and disclose how they considered this in the prod-
uct’s technical documentation. Similarly, market surveillance authorities will check such
documentation and, in turn, determine what they see as a reasonable user expectation
to determine compliance with the CRA. If they find that the support duration for a prod-
uct violates expectations, they could remove the device from the EU market.

Thus, the user perspective, previously an afterthought in security support duration,
suddenly takes center stage in the regulatory realm with global implications. Manufac-
turers sell the same smart devices in other markets than the EU and could streamline
global compliance efforts and release the same security updates as in the EU, following
the “Brussels Effect” [29, 142, 174]. However, the abstract concept of reasonable user
or consumer expectations regarding a product’s expected use time bears uncertainty for
smart device manufacturers and market surveillance authorities. For instance, is it rea-
sonable to expect that a smart washing machine will be used for longer than a smart-
watch and should thus be patched for longer?

Prior research only provides limited insights into the use time or update support du-
ration of smart devices. While [103] studied smart home users’ perspectives on the end
of support and [133] empirically measured reasonable consumer expectations regarding

1With exceptions possible (Article 13.8. and Recital 60).
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security and privacy incidents with consumer IoT devices, the expected or observed du-
ration of device use or update support has not been directly measured, although [160,
164] find that longer support periods were generally preferred by consumers.

As the CRA explicitly links the duration for security support to users’ expectations of
the product’s lifetime, we aim to fill this gap by conducting a large survey among EU con-
sumers to empirically assess their expectations and behaviors regarding smart device
use times. We ask the following Research Questions: (i ) How do consumers use their
smart devices, and for how long?; (i i ) How long do consumers expect different smart
device categories to last, and which factors influence these expectations?, (i i i ) How do
consumers perceive security and software update support over smart devices’ lifespans?,
and; (i v) Are there differences among EU member states regarding consumers’ smart
device usage, expectations, and security and software support perceptions?

We make the following contributions:

• We conduct an online survey with 993 participants in five different EU member
states and collect empirical data on and explain a methodological approach to a
concept of high relevance in the coming years: Smart device use times and users’
expectations regarding them. Thus, we provide an empirical basis for manufactur-
ers and market surveillance authorities how to conceptualize and approach users’
expectations regarding smart product lifetimes.

• We measure smart device use times by studying 2753 individual smart devices and
measure lifetime expectations via smart device vignettes. While expectations var-
ied across devices and individuals, we find that, in aggregation, almost all studied
smart products were expected to last longer than the CRA’s baseline of five years,
despite respondents factoring in aspects like fast innovation and replacement, in-
compatibility, or planned obsolescence. Additionally, a majority of respondents
expected update support to correspond to the device’s full lifetime, highlighting
how the CRA’s provisions seem to meet expectations already.

• We extend previous work on smart devices’ end of support by focusing on the con-
cept of security support duration. We find that respondents were aware of security
updates being crucial to mitigate security risks, although updates were generally
opaque (non-perceptible), and their eventual end was not a strong trigger to stop
device usage - better alternatives or declining functional performance were much
stronger motivators.

In the remainder of the paper, we first consider the regulatory underpinnings and re-
lated work on users’ expectations regarding smart devices, followed by our survey method-
ology and results. We then contextualize our findings in the wider regulatory and aca-
demic field and provide recommendations for manufactures and market authorities.

3.2. BACKGROUND AND RELATED WORK
Here we frame existing IoT users’ experiences with IoT security and privacy against legal
processes involving reasonable expectations. These are then considered alongside the
expectations then placed upon other actors in the market, such as manufacturers and
retailers.
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3.2.1. EU SUPPORT DURATION REGULATIONS

User or “consumer” expectations are often part of legal considerations. In the context
of cybersecurity, the most prominent piece of current legislation in the EU is the Cy-
ber Resilience Act (CRA), adopted at the end of 2024. It regulates manufacturers that
place “products with digital elements” (i.e., software and hardware products) on the EU
market. It thus has global impact, as any manufacturer must adopt its measures when
placing products on the EU market, regardless of their location. Internet of Things (IoT)
devices are prominent examples of products with digital elements; they must adhere
to numerous cybersecurity requirements (e.g., security-by-default, (Annex I(2)(a)). The
CRA reserves a special position for certain categories of IoT devices. For instance, smart
home security devices and virtual assistants are an “important” category due to larger
security risks than average products with digital elements.

The manufacturer must, as part of a comprehensive list of requirements, ensure that
any detected vulnerabilities are swiftly mitigated for the entire “support period” of their
device. Manufacturers must determine this support period themselves, based on several
criteria provided in the CRA (Article 13(8)). The manufacturers shall (i.e., must) consider
in this determination: “reasonable user expectations”, the nature of the product (includ-
ing its intended purpose), and other EU legislation that may already determine lifetimes
for the product category. Additionally, manufacturers may take into account support
periods of similar products, the availability of operating environments, the support pe-
riod for integral components of the product created by third-parties and guidance pro-
vided by administrative authorities (the “ADCO”). Manufacturers are thus obligated to
take into account how long users would reasonably expect their product to remain in
use, i.e., the product’s expected lifetime.

Manufacturers must include the chosen support period with the product’s documen-
tation (Article 13(19)). Furthermore, they must share the information on which they base
the chosen support period (Article 13(8)). Market authorities must monitor chosen sup-
port periods and take corrective action when they consider the support period incorrect.

European product legislation often connects product support periods and user ex-
pectations. For instance, the Sale of Goods Directive (SG Directive) offers another exam-
ple of this approach [237], aiming to protect consumers when signing a sales contract.
It requires that goods with digital elements (e.g., smart products) remain in conformity
with the sales agreement. For instance, a video app on a smart TV cannot suddenly lower
its picture quality, if the initial contract noted a higher quality. It thus requires the prod-
uct to receive updates, including security updates, “for the period of time [...] that the
consumer may reasonably expect” to conform with the contract (Article 7(3)). However,
in contrast to the CRA, the SG Directive does not place a burden on the seller to pro-
vide how they assessed their support period and to share it with consumers and market
authorities.

Thus, the support period determined by the manufacturer plays a key role for smart
devices in the EU. Manufacturers and market authorities must know what support peri-
ods are reasonable for a breadth of product categories. Consumers, at the same time, can
compare support periods so they can make informed purchase decisions. Given these
dynamics introduced by the CRA, it is vital to understand user expectations regarding
support periods of products with digital elements.
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3.2.2. CONSUMER EXPECTATIONS AND PERSPECTIVES OF IOT SECURITY AND

PRODUCT LIFESPANS
Prior work has studied consumer expectations of security support for IoT devices [133] –
this included manufacturer liability and responses in case of particular incidents, find-
ing that expectations differ per device and that, when measuring expectations in the
legal context, it is important to distinguish between reasonable (realistic) and normative
expectations (ideal). Here we study conformity to update support commitments, as in
the CRA.

Concerning software support for IoT specifically, there is great uncertainty among
users, even when directly presented with pertinent information (such as “security la-
bels”) [102, 103], for instance that users say updates are important, but do not under-
stand the implications of using unsupported devices or what end of support means [70],
all the while lacking clarity as to the purpose of updates [104]. These outcomes point to
users needing assurance in a market that is full of uncertainty – this suggests there could
be value in not only setting a support duration, but strengthening assurances that it will
remain over time, as a reliable “minimum” duration.

Further, when software support duration is considered as a product label attribute
during device selection [73], prior work suggests there is a demand among consumers
for the delivery of security updates for IoT devices for a longer period of time than they
are accustomed to (e.g., [160, 164]). Thus, where previous work has suggested that sup-
port assurances would be valued, it lacks a clear connection to the expected duration of
update support and, most importantly in the context of the CRA, the expected lifetime of
IoT products, as [160, 164] measured preferred update support duration with predeter-
mined values by the researchers (e.g., 2 years, 6 years, and lifetime).

However, consumers’ expectations of products’ lifetimes have been measured be-
fore, just not in the context of security and privacy, but in the domain of sustainability
[54, 92, 93, 170, 181, 257]. For instance, [54, 92] and [181] measure expected lifetime or
perceived longevity importance for product categories like mobile phones or vacuum
cleaners. However, smart devices and the role of software updates and security were
not directly studied. This research highlights different forms of product lifetime expec-
tations, namely intended lifetime (how long a product is intended to be in use by its
current owner), ideal lifetime (how long a product should ideally last), and predicted
lifetime (how long a product will likely last). A conceptual piece by Bradley et al. exam-
ines similar concerns [30], outlining the conflicting interests between continued security
patching and device longevity, proposing a paradigm shift: an architecture and differen-
tial responsibilities for different actors to keep devices running and secure for as long
as possible. Here, we examine how user perceptions inform the provisions needed in
determining support duration relative to the CRA.

In examining the electronics repair industry, Ceci et al. [40] found that 12% of their
112 survey participants stated that a smartphone or tablet never broke; however, the
cost and hassle of getting a device repaired were major factors where participants had a
device that developed problems but that they did not seek to get repaired. In studying
views on IoT device obsolescence, Vats et al. [248] found that when interview partici-
pants were faced with external events such as an IoT device ceasing to function, needing
an update, or losing smart features, they would try to find terms in the user agreement
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that would force the manufacturer to take responsibility (and feel a lack of agency if they
could not); this indicates an existing gap that CRA assurances could fill. The interview
participants of Haney et al. [101] referred to an unspoken agreement at device purchase,
that a manufacturer should protect buyer security and privacy, but that participants dif-
fered in how sure they were that a manufacturer could uphold those expectations, trust-
ing larger firms as being more competent to do so.

3.3. METHOD
To explore user expectations regarding smart devices’ lifetimes, we conducted an on-
line survey with 993 participants recruited on the crowdsourcing platform Prolific [190]
during November and December 2024. As the CRA is an EU legislation, we recruited an
EU-based sample from France, Germany, Poland, Spain, and The Netherlands. We se-
lected this subset as countries belong to the largest member states, together account for
over half of the full EU population, vary in geographic location, culture, and markets,
and to retain an appropriate sample size per country for robust statistical comparison.
Due to the CRA requiring an EU-wide uniform approach, we were interested to study the
potential variety of market dynamics across countries, such as user journeys, purchase
channels, and experiences with smart devices and their security, potentially requiring
differentiated support structures for users.

In the following, we detail our survey design, data collection and analysis, and the
resulting sample.

3.3.1. SURVEY DESIGN
We first explain some of our conceptual considerations around the notions of consumer
expectations and device lifetime, followed by survey design and preparation for publica-
tion in different countries.

CONCEPTUALIZING DEVICE LIFETIME EXPECTATIONS

We aimed to align with the CRA definition of product lifetime, which is “the length of
time during which the product is expected to be in use”, which should be based on “rea-
sonable user expectations, the nature of the product, including its intended purpose”.
Previous empirical work on consumer expectations provided a solid methodological ba-
sis for phrasing this question in a survey. Gnanapragasam et al.[93] stress the importance
of clearly differentiating between three forms of expected product lifetimes: Intended
(how long a product is intended to be in use by its current owner), ideal (how long a
product should ideally last), and predicted (how long a product will likely last). Other
related work on smart devices’ consumer expectations highlights the necessity to differ-
entiate normative (ideal) and reasonable (realistic) expectations and argues that realistic
expectations correspond more closely to the legal notion of reasonableness, rather than
normative ideals [133].

Thus, we conceptualized user expectations about product lifetimes according to the
following two criteria:

• The expectation is about a predicted period of time for how long a given smart de-
vice will remain functional to be used for its intended purpose, not what is desired
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for how long it ideally should last. i.e., the expectation should be reasonable.
• This period should be independent of ownership, as devices can be sold or gifted

onward [140], and we did not want to measure the initial use cycle, i.e., a user’s
preference when to move to a newer device.

Thus, when asking about the expected lifetime of a smart device, our question was: “If
you had to predict, for how many years do you expect such a device to last?” (Q5.1.1).
However, we also considered intended product lifetimes (how long a product is intended
to be in use by its current owner) by inquiring with participants about how long they
plan to continue using their own smart devices to then form a measure of their use time,
adding up the durations of past use and intended future use.

MEASURING DEVICE LIFETIME EXPECTATIONS

To quantify expectations about smart devices’ lifespans, we designed vignettes for sev-
eral prototypical devices and presented survey participants with a random subset of
them to measure how long they would expect the device to last. Table 3.1 depicts our
selection of devices, and the vignettes can be found as part of the survey instrument in
Appendix B.1.

Vignettes are short descriptions or scenarios, to provide respondents with context to
elicit a response and are commonly used in security and privacy research [6, 11, 14, 133,
162]. Our vignettes described the device at hand, its high-level features, how it can be
used, and its smart capabilities to ensure that respondents without any experience with
it could also form a picture of this product. We followed common practice in security
user research [103, 104, 133, 160], and selected a diverse range of smart devices with
varying use cases, price points, and security and privacy implications and perceptions,
which should all fall under the CRA.

As many white goods products become increasingly smart, we also tested whether
expected lifetimes would differ between smart and conventional versions. We were in-
terested in how participants would factor in the additional aspects introduced by the
“smartness” into their expectations, such as software updates, online connectivity, and
security or privacy risks.

We did not include a conventional version for all smart devices, as for some, we con-
sidered them an entirely different product based on their primary use case. For instance,
we did not consider a regular watch (primary use: showing the time) a fair compari-
son to a smartwatch (primary use: running applications like health tracking, or messag-
ing/notification).

SURVEY DESIGN PROCESS

We drafted the initial survey based on our research questions and the content examined
for the literature review (Section 3.2). We also gathered feedback during a workshop with
thirteen experts working in the fields of IoT security and law where the survey draft was
presented, jointly discussed in the group, and subsequently improved regarding clarity,
wording, and specificity of the IoT devices.

At this point, we involved policymakers and conducted four online meetings with
policymakers from different EU member states, all involved in the drafting or future
enforcement of the CRA. In the meetings, we inquired about their interpretations of
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Device type Product category Conv. Comp.

Smart speaker Entertainment No
Smart thermostat Home / Energy management Yes
WiFi Solar inverter Home / Energy management Yes
Smart camera Home security No
Smart doorlock Home security No
Home router Network equipment No
Connected printer Office equipment Yes
Smart Smoke Detector Sensors Yes
Smart watch Wearables No
Smart washing machine White Goods Yes
Robot vacuum White Goods Yes

Table 3.1: Selection of devices used in the vignettes. “Conv. Comp.” denotes if a comparison to the conven-
tional version of that product was made.

the CRA’s support period provisions and asked for their involvement in the study. We
received feedback on our survey and suggestions for questions relevant to their work
from 3 of the 4 organizations and then improved the survey regarding wording and flow
and added a question about the purchase channels of respondents’ own devices (Q2.4 &
Q2.5), as this was of interest for several policymakers.

A pilot run of the survey was conducted with 25 participants recruited on Prolific
to check for any technical problems, question understanding, completion time, or any
answer options not provided in our multiple-choice questions (i.e., Q4.3, Q4.4, Q7, Q9.1,
Q9.2). Participants took 14.8 minutes on average and no technical issues emerged. Only
minor adjustments were necessary for some questions for clarity, despite the pilot survey
allowing respondents to indicate where they felt unsure about their answer.

After the pilot study, the survey was translated from English into the five countries’
respective languages (French, German, Polish, Spanish, and Dutch), by first being trans-
lated using Qualtrics’ native automatic translation tool based on Google Translate [192].
This automatic translation was then checked and adjusted by five different native speak-
ers (where this included names of popular online stores).

3.3.2. RECRUITMENT AND PARTICIPANTS
Participants were recruited on the crowd-sourcing platform Prolific with the following
screening criteria: Participants should reside in one of the five member states, be fluent
in the respective official language, have an approval rate in prior studies of at least 95%,
and completed at least five other submissions on the platform. We opened a separate
survey invite for each age group to avoid bias towards younger cohorts, as Prolific sam-
ples tend to be younger [223]. In each age group, we also applied a quota for gender to
get an even split. For the highest age brackets, we were not able to attain the full target
sample size or an even gender split in all countries, as the number of available partici-
pants on Prolific for this target group was too small. We redistributed the remaining slots
across the different age groups. The final sample consisted of 993 respondents and Table
3.2 depicts the demographic information.
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Demographic FR DE PO ES NL Total

Age 18-24 39 41 48 39 43 210
25-34 41 40 46 40 44 211
35-44 43 41 43 42 45 214
45-54 38 40 43 42 41 204
55-64 25 29 14 33 20 121
65+ 11 9 2 3 8 33

Gender Female 95 97 93 94 96 475
Male 98 100 99 100 102 499

Other response* 4 3 4 5 3 19

197 200 196 199 201 993

Table 3.2: Demographic overview. *Other responses possible were "Non-binary/ Third gender" and "Prefer not
to say"

We decided against screening for smart device ownership, given that the expecta-
tions of consumers without smart devices have legal relevance – they might be future
users, or have their own particular reasons for not engaging with such products. Thus,
we were able to compare expectations and perspectives between experienced and less
experienced users of smart devices. We followed methodological literature for compara-
ble experimental designs (i.e., factorial designs and choice experiments) to find sample
sizes with sufficient statistical power for our planned device and country comparisons.
[12] and [22] suggest a range of at least 5 to 50 observations per vignette as a general
guideline for such designs with repeated measures (vignettes) per respondent and de-
ploying multi-level regression for analysis. As we wanted to compare lifetime expecta-
tions of a total of 17 different device vignettes within each of the five countries, we aimed
at 200 participants per country, as this would provide 35.3 responses on average per de-
vice per country, well above the minimum recommendation of five observations.

During data collection, we noticed that many respondents interpreted the survey
questions about their own devices (Q2.1 - Q2.8) differently as intended by us, i.e., as ask-
ing about the general device category, not the particular device they were using right
now (i.e., asking when they started using smartphones in general, instead of when they
started their currently used smartphone). We thus added a clarification to Q2.2 to fo-
cus responses on the currently used devices, changed the wording of Q2.2 to Q2.8 ac-
cordingly, and then did a follow-up survey only with these specific questions with all re-
spondents participating so far. We contacted them directly via Prolific and paid a higher
hourly rate to incentivize participation. In total, 95% (552 of 579) did the survey with
only the updated questions again. We conducted consistency checks against original
responses and included an attention check. We discarded the responses from the re-
maining 5% when analyzing responses to Q2.1 to Q2.8, as their question interpretations
might have been inconsistent with ours.
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3.3.3. SURVEY PROCEDURE

The survey was advertised on Prolific as “Your use of and perspectives on smart devices”
together with a short, high-level description of the task in the respective language. Par-
ticipants could access the survey after agreeing to the informed consent. The survey was
run on Qualtrics (hosted by the research institution) and structured into four sections,
which we describe in the following.
Participants’ own smart device usage. To collect concrete, device-level data on respon-
dents’ own smart device usage and duration, the survey began with questions about their
own devices. The survey started with a general description of smart devices to provide
context, especially for respondents without much experience with such devices. Re-
spondents then indicated the types of smart devices they used and owned and which
specific devices they currently used, followed up with more targeted questions about
these specific devices, including the model/brand, the condition (new / previously owned),
the purchase channel, when it was started being used and for how long looking ahead,
and the software updates status (Q2.1 - Q2.8). We asked these follow-up questions only
for a maximum of three of their devices (chosen randomly) to keep response time man-
ageable. We also asked if respondents had recently stopped using any smart devices to
find out more about their use time, device disposal, and the reasons for ending use (Q4
- Q4.4).

Eliciting lifetime expectations via device vignettes. Respondents were presented with
vignettes about different devices to move from their own devices’ usage to eliciting their
expectations regarding stereotypical device categories. We asked them to imagine they
would buy such a device today and emphasized our concept of product lifetime (Q5).
Then they were presented with one conventional and two smart device vignettes, both
selected randomly from the respective list of devices (see Table 3.1). The first vignette
was a non-smart device to set a baseline and avoid ordering effects by first showing smart
devices, as this could easily lead to confusing the subsequent conventional device as
being smart.

After each device vignette, participants answered the question: “If you had to pre-
dict, for how many years do you expect such a device to last?” (Q5.1.1) by entering a whole
number in years. We opted for an open-ended response format to avoid potential biases
introduced by scale anchors (anchoring effect [228]). For instance, an upper anchor such
as "More than 10 years" might implicitly suggest that 10 years is a long lifespan, thereby
lowering lifetime estimates [208]. To capture more contextual data for these numerical
lifetime estimations, we also followed up with “What aspects did you take into account
when estimating the number of years?” (Q5.1.2), where respondents could input their
reasoning in an open text field.

Software update and security considerations. In this section, we were interested in re-
spondents’ understanding of software support and security aspects for smart devices.
As previous work implied that consumers did not fully understand the implications of
unsupported smart devices [103], we asked how the end of update support would im-
pact smart devices (Q7) and to what extent respondents had first-hand experience with
this (Q7.1), followed by their expectations how long software support would last for the
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two smart devices they saw earlier in the vignettes (Q8) to see how this estimate would
compare to the device’s lifetime expectation in Q5.1.1. We then explicitly introduced
the concept of security for smart devices with a short explanation (Q9) to then measure
respondents’ security concerns (Q9.1), mitigation actions (Q9.2), and if a continued pro-
vision of security updates would lead them to use their smart devices for longer (Q9.3).

Demographics and survey conclusion After filling out some final demographic ques-
tions, respondents were thanked, debriefed, and sent back to Prolific with a completion
code to receive payment. The survey included two attention checks (Q3 and Q6). The
median completion time was 11.83 minutes. The full survey instrument is provided in
Appendix B.1.

3.3.4. DATA ANALYSIS
We first checked the data for suspicious responses by reviewing attention checks, com-
pletion time, and spurious patterns like providing the same response continuously or
nonsensical open text responses. All respondents who failed both attention checks were
removed (n = 5). 64 respondents failed one of the two, and after manually reviewing
their responses, we removed three due to failing at least one of our removal criteria; re-
peated scale responses, nonsensical text responses, inconsistencies in responses, such
as having started using a device model that was not released yet at this time, or rapid
completion times. We also checked the responses of the fastest (< 5 minutes) and slow-
est (> 1 hour) completion times, but did not find any indications of bogus answers (i.e.,
they passed both attention checks and gave legitimate text responses). Thus, response
quality was generally high, as we only had to remove data from eight respondents.

Quantitative analysis To analyze the data, we first calculated descriptive statistics of sur-
vey responses to get an indication of patterns and trends as well as inferential statistics
to detect statistically significant differences across responses or countries.

To assess which factors influenced respondents’ expectations of devices’ lifetimes in
the vignettes, we ran a multi-level regression model with maximum-likelihood estima-
tion, allowing us to test for significant differences between devices (both smart and con-
ventional) and account for respondent-level characteristics, respondent-level variance,
and model fit. Assumption checks for homoscedasticity, multicollinearity, overfitting,
and influential datapoints indicated that lifetime expectations were not normally dis-
tributed and displayed a skew towards higher values (e.g., 20 years was not an uncom-
mon response). We thus log- transformed the outcome variable Li f et i me. For better
interpretability, we transformed the resulting coefficient estimates to express percent-
age changes in the outcome variable (by exponentiation with eω→1).

After iteratively adding predictors to the model to assess if goodness of fit improved
significantly, we concluded with the final model predicting Li f et i me with Devi ce (the
different device vignettes), Devi ce E xper i ence (if the respondent used the smart device
described in the vignette themselves), Countr y , an interaction between Countr y and
Smar tness (if the device was smart or conventional), and a random effect of respon-
dent to account for individual differences between them. The number of smart device
categories used, Age, and Gender showed no effect, as including those predictors did not
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contribute significantly to the model’s fit. The model is presented in Table B.1 in the Ap-
pendix.

Qualitative analysis Open-text answers were translated into English using the transla-
tion tool DeepL [62]. In our Ethical Considerations statement, we detail to how we pro-
tected respondents’ sensitive data. To ensure quality, the native speakers who were also
involved in the survey translation checked a random sample of the resulting translations.
The automatic translation performed satisfactorily, with no native speaker reporting any
translation errors. Translated text data was then analyzed using thematic analysis [32],
where the primary researcher identified and assigned codes to the text answers. After
coding a subset of the responses, the resulting initial codebook was discussed at regular
intervals with co-authors and refined. After coding approximately one-third of the open
text data, we reached theoretical saturation, where no new themes emerged [154], and
the codebook was discussed one last time to finalize it. Previous codes were adjusted
according to the final codebook, which is provided in Appendix B.4.

3.4. RESULTS
3.4.1. INDIVIDUAL USE OF SMART DEVICES
To address RQ (i ) (How do consumers use their smart devices, and for how long?) and un-
derstand what is a reasonable use time for smart devices and how they are used and
purchased, we collected data on survey participants’ use of their own smart devices,
which resulted in data on 2753 individual IoT devices currently used, and 398 devices
used in the past. We also report on relevant country differences throughout this and the
following subsections to address Research Question (i v) (Are there differences among EU
member states regarding consumers’ smart device usage, expectations, and security and
software support perceptions?).

DEVICES CURRENTLY USED

On average, respondents indicated using five different smart device categories, with smart-
phones being the most common, followed by Smart TVs and Routers. Table 3.3 provides
an overview of devices’ popularity in the sample. Devices’ most popular brands were all
from international companies, who will need to comply to the CRA to sell these prod-
ucts in the EU. For some smart devices, especially routers, sensors, doorlocks, doorbells,
and solar inverters, a sizable proportion of participants did not know the brand of their
currently used device. We added smartphones as an option due to their widespread use
and importance in the smart device ecosystem (e.g., due to companion apps).

To assess how long respondents used their devices, we shifted the level of analysis
from device categories used to the particular devices participants were currently using.
We asked if these devices were acquired in new or second-hand condition, as we could
not control for the use duration of the previous owner when measuring device use times.
This also provided us with valuable insights into the prevalence of the second-hand use
of smart devices, as their lifecycle can span different users. The vast majority of smart
devices (90%) were reported to have been in new condition, while only 9% were previ-
ously owned. The devices with the highest rate of second-hand use were smartphones
(16%), smartwatches (11%), and smart TVs (9%). For the devices that were new when
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Device Category Number Most common brands % Unk.

Smartphone 984 Apple, Samsung, Xiaomi 0%
Smart TV 680 Samsung, LG, Sony 3%
Router 611 Fritzbox, TP-Link, Vodafone 37%
Connected printer 582 HP, Canon, Epson 7%
Smartwatch 503 Apple, Samsung, Xiaomi 5%
Media streaming 290 Google, Amazon, Xiaomi 14%
Smart lighting 281 Philips, Ikea, Xiaomi 27%
Smart speaker 281 Amazon, Google, Apple 4%
Robot vacuum cleaner 264 iRobot, Xiaomi, Roborock 11%
Smart security camera 192 Ring, Xiaomi, TP-Link/tapo 27%
Smart sensors 150 Eufy, Kidde, Philips 59%
Smart thermostat 111 Honeywell, Remeha, Tado 34%
Smart washing mach. 108 Samsung, LG, Beko 9%
Smart doorbell 88 Ring, Eufy 33%
Smart hub 48 Google, Philips 21%
WiFi solar inverter 48 Enphase, Solaredge 39%
Smart fridge 42 LG, Samsung, Bosch 5%
Smart doorlock 15 – 43%
Smart baby monitor 14 – 17%

Table 3.3: Prevalence and brands of smart device categories owned and used by respondents. If fewer than
three brands are listed, there are too few observations for a pattern. % Unk. is the share of respondents not
knowing their device’s brand.

usage commenced, the majority were purchased in online stores (60%), while physical
stores were less popular yet still a sizable amount (30%), highlighting the importance of
considering both online and offline sales channels when disclosing support durations to
consumers.

There were significant differences between countries regarding smart device pur-
chase channels. Regarding second hand use (X 2(4) = 28.39, p < 0.001), the highest preva-
lence was observed in France with 14% of devices being aquired in used condition and
the lowest in Spain (5%). Similarly, France had the highest rate of participants selling
their previous devices onward (16%). For devices acquired new, the highest proportion
of devices bought online was in Poland (69%) and The Netherlands (66%), while the
countries with the highest rate of devices bought in physical stores were France (37%)
and Spain (35%) (X 2(8) = 33.47, p < 0.001).

To gauge how long respondents use their current devices, we added the time since
they started using them (Q2.2) and for how long they plan to keep using them (Q2.6). We
consider this a measure of intended use duration, as it pertains to planned future use,
which bears some level of uncertainty. Figure 3.1 depicts the distributions of past and
intended use time across respondents’ smart devices. Second-hand devices were not
included. Thus, a first differentiation across smart devices in intended use times became
evident. Smartwatches and smartphones were clearly skewed towards shorter use times
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Figure 3.1: Sum of past use and intended future use duration across respondents’ smart devices. Ordered by
decreasing rate of durations of more than 10 years. Devices with less than 20 observations are not depicted.

Figure 3.2: Duration of device usage before stopped being used. Ordered by increasing rate of durations below
1 year. Devices with less than 20 observations are not depicted..

(i.e., mainly in the 2 - 4 years range), while Smart TVs, smart Lighting devices, or smart
thermostats showed substantially longer use times on average. Indeed, we found that for
the majority of devices except for smartphones and watches, a sizable number of users
indicated more than a total of 10 years, indicating long intended use times in terms of
smart product standards.

DEVICES RECENTLY STOPPED TO BE USED

As intended future use can be difficult for individuals to forecast, we also asked respon-
dents about their recently stopped smart devices to assess their recent experience with
a device they finished using (Q4.1 - Q4.4), independently whether it was replaced with a
newer device or not. In total, respondents reported 398 smart devices they had recently
stopped using. The most commonly stopped devices were smartphones (n = 98), smart-
watches (n = 81), and robot vacuum cleaners (n = 40). Figure 3.2 presents the distribu-
tions of devices’ use times (devices with less than 20 observations are not depicted) and
shows that robot vacuum cleaners, smart lighting, smart speakers, and smartwatches
were skewed towards shorter use times while smart TVs and printers were often used for
longer. Smartphones were approximately normally distributed around a middle point of
four years of use.

The most common reasons why respondents quit using their previous devices were
wanting a newer device (n = 97, 20% of all reasons provided) and experiencing flaws
with the old device (n = 93, 19%). Reasons implying a more terminal cause for stopping
device use were less common, with 57 (12%) instances of devices stopping working al-
together, and 34 (8%) in which incompatibility with other devices or services was the
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reason. The end of update support (n = 23, 5%) and privacy (n = 26, 5%) and security
concerns (n = 16, 3%) were the least common reasons to stop device use.

Similar motivations for device replacement also emerged for respondents who indi-
cated that they already planned to only continue using their current devices for less than
a year into the future, in Q2.6. When asked about their motivations, the most prominent
reasons were experiencing issues and flaws (n = 62, 34%) and desire for a newer device
(n = 48, 27%). Only 14 participants indicated the end of update support as a reason,
and even fewer were due to security and privacy concerns. Thus, users’ preference for
better alternatives and experiencing functional issues with the current product were the
main drivers to stop using their smart devices, rather than update support or security
concerns.

Considering what happened to the 398 discontinued devices, the vast majority of
respondents indicated they still have them while not actually using them (n = 190, 48%).
Gifting it to others (n = 54, 14% ), selling it (n = 48, 12%), or discarding it (n = 33, 8%)
were substantially less likely responses, implying that handing devices on (i.e., gifting or
selling it) and subsequent re-use were not common while the vast majority of devices
appear to remain with their owner’s without being used.

3.4.2. LIFETIME EXPECTATIONS OF SMART DEVICES

DEVICE LEVEL DIFFERENCES

As a respondent’s use time of their own device does not necessarily correspond to its ex-
pected lifetime (e.g., they could opt to replace and sell it after a short while), we pivot
to what respondents expected for how long different device types would generally last
for whoever was using them by presenting vignettes of these products. To answer RQ
(i i ) (How long do consumers expect different smart device categories to last, and which
factors influence these expectations?) we aimed at learning for how many years partici-
pants predicted a range of different smart and conventional device types would last, as
elaborated in Section 3.3.1. We supplement these results with qualitative commentary
given by respondents when asked what they took into account when estimating devices’
lifespans. Table B.2 in the Appendix provides the five most commonly mentioned factors
per device type taken into account.

Figure 3.3 presents the expected lifetimes provided for different smart and conven-
tional device categories. The highest expected lifetimes had solar inverters (Conven-
tional: M = 12.65 years, SD = 6.60, Smart: M = 10.75 years, SD = 6.81) and thermostats
(Conventional: M = 11.37 years, SD = 5.68, Smart: M = 10.35 years, SD = 6.29). For solar
inverters, respondents commonly considered their use case and high expected price as
factors (e.g., “It is an expensive product and should last according to its cost.” PID678),
and for thermostats their usage or perceived lower complexity (e.g., “That it is a simple
device” PID685), as seen in Table B.2.

Devices with the lowest expected lifetimes were consistently smart. The lowest lifes-
pans were expected for smartwatches (M = 4.84 years, SD = 1.96) and robot vacuum
cleaners (M = 5.74 years, SD = 2.51). For both, their continuous use was commonly
considered (e.g., a robot vacuum cleaning the floor regularly, a smartwatch worn con-
tinuously), while for robot vacuums, environmental factors like animal hair often came
up. For smartwatches, however, factors more related to smart device market dynamics
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Figure 3.3: Expected lifetimes for different smart and conventional device categories ordered by mean ex-
pected lifetime. Responses were given as whole numbers. The dashed horizontal line denotes the CRA’s five-
year baseline, and asterisks significant differences to the reference level Smart speaker.

were mostly considered: fast innovation cycles, software updates, degrading batteries,
and planned obsolescence (e.g., “Technology changes so fast, it is likely to be obsolete in
5 years”, PID80). Expectations also generally showed less variability for these devices,
as evidenced by lower standard deviations and error bars in Figure 3.3, indicating that
expectations reached a stronger consensus among respondents for those products. This
was likely due to respondents’ more common experience with smartwatches and robot
vacuums than for solar inverters and thermostats, as evidenced in their respective preva-
lence of use (Table 3.3).

The multi-level regression analysis (Table B.1 in the Appendix) revealed that differ-
ences in expected lifetimes across devices were statistically significant. Taking smart
speakers as the reference level (due to their central role in many smart home set-ups and
their “important” categorization in the CRA), we found the largest differences to conven-
tional solar inverters (expected to last 56.90% longer) and thermostats (52.70% longer),
but also significant differences to other smart devices such as smart washing machines
(expected to last 23.20% longer) or smartwatches (expected to last 22.10% shorter). Sig-
nificant differences thus correspond to the visual trend in Figure 3.3, where also signifi-
cant differences are highlighted.

We also found that smart devices had a consistently shorter expected lifetime than
their conventional counterparts when considered as a factor. Most smart devices (ex-
cept for smoke detectors and printers, with a marginal difference) had a lower average
reported lifetime, an effect that was statistically significant (→17.1%, t(2972) = - 9.82, p
< 0.001). We identified several drivers for this, such as the added complexity of smart
features (“Adding [smart] functions risks making them even more susceptible to prob-
lems.” PID564), software updates, or potential incompatibility, but also some more com-
plex dependencies were taken into account, like “The company selling this machine will
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go bankrupt, and we won’t be able to install the application on updated OS versions.”
(PID21).

As can also be derived from Table B.2 , devices’ Usage and Device type were generally
among the most common factors considered by participants when estimating lifespans
across all devices. While static device qualities such as the type of device (“Washing ma-
chines last a long time”) can be seen as more straightforward heuristic for the lifespan,
usage (“How often the washing machine runs”) is less deterministic, as this depends on
wear and tear of components, how frequently and intensively the user decides to use the
device, and if it is used as intended or not.

INDIVIDUAL DIFFERENCES

Lifetime expectations were also strongly affected by respondent-level factors besides
device-related aspects. The regression model fit coefficients provided in Table B.1 sug-
gest that when accounting for respondent-level variation, the model fit (Conditional R2:
46.40%) increased substantially in contrast to only considering the device, country, or
own experience with the device (Marginal R2: 16.60%). This highlights the substan-
tial impact of individual differences and the subjective nature of lifespan expectations
for products. Some respondents consistently expected longer lifespans across devices,
while others had a tendency to expect shorter lifespans, indicating systematic variation
in personal perceptions.

Also personal experience with the smart device affected expectations - respondents
who used the same device type themselves as described in the vignette at hand expected
longer lifespans on average than participants who did not (8.0% longer, p < 0.01), possi-
bly due to familiarity with the device or increased optimism due to personal investment
in it. However, we found no effect of experience with smart devices in general (i.e., the
number of smart device types the participant was using), implying that the user’s expe-
rience with the same device category was a stronger predictor for expected lifetimes.

We also found significant differences between countries in how long respondents
expected devices to last. Taking Spain as the reference, respondents in Poland gener-
ally expected devices to last significantly shorter (14.1% less, p < 0.001), while partic-
ipants in The Netherlands and Germany had more optimistic expectations (9.2% and
8.6% longer, respectively). However, an interaction between country and the smartness
of the product indicated that in these two countries, respondents expected smart devices
to last significantly shorter than conventional devices compared to Poland (Germany:
8.5% shorter, The Netherlands: 12.2% shorter). Thus, participants in Germany and The
Netherlands were comparatively more skeptical about the lifespan of smart devices. Age
and Gender had no effect on expected lifetime.

3.4.3. PERCEPTIONS OF SOFTWARE UPDATES AND SECURITY OVER DEVICES’
LIFETIME

As the previous analyses focus on smart devices’ use times and expected lifetimes to
measure what constitutes a reasonable lifetime, we now focus specifically on the role of
software updates and security aspects over devices’ lifespan to answer RQ: (i i i ) How do
consumers perceive security and software update support over smart devices’ lifespans?
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UPDATE EXPECTATIONS AND EXPERIENCES

In contrast to the static nature of most conventional, non-smart devices, smart devices
can be under continuous modification due to software updates. We were thus inter-
ested in understanding how consumers perceived update-induced changes to devices
over their lifespan and how their subsequent end would affect the user’s experience with
the product.

More than half of respondents (n = 533, 54%,) expected the software update sup-
port to correspond with the device’s full lifespan, as they provided the same value for
both (Q5.1.1 and Q8). When directly asked for their expectations on how the end of up-
date support would impact smart devices’ use, no new features (n = 853, 86% of partici-
pants) and incompatibility with other devices and services (n = 752, 76%) were the most
commonly expected changes, while almost no participant expected no changes (Figure
3.4). Interestingly, both security-related answer options (no more fixes to vulnerabilities
and no more risk monitoring for the device) were also commonly expected (n = 714 and
n = 705, respectively), despite the survey not mentioning security or privacy up to this
point and answer order randomization. Thus, approximately 70% of the respondents
were indeed aware of the security implications that the end of update support brings
with it.

Figure 3.4: Changes to smart devices after software support ends as expected by respondents (in %). The order
of the options was randomized. Multiple choices were possible. The responses “I don’t expect any changes”,
“Not sure”, and “Other” were below 1% and omitted from this plot.

To check respondents’ own experiences with end-of-support-induced changes, we
also asked if they had experienced their previously provided expected changes with their
own devices. Figure 3.5 shows that no new features, a declining device performance, and
less compatibility with other devices and services had the highest proportion of respon-
dents experiencing this. We also saw the potential role of ended support for product
obsolescence: Among the participants who expected critical features to stop working
at this point, around half actually experienced this, so their devices’ functionality was
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Figure 3.5: Respondents’ own experiences with changes to their devices after the end of update support. They
were asked: “Did you experience any of these changes with your devices yourself?”

essentially made obsolete after not receiving updates.
While such functional impacts on the device were thus quite apparent, security-

related changes were more subtle and imperceptible for users. Both security-related
answer options (no more fixes to vulnerabilities and No more risk monitoring for the
device) had the highest rates of respondents indicating not experiencing them or not
being sure, while they both were frequently expected as a common change after the end
of support (see Figure 3.4), highlighting how opaque security (and its absence) can be
for smart device users.

Related to this imperceptibility of updates, Figure 3.6 shows substantial differences
in the current update support status across the smart devices used by respondents. For
smartphones, the vast majority indicated the device to still be receiving updates, while
for many other smart devices a substantial proportion of participants reported not know-
ing if it still was. For instance, for smart sensors and lighting products, at least half of
respondents indicated they did not know if the device still received updates. Indeed, this
uncertainty of the device’s update status was much more prevalent than unsupported
devices still being used (with robot vacuum cleaners having the highest proportion of
unsupported devices). Thus, while the majority of respondents’ smart devices were re-
ported to still be supported, it also illustrates the challenge for users to actually know
whether their smart devices still receive updates, especially for devices with limited user
interfaces like sensors, lighting, doorbells, or routers.

SECURITY AND PRIVACY PERCEPTIONS AND BEHAVIORS

As a majority of respondents were aware of the security implications of the end of sup-
port, although often imperceptible, we now focus on their security and privacy-related
perceptions towards smart devices.

Figure 3.7 suggests that when prompted for security-related concerns about their
own smart devices, respondents mostly indicated to be concerned about their personal
data (“My personal data being accessed by unauthorized individuals” = 57% of respon-
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Figure 3.6: Responses to the question: “Does the particular device you are currently using still receive software
updates, as far as you know?” Devices with less than 20 observations were not included.

dents, “More personal data collected from the device than I expect” = 56%, “My personal
data being shared with third parties by the manufacturer without my consent.” = 52%).
Two of these were actually privacy-related concerns, with the device’s vendor as the “per-
petrator”. The device being directly attacked and leveraged maliciously was also a com-
mon concern (50%), while the device being damaged by an attack (30%) or insufficient
customer support in case of an attack (23%)were expected less often. Not being con-
cerned was the least selected response (15%).

To address such concerns, respondents indicated to apply varying mitigation ac-
tions, as depicted in Figure 3.8. The importance of updates became evident, as installing
the latest software update was the most prominent mitigation behavior and reported by
56% of respondents (n = 552). Stopping to use the device altogether after software sup-
port ends was the least common behavior (n = 121), yet still selected by approximately
12% respondents. This was in line with our previous finding that the end of software
support or concerns about privacy or security were not prominent reasons to stop using
a device.

When asked if respondents would use their smart devices for longer if they continued
to receive security updates (Q9.3), the vast majority strongly agreed or agreed (78%). This
seemed to be a contradiction at first, as the end of update support was not a common
reason for respondents to stop using their devices nor a trigger to stop using the device to
address security concerns.We interpret this finding such that as longer patching support
will give reassurance to users that they can safely continue using their devices if they
want to, its end was not a strong enough trigger for users to quit using them. We also note
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Figure 3.7: Respondents’ concerns relating to security and privacy risks with their smart devices. The order of
the options was randomized. Multiple choices were possible.

the importance of the device’s brand and its associated trustworthiness for respondents
to avoid security risks (53%, n = 528).

We also found significant country differences in how participants reported to address
their concerns (X 2 (24) = 38.03, p < 0.05). Installing the latest updates was reported the
most common mitigation in the Netherlands (24%) and Germany (23%), but less so in
Poland (19%), where, as well as in Spain, being cautious about how using the device and
choosing trustworthy brands were more popular.
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Figure 3.8: Respondents’ mitigation behaviors relating to their security and privacy concerns with their smart
devices. The order of the options was randomized. Multiple choices were possible.

3.5. DISCUSSION
In this survey study (n = 993), we empirically explored consumers’ usage and expecta-
tions of smart devices and their lifespans in the EU, to address the uncertainty around
the abstract legal concept of reasonable user expectations. The Cyber Resilience Act
[243] aims at converging security support duration with smart device lifetimes, and re-
quires manufacturers to consider reasonable user expectations when defining this pe-
riod – a policy with global ramifications for the smart device market. For instance, prac-
tically all brands of respondents’ smart devices were from large, globally active manu-
facturers, who will have to comply and could thus also uphold support in other markets.

3.5.1. DEVICE LIFETIMES

We found that all smart devices included in this survey (except smartwatches) were on
average expected to last longer than the CRA’s minimum support period of five years, de-
spite many participants considering factors artificially reducing product lifetime, such as
a premature replacement for newer alternatives or planned obsolescence. Smart prod-
ucts were also commonly used by respondents for a period longer than this, with use
times well above 10 years common for some devices. Surprisingly, a majority (54%) of
participants actually expected the update support period to correspond to the smart
device’s full lifetime, which contrasts with current practices in the smart device market
[81, 189, 196], but highlights the importance of aligning support periods to be closer to
device lifetime to meet expectations.

Previous work found that device re-use is a common practice, with the first owners
often gifting or selling their devices onwards [109, 140]. We found this was present but
not substantial in our sample. 9% of respondents’ own devices were second-hand, and
selling or gifting a previously used device was by far not as common as retiring it at home
without using it. Still, second-hand use or repair [40, 248] are conceivable practices, per-
haps due to economic reasons (e.g., for low-income users [128]) or sustainability consid-
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erations, increasing device use times. It is unclear to what degree second-hand use and
repairability will be factored in when manufacturers, market surveillance authorities, or
courts determine expected use time and support period.

3.5.2. SOFTWARE UPDATES AND SECURITY OVER DEVICES’ LIFESPAN
“Smart” factors such as software updates, incompatibility, or added complexity led to
smart devices being expected to have shorter lifetimes than conventional products (Sec-
tion 3.4.2). However, the central role of software updates for security was often seen. In
contrast to a commonly reported unawareness or uncertainty of updates among users
in previous research [45, 75, 103, 104], we found that respondents generally exhibited
awareness of updates’ security implications. 70% expected no more security reassur-
ances after update support ended, and installing the latest updates was reported as the
most common mitigation to address security concerns. As there are some differences
in our study’s demographics in contrast to this previous work, with participants in [103,
104] being US-based smart home users with limited security experience, [75] studying
young users of widely used software, and [45] practitioners at UK router vendors indi-
rectly describing their users, it raises the question if this effect was due to differences in
samples and or if this awareness might actually be increasing over time.

However, while an association between end of update support and security impli-
cations was arguably observable in our study, security concerns were weak triggers for
respondents to stop using a device. More attractive alternatives or declining functional
performance were the prevalent drivers. This was likely amplified by the imperceptibil-
ity of updates and security measures. For many of their own devices, respondents did
not know if the device was still supported, or did not experience or know about security
support stopping.

Thus, a key challenge with prolonged support duration is ensuring visibility to users.
Currently, indicators of software versioning and update status are often unclear or in-
consistent across smart devices (as observed in our work and in, e.g., [102–104]), which
often lack a user interface. It is challenging for users to verify if a manufacturer is main-
taining security updates as promised, potentially leading to a form of learned helpless-
ness akin to delegation of security responsibilities [68], where users must rely on man-
ufacturers’ assurances without a straightforward means of verification for themselves.
While the CRA sets requirements on update delivery and notifications (to be automatic
by default, with notification channels to users available, e.g., to opt-out), it remains an
open question through which mechanisms - if any - users can actively engage and hold
manufacturers accountable for ongoing security support, comparable to other regula-
tory frameworks such as GDPR [231], where subject access requests can be submitted to
obtain data about themselves.

As the CRA is still in a nascent stage, guidance about support periods will be crucial in
the coming years before the market converges on expected support times for “products
with digital elements” in all their forms. Guidance will reduce uncertainty and avoid
courts having to eventually make the case for what constitutes a reasonable use time
and which elements of a product determine this. Our work contributes to this ongoing
conversation by empirically assessing device use times and expected lifetimes for a range
of different smart product categories and what factors consumers take into account, as
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information valuable for manufacturers, market authorities, and the EU administrative
cooperation group (ADCO), who will publish guidance on support times in the coming
years.

3.5.3. RECOMMENDATIONS
Here we discuss initial recommendations emerging from our work.

Manufacturers: For manufacturers, users’ expectations take center stage in product
conformity with the CRA; manufacturers will now need to document how they consider
these expectations when determining support periods.

Going beyond device-internal usage data. Our work demonstrates that for a mean-
ingful understanding of users’ expectations, getting in contact with them is essential, as
relying exclusively on internal device usage data (i.e., device logs how long it is used)
might be insufficient to account for expectations, as other contributing factors emerged
from our data. For instance, respondents differentiated between smart and non-smart
products and considered factors such as the device’s price, perceived quality, or environ-
mental factors of usage. Also, the duration how long device data can be collected is ar-
guably determined by the manufacturer, not by expectations. We thus recommend that
manufacturers leverage sales channels as well as market and user research capabilities
to learn about and document their customers’ lifetime expectations for the respective
product categories. As our data exhibited substantial individual and country differences,
we advise applying a sampling strategy that considers countries, user demographics, and
sufficient sample sizes.

Reducing user uncertainty. Furthermore, our results suggest that ongoing security
support for smart devices is often indistinct to users, as evidenced by high proportions
of users not being sure about the update status of their own devices (Figure 3.6) and
experiencing uncertainty with respect to the end of update support (Figure 3.5). Thus,
tangible factors demonstrating competence to provide support should be made salient
by manufacturers at the time of device adoption and over the device’s lifetime, possibly
woven into marketing, product disclosure, and easy-to-access support status indications
of the product (e.g., via a companion app). As we also found that choosing trusted brands
was a major way for respondents to navigate security concerns (Figure 3.8) and a clear
preference for longer support periods (as also suggested by previous work [73, 160, 164]),
a stance of active security support has marketing and brand-building potential.
Policymakers and market surveillance: Approaching consumer expectations. Market
surveillance authorities in EU member states should note that expected lifetimes and
actual use times of consumer smart devices were commonly found to be higher than the
CRA’s baseline of five years (Figure 3.1, 3.2 and 3.3). The EU administrative authorities
(ADCO) can publish guidance on reasonable support durations for different product cat-
egories, or, if “data suggests inadequate support periods for specific categories of prod-
ucts” (Article 52(16) & Recital 62) issue recommendations to market surveillance author-
ities to focus on those products or to the EU Commission to delegate acts and define
minimum support durations. Our data should thus be considered as a first indication
that several smart product categories considered in this study require delineation from
the baseline of five years as suggested in the CRA. Additionally, they should be aware
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of a potentially self-defeating dynamic for consumers regarding expected smart device
lifetimes: Smart versions of a product category were expected to last shorter on aver-
age than conventional counterparts, and participants considered factors they are accus-
tomed to from the current smart device market; quick replacement, emerging incom-
patibility with other products, or planned obsolescence. As these are factors artificially
reducing use times and thus not justifying a product’s definite end of life (and smart de-
vices being repaired, resold, and reused, as we also found in our study), policymakers
and market authorities should be cautious to consider such dynamics when user expec-
tations are measured or defined.

Providing assurances to users. The CRA’s support duration provisions will likely
lead to longer support with security updates to smart devices, exposing them to con-
tinuous modification. We found that participants experienced phenomena with their
devices over their use time that may or may not relate to (the end of) security updates,
like declining performance, less compatibility, impaired features, or simply being unsure
(Figure 3.5). Thus, policymakers and market authorities should consider defining assur-
ances for users over the devices’ lifetime that manufacturers should provide. This could
include explicitly calling out potential “side effects” how the update could affect the de-
vice’s behavior via notifications accompanying updates. As the CRA also requires se-
curity updates to be published separately from functionality updates where technically
feasible (Annex I, Part II (2)), we recommend market authorities to explicitly consider
this legal instrument to reduce such in-transparency for users.

3.5.4. LIMITATIONS
A survey relies on self-reporting, and for some responses, such as whether longer secu-
rity support leads to prolonged device use, it remains uncertain if this translates to actual
behavior. Additionally, the survey topic and some questions were complex. For exam-
ple, recalling the year a device was first used or whether it still receives updates could be
difficult for respondents. We did not filter for smart device ownership, and while most re-
spondents used at least one device, concepts like smartness, updates, and security could
be challenging. To mitigate this, we used simple language, refined the survey through it-
erations, conducted a pilot study, and provided definitions and “I don’t know” options.

Sampling and generalizability are further limitations. Our sample is not representa-
tive of the general EU population or the included countries, and we only studied a subset
of product categories falling under the CRA. As a common limitation in such online sur-
veys, participants on Prolific tend to be younger and more technologically knowledge-
able than the general population [223], leading to an underrepresentation in our study
of those over the age of 55, despite aiming for a balance across age groups and genders.
However, even with a sample of participants with an arguably higher technological lit-
eracy, we observed high levels of uncertainty towards participants’ awareness of their
devices’ support (e.g., Figure 3.6). Resource constraints also limited our survey delivery
to a subset of five member states (with Section 3.3 explaining our rationale). We thus
invite future work to extend our methodology to other countries and products with dig-
ital elements, as the CRA will apply to a plethora of products, not just consumer smart
devices.

Lastly, many factors can influence a device’s expected lifespan, including usage, en-
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vironment, quality, and price. Our vignettes focused only on device type, exploring ad-
ditional factors through qualitative responses. Future work could adopt more complex
vignette designs incorporating variables such as brand, price, and usage.

3.6. CONCLUSION
The upcoming Cyber Resilience Act will increase the responsibilities of manufacturers of
smart consumer devices and market surveillance authorities in the EU to determine and
uphold the update support periods of smart products. In contrast to other legislation,
where disclosure on support periods via product labels is prominent [80, 229], the CRA
will require manufacturers to actually uphold a certain support period. In contrast to
the previous status quo, this will involve considering users, as reasonable user expecta-
tions regarding the product’s lifetime will have to be considered when determining the
support period.

In this work, we empirically assess user expectations and behaviors regarding smart
devices’ lifetimes, support durations, and security considerations to provide insights
into this abstract legal notion. We find that expectations vary for different (smart) de-
vice categories, with smart devices generally being expected to last shorter than their
conventional counterparts. We also find that a prolonged support duration harmonizes
with users’ expectations.
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Medical devices become increasingly connected and thus require security measures to en-
sure patient safety and data protection. However, such connected medical devices are of-
ten reported to lack basic security and to run on unpatched and outdated software. Thus,
there is an increasing push to deliver security patches faster and more regularly to devices
in the field. In this work, we empirically study current practices of patching connected
medical devices by conducting 23 semi-structured interviews with participants from nine
healthcare delivery organizations (HDOs) and three medical device manufacturers, also
capturing data on actual updating practices for 25 specific medical devices. We find that
delivering software updates to medical devices is an laborious and costly process for HDOs
and manufacturers, as operational demands for medical use and an increasing need for
infrastructure management put significant strain on involved stakeholders, thus render-
ing it questionable if conventional security patching will actually work in the healthcare
sector without overwhelming it operationally and financially.

This chapter has been published as: Kustosch, L.F., Gañán, C.H., van Eeten, M.J.G., & Parkin, S.E. (2025).
“Patching Up: Stakeholder Experiences of Security Updates for Connected Medical Devices”. In Proceedings of
the 34th USENIX Security Symposium (USENIX Security ’25).
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4.1. INTRODUCTION
Healthcare Delivery Organizations (HDOs), such as hospitals, clinics, and practices, op-
erate with an increasing number of medical devices connected to their network. Think
of imaging, patient monitoring, or surgery equipment. A key measure to secure any net-
worked device from attacks is to regularly provide software updates to address vulnera-
bilities. However, it has been repeatedly reported that a plethora of connected medical
devices remain outdated and vulnerable. The prevalence and risks of unpatched and
outdated medical devices have been raised by governmental actors such as the FBI [179],
industry reports [37, 56, 115], and academic studies [100].

The security risks of connected medical equipment have led to a regulatory shift,
such as the PATCH Act, which mandates the U.S. Food and Drug Administration (FDA) to
require manufacturers to continuously release security patches over the lifetime of med-
ical devices [113]. Similarly, the E.U. Medical Device Regulation (MDR) requires manu-
facturers to respond to security risks with potential patient safety implications (e.g., with
a security patch) and upcoming regulations in Japan require manufacturers to follow the
IEC 81001-5-1 standard, which also defines a continuous risk management and patch
release process for medical equipment. The regulatory pressure on manufacturers to re-
lease timely patches only makes sense if the HDOs deploy them, which would lead to an
increased patching frequency of medical devices in the upcoming years.

It remains unclear, however, how faster patching cycles for medical devices interact
with the operational status quo in hospitals. Prior studies [67, 100, 120, 127, 217] have
interviewed IT and health professionals about the broader challenges of providing cy-
bersecurity in HDOs. In most cases, patching is only mentioned in passing, if at all. That
said, this line of research does consistently observe a difficult tension between security
requirements and the operational pressures to deliver health services. Dissanayake et
al.[67] did study patching in healthcare, but for conventional IT, not medical devices.
The closest related work to our study is [100]. The authors interviewed eight IT profes-
sionals, also covering challenges of patching medical devices. However, the IT depart-
ment is usually not actually deploying the patches to medical devices. That is typically
done in the medical departments by so-called biomedical engineers. So the study pro-
vides an indirect view of IT professionals on the updating of medical devices.

We present the first study on the security updates of medical devices based on in-
terviews (n = 20) with biomedical engineers and other professionals who actually con-
trol the devices and their patches. These interviews were conducted in 9 HDOs in the
Netherlands, Italy and the U.K., typically responsible for thousands of connected med-
ical devices. We complement these observations with interviews with three leading de-
vice manufacturers (n = 3) since patching actions might be conducted by the manufac-
turer’s field technicians.

The purpose of this study is to understand how the process of updating connected
medical devices in their operational environment at HDOs is implemented and man-
aged, and what this process translates to with regard to security, patient safety, and op-
erational effort for the involved stakeholders. We pursue two research questions: (i) How
are connected medical devices patched within their operational environment at HDOs?
and (ii) What kind of challenges do HDOs and medical device manufacturers encounter
during this process and how are they mitigated?
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In short, we make the following contributions:

• We provide novel evidence on the patching of medical devices in hospitals and
find that around half of the HDOs try to patch devices as much as possible by
themselves, while the others mostly outsource it to manufacturers or third-party
providers. Rarely were patches deployed remotely, even though this option often
exists. No HDO was able to install patches for all devices by themselves.

• No HDOs tracked vulnerabilities and all available software updates for their de-
vices. They wait to be alerted by manufacturers or authorities. The frequency
of update deployment varied greatly across device types and organizations, from
once every 3-4 years to every 2 months. A rough mean for the examples we dis-
cussed was around once per year. In many cases, it was unclear to our respondents
if their patching kept up with the release cycle of patches.

• We extend prior work on the security of connected medical devices by highlight-
ing various factors that impact patching, such as cost. In some cases, patches are
bundled with software updates that need to be paid for. Two participants men-
tioned that applying a single update on a single device would cost around 10,000
euros. Even when patches are free, the services of manufacturer field technicians
are “expensive”.

In the next section, we introduce the background and related work for our study, in-
cluding the regulatory environment. After that, we turn to the methodology, our results,
discussion, and conclusions.

4.2. BACKGROUND AND RELATED WORK
This work focuses on physical connected medical devices specifically used for patient
care at HDOs. We define them as cyber-physical systems used for hospital patient care,
such as monitoring, diagnosis, surgery, and/ or drug delivery that are equipped with
network capabilities. Thus, this study does not focus on medical equipment for pa-
tients’ homes, more consumer-grade health-related IoT devices (such as wearables), or
software-as-a-medical-device (SaaMD).

4.2.1. IT SECURITY IN THE MEDICAL DOMAIN
Previous work studying IT security at HDOs frequently mentions the increasing connec-
tivity of medical devices and end-point complexity as a significant risk factor increas-
ing healthcare providers’ vulnerability [7, 52, 120]. Security updates are also regarded
as important for the cyber-resilience of HDOs [52]. A range of proof-of-concept at-
tacks on connected medical devices have been demonstrated, such as hacking an insulin
pump[186] or accessing a hospital’s picture archiving and communication system via a
connected CT scanner [159]. Medical staff may also have difficulty in detecting manipu-
lated readings of a connected patient-monitoring system [258].

However, empirical work on how such medical IoT devices are actually deployed in
their operational environment, how they are secured, and the organizational practices
around them, is scarce. Previous work, via HDO scans or Shodan, has identified vul-
nerable and misconfigured connected medical devices [69, 151, 247]. Prior work has not
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considered if and how devices are patched, and how affected HDOs manage related risks
organizationally.

One of the few empirical accounts [100] reported severe challenges, such as signifi-
cant delays in patching, a disorganized process that varies across devices, vendors, and
hospitals, and staff’s uncertainty concerning patch prioritization and timing. Coven-
try et al. [53] reported on hospital staff not feeling adequately prepared for the security
implications of connected medical devices and the general diffusion of responsibility
outside of typical biomedical or IT departments.

4.2.2. PATCHING PRACTICES
Although there is prior research of patching behaviours for end-users [77, 104, 150, 246],
and systems managers in organizations [26, 64, 121, 138, 225], empirical literature on
patching IoT devices within organizations is limited.

Li et. al. [138] studied how system administrators implement and manage the patch-
ing process within organizations. Challenges were noted, such as difficulties in deter-
mining the availability of patches, bug fixes and security updates competing for priori-
tization, incremental testing and roll-out of updates, and updates introducing problems
of their own. Other studies about patching practices from the system administrator per-
spective reach similar conclusions. [26, 67, 225].

Building on this work, Dissanayake et. al. studied sociotechnical factors of the patch-
ing process within the healthcare sector, in a series of studies with a governmental health
services agency and an IT service provider in Australia [65–67]. The participating organi-
zations provided (security) updates to customers’ IT server infrastructure, which could
also be running hospital applications, such as Electronic Medical Records (EMR). The
authors report on struggles with coordinating the patching process across varying de-
partments, customers such as hospitals (e.g., due to the resulting system downtime), and
medical software vendors, often resulting in delays. Further challenges include techni-
cal dependencies and compatibility issues with existing hard- and software (including
outdated OS systems), and the mental overload for system administrators, who have to
manage an increasing number of configuration options, patch releases, and software
versions in a heterogeneous IT environment.

While previous work provides important insights into the updating practices of con-
ventional IT (such as servers and workstation PCs) from the perspective of IT experts
such as system administrators, it does not study connected medical devices nor HDOs’
perspective on how this critical infrastructure is managed, secured, and updated.

4.2.3. REGULATORY LANDSCAPE OF MEDICAL IOT DEVICES
Medical devices are heavily regulated due to patient safety, which also impacts security
implementations and the software updating process. Here we consider a selection of key
regulations for connected medical devices from major markets. Medical device manu-
facturers often harmonize their processes to comply with most regulations worldwide.
Thus, the Food and Drug Administration’s (FDA) rules from the USA usually also apply
to medical devices being developed and sold in other markets.

Depending on the medical device class and associated risk level, manufacturers have
to provide documentation to the FDA and get premarket approval for devices considered
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high-risk. The evolving security risk landscape for connected medical devices has led to
the introduction of the PATCH Act, which defines new cybersecurity requirements for
connected medical devices to be enforced by the FDA[2]. From October 2023 onward,
to receive premarket approval, medical device manufacturers have to demonstrate to
meet these requirements, which include postmarket surveillance of security vulnerabil-
ities and having processes in place to release security patches on a ‘reasonably justified
regular cycle’, and for critical vulnerabilities, ‘as soon as possible’. This does not apply
to devices already on the market unless any change to the device would require an-
other premarket submission. Previously, the FDA provided non-binding security-related
guidelines for manufacturers [112, 114].

In the EU, another influential market for devices, connected medical devices have to
comply to the Medical Device Regulation (MDR) [232]. For a medical device to receive
the CE label and be sold within the EU, it is assessed for adherence to the MDR’s require-
ments by a notified body. Furthermore, the NIS2 Directive [240] directs member states to
ensure that operators of critical infrastructure like HDOs take appropriate security mea-
sures, such as adopting cyber hygiene practices like software updates, while the GDPR
[231] establishes requirements on data protection.

According to the MDR, medical device manufacturers need to ensure patient safety
over the device’s lifespan. Thus, security risks that could impact patient safety have to
be resolved and changes to the device’s hard- or software have to be validated to en-
sure continued safety. Thus, for any software update along the device’s technology stack
(e.g., an OS security update), the manufacturer needs to go through a validation process,
which impacts the update release time. The operator can only install a software update
on a medical device that has been validated by the manufacturer.

In the UK, the Medicines and Healthcare Products Regulatory Agency (MHRA) reg-
ulates the market and medical devices need to comply to the UK Medical Devices Reg-
ulation 2002[96]. The National Health Service (NHS) provides cybersecurity guidelines
for HDOs (e.g., [167]). Regulations in the UK are currently in transition, with EU CE-
marked devices still being accepted in the coming years, yet future regulations are in
development[156].

A recent regulatory push comes from Japan, where medical device manufacturers
are required from April 2024 onward to continuously improve devices’ software secu-
rity with patches according to IEC 81001-5-1[119], regardless of an acute critical risk[98].
Thus, regulators increasingly recognize the importance of connected medical device se-
curity, and a general trend towards more rules for frequent and timely patch releases is
observed.

4.3. METHODOLOGY
To explore patching practices of connected medical devices empirically, we conducted
semi-structured interviews with 20 stakeholders at HDOs and three product security ex-
perts from three different major medical device manufacturers between July 2023 and
January 2024. All participants were involved in the patching process of medical devices
in some capacity, which allowed us to understand the process more holistically.

During the interviews, we also probed for details on the patching process of actual
devices and thereby collected 25 cases of varying updating processes. This allowed us
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to collect rich data on the actual practice of patching and its inherent variability across
medical devices, operational contexts, and organizational structures, painting a picture
of a heterogeneous, complex, and, at times, ad-hoc process.

4.3.1. RECRUITMENT AND PARTICIPANTS
As we expected general IT and updating practices to differ across HDOs and devices, we
collected data from various HDOs to get a broader sample. The majority of the HDOs
were recruited in The Netherlands as the researchers’ country of residence, yet we also
included HDOs from the UK and Italy to capture country variability. Medical device
manufacturers were also European, two of which were headquartered in Germany and
one in The Netherlands.

We recruited participants who are involved in the patching process of medical de-
vices in some capacity, such that they either (i) are included in the decision-making
around software updating processes, (ii) implement and/ or roll out updates, or (iii) are
involved with product security at manufacturers.

To recruit a sample from this hard-to-reach population [78], we first leveraged our
professional network and research project consortium to reach out to stakeholders work-
ing in the healthcare sector as initial points of contact. With these professionals broker-
ing contact, we identified and contacted relevant organizations, explained our research
plans, and asked relevant stakeholders to participate in an interview. In total, nine HDOs
and three medical device manufacturers agreed to participate. During the interviews,
we applied snowball sampling[94] by asking interviewees for references to colleagues in
similar positions at the same or other organizations.

Notably, the roles and departments involved in software updating of medical devices
varied across hospitals. Thus, participants with varying roles at HDOs and medical de-
vice manufacturers took part in our study. Participant demographics are depicted in
Table 4.1.

4.3.2. STUDY DESIGN
To determine the research design, we began with an exploratory phase, in which we con-
ducted pilot interviews based on our research questions and a review of previous litera-
ture. We interviewed six practitioners involved in security of connected medical devices,
four of which were involved in the patching of medical devices at a hospital and two at a
medical device manufacturer involved in product security with customer contact. Dur-
ing the interviews, we gained an initial understanding of the process of software updates
for medical devices, stakeholders’ responsibilities, and any challenges they faced. Based
on these results, we designed the protocol for the final semi-structured interviews. Re-
sults from the pilot interviews were not included in the final analysis.

We designed a different interview protocol for HDOs and medical device manufac-
turers, as roles and responsibilities regarding security updates of medical devices differ
between the two actors. However, as the focus of this work was to understand patching
practices of medical devices at hospitals, we aimed at recruiting as many participants
from HDOs as possible, while the manufacturer interviews provided additional context
on the patching practices reported at HDOs.

After the first four interviews, we slightly adjusted some questions’ wording and se-
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Healthcare Delivery Organization participants:

PID HDO ID Country Role Department # cases Experience

1 1 NL Network Admin ICT - Prefer not to say
2 1 NL Biomedical Engineer Medical Engineering 3 15 - 19 years
3 2 NL Medical Physicist Medical Engineering - 10 - 14 years
4 2 NL Security Officer IT - 1 - 4 years
5 1 NL Biomedical Engineer Medical Engineering 3 5 - 9 years
6 2 NL Biomedical Engineer Medical Engineering 1 15 - 19 years
7 3 ITA IT/ICT Manager ICT - 15 - 19 years
8 3 ITA Biomedical Engineer Medical Engineering - < 1 year
9 3 ITA System Admin IT - ↑ 20 years

10 4 NL Medical Physicist M-ICT department - ↑ 20 years
11 4 NL Biomedical Engineer M-ICT department 3 15 - 19 years
12 5 NL Biomedical Engineer Medical Engineering 1 15 - 19 years
13 6 NL Medical Physicist Medical Physics 3 ↑ 20 years
14 4 NL Biomedical Engineer M-ICT department 3 5 - 9 years
15 6 NL Biomedical Engineer Medical Technology - ↑ 20 years
16 6 NL Biomedical Engineer Medical Technology 3 ↑ 20 years
17 7 NL Biomedical Engineer Medical Technology 3 ↑ 20 years
18 8 UK Biomedical Engineer Clinical Engineering 1 < 1 year
19 9 UK Biomedical Engineer Clinical Engineering 1 1 - 4 years
20 9 UK Biomedical Engineer Clinical Engineering 1 1 - 4 years

Medical Device Manufacturer participants:

PID Manu. ID Country Role Department Experience

21 1 DE Product Security Specialist Corporate Cybersecu-
rity

10 - 14 years

22 2 NL Product Security Specialist Product Security 1 - 4 years
23 3 DE Product Security Specialist Product Management 1 - 4 years

Table 4.1: Participants’ demographics. # cases indicates how many patch cases were mentioned during the
interview. In case none were provided, the role did not implement software updates themselves. Experience
refers to time in this role. For privacy reasons, role names were generalized.
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quence but retained the overall structure and content. Slight adjustments of interview
questions during data collection are accepted and even recommended for such action
research by methodological literature (e.g., [154]), as it allows the researcher to respond
to emerging, unexpected themes to probe for them more thoroughly in subsequent in-
terviews.

4.3.3. INTERVIEW PROCEDURE

Opening the HDO interview after collecting informed consent (see Section 4.3.5), we
began with general questions about the participant’s role, followed by how connected
medical devices and their security are managed within the HDO. We then asked inter-
viewees to walk us through the process of how these devices receive security updates.
At this point, we asked about details of the last three times they installed a security up-
date on a medical device. Specifically, we were interested in the device type, how they
learned about the patch, the timing of patch release and installation, the installation pro-
cess, and how the device was actually connected to the rest of the HDO (e.g., to which
networks and other devices).

This way, we captured a sample of 25 software update instances across eight different
HDOs from 14 different manufacturers to ground stakeholder perspectives in practice.
Twelve interviewees provided such update instances, but not all were dedicated security
updates; there were also bundled software updates that might include security aspects,
making it impossible for participants to entangle them. Participants not providing these
update cases were either not directly involved in installing the update but more involved
with the managerial decision-making or network surveillance or were not aware of any
software updates on their fleet of medical devices. The column “# cases” in Table 4.1
denotes how many software update instances the participant contributed.

Interviews with participants from manufacturers followed a similar structure, be-
ginning with the interviewee’s role, followed by how frequently their products in the
field receive (security) updates, how risk is assessed and decisions concerning security
patches are made, how exactly updates reach devices in the field, and how they retain an
overview of their products at HDOs. The full interview protocols for HDOs and medical
device manufacturers can be found in Appendix C.

In total, three interviews (P2-H1, P5-H1, and P15-H6 & P16-H6) were done in-person
and 14 remotely via video conference tools. Most interviews were done between one
participant and the researcher, while during four interviews, there were between two
(P3-H2 & P4-H2, P15-H6 & P16-H6, and P19-H9 & P20-H9) and three (P7-H3, P8-H3,
& P9-H3) participants present due to participants’ tight schedules or the necessity to
involve colleagues from varying backgrounds. All interviews were conducted by the pri-
mary researcher in English, while one interview (P15-H6 & P16-H6) was conducted in
Dutch with the support of a second dutch speaking researcher. Two participants (P1-H1
& P12-H5) could not participate in person or did not want to be recorded, so we asked
the interview questions via email. Interviews took 51 minutes on average (Range: 28 - 65
min).
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4.3.4. DATA ANALYSIS

We analyzed interviews using thematic analysis and continued data collection until reach-
ing theoretical saturation in the HDO interviews when no new meaningful theoretical
themes emerged from the data [99, 154]. Interviews were recorded and then transcribed.
The transcripts were analyzed by the primary researcher via open coding, annotating any
emerging themes and creating an initial codebook (with one coder regarded as being ap-
propriate for this form of coding [32]). After the first five interviews, the code book was
discussed with three other researchers with varying backgrounds and codes were ad-
justed to better fit the data. This process of validation and refinement of the code book
was continued until theoretical saturation was reached. The final refined codebook was
then applied to the previous interview transcripts to ensure standardized coding across
all interviews. Notably, we did not reach full saturation with the manufacturer interviews
due to the small sample (n = 3). We do also report these findings, as our goal was to (i)
complement and provide commentary from a different perspective on our observations
at HDOs and (ii) present novel insights for the academic community, as security research
involving medical device manufacturers is very scarce. The final codebooks are provided
in Appenidx C.4.

4.3.5. ETHICS AND DATA PROTECTION

The study was approved by the researchers’ institution’s human research ethics commit-
tee. Before the interview, participants were informed via informed consent and orally
by the primary researcher about the study’s purpose, that participation was voluntary
and not compensated, and the data collection process; Transcripts and quotes were
anonymized and transcripts, audio recordings, and all interview responses were exclu-
sively stored on a secured network at the researchers’ institution. The paper draft was
shared with participants before publication for review and potential retraction of any
quotes or results. No participants requested any changes to quotes or results due to pri-
vacy and/or ethical concerns.

Four interviews were conducted with more than one participant present and thus at
risk of negatively affecting participants’ safety to speak up in front of colleagues. How-
ever, this multi-person interview format was actively suggested to us by the respective
participants due to the distributed knowledge or time constraints. Thus, participants
arranged and agreed internally to do the interview together as a group without the re-
searchers requesting this. In each multi-person interview, every participant raised their
voice, as they were experts on their respective topics.

4.4. RESULTS

To understand the process of patching connected medical devices at HDOs, we first ex-
amine the infrastructure the devices are embedded in, describe security update delivery
pathways, and contextualize these findings with manufacturers’ perspectives. When re-
ferring to specific participants, we use the denotation “P_-H/M_”, where P_ precedes the
participant’s ID and H_ or M_ the HDO or manufacturer ID, respectively.
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HDO ID Country # Employees # medical equipment # connected med. equip.

1 NL 4,000 - 4,999 10,000 - 14,999 NA
2 NL 3,000 - 3,999 10,000 - 14,999 500 - 999
3 ITA 2,000 - 2,999 5,000 - 9,999 < 500
4 NL 3,000 - 3,999 10,000 - 14,999 3,000 - 3,999
5 NL 6,000 - 6,999 NA < 500
6 NL 4,000 - 4,999 10,000 - 14,999 3,000 - 3,999
7 NL 4,000 - 4,999 15,000 - 19,999 3,000 - 3,999
8 UK 20,000 - 24,999 75,000 - 100,000 4,000 - 4,999
9 UK 25,000 - 29,999 75,000 - 100,000 3,000 - 3,999

Manu. ID Country # Employees

1 DE 60,000 - 69,999
2 NL 60,000 - 69,999
3 DE 10,000 - 19,999

Table 4.2: Overview of participating organizations’ country of headquarters, size, and medical equipment in-
ventory of HDOs. The numbers of medical equipment and connected medical equipment were estimations by
participants

4.4.1. INFRASTRUCTURE
Due to substantial observed variance across HDOs in managing connected medical de-
vices and their security updates, we start by describing HDO infrastructures, processes,
and responsibilities to understand what is actually being patched.

DEVICE ESTATE OF PARTICIPATING ORGANIZATIONS

Table 4.2 depicts HDOs’ sizes and reported inventory of medical equipment. HDOs par-
ticipating in this research varied in size, ranging from below 3.000 employees to more
than 25.000. This size was also represented in the number of medical equipment in use.
We had no insight into exact asset management systems, but the numbers reported to
us give a general indication of the magnitude of inventory size. At the HDOs in our sam-
ple, this was easily in the thousands, ranging from around 5.000 to more than 75.000
individual medical devices of varying sizes and uses.

When asked for the number of connected medical devices among the total number of
medical devices, numbers diverged. For some participants, this was not actively tracked,
or they were only able to answer for their own departments. Others, however, had a
more precise overview, as connected devices were registered in their systems in some
way (e.g., via asset management tools or MAC addresses in the network access control
system). As a coarse estimation, the number of connected medical devices at the HDOs
ranged from hundreds (e.g. H3), to thousands (e.g., H8). Participants generally expected
these numbers to rise, as “(...) it is very hard these days to buy equipment that measures
something that is not connected to a network or a server.” (P13-H6).

MANAGEMENT AND DISCOVERY OF DEVICES

All HDOs had an asset management system in place to track the inventory of connected
medical devices. The majority used Enterprise Asset Management (EAM) software, in
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which medical devices, spare parts, and maintenance tickets were tracked. Yet, localiz-
ing the physical devices could be non-trivial, even when listed in an inventory database.
Participants from four HDOs (ID 4, 6, 8, & 9) mentioned that, especially for devices in
high numbers, like infusion pumps or bedside monitoring equipment, it would take
long, or almost be impossible, for technicians to locate all devices when installing up-
dates, as they had no insight into the devices’ (alternating) location, even when devices
were visible on their network traffic. Two participants explained how they would love to
put Air Tags on each device after the next update to be able to find them again.

No HDO reported actively tracking software versions, available updates, and vulner-
abilities of all their connected medical devices, as they would for conventional IT sys-
tems. However, four HDOs (ID 4, 6, 8, & 9) reported tracking software versions of medical
devices via their EAM software, which required manual input after each update. While
participants generally voiced content with this system, they acknowledged that “it’s hard
but people manage.” (P11-H4).

DEPARTMENT STRUCTURES AND INTERACTIONS

Traditionally, medical equipment at HDOs is maintained by medical technology (or “clin-
ical” or “biomedical” engineering) departments. However, due to devices’ increasing
connectivity, IT expertise becomes essential. This merging of disciplines also became
evident in our study. We thus report on the observed departmental structures and dis-
tributed stakeholder responsibilities concerning software updates of medical devices, as
this is fundamentally different from organizational patch management of more conven-
tional IT infrastructure, which is usually done by system administrators [26, 138, 225].

Several HDOs (ID 1, 3, 4, & 6) combined their IT departments with medical technol-
ogy departments within the last years. This integration was either done by incorporat-
ing medical technology fully into the IT department, including them into an umbrella
cluster with its own management, or extending the IT department’s responsibilities to
medical device security while keeping technical maintenance with the medical engi-
neering department. The two UK HDOs were NHS Trusts and much larger organizations.
Thus, they generally had more specialized technical and inventory management depart-
ments and cross-department committees and projects were appointed for specific tasks
or projects to combine expertise from these different highly specialized branches.

Both IT and medical engineering shared responsibilities for connected medical de-
vices, with the network infrastructure usually being managed by IT, and the physical
devices and their interfaces to networks by medical engineering. However, they were
commonly referred to as two different worlds with widely different approaches and ex-
pectations. This included mismatched processes (IT-based change management and
SCRUM sprints clashing with medical engineering practices) or differing expectations
for a medical device’s lifespan (10 to 15 years seen as normal by medical technicians but
long for IT) and patch frequency (IT departments favored regular updates like “Patch
Tuesday,” while technicians preferred fewer changes to functional systems). P2-H1 re-
marked; “...the IT guys, they love updates (...), but us medical technicians, we think; ‘Hey,
this is working fine. Let’s keep it that way’.”

The installation of updates on medical devices was usually implemented by medical
device service technicians, either from the HDO internally or externally from the sup-
plier. Only on rare occasions was it mentioned that clinical users (i.e., nurses, doctors,
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radiologists) would install any updates. This was even actively avoided in H4, where the
central ICT department struggled to disable automatic update pop-ups on certain ma-
chines to stay in control of the installation timing. P11-H4 elaborated; “(...) anybody who
starts up the system and gets this message will be allowed to do the update, so we shut that
off as much as possible.”

The decision-making around updating was reported to be more distributed across
stakeholders and departments. For regular updates, often the technicians decided inde-
pendently if and when to install, or would oversee suppliers’ external technicians in their
updating task. In case the supplier maintained the device, the HDO still had the final say
in determining if and when to install updates. The HDO’s finance or procurement de-
partments were involved in the decision of which maintenance service contracts to pro-
cure (which would determine update frequency and support duration), IT departments
would sometimes detect vulnerable devices and demand patches to be installed, and
three HDOs had a team of medical physicists responsible for device safety, who would
support or oversee technicians in the decision to update. Importantly, the medical de-
partments usually were reported to have the final say and could also demand a particular
update. We go into more detail on the decision-making process around updating in sub-
section 4.4.3.

4.4.2. PATCHING PATHWAYS
To address our first research question (How are connected medical devices patched within
their operational environment at HDOs?), we provide an overview of the observed differ-
ent ways in which connected medical devices receive software updates. Based on the
interviews with medical device manufacturers and HDOs, we identified four different
pathways as to how an available software update, security-related or not, reaches medi-
cal devices in the field;

• (i) The manufacturer has a remote connection to the device and can make updates
available in this way.

• (ii) Service technicians are sent out by the manufacturer or a certified service sup-
plier, who install updates on-site.

• (iii) The HDO certifies their own technicians, who can, in turn, install updates,
which are provided by the manufacturer or supplier.

• (iv) An exploitable vulnerability with a critical risk to patient safety (FDA: “Uncon-
trolled risk”) triggers a dedicated emergency update process, in which the patch is
to be distributed within a shortened time frame (e.g., according to FDA, within 60
days[112]). This can be achieved by following processes (i), (ii), or (iii). We provide
more details on this in Section 4.4.4.

In the following sections, we report on our observations pertaining to (ii), (iii), and
(iv), as remote updating was barely reported as a common practice by participating
HDOs.

CONSIDERATIONS FOR CHOOSING A PATHWAY

HDOs differed considerably in their approach to software updates for their medical equip-
ment. Specifically, the level at which the organization managed and installed software
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updates themselves varied, with some HDOs leaving the majority of updating activities
to other parties, while others had their own processes and installed as many updates as
possible in their own accordance.

We asked the participants from medical device manufacturers which pathway was
most commonly chosen by their customer base. All three manufacturer participants re-
ported that manual installation of software updates by service technicians from them or
by third-party service suppliers were the clear majority. P23-M3 estimated this manual
installation by service technicians across their products would constitute around 80%.

The ability for manufacturers to make updates available remotely to medical de-
vices was reported to be substantially lower in demand, although being their preferred
method, as it allowed them to better control software patching cadence, run remote
maintenance and diagnostics, and save on the costly process of dispatching thousands
of technicians for a software update. All three manufacturer participants also noted that
with increasing size and financial resources, HDOs would be more likely to employ and
certify their own technicians to install software patches.

Then, what did the HDOs in our sample say about their considerations as to which
update process to choose?

INTERNAL MANAGEMENT – DRIVERS

HDOs 1, 4, 8, and 9 (n = 4) reported to prefer to have their own technicians install up-
dates on their connected medical devices as much as possible.

A major consideration to keep maintenance and updating in-house was cost. Two
HDOs reported it was most financially feasible in the long run instead of opting for a
service contract with the supplier. Biomedical technicians usually had to be trained and
certified for specific devices to be allowed to maintain the software. Thus, six partici-
pants, all technicians at HDOs, regularly attended training for different medical devices,
which varied greatly by device (complexity), manufacturer, training scope, length, and
required re-certification. Despite high certification costs, both HDOs reported that ac-
cording to their calculations, maintaining the medical device themselves would still be
cheaper.

Another driver to install updates in-house was control of the updating process. P2-
H1, P6-H2, and P14-H4, who regularly installed updates on medical devices, stressed
the importance for the hospital to control the timing of the update, as devices could
not always be removed from service, which then required live monitoring of the device
and patient. Instances of uncontrolled updates were given, such as a laptop as part of a
medical device automatically initiating an OS update during operations or half a day of
canceled patient appointments due to a medical user being prompted on the device UI
to install an update, which, unexpected to the user, took several hours.

In fact, control over the installation process was one of the main reasons why HDOs
in our sample actively decided against remote and/or automatic software update deliv-
ery to their connected medical devices.

EXTERNAL MANAGEMENT – DRIVERS

Four other HDOs (ID 2, 5, 6, & 7) reported that for most of their connected medical de-
vices, they would outsource the software maintenance to the supplier via a service con-
tract. This could be the manufacturer, a retailer, or a third-party service supplier.
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The most commonly voiced reason for this was medical devices’ complexity and
safety risks. Four participants explained that for highly complex devices with a poten-
tially difficult and/or dangerous maintenance process, such as those involving strong
magnets or radiation, they would keep this process with highly specialized external tech-
nicians. This was confirmed from the manufacturer’s perspective by P22-M2, who de-
scribed that for complex devices like an MRI, extensive testing after the installation of an
update is required to ensure the absence of any safety risks.

Costs were mentioned as a main consideration again: three participants (P3-H2, P13-
H6, & P18-H8) mentioned expensive and re-occurring training and an economy of scale,
where it would only be feasible to certify internal technicians if they would have at least
a certain volume of devices. Two HDOs also mentioned the benefits of staying within an
ecosystem of one manufacturer, which would include updates, but also bulk discounts,
and a (relatively) simpler maintenance process.

4.4.3. PATCHING CONNECTED MEDICAL DEVICES
To further understand our first research question as well as our second one (What kind
of challenges do HDOs and medical device manufacturers encounter during this process
and how are they mitigated?), we adapt the five-step sequence of Li et al. for the updat-
ing process in organizational settings [138], which has been applied in other empirical
work on patching practices (e.g., [65, 225]): learning about updates; deciding to update;
preparing for installation; deploying updates, and; handling post-update issues.

Naturally, some of the steps differed considerably between HDOs who chose to in-
ternalize the updating process and the organizations who outsourced it (most notably in
deciding to patch and patch deployment).

LEARNING ABOUT UPDATES

HDO participants reported widely different ways in which they learned about available
software updates (including security updates) for their medical devices, especially when
compared to conventional IT systems. Most HDOs reported to be in a somewhat passive
position and would not proactively check for available updates on a regular basis for
all devices. However, there were some differences in this process between HDOs who
managed software updates in-house and the ones who outsourced this.

For HDOs managing the software update process for many devices themselves, tech-
nicians had to actively check for available updates, as notifications about updates, security-
related or not, would not necessarily arrive as a dedicated message but often be posted
on a manufacturer-specific web portal, where the technicians could then download it
from. In this case, the responsible technician would have to manually check for avail-
able updates on the respective platform to decide if the update should be installed.

As most manufacturers were reported to have their own native platform environ-
ments and communication methods (e.g., by an updated document, or a dedicated post),
this was reported to lead to a considerable burden for medical engineering departments,
as the plethora of different platforms and documentations would render active update-
tracking extremely time-consuming, approaching impossible, for the entire device base.
P10-H4 elaborated; “(...) we have about 400 different suppliers. I cannot go to all the plat-
forms once a month to check if there’s something new.”, with P14-H4 noting “(...)it’s mainly
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the management process it’s not the installation process.” For this reason, several techni-
cians reported they would check for available updates more or less randomly, whenever
they were able to find the time, as they were busy enough with other maintenance duties.

Two HDOs (ID 6 & 8) also reported that email notifications about device updates or
emergent risks might at times not follow the defined process, but instead arrive with
recipients who would not know what to do with the message, e.g., the medical user who
initially purchased the product.

Regarding the actual method of notification, the most commonly mentioned medium
across all HDOs was a direct notification (via email or letter) from the manufacturer or
the service supplier (n = 9), followed by the active checking on manufacturer-native plat-
forms (n = 4). Three HDOs (ID 1, 8, & 9) also reported on regular medical device security
and/or safety alerts and reports from authorities, such as the Dutch healthcare sector
CERT or the MHRA [157] and NHS [168] in the UK, which could refer to an available
patch.

More ad-hoc update notification pathways were mentioned across interviews, al-
though less consistently, including; from an external service engineer during their visit,
during annual sales/service meetings with manufacturer representatives, or by network
surveillance identifying vulnerable medical devices and inquiring about a patch at the
manufacturer.

It was less likely to hear from participants that a device’s interface would notify them
of an update at start-up. Several participants mentioned Log4j in 2021, when involved
departments had to actively enquire at manufacturers if their devices would be affected,
and when they could expect a fix.

One HDO also reported they would not be notified about available software updates
at all. They would install patches on IT infrastructure, but not on connected medical
equipment, even though they voiced the desire to control this installed base more ac-
tively. “We know that this seems incredible but with medical devices, manufacturers and
suppliers is very difficult to talk to and ask them for [a new software update]”.

DECIDING TO UPDATE

It was often not possible for participants to disentangle security patches from overall
software updates, as they would be bundled together. As a result, the decision to update
was often made based on non-security aspects such as features, bug fixes, or perfor-
mance improvements, with security patches as an additional yet less visible part of the
update. This was confirmed by all participants from manufacturers, who regarded this
as common practice in the sector.

The decision-making of stakeholders at HDOs was thus influenced by other, non-
security related factors. “The (device), it doesn’t get security patching, so Windows security
patching at all, we leave it as it is. Only when it goes down or when something else is
happening, then we think OK, now we can install some patches, but otherwise, we don’t
install patches on these systems.” (P2-H1).

Yet, several participants clarified that a dedicated security update without any changes
to UI or functionality would just be installed. “...if it’s only (security) patching then uh, the
normal process is executed, but if for example also the user interface is changed or settings
may be changed, then we perform an additional risk analysis.” (P3-H2).
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Due to the entanglement of updates with functionality, the effort to manage and de-
cide on patching rose considerably for HDOs. Each update had to be assessed for ef-
fects on device behavior and interfaces and if a rollback process was in place. For this,
considerable communication with other stakeholders was often required, such as ask-
ing suppliers for details, checking with medical device safety specialists, and discussing
the changes with users; “And then the medical physicists check the release notes. And if
there are any user changes, we discuss it with the user. Like you get a new UI or you get a
new button somewhere.”(P11-H4). P10-H4 further explained that getting the necessary
release notes for this decision was not always easy: “We ask for release notes, which are
always really difficult to obtain. And there’s a lot of companies that still say no release
notes.” This process was potentially multiplied for hundreds of different devices, as for
all their software updates, a decision had to be made.

A further struggle and a reason to postpone updates was a complex and time-consuming
installation process, from the actual installation to the communication needed with the
medical departments. It was often preferred to wait for the next maintenance interval,
while several medical technicians also represented the view: “why disturb something
that is working perfectly and create a risk that it is not working perfectly afterward?” (P2-
H1).

Costs played a substantial role here too. Some updates had to be paid for by HDOs. As
updates or upgrades (e.g., to a newer OS) would be charged by device, three participants
from different HDOs explained how these costs would escalate quickly in case the HDO
deployed several devices, and thus being “not a good business case” (P3-H2). P14-H4
explained that he would often be asked by his colleagues from IT about why they do not
update medical devices more often, to which he would reply “...because if I install a KB
from Microsoft, for the IT guys, just download it, install it, and done. For us, it’s paying
a bill of 10,000 euros. And then installing it. And then we’re done. We have thousands of
connected devices, each month, there are updates.”

Importantly, security-related emergency patches with critical risk were reported to
be free of charge, as regulations require manufacturers to respond to such risks if posing
a threat to patient safety. However, if the device was running on an outdated OS without
patch releases from the OS vendor, only a (paid) upgrade to a newer OS would ensure
further security patches. Responsibility for patching is then intertwined: “In the end, we
are responsible to make the final decision that we say yes, it’s allowed to patch it, but in
a sense. . . the essence is that the manufacturer or supplier decides this device has to be
patched or updated; they have the lead in that process.” (P3-H2).

PREPARING FOR INSTALLATION

The steps to prepare for installation of an update were mostly related to ensuring con-
tinued patient care. This required active communication, and sometimes negotiations,
with the medical users of the devices and, if involved, external service technicians, as
schedules were usually tight, with many devices running almost 24/7 to maintain pa-
tient care: –“we have to go to every department, ICU the OR and try to arrange this 15
minutes and that takes to a lot of time.” (P6-H2).

Patching was at times spontaneous and reactive (“Sometimes we make an appoint-
ment with the nurses that they call when the patient is gone and then the guys come with
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the USB stick”, P13-H6). Conversely, emergency patches installed at short notice could
create friction, e.g., telling users; “Sorry you can’t use it now, and tomorrow it’ll work. And
of course they get mad but not much you can do about it at that time.” (P5-H1). A par-
ticipant noted that the strain of negotiating with medical departments resulted in the IT
department preferring to postpone updates to dedicated maintenance intervals.

The overall sentiment was that medical departments usually understood the need to
update and would find a way to install the update, as “...they know we have to do it.” (P5-
H1). This went as far as scheduling downtime and not booking in patient care that uses
a device, “so (medical staff) know for instance on certain apparatuses they don’t have to
plan patients because then there is an update.” (P13-H6).

Testing updates before rollout is a common preparatory step for system administra-
tors of conventional IT systems. [138, 225]. For connected medical devices however,
HDOs usually did not test the updates before installing them, as this was done by the
manufacturer and/or an external supplier. Therefore, several participants also men-
tioned they would always plan a roll-back process and back-up data before installing
updates, to ensure that if the update would introduce any issues, one could go back to
the previous version. Subsection 4.4.3 details on post-installation issues.

DEPLOYING UPDATES

As depicted in Table C.1 in the Appendix, update install frequency was generally reported
to be low for connected medical devices, ranging from installing an update every couple
of years (e.g., Device 3, 22), to approaching quarterly update cycles (e.g., Device 9, 18).
While this corresponds to previous reports and warnings [37, 56, 115, 179], this frequency
was reported to be due to costs of updates (be it an effortful and time-consuming process
or the actual costs per update) and to the preferred approach to secure medical devices
on the network level, which was also done to secure devices running on an outdated OS.
“Medical devices, we do not patch them regularly, most systems. No. No. So we try to have
a different approach. We put them in isolated VLANs.”(P14-H4).

For all update installations reported, physical access to the medical device was needed.
This could involve inserting a Flash Drive (n = 10), initiating the update via the device’s
UI (n = 7), or via an external Laptop (n = 6). Thus, internal and/or external technicians
would usually have to go to each device individually to implement and/or oversee the
update installation. In one instance for HDO9 (Device 25), it took six months until the
external and internal technicians rolled out a firmware update to all 200 ECG devices.

Furthermore, several devices were reported to have dependencies to systems like
servers (n = 7) , which could lead to dependencies for update installation, such as that
updates could be made available to individual devices via a central server, or that in-
stallation would have to be done jointly, which, in case of Device 13, would include an
external technician coming in with the laptop and update, an internal technician over-
seeing the process, and a network administrator to take care of the server. Similarly,
three HDOs (ID 7, 8, & 9) had a policy in place for some devices (e.g., infusion pumps)
that all devices across the organization had to be on the same version to avoid confusion
for users. Thus, all devices would have to be updated collectively. Section 4.4.3 details
on some of the complexities relating to this process.

Where portable devices (e.g., ultrasounds, automated external defibrillators) could
potentially be taken into a workshop, fixed-place devices with intense clinical up-time
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(e.g., patient monitors, operating room ventilators), would require live (bed-site) mon-
itoring by technicians and nurses during installation: “We have a policy that we say we
want to be at the place when it’s done, so we can explain things to to the users.” (P6-H2).

HANDLING POST-UPDATE ISSUES

P5-H1 reported he experienced post-installation issues two or three times during his
time at the HDO, and in P14-H4’s experience, around 5% of software updates would in-
troduce some sort of issue requiring rollback. Several other technicians never experi-
enced this but heard anecdotes about it from their colleagues. Four of the update cases
depicted in Table 30 were reported to have led to post-update issues and had to be rolled
back, for instance, due to unexpected incompatibility with existing hardware (Device 1),
or users reporting unexpected device behavior afterward (Device 13, 16, 18).

Preparing for an update only to need to roll back the work was perceived as a very
painful process, especially if “We roll back the update until the manufacturer finds out
the cause of the failed update and comes up with a solution.” (P1-H1).

4.4.4. MANUFACTURER PERSPECTIVE
We conducted interviews with three product security experts at three large global medi-
cal device manufacturers to understand the software update processes across their prod-
uct portfolio, the risk management and decision-making process prior to security patches,
and their observations of what was fed back to them from their customer base. Thus, we
could contextualize statements from HDOs and contrast perspectives between these two
actors.

SECURITY PATCHING PROCESSES AT MANUFACTURERS

The different pathways of software update delivery for connected medical devices of-
fered by manufacturers in our study are described in section 4.4.2. Participants explained
that the release frequency depends on the modality and its OS but that generally, they
aimed for regular update package releases (quarterly or bi-yearly), which would usually
bundle validated OS, application, and library updates.

In case of an exploitable security vulnerability with patient-safety implications, all
three manufacturers had a dedicated process in place to fix devices in the field within
a defined timeline. In the medical device sector, such safety-related product warnings
and changes after market entry are termed ”Field safety notifications”, and participants
estimated this would happen around once or twice per year across their entire product
portfolio due to security-related risks.

The manufacturers determined internally if a vulnerability within a medical device
and its underlying components required this dedicated patching process. To do so, a
risk assessment process was in place at all three manufacturers, in which arising vulner-
abilities would be regularly assessed for exploitability and patient safety implications by
product security teams using the device’s software-bill-of-material (SBOM). Notably, se-
curity updates were not the only mitigation option, as the network connections and use
context were also considered, which allowed for different mitigation approaches. For
instance, P22-M2 explained how an MR residing in a secured room constituted a differ-
ent security risk than a smaller, mobile, and easily accessible Ultrasound device. Thus,
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mitigation could also take the form of mandated use, where the manufacturer would
mandate the customers to ensure proper protection (e.g., restricting physical access, not
connecting it to the Internet, or securing USB ports). Thus, the decision about vulner-
abilities’ criticality in any soft- or hardware component and the response were decided
by the manufacturer on a case-by-case basis, with HDOs then deciding if and when to
install any patches resulting from this risk assessment.

In case of regular updates, bundling of security patches with other updates was com-
mon practice, although P21-M1 clarified this would depend on the targeted software
stack (i.e., dedicated security patches could be released for OS layers). As each change to
the system had to ensure continued patient safety under the regulations, validating soft-
ware updates in test environments was a crucial yet costly process. P21-M1 described
a continuous internal balancing and negotiation act, where on the one hand, smaller
and dedicated security packages were preferred from a product security perspective due
to shorter installation downtime and customers not having to check for functionality
changes (and thus, higher install rates), and on the other hand, the push towards reduc-
ing costs by validating separate updates together and dispatching technicians for only
one bundle.

P21-M1 and P22-M2 stressed that software update delivery for their medical devices
was challenging and costly, especially for emergency patches on a shorter time window,
as thousands of technicians would have to be dispatched to customers worldwide with
their own schedules and infrastructure, and that also for remote software updates, tech-
nically implementing a reliable pipeline was non-trivial.

CUSTOMER OBSERVATIONS

We were interested in how manufacturers observed their customers’ practices, decisions,
and expectations towards software updates and security. As explained in Section 4.4.2,
all three manufacturers observed that patching via a remote connection was in substan-
tially lower demand than manual update delivery via service technicians. In their experi-
ence, reasons for this were interrupted schedules when a user would install an update via
the device’s UI, a dislike for functional changes in updates, a lack of trust towards man-
ufacturers to handle device or patient data appropriately, or the unwillingness to pay
for remote updating, as this could also include deploying further infrastructure, such
as gateway servers at the hospital site. This mostly overlapped with our findings from
HDOs.

They also observed increasingly demanding security and privacy policies from cus-
tomers the device would have to comply with and a rising demand for more regular and
faster patching cycles, especially among customers’ IT departments. At the same time,
all manufacturers commonly observed their products at HDOs running outdated soft-
ware and operating systems, thus not being fully patchable, as customers would opt
against updating or upgrading the device. P22-M2 explained how instead, many cus-
tomers would invest in network-based solutions such as micro-segmentation or privi-
leged access management to secure devices, not trusting or not being aware of the secu-
rity measures implemented into the device itself by the manufacturer.
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REGULATORY RAMIFICATIONS

The majority of regulations for medical device security apply to medical device manu-
facturers. Thus, the development and maintenance of their products were driven sub-
stantially by regulations. While all three participants acknowledged their central role
and responsibility for patient safety, they also voiced concerns regarding some regula-
tory consequences for them and the healthcare sector as a whole.

To comply with all relevant global regulations, their requirements would be mapped
to derive a unified process. This required substantial legal and compliance resources and
was reported to often lead to a lock-in, where there was limited freedom in design de-
cisions. P22-M2 furthermore explained how this compliance focus could lead to a state
where ensuring compliance could put pressure on the communication with customers,
who might then fall out of contact with manufacturers and disregard their products’ se-
curity implementations.

P23-M3 explained how increasing regulatory demands could significantly increase
the costs for medical devices and thus healthcare as a whole, as it would require many
manufacturers to completely re-design their products’ architecture to establish a regular
and faster patch delivery process while continuously validating updates. Several HDOs
also shared such concerns about the rising costs of medical technology.

4.5. DISCUSSION
In this study, we explored current practices of how connected medical devices receive
security patches from the perspective of their operators (HDOs) and manufacturers. We
summarize our findings and derive suggestions for practitioners and for future work, yet
are cautious to generalize our results or derive categorical recommendations, as this is
exploratory work.

4.5.1. UPDATE PRACTICES FOR MEDICAL DEVICES
Adressing our first research question (How are connected medical devices patched within
their operational environment at HDOs?), we identified four different main pathways;
Via a remote connection to the manufacturer, manual installation by service engineers,
either by the supplier or the HDO, or, in case of vulnerabilities with critical risk, via a field
safety notification in a shortened time frame.

We found that HDOs in our sample rarely opted for remote delivery of software up-
dates for their medical devices, even when available, thus requiring manual installation
on a per-device level by service technicians. Participants from manufacturers verified
this as the most common preference among their customers. This was mainly driven by
HDOs’ desire to actively control the update process, avoiding interrupted patient care,
and concerns for unexpected functional changes in updates.

Instead of having connected medical devices on the latest software version, HDOs of-
ten preferred to reduce network exposure, usually by implementing network segments
(VLANs) to isolate devices. This was also evidenced by low update install frequencies
due to operational overhead and costs for regular updates, thus rendering network solu-
tions more scalable. While this network approach adds an additional security layer and
is generally recommended [46, 85, 135], there are also pitfalls. One vulnerable or weakly
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configured device can compromise the entire segment, which requires active tracking
of software versions, vulnerabilities, and configurations of all devices in the segment,
which was reportedly not the case in our sample. Previous work investigating HDO net-
works [69, 135] reported on medical devices frequently residing in the same segment as
other IoT or personal devices like IP cameras, printers, or smartphones, defeating the
purpose of retaining segments for a single medical use case and increasing risk due to
potentially vulnerable IoT devices.

Compared to prior work on patching practices of more conventional IT systems, we
identified several key differences in connected medical devices that must be accounted
for. Firstly, the stakeholder group of (biomedical) service engineers is responsible for
maintaining medical equipment, which includes installing security updates. This is very
different from the populations of system administrators and IT professionals studied in
other works [26, 67, 100, 138], due to different technical backgrounds and perspectives
on IT security. Secondly, while previous work has also identified coordination across ac-
tors in the healthcare sector to be crucial in rolling out patches to IT systems [66, 67],
our work highlights how connected medical devices, in contrast to backbone IT infras-
tructure, are significantly more exposed to physical use, thus being potentially mobile
and more difficult to access to install patches without interrupting patient care. Thus,
patching of medical devices is less scalable and less doable remotely, these being two
conditions usually met with conventional IT patching.

Finally, regulations and business practices of the medical device market differ sub-
stantially, a topic not broadly covered by previous empirical work. For instance, patching
and update support are often part of paid maintenance service contracts, a typical prac-
tice in the medical device market, but less so for conventional IT patching. Furthermore,
regulations have a stronger effect on patching medical devices than on traditional IT in-
frastructure, as manufacturers have to validate software updates to their devices to en-
sure continued safety, which can slow the process and increase costs. While recent work
has studied the complex regulatory landscape of medical device security [141], we in-
vite future work to study empirically how current and future regulations (e.g., the PATCH
Act [2] or NIS2 [240]) interact with organizational practices of connected medical device
security.

4.5.2. CHALLENGES
Previous work identified endpoint complexity [120] and a heterogeneous software up-
dating process [100] for medical devices as major challenges for HDOs’ security posture.
By asking our second research question (What kind of challenges do HDOs and medical
device manufacturers encounter during this process and how are they mitigated?), our re-
sults provide a more granular view on these challenges from the perspectives of HDOs
and manufacturers.

Costs. Delivering a software update to medical devices in the field involves sub-
stantial costs. It can be an effortful and time-consuming process for HDOs due to non-
standardized and heterogeneous notification methods, deciding on complex or incom-
plete information with mingled security and functional aspects, extensive preparations
requiring active communication with medical departments, and a potentially effortful
installation process that does not scale well across multiple devices. Furthermore, in-



4

84 PATCHING PRACTICES AND EXPECTATIONS AT ORGANIZATIONS

stalling updates usually requires certifications or service contracts for HDOs, and manu-
facturers need to sustain substantial operational costs for maintenance via service tech-
nicians and engage in a continuous validation of updates to keep up with changes across
medical devices’ hard- and software components.

Managing infrastructure. Keeping an overview of and visibility into the installed
base of connected medical devices, their software version, active connections, config-
urations, and available software updates can quickly overwhelm hospitals, especially if
they are smaller and/or have limited resources to invest in tools and expertise to man-
age this. In our study, four of the nine HDOs reported they would attempt to keep up
with the changing software versions of medical devices by renewing this in asset man-
agement systems after installation, but no HDO had a process in place to proactively and
regularly check for available security updates across medical devices and vendors, as this
would require substantial additional resources. Instead, even for the largest HDO in our
sample, it was perceived as reactive “firefighting” (P19-H9) for the involved technical
departments due to a lack of resources and strategic vision for proactive management.

Regulatory implications. While the global regulatory shift towards more extensive
vulnerability management and security patching of connected medical devices (Sec-
tion 4.2.3) is promising, our work suggests it poses significant practical challenges for
manufacturers and HDOs. More frequent security updates can conflict with the opera-
tional reality of many devices, necessitating architectural changes for future devices to
enable continuous update validation and delivery while maintaining patient care. De-
ploying field technicians for each update would not scale with the anticipated increase
in patches and device volume. This shift could increase costs for manufacturers, par-
ticularly smaller players with less IT experience, potentially reducing market diversity.
Newer devices will eventually incorporate such update-delivery pipelines for compli-
ance, but existing ’legacy’ devices in circulation will be used for decades, as HDOs (of-
ten with limited resources) might run devices without being willing or able to manage
patching, given that HDOs have the final say in installing an update while regulations
predominantly target manufacturers regarding product security.

Entrenched silos. Medical devices’ growing connectivity increasingly merges med-
ical engineering (safety, functionality, usability) and IT (network connectivity, software,
security). We observed this coupling of different disciplines raising challenges for both
HDOs and manufacturers, such as differing priorities and expectations, even if com-
bined structurally as departments. As IT staff expected frequent patches and control
over the medical devices like for any other IT system, clinical engineers were more re-
luctant to change a functional system. For manufacturers, different priorities between
security and features can constitute a balancing act.

Several of our identified challenges are congruent with previous work on security up-
dates from other domains like consumer IoT or organizational IT, such as the potential
for update-induced bugs, unexpected functional changes, or difficulty in obtaining all
necessary patch information, e.g., due to a lack of a centralized source or release notes
[64, 77, 104, 121, 138, 225, 246]. We extend this work to connected medical devices,
identifying challenges unique to this domain, such as difficulties in locating and access-
ing physical devices despite intense medical use and the need to define responsibilities
across clinical engineering and IT stakeholders.
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4.5.3. LIMITATIONS
Our research has several limitations. Firstly, the samples of HDOs, medical device man-
ufacturers, and patch cases do not necessarily represent the general population. Par-
ticipants noted country differences in medical device security and patching, suggesting
future research opportunities. Furthermore, due to the smaller sample of manufactur-
ers, we did not reach full theoretical saturation for these three interviews. Still, they are
large, globally-active market players reaching thousands of HDOs. Thus, our results pro-
vide valuable insights into the centralized risk and vulnerability management processes
and experiences with customers worldwide.

We relied on a convenience sample from a hard-to-reach expert population in a
strained healthcare sector, which may have led to self-selection bias [116], as organi-
zations more adept at the security of medical technology might have been more likely to
participate. Furthermore, the sampled patching cases during the interviews were based
on participants’ retrospective memory, potentially affecting some claims. However, we
structured those recollections to facilitate comparison between HDOs and devices, al-
beit based on estimates rather than verified numbers.

Lastly, four interviews included multiple participants (see Section 4.3.3), potentially
introducing bias like groupthink or reluctance to speak freely. This format was suggested
by participants however, signaling a willingness to share experiences in a group setting.
During the interview, the interviewer also adhered closely to the protocol and directed
questions to each participant to keep interviews comparable. Questions were answered
directly by one participant, occasionally supplemented by another; this represented how
answers to complex problems may require the expertise of multiple professionals.

4.5.4. RECOMMENDATIONS
Managing updates at HDOs: To reduce HDOs’ burden to manage software updates, a
structured process to evaluate available updates was reported to be essential. For in-
stance, HDO4 defined a role (in this case, medical physicists) to evaluate or demand the
necessary update details and had a check-list that was iterated over for each software up-
date; this helped structure the decision and clarify which aspects of an update need to
be discussed with whom. Channeling all communications with vendors regarding safety
and security through one contact (e.g., one email address or one department), helped
HDO8 to streamline communications. Manufacturers should support HDOs in navigat-
ing the complexities of varying notification channels and formats of available updates or
vulnerabilities by standardizing them together with other vendors, which would reduce
the burden for HDOs and thus lead to higher install rates. As seen in our results, SBOMs
furthermore help manufacturers to render the complexity of a medical device and its
components manageable [38] and deliver more specific alerts to customers, if need be.

Interdisciplinary collaboration: Due to the increasing entanglement of hard- and
software-related responsibilities regarding connected medical devices, we also want to
highlight to HDOs the need for close collaboration between departments. Initiating ded-
icated commissions, projects, or clusters between IT, medical engineering, governance,
and/or procurement departments helped HDOs in our study to manage both hard- and
software-related challenges and uncertainties by bundling the necessary expertise. Im-
portantly, we found that merging departments did not necessarily result in more effec-
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tive cooperation due to vastly different approaches, tools, and cultures. Instead, we rec-
ommend HDOs to acknowledge the different worlds of IT and medical engineering but
establish structures that allow for mutual, regular cooperation and bilateral learning to
improve the capabilities to manage the increasing connectivity of medical technology.

Non-disruptive update mechanisms: We found that a major reason for HDOs to
avoid remote updating, which could enable regular security patches, was the loss of
control over the installation process and potential disruptions to patient care, as well
as potential distrust towards the manufacturer. Thus, providing remote update methods
that retain control over the installation for HDOs could increase adoption rates and trust
towards updates and manufacturers. Case studies [251] and guidelines [85, 86] provide
insights into how a continuous patch delivery process can be deployed that allows for
operators’ flexibility to install. Yet, if costs for such a deployment exceed manual soft-
ware installations via service technicians, HDOs will have less incentive to opt for it.

4.6. CONCLUSION
In this work, we studied organizational practices surrounding the security patching of
connected medical devices in their operational environment at HDOs. We found that
providing such systems with security updates is non-trivial for the involved actors due to
challenges in tracking software attributes across a vast and heterogeneous inventory of
medical devices, an increasing strain for technical departments at HDOs to manage this
infrastructure, and practical difficulties in preparing for and actually installing updates
amidst medical use, as this usually required physical access to each device.

While medical devices become increasingly connected and are exposed to an evolv-
ing threat landscape, new regulations push towards a more frequent and faster delivery
of security patches for such systems. Our work highlights that patching comes at a cost
however, as dispatching and/or certifying technicians to install updates did not scale
well and that willingness among HDOs to adopt available remote updating capabilities
for medical devices was low. It thus remains to be seen how the actors in the healthcare
system will balance such regulatory requirements with upcoming costs and medical de-
vice security and, thus, patient safety.



5
CONCLUSION

This dissertation empirically assessed the legal concept of user expectations regarding
IoT security by conducting quantitative and qualitative surveys with end-users, stake-
holders at organizations, and IoT manufacturers. It presents three peer-reviewed studies
in chapters 2, 3, and 4, with the goal to address the overarching research question:

What are users’ expectations regarding preventive and reactive security
measures of IoT devices?

This chapter concludes the dissertation by summarizing the empirical results from the
three studies in relation to the main research question, reflecting on the practical and
societal implications, and suggesting directions for future academic work to build on
the findings of this work.

5.1. EMPIRICAL FINDINGS
CHAPTER 2: WHEN SECURITY AND PRIVACY FAIL: UNDERSTANDING CON-
SUMER EXPECTATIONS
In Chapter 2, we studied user expectations regarding reactive response to emerging se-
curity and privacy-related incidents with smart consumer products. To explore expec-
tations in lieu of product liability, that is, when something ‘goes wrong’ with a product’s
security, we studied whether and how user expectations varied for different responses
to such incidents by the device manufacturer and the user, as well as for different types
of smart devices and incidents. By conducting a vignette survey on an online crowd-
sourcing platform with 862 participants from various regions (but predominantly Eu-
rope and the USA), we found that expectations regarding reactive measures to security
and privacy incidents varied substantially depending on the context. Survey participants
expected device manufacturers to respond in some way to emerging security problems,
with patching as the most likely and highly preferred response. In contrast, for privacy-
related problems, such as non-consented data flows, data suggested a learned helpless-
ness, as manufacturers’ responses were rated more unanimously, including not respond-
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ing at all to data collection practices perceived as inappropriate. Different responses
from the user also led to varying expectations. Demanding a refund for the device was
considered the most appropriate response, while continuing to use it was deemed ill-
advised for potential security risks, but more suitable for privacy risks, indicating how
the threat model of the adversary (security: ’hackers’, privacy: a company) affected the
user’s possible options when confronted with an incident. Finally, we found that the type
of smart device and security and privacy threat led to subtle differences in expectations,
with products like smart cars, security cameras, phones, or speakers eliciting more con-
servative, risk-averse expectations regarding the responses than for other devices, such
as a smart washing machine.

CHAPTER 3: PREVENTING FAILURES: EXPECTATIONS OF SECURITY SUP-
PORT OVER DEVICE LIFETIMES
Chapter 3 pivoted from expectations regarding reactive security to incidents to expec-
tations of preventing such incidents over smart devices’ lifetimes. We positioned user
expectations in the context of the European Cyber Resilience Act and conducted an on-
line survey with 993 participants in five different European countries to measure them
empirically, as the duration to prevent and mitigate security risks for IoT products has to
correspond to the expected use times of the product according to the CRA. We found that
reported use times of smart devices as well as expected lifetimes commonly exceeded
the CRA’s minimum support duration of five years, with lifetime expectations varying
across device types. For instance, smart thermostats had a significantly longer expected
lifespan than smartwatches. We also found that expectations are an inherently context-
dependent construct, as not only device type led to different expectations, but also indi-
vidual factors of the survey participants, whether devices were smart or non-smart, and
the kind of factors people took into account when forming expectations. Surprisingly
to us, a majority of respondents also expected that software update support would cor-
respond with devices’ full lifetimes already today, highlighting how the current market
dynamic of short support times seemed to be in conflict with expectations.

CHAPTER 4: SECURING CONNECTED MEDICAL DEVICES: PATCHING PRAC-
TICES AND EXPECTATIONS AT ORGANIZATIONS
In Chapter 4, we moved the scope to IoT devices used in an organizational context and
the respective practices and expectations of professional stakeholders. We studied patch-
ing practices and expectations surrounding this process for connected medical devices
in healthcare delivery organizations. We conducted 23 interviews with practitioners in-
volved in the patching process at several hospitals in different European countries, fur-
ther enriching the picture by involving the device manufacturers in the study. We identi-
fied key challenges in securing connected medical devices in their operational environ-
ment: managing a quickly increasing infrastructure of IoT systems put a significant bur-
den on hospitals, as they often lacked the resources for thorough inventory and patching
management, and installing software updates to individual devices often required sub-
stantial effort, as physical access to the device was needed in face of continuous medical
operation and scheduling conflicts. Furthermore, we found that stakeholders’ expecta-
tions regarding IoT device security played a role in shaping practices and business rela-
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tions in the organizational setting. Different departments had varying expectations re-
garding security (e.g., patching) and medical device lifespans. While practitioners from
a medical engineering background (e.g., medical technicians, biomedical engineers, or
medical physicists) preferred a running system not to be changed (i.e., updated) and
often saw more than 10 years as a reasonable lifetime, stakeholder from hospitals’ IT de-
partments usually expected shorter lifetimes and higher patching cadence for connected
medical devices, as they were considered more like any other IT-endpoint. Interviewees
from medical device manufacturers further highlighted how customers got increasingly
demanding regarding security product requirements, and how distrust towards the man-
ufacturer (expected privacy issues with patient data) and expected invasive automatic
updates (interrupting operations and a lack of control) prevented them from opting for
the more secure patch delivery option: remote and automatic patching.

5.2. DISCUSSION
We now reflect on the findings in Chapters 2, 3, and 4 with respect to our main re-
search question: What are users’ expectations regarding preventive and reactive secu-
rity measures of IoT devices? We first consider reactive security and position our results
within related academic work and ongoing developments in product liability legislation.
We then turn to the observed expectations regarding preventive security and how they
relate to ongoing discourses on maintaining it over devices’ lifetimes.

AFTER THE FACT: USER EXPECTATIONS REGARDING SECURITY INCIDENT

HANDLING AND REMEDIATION

When it comes to reactive security (i.e., responding to emerging vulnerabilities or actual
incidents), our results suggest that users generally expect a response from the manufac-
turer or vendor of the IoT device in the form of a security update. In Chapter 2, we found
that patching security vulnerabilities was the only manufacturer response that was per-
ceived to be both likely and appropriate. A physical product recall, on the other hand,
was deemed appropriate but unlikely for smart devices, and no response was considered
both unlikely and inappropriate. We also found in Chapter 3 that the majority of partici-
pants expected that smart devices would receive updates over their entire lifespan, thus
highlighting how this response was an integral part of expectations. In contrast, previous
work has frequently reported on unpatched, vulnerable, and compromised IoT devices,
thus indicating that vulnerability and incident responses like patching often do not meet
such expectations in reality [153, 163, 176, 183, 197, 201]. Certainly, being able to expect
a patch to fix a risky device would be a much more predictable path for users than tak-
ing matters into their own hands. We found in Chapter 2 that participants displayed
uncertainty as to how a user should respond to arising security risks, with only not re-
sponding at all being perceived as clearly being risky. Previous work also showed how
remediating (potential) security or privacy incidents remained tricky for users [27, 199],
with some users being fine with continuing to use a device despite potential security or
privacy risks [123, 262] or stopping using it altogether [27, 201, 224].

However, patching as a reactive security control is increasingly codified into manda-
tory legislation [2, 230, 243]. For instance, the CRA provisions that vulnerabilities should
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be remediated without delay in relation to the risks to the device. Such requirements
from laws like the CRA will also be considered for product liability after an incident has
led to damage, as the Product Liability Directive now also considers them as part of "the
safety that a person is entitled to expect", and manufacturers can be held liable for un-
patched vulnerabilities that are "necessary to maintain safety" [242]. As recent research
shows how liability is often excluded to the maximum extent in contractual terms by
vendors of IoT products [143], this incorporation of security aspects into liability law
seems necessary. Thus, our results suggest that these regulatory pushes towards more
predictable reactive security measures seem to meet user expectations observed in this
work as well as other academic research [101], where IoT device users stressed the role
of the government to define standards and regulations for a level playing field.

Yet, it remains to be seen how effectively product legislation like the CRA, RED, or
PLD can improve the state of reactive security behaviors in the IoT market. In Chapter
4, we studied patching as such a reactive behavior for connected medical devices. The
medical device market has been regulated for much longer than other, more general-
purpose IoT devices like smart home products considered in Chapter 2 and 3. In medical
device regulation, patching is considered part of the continuous process to mitigate risks
to patient safety [141, 232, 238]. Thus, our observations made in Chapter 4 can serve as
a case study for how regulations targeting reactive security play out in practice. While
stakeholders at HDOs generally expected that medical devices would receive patches in
case of vulnerabilities, they also acknowledged their inability to keep track of all notifi-
cations and updates for their entire infrastructure and to patch all devices within a short
timeframe due to the need for continuous uptime. Additionally, HDOs often wanted to
maintain active control over the device’s version and the updating process, and thus re-
ported a low willingness to allow remote and automatic updates, even though it would
increase patching cadence and vulnerability remediation rates. The common practice
of bundling security with features into the same update further complicated matters for
HDOs, as feature changes had to be scrutinized before installation, and if undesired, led
to not installing the latest security updates.

These observed challenges in implementing the required reactive measures will likely
also apply to other, non-critical IoT products covered under more recent regulations, as
they highlight how users’ choice and preference can affect reactive security behaviors,
rather than legal provisions or technology. The number of smart devices also rises in
consumer households, requiring more active "inventory management" by users, and
some users dislike updates to their devices [102, 246]. Thus, a certain set of users will
not be able or willing to keep track of their IoT devices’ updates, or switch automatic
updates off to stay in control of the device’s functionality and maintain the paradigm
"never change a running system". Thus, Chapter 4 demonstrates that despite regulatory
oversight and resulting high expectations as well as the efforts of manufacturers and cus-
tomers (here, hospitals), significant challenges remain for remediating (i.e., patching)
vulnerabilities in IoT devices deployed in the field.
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PREVENTATIVE SECURITY: USER EXPECTATIONS REGARDING SECURITY OVER

IOT DEVICE LIFETIMES

To prevent incidents for IoT devices, security controls must be upheld after the product
has entered the market to manage and address arising risks. Defining an appropriate du-
ration for this security support and how to actually uphold it is an ongoing discourse in
academic research, industry, and policy. For instance, Bradley et al discuss how vendor
dependency for IoT devices could be reduced for longer support durations [30], IoT ven-
dors more frequently seek business models for post-sale revenue, which can finance on-
going costs of security support (e.g., via paid subscriptions or advertisements [108, 213]),
and policymakers draft laws for how to support IoT devices over their lifespans. In the
EU, the CRA defines support durations for different product categories, and also in the
USA, there are ongoing policy initiatives for longer support times for consumer IoT de-
vices [33, 209]. Both the CRA and model legislation in the US tie support durations to
reasonable user expectations, thus bringing attention to consumers’ perspectives and
this legal concept in general.

Contributing to these ongoing developments, we studied user expectations regard-
ing support duration in Chapter 3 and highlighted several characteristics of these expec-
tations. We found that expectations varied depending on the type of device, with more
consumer-level smart devices, such as smartwatches or smart speakers, displaying sig-
nificantly shorter expected lifespans and usage times than more white-goods-type smart
devices, like smart washing machines, thermostats, or WiFi solar inverters. Contributing
to these device differences, we found that users took different factors into account for
different device types (Table B.2 in the Appendix), showing how (expected) usage pat-
terns and built characteristics led to varying appraisals by users. Such differences high-
light the challenge in defining a single, horizontal minimum support duration applicable
to all types of IoT devices and the importance of user expectations as a flexible concept
for capturing variance across IoT devices. In a similar vein, we found that almost all IoT
devices considered in the survey were expected to last longer than 5 years on average,
thus exceeding the CRA’s horizontal baseline of 5 years.

If the IoT market should gravitate towards this five-year period as the de facto stan-
dard support duration after the CRA comes into force, our results suggest that user ex-
pectations will not be met for a wide range of product types. Furthermore, as we found
that actual use times also frequently exceeded five years, usage will likely resume after
the end of support for a sizeable number of smart devices, thus maintaining the state
of unsupported and vulnerable IoT devices. Interestingly, while short or inconsistent
support times have been common in the IoT market [81], we also found in Chapter 3
that the majority of participants expected smart devices to be supported with updates
for their entire lifespan. This expectation may also be reflected in strong negative pub-
lic reactions towards IoT vendors stopping support or "de-smarting" their products at
some point [18, 106, 107]. Vendors in such examples frequently cite incompatibility of
the device with more recent technology or the upkeep costs of the cloud infrastructure
as reasons to stop support.

This highlights a key challenge in IoT security: continuously maintaining and se-
curing IoT devices does not have a strong business case for manufacturers. While leg-
islation like the CRA attempts to enforce it by law, the case for the continuous mainte-
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nance costs and effort persists. In Chapter 4, we also observed similar challenges for IoT
medical devices that have already been regulated for many years. While expectations
between stakeholders in the organization regarding device use times differed (e.g., be-
tween biomedical engineers and hospital IT departments), connected medical devices
were frequently used for substantial periods of time, sometimes without being patched,
even if a patch was available. This was also validated by medical device manufacturers,
who reported that long use times past their end of support and an unwillingness to pay
for a patch were common behaviors among their customers. Apart from varying cus-
tomer expectations and device use times, manufacturers also highlighted the economic
costs of securing their products over their expected lifespan and how these costs had to
be passed on to customers (and thus, to the healthcare system in general).

Thus, looking ahead at a more regulated general IoT market, it will remain an ongo-
ing challenge to balance long device use times and the respective user expectations with
the continuous effort, care [125], and costs that security requires for IoT manufacturers.
As legislation will require prolonged support, the resulting costs will be passed on to con-
sumers, assuming the manufacturer actually invests the necessary resources to comply
with the law. While previous work suggests that users are indeed willing to spend more
on secure IoT products [72, 95, 250], it remains to be seen how spending on IoT devices
will develop under stricter regulatory oversight and to what extent IoT devices will be
used past their end of support.

5.3. GOVERNANCE IMPLICATIONS
Building on the empirical insights gained from the three studies presented in this dis-
sertation, we now reflect on possible governance implications for key actors in the IoT
market: governmental bodies, IoT device manufacturers, consumers, and healthcare de-
livery organizations. Governance refers to the collective activities and efforts of different
entities to solve societal issues or create societal opportunities, which not only include
governments and respective administrative authorities, but also other public organiza-
tions, the private sector, and civil society [155]. According to Meuleman, interactions
between these different entities can be categorized into three different styles of gover-
nance: hierarchical, network, and market governance [155]. Hierarchical governance is
characterized by a top-down approach, where control is established through authority,
rules, and formal procedures. A government regulating a market with laws and enforc-
ing them is one instance of this. Network governance stresses coordination, trust, and
shared values among independent actors, where power is distributed and cooperation
thus becomes crucial. Market governance is driven by the core idea of free markets,
where economic dynamics drive actions and cooperation, specifically demand, supply,
competition, and self-interest. Actors make decisions based on costs, incentives, and
contracts, where the market is assumed to allocate resources efficiently.

GOVERNMENTAL BODIES

The IoT market has so far largely operated under a market governance paradigm, where
competition among a plethora of IoT device vendors has led to a prioritization of fast
time-to-market and new features, with less focus on security. As we have seen through-
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out the different chapters, this free market approach has led to externalities in the form
of vulnerable IoT devices and societal risks, triggering policymakers to intervene. We
are currently in a transitional phase in the IoT market, where the market is increasingly
shifting from market governance towards hierarchical governance. New legislation, such
as the RED [230], the CRA [243], the UK PSTI act [229], or the delegated Product Liability
Directive [242] are prime examples of how governments now exert authoritative power
by introducing compulsory security requirements and rules for security-related liability
within legislation. Previous work suggests that such hard pushes towards mandatory
compliance can indeed lead to improved security outcomes, such as more thorough
incorporation of security during product development [145, 227, 255], or an improved
availability of IoT products’ security disclosure on online retailers [249]. In Chapter 2
and 3, we also observed that several aspects of the upcoming law’s product requirements
appear to align with users’ expectations. Manufacturers were expected to patch arising
security vulnerabilities in their devices (Chapter 2), which corresponds to the numerous
stricter patching regimes outlined in legislation, such as the CRA, RED, UK PSTI, or PLD.
Many users expected long IoT device lifespans, used their devices for many years, and
expected software update support to last for device’s lifetime (Chapter 3 ), which meets
the CRA’s focus on continuous risk mitigation throughout product use times, but is in
stark contrast to the current (inconsistent) market practices when it comes to update
support [81].

Nonetheless, several open questions and gaps remain between our empirical mea-
sures and legislation, with implications for governmental bodies such as market surveil-
lance authorities or policymakers. In Chapter 3, we saw that the five-year baseline for
security support, as mandated by the CRA, was insufficient for the vast majority of IoT
devices’ expected lifespans, with planned use times also commonly exceeding this five-
year threshold. Thus, taking these findings into account, the risk persists that millions
(or even billions) of IoT devices could re-enter the state of being unpatched and vulner-
able after the end of the minimum support duration, if people continue using them. We
also found in Chapter 3 that the end of update support was only a weak driver for users
to stop usage. The CRA leaves the room for the European Commission and the ADCO
to release guidance on the minimum support durations for different product categories
in the future, or even to delegate the Act. Thus, our work suggests that policymakers
and market surveillance authorities involved should consider empirical data on IoT de-
vice usage times (expectations) when enforcing the law and publishing guidance. This
will reduce potential gaps between actual use times and shorter support times for IoT
devices, thereby satisfying users’ expectations while mitigating societal risks associated
with vulnerable IoT devices.

Ultimately, implementing and enforcing this new legislation to govern IoT security
in practice will be a significant challenge in the years to come. In Chapter 4, we found
that despite heavy regulation in place, it was still challenging for the involved stakehold-
ers to secure connected medical devices in practice. For instance, the costs and added
procedures of validating and verifying patches to comply with the Medical Device Reg-
ulation [232] led to patching delays and significant costs for manufacturers, with the
theme emerging that smaller manufacturers might struggle to design and maintain con-
nected medical devices that meet the strict requirements. Additionally, these rising costs
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of security compliance are passed on to the customer (in this case, the hospital), thereby
increasing costs for the healthcare sector as a whole. As regulations like the CRA or the
Cyber Security Act [235] will require security certification for some IoT devices with cer-
tain risk levels, rising costs of compliance are likely to also develop in the general IoT
market. With previous work discovering various vulnerabilities in certified IoT products
[144], it remains an open question how market surveillance authorities will oversee the
market for IoT devices and certification in practice. While only the courts can determine
what constitutes a reasonable expectation for an IoT device’s security, our results can
at least provide market surveillance authorities with a relatively independent indication
of the abstract notion of users’ expectations when enforcing the law without having to
resort to court. For instance, when discussing with manufacturers what constitutes a
reasonable support duration, or what responses to security vulnerabilities are appropri-
ate and expected.

IOT MANUFACTURERS

For manufacturers of IoT products, the regulatory landscape that need to be navigated
is changing rapidly. While previously, mostly forms of market and network governance
applied to the market IoT manufacturers, hierarchical governance in the form of regu-
lations now requires adaptation. In the EU, the Cyber Resilience Act in particular will
significantly affect the IoT market, as mandatory requirements will require manufactur-
ers to consider security risks throughout the product’s expected lifespan.

This work has several implications for manufacturers of IoT devices navigating these
upcoming hierarchical governance forms. Users’ expectations as a concept are relevant
in both product conformity and liability legislation and thus need to be considered by
manufacturers in some capacity. When it comes to security support durations under
the CRA, manufacturers have to document how user expectations are incorporated in
the determination of the support duration. As such, Chapters 2 and 3 provide insights
into user expectations, as well as methodologies for measuring them empirically. For
instance, we saw in Chapter 2 the potential differences between normative and likeli-
hood expectations, highlighting the importance of clearly differentiating between the
two. Additionally, Chapter 3 presents a methodology in the form of a survey that pro-
vides quantifiable insights into user expectations of IoT device lifetimes, which can be
extended by manufacturers to other categories of IoT products beyond those included
in the survey. As market surveillance authorities can inquire about documentation re-
garding how user expectations were considered during the determination of the support
period, this can provide a useful approach for manufacturers, especially before official
guidance on support durations from the European Commission is available.

For instance, manufacturers could leverage their customer-facing or user-facing de-
partments, such as sales or market and user research, to initiate a conversation with
their users and determine and document their expectations. However, expectations can
differ widely across individuals and the way they are elicited, as highlighted by all three
studies. Thus, if a manufacturer were to follow similar approaches to measuring users’
expectations as we did, they should account for variability in responses by considering
sufficiently large sample sizes and effective segmentation strategies, such as gathering
data points from diverse countries and user groups. Yet, user expectations are only one
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of the criteria for determining the support duration under the CRA: the nature of the
product and other relevant Union law are the other two mandatory criteria. This work
then also provides empirical information for manufacturers regarding the product na-
ture criterion, as we illustrate how different IoT product types varied according to their
nature (e.g., regarding how manufacturers should respond to security events for differ-
ent product categories in Chapter 2, or how long their expected lifespans are in Chapter
3). Chapter 3 furthermore suggests that the brand and the associated trustworthiness of
the manufacturer were a major consideration for consumers to navigate security risks
(as depicted in Figure 3.8), thus, highlighting the commercial potential in building trust
with users.

Our work also has implications for how manufacturers can develop mechanisms to
keep users informed about the security of their devices. In Chapters 2 and 3, we saw
that (in-)security was often opaque and imperceptible for users. Chapter 2 highlights
the imperceptibility of potential security incidents or problematic data flows, and Chap-
ter 3 shows that for many IoT devices, users were unaware whether their own devices
still received software updates or if they had actually experienced a situation where their
devices were no longer supported with security updates and risk monitoring. The CRA
targets these challenges with extensive provisions on how manufacturers should disclose
a product’s security properties to users in Annex II. Thus, the three studies in this disser-
tation further stress the importance for manufacturers to take this seriously and make
notification channels to users regarding potential security risks and available updates
perceivable and actionable. Previous work reports on how security and usability depart-
ments collaborated to design privacy settings in lieu of the GDPR [43], which could now
also be applied to security configurations and notification channels in the context of the
CRA.

Notifications to users are especially crucial at the time when the support duration
(i.e., the supply of security patches) stops. Once this point is reached, users can decide
for themselves whether they want to continue using an unsupported device. We found
that this was often the case. The end of update support was a weak trigger for consumers
to stop using a device (Chapter 3), and in Chapter 4, we observed that this was also the
case in an organizational setting, where users partly opted to run unsupported medical
devices or not update them. This was due to unwanted functional changes introduced
by an update or other, more scalable risk mitigation mechanisms in place, such as net-
work segmentation. Thus, while organizations indeed have more technical tools at their
disposal to mitigate security risks once an IoT device reaches the end of support, it is
especially crucial for manufacturers of consumer products to provide clear notifications
about the end of support to their users, so that they can make an informed decision
whether to keep using it. If support times indeed increase due to the CRA’s effect and
end-of-support notifications become more noticeable, it will likely serve as a stronger
trigger for consumers to discontinue device usage. Furthermore, the observed reluc-
tance among some healthcare delivery organizations towards patching due to functional
changes to the device is also reportedly present among consumers [102, 150, 246]. This
highlights the potential security benefits of manufacturers releasing security updates
separately from functional updates, as it can increase installation rates, both within or-
ganizations and for consumers.
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CONSUMERS

We now turn to the direct and indirect implications for users of consumer IoT products.
In the consumer IoT market, market governance has been the predominant governance
form, which has been characterized by a lack of regulatory oversight. Thus, users largely
had to organize in a manner akin to network governance: exchanging information and
resources in a somewhat loose, non-standardized manner to reach common goals. Gov-
ernments provided general guidance to users, while manufacturers provided varying
levels of information regarding the security of their IoT products. Users often relied on
community-building efforts to help each other, such as online forums [111, 201, 211] or
seeking advice from friends and relatives [57, 187]. Arguably, this form of network-based
interaction between actors will remain a significant form of governance even after the
introduction of more thorough hierarchical governance. However, the enforcement of
new laws will alter actors’ incentives and the way interactions unfold, as well as who will
bear responsibility for what. This work offers insights into the previous interactions be-
tween users and manufacturers, as well as their expectations regarding IoT security and
responsibilities.

The primary focus of this research was user expectations regarding the security of
IoT devices, which serve as a means for the law to establish a baseline for a given con-
text, referring to society at large. Our work highlights several key details to consider when
using user expectations as a baseline in the context of IoT security. First, expectations are
commonly based on prior experience, that is, on the previous market dynamics of IoT
security. This dissertation highlights the risks associated with relying on this baseline,
as it can be self-defeating for users. If a previous problem in the IoT market has been
persistent enough for users to become accustomed to, it shapes their expectations. For
instance, in Chapter 2, we found a certain learned helplessness among users regarding
security and privacy issues, manifesting in a somewhat cynical mindset among some
participants, and the expectation that the manufacturer wouldn’t do anything about
problems, because they previously haven’t done so. Similarly, Chapter 3 demonstrates
how users factor in planned obsolescence and end-of-life through incompatibility when
forming their expectations of products’ lifespans, as they have experienced these issues
in the past. For these reasons, smart devices had a lower expected lifespan than con-
ventional, non-smart counterparts. These findings highlight how expectations based on
what might be realistic to expect can actually not be in the own interest of users and
society at large, as perverse market dynamics have shaped these expectations.

Furthermore, this work highlights the heterogeneity and volatility of user expecta-
tions. They are highly dependent on the way survey questions are phrased (e.g., shown
in Chapter 2) and exhibit high variability across different individuals (Chapter 3) or de-
partments in organizations (Chapter 4). It is therefore crucial to note that users can be
nudged towards a certain (desired) answer when being surveyed about their expecta-
tions, and that these expectations can take different shapes depending on who is being
queried. Thus, expectations as an empirical construct cannot, and are not, the sole cri-
terion used as a benchmark in product conformity and liability law. For instance, the
CRA explicitly refers to the nature of the product and other relevant union law as other
mandatory criteria for determining the support duration. In Chapters 2 and 3, we indeed
observed substantial differences in the data between product categories, due to their
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varying "nature": different IoT devices elicited different responses regarding emerging
security and privacy risks (Chapter 2) as well as expected and actual use times (Chap-
ter 3). Thus, expectations can be shaped by a low bar of security in the past IoT market
and can be manipulated depending on how they are measured. Such risks of empirically
measuring user expectations in law have also been raised by legal scholars [91] and con-
stitute a key societal implication of this dissertation. Thus, when user expectations are
deployed as a baseline by manufacturers, market surveillance authorities, and eventu-
ally, by the courts, it will be crucial to consider how they have been determined and that
they are shaped by past market conditions that might not be in society’s best interest.
Thus, also introducing a certain normative component when conceptualizing expecta-
tions is crucial: reasonableness might not only be based on how things have played out
in the past, but also on what people should be entitled to expect.

This work also has implications for how consumers interact with the legal frame-
work more generally. With the upcoming regulations, consumers of IoT products in the
EU will have more legal rights. For instance, users can have an easier path to proving
security-related damages in their IoT device for liability [242] or demand information
from the IoT manufacturer about the security properties of the product [243]. However,
our work raises the question of the extent to which users will become aware of these ad-
ditional rights, recognize emerging security issues or defects with the products they are
using, and whether they can and will actually pursue legal action. In Chapter 2, we ob-
served learned helplessness among users regarding the remediation of security or pri-
vacy problems with their smart devices, and even instances where users did not know
any other option to respond to a compromised device than to dispose of it. Thus, it will
be crucial to ensure that users have predictable processes for asserting their rights, and
if these are not met, to pursue legal action. Arguably, if such mechanisms exist for a long
enough period, awareness of them and expectations for them will likely also develop,
and users’ sentiments of helplessness will decrease. Of course, actually implementing
actionable legal paths for users in practice will ultimately depend on the effectiveness of
the respective judicial systems that enforce and interpret the law.

HEALTHCARE DELIVERY ORGANIZATIONS

The digitization of medical equipment is progressing rapidly in hospitals, and securing
this infrastructure will be a key governance challenge in the coming years. In the med-
ical device market, all forms of governance [155] can be observed: market dynamics in
the form of competition across medical device manufacturers, network governance in
interdependent interactions between HDOs, manufacturers, patients, and governmen-
tal and public agencies, as well as hierarchical governance forms, as the sector is heavily
regulated [141, 232].

In this complex, multi-actor system, collaboration between stakeholders and actors
is crucial in reaching better security outcomes, despite regulations provisioning rules on
how security ought to be handled in theory. In Chapter 4, we found that medical devices
can only be reliably and continuously secured (i.e., patched) if product security experts
at manufacturers, external or internal service technicians, HDO IT and medical engi-
neering departments, and the medical units work together in a highly collaborative and
interactive manner. With different expectations, approaches, and priorities, these differ-
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ent stakeholder groups are needed to manage the technologically and logistically com-
plex task of managing and securing the infrastructure of connected medical devices and
their operational (network) environment. We found that, despite regulations in place,
this process was often difficult and very effortful to implement. Key challenges observed
included an increasingly complex inventory and patch management that overwhelmed
hospitals, notification channels between actors that were frequently unreliable, costly
certification and verification processes, and patching rates that barely reached 100%
across manufacturers’ customers.

Thus, our results imply that HDO’s needs and perspectives have to be considered
more thoroughly in finding patching processes that are workable in practice. It has been
reported to us that the most common method for delivering security updates to medical
devices is through the dispatch of service technicians to install updates on individual
devices. With the plethora of different soft- and hardware components integrated into
a modern medical device and a generally rising volume of vulnerabilities, this method
does not scale and will likely have to be replaced with a faster and more reliable way of
patching, such as over-the-air updates. However, we found that most hospitals were op-
posing this due to first-hand experiences with automatic and remote updates introduc-
ing unwanted system changes, interrupting patient care, or concerns regarding remote
access and patient data protection. Thus, patching methods will have to be developed
in the healthcare sector that allow for the unique requirements of patient care at HDOs:
giving HDOs control over update timing, providing clear and standardized information
on all changes to the device enclosed in an update, and debundling functional from se-
curity and bug-fixing patches as much as possible. This will require close collaboration
and negotiation within medical device manufacturers (e.g., between security and prod-
uct teams) but also between manufacturers, HDOs, and regulators, to meet HDOs’ (i.e.,
the users’) operational needs and to balance regulatory requirements for repeated certi-
fication and validation with the volatile nature of software and security vulnerabilities.

5.4. FUTURE WORK
This work has empirically studied user expectations of IoT security in the context of sub-
stantial regulatory developments. As the rollout of regulations for all kinds of IoT prod-
ucts is just beginning, many open questions remain about how the law can be applied in
practice and what effects it will have on the IoT market. Thus, future research is needed
to support the necessary governance mechanisms that will apply the law. This includes
a more thorough empirical investigation of legal concepts (such as user expectations),
as well as the behaviors of manufacturers, market surveillance authorities, and users in
the context of this new legislation.

A CLOSER LOOK AT USER EXPECTATIONS OF SECURITY

While this work has investigated user expectations of IoT security, it remains mostly
exploratory in nature. Thus, future work could study expectations more deeply and
consider more factors contributing to this highly context-dependent construct. For in-
stance, liability law considers various factors surrounding a potential product defect to
establish what is a reasonable expectation regarding the safety of this product. This in-
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cludes the device’s price, marketing presentation, other comparable products, or how it
was used. The causal relationships between these factors and user expectations in the
context of IoT security could be further established experimentally through vignette ex-
periments similar to the one described in Chapter 2. That is, what would be the effect
of an IoT device’s price or "premium-quality" on expectations about its security? As we
found in both Chapter 2 and 3, brand was a factor considered by users when it comes to
security, but which was not further studied in detail.

Furthermore, there remains potential in researching user expectations in an orga-
nizational context. While we looked at Healthcare Delivery Organizations and Medical
Device Manufacturers in Chapter 4, future work could extend this line of research to
organizations deploying an IoT-driven critical infrastructure in other domains, such as
industrial manufacturing, the logistics sector, or energy grid providers. Stakeholders’
expectations regarding their devices’ security features, patching regimes, compatibility
requirements, and lifetimes could prove to be interesting contrasts to more consumer or
medical IoT expectations, due to different contractual and operational conditions. Such
research would furthermore support ongoing policy discussions regarding the support
durations of the CRA, as it would empirically establish (lifetime) expectations for such
specialized IoT products, if they fall under the CRA.

EMPIRICALLY ASSESSING OTHER ABSTRACT LEGAL NOTIONS

Future empirical research can continue to support policymakers, market surveillance
authorities, and IoT manufacturers in alleviating some of the uncertainty surrounding
legal concepts that are crucial for applying the law but remain largely abstract for prac-
tice. While not legally binding, such input from independent research can support ongo-
ing discussions among these actors regarding workable solutions for applying and com-
plying with the law in practice. For instance, beyond reasonable user expectations, the
CRA emphasizes the concepts of reasonably foreseeable use and misuse that manufac-
turers must consider during the risk assessment of their products. In the definition of
both use and misuse, the CRA mentions that this refers to behavior that is "likely to re-
sult from reasonably foreseeable human behavior or technical operations or interactions".
Empirically exploring the lines between foreseeable use and misuse by assessing how
IoT devices and security features are used and appropriated by users in practice could
be another promising research direction that would directly support manufacturers in
their risk assessment under CRA compliance, as it could provide real-world instances as
illustrative examples for practitioners during risk assessment.

Open questions also surround the concept of substantial modification within the
Product Liability Directive [242] and the CRA [243]. When a product is "substantially
modified", the expiry period of liability starts from zero again. For IoT devices, this raises
the question of when a software update can be considered a substantial modification to
a product, as the PLD explicitly states that "updates or upgrades that do not amount to
a substantial modification of the product should not affect the expiry period", implying
that updates or upgrades can indeed amount to a substantial modification. The CRA
includes this concept too, as a substantial modification would require re-certification
and a restart of the support period counter. While the CRA goes into more detail on
the definition and applicability of substantial modifications in the context of (security)
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updates1, it would be interesting to see when users perceive an update as a substantial
modification, and if and how such substantial functional changes to a product affect up-
dating behavior or willingness. This could be an interesting research direction for both
empirical and legal researchers, as it directly connects the law with real-world instances
and can thus support its implementation. For instance, the CRA states that the European
Commission will also publish guidance for manufacturers on this very concept (Article
26, 2 (d)), which has not yet occurred.

ACTORS’ BEHAVIORS AFTER REGULATIONS HAVE COME INTO FORCE
Besides informing ongoing policy discussions surrounding legal concepts, future work
should also empirically study the effects of recent regulations on the IoT market. Thus,
it can measure the law’s effectiveness in terms of security and market outcomes, and in-
form policymakers about potential pivots, such as releasing specific guidance or revising
a law.

Potential research following up on this work could investigate how IoT device certifi-
cation under the RED and CRA will play out in practice, as we observed in Chapter 4 that
security challenges remained despite extensive certification and regulation in the med-
ical device sector. This includes research questions regarding the availability, effective-
ness, and running costs of notified bodies conducting device testing, and to what extent
security will improve for certified IoT products. Recent research questioned the impact
of certification on security [144]. Related to this performance of the certification sector,
research is also needed to support market surveillance authorities in market oversight
and law enforcement. With millions of different IoT device models being introduced to
the European markets, processes and methodologies are required for market oversight
agencies to handle this deluge of products. To make things even more complex, most
of these IoT products are likely to undergo continuous modification through software
updates. Research can support this endeavor by introducing empirical-based and risk-
based approaches on how to conduct oversight for such a heterogeneous and complex
market, for instance, by developing scalable scanning methodologies of IoT devices and
their security attributes.

Furthermore, researching consumer behavior and expectations after the new regu-
lations have been in effect for some time will be relevant in understanding the effective-
ness of the regulations and their impact on the public’s perceptions of security. Security
and risk awareness may change among the population as security regulations become
increasingly stricter. For instance, it will be interesting to see if users would be more
likely to stop using their IoT devices after the end of support than we have observed in
our studies, as notifications about this will become mandatory and hopefully clearer for
users to notice. This question would also be interesting to study in terms of the intended
purpose of the IoT device at hand. For an IoT device where smart features are not in-
tegral to the intended purpose but a "nice to have", the end of security support would
constitute an entirely different situation than for products that require an active internet
connection to function as intended. A smart washing machine may still function prop-
erly after being disconnected, unlike a smart speaker that usually requires a connection
for the key features.

1Specifically in recitals (39) up to and including (42).
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A
APPENDIX FOR CHAPTER 2

A.1. SURVEY INSTRUMENT
Q1: Device Introduction

In this study we would like to learn about your opinions on internet connected devices. But
what exactly are internet connected or ’smart’ devices? A growing number of physical things
around us are being equipped with electronic capabilities and connected to the internet. They
become increasingly smart. Examples of such devices are smartphones, smart speakers with voice
assistants, smart security cameras, smart thermostats, smartwatches, or cars with increasing con-
nectivity. All these devices have several features in common:

• They have one or more sensors that collect information around them, like microphones,
video cameras, a thermometer, or GPS.

• They are connected to the internet, for example via WiFi or Cellular networks.

• Thus, they can communicate with other devices, mobile applications, or servers (e.g. web-
sites or the ‘Cloud’).

• They allow features for users which would not be possible if they were not connected.

Q2: Device experience: Do you have personal experience with such devices? Please select all
internet connected products you have used at least once during the last four weeks:
Personal Computer (Desktop PC and/ or Laptop) | Smartphone | Tablet | Smart TV | Smart Speaker
(e.g. Google Nest, Amazon Echo) | Smart Watch and/ or fitness tracker (e.g. FitBit, Apple Watch)
| Gaming Console (e.g. Playstation, Xbox) | Smart Lightning (e.g. Philips Hue, Wyze bulb) | Smart
Thermostat | Internet Connected Security Camera | Smart doorlock and/ or doorbell | Robot vac-
uum | Printer with internet / WiFi connection | Car with at least one internet connected component
(e.g. Infotainment, Board computer, WiFi or cellular connectivity) | Other device(s): (- Open text
field -)

Q3: Vignettes: On the following pages, you will read seven fictional short stories about people
and their experiences with internet connected devices. After each story, we will ask you some
questions about your impressions and thoughts on the account. Please read the stories carefully
and answer the questions as genuinely as possible. There are no right or wrong answers, and
we do not want to test your performance in any way. Instead, we would appreciate your honest
opinion and impressions. One exemplary vignette (of seven): [text the same as example Vignette
in Methodology section in main body of paper, without numbering of vignette elements.]
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Q3.1: If you had to predict, how likely do you think a real manufacturer would respond this way
considering the circumstances? Extremely unlikely, Unlikely, Somewhat unlikely, Neither likely nor
unlikely, Somewhat likely, Likely, Extremely likely

Q3.2: The manufacturer’s response to the situation is appropriate considering the circum-
stances. Strongly disagree, Disagree, Somewhat disagree, Neither agree nor disagree, Somewhat
agree, Agree, Strongly agree

(If answer to previous question was Strongly disagree, Disagree, or Somewhat disagree:) What
exactly was inappropriate about the manufacturer’s response? (- Open text field -)

Q3.3: Alex’s response is a suitable way to move forward from this situation. Strongly disagree,
Disagree, Somewhat disagree, Neither agree nor disagree, Somewhat agree, Agree, Strongly agree

(If answer to previous question was Strongly disagree, Disagree, or Somewhat disagree:) What
should Alex do instead? (- Open text field -)

Q3.4: The situation Alex is faced with is concerning.1 Strongly disagree, Disagree, Somewhat
disagree, Neither agree nor disagree, Somewhat agree, Agree, Strongly agree

Q3.5: The situation described in the story is realistic. Strongly disagree, Disagree, Somewhat
disagree, Neither agree nor disagree, Somewhat agree, Agree, Strongly agree

(If answer to previous question was Strongly disagree, Disagree, or Somewhat disagree:) What
do you think is unrealistic about this story? (- Open text field -)

Q4: Confidence in previous answers: How confident do you feel about your answers to the
previous stories? Very confident, Somewhat confident, Somewhat unconfident, Very unconfident, I
don’t know

(If answer to previous question was Somewhat unconfident or Very unconfident:) What exactly
makes you feel unconfident about your answers? (- Open text field -)

Q5: Personal experiences: Did the previous stories remind you of any personal experiences
you have had with electronic devices? Yes, No, I don’t know (If answer to previous question was
Yes:) Please briefly tell us about your personal experiences you were reminded of: (- Open text field
-)

Q6: Attention check: We would like to learn what your favorite device is. Please select ‘Wash-
ing machine’ from the list below. This is an attention check. Based on the text you read above,
what device have you been asked to enter? Smartphone, Washing machine, Laptop, Voice assistant

Q7: Age: How old are you? Under 18, 18-24 years old, 25-34 years old, 35-44 years old, 45-54
years old, 55-64 years old, 65+ years old, Prefer not to say

Q8: Gender: Which gender do you identify with? Male, Female, Non-binary / third gender,
Prefer not to say

Q9: Country: In which country do you currently reside? (Select from list)
Q10: Employment status: Which option best describes your current status? Employed, Un-

employed, Student, Retired, Other (If answer to previous question was Employed:) Which field are
you working in? (Select from list)

Q11: Last comments: Would you like to make any last comments or remarks about this sur-
vey? (- Open text field -)

Q12: Debriefing: Thank you for your responses! This study was about security and privacy is-
sues of internet connected devices. We did not disclose this at the beginning of the survey directly
to not influence your responses in any way. Security and privacy is a sensitive topic which be-
comes increasingly important as the number of different smart devices in our environment grows
rapidly. In this survey, we wanted to measure your expectations about responses of different actors
for varying security and privacy issues and smart devices. By reading and responding to different
short stories, you helped us a lot to do so.

1We did not focus on this scale in our analysis due to space limitations and no important relationships over
what the other scales already showed.



A.2. REGRESSION TABLE



130 APPENDIX A

B
R

eg
re

ss
io

n
ta

bl
es

A
p

p
ro

p
ri

at
en

es
s

ra
ti

n
gs

Li
ke

lih
oo

d
ra

ti
n

gs
U

se
r

su
it

ab
le

n
es

s
ra

ti
n

gs

M
od

el
1:

Se
cu

ri
ty

M
od

el
2:

Pr
iv

ac
y

M
od

el
3:

Se
cu

ri
ty

M
od

el
4:

Pr
iv

ac
y

M
od

el
5:

Se
cu

ri
ty

M
od

el
6:

Pr
iv

ac
y

C
oe

ffi
ci

en
t

E
st

im
at

e
St

d.
E

rr
or

E
st

im
at

e
St

d.
E

rr
or

E
st

im
at

e
St

d.
E

rr
or

E
st

im
at

e
St

d.
E

rr
or

E
st

im
at

e
St

d.
E

rr
or

E
st

im
at

e
St

d.
E

rr
or

In
te

rc
ep

t
1.

65
**

*
0.

14
2.

61
**

*
0.

12
3.

80
**

*
0.

14
4.

52
**

*
0.

08
3.

15
**

*
0.

15
4.

63
**

*
0.

11
D

ev
ic

e:
C

on
n

ec
te

d
ca

r
0.

30
0.

17
-0

.0
3

0.
14

0.
27

0.
19

0.
05

0.
08

-0
.3

5
0.

18
-0

.3
4

**
*

0.
08

Sm
ar

ts
p

ea
ke

r
0.

05
0.

16
-0

.0
7

0.
15

0.
19

0.
18

0.
20

*
0.

08
0.

06
0.

17
-0

.1
2

0.
08

Sm
ar

tw
as

h
in

g
m

ac
h

in
e

0.
64

**
*

0.
17

-0
.0

8
0.

14
0.

54
**

*
0.

19
0.

12
0.

08
-0

.2
6

0.
18

-0
.0

3
0.

08
Sm

ar
tp

h
on

e
0.

39
*

0.
17

-0
.0

7
0.

15
0.

15
*

0.
19

0.
21

**
0.

08
0.

07
0.

18
-0

.2
2

**
0.

08
Sm

ar
tw

at
ch

0.
32

0.
16

-0
.0

4
0.

15
0.

28
0.

18
0.

13
0.

08
0.

36
*

0.
18

-0
.0

6
0.

08
Se

cu
ri

ty
ca

m
er

a
(r

ef
er

en
ce

)
Se

cu
ri

ty
/P

ri
va

cy
Ev

en
t:

Io
T

ra
n

so
m

w
ar

e
-0

.1
0

0.
06

-0
.0

2
0.

07
0.

16
**

0.
06

U
n

au
th

or
iz

ed
da

ta
ac

ce
ss

-0
.0

1
0.

06
0.

05
0.

07
0.

08
0.

06
D

D
oS

(r
ef

er
en

ce
)

Fo
rc

ed
da

ta
co

lle
ct

io
n

0.
19

0.
15

0.
16

*
0.

06
0.

47
**

*
0.

14
T

h
ir

d
p

ar
ty

sh
ar

in
g

0.
44

**
0.

15
0.

15
**

0.
06

-0
.0

4
0.

13
N

o
co

n
se

n
t(

re
fe

re
n

ce
)

M
an

u
fa

ct
u

re
r

re
sp

on
se

:
(S

ec
)I

n
fo

rm
u

se
rs

2.
37

**
*

0.
19

1.
02

**
*

0.
19

0.
30

0.
18

(S
ec

)R
ec

al
l

4.
21

**
*

0.
19

1.
14

**
*

0.
19

-0
.1

7
0.

17
(S

ec
)P

at
ch

3.
54

**
*

0.
19

1.
89

**
*

0.
18

0.
45

*
0.

18
(S

ec
)N

o
re

sp
on

se
(r

ef
er

en
ce

)
(P

ri
v)

In
fo

rm
vi

a
p

ri
va

cy
p

ol
ic

y
2.

14
**

*
0.

06
0.

56
**

*
0.

06
0.

34
**

*
0.

07
(P

ri
v)

Pr
iv

ac
y

S-
W

u
p

da
te

2.
12

**
*

0.
06

0.
47

**
*

0.
05

0.
18

**
0.

06
(P

ri
v)

N
o

re
sp

on
se

(r
ef

er
en

ce
)

U
se

r
re

sp
on

se
:

A
dv

ic
e

on
lin

e
fo

ru
m

s
2.

01
**

*
0.

09
0.

58
**

*
0.

13
R

et
u

rn
de

vi
ce

2.
65

**
*

0.
09

0.
87

**
*

0.
12

Te
ch

.m
it

ig
at

io
n

1.
73

**
*

0.
09

0.
58

**
*

0.
13

Tu
rn

of
f

1.
95

**
*

0.
09

0.
77

**
*

0.
13

K
ee

p
u

si
n

g
(r

ef
er

en
ce

)

In
te

ra
ct

io
n

Ef
fe

ct
s:

M
an

u
R

es
p

*D
ev

ic
e:

D
ev

ic
e*

Pr
iv

Ev
en

t:
M

an
u

R
es

p
*D

ev
ic

e:
N

on
e

fo
u

n
d

M
an

u
R

es
p

*D
ev

ic
e:

Ev
en

t*
U

se
rR

es
p

:
In

fo
rm

*C
ar

(-
0.

75
**

)
C

ar
*F

or
ce

d
(0

.4
3

**
)

R
ec

al
l*

W
as

h
M

ac
h

i(
-0

.8
9

**
*)

In
fo

rm
*S

m
ar

tw
at

ch
(-

0.
81

**
)

Fo
rc

ed
*R

et
u

rn
(-

0.
82

**
*)

”*
W

as
h

M
ac

h
i(

-0
.5

1*
)

W
as

h
M

ac
h

i*
Fo

rc
ed

(0
.7

8
**

*)
Pa

tc
h

*W
as

h
M

ac
h

i(
-0

.6
9

*)
R

ec
al

l*
C

ar
(0

.5
4

*)
Fo

rc
ed

*T
u

rn
O

ff
(-

0.
98

**
*)

”*
Sm

ar
tp

h
on

e
(-

0.
65

**
)

Sm
ar

tp
h

on
e*

Fo
rc

ed
(0

.5
7

**
)

Pa
tc

h
*

Sm
ar

tp
h

on
e

(-
0.

98
**

*)
R

ec
al

l*
W

as
h

M
ac

h
i(

-0
.6

3*
*)

Sm
ar

tw
at

ch
*F

or
ce

d
(0

.6
5

**
)

”*
Sm

ar
tp

h
on

e
(-

0.
87

**
)

C
on

di
ti

on
al

R
2

:
0.

60
2

0.
46

4
0.

21
7

0.
24

8
0.

30
6

0.
17

2
IC

C
:

0.
15

0.
18

0.
09

0.
22

0.
05

0.
11

*
p

<0
.0

5
**

p
<0

.0
1

**
*

p
<0

.0
01

Ta
bl

e
A

.1
:

R
eg

re
ss

io
n

m
od

el
s

p
re

di
ct

in
g

1)
A

p
p

ro
p

ri
at

en
es

s
of

m
an

u
fa

ct
u

re
r

re
sp

on
se

,2
)L

ik
el

ih
oo

d
of

m
an

u
fa

ct
u

re
r

re
sp

on
se

,a
n

d
3)

Su
it

ab
le

n
es

s
of

u
se

r
re

sp
on

se
w

it
h

th
e

vi
gn

et
te

fa
ct

or
s;

D
ev

ic
e,

Se
cu

ri
ty

/
Pr

iv
ac

y
Ev

en
t,

M
an

u
fa

ct
u

re
r

re
sp

on
se

,a
n

d
U

se
r

re
sp

on
se

.
E

ac
h

m
od

el
w

as
ru

n
se

p
ar

at
el

y
fo

r
se

cu
ri

ty
an

d
fo

r
p

ri
va

cy
.

Sc
al

e
of

m
ea

su
re

m
en

t:
Fo

rM
od

el
1,

2,
5,

an
d

6:
7-

p
oi

n
tL

ik
er

ts
ca

le
w

it
h

1
=

‘S
tr

on
gl

y
di

sa
gr

ee
’a

n
d

7
=

‘S
tr

on
gl

y
ag

re
e’

to
th

e
st

at
em

en
t‘

T
h

e
m

an
u

fa
ct

u
re

r’s
re

sp
on

se
to

th
e

si
tu

at
io

n
is

ap
pr

op
ri

at
e

co
n

si
de

ri
n

g
th

e
ci

rc
u

m
st

an
ce

s.
’o

r
‘A

le
x’

s
re

sp
on

se
is

a
su

it
ab

le
w

ay
to

m
ov

e
fo

rw
ar

d
fr

om
th

is
si

tu
at

io
n

.’.
Fo

r
M

od
el

3
an

d
4:

7-
p

oi
n

tL
ik

er
t

sc
al

e
w

it
h

1
=

‘E
xt

re
m

el
y

u
n

li
ke

ly
’a

n
d

7
=

‘E
xt

re
m

el
y

li
ke

ly
’t

o
th

e
st

at
em

en
t‘

If
yo

u
h

ad
to

pr
ed

ic
t,

h
ow

li
ke

ly
do

yo
u

th
in

k
a

re
al

m
an

u
fa

ct
u

re
r

w
ou

ld
re

sp
on

d
th

is
w

ay
co

n
si

de
ri

n
g

th
e

ci
rc

u
m

st
an

ce
s?

’F
or

M
od

el
1,

th
er

e
w

er
e

sl
ig

h
tr

eg
io

n
al

di
ff

er
en

ce
s,

w
h

er
e

p
ar

ti
ci

p
an

ts
fr

om
C

en
tr

al
an

d
So

u
th

A
m

er
ic

a
ra

te
d

m
an

u
fa

ct
u

re
rr

es
p

on
se

s
si

gn
ifi

ca
n

tl
y

m
or

e
ap

p
ro

p
ri

at
e

on
av

er
ag

e
th

an
p

ar
ti

ci
p

an
ts

fr
om

N
or

th
A

m
er

ic
a

(C
oe

ffi
ci

en
t=

0.
45

,S
E

=
0.

20
,p

<0
.0

5)
.O

th
er

p
ar

ti
ci

p
an

tc
h

ar
ac

te
ri

st
ic

s
(A

ge
,G

en
de

r,
C

ou
n

to
fu

se
d

IT
de

vi
ce

)d
id

n
ot

sh
ow

an
ef

fe
ct

.W
e

on
ly

p
re

se
n

ts
ta

ti
st

ic
al

ly
si

gn
ifi

ca
n

ti
n

te
ra

ct
io

n
te

rm
s

h
er

e
fo

r
sp

ac
e

co
n

si
de

ra
ti

on
s.



B
APPENDIX FOR CHAPTER 3

131



132 APPENDIX B

B.1. SURVEY INSTRUMENT
Survey description as advertised on Prolific: In
this survey, we would like to learn about how
you use smart devices and your general thoughts
about such products. It will take approximately
18 minutes to complete. We will ask you some
questions about any smart devices you are cur-
rently using and show you several descriptions
of different smart devices to learn about your
thoughts about them. These questions will not
test your performance in any way, as we are only
interested in your perspective. The survey will
also ask for basic demographic information like
age, gender, occupation, and country of residence.

Q1: Introduction In this survey, we want
to learn your opinions on smart devices. There
will be no right or wrong answers - we are only
interested in your experiences and your opin-
ion of these products. But what exactly are smart
devices? A growing number of physical things
around us are being equipped with electronic
capabilities and connected to the internet and
apps. Examples of such devices are smart speak-
ers with voice assistants, smart security cam-
eras, smart thermostats, or smartwatches. These
devices have several features in common: They
have sensors that collect information around them,
like microphones, video cameras, a thermome-
ter, or GPS. They can be connected to the inter-
net, for example, via WiFi or cellular networks.
Thus, they can communicate with other devices,
mobile apps, or services. They provide features
that would not be possible if they were not con-
nected.

Q2: Device usage Which of the following types
of smart devices do you own and use? Please se-
lect from the list below.
Smartphone, Smartwatch and/ or fitness tracker,
Smart TV, Smart speaker with voice assistant (e.g.,
Amazon Echo or Google Nest), Media streaming
device (e.g., Chromecast or music streamer), Smart
lighting (smart light bulbs, light switches), Smart
hub, Robot vacuum cleaner, Smart washing ma-
chine, Smart fridge, Smart baby monitor, Inter-
net connected security camera (indoor and / or
outdoor), Smart video doorbell, Smart door-lock,
Smart sensor (e.g., smoke detector, motion detec-
tor, air quality sensor), Smart thermostat, Wi-Fi
solar inverter, Printer with internet / WiFi con-

nection, Internet router, Other(s);,None of the above
Q2.1: Device model/brand We selected some

of the smart device types you previously indi-
cated to own. For each of them, please indi-
cate the specific device’s brand and/or model
you are currently using. If you are using mul-
tiple devices of the same type (e.g., several dif-
ferent cameras), please pick one and focus your
answers on that device.
Brand and/or model name, I don’t know (For a
list of three randomly chosen devices from Q2)

Q2.2: Start usage When answering the fol-
lowing questions, please focus on these specific
smart device models you just described (e.g., the
exact smartphone you are currently using), rather
than the general device type (e.g., smartphones
in general).

For the particular device you are currently
using, when did you start using it, as far as you
can recall? Please select the year.
2024, 2023, 2022, 2021, 2020, 2019, 2018, 2017,
2016, 2015, 2014 or earlier, I don’t know (For the
list of the previous devices)

Q2.3: Condition For the particular device
you are currently using, was it new or previously
owned (second-hand) when you started using
it? New, Previously owned, I don’t know (For the
list of the previous devices)

Q2.4: Purchase channel Where was the de-
vice you are currently using purchased from?
Online store, Physical store, I don’t know, It wasn’t
purchased (For the list of the previous devices)

Q2.5: Shop What is the name of the store
where the device was purchased?
Shop name, I don’t know (For the list of the pre-
vious devices)

Q2.6: Future use Looking ahead, for approx-
imately how many more years do you plan to
keep using the particular device you are currently
using?
Less than a year, 1 year, 2 years, 3 years, 4 years,
5 years, 6 - 10 years, More than 10 years, I don’t
know (For the list of the previous devices)

Q2.7: Motivation for planned end of use
You indicated that you are planning to not use
some of the devices for much longer. Why do
you plan to stop using them soon? Please select
the choices that best describe your reasons.
Experiencing issues and flaws with it, Desire for
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a newer device, Dissatisfied with brand or man-
ufacturer, Concerns about my data, Concerns about
cybersecurity, Software update support ended, In-
compatible with other devices and/or services, I
don’t know, Other reasons (For the previous de-
vices planned to be used for less than a year)

Q2.8. Update status Does the particular de-
vice you are currently using still receive software
updates, as far as you know? (This refers to up-
dates to the device itself, not any companion
app or third-party apps running on the device.)
Yes, it still receives software updates, No, it no
longer receives software updates, I don’t know if
it still receives software updates (For the list of
the previous devices)

Q3: Attention check Please select ’Agree’ for
both Smart Washing Machine and Smartwatch.
This is an attention check.

Q4: Recently stopped devices Now we would
like to learn about any smart devices that you
have recently stopped using, for instance to re-
place them.

Q4.1: Devices Have you recently stopped
using any smart devices? Please select the type
of the smart device you stopped using. If you
haven’t, just select "None of the above".
Smartphone, Smartwatch and/ or fitness tracker,
Smart TV, Smart speaker with voice assistant (e.g.,
Amazon Echo or Google Nest), Media streaming
device (e.g., Chromecast or music streamer), Smart
lighting (smart light bulbs, light switches), Smart
hub, Robot vacuum cleaner, Smart washing ma-
chine, Smart fridge, Smart baby monitor, Inter-
net connected security camera (indoor and / or
outdoor), Smart video doorbell, Smart door-lock,
Smart sensor (e.g., smoke detector, motion detec-
tor, air quality sensor), Smart thermostat, Wi-Fi
solar inverter, Printer with internet / WiFi con-
nection, Internet router, Other(s);, None of the
above

Q4.2: Past use duration For approximately
how many years did you use the device in total?
If you stopped using more than one device of
the same type (e.g., several different cameras),
please pick one and focus your answers on that
device.
Less than a year, 1 year, 2 years, 3 years, 4 years,
5 years, 6 - 10 years, More than 10 years,I don’t
know (For the list of three randomly chosen de-

vices from Q4.1)
Q4.3: Action with old device What did you

do with the device once you stopped using it?
Please select the option that best describes your
action.
Sold it , Returned it, Discarded it, Traded it in,
Gifted it, Still have it but not in use,I don’t know,
Something else (For the list of the previous de-
vices)

Q4.4: Motivation Why did you stop using
the device? Please select the choice(s) that best
describe your reasons. Multiple answers are pos-
sible.
It stopped working, Experiencing issues and flaws
with it, Desire for a newer device, Dissatisfied with
brand or manufacturer, Concerns about my data,
Concerns about cybersecurity, Software update
support ended, Incompatible with other devices
and/or services, I don’t know, Other reasons (For
the list of the previous devices)

Q5: Device vignettes In the following, you
will read short descriptions of three different con-
ventional and smart devices. For each one, we
will ask you how long you expect such a device
to last. When answering, please imagine you
are buying such a device today. Realistically, for
how many years would you expect it to last un-
der normal intensity of use until it cannot be
used for its intended purpose anymore?

Q5.1: Vignette conventional device
A washing machine. It has different washing pro-
grams for different textiles that the user can se-
lect on the machine’s buttons

Q5.1.1: Expected lifetime If you had to pre-
dict, for how many years do you expect such a
device to last? Please write your answer as a
number in the field below.
(Open text field for integer text input)

Q5.1.2: Factors considered What aspects
did you take into account when estimating the
number of years? (Open text field)

The other devices vignettes:
A home printer. It can print documents in dif-
ferent formats and colors and can be connected
to a computer with a cable to receive print jobs.

A vacuum cleaner. It can be used to clean
the home’s floor and has different suction strengths
for different surfaces, which can be selected on
the machine’s buttons.
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A thermostat. It is installed in the home’s
heating system and can be used to adjust the
home’s temperature on the thermostat’s controls
to set the desired temperature.

A smoke detector. It can continuously mon-
itor the home’s air for smoke and potential fire
hazards and alert occupants with an audible alarm.

A solar inverter. It is connected to a home’s
solar panels and converts the energy from the
solar panels into electricity for the home.

A smart washing machine. It has different
washing programs for different textiles that the
user can select on the machine’s buttons. It can
be connected to the internet via the home Wi-
Fi, so the user can check the status of their laun-
dry and control the machine remotely through
a companion app on their mobile phone

An internet-connected home printer. It can
print documents in different formats and col-
ors and can be connected to a computer with a
cable or wirelessly to receive print jobs. It can
be connected to the internet via the home Wi-
Fi, so the user can send documents to print and
check the printer’s status remotely.

A robot vacuum cleaner. It can map and
clean the home’s floor on its own. It is connected
to the internet via the home Wi-Fi, so the user
can monitor its cleaning progress, set schedules,
and control it remotely through a companion
app on their mobile phone.

A smart thermostat. It is installed in the home’s
heating system and can be used to adjust the
home’s temperature on the thermostat’s controls
to set the desired temperature. It can be con-
nected to the internet via the home Wi-Fi, so
the user can check and control the temperature
settings remotely through a companion app on
their mobile phone.

A smart smoke detector. It can continuously
monitor the home’s air for smoke and potential
fire hazards and alert occupants with an audible
alarm. It can be connected to the internet via
the home Wi-Fi, so the user can receive alerts
and check its status remotely through a com-
panion app on their mobile phone.

A Wi-Fi solar inverter. It is connected to a
home’s solar panels and converts the energy from
the solar panels into electricity for the home. It
can be connected to the internet via the home

Wi-Fi, so the user can track energy production
and monitor system performance remotely through
a companion app on their mobile phone.

A home router. It keeps up and manages
the home Wi-Fi and connects the devices in the
home to the internet via a broadband connec-
tion. The user can manage connected devices,
monitor the activity in the Wi-Fi network, and
adjust settings through a web portal.

A smart security camera. It can continuously
collect video recordings of the home or its sur-
roundings. It is connected to the internet via
the home Wi-Fi, so the user can check the video
feed remotely through a companion app on their
mobile phone.

A smart door lock. It is installed at the home’s
entrance door to lock and unlock it. It can be
connected to the internet via the home Wi-Fi,
so the user can remotely lock or unlock the door,
monitor entry logs, or grant or revoke access to
guests through a companion app on their mo-
bile phone.

A smartwatch. It can continually track vari-
ous health metrics of the user, be used for nav-
igation, receiving messages, and can have vari-
ous apps installed on it. It can be connected to
the internet via a cellular network, so the user
can use such features directly on the watch or
through a companion app on their mobile phone.

A smart speaker. It can continually listen for
voice commands to perform features like stream-
ing music, setting reminders, getting weather up-
dates, or controlling other connected devices in
the home. It is connected to the internet via the
home Wi-Fi, so the user can use these features
via the smart speaker or manage the speaker via
a companion app on their mobile phone.

Q6: Attention check We would like to learn
what your favorite device is. Please select Voice
assistant from the list below. This is an atten-
tion check.
Based on the text you read above, what device
have you been asked to enter? Smartphone,Washing
machine –Laptop, Voice assistant, Smart Watch

Q7: End of update support expectations Many
smart devices receive software updates for a lim-
ited time after purchase. Once a device no longer
receives software updates, how do you expect
this will impact its use? Please select all that ap-



B.1. SURVEY INSTRUMENT 135

ply.
Device’s performance declines, Some critical fea-
tures stop working, affecting important function-
ality, Some non-essential features stop working,
affecting ’nice-to-have’ aspects, New features are
no longer added, Less compatibility with other
devices or services, Customer support services are
no longer available, Cybersecurity weaknesses in
the device are no longer fixed, Potential cyber-
security risks to the device are no longer tracked
(new threats may go unnoticed),Other, namely:,
I don’t expect any changes, I’m not sure

Q7.1: Own experience Have you experienced
any of these changes with your own smart de-
vices after software update support ended?
Yes, No, I don’t know (For the selected answers
in Q7)

Q8: Update support duration Coming back
to the two smart devices you have previously
been presented with. For how many years do
you expect such a smart device to receive soft-
ware updates after purchase, if at all? Please
write your answer as a number in the left-most
column, or select one of the other options.
Number of years: (),I don’t know, I don’t expect
it to receive updates (For the two smart devices
seen in the vignettes.)

Q8.1: End of update support expectations
You indicated that software updates for the smart
device(s) will likely stop before the device’s ac-
tual end of life. In what ways, if any, do you
expect the device to work differently after soft-
ware updates stop and it is still used?
(Open text field) (Only shown if response to Q5.1.1
(expected lifetime) was lower than Q8 (expected
update support))

Q9: Security considerations Since smart de-
vices can be connected to the internet, they can
be exposed to cybersecurity risks. Cybersecu-
rity for smart devices focuses on protecting the
devices, users, and their data from potential at-
tacks through online connectivity.

Q9.1: Concerns Do you have any cyberse-
curity concerns regarding the use of your own
smart devices? Please select all that apply, if any.
My personal data being accessed by unauthorized
individuals., My devices being hacked and used
maliciously without my knowledge., My devices
being damaged or made unusable by a cyberat-

tack., Insufficient customer support in case of cy-
bersecurity issues., My personal data being shared
with third parties by the manufacturer without
my consent., More personal data collected from
the device than I expect., Other:, I’m not concerned.,
I’m not sure.

Q9.2: Mitigation actions Do you take any
actions to address your cybersecurity concerns
with your smart devices? Please select all that
apply, if any.
Ensure the latest software updates are installed.,
Replace devices once software update support has
ended., Disconnect devices from the network when
not in use., Change device settings, such as pass-
words., Check online for news or warnings about
my device., Be cautious about how I use and be-
have around my device., Choose brands that I
trust when buying devices., Others;, None of the
above.

Q9.3: Prolonged use Please rate your agree-
ment with the following statement: I would use
my smart devices for longer if they continued
to receive software updates that fix cybersecu-
rity weaknesses.
Strongly agree, Agree, Neither agree nor disagree,
Disagree, Strongly disagree

Q10: Demographics Please answer some fi-
nal questions about yourself to complete the sur-
vey.

Q10.1: Age How old are you?
Under 18, 18-24 years old, 25-34 years old, 35-44
years old, 45-54 years old, 55-64 years old, 65+
years old, Prefer not to say

Q10.2: Gender Which gender do you iden-
tify with?
Male, Female, Non-binary / third gender, Prefer
not to say

Q10.3: Country In which country do you
currently reside?
(List)

Q10.4: Employment Which option best de-
scribes your current status?
Employed / self-employed, Unemployed, Student,
Retired, Other

Q10.5: Employment field Which option best
describes the field you are currently working in?
Business or sales, Administrative support, Research,
Hospitality service – Education,Computer engi-
neer or IT, Engineer in other fields, Medical, Le-
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gal, Homemaker, Skilled labor, Art or writing, Gov-
ernment, Other, Prefer not to say

Q11: Debriefing Thank you for your responses!
This study was about your expectations of smart
device’s lifetime and the role that security and
privacy play. We did not disclose this explicitly
at the beginning of the survey to not influence
your responses in any way. Security and privacy
is a sensitive topic which becomes increasingly
important as the number of different smart de-
vices in our environment grows rapidly. At the
same time, regulations increasingly demand a
longer time for these devices to receive software
updates to protect them from attacks. In this
survey, we wanted to measure your expectations
about how long such devices will last, as this
could affect how long manufacturers will pro-
vide such security updates. By reading and re-
sponding to the different descriptions of smart
devices, you helped us a lot to research this topic.



B.2. REGRESSION TABLE 137

B.2. REGRESSION TABLE

Coefficient Standard error
Intercept 6.431↓↓↓ 0.054
Device Type (Ref: Smart speaker)
Conventional printer 0.072 0.052
Conventional smoke detector 0.211↓↓↓ 0.053
Conventional solar inverter 0.569↓↓↓ 0.053
Conventional thermostat 0.527↓↓↓ 0.053
Conventional vacuum cleaner 0.054 0.053
Conventional washing machine 0.301↓↓↓ 0.052
Smart security camera 0.061 0.043
Robot vacuum cleaner →0.126↓↓ 0.043
Home router 0.072 0.043
Smart door lock 0.116↓ 0.043
Connected printer 0.091↓ 0.043
Smart smoke detector 0.244↓↓↓ 0.043
Smart thermostat 0.434↓↓↓ 0.043
Smart washing machine 0.232↓↓↓ 0.043
Smartwatch →0.221↓↓↓ 0.043
WiFi solar inverter 0.469↓↓↓ 0.043
Country (Ref: Spain)
CountryFrance →0.041 0.046
CountryGermany 0.092 0.046
CountryNetherlands 0.086 0.046
CountryPoland →0.141↓↓↓ 0.046
Device Experience
Device category experience 0.080↓↓ 0.024
Country:Smartness (Ref: Poland)
Spain:Smartness →0.049 0.045
France:Smartness →0.071 0.045
Germany:Smartness →0.085↓ 0.045
Netherlands:Smartness →0.122↓↓ 0.045
AIC 3477.401
BIC 3645.336
Num. observations 2974
Num. groups: Participant 993
Conditional R2 0.464
Marginal R2 0.166
↓↓↓p < 0.001; ↓↓p < 0.01; ↓p < 0.05

Table B.1: Regression model predicting expected device lifetime in the vignettes with Device Type, Country, re-
spondents’ Experience with the Device Category, and an Interaction between Country and the device’s Smart-
ness. “Ref ” = Reference level. The outcome variable was log-transformed, and coefficients were exponentiated
to denote an average increase or decrease in expected device lifetime, holding all other factors constant. Stan-
dard errors are not exponentiated.
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B.3. OPEN TEXT RESPONSE CODES

Device Factor Count Proportion

Washing Machine Device type 47 19.03%
(Conventional) Usage 43 17.41%

Own experience 38 15.38%
Components 22 8.91%
Device quality 16 6.48%

Printer Usage 63 25.82%
(Conventional) Own experience 55 22.54%

Device type 26 10.66%
Components 23 9.43%
Device quality 14 5.74%

Vacuum cleaner Usage 53 24.65%
(Conventional) Own experience 33 15.35%

Device type 27 12.56%
Components 20 9.30%
Device quality 17 7.91%

Thermostat Usage 58 24.79%
(Conventional) Device type 41 17.52%

Complexity 19 8.12%
Own experience 17 7.26%
Components 15 6.41%

Smoke detector Usage 60 26.32%
(Conventional) Complexity 38 16.67%

Device type 23 10.09%
Components 20 8.77%
Safety 18 7.89%

Solar inverter Device type 33 13.98%
(Conventional) Price 32 13.56%

Usage 29 12.29%
Other / similar device 28 11.86%
Estimate 17 7.20%

Smart washing machine Device type 70 26.32%
(Smart) Usage 33 12.41%

Own experience 27 10.15%
Smart complexity 22 8.27%
Better alternative 14 5.26%

Connected printer Usage 56 21.71%
(Smart) Own experience 41 15.89%

Device type 39 15.12%
Updates 19 7.36%
Components 18 6.98%

(Continued on next page.)

Table B.2: Factors taken into account by respondents when estimating devices’ lifetimes. Factors were derived
by coding open-text responses to the question: “What aspects did you take into account when estimating the
number of years?”. Only the five most prevalent factors per device are listed.
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(Continued from previous page.)

Device Factor Count Proportion

Robot vacuum Usage 68 25.66%
(Smart) Device type 30 11.32%

Environment 22 8.30%
Components 20 7.55%
Own experience 19 7.17%

Smart thermostat Usage 48 19.59%
(Smart) Device type 33 13.47%

Updates 29 11.84%
Complexity 20 8.16%
Estimate 15 6.12%

Smart smoke detector Usage 42 17.87%
(Smart) Device type 39 16.60%

Complexity 19 8.09%
Safety 19 8.09%
Smart complexity 15 6.38%

WiFI Solar inverter Estimate 31 12.60%
(Smart) Device type 28 11.38%

Usage 28 11.38%
Price 22 8.94%
Other / similar device 20 8.13%

Home router Own experience 49 19.92%
(Smart) Usage 40 16.26%

Better alternative 38 15.45%
(In-)compatibility 29 11.79%
Device type 23 9.35%

Smart security camera Usage 37 14.12%
(Smart) Environment 32 12.21%

Updates 27 10.31%
Better alternative 25 9.54%
Device quality 23 8.78%

Smart doorlock Usage 39 16.05%
(Smart) Device type 33 13.58%

Estimate 18 7.41%
Updates 18 7.41%
Better alternative 15 6.17%

Smartwatch Usage 51 18.02%
(Smart) Better alternative 41 14.49%

Updates 38 13.43%
Components 29 10.25%
Obsolescence 21 7.42%

Smart speaker Usage 38 15.51%
(Smart) Device type 34 13.88%

Updates 32 13.06%
Better alternative 27 11.02%
Obsolescence 19 7.76%
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C.1. INTERVIEW PROTOCOL – HDOS
PARTICIPANT BACKGROUND

1. What is your role here at (organisation)?

(a) For how many years are you already working in this position?

2. What is your role here with respect to medical devices?

(a) What type of medical device classes are you responsible for?

3. How many medical devices are there in your organization?
4. How many medical devices in your organization are connected (i.e., to networks)?

(a) (If applicable to role) And how many connected medical devices in total are you re-
sponsible for?

5. How do you keep track of and manage these connected medical devices?

(a) Does this work out well from your perspective?
(b) (If it’s not perfect; What would help you to improve the management of connected

medical devices?

PATCHING PROCESS

1. What percentage of the software updates you install on connected medical devices would
you estimate are security updates? (i.e., they close vulnerabilities in some software or hard-
ware component)

2. Let’s say a security update has to be installed on a connected medical device. Can you walk
me through the process of how this updating works at your organization?

3. (If questions 5 - 8 have already been answered before, omit accordingly.)
4. How is it decided which devices need to be updated and when, and who decides?
5. How do you learn about available updates?
6. Who do you typically interact with during this process? What is their role in this?
7. Are updates tested before they are installed, and if yes, how?
8. Do you have any certifications to be able to install updates on connected medical devices?
9. How often do you have to be (re-)certified?

10. Now I would like to ask you some questions about the last three times you installed a secu-
rity update on a connected medical devices. What were the last three medical devices you
were involved in patching?

11. For each of them, can you tell us...:

(a) What kind of medical device was it?
(b) From which manufacturer is the device?
(c) When did you install the update on this device?
(d) How did you learn about the need to update?
(e) How often do you usually install updates on this device?
(f) How are updates installed on this device? (e.g. remote? manual? by manufacturer

technician? Installation steps?)
(g) How is the device connected to the rest of the organization?
(h) What kind of issue did the security update fix, if you know?
(i) What was the time span between the release of the update to the installation, if you

know?

12. What are the biggest challenges you face when it comes to keeping connected medical de-
vices up-to-date?
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13. How do you handle these challenges?
14. If the following topics have not been mentioned previously:

(a) How do you handle connected medical devices that don’t receive software updates
anymore and stay in service?

(b) How do you deal with downtime, when the device is updated and not available for
medical use?

(c) Were there situations when the installation of an update led to problems with the
device’s performance? If yes, what do you do in such cases?

15. Are there any security risks you are concerned about when it comes to connected medical
devices at your organization?

REGULATORY FACTORS

1. Which national and international regulations do you follow when dealing with connected
medical devices, if any?

2. How do these regulations effect the software updating process within your organization, if
at all?

HOSPITALS’ STANCE TOWARDS MANUFACTURERS

1. How is the manufacturer of the medical device involved in the updating and patching pro-
cess of medical devices?

2. In your experience, do medical device manufacturers meet their responsibilities in keeping
connected medical devices secure at your organization?

CLOSING QUESTION:
1. Thank you very much for taking he time to talk to us. Do you have any closing remarks or

things you would like to mention?
2. Can you recommend a colleague at your organization or at another one, who works in a

similar position (is involved in patching) and could participate in our study?



146 APPENDIX C

C.2. INTERVIEW PROTOCOL – MANUFACTURERS
PARTICIPANT BACKGROUND

1. What is your role here at (organisation)?

(a) For how many years are you already working in this position?

2. What kind of medical device products are you dealing with in your work?

PATCHING MEDICAL DEVICES

1. How often do you release security updates for your connected medical device products?

(a) (Potential follow-up questions;)
(b) Is this different for different devices? Why?
(c) What percentage of the software updates you release for your connected medical de-

vice products would you estimate are security updates?
(d) Are security updates bundled with other kinds of software updates, such as perfor-

mance or feature updates? If yes, why?

2. How is it decided if and when you release a security update for your connected medical
device products?

(a) (Potential follow-up questions;)
(b) Which factors do you consider in this decision?
(c) Which actors are involved in this decision? (e.g., (Software) vendors, authorities, cus-

tomers)?
(d) What kind of risks do you want to protect your products against?
(e) How are such risks assessed?
(f) How do regulations affect the decision if and when to patch?
(g) In your experience, what are the biggest challenges when it comes to risk assessment

and deciding about security patching?

3. Once it is decided to release a security update for your connected medical device products,
how does this update reach the devices at your customers’ sites?

(a) (Potential follow-up questions;)
(b) What are the different processes to do so?
(c) What are the different processes’ prevalence? i.e., Which patching process is most and

least common?
(d) To what degree can customers decide on how to install security updates?
(e) How are customers notified about available security updates?
(f) If technicians are sent to install security updates, how often does this happen?
(g) Are there differences between countries how this process works?
(h) What are you observing how these patching processes work out in practice with your

customers?
(i) In your experience, what are the biggest challenges when it comes to deploying secu-

rity updates to medical devices at your customers’ sites?

4. Do you keep track of your connected medical device products in circulation and their soft-
ware versions? If yes, how?

(a) (Potential follow-up questions;)
(b) If you cannot keep track, how do you go about updating them?
(c) Do you have means to know if the security update has been installed or not?
(d) In your experience, what are the biggest challenges when it comes to tracking the

software versions and updates of your medical devices at your customers’ sites?
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CLOSING QUESTION:
1. Thank you very much for taking the time to talk to us. Do you have any closing remarks or

things you would like to mention?
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DID Type Vendor HDO Update frequency Connections Install method
1 Docking stations

for syringe pumps
A 1 So far, once To Nurse call system Via flash card

2 Patient monitoring
system

B 1 Upgrade every 2 years To PDMS, telephones,
nurse call system, HIS

Prepare update on
server, install on
monitors via UI

3 Medical ventilators C 1 Every 3 - 4 years To PDMS via server Not specified
4 Ultrasound System D 1 Approx. once per year Doesn’t know Via USB stick
5 Ultrasound System D 1 Approx. once per year Doesn’t know Via USB stick
6 Ultrasound System D 1 Approx. once per year Doesn’t know Via USB stick
7 Patient monitoring

system
B 2 Check for available

updates in random
interval

Bedside monitors to
central stations to HIS.
Within own VLAN. Gate-
way server allows remote
updates to central sta-
tions.

Prepare update on
server, install on
monitors via UI

8 Radiology
bucky system

E 4 Every 4 - 6 months To HIS, RIS, and quality
system.

Via USB stick

9 MRI D 4 Every 3 - 4 months To PACS, RIS, and HIS. Via USB stick
10 EEG F 4 Approx. once per year Doesn’t know Via device UI
11 Laptop as part of

medical device
NA 4 Windows 10 / 11 patch

frequency
Laptop connected to ECG
and ABM.

Via laptop UI

12 MRI B 5 Approx. once per year LAN, not in domain Via device UI
13 Ophthalmic

retinal camera
G 6 NA To PACS via server Server and devices

in tandem (via
Laptop)

14 Patient monitoring
system

H 6 “Not often”. Bedside monitors to cen-
tral stations to EPR via
gateway servers. Within
own VLAN

Server and devices
(via USB stick)

15 Bucky X-Ray
system

E 4 Approx. once per year To PACS and HIS / RIS via
LAN

Receive file from
vendor, install via
device UI

16 MRI D 4 Approx. once per year To PACS and HIS / RIS via
LAN, remote connection
to manufacturer.

Via USB stick

17 Database server
connected to sleep
monitor

NA 4 Once per month To EEG devices via work-
station PCs, to PACS

On server
(remotely)

18 Patient monitoring
system

B 7 Every 2 months Bedside monitors to
central stations to HIS.
Within own VLAN. Gate-
way server allows remote
updates to central sta-
tions.

Prepare update on
server, install on
monitors via UI

19 Infusion Pumps I 7 Approx. once per year To smart docking stations
to HIS.

Via laptop connec-
tion to device

20 Ventilator J 7 Only in case of patient
risk. “Rarely”

Standalone (currently not
connected )

Via laptop connec-
tion to device

(Continued on next page.)
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DID Type Vendor HDO Update frequency Connections Install method
(Continued from previous page.)
21 Vessel-sealing

coagulation sys-
tem

K 6 First time Standalone (currently not
connected)

Via laptop connec-
tion to device

22 Automated exter-
nal defibrillator
(AED)

L 6 Every 2 years To HDO-wide AED alert
server via WiFi.

Via USB stick

23 Infusion pumps
with docking
stations

L 6 First time Docking stations to HIS.
Within own VLAN

Via laptop connec-
tion to device

24 Diathermy ma-
chine

M 8 Every 2 years Doesn’t know Via laptop con-
nection to device,
VPN connection to
manufacturer

25 ECG machine N 9 Every 2 years Via WiFi to middle-ware
to EMR

Via USB stick

Table C.1: List of update cases for different connected medical devices. DID = Device ID. Not all cases were
(pure) security updates due to common bundling. Nonetheless, the process is the same for security updates.
Vendor names were obfuscated. ABM = Ambulatory blood pressure monitor. ECG = Electrocardiograph. EEG
= Electroencephalograph. EMR = Electronic medical record system. EPR = Electronic patient record. HIS
= Hospital information system. MRI = Magnetic resonance imaging device. PACS = Picture archiving and
communication system. PDMS = Patient data management system. RIS = Radiology information system.
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C.4. CODEBOOKS
CODEBOOK: HEALTHCARE DELIVERY ORGANIZATION
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HDO infrastructure HDO mitigation actions
Departmental structure Device configuration
HDO size Disconnect device
Inventory management Network-level mitigation
Network infrastructure Physical security measures
Procurement process Processes and policies
Regulations and policies Risk management
Responsible stakeholders
Trend: Increasing connectivity

Challenges for HDOs Risk perceptions
Differences across HDO departments Hospital/patient data at risk
Effortful updating process Lack and/or delay of security updates
HDO’s passive position Manageable medical device security risk
Incompatibility with existing infrastructure Medical devices as an entry point
Long device span and legacy systems Remotely accessible medical devices
Medical device security lagging behind
Overwhelming inventory management Emergency updates
Software bundling Prevalence
Unexpected update behaviours Installation timeline
Unsatisfactory vendor contact Obligatory nature

Safety priority

Patching process steps:
(i) Decision-making: Internal vs external (ii) Learning about updates
Control over maintenance Active checking on vendor platform
Costs of inhouse maintenance Approach manufacturer
Costs of outsourced maintenance By medical device users
Ecosystem benefits Direct notification by authorities
Efficiency considerations Direct notification by vendor
Interesting task During external technician visit
Maintenance complexity and safety During sales meetings

Network surveillance identifies vulnerability
No active checking

(iii) Deciding to update (iv) Preparing an update
Avoid changes to device Arrangement with external technicians
Cost per update/upgrade Arrangement with medical departments
Effortful installation process Back up plan
Inquire with medical colleagues External testing
Inquire with technical colleagues In-house testing
Non-security aspects
Security and safety updates always
Update scope

(v) Installation (vi) Handling post-update issues
Installation location Manufacturer post-installation support
Installation medium Post-update issue prevalence
Installation timing Rollback
Patient care during installation
Installation timeline

Table C.2: Codebook for the interviews with Healthcare Delivery Organizations (HDO) stakeholders.
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CODEBOOK: MEDICAL DEVICE MANUFACTURERS

Patching process Risk management
Device OS and architecture variability Mitigation: Device-level security measures
Future plan: Higher patch frequency Mitigation: Mandated Use: Device Configuration
Future plan: Standardized notification channel Mitigation: Mandated Use: Network security
Global regulatory mapping Mitigation: Mandated Use: Physical security
Notification to HDO: Call Mitigation: Security Patch
Notification to HDO: Email Process: Internal risk level determination
Notification to HDO: Letter Risk approach: FDA
Notification to HDO: Proprietary portal Risk criteria: Device context of use
Notification to HDO: Regular service meetings Risk criteria: Device network connections
Notification to HDO: Security Advisory Risk criteria: Exploitability
Notification to HDO: Security white paper Risk criteria: Patient Safety
Patch delivery: Field Safety Notification Tool: Central security requirements framework
Patch delivery: Remote Tool: SBOM
Patch delivery: Service technician Unrealistic risk scenarios
Patch frequency: Field Safety Notification patch
Patch frequency: Regular update releases
Update bundling: Considerations
Update bundling: Prevalence
Validation testing

Customer (HDO) observations Challenges
Country differences Customers’ distrust
Expectations: Distrust device’s security implementations Customers’ lack of awareness
Expectations: Faster patch releases Dispatching technicians: Coordination Costs
Expectations: Higher patch frequency Evolving threat landscape
Expectations: Stricter security and privacy requirements Increasing vulnerabilities
Expectations: Variations among HDO departments Internal negotiations for security
Practice: Compensating network security measures Regulatory pressure: Continuous validation with faster releases
Practice: High prevalence of legacy device use Regulatory pressure: Costly validation testing
Practice: No full patch install coverage Regulatory pressure: Design lock-in
Update delivery considerations: Avoid functional changes Remote update capability implementation
Update delivery considerations: Control update process Short time frame for emergency patch rollout
Update delivery considerations: Costs of updates
Update delivery considerations: Distrust towards manufacturer
Update delivery considerations: Ensure continued medical use
Update delivery preferences: Install by service technicians
Update delivery preferences: Low demand for remote install

Table C.3: Codebook for the interviews with product security specialists at medical device manufacturers.
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