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Abstract
The Internet of Things (IoT) consists out of billions
of devices. This vast size magnifies the security
and efficiency challenges the IoT faces. Blockchain
(BC) features like decentralisation, immutability
and smart contracts can negate these IoT chal-
lenges. In this paper we discuss how BC based so-
lutions can significantly increase the security and
efficiency of data management in IoT networks.
To this end we provide reviews of existing related
surveys that focus on the privacy and performance
of BC solutions in IoT. State-of-the-art research pa-
pers on this topic are reviewed and discussed. We
create summaries that categorize and compare all
reviews in this paper. These comparisons include
consensus algorithms, performance, security, pri-
vacy, pros and cons. Finally, we discuss the re-
viewed papers and present potential future research
directions that we found in this field based on the
discussed research papers and surveys.

Index terms—Blockchain, Internet of Things, consen-
sus, performance, security, privacy

1 Introduction
As the Internet of Things (IoT) domain grows larger every
day, the amount of data used by the IoT scales in conjunction
with this IoT expanse. The IoT is a network that consists of
billions of physical objects. Juniper Research projects the IoT
to contain 50 billion connected devices in 2023 [1]. This rapid
exponential growth simultaneously makes the efficiency and
security of IoT data management more important. The exist-
ing threats the IoT faces are broad and can be complicated to
create countermeasures for.

The blockchain (BC) is an adequate candidate to make IoT
data management more secure and efficient while also being
applicable to plenty of IoT networks [2]. Recent papers have
shed light on the threats that the IoT networks face and pro-
posed corresponding countermeasures using BC while also
highlighting the existing research gaps [3], [4].

The gap that this research will fill is to provide a review
of the research direction on using BC-based solutions to im-
prove the IoT data management process in different IoT ap-
plications. The cornerstones of these improvements that the
state-of-the-art BC approaches provide for IoT data manage-
ment are security, privacy and performance. The main ques-
tion this paper will answer is how we can improve security
and efficiency in IoT data management using BC-based solu-
tions.
This main question will be subdivided into the following sub-
questions:

• How does BC improve IoT data management?

• What are the pros and cons of using BC to improve IoT
data management?

• What solutions exist to negate the cons of using BC to
improve IoT data management?

The following sections will be divided as follows. Section
2 will discuss the relevant background and related work used
to answer the research question while also going over related
work. Section 3 will contain the survey of related work. In
section 4 the proposed study will discuss state-of-the-art re-
search papers and will, together with the previous section,
partially answer the first and second sub-question. Section 5
will discuss the evaluation metrics used in categorizing the
surveys and research papers. Section 6 will feature the dis-
cussion together with an investigation of the sub-questions
and recommendations for future works. In section 7 the ethi-
cal aspects of the research will be discussed together with the
thoughts that went into making the research responsible and
reproducible. Finally, section 8 will discuss the conclusions
of this paper.

2 Background
Additional background on BC and IoT will be provided in the
following subsections to get a better grasp of this research.

2.1 Internet of Things
The IoT consists of devices that can be connected to each
other via a potentially local network, but often the internet,
and are able to communicate with each other to exchange
data. Common devices such as kitchen appliances and smart
thermostats belong to the IoT as well as more advanced tech-
nological applications such as cars, healthcare services and
power grids. Due to the widespread use of the IoT in criti-
cal infrastructures, the importance of the security of the data
management of these networks can not be overstated. Attacks
that compromise and take down these critical infrastructures
and services have great consequences [4]. Devices that are
included in the IoT can often be cheaply made but are lack-
ing in processing power and memory. This opens the IoT up
to more simple attacks like Denial of Service (DoS). The IoT
devices that are deployed in private and public networks will
gather and use data to create added value. This data gathering
and exchanging, however, can be a weak link in the security
of the IoT network.

2.2 Blockchain
BC is a technology where users are able to collectively track
transactions using a distributed ledger. In the past, a ledger
was used for accounting in the financial world to keep track
of all the transactions the company completed. The first BC
was Bitcoin. In fact, Nakamoto [5, p. 1] noted in his Bitcoin
white paper, Bitcoin was to be used as a ”purely peer-to-peer
version of electronic cash allows online payments to be sent
directly from one party to another without going through a
financial institution”. Without the intermediary involvement
of a financial institution, Bitcoin users did not have to worry
about this financial institution not acting in the users’ best
interest.

To have the BC network consolidate to a consensus for the
ledger a consensus algorithm is used. This algorithm is also
used to safeguard the integrity and security of the distributed
system. Bitcoin uses a Proof of Work algorithm (PoW) by
solving complicated math problems to achieve a consensus.



Moreover, the PoW algorithm in Bitcoin is used for confirm-
ing transactions in the network and creating new blocks. PoW
is considered very secure and reliable. However, due to the
number of calculations necessary and the energy-consuming
nature of this type of algorithm, it is not effectively scalable
or suitable for an IoT application.

Recently in 2022 Ethereum however switched from PoW
to Proof of Stake (PoS) specifically to consume less energy
while being more secure [6]. In this new version validator
nodes stake ETH on the Ethereum BC as collateral to destroy
if the node misbehaves. Of these two most well-known con-
sensus algorithms PoS has the edge over PoW in regards to
IoT and BC integration as it consumes less processing power
and battery.

Today BC is used for a wide variety of purposes and in-
dustries. Recently BC has been integrated with IoT-based
healthcare systems. This integration safeguards patient data
by creating a system that protects the security and privacy of
electronic health records and ensures no manipulation can be
performed [7].

3 Related Work
In the following section, we will present clear and concise
reviews of various relevant surveys that are beneficial for
researchers in this field. In addition, we present a clear and
concise summary and comparison of these surveys in table 1.

The Performance Evaluation of Blockchain-Based Se-
curity and Privacy Systems for the Internet of Things: A
Tutorial
This survey [8] focuses on forging a performance evaluation
applicable to a wide variety of BC-based security and pri-
vacy systems. 13 consensus algorithms and nine evaluation
parameters are discussed and thoroughly evaluated. Security
analysis techniques to analyse the security of BC-based sys-
tems for IoT networks using Burrows, Abadi, and Needham
Logic, game theory and theory analysis are explained that
can be used to verify experimental results. The attention is
focused on 17 different security requirements, including in-
tegrity, tractability, anonymity, access control, data auditabil-
ity and unforgeability. The authors believe and justify that
these requirements are fundamental for every BC security and
privacy system. Then the authors go into moderate detail on
what performance metrics are used in analysing the perfor-
mance of BC-based security and privacy systems for the IoT
networks. These performance metrics include the consen-
sus delay, communication costs, computation costs, average
throughput and transaction generation time. The backbone
of this survey is the excellent tables and figures supporting
all the sections to deliver a detailed yet easily understandable
comparison.

The datasets that are used to evaluate the performance of
BC-based security and privacy systems for IoT networks are
inspected in conjunction with the cryptography libraries. The
authors show what BC testbeds are used for the performance
evaluation of BC-based security and privacy systems as well
as the BC network type, IoT application and focus of the
works. Experimental environments, hyper ledger groups and

open-source BC platforms are discussed as well. When fin-
ishing the survey the authors mention that consensus algo-
rithms can be of great impact on the performance of the BC-
based systems for the IoT. Creating consensus algorithms that
are tailored to the IoT are important and the authors point in
the direction of DAG based consensus algorithms.

Ferrag and Shu have created a thorough survey focused on
showcasing a variety of performance evaluation methods of
BC-based security and privacy systems. They touch upon a
plethora of related consensus algorithms and evaluated them
based on various metrics with most importantly including
latency, throughput, computation/storage/communication
costs, scalability and pros/cons of the consensus algorithm.
Security and performance evaluation techniques are thor-
oughly explained as well. This gives a solid overview and
guides researchers on how the performance evaluation of
BC-based security and privacy systems for the IoT can be
executed.

Embedding Blockchain Technology into IoT for Secu-
rity: A Survey
Xu et al. focus with this survey [9] on the major security
risks that the IoT faces and how the characteristics of a BC-
embedded IoT network can solve these problems. The au-
thors first introduce what the IoT is and what the major secu-
rity risks are that the IoT faces. They then bring the charac-
teristics of a BC-embedded IoT network to light while going
into moderate technical detail. The taxonomy of BC-based
IoT security together with the structural and functional secu-
rity are comprehensively explained. For structural security,
the sensor, network and application layer are inspected. To
complete all the security facades of BC in IoT the focus is
then shifted toward how attackers can exploit the character-
istics BC introduces in IoT networks such as DoS, link and
modification attacks. To support the sketched security bene-
fits possible scenarios where BC-based IoT can be useful are
briefly covered. The authors go into detail about technical
challenges and critically reflect on the challenges and issues
the IoT network currently faces. These challenges include
the lacking performance of IoT devices, sub-optimal consen-
sus algorithms and unreliable wireless communication of IoT
devices. Lastly, future research trends together with a strong
and concise conclusion are presented.

The authors take a critical approach when analysing the is-
sues that are still present and will be present in the future, so
as not to see BC as a fix-all solution. This approach makes
the survey excellent to get a good starting grasp of the secu-
rity risks present in IoT networks and how BC can effectively
be used to mitigate these risks, while also keeping in mind
the BC-specific attacks that should be given thought about.
Figures and tables compare the centralized and decentralized
systems, taxonomy of BC-based IoT security, security issues
of the sensor, network, application layer and BC-related ac-
cess control models conveniently support the survey and its
contents. The survey combines the topics of IoT security
with BC-based IoT security into an understandable but broad
study. This ensures the reader with more knowledge and also
provides papers for future reading directions to delve deeper
into this topic.



Survey Description Consensus
Algorithms

Performance Security Privacy (+) Pros (-) Cons

2021 Ferrag et al. [8]
Thorough survey focused on showcasing a variety
of performance evaluation methods of BC-based
security and privacy systems.

+++ ++ +++ +++
+ Thorough
+ Varied

2021 Xu et al. [9]
Survey showcasing the major security risks that the
IoT faces and how the characteristics of a BC-
embedded IoT network can solve these problems.

– – N/A +++ +
+ Broad
+ Critical
- Superficial sections

2019 ALi et al. [10] Comprehensive survey showing the applications that
BC has in the IoT.

++ + ++ +++
+ Broad
+ Monetization
- Aged

2021 Yanez et al. [11] Comprehensive survey methodologically discussing
a wide variety of BC IoT integration tactics.

+ ++ + +
+ Comprehensive
+ Methodological

2020 Lao et al. [12]
Proposes a new traffic model and a five layer
architecture for IoT BC while surveying various
other research papers.

++ + – – –
+ Varied
+ Traffic models
- Poor privacy discussion

Table 1: Summary of evaluated surveys
(– –) poor, (–) insufficient, (+) sufficient, (++) good, (+++) excellent

However, consensus algorithms are only superficially
touched upon, while making these algorithms a central part
of this paper would translate into a greater understanding of
the discussed attacking mechanisms and security techniques.
The authors state in the abstract that BC has the potential
to increase the performance of IoT security, however they
virtually omit any discussion about this in the paper. They
only touch upon this increase in performance in a useful way
as a future challenge.

Applications of Blockchains in the Internet of Things:
A Comprehensive Survey Ali at al. have created a very com-
prehensive survey [10] on the applications that BC has on the
IoT. The authors first familiarize the readers with the features
of BC and its structure. As well as how transactions are per-
formed by a BC and what smart contracts and consensus al-
gorithms are. Both permissionless and permissioned modeled
BCs are discussed together with the performance and scala-
bility of the used consensus algorithms. The IoT is explained
together with how it can be integrated with and decentralized
by using BC to mitigate its issues and challenges. The au-
thors draw attention to privacy concerns inherent to a central-
ized IoT network to then highlight different researches and
frameworks that focus on BC-based decentralization for IoT
privacy. The same is done for the inherent trust and security
issues of IoT. How BC can be used for IoT identity and data
management is discussed while proposed solutions are listed
that ensure data integrity.

This survey has a pleasant, and at the time, novel section
about how IoT devices, data and it’s resources can be mon-
etized. The authors even mention various startups that try
to successfully monetize the BC and IoT integration. The
use of a Directed Acyclic Graph (DAG) as an alternative ap-
proach to increase the scalability of decentralized ledgers is
also touched upon. Issues and future research directions are
discussed where the authors discuss the challenges the use
of BC has in the IoT. In this survey this future work an chal-
lenges discussion is quite in-depth and due to four years pass-
ing since its publishing, some directions they suggested have
indeed been explored.

The survey gives indeed a nice and comprehensive
overview of the various applications of BC in the IoT. Due to
the field of IoT and BC advancing quickly, one can feel that
the survey has aged. However, due to the fact that the survey
is comprehensive, well put together and quite advanced at its
publishing it is still relevant to researchers in this field.

Architecting Internet of Things Systems with
Blockchain: A Catalog of Tactics This survey [11]
systematically discusses different tactics on the possibilities
of implementing the architecture of an IoT system with BC
and what design choices have to be made. To report on these
tactics the authors make use of the template proposed by
Lewis and Lago [13]. The template consists of providing
a summary, motivation, description, constraints, example,
related tactics and optionally variations of the tactic. The
validity of this study is also critically discussed. In this
discussion the authors categorise the potential risks to the
validity of the study and how they have tackled these. The
identified risk categories include external validity, internal
validity, construct validity and conclusion validity.

The authors did an excellent job of showcasing different
design tactics for the integration of BC in the IoT in this
survey. They concretely show what the effects of these de-
sign choices are by making use of a well-organized template
including thought-out pros and cons. This gives researchers
in this field a solid catalog of the possible designs, their
effects and examples.

A Survey of IoT Applications in Blockchain Systems:
Architecture, Consensus, and Traffic Modeling This sur-
vey [12] presents the architecture of IoT, BC and BC-based
IoT in compact yet informative sections supported by clear
figures. The architecture of IoT networks is divided into
the physical, network, application, middleware and business
layer. This is a more specific separation of layers than most
surveys as the authors propose this five-layer architecture for
IoT BC. Figures support this division and let the reader get a
solid overview of the architecture.

The BC architecture is divided into the usual full and light



nodes. The current and integrated architecture of IoT-BC net-
works are discussed and shown. The authors discuss consen-
sus algorithms and, as one of the few, also incorporate Ripple
in this discussion. The inclusion of Ripple highlights a ca-
pable consensus mechanism with high scalability and trans-
action speed. The discussed consensus algorithms are com-
pared with various characteristics and summarized.

Current traffic models and protocols of existing distributed
systems are compared and analysed with several metrics in-
cluding performance and power consumption by the survey.
These models are divided into the following categories i)
Gossip protocol ii) Kademlia algorithm ii) Direct Acyclic
Graph. They propose a new traffic model as well. A solid
understanding of traffic models used in BC-based IoT sys-
tems creates the opportunity to increase IoT BC performance
by making educated decisions.

Security and, in particular, privacy could have been cov-
ered better. These topics should certainly be discussed when
a paper proposes a new data traffic model. However, the sur-
vey is varied and well supported by explaining tables and fig-
ures. The inclusion of traffic models and comparisons in the
survey’s content makes this a solid and useful work.

4 State-of-the-art: A study
This section will review research papers that are the state-of-
the-art of IoT data management using BC-based solutions.
We will then compare these research papers on different met-
rics as well as provide pros and cons to give a good overview
of the differences. Table 2 contains these comparisons and
pros cons.

ConSenseIoT: A Consensus Algorithm for Secure and
Scalable Blockchain in the IoT context This paper [14] pro-
poses the consensus algorithm ConSenseIoT that would not
impact the performance of the IoT network while ensuring
distributed consensus among the IoT devices. As IoT net-
works often are computationally and energy-limited devices
this proposal is useful. ConSenseIoT is a Proof of Trust (PoT)
algorithm, meaning that the trust score of a node is used when
deciding if an updated BC state proposed by a node is ac-
cepted. PoT in turn also decreases the computational demand
on the IoT device.

Decentralized Identifiers (DID) [20] and verifiable cre-
dentials (VC) [21] are used to support the functioning of the
algorithm. Niavia and Loupos explain that “DIDs are used to
encrypt the channel between the devices identity agent while
the latter ones are used to exchange identity proofs as well as
messages of the algorithm itself” (2022, p. 4 ). DIDs have
also been designed with privacy at the center. This makes
it not only more private, but more secure as well. Couple
this with the fact that authors claim that this approach does
not impact the performance of the network and consumes
less energy, ConSenseIoT is a promising and exciting new
consensus algorithm.

Blockchain-based Security for Heterogeneous IoT Sys-
tems With this paper [15], Yuzik and Makaroff aim to
solve one of the IoT’s core problems of different resource-

constrained devices. They research, test and discuss a
security-improving BC implementation for heterogeneous
IoT systems with devices that vary in resources. This imple-
mentation is based on Ethereum, as this allows for scripting
and looping by making use of smart contracts. The authors
use the GO Ethereum client (Geth) with a Proof of Author-
ity (PoA) implementation. Using PoA as opposed to PoW
ensures that more devices can participate as it is less compu-
tationally demanding.

They tested the concept on a network consisting of 3 differ-
ent types of Raspberry Pis and an AdaFruit Feather M0. The
AdaFruit Feather M0 has low memory capacity and network-
ing bandwidth and thus is incapable of running Geth locally.
The authors use this to simulate the often lacking abilities
of IoT devices in networks. These devices can make use of
a proxy and still participate in the network by using LoRa to
communicate with IoT devices that do run an Ethereum client
locally and act as a gateway. Devices that are capable of run-
ning Geth in full sync mode will do so, lesser capable devices
will run Geth in light sync mode. Full sync mode devices
store the entirety of the BC on the device and verify all cre-
ated blocks and transactions. Light sync nodes do not store
the BC and are thus less resource-demanding, but do need full
sync nodes to get the BC information. This architecture can
be seen in Figure 1.

Figure 1: Architecture of the proposed network (yuzik, 2020, p. 4)

This framework is tested by measuring the data latency
throughout a set period of time. During this period every 5
seconds, a new block was generated on the BC network. The
results of the experiment show that it is indeed possible to
run this framework with different IoT devices, albeit with pe-
riodic latency spikes in some setup cases due to overloaded
processors.

Due to a solid background and helpful subsections explain-
ing the process, the proposed system can easily be followed.
However, the Ethereum network has been in development
in the years after the publishing of this paper and has fully
transitioned from a PoW to a PoS protocol. This could mean
easier implementation of this proposed BC framework into
IoT networks.



Research Description Consensus
Algorithms

Performance Security Privacy (+) Pros (-) Cons

2022 Niavis et al. [14] Proposes ConSenseIoT, a distributed PoI concensus algorithm
that would not impact the performance of the IoT network

PoI + ++ +
+ Promising concept
- Not tested

2020 Yuzik et al. [15]
Implementation, testing and discussion of a proof-of-concept
security improving BC implementation for heterogeneous
IoT systems.

PoA ++ ++ –
+ Proof-of-concept
+ Thorough background
- Based on outdated Ethereum

2019 He et al. [16] System is proposed for the verification of over the air firm-
ware updates using smart contracts.

ETH ++ ++ –
+ Proof-of-concept
- Limited background
- Not extensive

2020 Zhoa et al. [17] Paper proposing a key-derived controllable lightweight secure
certificateless signature algorithm.

PoT +++ ++ +
+ Tested
+ Proof
- Scalability not treated

2021 Zeng et al. [18] DAG based BC scheme for IIoT is proposed that is faster,
more secure and energy efficient.

DAG +++ ++ +
+ Tested
+ Thorough

2021 Putra et al. [19] Proposes an adaptive decentralized IoT access control mecha-
nism by using a a permissioned private and public BC.

N/A ++ + +
+ Tested
+ Critical
- Slower

Table 2: Summary of evaluated research papers
(– –) poor, (–) insufficient, (+) sufficient, (++) good, (+++) excellent

Securing Over–The–Air IoT Firmware Updates using
Blockchain This paper [16] discusses Over-The-Air (OTA)
firmware updates, which are common for wireless devices in
the IoT due to its convenience. However, due to the wireless
nature of this update, there are vulnerabilities. The attackers
do not need physical access to the devices and can potentially
perform DoS and Man in the Middle (MitM) attacks. The au-
thors propose a scalable system to verify the integrity of OTA
firmware updates of a large number of IoT devices. A smart
contract is used to verify if the firmware update is legitimate.
The contract rejects the update when there are too many failed
attempts, the update time window is expired (set to 60sec) or
when the hash code mismatches.

The authors focused on the implementation and testing
of this concept to accumulate meaningful results. They per-
formed DoS and MitM attacks on a proof of concept system
using a Wemos D1 Mini board functioning as the IoT device
to undermine the update process. The results show that the
aim of this paper was indeed reached, the smart contract
rejected the firmware update as it was outside of the time
window due to DoS or was tampered with by MitM attacks.
Performance and scalability were evaluated by measuring
RESTful API operations. These performance results were
promising as well, the proposed system scaled well with the
increase in ledger entries. While this implementation is not
very extensive, the base is well thought out and implemented.

A Certificateless Consortium Blockchain for IoTs This
paper [17] proposes the scheme Controllable Lightweight Se-
cure Certificateless Signature (CLS2). Current consortium
BCs use mostly a Public Key Infrastructure (PKI) to try to
create a secure and trusted environment. However, PKI uses
certificates to verify data ownership which increases band-
width usage and risks the certificate leaking information. To
reduce the bandwidth usage various certificateless PKI mod-
els have been tried, however, the authors state that ”the pre-
vailing Certificateless Signature (CLS) algorithm has many
performance and security vulnerabilities, and is not suitable
for IoTs with limited computation and power capacities”.

CLS2 is implemented on the Hyperledger Fabric network.
This proposal is supported by introducing various algorithms,
ranging from setting a partial private key to the sign and
verify procedures. The authors incorporated a thorough
mathematical proof discussing the security analysis of the
proposed scheme using the random oracle model. The
performance of the proposed scheme is also compared to
the native Hyperledger Fabric with PKI-CA mode. In this
comparison, the authors show that although the proposed
scheme is 6-8% slower than the natively supported scheme,
the request and response messages are only 27.0% and 24.8%
of the size respectively. This results in a significant decrease
in the necessary bandwidth. CLS2 is also more secure as the
researchers focused on mitigating the forgery of signatures
and public key replacement.

A Blockchain Scheme Based on DAG Structure Secu-
rity Solution for IIoT According to the authors this research
paper [18] focuses on the data security risks of the Industrial
Internet of Things (IIoT). IIoT related replay attacks, network
efficiency and privacy are discussed and negated or improved
by the authors. They propose a BC network scheme based
on a DAG structure. The proposed network scheme consists
of lightweight and basic entity nodes. These entity nodes can
be production equipment, sensors or gateways. Due to being
battery-powered, light nodes do not have the capacity to run
the consensus algorithm on the device, however, they can be
used in data transfer and verification. The basic nodes how-
ever do have this capacity as they do not have limited power,
gateways and controllers fall into this category. The proposed
scheme has implemented load balancing in the DAG network
to minimize energy usage of the nodes that use batteries. This
not only extends the network’s life cycle but also minimizes
the impact of replay attacks focused on draining the batteries.
Differential privacy is used to avoid attackers gaining access
to the data of other nodes within the network when one of the
network nodes is compromised.

The proposed DAG algorithm is compared to a BC scheme
based on Sensor-MAC [22] (S-MAC) and BC based on chain



structures like Bitcoin and Ethereum. S-MAC is another
protocol that tries to reduce the power consumption of a
battery-operated wireless sensor network. The proposed
BC architecture outperforms the other schemes on average
network delay when increasing the number of nodes or
network load. The average transaction time is less than
the chain structure BC and more than the S-MAC BC. The
proposed scheme never used more energy on average than
the other schemes and comparatively used less the higher the
network load was.

Trust-Based Blockchain Authorization for IoT Due to
the vast size of the IoT the necessity of an access control
mechanism to properly guard sensitive data is high. The au-
thors of this paper [19] the usual access control mechanisms
for IoT are centralized and non-flexible. They have designed
an IoT access control mechanism for networks where service
consumers want to access data that service providers have.
This mechanism is decentralized and realised by simultane-
ously making use of a permissioned private BC and public
BC. The private BC stores the IoT attributes used for iden-
tification and the public BC manages the access control via
smart contracts. Off-chain Dedicated Data Storage (DDS)
stores the service provider’s data which the service consumers
can request access to. This makes data management safer and
more private. A Trust and Reputation System (TRS) is de-
signed and proposed to create an adaptive system to detect
malicious activity as well.

This access control mechanic is tested and compared
against other similar access control mechanisms on the pub-
lic Ethereum network. Note that any BC with support for
smart contracts can implement this proposed system. The test
network showed that the proposed mechanism is resilient to
various attacks such as DoS, bad-mouthing and newcomer at-
tacks. While the authors have created only one DDS node on
the network, this did show to be a bottleneck. Furthermore,
the latency was consistent and the malicious nature of dis-
honest nodes quickly got reflected in the trust score ensuring
these nodes were quickly blacklisted to revoke access to the
data.

5 Evaluation metrics
In this section, we discuss what evaluation metrics we have
used and how we categorized the papers in section 3 and 4.
We also underline the difference between the categorization
of the surveys and research papers.

We categorize the research papers and surveys using indi-
cators to show how well a topic has been discussed. These
indicators are (– –) for poor coverage, (–) for insufficient, (+)
for sufficient and (++) for good. When a survey discussed
something exceptionally well we use (+++) to show this ex-
ceeding of expectation. When an evaluation metric is not ap-
plicable we note (N/A).

When the authors have sufficiently covered a metric we
will categorize it with a (+) sufficient. However, it is diffi-
cult to judge when this metric is adequately discussed. To aid
us in making this decision we look at how many references
the authors used when discussing a particular metric. Also, it

is taken into account when the authors point towards further
research instead of discussing the metric themselves. We ex-
pect surveys to have more about consensus algorithms than
research papers. This is because most of the papers that the
survey will compare/review will be in contact in at least some
way with consensus algorithms. For the research papers, we
will also take into account what the paper is focusing on and
proposing. As to not judge a paper focused solely on security
on privacy. The metrics we are using to categorize the surveys
in are the following.

1) Consensus algorithms: These algorithms are an integral
part of BC-based solutions. As such, they should also be an
integral part of surveys covering BC-based solutions. When
consensus algorithms are discussed, the other survey parts are
better understood. Specifically when talking about security
and privacy. For the state-of-the-art research papers, we in-
stead note on what consensus algorithm the work is based.

2) Performance: Devices in the IoT often lack good com-
ponents that enhance performance. This can hinder the per-
formance of said device if BC is used in the network this de-
vice is connected to. It is thus necessary to discuss the per-
formance of BC-based solutions and to keep the performance
capabilities of the underlying IoT devices in mind. Often per-
formance is also efficiency related.

3) Security: BC can be very beneficial in improving the
security of IoT data management. As security is part of the
subject of this paper we include this as a metric.

4) Privacy: In IoT data management, privacy is important.
BC can help to provide users with more privacy for their data.
It is thus an important aspect of using BC-based solutions.

6 Discussion and Future Work
In this section we will discuss our survey and state-of-the-
art research paper reviews as well as outline potential future
research directions.

6.1 Discussion
The surveys we have reviewed each focused on different parts
of integrating BC with the IoT. What all the surveys have in
common is the focus on privacy when using BC for the IoT.
Ferrag et al. created a survey that was the most comprehen-
sive and useful for researchers in this field [8]. BC-based
solutions can be very beneficial to the IoT. The characteris-
tics of BC translate to increased fault tolerance, resilience and
transparency.

BC can also help in the management of data storage as seen
in [19]. The authors talked about data extensively. They pro-
posed an access control mechanism that consisted of a per-
missioned private and a public BC. This makes data manage-
ment more secure and private as sensitive data can be stored
on the permissioned private BC. The sensitive data can then
be accessed if deemed necessary by the access control mech-
anism. The needed details of these requests can be retrieved
from the public BC.

BC can also provide protection against DOS attacks. [16]
proposed a scalable system to protect OTA firmware updates
of IoT devices. This system rejects an OTA update when
a DOS attack is occurring so the update can be tried again



at a later time without endangering the IoT device’s update.
Moreover, [19] has created an access control mechanism re-
silient to DoS attacks.

As there is a wide range of BCs available for BC-based
solutions in the IoT network, the implementation can be quite
flexible. A BC can be specifically chosen on its capabilities
so they align with the needs of a specific IoT network.

However, BC is not the see-all fix-all technology for IoT.
There are drawbacks, [9] took a critical approach not only
to their own survey but to BC in general as well. They list
that most BC needs enough computation power to function
properly, something that can be lacking in IoT devices. One
should also exercise caution for the amount of bandwidth
that is needed when using BC solutions in an IoT network.
When the number of devices sharply increases, so does the
bandwidth usage. BC-based solutions in IoT can also intro-
duce BC-based weaknesses into the network. Various BCs
and their underlying consensus algorithms can be vulnerable
to attacks including equipment injection, modification, node
abandonment and various reputation-based attacks [8], [9].

6.2 Future work
During our study the following future research directions
came to light.

1) Consensus algorithms tailored to the IoT: The IoT con-
sists of devices that can lack in performance and throughput.
While PoW is secure, it has low efficiency and high com-
putational costs this popular consensus algorithm should not
be used for IoT. DAG is suitable for the IoT due to its high
throughput and highly scalable nature. However, the commu-
nication costs are relatively high, making it less useful for IoT
devices that communicate with a higher frequency [8], [10] -
[12], [18]. However, due to the benefits we emphasise DAG-
based consensus algorithms to be explored further in the fu-
ture. It should be considered that BC-based solutions for the
IoT benefit greatly from high scalability, high throughput and
low communication cost consensus algorithms. Depending
on the situation, low latency could also be required in the IoT
network. Ideally, benefits of different consensus algorithms
should be combined.

2) Individual IoT device security: Important steps have
been taken in the reviewed state-of-the-art research papers to
improve the IoT security. Future research directions should
continue the pursuit of improving the IoT network security,
while simultaneously focusing on the individual device’s se-
curity. IoT networks can often be vulnerable to attacks due to
vulnerable and resource constrained connected devices. As
there is a vast amount of different kind of devices connected,
this challenge is hard to tackle. However, BC is a strong tech-
nology to support future research works in this aspect.

7 Responsible Research
In this section we will outline how we responsibly created
this research. We reflect on how we selected papers and the
reproducibility of our work.

As we have reviewed papers there need to be safeguards in
place to ensure credible and trusted papers are chosen to re-
view. In the early stages of this paper, we discussed where we

should search for papers with our supervisor and how we can
adequately judge the validity of papers. This gave us excel-
lent tools to ensure we choose solid sources for this review in
consultation with our supervisor. The ACM Digital Library
and IEEE Xplore were used in the search for sources.

7.1 Reproducibility
The reproducibility of this study is difficult to judge as there
are no experiments done by this paper. The papers we have
addressed have done experiments, however, these papers each
included detailed descriptions to aid reproducibility. The spe-
cific search for sources is hard to reproduce as it was not done
in a rigid systematic way. We tried various search queries
while the supervisor suggested sources as well. These search
queries specifically included combinations of the terms IoT,
data management, BC, security and privacy. However, all the
sources we used are accessible either in IEEE Xplore or the
ACM Digital Library.

8 Conclusions
In this paper, we have reviewed surveys and state-of-the-art
research papers that focused on the area of research that uses
BC-based solutions to improve the security and efficiency of
IoT data management. We analysed and categorized the re-
lated surveys and research papers on the metrics of consensus
algorithms, performance, security and privacy. This gives a
good overview of the reviewed papers and highlights their
strengths and shortcomings.

We discussed how BC can improve the security and effi-
ciency of the IoT by providing increased fault tolerance, re-
silience and transparency. We also reflect that BC can not
immediately fix all the problems IoT has and can even in-
troduce new vulnerabilities to IoT networks. Based on our
findings we discussed directions that are to be taken in future
works focusing on this area. We included how we performed
this research in a responsible and reproducible way.
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