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Abstract

Searchable Symmetric Encryption (SSE) schemes provide secure search over encrypted databases
while allowing admitted information leakages. Generally, the leakages can be categorized into access,
search, and volume pattern. In most existing Searchable Encryption (SE) schemes, these leakages
are caused by practical designs but are considered an acceptable price to achieve high search effi-
ciency. Many attacks on SSE schemes have shown that such leakages could be easily exploited to
retrieve the underlying keywords for search queries. Each attack abuses a different leakage pattern
and uses different techniques to achieve high query recovery accuracy. An attacker could be passive
or active, where an active attacker can inject files in an SSE scheme, while a passive attacker only
observes the queried data. Some passive attacks use the number of files returned by a query to create
a match with a candidate keyword. Others use the co-occurrence of multiple keywords in the files to
match a query with the same occurrence. We continue this research and design a new Volume and Ac-
cess Pattern Leakage-abuse Attack (VAL-Attack) that exploits both the access and volume patterns.
Our proposed attack only leverages leaked documents and the keywords present in those documents
as auxiliary knowledge and can effectively retrieve document and keyword matches from leaked data.
Furthermore, the recovery performs with great accuracy and without false positives. We compare VAL-
Attack with two recent well-defined attacks on several real-world datasets to highlight the effectiveness
of our attack and present the performance under popular countermeasures.
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Introduction

People tend to store their personal data at a third-party server, a so-called cloud. Outsourcing the
data can be done for storage or security reasons because the cloud service provider has to encrypt
the stored files because of General Data Protection Regulation (GDPR). Encrypting the data enhances
privacy and gives the owners the feeling that their information is stored safely. However, this encryption
relatively restricts the searching ability, as the stored data does not correspond to actual search terms
or vocabulary. Song et al. [50] proposed a Searchable Encryption (SE) scheme to preserve the search
functionality over outsourced and encrypted data. In this scheme, the keywords of files are encrypted,
and when a client wants to query a keyword, it encrypts the keyword to a search token and sends it to
the server. The server then searches the data for files with the token corresponding to the query, and
afterwards, it returns the matching files to the user. Since the initial SE scheme, many research works
have been proposed in the literature, both with symmetrical [12-14, 16, 19, 24, 52] and asymmetrical
encryption [1, 9, 10, 32, 60, 62]. Nowadays, SE schemes have been deployed in many real-world
applications such as ShadowCrypt [27] and Mimesis Aegis [34].

A Searchable Symmetric Encryption (SSE) scheme is a symmetric encryption scheme, meaning that
for encryption of the plaintext and decryption of the ciphertext, the same cryptographic key is used.
Within this encryption scheme, a collection of documents is encrypted. Each document within this
collection contains some keywords from a keyword space. The encryption key K encrypts a keyword
w and generates a search query ¢ that can be used to retrieve associated encrypted files from the
server.

A server responding to a query sent by a user with the corresponding data is an example of an inter-
action between a user and a server. However, an adversary can intercept the query and the response
in this example. This interception can happen because the messages are sent over unprotected chan-
nels or because the adversary is the cloud service provider. The cloud service provider can store
all in and outgoing data, including queries and encrypted data. The adversary aims to match the ob-
served queries to keywords such that he can understand what content is stored on the server without
decrypting the data.

The query and server response are considered leakage to the SSE scheme. We consider two main
types of leakage patterns: access and search patterns. In an SE scheme, the access pattern is,
given a query ¢ of keyword w, all the documents related to w. The search pattern is the frequency a
query q is sent within a specific timeframe. Besides these two main types of leakage, we also consider
the volume pattern as leakage. The volume pattern reflects the size of the stored documents on the
server in bytes.

The leakage patterns can be divided into four levels, as categorized by Cash et al. [15]. For the attack
we created, VAL-Attack, we consider the leakage level of the SSE scheme to be L2 in combination with
the volume pattern. Leakage level L2 means a fully-revealed occurrence pattern. But more about

these leakage levels in [Chapter 2.
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There are currently a lot of different attacks that work and perform differently. Most of these attacks
take leaked plaintext files as auxiliary knowledge. In 2012, Islam et al. [28] presented the foundation for
several attacks on SSE schemes in their IKK attack. They show that with enough auxiliary knowledge,
one can create a matrix that shows the occurrence of keywords per document tuple, the co-occurrence
matrix. The IKK attack uses this co-occurrence matrix for the auxiliary knowledge and the observed
server files. One can map queries to the keywords based on the lowest distance with these two matrices.
Cash et al. [15] presented an attack where the query can be matched to a particular keyword based
on total occurrence in leaked files. These attacks with knowledge about some documents are called
passive attacks with pre-knowledge.

The reason why we are so interested in creating new attacks is because of the danger it brings. We
can emphasize the importance and effectiveness of countermeasures if an attack does not need many
resources to be very successful. One could argue that this has been shown with only a single attack and
implementing countermeasures afterwards. However, some attacks require more countermeasures to
be mitigated entirely or are only reduced with other remedies. Therefore, it is essential to show different
kinds of attacks on SSE schemes.

The Subgraphy, attack by Blackstone et al. [6] has high query recovery rates even with a small subset
of leaked documents. It matches keywords based on unique document volumes as if it is the response
pattern. The LEAP attack [40] combines the earlier techniques, such as co-occurrence and the unique
number of occurrences, to match leaked files to server files and match known keywords to queries
based on unique occurrences in the matched files. It uses the unique count from the Count attack [[15],
a co-occurrence matrix from the IKK attack [28] (although they inverted it to a document co-occurrence
matrix) and finally, unique patterns to match keywords and files. The only thing they do not match with
is the volume pattern.

1.1. Research Question

With the current situation stated above, we aim to address the issue of matching keywords by exploiting
both the access pattern and the volume pattern. The following question arises naturally:

How could we match queries and documents by researching different attacks and improve the current
state-of-the-art attack on SSE schemes to capture a high recovery rate against popular defences?

The research question from above can be broken down into two sub-questions. First, we investigate
what kind of attacks exist and how they exploit their stated leakage pattern. Then we describe what
techniques current attacks use and how they perform. Furthermore, we compare the state-of-the-art
attacks with current opportunities such that we can create our attack.

The subquestions then become:

1. What is the main difference in existing attacks on SSE schemes, and what do they abuse?

2. How can we improve the state-of-the-art attacks by exploiting a new branch of leakage or match-
ing technique?

The first sub-question is answered by conducting a literature study and reproducing the researched
attack. This way, we could understand what technique they used and how we can compare attacks to
each other.

For the second sub-question, we created an extensive overview of the current attacks and described
what technique they use and what leakage they abuse. We found an open opportunity and created our
attack based on this novelty and our knowledge.

1.2. Contributions

We performed an extensive literature study on many different attacks on SSE schemes. These attacks
vary in abusing the access pattern, search pattern and volume pattern. These attacks all have
different approaches and techniques, use different leakage information and can match either keywords,
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files, or both. In our literature study, we reproduced each investigated attack to thoroughly understand
what the attack requires, how it performs and what the output is.

An attack requires some input; this input can be either plaintext files that are leaked from the server,
leaked underlying keywords from observed queries, or very similar files to the documents present on
the server.

Besides this input, an attack has a specific matching techniques. Some attacks match only queries to
keywords, while others match the leaked files to encrypted files on the server. This keyword matching
can be done by taking the number of occurrences in the leaked files and matching it to a query with the
same occurrence in the server files. Another technique is matching by co-occurrence, i.e. the number
of files that contain two keywords. When such a co-occurrence number is unique among the leakage,
the keyword can be matched to a query with similar co-occurrence.

The output of the researched attacks can be matched queries with or without matched files. Attacks can
have all observed queries matched to a keyword, or only the ones they know for sure are correct.

In order to create a new attack, we created a comprehensive comparison overview where we compare
each attack in exploited leakage pattern, techniques used and attack results. Based on this comparison,
we developed an attack that explores a new direction and reaches higher accuracy than the existing
state-of-the-art attacks.

We design an attack that shows the danger of leaking the access and volume pattern. The VAL-
Attack follows the SE scheme and matches leaked documents and keywords to server data, and it does
so by exploiting both the pattern. The results from the attack are all correct, i.e. no false positives.
Our attack has an improved matching technique not based on exact matches, compared to the LEAP
attack; moreover, we also consider the occurrence in unmatched documents. Finally, we can match
more files based on the size of each document, either by direct or indirect equality.

We compare our attack to several others. [Table 3.1 compares existing attacks summarizing their leak-
age pattern, auxiliary data, and information exploitation technique.

We answer the above research question by designing an attack that matches leaked files and key-
words. Our attack expands the matching techniques from the LEAP attack [40] and exploits the volume
pattern to match more documents. The attack improves the LEAP attack by fully exploring the leakage
information and combining the uniqueness of document volume to match more files. These matches
can then be used to extract keyword matches. All the matches found are correct, as we argue that
false positives are not valuable in real-world attacks.

» Besides exploiting the access pattern, we also abuse volume pattern leakage. We match
documents based on a unique combination of volume and number of keywords with both leakage
patterns. We can match almost all leaked documents to server documents using this approach.

» We match keywords using their occurrence pattern in matched files.

» Besides matching keywords in matched files, we use all leaked documents for unique keyword
occurrence, expanding the keyword matching technique from the LEAP attack. We do this to get
the maximum amount of keyword matches from the unique occurrence pattern.

We run our attack against three different datasets to test the performance. The results are outstanding
as we match almost all leaked documents and a considerable amount of leaked keywords. Finally, we
compare our attack to the existing state-of-the-art LEAP and Subgraphy, attacks. Our attack performs
great in revealing files and underlying keywords. In particular, it surpasses the LEAP attack, revealing
significantly more leaked files and keywords. VAL-Attack recovers almost 98% of the known files and
above 93% of the keyword matches available to the attacker once the leakage percentage reaches 5%.
When 10% of the Enron database is leaked, which is 3,010 files with 4,962 keywords, we match 2,950
files and 4,909 queries, respectively, corresponding to 98% and 99% of server leakage. VAL-Attack
can still compromise encrypted information, e.g., over 90% recovery (with 10% leakage), with volume
hiding and other popular countermeasures in the Enron and Lucene datasets. However, we note that
our proposed attack is vulnerable to padding and volume hiding hybrid countermeasures.
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1.3. Thesis Structure

This thesis is organized in different chapters: describes the background for SSE schemes,
different leakage models and attack techniques. describes related work to our attack, where
we compare the technique, performances and required knowledge of existing attacks. We did this by
re-implementing the attacks one by one, to get a good view about the attack. This literature study
is necessary to create a theoretical framework and draw conclusions. describes how we
created our attack and what SSE scheme we use. To test the performance of our attack, we run
experiments. Each experiment requires some data; we describe which datasets we used and how we
prepared them for our experiments in [Chapter §. [Chapter § describes our novel attack, the techniques
and the leakage-abuse methods, with the results of our experiments shown in Chapter 7. We discuss
the limitations, the conclusion and some future work in Chapter 8.

Throughout this document, we use a lot of notations. An extensive overview of all notations and their
description is put in Table A.1. The attack diagram that compares all the attacks is shown in Appendix G,
and the paper we created about our attack is shown in Appendix E.




Background

Before researching the different kinds of attacks, we must understand SSE and how an adversary can
benefit from observing the query and response. We will a Iso describe the techniques used by different
attacks, divided into active and passive approaches. This chapter will conclude by describing when an
attack is considered robust and accurate.

2.1. Searchable Symmetric Encryption Schemes

Encrypted Search Algorithms (ESA) can be designed using fully homomorphic encryption (FHE) [23],
oblivious RAM (ORAM) [25, 38], functional encryption [8], property-preserving encryption (PPE) [2, 4,
7], and SE [17, 19, B0]. All these techniques have different tradeoffs in terms of leakage and effi-
ciency.

In a general SE scheme, a user encrypts her data and uploads the encrypted data to the server, see
for an example. However, before we can upload to the server, the system has to be set
up using the SE scheme. Symmetric encryption is used to encrypt information; it works with a single
master key K that can encrypt and decrypt personal information. Hence, the "symmetric” in the name
in SSE. The user only has this key to encrypt and decrypt the files locally. This technique differs from
asymmetric encryption, where a pair of public and private keys is used to encrypt and decrypt messages.
We consider two types of SSE schemes, static and dynamic.

Encrypted data

—). ~ _
(2 Server
Search query
)

Data

Owner > S— «
i %
[ ¢

Search results

Figure 2.1: An Architecture for a Searchable Encryption Scheme [46]
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2.1.1. Static SSE
A static SSE scheme consists of three polynomial-time algorithms: Enc, QueryGen and Search [19, 21,

39]. shows the algorithms in more detail.

The client runs the algorithm Enc to encrypt the set of plaintext documents (F’) and the corresponding
keywords with master key K before uploading it to the server. Enc outputs an encrypted database
E DB, which is sent to the server. The function QueryGen is a deterministic algorithm run by the client
to create a query ¢, it takes the master key K and a keyword w and outputs a query ¢. This query is later
sent to the server to retrieve the documents matching keyword w. The last function is Search. Search is
a deterministic algorithm that is executed by the server. A query ¢ is sent to the server; the server takes
the encrypted database E DB and returns the corresponding identifiers of the files EDB(q). After it
has retrieved the file identifiers, the user has to do another interaction with the server to retrieve the
actual files. It is impossible to insert or delete documents in a static SSE scheme.

Definition 1 (Static SSE)
* Enc(K, F) : the encryption algorithm takes the master key K, and adocument set F = {Fy, ..., F,}
as input and outputs the encrypted database EDB := {Enck(F1),...,Enck(F,)};

* QueryGen(w): the query generation algorithm takes a keyword w as input and outputs a query
token q;

 Search(q, EDB): the search algorithm takes a query q and the encrypted database E DB as input
and outputs a subset of the encrypted database E DB, whose plaintext contains the keyword
corresponding to the query q.

A static SSE scheme is correct if for all k € N, for all K output by KeyGen(1¥), for all F C 2", for all
EDB output by Enck (F), for all w € W, where W represents a keyword dictionary,

Search(QueryGen(w), EDB) = F(w) A Deck (Enck (F;)) = F;,for1 <i <n.

2.1.2. Dynamic SSE

A dynamic SSE scheme consists of seven polynomial-time algorithms: Enc, QueryGen, Search, AddTo-
ken, DelToken, Add and Del [31), 39]. Here, Enc, QueryGen and Search are similar to those of static SSE,
Definition 1. The detailed algorithms are described in Definition 2. AddToken is run by the client and
requires the master key K and a new document d,,, ;. Its output is an insertion token ¢, and an en-
crypted document ed,,. 1. The algorithm DelToken takes the master key K and a file d and returns a
delete token 4. The client runs this algorithm prior to deleting a file from the server. Add is a determin-
istic algorithm run by the server and requires an insertion token ¢, and the new encrypted document
ed,+1 and returns an updated encrypted database EDB’. Del is run by the server, is deterministic,
requires a delete token t,, and outputs the updated server document collection EDB’.

Definition 2 (Dynamic SSE)
+ AddToken(K,d) : the add query token algorithm takes the master key K and a new document d
as input. It outputs insertion token t, and encrypted document ed;

» DelToken(K,d): the delete query token algorithm takes the master key K and a document d as
input and outputs a delete token t,;

« Add(ed, t,): the add file algorithm takes an encrypted file ed and an insertion token t,. It outputs
an updated encrypted database EDB’.

* Del(tq): the delete file algorithm takes as input a delete token t, and outputs an updated encrypted
database EDB'.

A dynamic SSE scheme has the same correctness as a static SSE scheme, Definition 1. However,
Search(q, ED B) should still be correct after Add(ed, t,) or Del(t).

2.2. Leakage

Leakage is what we define as information that is (unintentionally) shared with the outer world. In our
model, the attacker can intercept everything sent from and to the server. Querying documents from
the server sounds secure, as all the data sent to and from the server is encrypted. However, every
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message sent to the server can be intercepted and stored somewhere. In an SSE scheme, a keyword
is encrypted to the same ciphertext every time it is encrypted due to deterministic encryption. So, if an
adversary stores a query ¢ and sees ¢ being sent to the server later again, he observes a pattern. The
adversary can exploit the server response to query ¢ or the search frequency. This information is called
leakage; we consider two main types of leakage, access pattern and search pattern [69]. Besides
these two leakage patterns, we also consider the volume pattern as an exploitable leakage-abuse
approach [0].

2.2.1. Access Pattern

The access pattern shows which files contain keyword w, i.e. the subset F'(w) for document set F.
Furthermore, since the encrypted data is connected to encrypted keywords, the response for query
token ¢ is all the server files with the underlying keyword for ¢, i.e. for encrypted document set E, the
subset E(q).

Cash et al. [15] discuss four levels of access pattern leakage. Each level determines how the data
is stored on the server and what the adversary can see for a queried keyword. The lower the leakage
level, the lower the leakage and the more complicated it is for the adversary to discover what content
is stored on the server.

We show an example of each leakage level in to R.5. In these examples, "dog” represents
the keyword, and "Wavtgpc” represents the query token corresponding to the keyword "dog”. Docu-
ments 1 and 2 are the encrypted data stored in the server. In this example, the blue query tokens
mark the information leakage in different leakage levels. With the description of the following para-
graphs and the examples in the corresponding figures, it is clear how the leakage is determined in SSE
schemes.

L4 shows in which document the query occurs, in which position, and how often it occurs. The adversary
can learn the pattern of keyword locations in the text and the number of occurrences in the document

set. See for an example.

Leakage level L3 shows in which document the query occurs and in which place but not how often it
occurs. So the attacker can learn at which position the keyword is stored for the resulting documents
but can not distinguish if the keyword occurs more than once. shows an example.

In leakage level L2, the server stores a so-called inverted index; it stores only the document identifiers
corresponding to a query token. The server response only shows the document identifiers without any
information about the location of the keywords. L2 is the type of leakage level implemented in basic

SSE schemes. See for an example.

InL1, the server encrypts every documentid. So, whenever a token is queried, it decrypts the document
identifiers and sends the ones that correspond to an existing document. There is no information leakage
about non-queried keywords, so the attacker can learn only something if the query is sent to the server.
shows an example for leakage level L1. Dynamic SSE schemes use this leakage level as
their foundation.
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Document 1 Document 1
80G4gbr Wavtgpc  TP1I2tf optdnOn 80G4gbr Wavtgpc  TP1I2tf optdnOn
t2EK8Sp 5LLeuwc Wavtgpc  FzlwsWh t2EK8Sp 5LLeuwc FzlwsWh  bZ01Hpf
bZ01Hpf hBliYbT hBliYbT
Document 2 Document 2
Ba2donz aSby7AV PkOMnzP KJvrBga Ba2donz aSby7AV PkOMnzP KJvrBga
ojtEOfs Wavtgpc  isxWNus ojtEOfs Wavtgpc  isxWNus

"dog” — "Wavtgpc” "dog” — "Wavtgpc”
Document 1 Document 1
80G4gbr Wavtgpc TP1I12tf optdnOn 80G4gbr Wavtgpc TP1I2tf optdnOn
t2EK8Sp 5LLeuwc Wavtgpc FzlwsWh t2EK8Sp 5LLeuwc FzlwsWh  bZ01Hpf
bZ01Hpf hBliYbT hBIiYbT
Document 2 Document 2
Ba2donz aSby7AV Pk9MnzP KJvrBga Ba2donz aSby7AV Pk9MnzP KJvrBga
ojtEOfs Wavtgpc isxWNus ojtEOfs Wavtgpc isxXWNus

Figure 2.2: Example of leakage level L4 Figure 2.3: Example of leakage level L3

80G4gbr | D02 D08 D10 D11 D19 D77 D84

Wavtgpc | D05 D08 D12 D35

TP1I12tf D11 D24 D55 D61 D63 D69 D71 D77 D91
FzlwswWh | D18 D35 D40 D59 D84 D85

"dog” — "Wavtgpc”

80G4gbr | D02 D08 D10 D11 D19 D77 D84

Wavtgpc | D05 D08 D12 D35

TP112tf D11 D24 D55 D61 D63 D69 D71 D77 D91
Fziwswh | D18 D35 D40 D59 D84 D85

Figure 2.4: Example of leakage level L2

Czl | J57 | Eyj FgO0 | SQJ | Kot | vXT | E23 | U47
Pid | F17 | RN7 | hBO | BJI GGl | wzV | I8H | aHc
tvo | 0GO | 1YC | Miz | 3dT | JO7 | Imb | g3L | j6n
"dog” — "Wavtgpc”
f("Wavtgpc”) — id
Czl | D05 | Eyj Fg0 | SQJ | Kot | vXT | E23 | U47
Pid | F17 | RN7 | D08 | BJI GGl | D12 | I8H | aHc
tvo | 0GO | 1YC | Mlz | 3dT | D35 | Imb | g3L | j6n

Figure 2.5: Example of leakage level L1. The function f() outputs the document identifiers to the query input.

The attacker can intercept a query that a user sends to the server and the response from the server. It
then knows which document identifiers correspond to which query. This query — document identifier
response is what we call the access pattern. As discussed earlier, we assume the leakage level is
L2 [15] (Figure 2.4), where the attacker does not know the frequency or the position of the queried
keywords in the document response. Formally, the access pattern leakage is defined as follows [g]:
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Figure 2.6: Search frequency in a specific time frame [36]

Definition 3 (access pattern)

The access pattern function (AP) = (APy +)r.ten : ' x W — [2"]' represents all the information leakage
in L2 level leakage with secret key k, which takes the encrypted data and any t queries as input, and
outputs a binary column vector (D(w-), ..., D(w;)), where D(w;) is a row binary vector with j-th entry 1
if the underlying data of D; contains the underlying keyword of the query w;, and j-th entry O if not.

2.2.2. Search Pattern

The encryption of a keyword in a specific scheme always results in the same ciphertext due to deter-
ministic encryption and using the same master key. So if the adversary keeps track of the queries
sent to the server and notices duplicates, it can determine a particular pattern, which can be abused.
The search pattern is the information about whether any two queries are generated from the same
keyword or not [36]. With this pattern, an adversary can construct a vector of searches per time, which
can be used in an attack to match with auxiliary data. shows an example from a single query
monitored over 50 weeks. The frequency is normalized and displayed over a scale from 0 to 100. The
search frequency can also be referred to as occurrence frequency. The formal definition of the search
pattern is [36]:

Definition 4 (search pattern)

The search pattern function (SP) = (SPy+)kten @ W' x W' — N? represents all the search pattern
leakage with secret key k, which takes the encrypted data and any t queries as input, and outputs an
t x t symmetric binary matrix H such that for 1 < i,j, < n,H[i][j] = 1 if w, = w; else 0.

2.2.3. Volume Pattern

Each document has a specific volume, i.e. the number of bytes determines how large a document is.
The volume of a document stored on the server is equal to the volume of leaked documents and, there-
fore, can be considered leakage. This volume pattern can be exploited by matching unique volumes
and is, therefore, considered dangerous leakage [6]. The volume leakage is formally defined as follows

[6]:

Definition 5 (volume pattern)

The function volume pattern (Vol) = (Voly +)kten : F x W' — N represents the volume leakage with
secret key k, which takes the encrypted data and any t queries as input, and outputs a column vector
((|dlw)aeD(wn)s -+ (|d|w)ae D(w,)), where |d;],, is the volume of document d; in bytes.

For ease of use, we outlined the three leakage patterns in [Table 2.1. An eavesdropping attacker can-
not identify which documents are returned in response to a query in ORAM schemes. Instead, the
attacker can only observe the volume of the document response [66]. In SSE schemes, both the
access pattern and the volume pattern are leaked [B]; therefore, we can abuse them both.
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Leakage Pattern \ Description

Access Pattern | Reveals the identifiers of the documents matching a query.
search pattern | Reveals the frequency a query is sent to the server.
volume pattern | Reveals the volume of a document matching a query.

Table 2.1: Short description of the three different leakage patterns

2.3. Attacks

Starting this research and eventually creating a new attack, we must understand the current attacks. We
need to know how they work, what kind of data they require, and their results. All of these attacks have
different experiments to show their accuracy and performance. Therefore, we recreated the attacks with
their parameters and compared our results, and if they looked similar, we could think of an improvement
or different type of attack.

We can divide attacks into passive and active attacks. Active attacks attempt to insert or delete from
the system to understand the content present on the server. Because an attacker will insert files into
the encrypted dataset, this can only happen in a dynamic SSE scheme, as a static scheme does not
allow document insertion. Passive attacks do not alter the system; they only observe the messages
sent to and from the server, trying to understand the content.

2.3.1. Passive Attacks

When the adversary has observed several queries and their responses, he can try to match the queries
to keywords. It is possible to use leaked files or similar files for the matching. An adversary could have
access to leaked files due to, for example, a security breach. Another possibility is to match observed
encrypted files and their query tokens with similar data. An attacker can then check the frequency
a specific keyword occurs to match query tokens with available keywords. Among passive attacks,
we also consider search pattern abusing attacks. These attacks monitor the frequency of specific
queries and match them with a similar search pattern.

2.3.1.1. Known Data

The attacker in our model has access to some unencrypted files stored on the server. This access
is possible because of a security breach at the setup phase of the scheme, where the adversary can
access the leaked files. Another scenario is if a user wants to transfer all of his e-mails from his
unencrypted mail storage to an SSE storage server. The server can now access all the original mail files,
but new documents will come as new e-mails arrive. Therefore, the server has partial knowledge of the
encrypted data present on the server. Itis also possible that the attacker has access to some underlying
keywords for specific queries. They could also be used to compare frequencies with unmatched query
tokens.

When the adversary has access to leaked files, he can match those files to the server files based on
a unique number of keywords. He can then try to connect the query tokens to keywords [40]. Another
possibility is not to match the files but to match keywords directly on occurrence in the server files and
the known files. With a window on the leaked and server occurrence, the attacker can control the gap
of unknown files [15].

2.3.1.2. Similar Data

Instead of having access to leaked files, an attacker could also use similar data. If it is known that the
storage server contains bank records, one can try to create similar files or use some public dataset
as auxiliary knowledge. Then one can try to match based on occurrence in those similar files and the
server files with limited distance [20]. The keywords the adversary can match with are contained in
similar files. It could happen that the available keyword set is not equal to the actual keyword set, and
then the matching result will not result in 100% accuracy. Nevertheless, this attack is effective as it
does not require leaked files.

2.3.2. Active Attacks
In a dynamic SSE scheme, it is possible to insert new documents. If the adversary is somehow able to
do this as well, he can insert documents with specific keywords, a technique called injecting files. He
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can do this by injecting files themselves or sending files to the client that the client then encrypts and
stores on the server. Those documents can be used to reveal query keywords after they are injected.
In theory, it is possible to retrieve all query matches by only injecting a limited number of files [563,
61].

Some servers have countermeasures to prevent injection attacks, such as limited numbers of keywords
per file. However, Zhang et al. [61] showed that these countermeasures could be easily circumvented,
and the number of files injected increases only a little. Other countermeasures that a server could
implement are noticing if an odd number of documents are added simultaneously or if the documents
added are different from the others. If strange behaviour is detected, the server could take appropriate
measures against the abusing party inserting the files.

2.4. Evaluation Metrics

The performance of an attack is calculated based on the type of attack. If the attack is considered
an active attack, then the attack is only successful if the attack has revealed the underlying keywords
for all queries. The target of the injection attacks is to inject as few files as possible such that the
server will not notice that the dataset is being altered by a third party while still retrieving all keyword
matches.

The correct matches for keywords and queries determine the accuracy of a passive attack. If an attack
matches all keywords to a query, then only the correct ones count for the performance, i.e. false
positives are not taken into account. An attack that only matches correct queries and thus does not
create false positives can be considered more potent in a real-world example. However, the accuracy
is still calculated with the correct matches.

A correct match is considered the underlying keyword for a query, so in the case of Figure 2.2, "dog” is
correctly matched with "Wavtgpc”. If "Wavtgpc” is matched with "telephone”, it is incorrectly matched
and thus not assessed for the accuracy of the corresponding attack.



Related Works

There are many different attacks. For our research, we recreated 15 attacks to understand their tech-
niques, experiments and results. Each attack requires different input; they could use leaked documents,
leaked queries, or similar documents to match the queries to keywords. Therefore we created an exten-
sive overview of these requirements, whether the attack was passive or active, either injecting files or
observing server messages, what technique the attack used and a small summary. For the extensive

diagram, see [Appendix C.

In our research, we recreated all the studied attacks individually by starting with a small experiment
with only four files such that we could understand what happened in the algorithm on a low level. Af-
ter the small example, we tried to reproduce the experiments provided by the authors, such that our
performance was similar, and we could think of an improvement.

3.1. Attacks

We researched 15 different attacks to eventually create our attack that uses existing leakage patterns
and has improved accuracy compared to state-of-the-art attacks. We can divide these attacks into
passive and active attacks. For each attack, we will discuss what novelty they brought and how our
process of recreating the attack went.

3.1.1. Passive Attacks

Many attacks are proposed, starting with the fundamental attack on SSE schemes, the IKK attack. After
the seminal attack, many others have been developed improving the IKK accuracy described by the
authors and creating new matching techniques. All the attacks described below are passive attacks,
i.e. they only passively observe the communication channel between the attacker and the server to
match the queries to keywords based on their auxiliary knowledge.

3.1.1.1. IKK

The first attack we examined was the IKK attack from Islam et al. [28]. It was created in 2012, and it was
the foundation for the other attacks on SSE schemes. Islam et al. created a co-occurrence matrix for
leaked documents and the observed server files. Especially the co-occurrence matrices are essential
techniques in SSE attacks. These matrices could store how often a query ¢ occurs with another query
¢’ in the server files, which could be mapped to a keyword with similar co-occurrence.

They create a co-occurrence matrix for the keywords in the leaked documents and a similar matrix
for the query tokens connected to the server data. The idea of the attack is to match a query token
to a keyword with equal co-occurrence. They claim that their attack can recover a lot of underlying
keywords. The downside of this attack is that they require a lot of leaked documents to match keywords.
Nevertheless, it was a great start as a foundation for other SSE attacks.

Since this was the first attack we researched, we had to research much extra information that we did
not fully understand before. Examples are co-occurrence matrices and inverted matrices. The authors

12



3.1. Attacks 13

describe these techniques but do not give an obvious explanation. Finally, after understanding the
technique, they propose their attack with simulated annealing. With the new research environment
and the unknown techniques, the IKK attack was challenging to recreate.

After completing the research, we noticed that every attack uses similar approaches for their experi-
ments. The IKK attack explained which dataset was used for the experiment and how they prepared it.
However, we had no previous understanding and experience with stemming algorithms and extracting
keywords from an e-mail, making it a difficult but necessary and crucial first research.

As this research was the foundation, it was vital to understand what happened and what they did, but
shortly after, other attacks showed improved performance over the IKK attack.

3.1.1.2. CGPR

In the Count attack from Cash et al. (CGPR) [15], the attacker has access to some leaked documents
and observes some queries and results. The observed server files can assemble a query map with
a unique result length, i.e., queries with a unique number of resulting files. These queries can then
be mapped to keywords with an equal number of resulting files. This map is an initial result set with
queries and their underlying keywords. Next, the adversary can calculate the co-occurrence matrix for
the observed queries and the leaked documents. With this data, the adversary can loop over each
unmatched keyword and match the correct queries based on equal co-occurrence in the leaked docu-
ments. However, this only works if all files are leaked; otherwise, there will never be an exact match.
If not all the files are leaked, the adversary can use a window of co-occurrence counts rather than
requiring exact equality to match the queries. With the window and the unique count match, the CGPR
attack improves the aforementioned IKK attack.

In theory, this attack was obvious: matching keywords based on their unique number of corresponding
files. Nevertheless, when the attacker does not access all the leaked files, there is no way to match the
queries to their keywords based on the exact number of resulting files. Therefore, the window was a
clever addition and did help improve the performance of the attack. However, implementing this window
was a more complex part, but eventually, we got it working and recreated the attack.

This technique of matching queries on unique response length is used in future attacks and works very
well with the co-occurrence matrices.

3.1.1.3. Shadow Nemesis

The Shadow Nemesis attack uses similar files to match keywords to queries based on co-occurrence
frequency [45]. It shows experiments with fully leaked documents and a disjoint data set, i.e. similar
files.

The attacker has some observed queries and the resulting encrypted documents. The attacker creates
a co-occurrence matrix with the observed data; this matrix stores normalized values of how many files
contain both query tokens. Next, the attacker generates graphs where the co-occurrence matrix acts
as the adjacency matrix. Using similar data, the attacker constructs a second adjacency matrix. These
graph matrices can then be permutated such that they will be most similar to each other, and with this
permutation, one can calculate which tag corresponds to which keyword. These graphs are constructed
as a Weighted Graph Matching problem, which can be solved by the PATH and the UMEYAMA solving
algorithms. The authors created a package that executes these algorithms over the two graphs and
outputs the corresponding permutation for each algorithm. The accuracy is not very high because
the results for each query keyword in the list are not equal to those of the query list. Because of the
incompleteness of the available keywords, this is a challenging approach to attack. However, when the
number of keywords used in the attack tags are equal but only shuffled, the attacker can perform the
attack successfully.

This attack is one of the first attacks performed with only similar documents, and it performs well in
revealing underlying keywords when the attacker has perfect auxiliary knowledge. Nevertheless, as this
attack does not use direct matching within the co-occurrence matrix, we researched a new technique
for matching keywords. The accuracy is not high due to disjoint datasets, and creating similar files can
be demanding in the real world.
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3.1.1.4. Subgraph

Blackstone et al. present four types of attacks [6] but highlight only two of them. Namely, the volume
analysis and the subgraph algorithm. The volume analysis exploits the total volume pattern; it takes
some leaked documents and calculates the volume (the number of bytes of a file) in the observed
files. Every observed document volume matches the leaked document’s closest volume and matches
keywords present to queries. This strategy can result in multiple queries being matched to the same
keyword as that could be the closest one to the leaked data.

The second highlighted attack is called the Subgraph attack. This attack exploits the leakage pattern
such that it reveals information on each matching document. The proposed attack is divided into the
Subgraphy_ and the Subgraphp attack, where the leakage patterns are the volume and response
patterns, respectively. The attacker has partial knowledge about the data used to match the queries.
First, it creates a pattern for the queries, with the document identifier or the number of bytes of the server
files, referred to as the leakage. Next, the algorithm creates two bipartite graphs, one for the leaked
documents and one for the observed encrypted data. The first set of nodes in the graph for leaked data
equals the document identifiers or the volumes (depending on the pattern used). The second set of
nodes are all the keywords, and the edges are the keywords present in the auxiliary files. The observed
graph is constructed with the leakage pattern from the observed files as the first nodes and the queries
as the second set of nodes. The edges in the second graph are the connections between retrieving
the encrypted documents.

Next, it will filter for a query the possible keywords such that there is a minimum set of possibilities.
This filter first checks whether the keyword occurrence patterns are a subset of the observed query
occurrence pattern, and then one knows that the keyword is a possibility for the query. From the first
filter’s results, one checks whether the length of patterns is a fraction (delta) away from the observed
pattern length. Eventually, if there is only one possibility left after filtering, the attacker knows that
this query corresponds to the resulting keyword. We wait until the other queries have their correct
matching result when more than one possibility is left. The final step is iterative elimination by reducing
the number of possibilities, i.e. removing them from the process when a query has only one result. This
step increases the number of matches between queries and keywords.

The Subgraphy, attack, as described by Blackstone et al., abuses the volume pattern to match
queries to keywords. Doing this requires partial document knowledge and matches on a unique volume
of query responses.

At first, we had to analyze whether the volume is leaked from an SSE scheme, but all known ORAM-,
SSE- and PPE-based Encrypted search algorithms leak information, including the volume of a docu-
ment, as discussed in Section 2.1. This leakage comes in two forms: setup leakage, which is revealed
at setup time by the encrypted dataset, and query leakage, which is revealed at query time by the
encrypted dataset and the query operation [6].

3.1.1.5. Score

In the Score attack, Damie et al. [20] describe how an attacker reveals queries based on similar server
data; in the case of the experiment, they split the original data with no overlap. Then with no known
files, they make it possible to extract keywords by checking the score based on the occurrences of
keywords in the files. They calculate a matching score using the vectorization of the keywords and
queries. The matching score is a logarithmic distance transformation between a keyword and query
vector. The attacker only has similar documents, some observed queries, and their responses, from
which he can create the query-query co-occurrence matrix. Moreover, he knows a small number of
underlying keywords from queries.

The difference between the Shadow Nemesis attack [45] and the Score attack is that the Score attack
calculates a score with leaked revealed query tokens to match queries to keywords. In contrast, the
Shadow Nemesis attack shifts the columns and rows within the co-occurrence matrix.

3.1.1.6. LEAP
In the LEAP attack from Ning et al. [40Q], the attacker has access to some leaked files and observes all
queries and responses. With this information, he can match the encrypted files to the corresponding
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known files based on techniques proposed before. He matches files with the unique number of key-
words from the Count attack [[15] but uses the co-occurrence matrix differently. Instead of calculating
a co-occurrence matrix for queries and keywords, the LEAP attack creates a co-occurrence matrix for
the leaked or server files. This co-occurrence matrix states how many keywords or queries are shared
among two files. After matching as many files as possible, the attacker can find a unique occurrence
of keywords and queries present in the matched files. These unique occurrences indicate a query to
keyword match. So, the more files are matched, the more keywords can be matched.

The LEAP attack reworks the idea of co-occurrence matrices of keywords to files, and the idea of
matching as many files as possible is very clever. Because using the files in the co-occurrence matrix,
the attack requires extensive computational power and time. Nevertheless, the attack was implemented
without any difficulties.

3.1.1.7. EHSA

The EHSA attack is a master thesis of a student from the TU Delft. This attack uses the matching
technique from the Subgraphy, attack [6], where it matches keywords based on unique overlap in the
volumes of leaked documents. After matching the keywords, it uses the already matched keywords as
auxiliary knowledge in the matching technique from the Score attack [20]. The second matching part
uses similar data to improve the number of query matches. This work is the first attack we researched
that combines techniques and improves the accuracy with state-of-the-art attacks.

3.1.1.8. PowerSet

The PowerSet attack from Anzala-Yamajako et al. [3] has some known files and matches these to
the encrypted files on the server. The attacker checks whether the number of queries equals the
candidate’s known files for each server document. By doing this, he creates a very long list of matched
documents. After the file matching, he matches the keywords based on occurrence in the matched files.
This technique is similar to matching unique co-occurrence in files and a unique number of queries per
file. The difference is that the extensive list of correctly matched files acts as a check for each possible
candidate. This check verifies if the co-occurrence for each correct file equals the verification with the
candidate.

The extensive list of matches requires a lot of computing power, but the results are great because of
the extensive verification approach. This tradeoff is not made in the paper, probably because they had
better hardware than we did, and therefore their attack ran faster. This technique is strong in theoretical
matches, as it verifies every new match with previous matches.

3.1.1.9. DIA

The Document Identification Attack algorithm (DIA) [55] uses the unique count principle from the Count
attack [15]. However, it applies this to the documents to match encrypted documents with a unique
number of keywords. Then it uses a co-occurrence matrix for files to increase the number of file matches
and eventually maps the queries to keywords in the Query Recovery Algorithm with the matched files
from the DIA attack.

3.1.1.10. DMA

Wang et al. presented a Document Mapping Algorithm (DMA) [54]. This attack matches keywords
based on a unique number of occurrences in files at first. The next step is to match the queries with the
intersection of resulting documents for the query and a candidate keyword, i.e. finding unique patterns
over unmatched candidates.

While still abusing the access pattern and using a new approach with existing techniques to match
keywords, it is still interesting to see scientists think of new ideas. The performance of this attack is
only notable from 10% leakage and, therefore, not comparable with the state-of-the-art.

3.1.1.11. Fledged

Like the LEAP attack, Ning et al. [41] use the unique patterns in the occurrence matrix to match queries
and files. They use the unique count from the Count attack and take candidates based on similarity.
If a file or keyword has been matched, we update the corresponding row or column in the matrix and
redo the loop. This way, we create more unique values which we can use to match.
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When the attack described by Ning et al. exploited their columns and row matching techniques further,
they would have eventually created an extensive matching technique. However, this intermediate step
shows an excellent update on possibilities to match with only the access pattern.

3.1.1.12. Search Pattern Attack

The first search pattern exploiting attack that we researched was the attack from Liu et al. [36]. The
attacker generates some auxiliary knowledge about the probability of certain keywords in a specific
timeframe. He uses Google Trends [61]] to do this and requests the normalized number of requests for
each keyword in the keywords set. He receives many queries for a specific timeframe, resulting in a
frequency vector. He wants to identify the underlying keywords of each of the queries. Then with the
obtained results from the query, the attacker can map the auxiliary knowledge to the frequency vector,
matching the exact keyword. This attack is proposed with and without the use of keyword categories. If
the user is a hospital member, then an attacker will have better matching results if the queries are in the
category of medicine. When using the categorical approach, they start by picking a random category
and then updating the weights of each category, such that eventually, the correct category is reached,
and the correct keywords for each search pattern are retrieved.

In the experiment of this attack, they used actual data from Google Trends and added some noise to
make it look like authentic search queries. They do this because there is no actual data representing
query search frequencies. However, this technique of adding noise does not have to work in existing
applications. Nevertheless, for the idea of the experiment, we do argue that this is a valid assump-
tion.

An assumption made in this attack is that the attacker is aware of all the keywords in the keyword set.
However, an adversary would not know which keywords are used because they are already encrypted
before reaching the server in a real-life situation. Nevertheless, it is promising to reveal underlying
keywords from queries based on their search frequency. The adversary has to observe the channel for
a long time to create similar patterns from Google trends. Also, in this attack, they assume that a query
is searched somewhat as often as a search term on the Google search engine. These are debatable
assumptions, in our opinion. However, the technique and idea are still promising.

While recreating this attack, we had trouble downloading the search pattern for each keyword. Google
trends has a rate limit, and once someone has reached this limit, it is problematic to get out of it. In our
opinion, downloading the search pattern for 3,000 keywords from several categories took a very long
time.

3.1.1.13. Hiding the Access Pattern

The second attack we researched about abusing the search pattern is the attack by Oya et al. [42]. This
attack also uses data from Google Trends as auxiliary data and matches the queries to keywords with
a likelihood estimator. As shown in their experiment, based on the offset highness, the attacker has
lower accuracy due to the data not being equal to the current searches anymore. Based on auxiliary
information, i.e. its query knowledge from the google trends, it can determine the actual query using a
Maximum Likelihood Estimation function.

This second search pattern abusing attack is very mathematical and therefore considered complicated.
It took us a while to understand what the authors did and why they did this. The results we created were
similar to the authors’ results and did improve the results from the attack from Liu et al. [36]. Therefore
this attack can be considered adequate, but we argue that there is still some future work on this topic
of matching based on search frequency.

3.1.2. Active Attacks

In an active attack, an attacker can upload files to an SSE system, and the adversary can abuse this
by uploading files with specific keywords to match the observed queries. Since the system should not
detect the adversary, he aims to limit the number of files uploaded. The performance of an injection
attack is therefore expressed as the lowest number of injected files.

3.1.2.1. ZKP
Zhang et al. created the ZKP attack [61], where they uploaded files with keywords divided via a binary
search approach. Via this approach and overlap, the attacker can retrieve which token corresponds
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to which keyword. He can compare the inserted and retrieved files, where the number of injected files
equals the binary logarithm of the total number of files.

The ZKP attack divides the K keywords over [log|K|]| files using a standard non-adaptive version
of their binary search algorithm. They divide the keywords bitwise over the files that are being in-
jected.

A countermeasure from the system could be to set a threshold 7" to prevent an adversary from uploading
files with unlimited keywords. This threshold determines the maximum number of keywords per file
present on the server. Nevertheless, Zhang et al. still manage to attack the scheme, even with the
threshold. The new approach then divides the set of keywords in 7' sets and injects the files present in
each set.

The experiment assumes that the attacker knows all keywords in the keyword set. However, in a real-
life scenario, this can be very hard. Of course, they describe that an attack scheme like this one can
be very time-consuming. However, in terms of the experiment, this is not very noteworthy.

Because the performance metric for active attacks is recovering all keyword matches, this attack can
not easily be combined with passive attacks. The possibility is that when an attack does not create
false positives, but only returns correct matches, then one can use auxiliary knowledge and decrease
the set of possible keywords by running an initial attack and return 100% accuracy.

3.1.2.2. SetTheory

Injecting files using Finite Set Theory is an attack proposed by Wang et al. [53]. They describe an
attack that injects files using a binomial coefficient. Using this approach, the number of injected files
reduces drastically compared to the ZKP attack. Wang et al. show experiments with 20,000 keywords
and only inject 200 files.

This approach is mathematical and requires some time to implement and understand. However, even-
tually, as we got the concept, it was implemented as the authors explained it step by step. However,
creating an idea like this requires extensive mathematical knowledge and an understanding of set the-
ory. Once the files are injected, we can match the resent queries to a keyword with the matching
technique.

Here the attacker still assumes to know all the keywords of the scheme and can inject files on behalf
of the user. These assumptions are debatable but are accepted in terms of the experiment.

3.2. Performance

As discussed before, the performance of the attacks differs for an active and a passive attack. The
active attacks are only considered satisfactory if they recover all the underlying keywords.

The target of an injection attack is to inject a minimal amount of files. The countermeasures taken by
the system to only allow a certain threshold amount of keywords per file do mess with the performance
as it increases the difficulty. However, attackers manage to fulfil the requirements and still retrieve all
the underlying keywords.

For a passive attack, the target is to match as many files or underlying keywords as possible. Some
attacks match all queries to a keyword. Some of them are incorrectly matched and therefore considered
false positives, but other attacks only math when they are confident that the match is correct. Since the
accuracy is not relevant in a real-life scenario, we would argue that having false positives is ineffective
in an attack.

The accuracy of an attack might be higher when all queries are matched. Some attacks make guesses
and thus create false positives, and these guesses can be accidentally matched correctly, increasing
the performance. For this reason, it is crucial to run the experiment multiple times and take the average
of correctly matched results.

Another strategy authors apply, is running their attacks on different (sub)sets of data. Some attacks
only run on a subset of a dataset, like the Subgraph attack [6], while others take only a subset of
queries, like the Score attack [20], and a third group can take all the queries and files to run their
experiment. To compare the attacks properly, we tried to reproduce the experiment of each attack



3.2. Performance 18

as precise as possible. Afterwards, we set up a default experiment and ran the attacks with these
constraints. This way, we could compare the attacks properly. We discuss attack experiments in more

detail in Chapter 7.

3.2.1. Subgraph Attack

The Subgraph attack by Blackstone et al. is only run on a subset of files in the total dataset. The
dataset consists of 150 users, as shown in [Chapter 6, and they only used ten users, 500 keywords,
and 150 queries for a specific experiment.

With the setup of 10 users, we tried to reproduce the attack and eventually compare the attack with all
users, 5,000 keywords and observing all 5,000 queries. Our comparison with the original experiment
parameters can be seen in Figure 3.1. In the figure, one can see a difference in the performance of our
reproduction and the claimed performance. The volume attack scores higher than the attack with the
document identifiers. The difference in performance could originate from the setup of the attack, such
as extracting or stemming the keywords selected.

To compare our newly created attack, we received the actual code from the authors and changed the
parameters to compare it with our improved attack.
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(a) Our reproduction of the Subgraphy, attack (b) The results from the Subgraphy, attack in their work [8]

Figure 3.1: Comparison of our reproduction and the original results from the Subgraphy, attack for 10 users (around 19,000
files) and 500 keywords

3.2.2. Score Attack

The Score attack from Damie et al. [20] runs on data from all users but only performs well with a
lower number of keywords extracted. We tried to reproduce the attack and successfully compared the
claimed performance with ours, concluding that there is not much difference between our results and
theirs. See for the comparison and see that the attack performs less with a more extensive
universal keyword set.

3.2.3. Injection Attack

For completeness, we also show our performance of an active attack, the injection attack that uses
Finite Set Theory to inject files [53]. We reproduced their experiment using 20,000 keywords and a
keyword threshold per file of 100, and 200, see Figure 3.3. Because they did explain almost every
detail in their work, we verified that our results are close to theirs.

3.2.4. LEAP Attack

The LEAP attack from Ning et al. [40] does not present a plot with the performance of their work. They
offer a table that describes how many keywords are leaked and how many are retrieved with the attack.
Our implementation of their attack performs similar, and we have created a plot to see the performance
of the attack more organized. They claim that for 10% leakage, they recover 98% of the queries, which

can be seen and compared in Figure 3.4.
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Figure 3.2: Comparison of our reproduction and the original results from the Score attack for all 150 users (around 30,000
files) and 500 keywords
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Figure 3.3: Comparison of our reproduction and the original results from the Injection attack using Finite Set Theory [53]

3.3. Comparison

We compared all the attacks described above on technique, performance, how they exploited their
information, what type of information they required, and the attack’s style. This comparison can be
extensively seen in Appendix C, but we also created a small table, see [Table 3.1. This table compares
attacks based on leakage patterns, false positives and what technique they use to exploit their informa-
tion. We have chosen not to implement all attacks described from Section 3.1, because some attacks
do not have relevant unique data to show, e.g. the Count, DMA and DIA attack would have an equal
row, with only different attack title.

We concluded from the attack diagram that many attacks exploit the access pattern and that the
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Figure 3.4: Our reproduction of the LEAP attack with 5,000 keywords and 30,109 files

LEAP attack performs as the state-of-the-art. We also thought of a slight improvement in the matching
technique for this attack when reproducing this attack, such that it would match more queries to key-
words. When doing more research on the volume pattern, we retained that an SSE scheme leaks
both patterns.

We captured several matching techniques developed from the previous section, the attack diagram, the
table, and the reproduction of the attacks. These techniques differ in varying ways; one can match by
taking the number of occurrences in the leaked files and matching it to a query with the same occurrence
in the server files. Another technique is matching by co-occurrence, i.e. the number of files that contain
two keywords. Based on our literature review, we discovered that the IKK attack, the foundation of the
attacks on SSE schemes, is now the attack that requires the most leaked files. Other attacks receive
higher accuracy with less leakage; therefore, we consider the IKK as the attack that has the lowest
performance among the researched attacks.

In opposition, the LEAP attack requires the least amount of leaked files while still revealing large num-
bers of queries with the leaked keywords. We consider the LEAP attack to be the current state-of-the-
art attack. It only requires 0.1% leakage to recover 11% of the available keywords, and this recovery
percentage rises relatively to the leakage percentage, up to almost 100% query recovery for 10% leak-
age.

We know that current attacks are missing the exploitation of multiple leakage patterns, and we know the
state-of-the-art attack. We could create an attack that exploits both the attack patternand the volume
pattern, and we could exploit it further with the matching techniques of the LEAP attack. Therefore,
we wanted to extend the LEAP attack to an attack designed by us with improved keyword matching
and exploiting both the access and volume patterns.

3.4. Investigation Results

We reproduced 15 different attacks that all perform and score differently. When comparing all the
techniques from the attacks, we concluded that the volume pattern had not been exploited as much
as it could be. We combined the leakage of the document size with access pattern leakage, and we
argue that false positives are not helpful in a real-life scenario and that the matching techniques from
the LEAP attack are the current state-of-the-art. With this knowledge we can design a new attack that
answers the research question.

3.5. Challenges

During the development of our attack, we faced several challenges. After researching the technique and
processes of an attack, we were encouraged to improve the corresponding attack as is. We had to try
this improvement to learn how to create an attack with higher performance results than the researched
attacks. Therefore, during the whole research, we kept an extensive document describing what each
attack abuses and how we could improve it.
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Attack Leakage Auxiliary data False Exploited
positives | information
IKK [28] Access pattern Documents, v Co-occurrence
queries

Count [15] Access pattern Documents v Co-occurrence,
length

Shadow Nemesis [45] | Access pattern Similar v Co-occurrence

Score [20] Access pattern Similar, queries v Co-occurrence

Search14 [36] Search pattern Search frequency v Query frequency

Subgraphy [B] Volume pattern Documents v Volume, length

LEAP [40] Access pattern Documents X Co-occurrence,
length

ZKP [61] (active) Access pattern All keywords X -

Table 3.1: Comparison on different attacks. Documents in the auxiliary data column refers to leaked document knowledge,
queries refers to leaked underlying keywords for query tokens, and similar refers to the use of similar documents instead of
leaked documents.

3.5.1. Combining Attacks

We noticed that this improvement development was quite hard at the first attacks we researched. We
had no significant knowledge about the matching techniques and did not have a feeling about creating
new or better attacks. Eventually, when we researched more attacks, we noticed that many attacks
require input, i.e. leaked documents or leaked query matches. We also learned that each attack had
an output, i.e. queries with their underlying keywords. After looking at the attacks, we noticed that
this output could be used as input for other attacks. By thinking of this combination, we eventually
discovered a potential research direction.

Combined high selectivity - SU - 500 keywords
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Figure 3.5: Our improvement of the Subgraph Attack, with 500 keywords over a single user. We combined the output of each
of the Subgraph attacks with an injection attack. In this figure, the dotted green and blue lines are the reproduction of the
original Subgraph algorithm, and the fixed lines above them are improved accuracy. The orange and red dotted-dashed lines
indicate the number of injected files.
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3.5.2. Injection Attack Combination

The first combination of attacks we created was the combination of the Subgraph Attack [6] with an
injection attack, see Figure 3.5. Later we combined the Score attack with an injection attack, as can
be seen in Figure D.1. We did this because we noticed that the attacker recovers not all query tokens,
and an injection attack benefits from already matched keywords. The first combination attack was
developed from this trial, and we had to do more research to improve the newly developed attack.
Later, we learned that an injection attack is not always possible due to restrictions of the SSE scheme
and can therefore not be combined with any attack just like that.

3.5.3. Similar Attack Combination

Eventually, when we researched more attacks that require similar knowledge, we thought of a solu-
tion where an attacker has access to leaked files but uses similar knowledge to improve their attack
standpoint. Extending the auxiliary knowledge by creating similar files comparable to the leaked files
gives the attacker a significant benefit in recovering queries. We designed an attack on paper and
discussed it with the supervisor. He mentioned that another student had already thought of this idea
and showed the paper he was developing; this paper concerns the EHSA attack, from Section 3.1.1.7.
We concluded that this was a good idea, and we should research more in this direction.

3.5.4. Volume Pattern Combination

Because our previous ideas were a good start. We developed the extensive attack overview from [Ap]
bendix . This diagram showed that the volume pattern was not exploited to the max extent. There-
fore we thought of combining an unexplored leakage pattern with the current state-of-the-art attack.
With this in mind, we created a new attack that extends the LEAP attack and combines the leakage
patterns of the volume and access pattern in VAL-Attack.



Methodology

There is no information leaked from the encrypted database, the queries sent, or the database setup
in an ideal situation. Unfortunately, such a scheme is not practical in real life as it costs substantial
performance overheads [26]. The attacker and the leakage are two different concerns in SSE schemes,
and we will discuss them both in the following sections, as they can vary in different aspects.

4.1. Leakage Model

Leakage is what we define as information that is (unintentionally) shared with the outer world. In our
model, the adversary can intercept everything sent from and to the server.

An adversary can intercept a query that a user sends to the server and the response from the server. It
then knows which document identifiers correspond to which query. This query — document identifier
response is what we call the access pattern. As discussed in Section 2.7, we assume the leakage
level is L2 [15], where the attacker does not know the frequency or the position of the keywords queried
in the document response.

The volume pattern is leakage that tells the size of the document. This leakage is relevant to all
response leaking encryption schemes [11, 13, 17, 19, 30, 31] and ORAM-based SE schemes [38]. We
defined the formal leakage definitions in and B.

4.2. Attack Model

The attacker in SSE schemes can be a malicious server that stores encrypted data. Since the server
is honest-but-curious [g], it will follow the encryption protocol but wants to learn as much as possible.
Therefore, the attacker is passive but still eager to learn about the content present on the server. The
attacker in our model has access to some leaked plaintext documents stored on the server, keeps
track of the access and volume pattern and tries to reveal the underlying server data. This access
to leaked files is expected in case of a security breach at the setup phase of the scheme, where the
adversary can access the revealed files. Another scenario about transferring files has been explained
in Bection 2.3.1.1. We assume that the attacker has access to all the queries and responses used in
the SE scheme. This number of queries is realistic because if one waits long enough, all the queries
and results will eventually be sent over the user-server channel.

The passive attacker is less potent than an active attacker, who can upload documents to the server
with chosen keywords to match queries to keywords [61]. Furthermore, the attacker has no access to
any existing query to keyword matches, only knows the keywords present in the leaked files, and has
no access to the encryption or decryption oracle. With this information, the attacker wants to match as
many encrypted document identifiers to leaked documents and queries to keywords such that he can
understand what content is stored on the server.

We created a technical framework, see Figure 4.1. This framework shows two existing attacks and our
new attack. It describes what auxiliary data we use, the leakage patterns, the compared attacks, and

23
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Figure 4.1: Technical Framework of Existing Attacks

the matching criteria. We can see that the LEAP attack matches with exact matches and has strict
matching criteria for using a unique keyword pattern, co-occurrence and number of keywords. While
our attack, the VAL attack, uses the same matching criteria while it extends the strict match criteria
and abuses the volume pattern. The Subgraphy, abuses the volume pattern and only matches with
the number of keywords. The latter also returns false positives, as it initially matches all keywords and
updates them on the run.



VAL-Attack

Before explaining VAL-Attack, we first show the different notations used in the attack, such thatitis more
accessible to what part we are referring to. Next, we will describe the attack’s procedure, including all
the matching techniques, the leakage information, and the algorithm itself.

5.1. Notation

In the VAL-Attack, we have m’ keywords (w) and m queries (¢), and n’ leaked-documents and n server
documents, denoted as d; and ed;, respectively; for a single document, similarly for w; and ¢;. Note
that w; may not be the underlying keyword for query ¢;, equal for d; and ed;. The notations are given

in [Table 5.1|.

g Plaintext document set, F' = {d;,...,d,}
F’ Leaked document set, F' = {dy,...,dy }
E Server document set, E = {edy,...,ed,}
w Keyword universe, W = {w1,...,wn,}
w’ Known keywords, W’ = {wy, ..., wm }

Q Query set, Q = {q1,.--,qm}

A m' x n/ matrix of leaked documents
B m x n matrix of server documents
M’ n' x n’ co-occurrence matrix of £’
M n X n co-occurrence matrix of £
|d;| Number of keywords in document 4

|dil.w  Volume (bit size) of document i

C Set of matched documents

R Set of matched queries

Table 5.1: Notation of parameters

5.2. The Design

We now define our attack. At a high level, our attack is built from the LEAP attack [40] by elevating
the keyword matching metric to increase the number of keyword matches. The approach does not
consist of only checking within the matched documents but also keeping track of the occurrence in the

25
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unmatched files. This method results in more recovered keywords for the improvement of LEAP that
provides a way to match rows that do not uniquely occur in the matched files.

Then, we expand the attack by exploiting the volume pattern since the document size is also leaked
from response leaking encryption schemes, Section 4.1. We can expand the comprehensive attack
by matching documents based on the volume pattern, where each document is labelled with its doc-
ument volume and number of keywords. VAL-Attack matches using the uniqueness of this label, im-
proving the recovery rate.

We expand the attack by exploiting the volume pattern since the document size is also leaked from
response leaking encryption schemes, as described in Bection 4.1. We can extend the all-out attack
by matching documents based on the volume pattern.

Our new attack fully explores the leakage information and matches almost all leaked documents. We
increase the keyword matches with the maximal file matches to provide excellent performance.

5.2.1. Leaked Knowledge

The server stores all the documents in the scheme. There are a total of n plaintext files denoted as the
set F' = {dy,...,d,}, with in total m keywords, denoted as the set W = {wy, ..., w,,}. We assume the
attacker can access:

» The total number of leaked files (i.e. plaintext files) is n’ with in total m’ keywords. Suppose
F'={dy,...,d,} is the set of documents known to the attacker and W’ = {wy, ..., w,, } is the
corresponding set of keywords that are contained in F’. Note that n’ < n and m’ < m.

» The set of encrypted files, denoted as, E = {eds,...,ed,} and corresponding query tokens,
Q=A{q,.-.,qm} with underlying keyword set .

+ The volume of each server observed document or leaked file is denoted as |d,|., for document
d, or server document ed,.. The number of keywords or tokens is represented as the size of the
document |d,| or |ed,| for the same documents, respectively.

The attacker can construct an m’ x n’ binary matrix A’, representing the leaked documents and cor-
responding keywords. With A'[d,][w,] = 1 iff. keyword w, occurs in document d,. The dot product
of A’ is denoted as the symmetric n’ x n’ matrix M’, whose entry is the number of keywords that are
contained in both document d, and document d,. We give an example of the matrices with known

documents in Figure 5.1.

A dy de e dy M dy dy - dy
Wa o 1 - 0 d 2 6 - 0
Wy N1 0 -0 1 doy \3 0 --- 10

Figure 5.1: Example of matrices A’ and M’

After observing the server’s files and query tokens, the attacker can construct an m x n binary matrix
B, representing the encrypted files and related query tokens. Bled,][q,] = 1 iff. query g, retrieved
document ed,.. The dot product of B is denoted as the symmetric n x n matrix M, whose entry is the
number of query tokens that retrieve files ed, and ed, from the server. We give an example of the
matrices with observed encrypted documents in Figure 5.2.

The attacker also has access to the volume of each document. This volume is observed from the server
or the leaked files and is denoted as |d,|,, for document d, or server document ed,. The number of
keywords or tokens is represented as the size of the document |d..| or |ed,| for the same documents,
respectively.
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B ed; edy --- ed, M ed; edy --- ed,
q 0 1 cee 1 edy 4 3 cee 1
q2 0 0 e 1 eds 3 9 cen 2
qm 1 1 cee 0 ed,, 1 2 e 9

Figure 5.2: Example of matrices B and M

5.2.2. Procedure

The basis of the attack is to recursively find row and column mappings between the two created matri-
ces, A’ and B, where a row mapping represents the underlying keyword of a query sent to the server,
and a column mapping indicates the match between a server document identifier and a leaked plaintext
file. Note that each leaked document is still present on the server, meaning that n’ < n and there is a
matching column in B for each column in A’. Similarly to the rows, each known keyword corresponds
to a query, so m’ < m as we could know all the keywords, but we do not know for sure. In theory, there
is a correct row mapping for each row in A’ to a row in B. The goal of VAL-Attack is to find as much as
correct mappings as possible.

We divide the process of finding as many matches as possible into several steps. The first step is to
prepare the matrices for the rest of the process. The algorithm then maps columns based on unique
column-sum, as they used in the Count attack [[15], but instead of using it on keywords, we try to match
documents here. Another step is matching documents based on unique volume and the number of
keywords or tokens. As this combination can be a unique pattern, we can match many documents in
this step. The matrices M and M’ are used to match documents based on co-occurrence. Eventually,
we can pair keywords on unique occurrences in the matched documents when several documents are
matched. This technique is used in the Count attack [15], but we ’simulate’ our own 100% knowledge
here. With the matched keywords, we can find more documents, as these will give unique rows in
matrices A’ and B that can be matched. We will introduce these functions in detail in the following
sections.

5.2.2.1. Initialization

First, we initialize the algorithm by creating two empty dictionaries, to which we eventually add the
correct matches. We create one dictionary for documents and the other for the matched keywords, C
(for column) and R (for row). Next, as we want to find unique rows in the matrices A’ and B, we must
extend matrix A’. It could be possible that not all underlying keywords are known beforehand, in which
case n’ < n, and we have to extend matrix A’ to find equal columns. Therefore we create an m x n’
matrix A4, ,, that has the first m’ rows equal to matrix A’ and the following m — m’ rows of all Os. See

for an example. The set {w,,/ 11, ..., w, } represents the keywords that do not appear in the
leaked document set F’. For ease of use, we copy B t0 Byqp.

"

Al di dy e d
w1y 1 1 .. 1
wo o 1 ... 0

Wy 1 O 1

W1 |0 0 oo 0

W o o0 --- 0

7"
map

Figure 5.3: Example of matrix A
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5.2.2.2. Number of Keywords

Now that the number of rows in A;;wp and B,,,, are equal, we can find unique column sums to match
documents. This unique sum indicates that a document has a unique number of keywords and can
thus be matched based on this unique factor. Similar to the technique in the Count attack [15], we sum
the columns, here representing the keywords in A;;wp and By,qp. The unique columns in B,,,, can be

matched to columns in A, ., as they have to be unique in A,:,mp as well. If a column;-sum of B,,,,, is

map’
unique and column;,-sum of Amp exists, we can match documents ed; and d;. because they have the

same unique number of keywords.

5.2.2.3. Volume and Keyword Pattern

The next step is matching documents based on volume and keyword pattern. If a server document
ed; has a unique combination of volume |d,|,, and number of tokens |ed;| and a document d; has the
same combination, we can match document ed; to d;.

However, if multiple server documents have the same pattern, we must check for unique columns with
the already matched keywords between these files. Initially, we will have no matched keywords, but
we will rerun this step later in the process. shows a concrete example, and
describes our method.

Leaked files | --- da dg dg | «++ | dy Serverfiles | --- | edg | edy | edig | -+ | edy,
Volume @ @ @ . | 120 Volume . | 120 @ @ ﬂ 150
#keywords | -~ |\15/|\15/[\15/] ... | 18 #tokens | --- | 20 [\15/[\15/[\..) | 15

(a) Multiple documents with the same pattern of volume and number of keywords/tokens.

"

Acp da ds dg dy dg edg edig edis
Wa 1 1
W3 1 1
wWs 0 0
Wy 1 1

(b) With the already matched keywords, create unique columns to match documents. Here dg and eds can be matched, as well as dg and ed;s.

Figure 5.4: Document matching on volume and number of keywords. Given multiple candidates, match on a unique column
with the already matched keywords.

5.2.2.4. Co-occurrence

When having some matched documents, we can use the co-occurrence matrices M and M’ to find
other document matches. For an unmatched server document ed,, we can try an unmatched leaked
document d,. If M, ; and M’  are equal for each matched document pair (edy, dy/) and no other
document dy has the same results then we have a new document match between ed, and d,. The

algorithm for this step is shown in

5.2.2.5. Keyword Matching

We match keywords using the matched documents. To this end, we create matrices B. and AZ by
taking the columns of matched documents from matrices B and A,,,,,. Note that these columns will
be rearranged to the order of the matched documents, such that column B, ; is equal to column Agj,
for document match (ed;,d; ). Matrices B. and Ap are shaped m x t and m’ x t, respectively, for ¢
matched documents. We give the algorithm for this segment in and a simple example in
Figure 5.5.
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Algorithm 1 matchByVolume
Input: R, A"
1. ¢+ {}
2: patterns < {(v,, |ed,|) with volume v; and #tokens |ed,| of document ed;}
3: for p € patterns do

map (M X 1), Brap (M x n)

4: enc_docs < [ed; with pattern p]

5: if lenc_docs| == 1 then

6: ed; < enc_docs[0]

7: C'[ed;] < dj with pattern p

8: else if |R| > 0 then

9: docs « [d;+ with pattern p]

10: Bcr + enc_docs columns and R rows of B,
11: A¢.p + docs columns and R rows of A,
12: for column; € Bcg that is unique do
13: djr + dj with column; € A/,
14: C’[edj} — dj/

15: return C’

Algorithm 2 occurrence
Input: C, M (n xn), M (n/ xn),A” (mxn'),B (m xn)

1. S+ {1}

2. C'+ C

3: while S # () do

4: S0

5: for j’ € [n'] where d;; ¢ C' do

6: ¢, + column;.-sum of A” col

7 candidates < ed; for j € [n] where column;-sum of B == ¢/,
8: for ed; € candidates do

9: for (edk,dk/) € C' do
10: if M # M, ,, then

11: candidates «+— candidates \ ed;
12: if |candidates| == 1 then
13: S|[candidates|0]] «+ d;
14: C'+~C'us

15: return C’

Bc 6d3 6d2 edt Ac d1 d2 dt
a1 1 0 1 wy 1 0 1
q2 1 1 0 wa 1 1 0
qs 1 0 1 ws 0 0 1
gn \NO 1 - 0 wy \1 1 - 0

Figure 5.5: Example of matrices AZ and B,

A row in the matrices indicates in which documents a query or keyword appears. If a row; in B, is
unique, row; is also unique in By, similar to A, and A, Hence, for row; in B,, that is unique, and

map*

if there is an equal row; in A’c/, we can conclude that the underlying keyword of ¢; is w.

Nevertheless, if row; is not unique in B., we can still try to match the keyword to a query. A keyword
can occur more often in the unmatched documents than their query candidates; thus, they will not be
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Algorithm 3 matchKeywords
Input: C, A,

1. R+ {}
2: B. < C columns of B4
. A, « C columns of 4,

map (M X 1), Brap (M x n)

w

4: forrow; € B. do

5 if row; is unique in B, then

6: if row;; € A, == row, then

7 R[qi] — Wy

8: else > Match based on occurrence in (server) files
o: docs < [i' € A, where A_[i'] == row;]

10: e_docs «+ [j € B. where B.[j] == row;]

1: B, < sum of rows in B,,,,[e_docs], sort descending
12: A, < sum of rows in A, [docs], sort descending
13: if A.[1] < A.[0] > B.[1] then

14: i, < index of B,[0] € e_docs

15: J= < index of A,[0] € docs

16: Rlqi,] < wj,

17: return R

valid candidates. We create a list B,, with for each similar row; in B, the sum of row; in B; similar for
list A, with row; in A; and the sum of row; in A, .. Next, if the highest value of A}, which is A, ,
is higher than the second-highest value of A; and B,, referred to as ij and B,,,, respectively, we

can conclude that keyword w; corresponds to the highest value of B,, i.e. B,,, which means that w;

matches with ¢;. We put an example in Figure 5.6.

Sum Biap Sum 4,
q1 N w1 —
0 . wo 7
q3 - ws —
dm - Wi

Figure 5.6: Example of matching keywords in matched documents. Query g3 has a unique row and therefore matches with

"

keyword w;. Queries q1, g2 and keywords ws, w,,,, have the same row. However, keyword w,,,» occurs more often in Amap
than w2 and query g2 in Bimap. Therefore g1 matches with w,,,/.

5.2.2.6. Keyword Order in Documents

We aim to find more documents based on unique columns given the query and keyword mappings.
First, we create matrices B, and A;’ with the rows from the matched keywords in R. B, and A;’ are
submatrices of B,,,, and A;’,mp, respectively, with rearranged row order. B, and A, are shaped t x n
and ¢t x n’, respectively, for ¢ matched files. Note that we show an example in Figure 5.7.

If any column; of B, is unique and there exists an equal column;, in A, we know that ed; is a match
with dj/.

The next step is to set the rows of the matched keywords to 0 in B,,,, and A;;wp. Then, similar to
before, we use the technique from the Count attack [15]; we sum the updated columns in A;’mp and
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BT €d1 €d2 Cdn Ar d1 d2 dn’
as 1 1 0 w2 0 0 1
q2 0 0 0 w3 1 0 1

Figure 5.7: Example of matrices A'T’ and B,

Bir.qp and try to match the unique columns in B,,,, to columns in A;;wp. If a column;-sum of B, is
unique and an equal column;,-sum in A;;mp exists, we can match document ed; and d;.

The complete algorithm of our VAL-Attack is in [Algorithm 4.

5.2.3. Countermeasure Discussion
Many countermeasures have been proposed to mitigate leakage-abuse attacks [[15, 18, 28, 48, 58].
The main approaches are padding and obfuscation.

The IKK attack [28] and the Count attack [[15] discussed a padding countermeasure, where they pro-
posed a technique to add fake document identifiers to a query response. These false positives could
then later be removed by the user. This technique is also called Hiding the Access Pattern [33]. We
provided a small example in Figure 5.8. Obfuscation is a different technique, of which we provided an
example in Figure 5.10. The LEAP attack [40] crucially relies on the number of keywords per document,
and if the scheme adds fake query tokens to documents on the server, they will not be able to match
with their known documents. However, they also proposed a technique that describes a modified attack
that is better resistant to padding. This technique, also used in the Count attack [[15], uses a window
to match keywords. However, this will give false positives and thus reduce the performance of the
attack.

Before volume padding

Before padding Filegs <« | This text is an example and rep-
di | do | d3 resents a file with the purpose of
"Wavtgpe” <« | dy | d5 | ds describing volume padding.
dy | dg | do After volume padding
After padding Filegs <« | This text is an example and rep-
dy ds resents a file with the purpose
"Wavtgpe” <« | dy | d5 | ds of describing volume padding.
ds | dg

Figure 5.8: Example of padding the access pattern. Here we Figure 5.9: Example of padding the volume pattern. Here we
padded the query result to a multiple of 5, by adding 2 false padded the file, by adding "empty” characters, such that all files
positives. do have the same volume.
The Subgraphy, attack [6] depends on the volume of each document. Volume-hiding techniques from
Kamara et al. [29] reduce the attack’s performance, but it is unclear if they completely mitigate the
attack. shows an example of volume padding.

A padding technique that will make all documents of the same size, i.e. adding padding characters, will
reduce the uniqueness in matching based on the volume of a document. If the padding technique can
be extended such that false positives are added to the access pattern, we have no unique factor in
matching documents based on the number of keywords per file. Therefore, a combination of the two
may decrease the performance of the VAL-Attack.
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Before obfuscation

(]| d2 dg
"Wavtgpe” <« | dy | d5 | ds
dr | dg | dg
After obfuscation
dy | ds
"Wavtgpe” <« | dy | d5 | ds
dr | dg

Figure 5.10: Example of obfuscating the access pattern.
Here we ‘randomly’ added a false positive (dg) and false
negative (dp).

5.3. Pseudocode of the VAL-Attack
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Algorithm 4 VAL-Attack
Input: A’ (m/ xn'),B (m xn), M' (n' xn'),M (n xn)

1: C =R+ {} > Initialization
2. Bpap <+ B

3: A, < A where rows extended with 0’s (m x n’)

4: vectory = vectorg « [] > Match documents with unique #keywords
5: for j € [n] do

6: vectorp[j] <— sum of column B,,,4;,

7: for j/ € [n'] do

8: vector 4[j'] + sum of column A;mpj,

9: for vectorp, € vectorp that is unique do
10: if vectory , == vectorp, then

11: C’[edﬂ(— dj/
12: S + matchByVolume(R, A;;mp, Brap) > Match documents with unique volume
13: C«+CUS
14: S « occurrence(C, M, M, A, ... Bnap) > Match docs with co-occurrence
15: C+~CUS

’

16: S < matchByVolume(R, A;nap, Brap)
17: C+~CUS

18: while R or C is increasing do
19: Z < matchKeywords(C, A'mw Brap) > Match keywords in matched docs
20: R+~ RUZ

21: B, < Rrows of B4 > Match documents with unique keyword order
22: A « Rrows of A4,

23:  for column; € B, thatis unique do

24: if column;, € A, == column; then

25: O[ij] — dj/

26: S <+ matchByVolume(R, A;;mp, Brap)

27 C+Cus

28: MOW Biap, < 0ifg; € R > Match documents with unique #keywords
20 TOW Ay, , = Oifkj € R

30: for j € [n] where ed; ¢ C do

31: vectorp[j] <— sum of column B,,,;,

32: for j/ € [n/] where d; ¢ C do

33: vector [j] + sum of column A, ,

34: for vectorp, € vectorp that is unique and ed; ¢ C' do

35: if vector,, == vectorg, and d;; ¢ C then

36: Cled;] + dj

37. S« occurrence(C, M, M , A, ..., Bimap) > Match docs with co-occurrence

38: C+~Cus§
39: return R, C




Datasets

Running experiments is necessary to compare attacks with each other and show how effective an
attack is. Since SSE schemes store private data, such as e-mails, running experiments with potential
data is essential. The IKK attack [28] used the Enron dataset [57] and argued that a vital characteristic
of this dataset is that each document is an authentic e-mail sent by a person. One of the motivations
for searching over encrypted data is to store e-mails on a third-party server in an encrypted format and
search the e-mails from time to time. Therefore, it is appropriate to run experiments on a real e-mail
dataset like that of Enron.

The IKK attack used the Enron dataset, consisting of e-mails from the Enron corporation, which were
sent between 2000 and 2002. This dataset has already been extensively used in various studies, and
almost all subsequent attacks have used it to show their attack performance and compare it with existing
attacks. A second dataset proposed is from the Apache mailing list. As a third dataset, we used some
pages from Wikipedia; we did this to verify if our attack also works on other storage data.

6.1. Enron

In the Enron dataset, there are 150 folders of all different users. These users all have folders indicat-
ing what type of e-mail a particular document is. In most experiments, they use all e-mails from the
_sent_mail folder consisting of 30,109 e-mails. Therefore, we also used this folder in our experiment,
as we argue that over 30,000 files represent an excellent purpose for an attack on an SSE scheme,
provides an example of an e-mail of this dataset.

6.2. Lucene

The Count attack [15] introduced another dataset. They used a subset of the Apache mailing list
archives dataset [22], besides the Enron dataset, to run their experiments. This dataset is online avail-
able and can be downloaded to a large extent. We used the "java-user” mailing list from the Lucene
project for 2001-2011, with multiple e-mails per file, resulting in around 50,000 e-mails, pro-
vides an example of an e-mail of this dataset, please not the characteristic unsubscribe text at the
bottom of this e-mail and the extensive e-mail header.

6.3. Wikipedia

Wikipedia consists of a vast number of pages with all kinds of information, and they offer users free
copies of all of its content. We extracted plaintext documents from Wikipedia in April 2022 using a
simple wiki dumpﬁl and used the tool from David Shapiro [49] to extract plaintext data, resulting in
204,737 files like in Figure 6.3. The attack we created requires matrices of size n x n; therefore, we
limited the number of Wikipedia files to 50,000. This way, it is also more comparable to the previous
two datasets.

"https://dumps.wikimedia.org/simplewiki/20220401/simplewiki-20220401-pages-meta-current.xml .bz2
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Message-ID: <25851542.1075855686544.JavaMail.evans@thyme>
Date: Wed, 29 Nov 2000 08:22:00 -0800 (PST)

From: phillip.allen@enron.com

To: stagecoachmama@hotmail.com

Subject:

Mime-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

X-From: Phillip K Allen

X-To: stagecoachmama@hotmail.com

X-cc:

X-bcc:

X-Folder: \Phillip_Allen_Dec2000\Notes Folders\'sent mail
X-Origin: Allen-P

X-FileName: pallen.nsf

Lucy,

Here is a rentroll for this week. The one you sent for 11/24 looked good.

It seems like most people are paying on time. Did you rent an efficiency to
the elderly woman on a fixed income? Go ahead a use your judgement on the
rent prices for the vacant units. If you need to lower the rent by $10 or

$20 to get things full, go ahead.

I will be out of the office on Thursday. | will talk to you on Friday.

Phillip

Figure 6.1: Example of E-mail from the Enron Dataset [57]

6.4. Preparing the Dataset

We must extract keywords from the files to use e-mail datasets as input for an SSE scheme. Additionally
to using the dataset, the authors of the IKK attack also proposed a technique of using the e-mails as
their corpus and how they connected keywords to the files.

For the raw e-mail files, the first few lines contain only metadata about the e-mail. Since these lines are
not part of the original e-mail and will probably not be used to search, these lines are stripped from the
e-mail documents. Next, the content of the e-mails is cleared from stopwords (Figure 6.4)), and the rest
of the words are stemmed using a stemming algorithm. The most frequent keywords are used in each
experiment, and stemming is performed to find the root of each keyword and enhance the searching
process. An example of a stemmed e-mail can be seen in Figure 6.5.

These stemmed keywords are then connected to the document and used as search terms. These
words and the file are encrypted. A subset is leaked and copied in plaintext to the user’s auxiliary
data from these files. (A random subset of) these encrypted keywords and queries are used as the
observed queries, with which the server response is extracted as well. Then the attacks can start
matching queries to keywords and return their results.
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From MAILER-DAEMON Wed Jan 9 03:27:30 2002

Return-Path:
<lucene-user-return-678-gmlist-jakarta-archive-lucene-user=jakarta.apache.org@jakarta.apache.org>
Delivered-To: apmail-jakarta-lucene-user-archive@apache.org

Received: (gmail 33513 invoked from network); 9 Jan 2002 03:27:30 -0000
Received: from unknown (HELO nagoya.betaversion.org) (192.18.49.131)
by daedalus.apache.org with SMTP; 9 Jan 2002 03:27:30 -0000

Received: (gmail 6413 invoked by uid 97); 9 Jan 2002 03:27:30 -0000
Delivered-To: gmlist-jakarta-archive-lucene-user@jakarta.apache.org
Received: (gmail 6397 invoked by uid 97); 9 Jan 2002 03:27:29 -0000
Mailing-List: contact lucene-user-help@jakarta.apache.org; run by ezmim
Precedence: bulk

List-Unsubscribe: <mailto:lucene-user-unsubscribe@)jakarta.apache.org>
List-Subscribe: <mailto:lucene-user-subscribe@jakarta.apache.org>
List-Help: <mailto:lucene-user-help@jakarta.apache.org>

List-Post: <mailto:lucene-user@jakarta.apache.org>

List-1d: "Lucene Users List” <lucene-user.jakarta.apache.org>

Reply-To: "Lucene Users List” <lucene-user@jakarta.apache.org>
Delivered-To: mailing list lucene-user@jakarta.apache.org

Received: (gmail 6386 invoked from network); 9 Jan 2002 03:27:29 -0000
From: carlson@bookandhammer.com

Errors-To: <carlson@bookandhammer.com>

Date: Tue, 8 Jan 2002 19:27:28 -0800

Subject: Lucene FAQ down

Content-Type: text/plain; charset=US-ASCII; format=flowed

Mime-Version: 1.0 (Apple Message framework v480)

To: "Lucene Users List” <lucene-user@jakarta.apache.org>
Content-Transfer-Encoding: 7bit

In-Reply-To: <20020109024656.50878.qmail@web12702.mail.yahoo.com>
Message-ld: <CE99F46D-04B0-11D6-BB1A-0050E4C0B243@bookandhammer.com>
X-Mailer: Apple Mail (2.480)

X-Spam-Rating: daedalus.apache.org 1.6.2 0/1000/N

X-Spam-Rating: daedalus.apache.org 1.6.2 0/1000/N

It looks like the lucene FAQ cgi is down at www.lucene.com

| clicked a blank submit and it went for a few minutes.

—Peter

To unsubscribe, e-mail: <mailto:lucene-user-unsubscribe@jakarta.apache.org>
For additional commands, e-mail: <mailto:lucene-user-help@jakarta.apache.org>

Figure 6.2: Example of E-mail from the Lucene Dataset [22]
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{

”id”: ”100014”,

"text”: "Flanimals is a children’s and adults’ book written by comedian Ricky Gervais.
The book was illustrated by Rob Steen. It has 35 different characters described as species
of animal which form an imaginary world.

== Other websites ==

* Official site

* Pictures from the book in the BBC website

* Flanimals on Ricky Gervais’s site

* Flanimals on Rob Steen'’s site

* Faber and Faber - UK publisher of all the 'Flanimals’ books

* Flanimals on MySpace Category:2004 books Category:Children’s books”,

"title”: "Flanimals”

}
Figure 6.3: Example of data file from the Wikipedia Dataset [49]

i me my myself we our ours ourselves you
your yours yourself yourselves he him his himself she
her hers herself it its itself  they them their
theirs  themselves what which who  whom this that these
those am is are was were be been being
have has had having do does did doing a
an the and but if or because as until
while of at by for with about against between
into through during before after above below to from
up down in out on off over under again
further then once here there when where why how
all any both each few more  most other some
such no nor not only own same SO than
too very S t can will just don should
now

Figure 6.4: NLTK English Stopwords

The attached contract is ready for signature.
Please print 2 documents and have Atmos ex-
ecute both and return same to my attention.
| will return an original for their records after
ENA has signed. Or if you prefer, please pro-
vide me with the name / phone # / address of
your customer and | will Fed X the Agreement.

attach contract signatur pleas print 2 docu-
ment have execut both same will origin ena
sign prefer provid name custom agreement

Figure 6.5: An example of a plaintext e-mail from the Enron dataset on top and the 20 most frequent stemmed keywords on
the bottom.



Experiments

We set up the experiments to run the proposed attack to evaluate the performance. Furthermore,
we compare the file and query recovery of the VAL-Attack with the results from the LEAP [40] and
Subgraphy, attack [6]. We notice that the LEAP attack is not resistant to the test countermeasures.
Blackstone et al. [6] argue for their Subgraphy, attack that it is not clear whether volume-hiding con-
structions may mitigate the attack altogether. From this perspective, we discuss the performance of
VAL-Attack against countermeasures in Section 7.3. It would be an interesting problem to test the
countermeasures on the LEAP and Subgraphy,_ attacks, but that is orthogonal to the focus of this
work.

We use Python 3.9 to implement our experiments and run them on different machines with different
computing power to increase running speed.

7.1. Setup

We used the Enron dataset [57]] to run our comparison experiments. We leveraged the _sent_mail folder
from each of the 150 users from this dataset, resulting in 30,109 e-mails from the Enron corporation.
The second dataset we used is the Lucene mailing list [22]; we specifically chose the "java-user” mailing
list from the Lucene project for 2002-2011. This dataset contains 50,667 documents. Finally, we did the
tests on a collection of Wikipedia articles. We extracted plaintext documents from Wikipedia in April
2022 using a simple wiki dumpﬂ] and used the tool from David Shapiro [49] to extract plaintext data,
resulting in 204,737 files. The proposed attack requires matrices of size n x n; therefore, we limited
the number of Wikipedia files to 50,000. We used Python 3.9 to implement the experiments and run
them on machines with different computing powers to improve running speed.

To properly leverage those data from the datasets for the experiments, we first extracted the informa-
tion of the Enron and Lucene e-mail content. The title’s keywords, the recipients’ names, or other
information in the e-mail header were not used for queries. NLTK corpus [§] in Python is used to get
a list of English vocabulary and stopwords. We removed the stopwords with that tool and stemmed
the remaining words using Porter Stemmer [44]. We further selected the most frequent keywords to
build the keyword set for each document. For each dataset, we extracted 5,000 words as the keyword
set W. Within the Lucene e-mails, we removed the unsubscribe signature because it appears in every
e-mail.

The server files (n) and keywords (m) are all files from the dataset and 5,000 keywords, respectively.
The leakage percentage determines the number of files (m’) known to the user. The attacker only
knows the keywords (n') leaked with these known documents. The server files and queries construct
a matrix B of size m x n; while the matrix A’ of size m’ x n’ is constructed with the leaked files. We
took the dot product for both matrices and created the matrices M and M’, respectively.

"https://dumps.wikimedia.org/simplewiki/20220401/simplewiki-20220401-pages-meta-current.xml.bz2
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Note that the source code to simulate the attack and obtain our results is available here: https://
github.com/Stevenl98/VAL-Attack.

Because our attack does not create false positives, the accuracy of the retrieved files and keywords is
always 100%. Therefore, we calculated the percentage of files and keywords retrieved from the total
leaked files and keywords. Each experiment is run 20 times to calculate an average over the simula-
tions. We chosen 0.1%, 0.5%, 1%, 5%, 10%, 30% as leakage percentages. The lower percentages
are chosen to compare with the results from the LEAP attack [40], and the maximum of 30% is chosen
because of the stagnation in query recovery.

7.2. Results

The results tested with the different datasets are given in Figures 7.1 and [7.14, which show the number
and percentage of files and keywords recovered by our attack. The solid line is the average recovery
in those plots, and the shades are the error rate over the 20 runs.

We can see that the VAL-Attack recovers almost 98% of the known files and above 93% of the keywords
available to the attacker once the leakage percentage reaches 5%. These percentages are based on
the leaked documents. When 10% of the Enron database is leaked, which is 3,010 files with 4,962
keywords, we can match 2,950 files and 4,909 queries, corresponding to 98% and 99%, respectively.
The Lucene dataset is more extensive than Enron, and therefore we have more files available for each
leakage percentage. One may see that we can recover around 99% of the leaked files and a rising
number of queries, starting from 40% of the available keyword set. The Wikipedia dataset does not
consist of e-mails but rather lengthy article texts. We reveal fewer files than the e-mail datasets, but we
recover just below 90% of the leaked files, and from 1% leakage, we recover more available keywords
than the other datasets. This difference is probably because of the number of keywords per file since
the most frequent keywords are chosen.

With the technique we proposed, one can match leaked documents to server documents for almost all
leaked documents. Next, the algorithm will compute the underlying keywords to the queries. Itis up to
the attacker to allow false positives and improve the number of (possible) correctly matched keywords,
but we decided not to include it.

On the left side of the figure showing the results of the recovered files, i.e. Figure 7.1a.|, we see
that we revealed the most files for the Lucene dataset, and the Wikipedia dataset comes second. On
the right side of the figure, i.e. Figure 7.1a.il, we see that the blue line, the result line for the Enron
dataset, has moved above the Wikipedia dataset. This transition is because there are more files in the
Wikipedia dataset compared to the Enron dataset. Regardless, percentage-wise, we recovered more
of the available files in the Enron dataset. For example, for 5% leakage in the Enron dataset there are
1,505 plaintext files available to the attacker, of which we recovered around 1,479, resulting in 98%
recovery. While with the same leakage percentage and the Wikipedia dataset, the attacker has access
to 2,500 files, of which he recovered around 2,236, equal to 89% files of the available files recovered.
So, while we recover more files in the Wikipedia dataset, we leave more files unmatched, resulting in
a lower recovery percentage. These results also explain the increasing line in and the
stagnated line in Figure 7.1a.ii.

7.2.1. Comparison

We compare the performance of VAL-Attack to two attacks with the Enron dataset. One is the LEAP
attack [40] (which is our cornerstone), while the other is the Subgraphy,_ attack [6] (as they use the
volume pattern as leakage). We divide the comparison into two parts: the first is for recovering files,
and the second is for queries recovery.

As shown in Figure 7.2, we recover more files than the LEAP attack, and the gap in files recovered
expands as the leakage percentage increases, see Figure 7.2a.i. The difference in the percentage
of files recovered is stable, as VAL-Attack recovers about eight percentage points more files than the

LEAP attack, see Figure 7.2a.ii.

The comparison outcome for recovered queries can be seen in Figure 7.2H. We can see that the re-
covered queries do not show a significant difference with the LEAP attack as that attack performs out-
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Figure 7.1: Results for VAL-Attack, with the actual number and the percentage of recovered files and queries for different
leakage percentages.

standingly in query recovery. The most significant difference is around 5% leakage, where VAL-Attack
retrieves around 100 queries more than the LEAP attack, which could influence a real-world application.
Compared to the Subgraphy, , we see in that the combination of the access pattern and
the volume pattern is a considerable improvement; we reveal about 60 percentage points more of the
available queries.

With more leakage percentage, our attack and the LEAP attack recover more files, according to Fig]
Lre 7.2a.. This incremental recovery is related to the leakage percentage; the number of available
files also rises if the leakage grows. On the right side, in Figure 7.2a.ii, these lines are almost straight,
indicating that we recover a fixed percentage of the available files per varying leakage percentage. This
stationary percentage line shows that we recover more files as the leakage increases because of the
rising leakage percentage.

7.3. Performance under Countermeasures

As discussed in Section 5.2.3, there are several options for countermeasures against attacks on SE
schemes. Moreover, since our attack exploits both the access and volume pattern, countermea-
sures must mitigate both leakage patterns. The former can be mitigated by padding the server result,
while the latter may be handled using volume-hiding techniques. However, these approaches may
come with impractical side effects. Padding the server response requires more work on the client-side
to filter out the false positives. This padding can cause storage and reading problems because the
user has to wait for the program to filter out the correct results. The volume-hiding technique [29] may
easily yield significant storage overhead and could therefore not be practical in reality. Luckily, Patel
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Figure 7.2: Comparison of VAL-Attack

et al. [43] illustrated how to reduce this side effect whilst mitigating the attack.

It is possible to mitigate our attack theoretically by using a combination of padding and volume hid-
ing techniques. We tested the VAL-Attack’s performance with padding, volume hiding and further a
combination, but we did not examine by obfuscation due to hardware limitations.

We padded the server data using the technique described by Cash et al. [15]. Each query returned
a multiplication of 500 server files, so if the original query returned 600 files, the server now returned
1,000. Padding is done by adding documents to the server response that do not contain the underlying
keyword. These documents can later be filtered by the client but will obscure the client’s observation;
shows a small example of how padding the access pattern works. We took the naive
approach from Kamara et al. [29] for volume hiding, where we padded each document to the same
volume, see Figure 5.9. By adding empty bytes to a document, it will grow in size, and all files will
eventually have the same size that can not be distinguished from the actual size if done correctly.

We ran the countermeasure experiments on the Enron and the Lucene dataset. We did not perform
the test on the Wikipedia dataset, but we can predict that the countermeasures may affect the attack
performance. We predict that a single countermeasure will not entirely reduce the attack effectiveness,
but a combination may do.

Because of the exploitation of the two leakage patterns, we see in that our attack can still
recover files and underlying keywords against only a single countermeasure. Under a combination of
padding and volume hiding, our attack cannot reveal any leaked file or keyword.

Remarkably, the blue line, i.e. the performance of VAL-Attack under padding, rises at some point in
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terms file recovery percentage. We see in Figure 7.3a.i, that the number of files keeps increasing as
the leakage percentage rises. For 5% leakage, we recover more files in percentage terms compared to
1% leakage. For a higher leakage percentage, i.e. 10% leakage, we recover only 60% of the available

files in Figure 7.3a.ii; we also see a slightly less steep incremental line on the left.

In Figure 7.3b.i, we see that the padding countermeasure is effective for recovering queries. For a
low leakage percentage, we see that the attack recovers more of the available queries compared to
a higher leakage percentage, and 0 keywords are matched from 5% leakage. This recovery result is
possible because there are fewer queries with "fake responses”, such that we can not match them to a
leaked keyword. In Figure 7.3b.il, we see similar growth and decrease in query recovery around 0.5%
leakage, indicating that the padding countermeasure is functional. Volume hiding is not that effective,
but the countermeasure effect is noticeable compared to Figure 7.18.
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Figure 7.3: Performance of VAL-Attack with countermeasures in the Enron dataset

The plots showing the results for the VAL-Attack under countermeasures on the Lucene dataset show
something remarkable: The orange line, i.e. the results with volume hiding, is very widespread, indicat-
ing that the attack did not have a fixed result but rather varies considerably. The growth and decrease
in around 0.5% and 1% leakage correspond to the significant error rate. The attack re-
veals, on average, around 30% of the leaked files but can, in specific circumstances, reveal between
80% and 0% of the available files.

The performance under the padding countermeasure is also remarkable. It rises for 5% leakage in
percentage terms of recovered files but decreases afterwards, as shown in Figure 7.4a.i|. We also see
that the error rate increases when the leakage percentage reaches 10%. For the recovered queries,
we see a slight increase of around 0.5% leakage in the actual number of recovered queries but a
decrease in the percentage of available queries, indicating that we recover more queries compared
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to the previous leakage percentage. However, fewer of the available keywords are matched, see

Figure 7.4D.il.
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Figure 7.4: Performance of VAL-Attack with countermeasures in the Lucene dataset

7.4. Discussion on Experiments

We purposely chose specific parameters in our experiments and only compared our attack with two
popular attacks [g, 40]. In this section, we want to support our choices and discuss the additional
options.

7.4.1. Parameters

We used 5,000 high selectivity keywords, i.e. keywords that occur the most in the dataset. This num-
ber is chosen because a practical SE application will probably not have just a few search terms in a
real-world scenario. Other attacks [6, 15, 28] have experimented with only 150 query tokens and 500
keywords, and we argue that this may not be realistic. Our attack can recover almost all underlying key-
words for an experiment with 500 keywords because the number of files is equal, but a slight variation
in keyword occurrence?.

We cut the number of Wikipedia files to 50,000. We did this to better present the comparison with
the Enron and Lucene datasets. The attack may also take longer to run when all Wikipedia files are
considered. The results will also differ as the number of files leaked increases similarly. The percentage
of files recovered will probably be the same because of keyword distribution among the files.

If we ran the experiments with a higher leakage percentage, the attack would eventually recover more

2Tested, but results not provided
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files, as more are available, but we would not recover more keywords. As with 30% leakage, we see
that we have recovered all 5,000 keywords.

Our attack performs without false positives, we did so because they would not improve the performance,
and an attacker cannot better understand the data if he cannot rely on it. If we allowed the attack to
return false positives, we would have 5,000 matches for underlying keywords, of which not all are
correct. The attack performance will not change since we will only measure the correct matches, which
we already did.

7.4.2. Attack Comparison

only compared our attack with the LEAP attack rather than the Subgraphy, attack. We did
so because the latter does not reveal encrypted files and thus cannot be compared. If we choose to
compare the attack to ours, we would have to rebuild their attack using their strategy, which is out of
the scope of this work.

We used the Enron dataset to compare the VAL-Attack to the LEAP and the Subgraphy, . Their work
[6, 40] used the Enron dataset to show their performance. If we used the Lucene or Wikipedia dataset
instead to present the comparison, we would have no foundation in the literature to support our claim.
A comparison of all the datasets would still show that our attack surpasses the attacks since, in theory,
we exploit more.

We discussed other attacks, like the IKK and the Count attack, but we did not compare their performance
with ours. While these attacks exploit the same leakage, we could still consider them. However, since
LEAP is considered the most state-of-the-art attack and has already been compared with the other
attacks in [40], we thus only have to compare the LEAP attack here. Accordingly, a comparison with
all attacks would not affect the results and conclusion of this paper.



Discussion & Conclusion

This study has shown research in different leakage patterns and leakage pattern abusing attacks on
SSE schemes. With the knowledge about previous attacks, we created an attack that extended previ-
ously proposed techniques and combined leakage patterns.

8.1. Discussion

During our research, we agreed upon several assumptions. One of them is having access to leaked doc-
uments and observing the whole keyword set before an active attack; another is the absence of coun-
termeasures in the SSE scheme. We will discuss these assumptions in the following sections.

8.1.1. Leaked Plaintext Data

During the experiment of the research attacks, they assumed to have access to several leaked plaintext
documents or underlying keywords from query tokens. We argue that this is a valid argument for the
experiment and should be used to show the performance. However, an adversary that does not have
access to any leaked documents will not be able to reveal the underlying keyword to a query. The only
possible thing he can do is by retrieving the master key K such that he can decrypt the encrypted data.
However, obtaining the master key is not within the scope of this research.

An adversary with access to the encrypted data, such as the cloud service provider, as described in
Section 2.3.1.1, could have access to plaintext documents because of moving the original data to the
encrypted storage server. We agree upon using the leaked plaintext data to show the attack and its
performance in the experiments.

8.1.2. Countermeasures

Nowadays, many systems have countermeasures to prevent leakage or reduce the attack possibili-
ties on SSE schemes. These countermeasures are disregarded in the proposed attack experiments.
Several authors propose countermeasures against their attack, and others use previously proposed
countermeasures in their experiments. However, the main vision is to run the attack without counter-
measures.

We agree that this shows the effectiveness and importance of countermeasures. Therefore, implement-
ing new data storage servers that use SSE schemes with countermeasures is essential.

An argument in favour of running a proposed attack against countermeasures is mitigation. A new
attack might not be mitigated with the current countermeasures. Our attack is mitigated using multiple
countermeasures, while other attacks are mitigated using only a single countermeasure. Therefore, it
is still essential to test against current countermeasures.
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8.2. Conclusion

This study aimed to explore the current attacks on SSE schemes and eventually create an attack that
improves the current state-of-the-art. We first researched the background of SE schemes, how they
work, and their purpose. Next, we explored the access pattern, the search pattern and the volume
pattern. After this background research, we examined different existing attacks, how they work, and
their target. Eventually, we created an extensive overview of these attacks and were able to create a
new attack. The sub-questions as defined in are answered below.

What is the main difference in existing attacks on SSE schemes, and what do they abuse?

The main difference in existing attacks is the leakage pattern they abuse, their techniques to match
documents, and their exploited information. We created an extensive overview that compares all the
researched attacks, and we concluded that abusing the access pattern is heavily exploited based on
this comparison. Other differences are whether an attack outputs false positives and what kind of input
data they use.

How can we improve the state-of-the-art attacks by exploiting a new branch of leakage or match-
ing technique?

We researched different attacks that abuse different leakage patterns, have different matching tech-
niques, exploit different information and perform differently. We created an extensive comparison and
concluded that the volume pattern was not exploited to the full extent.

We proposed an attack that consists of a combination of prior techniques to match keywords and files.
The attack improves the matching technique from the LEAP attack, and it benefits from leakage from
the access pattern and the volume pattern, a combination that has not been used before.

We showed that our attack has excellent performance, and we compared it to the LEAP attack and
the subgraphy,_ attack. The number of matched files is with more remarkable improvement than the
number of queries recovered compared to the LEAP attack. Nevertheless, since the technique uses
both the document size and the response per query, it requires more countermeasures, making it a
strong attack.

The attack recovers around 98% of the leaked documents and above 90% for query recovery for very
low leakage.

Therefore we can answer our main research question:

How could we match queries and documents in a passive attack by researching different attacks and
improve the current state-of-the-art attack to capture a high recovery rate against popular defences?

We performed an extensive literature study on the current attacks on SSE schemes. With the knowl-
edge from the attacks we have created a new attack, the VAL-Attack, it combines multiple leakage
patterns, i.e. the access pattern and the volume pattern. Our attack also improves the current
state-of-the-art LEAP attack [40] by expanding their keyword to query matching functionality in our
attack.

Therefore, we can match queries and documents in a passive attack that abuses multiple leakage
patterns while considering the SSE scheme regulations.

8.3. Future Work

We discovered that there are still some ideas or techniques that can be exploited further to improve
attacks on SSE schemes.

8.3.1. Keyword Matches

Our attack results are promising; we match almost all leaked documents to server documents. Then we
match keywords to queries based on unique occurrence patterns in our matched documents. However,
the percentage of keywords matched is only 100% after 10% server leakage due to not enough unique
occurrences. Possible future work is matching keywords with all leaked documents matched while the
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leakage percentage is below 10%, such the results for the VAL-Attack can be improved even further.
Such a technique can consist of a combination of existing techniques or any other matching procedure
that we have not considered.

8.3.2. Combining Passive with Active Attacks

Our proposed attack recovers more than 90% of the available keywords with no false positives. Based
on our attack, other attack combinations are still possible. If it is possible to upload files into the SSE
scheme, we can recover all keywords by an injection attack. The recovered keyword matches reduce
the available keyword set for a possible combination with a passive attack. This way, a combination of
a leakage abusing passive attack with a file injecting active attack can exist and recover all the query
matches with an enlarging reducing number of file injections.

8.3.3. Combining other Leakage Patterns

In our work, we created an attack that exploits the access pattern and the volume pattern. How-
ever, the search pattern is leaked simultaneously. A possible new attack could exploit all of these
three patterns or any other combination than ours. The difficulty in extending an attack by exploiting
the search pattern is the reality of the experiments. The attacks that exploit this pattern, from Liu
et al. [36] and Oya et al. [42], create fake data by adding noise to actual search frequencies from
Google Trends. Nevertheless, this leakage is still considered adequate and can be further exploited by
combining existing attacks or creating a completely new one.

8.3.4. Range Queries

Our attack works on SSE schemes that support single query search only, and we did not do any exten-
sive research for SSE schemes that support range queries or other search strategies. The research
of the leakage patterns in range query supporting search schemes is a different topic and therefore
considered for future work. Nevertheless, range query SSE schemes have leakage and can still be
attacked. Therefore, it is essential to have countermeasures for these SSE schemes.

8.3.5. Conjunctive Queries

Besides single query searches, SSE schemes also exist that support conjunctive search queries [37,
47]. These schemes support combinations of queries. A user can search for documents containing
multiple keywords, while in single keyword search schemes, a user can only search for one query.
However, these schemes also have leakage [63] and therefore are vulnerable to attacks. We did not
research attacks on these SSE schemes, but Zhang et al. [61] and Wang et al. [53] propose an
injection attack on conjunctive search schemes. We leave it for future work to create a passive attack
with leakage of the access and volume pattern on an SSE scheme that supports conjunctive search
queries.
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Notations

Parameter | Description

n € N, usually defines the maximum amount of files in the scheme

n' € N, defines the maximum amount of leaked files in the scheme

m € N, usually defines the maximum amount of keywords in the scheme

m/ € N, defines the maximum amount of leaked keywords in the scheme

d; Single plaintext document

ed; Single encrypted server document

K Master (encryption) key

w Single keyword

q Single query token

g Plaintext document set, F' = {d1, ..., d,,}

F’ Leaked document set, F' = {dy, ..., d/ }

E/EDB Server document set, £ = {edy, ...,ed, }

%% Keyword universe, W = {wy, ..., wp, }

w’ Known keywords, W' = {wy, ..., w }

Q Query Setv Q: {Q17-~'an}

KeyGen Master key K generation algorithm in SSE schemes

ENC Encryption algorithm in SSE schemes

QueryGen Query generation algorithm in SSE schemes

Search Search algorithm in SSE schemes

AddToken Algorithm in dynamic SSE schemes to create an insertion token

DelToken Algorithm in dynamic SSE schemes to create a deletion token

Add Add file algorithm in dynamic SSE schemes

Del Delete file algorithm in dynamic SSE schemes

ta Insertion token

tq Deletion token

flg) Function in L1, that outputs the document identifiers to the corresponding query ¢

AP Access Pattern function (Definition 3)

D(w;) Row binary vector with i-th entry 1 if the underlying data of D, contains the underlying
keyword of the query w;, 0 otherwise

SpP Search Pattern function (Definition 4))

H Binary matrix storing if a query is sent multiple times

Vol Volume Pattern function (Definition §

|d;] Number of keywords in document d;

|d;|w Volume of document d; in bytes

A m’ x n’ matrix of leaked documents

B m x n matrix of server documents

Table A.1: All notations used in this document
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Parameter | Description

Arap Extended m x n’ matrix of leaked documents

Brap m x n matrix of server documents (B)

M n’ x n’ co-occurrence matrix of F’

M n X m co-occurrence matrix of £

C Set of matched documents

R Set of matched queries

Al Matrix A,,,, with only the columns of C

B, Matrix B with only the columns of C

A, Column j of matrix A,

Bc/. Column j of matrix B,

Al List of similar rows in A’

B, List of similar rows in B,

Al Matrix A,,,, with only the rows of R

B, Matrix B with only the rows of R

Abn Matrix A,,,, with only the rows of R and columns from documents with equal volume
and number of keywords

Ber Matrix B with only the rows of R and columns from documents with equal volume and

number of keywords

Table A.1: All notations used in this document



Abbreviations

Access Pattern Reveals the identifiers of the documents matching a query. [I-8, -8, (15, fi6, 19, BJ,

B2, b3, B1, B2, &a, &1 &6, A7

Cloud service provider A cloud service provider (CSP) is a third-party server that offers a cloud-
based platform. Users can upload and query data on this platform. fi, §5

GDPR General Data Protection Regulation. Regulation in EU law on data protection and privacy in
the European Union. fi

SE Searchable Encryption. i, i, B, B3, &6
Search Pattern Reveals the frequency a query is sent to the server. fil, B, @, 6, 0, [i6, 46, &7
SSE Searchable Symmetric Encryption. i, f, B, B, 8, fid, 2, {4, 6, RO, 2, B3, B4, BY, #5-47, 52

VAL-Attack Volume and Access pattern Leakage abuse Attack. fi, fll, B, B2, 25-27, B1, B3, B8-44, 486,
A7

Volume Pattern Reveals the volume of a document matching a query. -3, [, 8, fi0, 14, d, p2-24,
p6, B1, B9, &0, #4, 7
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Auxiliary Data

Document

Knowledge

Query
Knowedge

Documents

Access Pattern

IKK12 (Islam et

)

CGPR15 (Cash et al.)

Shadow Nemesis16 (Pouliot et al.)

Subgraph20 (Blackstone et al.)

Score21 (Damie et al.)

+ Full Document Knowledge
I Query Knowledge

« Partial Document Knowledge

+ Partial Query Knowledge
+ Partial Document Knowledge
+ Similar Document Knowledge

+ Partial Document Knowledge

- Pa
- Si

I Query Knowledge
lar Documents

« Partial Document Knowledge

Match observed queries to
known keywords, based on
mapping in background matrix

Match queries based on total
occurrence in known and
observed files

Match queries based on occurrence
in co occurrence matrix

Match keywords and queries based
on id of documents

Match queries based on
occurrence in similar
documents. Considerable
imilarity in similar documents

Match based on
number of keywords; Match
queries/keywords based on
occurence in matched
documents

Powerset17 (Yamajako et al.)

DIA17 (Wang et al.)

DMA18 (Wang et al.

Fledged19 (Ning et al.)

+ Partial Document Knowledge

« Partial Document Knowledge

« Partial Document Knowledge

Matches based

« Partial Document Knowledge

EHSA22

VAL22

+ Query co-occurrence matrix
+ Keyword co-occurrence
matrix
+ Match via probability of
in

+ Query co-occurrence matrix
+ Keyword co-occurrence
matrix
Match via equal

length

+ Query co-occurrence matrix

+ Keyword co-occurrence matrix

+ Match via permutation checks
(Weighted Graph Matching)

+ Response identifier
+ Matches via equal identifier

« Query co-occurrence matrix

« Keyword co-occurrence
matrix

« Match via distance

le co-occurrence matrix

+ Match via unique/equal
occurrence and response
length

+ Partial Document Knowledge
+ Similar Documents

«+ Partial Document Knowledge

Match based on
number of keywords. Then for
each candidate check with the
previous candidates if it s
suitable match

Match queries, but also files,

on keyword length and the
ion of of

based on total
known and observed files

known/encrypted files. Then
matches keyword within these
files.

Matches documents based on
number of keywords and
tokens

Attacks

Search Pattern

Search14 (Liu et al.)

Hiding21 (Oya et al.)

+ Query Search Pattern
+ Full Keyword Knowledge

+ Query Search Pattern
+ Full Keyword Knowledge

Match observed query search
pattern with search pattern
data from Google Trends

Match observed query search
pattern with search pattern
data from Google Trends

+ Query frequency
+ Match via lowest distance

+ Query frequency
+ Match via lowest distance

Inject Files

v

ZKP16 (Zhang et al.)

SetTheory20 (G. Wang et al.

+ Partial Document Knowledge
+ Full Keyword Knowledge

+ Full keyword knowledge

Inject files with the keywords
known to retrieve observed
queries

Inject files with the keywords by
constructing a uniform (k.n)-set

« Inject files based on binary
partition principle
+ Match via injected files

+ Inject files based on binomial
coefficient
+ Match via injected files

Volume Pattern

v

Subgraph20 (Blackstone et al.)

+ Partial Document Knowledge

Match keywords and queries based
on volume of documents

« Encrypted file volume
« Matches via equal volume

Match documents based on
volume pattern. Then Match
queries based on access
patter and similar frequency

Match documents based on
number of keywords and
volume pattern; Match

[ based on

+ Match via number of
keywords

+ Query co-occurrence matrix

« Keyword co-occurrence
matrix

« Match via equal

length

« Query co-occurrence matrix
« Keyword co-occurrence
matrix

« Match via equal count and
c

« Match via number of
keywords

occurence in matched
documents

+ Query co-occurrence matrix

+ Keyword co-occurrence matrix

+ Match via distance/occurrence
in files

« False Positives

le co-occurrence matrix

+ Match via unique/equal
occurrence and response
length/volume patiern

+ No False Positives




Earlier Improvement ldea Results
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Figure D.1: Possible improvement for the Score attack, with a combination of injecting files afterwards. The results are the
maximum of their Clustering strategy, described in [20, Appendix C]
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Explore More, Reveal More - VAL
Volume and Access Pattern
Leakage-abuse Attack with Leaked
Documents

We created a paper describing our research, attack, and results. We uploaded this paper to the 27th
European Symposium on Research in Computer Security (ESORICS) 2022 conference.
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Explore More, Reveal More - VAL: Volume and
Access Pattern Leakage-abuse Attack with
Leaked Documents

Abstract. Searchable Encryption schemes provide secure search over
encrypted databases while allowing admitted information leakages. Gen-
erally, the leakages can be categorized into access and volume pattern.
In most existing SE schemes, these leakages are caused by practical de-
signs but are considered an acceptable price to achieve high search ef-
ficiency. Recent attacks have shown that such leakages could be easily
exploited to retrieve the underlying keywords for search queries. Under
the umbrella of attacking SE, we design a new Volume and Access Pat-
tern Leakage-Abuse Attack (VAL-Attack) that improves the matching
technique of LEAP (CCS ’21) and exploits both the access and volume
patterns. Our proposed attack only leverages leaked documents and the
keywords present in those documents as auxiliary knowledge and can
effectively retrieve document and keyword matches from leaked data.
Furthermore, the recovery performs without false positives. We further
compare VAL-Attack with two recent well-defined attacks on several real-
world datasets to highlight the effectiveness of our attack and present the
performance under popular countermeasures.

Keywords: Searchable Encryption - Access pattern - Volume pattern -
Leakage - Attack

1 Introduction

In practice, to protect data security and user privacy (e.g., under GDPR), data
owners may choose to encrypt their data before outsourcing to a third-party
cloud service provider. Encrypting the data enhances privacy and gives the own-
ers the feeling that their data is stored safely. However, this encryption relatively
restricts the searching ability. Song et al. [34] proposed a Searchable Encryption
(SE) scheme to preserve the search functionality over outsourced and encrypted
data. In the scheme, the keywords of files are encrypted, and when a client wants
to query a keyword, it encrypts the keyword as a token and sends it to the server.
The server then searches the files with the token corresponding to the query, and
afterwards, it returns the matching files. Since the seminal SE scheme, many re-
search works have been presented in the literature, with symmetrical [7, 9, 10, 13]
and asymmetrical encryption [1, 5, 37, 39]. Nowadays, SE schemes have been de-
ployed in many real-world applications such as ShadowCrypt [17] and Mimesis
Aegis [23].

Leakage. In an SE scheme, an operational interaction is usually defined as a
client sending a query to the server and the server responding to the query with



the matching files. Nevertheless, this interaction could be eavesdropped on by an
attacker. The messages could be intercepted because they are sent over an un-
protected channel, or the attacker is the cloud service provider itself, who stores
and accesses all the search requests and responses. The attacker may choose to
match the query with a keyword such that he can comprehend what informa-
tion is present on the server. The query and response here are what we may
call leakage. In this work, we consider two main types of leakage patterns: the
access pattern, the response from the server to a query, and the search pat-
tern, which is the frequency a query is sent to the server. Besides these types,
we also consider the volume pattern as leakage. This pattern is seen as the size
of the stored documents on the server. The leakage patterns can be divided into
four levels, by Cash et al. [8]. In this work, we consider our leakage level to be
L2, which equals the fully-revealed occurrence pattern, together with the volume
pattern to create a new attack on the SE scheme. Note that a formal definition
of the leakages is given in Section 3.1

Attacks on SE. There exist various attacks on SE that work and perform differ-
ently. Most of these attacks take the leaked files as auxiliary knowledge. Islam et
al. [18] presented the foundation for several attacks on SE schemes. They stated
that, with sufficient auxiliary knowledge, one could create a co-occurrence ma-
trix for both the leakage and the knowledge so that it can easily map queries
to the keywords based on the lowest distance. Cash et al. [8] later proposed an
attack where the query can be matched to a particular keyword based on the
total occurrence in the leaked files. These attacks with knowledge about some
documents are known as passive attacks with pre-knowledge. Blackstone et al. [4]
developed a Subgraphyy, attack that provides a relatively high query recovery
rate even with a small subset of the leaked documents. The attack matches key-
words based on unique document volumes as if it is the response pattern. Ning
et al. [28] later designed the LEAP attack. LEAP combines the existing tech-
niques, such as co-occurrence and the unique number of occurrences, to match
the leaked files to server files and the known keywords to queries based on unique
occurrences in the matched files. It makes good use of the unique count from
the Count attack [8], a co-occurrence matrix from the IKK attack [18] (although
LEAP inverts it to a document co-occurrence matrix) and finally, unique pat-
terns to match keywords and files. Note that we give related work and general
comparison in Section 6.

Limitations. The works in [4, 8, 18, 28] explain their leakage-abusing methods,
but they only abuse a single leakage pattern, while multiple are leaked in SE
schemes. Besides the leakage patterns, the state-of-the-art LEAP attack abuses
the access pattern but does not exploit its matching techniques to the full
extent. In addition to extending their attack, a combination of leakage can be
used to match more documents and queries.

Research question. We aim to address the issue of matching keywords by ex-
ploiting both the access pattern and volume pattern. The following question
arises naturally:
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Could we match queries and documents in a passive attack by exploiting the
volume and access patterns to capture a high recovery rate against popular de-
fences?

Technical Roadmap. We design an attack that shows the danger of leaking
the access and volume pattern. The VAL-Attack follows the SE scheme and
matches leaked documents and keywords to server data, and it does so by ex-
ploiting both the pattern. The results from the attack are all correct, i.e. no
false positives. Our attack has an improved matching technique not based on
exact matches, compared to the LEAP attack; moreover, we also consider the
occurrence in unmatched documents. Finally, we can match more files based on
the size of each document, either by direct or indirect equality.

We compare our attack to several others. The bottom part of Table 3 com-

pares four existing attacks, including ours, showing how our attack differs from
existing attacks.
Contributions. We answer the above research question by designing an attack
that matches leaked files and keywords. Our attack expands the matching tech-
niques from the LEAP attack [28] and exploits the volume pattern to match
more documents. The attack improves the LEAP attack by fully exploring the
leakage information and combining the uniqueness of document volume to match
more files. These matches can then be used to extract keyword matches. All the
matches found are correct, as we argue that false positives are not valuable in
real-world attacks.

e Besides exploiting the access pattern, we also abuse volume pattern leak-
age. We match documents based on a unique combination of volume and
number of keywords with both leakage patterns. We can match almost all
leaked documents to server documents using this approach.

e We match keywords using their occurrence pattern in matched files.

e Besides matching keywords in matched files, we use all leaked documents
for unique keyword occurrence, expanding the keyword matching technique
from the LEAP attack. We do this to get the maximum amount of keyword
matches from the unique occurrence pattern.

We run our attack against three different datasets to test the performance,
where we see that the results are outstanding as we match almost all leaked
documents and a considerable amount of leaked keywords. Finally, we compare
our attack to the existing state-of-the-art LEAP and Subgraphyy, attacks. Our
attack performs great in revealing files and underlying keywords. In particular,
it surpasses the LEAP attack, revealing significantly more leaked files and key-
words. VAL-Attack recovers almost 98% of the known files and above 93% of the
keyword matches available to the attacker once the leakage percentage reaches
5%. When 10% of the Enron database is leaked, which is 3,010 files with 4,962
keywords, we match 2,950 files and 4,909 queries, respectively, corresponding
to 98% and 99%. VAL-Attack can still compromise encrypted information, e.g.,
over 90% recovery (with 10% leakage) under volume hiding in Enron and Lucene,



even under several popular countermeasures. We note that our proposed attack
is vulnerable to a combination of padding and volume hiding.

2 Preliminaries

Before proceeding to the VAL-Attack, we first review SE and define some nota-
tions that we will use throughout the paper.

2.1 Searchable Encryption

In a general SE scheme, a user encrypts her data and uploads the encrypted
data to a server. After uploading the data, the user can send a query containing
an encrypted keyword to the server, and the server will then respond with the
corresponding data. We assume the server is honest-but-curious, meaning that it
will follow the protocol but will try to retrieve as much information as possible.
The scheme. At a high level, an SE scheme consists of three polynomial-time
algorithms: ENC, QUERYGEN and SEARCH [13, 15, 21, 24, 27]. Definition 1 shows
the algorithms in more detail. The client runs the algorithm ENC and encrypts
the plaintext documents and the corresponding keywords before uploading them
to the server. ENC outputs an encrypted database E DB, which is sent to the
server. QUERYGEN, run by the user, requires a keyword and outputs a query
token that can be sent to the server. The function SEARCH is a deterministic
algorithm that is executed by the server. A query q is sent to the server; the server
takes the encrypted database E DB and returns the corresponding identifiers of
the files EDB(q). After it has retrieved the file identifiers, the user has to do
another interaction with the server to retrieve the actual files.

Definition 1 (Searchable Encryption).

— Enc(K, F) : the encryption algorithm takes a master key K, and a document
set F'={F1,---,F,} as input and outputs the encrypted database EDB :=
{Enck (F1), - ,Enck(Fn)};

— QueryGen(w): the query generation algorithm takes a keyword w as input
and outputs a query token q;

— Search(q, EDB): the search algorithm takes a query q and the encrypted
database EDB as input and outputs a subset of the encrypted database EDB,
whose plaintext contains the keyword corresponding to the query q.

Leakage. A query and the server response are considered the access pattern.
The documents passed over the channel have their volume; this information is
considered the volume pattern. In Section 3.1, we will explain the leakage in
more detail.

2.2 Notation

In the VAL-Attack, we have m’ keywords (w) and m queries (¢), and n’ leaked-
documents and n server documents, denoted as d; and ed;, respectively; for a
single document, similarly for w; and ¢;. Note w; may not be the underlying
keyword for query ¢;, equal for d; and ed;. The notations are given in Table 1.
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Table 1: Notation Summary

F  Plaintext document set, F' = {d1,...,d,} | ' Leaked document set, I’ = {d1,...,d.}
E  Server document set, £ = {ed1, ...,edn} | W Keyword universe, W = {w1, ..., wm}
W' Leaked keyword set, W' = {w1, ..., wn} | @ Query set, Q = {q1, ..., qm}
A m' x n/ matrix of leaked documents B m X n matrix of server documents
M’ 7/ xn' co-occurrence matrix of F’ M n X n co-occurrence matrix of E
v;  Volume (bit size) of document 4 |d;| Number of keywords in document 4

Set of matched documents R Set of matched queries

3 Models

In an ideal situation, there is no information leaked from the encrypted database,
the queries sent, or the database setup. Unfortunately, such a scheme is not prac-
tical in real life as it costs substantial performance overheads [16]. The attacker
and the leakage are two concerns in SE schemes, and we will discuss them both
in the following sections, as they can vary in different aspects.

3.1 Leakage Model

Leakage is what we define as information that is (unintentionally) shared with
the outer world. In our model, the attacker can intercept everything sent from
and to the server. The attacker can intercept a query that a user sends to the
server and the response from the server. It then knows which document identifiers
correspond to which query. This query — document identifier response is what
we call the access pattern. As discussed earlier, we assume the leakage level
is L2 [8], where the attacker does not know the frequency or the position of the
queried keywords in the document response. The volume pattern is leakage that
tells the size of the document. It is relevant to all response leaking encryption
schemes [6, 9, 11, 13, 20, 21] and ORAM-based SE schemes [26]. The leakage is
defined as [4]:

Definition 2 (access pattern). The function access pattern (AP) = (APy ¢)k teN
F(k) x W(k) — [2("]t, such that APy +(D, w1, ...,w;) = D(wy), ..., D(w).

Definition 3 (volume pattern). The function volume pattern (Vol) = (Volj )k ten :
F(k)xW*'(k) — N, such that Voly, (D, wr, ..., wn) = ((|d|w)aeDwr)> -+ (|d|w)acDw,))
Where | - |, Tepresents the volume in bytes.

3.2 Attack Model

The attacker in SE schemes can be a malicious server that stores encrypted data.
Since the server is honest-but-curious [4], it will follow the encryption protocol



but wants to learn as much as possible. Therefore, the attacker is passive but
still eager to learn about the content present on the server. Our attacker has ac-
cess to some leaked plaintext documents, keeps track of the access and volume
pattern and tries to reveal the underlying server data. Figure 1 shows a visu-
alization of our attack model. We assume that the attacker has access to all the
queries and responses used in the SE scheme. This number of queries is realistic
because if one waits long enough, all the queries and results will eventually be
sent over the user-server channel. The technical framework delineates the LEAP,
Subgraphyr, and our designed attack.

Document
Knowledge

Auxiliary Data

Leakage

Access pattern Volume pattern

Attacks
-
m
2
o
s
3

Subgraph

----------- s R

/ Exactmatch \ _/Extended matching\ / Matchalland '\
A only N\ | citeia |/ \_  update g

( Uigzlies \J { Co-Occurrence \J Plumber of keyword;J :
pattern

Figure 1: Technical Framework of Existing Attacks
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The attacker in our model has access to some unencrypted files stored on the
server. This access can be feasible because of a security breach at the setup phase
of the scheme, where the adversary can access the revealed files. Another scenario
is if a user wants to transfer all of his e-mails from his unencrypted mail storage
to an SE storage server. The server can now access all the original mail files, but
new documents will come as new e-mails arrive. Therefore, the adversary has
partial knowledge about the encrypted data present on the server. The attacker
has no access to any existing query to keyword matches and only knows the
keywords present in the leaked files. With this information, the attacker wants to
match as many encrypted document identifiers to leaked documents and queries
to keywords such that he can understand what content is stored on the server.

The passive attacker is less potent than an active attacker, who can upload
documents, with chosen keywords, to the server to match queries to keywords
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[38]. Furthermore, the attacker has no access to the encryption or decryption
oracle. Because the attacker relies on the access and volume pattern coun-
termeasures that hide these patterns will reduce the attack performance.

4 The Proposed Attack

4.1 Main Idea

At a high level, our attack is built from the LEAP attack [28] by elevating
the keyword matching metric to increase the number of keyword matches. Fur-
thermore, each document is labelled with its document volume and number of
keywords, and VAL-attack matches using the uniqueness of this label, improv-
ing the recovery rate. We first extend the matching technique from LEAP. The
approach does not consist of only checking within the matched documents but
also keeping track of the occurrence in the unmatched files. This method results
in more recovered keywords for the improvement of LEAP that provides a way
to match rows that do not uniquely occur in the matched files.

We expand the attack by exploiting the volume pattern since the document
size is also leaked from response leaking encryption schemes, as described in
Section 3.1. We can extend the comprehensive attack by matching documents
based on the volume pattern.

Our new attack fully explores the leakage information and matches almost
all leaked documents. We increase the keyword matches with the maximal file
matches to provide excellent performance.

4.2 Leaked Knowledge

The server stores all the documents in the scheme. There are a total of n plain-
text files denoted as the set F' = {dy,...,d, }, with in total m keywords, denoted
as the set W = {wy, ..., wy, }. We assume the attacker can access:

e The total number of leaked files (i.e. plaintext files) is n’ with in total m’
keywords. Suppose F' = {dy, ...,d,/} is the set of documents known to the
attacker and W’ = {wy, ..., wy} is the corresponding set of keywords that
are contained in F’. Note that n’ < mn and m' < m.

e The set of encrypted files, denoted as, E = {edy, ..., ed,} and corresponding
query tokens, @ = {qu, ..., ¢m  with underlying keyword set W.

e The volume of each server observed document or leaked file is denoted as
v, for document d, or server document ed,. The number of keywords or
tokens is represented as the size of the document |d,| or |ed,| for the same
documents, respectively.



The attacker can construct an m’ x n/ binary matrix A, representing the
leaked documents and their corresponding keywords. A[d,]{w,] = 1 iff. keyword
wy occurs in document d;. The dot product of A is denoted as the symmetric
n’ x n’ matrix M’, whose entry is the number of keywords that are contained in
both document d, and document d,. We give an example of the matrices with
known documents in Figure 6 (Appendix A).

After observing the server’s files and query tokens, the attacker can construct
an m X n binary matrix B, representing the encrypted files and related query
tokens. Bled,][gy] =1 iff. query g, retrieved document ed,. The dot product of
B is denoted as the symmetric n x n matrix M, whose entry is the number of
query tokens that retrieve files ed, and ed, from the server. We give an example
of the matrices with observed encrypted documents in Figure 7 (Appendix A).

4.3 Owur Design

The basis of the attack is to recursively find row and column mappings between
the two created matrices, A and B, where a row mapping represents the under-
lying keyword of a query sent to the server, and a column mapping indicates
the match between a server document identifier and a leaked plaintext file. Note
that each leaked document is still present on the server, meaning that n’ < n
and there is a matching column in B for each column in A. Similarly to the
rows, each known keyword corresponds to a query, so m’ < m as we could know
all the keywords, but we do not know for sure. In theory, there is a correct row
mapping for each row in A to a row in B. The goal of the VAL-Attack is to find
as many correct mappings as possible.

We divide the process of finding as many matches as possible into several
steps. The first step is to prepare the matrices for the rest of the process. The
algorithm then maps columns based on unique column-sum, as they used in the
Count attack [8], but instead of using it on keywords, we try to match docu-
ments here. Another step is matching documents based on unique volume and
the number of keywords or tokens. As this combination can be a unique pattern,
we can match many documents in this step. The matrices M and M’ are used
to match documents based on co-occurrence. Eventually, we can pair keywords
on unique occurrences in the matched documents when several documents are
matched. This technique is used in the Count attack [8], but we ’simulate’ our
own 100% knowledge here. With the matched keywords, we can find more docu-
ments, as these will give unique rows in matrices A and B that can be matched.
We will introduce these functions in detail in the following paragraphs.
Initialization. First, we initialize the algorithm by creating two empty dictio-
naries, to which we eventually add the correct matches. We create one dictionary
for documents and the other for the matched keywords, C' (for column) and R
(for row). Next, as we want to find unique rows in the matrices A and B, we
must extend matrix A. It could be possible that not all underlying keywords are
known beforehand, in which case n’ < n, and we have to extend matrix A to
find equal columns. Therefore we extend matrix A to an m x n’ matrix that has
the first m’ rows equal to the original matrix A and the following m — m’ rows
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of all 0s. See Figure 8 (Appendix A) for an example. The set {wWpm/11, ..., W }
represents the keywords that do not appear in the leaked document set F”.

Number of keywords. Now that the number of rows in A and B are equal, we
can find unique column-sums to match documents. This unique sum indicates
that a document has a unique number of keywords and can thus be matched
based on this unique factor. Similar to the technique in the Count attack [8],
we sum the columns, here representing the keywords in A and B. The unique
columns in B can be matched to columns in A, as they have to be unique in
A as well. If a columnj-sum of B is unique and column;-sum of A exists, we
can match documents ed; and d;; because they have the same unique number
of keywords.

Volume and keyword pattern. The next step is matching documents based
on volume and keyword pattern. If there is a server document ed; with a unique
combination of volume v; and number of tokens |ed;| and there is a document
d; with the same combination, we can match document ed; to d;.. However, if
multiple server documents have the same pattern, we need to check for unique
columns with the already matched keywords between these files. Initially, we
will have no matched keywords, but we will rerun this step later in the process.
Figure 2 shows a concrete example, and Algorithm 1 describes our method.

Figure 2: Document matching on volume and number of keywords. Given multi-
ple candidates, match on a unique column with the already matched keywords.

(a) Multiple documents with the same pattern of volume and number of key-
words/tokens.

Leaked files| -« | dg | de | dg |-+ |dpr Server files|- - - |edg|edg|edio]| - -+ |edn
Volume 120@@~~ 120 Volume -+ - |120{120\/120\|/ - -\ [150

#Keywords|--- \I5 1515/ - | 18 #Tokens |- -- 20@ 15/\ -/ | 15

(b) With the already matched keywords, create unique columns to match documents.
Here dg and eds can be matched, as well as dg and eds.

Acpr d4 dg dg dg Bcopr edg edg edyig edis
we [ 1 1 a1 1 1
wy | 1 1 a3 1 1
ws | O 0 a1s 0 0

wy \ 1 1 at 1 1
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Algorithm 1 matchByVolume
Input: R, A (m xn'),B (m X n)
1: ¢« {}
2: patterns < {(vj,|ed;|) with volume v; and #tokens |ed;| of document ed, }
3: for p € patterns do
4 enc_docs < [ed; with pattern p]
5 if |enc_docs| =1 then
6: ed; < enc_docs[0]
7
8

C'led;] + dj with pattern p
else if |R| > 0 then

9: docs « [d;» with pattern p]

10: Bcr < enc_docs columns and R rows of B
11: Acr + docs columns and R rows of A

12: for column; € B¢r that is unique do

13: C'led;] < dj with column; € Acr

14: return C’

Co-occurrence. When having some matched documents, we can use the co-
occurrence matrices M and M’ to find other document matches. For an un-
matched server document ed,, we can try an unmatched leaked document d,.
If M, and Mé,k' are equal for each matched document pair (edy,dy ) and no
other document d,s has the same results, then we have a new document match
between ed, and d,. The algorithm for this step is shown in Algorithm 2.

Algorithm 2 coOccurrence
Input: C,M (nxn),M (n’ xn),A (mxn'),B(m xn)

1: while C' is increasing do

2 for each d;s ¢ C' do

3 sum;s <— column;-sum of A

4 candidates < [ed; & C where columnj-sum of B = sumj]
5: for ed; € candidates do

6 for (edr,dy’) € C do

7 if M # M,/ then

8: candidates < candidates \ ed;

9: if |candidates| = 1 then

10: ed; «+ candidates[0]
11: C[edj] < djl
12: return C

Keyword matching. We match keywords using the matched documents. To
this end, we create matrices B. and A, by taking the columns of matched doc-
uments from matrices B and A. Note that these columns will be rearranged to
the order of the matched documents, such that column B, is equal to column
ch, for document match (ed;,d;s). Matrices B. and A. are shaped m x ¢ and
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m' x t, respectively, for ¢ matched documents. We give the algorithm for this
segment in Algorithm 3 and a simple example in Figure 9 (Appendix A).

Algorithm 3 matchKeywords
Input: C,A (m xn’), B (m X n)

1: R+ {}

2: B, < C columns of B

3: A. < C columns of A

4: for row; € B. do

5: if row; is unique in B. then

6: if row;s € A. = row; then

T Rlq] + wy

8: else > Match based on occurrence in (server) files
9: docs <+ [i’ € Ac where A.[i'] = row;]

10: e_docs + [j € B. where B.[j] = row;]

11: B, «+ sum of rows in Ble_docs], sort descending
12: A, + sum of rows in A[docs], sort descending
13: if A;[1] < A;[0] > B;[1] then

14: iz < index of B;[0] € e_docs

15: Jo < index of A;[0] € docs

16: Rlgi,] < wj,

17: return R

A row in the matrices indicates in which documents a query or keyword
appears. If a row; in B, is unique, row; is also unique in B, similar to A, and
A. Hence, for row; in B,, that is unique, and if there is an equal row; in A, we
can conclude that the underlying keyword of ¢; is w;.

Nevertheless, if row; is not unique in B,., we can still try to match the keyword

to a query. A keyword can occur more often in the unmatched documents than
their query candidates; thus, they will not be valid candidates. We create a list
B, with for each similar row; in B, the sum of row; in B; similar for list A,,
with row; in A, and the sum of row; in A. Next, if the highest value of A,
which is A, is higher than the second-highest value of A, and B, referred to
as Al , and Bl > respectively, we can conclude that keyword w; corresponds to
the hlghest value of By, i.e. By, which means that w; matches with q;. We put
an example in Figure 3 (Appendlx A).
Keyword order in documents. We aim to find more documents based on
unique columns given the query and keyword mappings. First, we create matrices
B, and A, with the rows from the matched keywords in R. B, and A, are
submatrices of B and A, respectively, with rearranged row order. B, and A, are
shaped ¢t x n and t x n/, respectively, for ¢ matched files. Note that we show an
example in Figure 10 (Appendix A). If any column; of B, is unique and there
exists an equal columnj in A,, we know that ed; is a match with d;.

The next step is to set the rows of the matched keywords to 0 in B and A.
Then, similar to before, we use the technique from the Count attack [8]; we sum
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Figure 3: Example of matching keywords in matched documents. Query g3 has a
unique row and therefore matches with keyword w;. Queries ¢1, g2 and keywords
Wa, Wy, have the same row. However, keyword w,,,» occurs more often in A than
wy and query ¢o in B. Therefore ¢; matches with w,,.

Be Sum in B Ac dy dg -+ dy Sum in A

q1

q2 a| T wa

a3 a3 - w3

am - Wt @ Wipt

dm

the updated columns in A and B and try to match the unique columns in B to
columns in A. If a column;-sum of B is unique and an equal columnj-sum in A
exists, we can match document ed; and d;.

The complete algorithm of our VAL-attack is in Algorithm 4, Appendix B.

4.4 Countermeasure Discussions

Many countermeasures have been proposed to mitigate leakage-abuse attacks
[8, 12, 18, 32, 36]. The main approaches are padding and obfuscation.

The IKK attack [18] and the Count attack [8] discussed a padding coun-
termeasure, where they proposed a technique to add fake document identifiers
to a query response. These false positives could then later be removed by the
user. This technique is also called Hiding the Access Pattern [22]. The LEAP
attack [28] crucially relies on the number of keywords per document, and if the
scheme adds fake query tokens to documents on the server, they will not be
able to match with their known documents. However, they also proposed a tech-
nique that describes a modified attack that is better resistant to padding. This
technique, which is also used in the Count attack [8], uses a window to match
keywords. However, this will give false positives and thus reduce the performance
of the attack. The Subgraphyy, attack [4] depends on the volume of each doc-
ument. Volume-hiding techniques from Kamara et al. [19] reduce the attack’s
performance, but it is unclear if they completely mitigate the attack.

A padding technique that will make all documents of the same size, i.e.
adding padding characters, will reduce the uniqueness in matching based on
the volume of a document. If the padding technique can be extended such that
false positives are added to the access pattern, we have no unique factor in
matching documents based on the number of keywords per file. Therefore, a
combination of the two may decrease the performance of the VAL-Attack.



VAL-Attack 13

5 Evaluation

We set up the experiments to run the proposed attack to evaluate the perfor-
mance. Furthermore, we compare the file and query recovery of the VAL-Attack
with the results from the LEAP [28] and Subgraphyy, attack [4]. We notice that
the LEAP attack is not resistant to the test countermeasures, and Blackstone
et al. [4] argue for their Subgraphyy, attack that it is not clear whether volume-
hiding constructions may mitigate the attack altogether. From this perspective,
we only discuss the performance of VAL-Attack against countermeasures in Sec-
tion 5.3. It would be an interesting problem to test the countermeasures on the
LEAP and Subgraphyy, attacks, but that is orthogonal to the focus of this work.

5.1 Experimental Setup

We used the Enron dataset [35] to run our comparison experiments. We leveraged
the _sent_masl folder from each of the 150 users from this dataset, resulting in
30,109 e-mails from the Enron corporation. The second dataset we used is the
Lucene mailing list [2]; we specifically chose the ”java-user” mailing list from the
Lucene project for 2002-2011. This dataset contains 50,667 documents. Finally,
we did the tests on a collection of Wikipedia articles. We extracted plaintext
documents from Wikipedia in April 2022 using a simple wiki dump' and used
the tool from David Shapiro [33] to extract plaintext data, resulting in 204,737
files. The proposed attack requires matrices of size n x n; therefore, we limited
the number of Wikipedia files to 50,000. We used Python 3.9 to implement
the experiments and run them on machines with different computing powers to
improve running speed.

To properly leverage those data from the datasets for the experiments, we
first extracted the information of the Enron and Lucene e-mail content. The
title’s keywords, the names of the recipients or other information present in the
e-mail header were not used for queries. NLTK corpus [3] in Python is used
to get a list of English vocabulary and stopwords. We removed the stopwords
with that tool and stemmed the remaining words using Porter Stemmer [30].
We further selected the most frequent keywords to build the keyword set for
each document. For each dataset, we extracted 5,000 words as the keyword set
W. Within the Lucene e-mails, we removed the unsubscribe signature because
it appears in every e-mail.

The server files (n) and keywords (m) are all files from the dataset and 5,000
keywords, respectively. The leakage percentage determines the number of files
(m') known to the user. The attacker only knows the keywords (n’) leaked with
these known documents. The server files and queries construct a matrix B of
size m X n; while the matrix A of size m’ x n is constructed with the leaked files.
We took the dot product for both matrices and created the matrices M and M’,

! nttps://dumps.wikimedia.org/simplewiki/20220401/
simplewiki-20220401-pages-meta-current.xml.bz2
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respectively. Note that the source code to simulate the attack and obtain our
results is available here: https://github.com/StevenlL98/VAL-Attack.
Because our attack does not create false positives, the accuracy of the re-
trieved files and keywords is always 100%. Therefore, we calculated the percent-
age of files and keywords retrieved from the total leaked files and keywords.
Each experiment is run 20 times to calculate an average over the simulations.
We chosen 0.1%, 0.5%, 1%, 5%, 10%, 30% as leakage percentages. The lower
percentages are chosen to compare with the results from the LEAP attack [28],
and the maximum of 30% is chosen because of the stagnation in query recovery.

5.2 Experimental Results

The results tested with the different datasets are given in Figures 4a and 4b,
which show the number and percentage of files and keywords recovered by our
attack. The solid line is the average recovery in those plots, and the shades are
the error rate over the 20 runs.

We can see that the VAL-attack recovers almost 98% of the known files and
above 93% of the keywords available to the attacker once the leakage percentage
reaches 5%. These percentages are based on the leaked documents. When 10%
of the Enron database is leaked, which is 3,010 files with 4,962 keywords, we can
match 2,950 files and 4,909 queries, corresponding to 98% and 99%, respectively.
The Lucene dataset is more extensive than Enron, and therefore we have more
files available for each leakage percentage. One may see that we can recover
around 99% of the leaked files and a rising number of queries, starting from
40% of the available keyword set. The Wikipedia dataset does not consist of
e-mails but rather lengthy article texts. We reveal fewer files than the e-mail
datasets, but we recover just below 90% of the leaked files, and from 1% leakage,
we recover more available keywords than the other datasets. This difference is
probably because of the number of keywords per file since the most frequent
keywords are chosen.

With the technique we proposed, one can match leaked documents to server
documents for almost all leaked documents. Next, the algorithm will compute
the underlying keywords to the queries. It is up to the attacker to allow false
positives and improve the number of (possible) correctly matched keywords, but
we decided not to include it.

Comparison. We compare the performance of VAL-Attack to two attacks with
the Enron dataset. One is the LEAP attack [28] (which is our cornerstone),
while the other is the Subgraphyi, attack [4] (as they use the volume pattern
as leakage). We divide the comparison into two parts: the first is for recovering
files, and the second is for queries recovery.

As shown in Figure 5, we recover more files than the LEAP attack, and the
gap in files recovered expands as the leakage percentage increases, see Figure ba.i.
The difference in the percentage of files recovered is stable, as VAL-Attack re-
covers about eight percentage points more files than the LEAP attack, see Fig-
ure 5a.ii. The comparison outcome for recovered queries can be seen in Figure 5b.
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Figure 4: Results for VAL-Attack, with the actual number and the percentage of
recovered files and queries for different leakage percentages.

(a) Exact number and relative percentage of recovered files
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(b) Exact number and relative percentage of recovered queries
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We can see that the recovered queries do not show a significant difference with
the LEAP attack as that attack performs outstandingly in query recovery. The
most significant difference is around 5% leakage, where VAL-Attack retrieves
around 100 queries more than the LEAP attack, which could influence a real-
world application. Compared to the Subgraphyr,, we see in Figure 5b.ii that the
combination of the access pattern and the volume pattern is a considerable
improvement; we reveal about 60 percentage points more of the available queries.

5.3 Countermeasure Performance

As discussed in Section 4.4, there are several options for countermeasures against
attacks on SE schemes. Moreover, since our attack exploits both the access and
volume pattern, countermeasures must mitigate both leakage patterns. The
former can be mitigated by padding the server result, while the latter may be
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Figure 5: Comparison of VAL-Attack

(a) Comparison with LEAP attack [28] based on the number and percentages of files
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(b) Comparison with LEAP attack [28] and Subgraphvr, attack [4] based on the number
and percentages of queries recovered
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handled using volume-hiding techniques. However, these approaches may come
with impractical side effects. Padding the server response requires more work on
the client-side to filter out the false positives. This padding can cause storage
and reading problems because the user has to wait for the program to filter out
the correct results. The volume-hiding technique [19] may easily yield significant
storage overhead and could therefore not be practical in reality. Luckily, Patel
et al. [29] illustrated how to reduce this side effect whilst mitigating the attack.

It is possible to mitigate our attack theoretically by using a combination of
padding and volume hiding techniques. We tested the VAL-attack’s performance
with padding, volume hiding and further a combination, but we did not examine
by obfuscation due to hardware limitations.

We padded the server data using the technique described by Cash et al. [§].
Each query returned a multiplication of 500 server files, so if the original query
returned 600 files, the server now returned 1,000. Padding is done by adding
documents to the server response that do not contain the underlying keyword.



VAL-Attack 17

These documents can then later be filtered by the client, but will obfuscate the
client’s observation. We took the naive approach from Kamara et al. [19] for
volume hiding, where we padded each document to the same volume. By adding
empty bytes to a document, it will grow in size. If done properly, all files will
eventually have the same size that can not be distinguished from the actual size.

We ran the countermeasure experiments on the Enron and the Lucene dataset.
We did not perform the test on the Wikipedia dataset, but we can predict that
the countermeasures may affect the attack performance. We predict that a single
countermeasure will not entirely reduce the attack effectiveness, but a combina-
tion may do.

Because of the exploitation of the two leakage patterns, we see in Table 2
that our attack can still recover files and underlying keywords against only a
single countermeasure. Under a combination of padding and volume hiding, our
attack cannot reveal any leaked file or keyword.

Table 2: Performance of VAL-Attack with countermeasures

Dataset Enron Lucene
Counter- [Padding Volume Padding & |Padding Volume Padding &
measure Hiding Volume Hiding Volume
Hiding Hiding
0.1% (25 (83.7%) 27  (89.5%) 0 (0%) 45 (88.9%) 10 (28.4%) 0 (0%)
0.5% (103 (68.4%) 137 (90.7%) 0 (0%) 191 (75.3%) 95  (37.4%) 0 (0%)
811% 208  (69.0%) 274 (90.9%) 0 (0%) 381  (75.3%) 147 (28.9%) 0 (0%)
E 5% 1,114 (74.0%) 1,365 (90.7%) 0 (0%) 2332 (92.0%) 2452 (96.8%) 0 (0%)
10% 1,910 (63,4%) 2,736 (90.9%) 0 (0%) 4,073 (80.4%) 4,891 (96.5%) 0 (0%)
30% 5,358 (59.0%) 8,219 (91.0%) 0 (0%) 10,343 (68.0%) 2 0 (0%)
0.1% (94  (10.4%) 172 (14.8%) 0 (0%) 377 (27.7%) 153 (10.6%) 0 (0%)
2 0.5% (433 (18.1%) 1,059 (43.3%) 0 (0%) 724 (25.3%) 663 (22.8%) 0 (0%)
211% 414  (12.8%) 1,836 (56.3%) 0 (0%) 556  (15.3%) 748 (20.5%) 0 (0%)
515% 53 (1.1%) 4,290 (89.9%) 0 (0%) 87 (1.8%) 4,659 (95.2%) 0 (0%)
Cliow |11 ( )0

0.2%) 4,890 (98.4%) 0 (0%) 33 (0.7%) 4,872 (97.6%) 0 (0%)
30% |1 (0.0%) 4,993 (99.9%) 0 (0%) 10 (02%) -2 0 (0%)

2 Did not run due to hardware limitations

Table 2 is read as follows: The number below the countermeasure is the
exact number of retrieved files or queries, with the relative percentage between
brackets. So for 0.1% leakage under the padding countermeasure, we revealed,
on average, 25 files, which was 83.7% of the leaked files. Each experiment ran 20
times. Due to runtime and hardware limitations, we did not run the experiment
with 30% leakage on the Lucene dataset. However, since we have the results for
10% leakage and the results for the Enron dataset, we can predict the outcome
for 30%. Similar to the Enron dataset, the recovered data in Lucene increases
as the leakage percentage grows. Therefore, we predict that 30% leakage results
in the Lucene dataset is a bit higher than the 10% leakage.
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5.4 Discussion on Experiments

Parameters. We used 5,000 high selectivity keywords, i.e. keywords that occur
the most in the dataset. This number is chosen because a practical SE appli-
cation will probably not have just a few search terms in a real-world scenario.
Other attacks [4, 8, 18] have experimented with only 150 query tokens and 500
keywords, and we argue that this may not be realistic. Our attack can recover
almost all underlying keywords for an experiment with 500 keywords because

the number of files is equal, but a slight variation in keyword occurrence3.

We cut the number of Wikipedia files to 50,000. We did this to better present
the comparison with the Enron and Lucene datasets. The attack may also take
longer to run when all Wikipedia files are considered. The results will also differ
as the number of files leaked increases similarly. The percentage of files recovered
will probably be the same because of keyword distribution among the files.

If we ran the experiments with a higher leakage percentage, the attack would
eventually recover more files, as more are available, but we would not recover
more keywords. As with 30% leakage, we see that we have recovered all 5,000
keywords.

Our attack performs without false positives, we did so because they would

not improve the performance, and an attacker cannot better understand the
data if he cannot rely on it. If we allowed the attack to return false positives, we
would have 5,000 matches for underlying keywords, of which not all are correct.
The attack performance will not change since we will only measure the correct
matches, which we already did.
Attack comparison. In Figure 5a, we only compared our attack with the
LEAP attack rather than the Subgraphyy, attack. We did so because the latter
does not reveal encrypted files and thus cannot be compared. If we choose to
compare the attack to ours, we would have to rebuild their attack using their
strategy, which is out of the scope of this work.

We used the Enron dataset to compare the VAL-Attack to the LEAP and
the Subgraphyy,. In their work [4, 28], they used the Enron dataset to show their
performance. If we used the Lucene or Wikipedia dataset instead to present the
comparison, we would have no foundation in the literature to support our claim.
A comparison of all the datasets would still show that our attack surpasses the
attacks since, in theory, we exploit more.

We discussed other attacks, like the IKK and the Count attack, but we
did not compare their performance with ours. While these attacks exploit the
same leakage, we could still consider them. However, since LEAP is considered
the most state-of-the-art attack and has already been compared with the other
attacks in [28], we thus only have to compare the LEAP attack here. Accordingly,
a comparison with all attacks would not affect the results and conclusion of this

paper.

3 Tested, but results not provided
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6 Related Work

The Count attack [8] uses the number of files returned for the query as their
matching technique; The Subgraphyy, [4] matches keywords based on unique
document volumes as if it is the response pattern, and the LEAP attack [28]
uses techniques from previous attacks to match leaked documents and keywords
with high accuracy.

Besides the attacks that exploit similar leakage to our proposed attack, we
may also review those attacks that do not. An attack that leverages similar doc-
uments as auxiliary knowledge, called Shadow Nemesis, was proposed by Pouliot
et al. [31]. They created a weighted graph matching problem in the attack and
solved it using Path or Umeyama. Damie et al. [14] presented the Score attack,
requiring similar documents, and they matched based on the frequency of key-
words in the server and auxiliary documents. Both attacks use co-occurrence
matrices to reveal underlying keywords. The Search attack by Liu et al. [25]
matches based on the search pattern, i.e. the frequency pattern of queries sent
to the server. Table 3 briefly compares the attacks based on leakage, auxiliary
knowledge, false positives and exploiting techniques. The reviewed attacks de-
scribed above are not mainly relevant to our proposed attack; thus, we did not
put them in the comparison in Section 5.
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Table 3: Comparison on Different Attacks. The lower part are those passive
attacks with pre-known data compared with VAL-Attack. Documents in the
auxiliary data column refers to leaked document knowledge, queries refers to
leaked underlying keywords for query tokens, and similar refers to the use of
similar documents instead of leaked documents.

Attack Leakage Auxiliary data  |False Exploited
positives |information
IKK [18] Access pattern  |Documents, v Co-occurrence
queries
Shadow Nemesis [31]|Access pattern |Similar v Co-occurrence
Score [14] Access pattern |Similar, queries v Co-occurrence
Search14 [25] Search pattern |Search frequency v Query frequency
ZKP [38] (active)  |Access pattern |All keywords X -
Count [8] Access pattern |Documents v Co-occurrence,
length
Subgraphvr, [4] Volume pattern |Documents v Volume, length
LEAP [28] Access pattern |Documents X Co-occurrence,
length
VAL-Attack Access, Documents X Volume, length,
volume pattern co-occurrence

7 Conclusion

We proposed the VAL-attack to improve the matching technique from the LEAP
attack, leveraging the leakage from the access pattern and the volume pat-
tern which is a combination that has not been exploited before. We showed that
our attack provides excellent performance, and we compared it to the LEAP at-
tack and the subgraphyy, attack. The number of matched files is with more
remarkable improvement than the number of queries recovered compared to the
LEAP attack. The attack recovers around 98% of the leaked documents and
above 90% for query recovery with very low leakage. Since the proposed attack
uses both the document size and the response per query, it requires strong (and
combined) countermeasures and thus, is more harmful than existing attacks.
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A Examples of Matrices

Figure 6: Matrix A and M’ Example Figure 7: Matrix B and M Example

A dydy - dy M’ dy dy - dy B edy edy - edy M edy edy - edn
wy /1 1--- 1 d /5 2 3 a /0 1 -+ 1 edy /4 3 - 1
wy | O 1 -+ 0 d| 26 --- 0 2| 0 0 --- 1 edyf 3 9 --- 2
w,y\1 0+ 1 d,\3 0---10 am\ 1 1 -+ 0 edy \' 1 2 -+ 9

A dy do d,
wy 11 1
wo 01

Wi/ 41 00---

Figure9: Matrix A, and B, Example Figure 10: Matrix A, and B, Example

B, ed3 eds - edy A. di do d¢ By edy eda -+ edp Apr dy d2 - dyy
a/1 0 -1 wy (10 1 /0 0 - 1 w /1 0--- 1
e 1 1 0 wy [ 11 0 ] 1 1 --- 0 way[ 00 --- 1
| 1 0 1 ws| 0 0 1 | 0 0 --- 0 wg| 1 0--- 1
am 0 1 M 0 Won, 1 1 0 qt 1 1 0 we 1 1 M 0

B VAL-Attack Algorithm
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Algorithm 4 VAL-Attack

31:
32:

Input: A (m’' xn'),B (mxn), M' (n' xn'),M (n x n)

C=R<+{} > Initialization
A « A where rows extended with 0’s (m x n’)

vectorg = vectorp < ] > Match documents with unique #keywords
for j € [n] do

vector[j] < sum of column Bj;
for j’ € [n'] do
vectora[j'] +— sum of column A/
for vectorp,; € vectorg that is unique do

if vectorAj/ == vectorp; then
C[edj] “— djl

: C + C UMATCHBYVOLUME(R, A, B) > Match documents with unique volume
: C + C'UCcoOCCURRENCE(C, M, M’, A, B) > Match docs with co-occurrence
: C < C UMATCHBYVOLUME(R, A, B)

: while R or C' is increasing do

R < RUMATCHKEYWORDS(C, A, B) > Match keywords in matched docs
B, + R rows of B > Match documents with unique keyword order
A, + Rrows of A

for column; € B, that is unique do

if columnj;, € A, == column; then
Cled;] < djr
C + C UMATCHBYVOLUME(R, A, B)
row B; +~ 0if ¢; € R > Match documents with unique #keywords

TowW Aj/ <+~ 0if kj/ €ER
for j € [n] where ed; ¢ C do

vectorg[j] < sum of column Bj;
for j' € [n'] where d;s ¢ C do

vector4[j'] < sum of column A,
for vectorp; € vectorg that is unique and ed; ¢ C do

if vectorA; == vectorp; and djs ¢ C then

C[ij] — dj/
C + C UCcOOCCURRENCE(C, M, M’ , A, B) > Match docs with co-occurrence
return R, C
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