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ABSTRACT

Large Language Models (LLMs) are susceptible to various
attacks but can also improve the security of diverse systems.
However, how well do open source LLMs behave as covertext
distributions to, e.g., facilitate censorship-resistant communica-
tion? In this paper, we explore open-source LLM-based covert
channels. We empirically measure the security vs. capacity
of two open-source LLLM models (Llama-7B and GPT-2) to
assess their performance as covert channels. Although our
results indicate that such channels are not likely to achieve
high practical bitrates, we also show that the chance for an
adversary to detect covert communication is low. To ensure
our results can be used with the least effort as a general refer-
ence, we employ a conceptually simple and concise scheme
and only assume public models.

1. INTRODUCTION

Model inference depends, among others, on temperature and
internal randomness to create “liveliness”. By exchanging in-
ternal randomness with binary ciphertexts (assuming a suitable
encoding scheme), inference can be considered as a transfor-
mation of ciphertexts into specific domain languages (e.g.,
HTML) of the particular model, resembling format transform-
ing encryption (FTE) [7]. C. Cachin formalizes a model for
information-theoretic steganography for covertext distribu-
tions [2]. While there have been several attempts to embed
covert messages into LLM responses [18, 6, 8], most of them
altered the model distribution directly, thus altering the model
itself. As such, we use concepts commonly explored in cryp-
tography. We note that the idea of connecting machine learning
(ML) and cryptography spans decades [16, 14], and, more re-
cently, cryptographic concepts were used to provide stronger
theoretical foundations for ML security [10, 1].

Inspired by Cachin’s information-theoretic model for
steganography [2], we provide a practical and heuristic
analysis of partition-based covert channels using covertext
distributions defined by LLMs. We extend Cachin’s partition-
based channel to a setting where the rate is continuously

adjusted according to the token distribution of our LLM.
Cachin’s proposal is conceptually simple and theoretically
sound, and its extension to LLM covertext distributions is
straightforward. We believe that basing our experiments on
the simplicity of Cachin’s partition-based approach broadens
the impact of our results Here, ciphertext bits are encoded into
token distributions using a partitioning algorithm that adjusts
the rate according to varying token distributions. In contrast to
recent papers, our objective is to conduct practical experiments
to shed light on the relationship between indistinguishability
and channel rate for practical LLM covertext distributions.

2. PRELIMINARIES

Llama 2. We use Llama 2 with 7B parameters as it is open-
source and “small” enough to be run by common users. The
text in Llama consists of “tokens”, words or parts of words.
Internally, Llama operates on these tokens, which are repre-
sented by integers. In our case, there are K = 32000 different
tokens. The text generation proceeds by feeding Llama the
prompt. The model then produces a set of K real numbers,
(¢;)K |. These are then scaled by a user-supplied “tempera-
ture” T, and converted to a discrete probability distribution,

o exp(¢; /T) [ . .
b = K oxp(;/T)" The probabilities are sorted in descending

order. Then, a user-supplied cutoff C' is applied, by letting
c=1+max{n : > !¢ <C} and, p; = {qi lfl se
0 ifi>ec.

The p;’s are then scaled to have sum 1, p; = p;/ > ;i Dj
yielding a probability distribution (¢;) over the tokens. A
token w; is then sampled from the distribution ¢,. This token,
an integer, represents a word or part of a word, which is output
from Llama as a text. The token is also fed back into Llama
to change its state, yielding a new probability distribution
¢1+1. Then another token wyy; is sampled from ¢4 1. This
continues until an “end of sequence” (EOS) token is sampled,
or a maximum length is reached.

GPT-2. Similarly, GPT-2 generates a stream of text. For
this reason, we have also run experiments with an open-source
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version of GPT-2! to evaluate our approach’s generalization.

Chosen Hyperparameters. The information an even with
probability p is — log, p. The entropy of a probability distri-
bution (p;)¥_; is the expected information — Zle p; logy p;.
Entropy can describe the capacity of a communication chan-
nel. We will use LLM-generated text as a communication
channel. The entropy of the token distributions is then the
maximal bit rate we can achieve by encoding bits into token
choices. In Llama, we can control the entropy of the token
distributions with the “temperature” 1" and “top-p” C hyperpa-
rameters. Temperatures above ~ 1.3 may result in logorrhea,
where the model produces an unintelligible stream of tokens.
Our experiments show that we can increase 1" above 1 without
problems. We stick to 7" = 1.1, truncating at the C' = 0.95
quantile. Our prompt consists of a “system” (“Answer like
a play by Shakespeare™”) and a “user” part (“Write a story
about a humorous encounter with The Hollow Men”). We
are not interested in the actual tokens, only the distribution of
probabilities, irrespective of which tokens they refer to. To col-
lect some distributions, using our prompt and a random seed
set from the system clock, we let our models produce 2200
responses., resulting in ~ 1000000 distributions of average
entropy ~ 1.15 bits. The token distributions were saved and
used for our analysis.

We have removed the distributions with more than 1024
non-zero probabilities (= 0.6%). Such distributions have on
average =~ 5500 non-zero probabilities and ~ 7.5 average en-
tropy. We assume that a token distribution with many non-zero
probabilities does not reflect any reasonable text generation
but is possibly an artifact of incomplete model training and
that the probabilities have not quite reached numerically zero.

3. ENCODING BITS BY SAMPLING TOKENS

3.1. Setup

Rather than using a (pseudo) random generator to choose to-
kens from the distributions, we will use the message bits. The
message bits can be decoded from the generated text by a
receiver running the LLM with the same hyperparameters and
prompt. We use the generated text as a communication chan-
nel in a way that is hard to distinguish from using a random
generator so that the communication is covert.

We assume the message bits are (pseudo) random, e.g.,
a ciphertext. A simple way to ensure this is to XOR each
bit with a bit from a random number generator, e.g., AES in
counter mode [5]. We assume an adversary knows our model
and its parameters but not whether we encode some unknown
bits in the tokens or if we sample tokens randomly. Then, the
question is, could an adversary reject the null hypothesis that
the tokens have been randomly drawn?

We partition the probabilities into two sets with almost
equal sums. To encode a message bit, we use its value to

Uhttps://huggingface.co/openai-community/gpt2-x1

choose between the two sets, and then we draw randomly from
the chosen set. The receiver of the text, running the same
model, can then recover the message bit by determining which
of the two sets the token is drawn from.

Next, we formally describe our scheme. The tokens 1" =
{1,2,..., K} have probabilities P = (p;)X ;. We start out by
finding sets Ty and Ty with ToNTy = (), and ToUT) = T, with
corresponding probabilites Py and P; suchthat_ Py ~ Y Pj.
That is, the tokens have been partitioned into two groups with
approximately equal probability sums. If this cannot be done
because no subset of P sums to something close to % > P, we
cannot encode a bit in this token choice. If, however, we have
found suitable 7y and 71, we pick T} to encode a 0-bit, and 77
to encode a 1-bit. To measure how good the partitioning is, we
use the split entropy, hs = —(plogs p + (1 — p) log,(1 — p),
where p = > Py. As a hyperparameter for the encoding,
we choose a minimum split entropy Hy; < 1 and disallow
partitions with hy < Hj.

We continue this process with the chosen half of the tokens.
That is, if we have chosen Tp, we try to split it into two halves
Too and Ty with approximately equal probability sums FPyg
and Py, . If successful, we encode another bit. We continue this
process until we are left with a set 7', , which we cannot halve
into two almost equal parts. We then draw a token randomly
from T'| according to the probabilities in P, . The pseudocode
is given in Algorithm 1 and is assumed to replace the random
sampling of tokens in the LLM.

Algorithm 1 Use message bits to sample a token

function ENCODEBITS(bits, Q, Hs) — (number of bits encoded, token)
> Q is the vector of token probabilities, bits is a vector of message bits
P+ Q
i+ 0
while PARTITION(P, Hs) — Py, P; do
i i+ 1
if bits[i] = 0 then
‘ P+ Py
else
| P+ P
> The partitions are assumed to be indexed by indices of QQ
idx < <Sample index from P>
return 7, idx

As shown in Algorithm 2, the decoder uses the reverse
process and splits 7" into two halves Tj and 77, similarly to the
encoder. The decoder has received the generated text, knows
the chosen token w, and decodes a 0-bit if w € Tp, and a 1-bit
if w € Tj. It then tries to split again and may decode another
bit. If unable to split, it goes on to the next token.

The split entropy has a relation to the security of the en-
coding system via [2, Theorem 2], stating that if the difference

| > Pi—>" Pyl isd, the security of the scheme is 10‘;2 5. Witha

partition Py, Py with Y- Py = 2(1—6) and }° P, = (1+4),
the split entropy is a function, 2 (8) = — (5 (1 — ) log,(5(1 —

8)) + 5(1+6)logy(5(1+0))). Itis easily shown by applying

L’Hopital’s rule twice, that lims_,o(1 — h(5))/6? = m.
For split entropies hs close to 1, we therefore have —logz 5 A
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Algorithm 2 Decode message bits from a token

function DECODEBITS(idx, @, Hs) — decoded message bits
> idx is an index into the token probabilities () <
P+ Q
bits <
while PARTITION(P, Hs) — Py, P; do
if idx € indices(Py) then
<append 0 to bits>
P + P()

else
<append 1 to bits>
P+ P

L return bits

2(1 — hg). Thus, the security of our encoding in terms of [2]
is ~ 2(1 — Hy).

3.2. Partitioning the P

We have used a simple, almost greedy algorithm to split P C
R* with Y7 P = 25. We choose a k € N so that 2 is not
too large, e.g., k = 10. We sort P = (p;); in descending
order. Then, we find ann suchthat L = Y1 p;, = 6 — €
and Z?;k pi = 0 + ¢, for some € > 0. For every subset S
of {p;}!¥ |, we compute s = L + 3_ S, and choose the
S that minimizes |s — 6|. We let Py = {p;}".; U S, and
P, =P\ Py. Withp = % >~ Py, we can compute the split’s
entropy, hs = —(plogyp + (1 — p) logy (1 — p)). We deem
the split acceptable if hy > H.

If we aim for encoding no more than 1 bit in each token, we
should use a large k. Since we are partitioning the result again
(Py or Py), this is not necessarily optimal. A near-perfect split
may make further splits harder. Our experiments show that
lowering k to 3 improves the encoding’s performance because
then the chosen partition tends to be easier to partition again,
leading to more encoded bits in a single token choice. However,
the closer to 1 we choose H, the larger k should be. Based on
preliminary experiments, we use k = | —log(1 — H;) — 0.5],
and clamp k between 2 and 16.

Allowing more inaccurate splits will increase the possible
encoding bit rate by splitting more probability sets, but it
will also increase the possibility of adversaries being able to
discover that something is wrong with the generated text. Thus,
we need to account for this trade-off.

4. DETECTING ANOMALOUS TOKEN SAMPLES

As above, we denote by ¢,, the discrete distribution from
which the nth token is sampled. We denote its K probabilities
by (pp)K_,. If we manipulate the token sampling, we must
ensure that it still looks like random sampling from the token
distributions ¢,,. A manipulation could, e.g., lead to a bias in
the probabilities of the tokens that are selected or too many too
small and too large probabilities. Such bias could make our
covert channel less stealthy and more easily detected. Here,
we describe a simple test that can be used to test if a sequence
of tokens has the expected information content.

When we draw a token, it has a specific probability p;’,
and we denote its information, a random variable, by h,, =
—log p}. The entropy of ¢,, is denoted by H,, = E(h,,) =
— > . Pi log i, the expectation of the random variable h,,.
We denote by D,, = H,, — h,, a random variable that mea-
sures the deviation from the expected information. When
N tokens have been sampled, we form the random variable
D = %3, Dy. We have u = E(D) = 0 and variance:

1
2 _
02 =VarD = Var (N;H hn>
1
= WZV&rhn
1
=Nz ZE(/%QL) —E(hn)*.

An actual realization of tokens then produces a sequence of
tokens with information h,,, and thena D = % Do (Hy— ﬁn)
drawn from D. Now, D is an average of random variables
D,,, and it is no surprise that it is close to being normally
distributed. We can then test how close D is to E(D) = 0
by computing a z-score, z = |D|/c, and compute a p-value
as p = 2(1 — ®(z)), where ® is the standard normal cdf.
The p-value is the probability that we draw a d from D with
|d| > |D|. A p-value close to zero is unlikely if tokens are
drawn properly from their distributions.

5. EXPERIMENTAL RESULTS

In our experiments, we encode a stream of random bits as
presented in Section 3 and try to detect the presence of the
resulting skewed sampling as shown in Section 4. In Figure 1a,
the minimum split entropy H varies from 0.9 to 0.9999. We
have plotted the resulting bit rates from encoding random bits
in our token distributions. The dashed lines are the average
entropy of the token distributions for each model. As Hj
approaches 1, we see a dramatic drop in bit rate. There are
fewer token distributions that can possibly be partitioned with
such precision, and therefore, fewer tokens that can be used
for encoding bits, resulting in a lower bit rate.

In Figure 1b, we have done 1000 runs of encoding ran-
dom bitstreams for each H, with varying numbers of token
distributions drawn from our Llama and GPT-2 collections.
We have plotted the fraction with the p-value (from Section 4)
below 10~5. While this could be considered a somewhat arbi-
trary significance level, it clearly shows how the bit rate and
the number of tokens influence the anomaly detection rate. For
109 tokens, we have added significance levels 0.001 and 0.05
as well. We see that for 1000 tokens, we can achieve a bit
rate of ~ 0.9 and ~ 2.8 bits/token without a large detection
probability for Llama-7B and GPT-2, respectively. Llama is
a model with low entropy [20, 11] resulting in a channel of
lower bandwidth. It is known [9] that distinguishing two finite
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probability distributions with statistical distance e can be done
with O(e~2) samples. So given a limit N to the number of
tokens, we should have ¢ < N~1/2, for simplicity removing
the O. Our partitioning of the probability distributions changes
the probabilities a slight amount, and one partition has sum
p = 0.5 — § whereas the other has sum 1 — p. This means that
the actual probabilities are slightly changed, yielding a statis-
tical distance at most §. This translates to a minimum split
entropy H and, thus, a theoretically safe bit rate. In Figure 2a,
we have plotted these for our set of token distributions for both
models. They show a lower bound for the safe bitrates, though
since we have removed a constant factor by replacing O(e~2)
by €2, the graph may be horizontally shifted, and should not
be taken to be exact.

In Figure 2b, we used our collection of ~ 108 distributions
for Llama-2 to encode random bits, made 10% p-values for
H; € 0.995..0.999, and made QQ-plots against a uniform dis-
tribution. We see that the p-values do not become reasonably
uniform until the bit rate drops below 0.5 bits/token. But even
with a bit rate of 0.46, our p-values are not entirely uniform.

6. CONCLUSION

It becomes more challenging to recognize if some content is
produced by LLMs or humans [3, 12] resulting in research
efforts fighting disinformation, such as model watermark-
ing [4, 13, 17, 19, 21]. However, the fundamental problem
of identifying data produced by a model will likely remain a
major challenge in many areas [12, 15]. Then, if it is computa-
tionally infeasible to distinguish synthetic from “organic” data,

orel safe bit rate GPT2
tically safe bi

it rate Llama-2

avg bit rate (bits/token)

10 100 1000 10000 100000 1000000

message length (bits)

(a) Theoretically safe bit rates

p-value quantiles

0.00

0.00 025 050 1.00

0.75
Uniform quantiles (N=10000)

(b) QQ-plots for different bit rates on Llama-2

Fig. 2: Theoretical bounds

it is computationally infeasible to detect encrypted covert chan-
nels based on the same covertext distributions. We showed
that LLMs can be used for covert communication with around
1 bit or 3 bits per word on average bit rate for Llama-7B and
GPT-2, respectively. We conducted extensive experiments on
the relationship between covert channel bandwidth and distin-
guishing probability based on a conceptually simple scheme
adopted from the earlier fundamental work on secure covert
channels in [2]. Using a simple and clean scheme that is ap-
plicable to different models allows us to conduct practical
experiments that hopefully can be reused by others for both
theoretical analysis and comparison with minimal effort. In
practice, the detection probability analyzed in this paper is
very conservative. It assumes that an adversary knows ex-
actly which LLM is used and its parameters. If this is actually
known by a real-world adversary, it is a reasonable assumption
that they already know that hidden messages are encoded. If
this strong assumption is relaxed, the hidden communication
can be virtually impossible to detect. Our covert channel could
be destroyed if the generated text is heavily altered through a
rephrasing countermeasure [20]. Still, it has been shown that
changing only a small fraction of tokens cannot always affect
such a channel [20], making rephrasing an interesting research
direction for the future.
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