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Preface

This thesis focuses on creating policies and regulations for a metaverse that is built on a blockchain. It
is part of the M.Sc. program Engineering and Policy Analysis at the Delft University of Technology. I
have been involved with the thesis from January to August of 2022.

Although the first time I heard about Bitcoin was in 2015, when a friend and I were exploring new
technological innovations in the world, it was not until 2017 when I was genuinely interested in the
technology. At this point, I was actively using blockchain technology and researching new projects to
see what type of innovations they were bringing into the world as implemented in their new blockchains.
Over the years, I have learned more about how blockchains work, the technology behind them and the
type of applications that developers can build on blockchains.

The metaverse, however, is a much more recent interest of mine, as the development of the metaverse
itself is also newer than blockchain technology itself. I would like to believe that my first interaction in
the metaverse was when a good friend of mine loaned me his Oculus Rift virtual reality headset. This
headset has a built-in game called ’Oculus Rooms and Parties’, where one can join and open lobby
and interact with others. Even though the idea and execution were basic, it is essentially a metaverse
where you can interact with other real people and play games with them.

Combining these two ideas, at least to me, would make ’the perfect’ metaverse, where no central
authority controls the space, developers are free to build what they want, and users can jump from one
metaverse to another. However, like anything in the world, nothing is perfect and there must be some
regulations to make sure the space is safe for everyone, and people will not get scammed, but rather
enjoy the space itself. This is when the idea of turning this idea into a thesis originated and I believed
it worked out.

I would like to thank my two supervisors: Marijn Janssen and Zenlin Kwee for guiding me throughout
this process and offering me their support and expertise. I also want to thank the interviewees who
have shared their knowledge with me both in the blockchain domain, as well as the policy domain. I
would also like to thank my family, friends and colleagues who have supported me from beginning to
end. A special thanks to all the people that have stuck with me since the beginning of my bachelor’s
degree.

With that being said, I truly hope that this thesis provides you with new insights on the metaverse, the
technologies it can be built on and regulation/policies that could be implemented in the metaverse. I
believe that the world will keep shifting to a more online environment, where the metaverse would be
a medium in which meetings and events will be held.

Baris E. Yakali
Delft, August 2022
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Summary

Blockchain is still a new development that must still undergo mass adoption for both businesses and
users. There are already many applications built on blockchain, such as decentralized finance and
marketplaces for non-fungible tokens (NFTs). With the recent increase in interest in NFTs, many com-
panies have turned towards creating a ’metaverse’ around the NFTs for people to view them as more
than just the picture alone, meetings and events, such as festivals can also be held in a metaverse.
With the growth, many users will join the metaverse and a lot of wealth is expected to be transferred to
it. For this to happen in a coerced manner, there must be some regulations and/or policies that ensure
that the users and their data are protected. Additionally, blockchain might not be the best technology
to build this digital world on, and thus a comparison between blockchain and cloud computing (CC) can
perhaps find a better alternative and uncover the shortcomings of the technology. This will be done by
discussing both (CC) and blockchain with respect to running a metaverse on them, which will be con-
cluded by a comparison table for various aspects of the metaverse. Interviews will then be conducted
with experts on both the policy and technical side to find out what they think should be regulated first out
of 9 aspects of the metaverse and how they would do it. Taking all these interviews into consideration,
a final list of most essential elements of the metaverse will be given together with how a regulatory
framework and/or policy could potentially solve this.

The purpose of this research is to figure out what aspects of the metaverse should be focused on in
terms of regulations and policy making. Most of the current studies that focus on blockchain simply
mention that ’it should be regulated’ but provide little to no information on what they think should be
regulated. The metaverse has even less studies done on it, with all the studies concluding the same as
the studied for blockchain: ’it should be regulated’. This thesis will take that foundation and essentially
go past that and suggest a few key areas that regulators should/could focus on for the first few regulatory
frameworks. This will also aid future studies as they can use this thesis as a foundation and expand
upon it in many different directions.

As mentioned before, the metaverse is a space that is likely going to grow significantly in the next couple
of years. With this influx of users and money into the space, there are bound to be some individuals that
will take advantage of others. For this reason, as well as others, such as building strong and reliable
metaverses, ensuring user data is safe and solving IP rights issues, the research is extremely relevant
for the modern day and near future. The relevance exceeds the societal perspective and extends to the
academic perspective as well, allowing future researchers to use this thesis as a foundation for further
exploratory studies.

For the first few chapters, the main methods that were used were a literature review and additional desk
research. This was done to answer the first three sub-questions. Desk research goes past literature
reviews and looks at other materials, such as information on blockchain costs, which have not been
published as scientific articles. The last chapter, however, makes use of interviews to answer its sub-
question. The interviewees were grouped into 3 categories: blockchain, cloud computing and policy
advisor/analyst. The combination of these 3 categories allowed for multiple perspectives to be taken
into consideration while aiming to answer the research question. The interviewees were asked to rank
potential aspects of the metaverse that could be regulated, which was then used in the thesis itself.

Before going into the policy aspect, the results on the technical part must be discussed first. Al-
though the thesis title mentions regulations for a metaverse on a blockchain, the comparison between
blockchain and cloud computing found that there are some advantages of having parts of the metaverse
run on the cloud, rather than on blockchain. Blockchain is making progress in these areas and keeps
improving itself, but for the time being it is not ripe yet. Policy makers should keep this mind when creat-
ing new regulations/policies, so that their efforts are not for nothing. As for the regulations themselves,
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when looking at the final rankings of all the interviewees, the following aspects are most important:
data privacy, intellectual property and governance & legal documentation. The first are relatively self
explanatory and the last one refers to descriptions of the technology and code given by developers and
creators. However, this ranking is likely a reflection of the knowledge of the interviewees themselves,
and all regulations in this space should be taken seriously.

The proposed regulations and policies were designed in such a way that they do not hinder the tech-
nology itself. This was a big worry for interviewees from the technical side and was understood by
the policy interviewees as well. This harmony between the two groups that have different interest is a
great example of why blockchain technology will keep developing and improving. For the data privacy,
it is likely that an extra layer of encryption is needed before uploading data to the main chain. The IP
rights of NFT holders should be very clearly outlines with what is and what is not allowed. NFTs can
even be grouped into different categories to make different rules for an NFT representing a pet and one
representing virtual land. For the last aspect, governance & legal documentation, a policy is proposed
that would require developers to have a minimum number of comments and annotations to the code
per line of code. While in this scenario it could take developers a longer time to develop certain projects,
they will understand others’ projects much faster and also be able to pick up old projects much quicker.
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1
Introduction

1.1. Research Background
The metaverse is a new space that allows for more intimate connections to be formed in an online world.
Essentially, it enhances the online experience that one might get from a Zoom call or while playing a
game. As it is still a new space, developers and users are unsure what the path of the metaverse will
be and how well it will be integrated into society as well as its user base. However, as the metaverse
mimics the characteristics of the real world, there must be certain policies and regulations that will
ensure that this space does not get out of hand and is a safe place for all age groups. Unfortunately,
there are currently no regulations or policies for this space in the EU-zone with no concrete plans to
create them in the near future either. One of the aspects that makes it more complicated is that they are
being built on blockchains, which is still considered to be a modern technology and, like the metaverse,
has no strict regulations either in the EU. The most up-to-date regulation from the European Union (EU)
is the Markets in Crypto Assets (MiCA) bill, which mostly addresses cryptocurrency scams, rug-pulls
and pump and dumps, rather than address the technical features of blockchain.

The metaverse is an extraordinarily complex project and essentially a replica of the real world that
everyone lives in today. There are many elements that are transferred from the real world to the meta-
verse, such as buying and selling real estate, pieces of art, concerts and games that can be played.
This makes the space complex and includes many stakeholders from a variety of different fields, includ-
ing: blockchain engineers, policy analysts, users, developers, regulators and law enforcers. Moreover,
since it is borderless, there must be new policies and regulations set that account for the decentralized
and borderless characteristic of blockchain. It could be argued that all the laws that exist for the material
world must be recreated and translated to fit into the metaverse.

This makes the metaverse more ambiguous in terms of its future and potential policies and regulations
that the EU might or should impose on the metaverse. This thesis will therefore investigate regulations
within the EU regarding this landscape, as well as look into the technology behind it. At the end, a
recommendation will be made to policy makers on what they should focus on to address potential
issues with the space and the technology behind it.

1.2. State of the Art

1.2.1. Metaverse

The Metaverse, as defined by Bobrowsky & Needleman (2021), is an extensive online world where
people interact via digital avatars. The term metaverse was originally coined in the book ’Snow Crash’

1
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by Neal Stephenson in 1992, where he referred to it as a 3-dimensional virtual world, which is inhabited
by avatars of real people (Stephenson, 1992). When looking at Facebook’s definition of The Metaverse,
who are at the forefront of developing it, they say that ”The ’Metaverse’ is a set of virtual spaces where
one can explore and create with others who are not in the same physical space (Bosworth & Clegg,
2021).” According to several sources, the metaverse is expected to change several aspects of society,
most notably of which are business-oriented activities and gaming (Hackl, 2020; Bayse, 2021; Lambden,
2021).

The COVID-19 pandemic has undoubtedly accelerated the shift to a more online environment for in-
dividuals, businesses and education (Fawns et al., 2020; Mahmood, 2021). The metaverse could be
the solution for a more interactive and engaging online world with enhanced experiences for the users
(Swilley, 2016; Du et al., 2021; Bourlakis et al., 2009).

1.2.2. Traditional Hosting Technology

The metaverse can be built on blockchain, but could also be built on traditional hosting technology,
such as cloud computers (CCs). CCs are essentially a distributed computing system, where users can
use services such as: storage, analytics and software (Jena, 2020). One of the biggest players in
this industry is Amazon Web Services (AWS), which controls about 32% of the total cloud computing
market (Kumar, 2022).

The main purpose of cloud computing is to provide easy and scalable access to computing systems to
individuals and organizations that need IT services (Chai & Bigelow, 2021). With this model, users can
dictate how much hardware they need for a given period and run their programs on these computing
systems, also known as ’the cloud’. This hardware is case specific and has a lot of dimensions to it.
For example, one might just want to store some data on the cloud, in which case they only need to buy
some storage, which can range from Gigabytes to Terabytes. On the other hand, one might need to
run a python model, requiring many CPU cores, an adequate amount of RAM and some storage space
to save the data as well. These are all customizable features that users of CC can tailor for themselves.
Although it might be difficult to pinpoint exactly how much one needs at first, in most cases one can
change this later in the process. There are in total 3 service models that CC make use of: software as
a service, platform as a service and infrastructure as a service. customers can choose which one they
wish to use and tailor the hardware for their specific requirements.

1.2.3. Blockchain

The first true blockchain that was used widely was bitcoin, which was created by an anonymous au-
thor, who goes by the name of Satoshi Nakamoto (Kay, 2021). Bitcoin was the first blockchain to
solve the double-spending problem and has since been the most valuable cryptocurrency in the world
(Nakamoto, 2008; Haar, 2021). Blockchain is a distributed ledger, with participants around the world
contributing to it. The blocks are validated through cryptographic hash functions, such as SHA-256,
which is used as the sole hash function for bitcoin (Nofer et al., 2017; Nakamoto, 2008). Moreover,
all transactions that are made on a public blockchain are public for everyone to see (Nofer et al.,
2017). The most important note there is that not every blockchain is completely permissionless -
posting all the transaction for the public to see. One notable example of such a blockchain is Mon-
ero, which has untraceable transactions that can only be accessed if the necessary keys are provided
(Saberhagen, 2013). There are several types of algorithms that blockchains utilize. The first one of
those, which is what Bitcoin is based on, is Proof-of-Work (PoW) (Nakamoto, 2008). The next algo-
rithm, which has both advantages and disadvantages regarding PoW, is Proof-of-Stake (PoS) (Coin-
telegraph, 2017). Since then, there have been even more variations, such as Solana’s Proof-of-History
(PoH) and The Internet Computer’s chain-key cryptography (Solana, 2021; Dfinity, 2021). Each of
these have their own benefits and drawbacks when it comes to The Impossible Triangle, which fo-
cuses on the three main aspects of a blockchain: security, scalability and decentralization, which is
visualized in figure 1.1 (Jia, 2014; BTSE, 2021). This triangle originated in 2014 with security, de-
centralization and environment-friendly on its edges. However, Vitalik Buterin has adopted this and
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replaced environment-friendly with scalability, which has now been adopted as the standard (BTSE,
2021). Essentially, this triangle shows the trade-offs that blockchains must make when designing a
consensus mechanism, where one of the edges is always compromised for the other two. In the case
of bitcoin for example, the network is highly decentralized and secure, but not scalable. Ethereum 2.0
is trying to fix that scalability issue by giving up some level of decentralization and while maintaining
security. This is how the triangle can be applied to real world blockchain consensus mechanisms.

Figure 1.1: The impossible triangle reiterated by Vitalik Buterin as
presented in BTSE (2021).Besides consensus mechanisms, there are

also generations of blockchains. Gener-
ally speaking, there are three generations of
blockchains: digital currency, digital econ-
omy, and digital society, with each gener-
ation building on the ealier one (Efanov &
Roschin, 2018). With most blockchains,
anyone can create a wallet to send and re-
ceive coins and tokens. The second gener-
ation blockchains introduced the functional-
ity of smart contracts, with Ethereum being
one of the first and biggest networks to do so
(Efanov & Roschin, 2018; Buterin, 2013b).
The third generation builds even further on
this and enables a vast array of applications,
such as: identity, education, governance
and many aspects of communication and culture.

For the purpose of this thesis, the focus will be laid on permissionless blockchains, as they allow any
developer to build and launch applications on the blockchain and anyone can interact with the network
as they please (Miller, 2019; Lichtigstein, 2020). One does not need special identification or to verify
themselves in order to do so. These types of blockchains are the most known blockchains, includ-
ing Bitcoin and Ethereum. While most blockchains are permissionless, there are only a handful of
blockchains that have large teams and allow computations to be done on the blockchain network. This
is one of the core aspects of this thesis, as it is expected that anyone can build the metaverse and
build feature and/or additions to the metaverse. One example of a blockchain that can do this is The
Internet Computer (ICP). Besides being a blockchain with many functionalities and developments, it
makes for a fitting example to compare to cloud computing, as it has many similarities when it comes
to the technology and computing. Developers can run their smart contracts on-chain to do real-time
computations on the ICP blockchain. Since the direct comparison will be with cloud computing, it is
crucial to have a blockchain that has the ability to perform computation on-chain, allowing for a potential
metaverse to be built completely on one blockchain.

1.2.4. NFTs, DAOs and DeFi

There are several other technologies that blockchain technology enables, namely: Non-Fungible To-
kens (NFTs), Decentralized Autonomous Organizations (DAOs) and Decentralized Finance (DeFi). All
these three developments can live in harmony on a blockchain and complement one another.

NFTs represent true ownership of a digital asset (J. Fairfield, 2021). In the current market, this technol-
ogy is mainly used to buy and sell art pieces on platforms like OpenSea, which has seen tremendous
growth over the past few years, perhaps even growing too fast (Clifford & Mathews, 2022).

A DAO is a decentralized organization which is represented by rules encoded as a computer program
and is: transparent, controlled by themembers of the organization and cannot be influenced by a central
government (Prusty, 2017; Chohan, 2017). One of such a DAO is integrated into the ICP blockchain,
where users can vote on governance proposal and decide what upgrades to bring to the network and
which ones to leave out (Conwell, 2021).
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DeFi, which enables decentralized exchanges (DEXs) have evolved the space and essentially eliminate
the need for centralized exchange to exist for trading cryptocurrencies. On a DEX, people can trade
their tokens for other tokens and easily exchange them. The main current limitation of a DEX is that
there is limited support for cross-chain currency swaps and high gas fees, but this will soon be a limit
of the past.

Each of these concepts will be explored inmore detail in chapter 3, together with its linkage to blockchain
and the metaverse, and the impacts it can have on potential regulations.

1.2.5. Difficulties and Challenges

The metaverse comes with huge challenges from multiple perspectives such as: cybersecurity, pay-
ment systems, laws, regulations and many more (Dzyuba & Rohi, 2021). This is where recent ad-
vancement in blockchain technology can play a huge role. The Dfinity Foundation, founded by Dominic
Williams, has created a blockchain called The Internet Computer, which is an advanced blockchain that
functions and web-speed and can scale without bound (D. Williams, 2020, 2017). Although the state-
ments from Dominic Williams about scaling without bound is optimistic, the technology behind it does
prove sufficient. If this technology were to hold true, the blockchain could scale its network with its user
base and facilitate the metaverse, where current technological solutions might be limited in doing so
like AWS (Hines, 2021). Hosting the metaverse on a blockchain instead of cloud computers like AWS
comes with both benefits and drawbacks. Some of the benefits are around cybersecurity and additional
features, such as NFTs, yet it depends on a case-by-case basis (S. Singh & Singh, 2016; Demirkan
et al., 2020; P. J. Taylor et al., 2020). These concepts, along with several others, are important as-
pects to consider when making a full-fledged metaverse on the blockchain. However, the concept has
not been explored in much detail, and other perspectives are usually not considered when developing
such a digital environment. Therefore, this research will focus on how The Internet Computer can best
implement aspects from the metaverse, while tackling the current challenges faced by the metaverse
and taking the multiple perspectives into account.

Additionally, besides hosting the whole metaverse on a single blockchain, there is also the possibility
that multiple blockchain can each host a single part of the metaverse, which are then connected by
cross-chain bridges (Bahga & Madisetti, 2016). At first glance, the benefit of this would be that there is
no single point-of-failure, which might be the case if everything is hosted on one blockchain. However,
the downside would be that there are now multiple, smaller, points-of-failure. While the former case
is yet to be investigated, the latter has happened multiple times, the most recent case of which is the
Solana wormhole hack, where hackers walked away with $320 million due to exploitation of its source
code (Sigalos, 2022).

1.3. Research Objective
Creating the metaverse is a big challenge with many aspects that must be taken into account. The
following problem statement has therefore been formulated:

The metaverse is expected to change the landscape of digital interaction and has many
elements to it, it must therefore be closely regulated with policies and regulations in a

manner that it will adhere to the EU, while not limiting its potential.

This problem statement takes the location of the metaverse into account, which is significant since its
geographical location determines which regulations it must adhere to.
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1.3.1. Research Questions

There is one core research question, which is aided by 4 sub-questions. The sub-questions will help
build up to the core research question and answer it in the end. The main research question for the
paper has been formulated as follows:

What are the main technological factors that must be taken into consideration for policy
makers in the EU to create new regulations and policies for a decentralized metaverse?

In order to answer the main research question, several sub-questions will be formulated which will aid
in steering the thesis and building up the required information step by step. With this being said, the first
step is to uncover current policies and regulations around the world surrounding the space - blockchain
and decentralized metaverse. As policies can be different from one country to another, there might be
cases where policies are already set in place that are effective at what they do, or less so. Either way, it
will shine light on what is currently going on around the world and in similar markets, and ultimately help
in answering the main research question. The following question has been formulated for answering
this:

1. What are the current policies and regulations in the EU that are associated with blockchain and
the metaverse?

The second step is to investigate the current centralized version of a metaverse and challenges it has
that stem from it being centralized. This will help identify possible weaknesses and strengths of using
a type of technology for building a metaverse and explore the technological landscape. Traditional
technology is defined as cloud computing for the purpose of this thesis. The following sub-question
has been formulated from this:

2. What are the main technical challenges currently faced by the current technology (i.e., cloud
computing)?

The third sub-question is strongly related to the second sub-question and will go over the advantages
and disadvantages of building a metaverse on a decentralized platform versus a centralized one. This
question will expand on the second one and start integrating the concept of blockchain to the metaverse
and its potential. This leads to the third sub-question:

3. What are the benefits and drawbacks of hosting the metaverse on a blockchain compared to the
current technology?

These previous two questions will help illustrate why blockchain would be a better choice than traditional
centralized systems in building ametaverse, as well as explaining some of the concepts that are needed
to formulate policies. These two questions will be answered by exploring the technological landscape
and gathering opinions from industry experts to formulate an accurate conclusion.

The last step will be to bring the previous three steps together and look at future possibilities of the
metaverse in the EU. While doing this, it must conform to the regulations within the EU and in turn, the
EU must ensure not to limit the possibilities of the industry. From this, the fourth and final sub-question
has been created:

4. Considering future development of a blockchain based metaverse, what should policy makers do
in order to regulate the space while not limiting its development?

All the above-stated sub-questions aim to aid in answering the main research question. Answers to
each of the sub-questions will be given at the end of each chapter and a summarized version will be
provided at the end of the thesis.
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1.4. Research Flow
The flow of the research is essentially in which order the questions are answered, what the purpose of
each chapter is and where the answers to the sub-questions can be found. Figure 1.2 illustrates this
along with the types of data that will be collected for each of the sub-questions.

Figure 1.2: Research flow diagram of the thesis

Figure 1.2 has 3 labels: output, method and research question. The outputs are given whenever a
significant output is also used for the following chapter. Methods are further divided into 3 groups:
literature review, desk research and interviews. The literature review looks specifically at the scientific
articles, papers or books published on the topic. Desk research refers to any type of secondary data
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that will be obtained. This can also be through non-scientific articles, such as other users that have
used a blockchain or a blockchain organization releasing information about the network. Interviews
will be used towards the end and are relatively self-explanatory. The last category, research questions,
illustrates which research question will be answered in which chapter.

The first chapter is an introductory chapter that discusses the core ideas and makes the reader known
with the relevant topics. The background, objective and questions of the research are first introduced
here as well as the state of the art of the technology that will be discussed. There is one core research
question which is aided by four sub-questions which are meant to build up to the core research question.
The outcome of this chapter is the research purpose and definition.

The second chapter elaborates more on the research approach of the thesis, as well as the interview
structure. The first thing elaborated on in this chapter is the design and methodology of the research.
Hereafter, the interview structure, as well as the profiles of all the interviewees are given. This will help
create a better understanding of what to expect from this part before going into the analysis.

The third chapter is a literature review of the current available technologies. In this chapter, literature
on blockchain, traditional technology and the metaverse will be analyzed, which will lay a foundation
for the following chapters and sub-questions. Another aspect that will be elaborated on in this chapter
is the current policies and regulations regarding a decentralized metaverse. This addresses the first
sub-question and will thus be answered in the literature review. The answer can be found towards the
end of the chapter with a summary in the conclusion of the literature review.

From here on, the research technically splits into two parts, the first part of those is the fourth chapter,
where building a metaverse on traditional technology will be discussed. Traditional technology in this
thesis will be defined as cloud computing technology. This chapter will uncover some of the technical
aspects of building the metaverse on this type of technology and will be used to compare it to blockchain
technology in the following chapter. This will be done with the help of certain criteria that are crucial to
building a metaverse and all the elements that go into it.

The second part of this two-part chapter, which is chapter five, is building a metaverse on blockchain
technology. It will discuss the same points that are discussed in chapter four, but on blockchain technol-
ogy, and make a comparative table between the two technologies at the end. Additionally, the opinions
of industry experts from both sides will be asked, which will justify the comparative table and add extra
validity to it. The outcome of this table will be used as a foundation for the last chapter.

The sixth chapter will tie everything together and look at future policies and regulations that should be
focused on. The goal is to create a table with trade-offs that policies and regulations will have to make
to regulate the space. The previous two chapters will have built the necessary technological foundation
to understand it and create regulations around it. The way this will be done is by using the previous
chapters and the industry experts from a variety of stakeholders in the landscape.

The last chapter will primarily answer the main research question that is at the center of the whole
thesis. The answer will include a recommendation to policy makers in the EU to regulate a decentralized
blockchain in the future. On top of this, the information could also be used for blockchain companies to
assess potential regulations that might arise in the future and act accordingly. Moreover, it will conclude
the whole report, discuss it and elaborate on potential future research that can be done on the topic.



2
Research Approach

This research will aim to come to an understanding of the policy and regulations of building the meta-
verse on both a centralized and decentralized system. More specifically, it will look into the possibilities
of creating it on the blockchain. Since it encompasses both the policy and technological aspect of the
landscape, it is vital that the research approach is appropriate for both of these perspectives. The for-
mer aspect is more concerned with qualitative data, looking at similar policies in other jurisdictions as
well as consulting with experts on what the future might bring. On the other hand, technological aspects
are more quantitative and regard the speed of certain systems, as well as costs. However, there will
likely be some qualitative data as well, as usability and perspective of the users also contribute to the
adoption of technologies.

The research approach must therefore fit both the criteria of qualitative and quantitative data, as well
as include primary and secondary sources of data. For this reason, the mixed-methods approach is
best suited, as it combines the two data types into one research.

2.1. Research Design & Methodology
As each sub-question investigates various aspects, they will all have a different approach as to what
type of data will be collected and the way it is collected. This being said, there are some questions
that will need similar data gathering to one another and therefore can use similar methods. Moreover,
a panel of industry experts on both the technological and policy aspects will be formed, which will help
to form a deeper understanding of both the perspectives and give an expert’s view on the topic.

Sub-question one makes use of qualitative data and looks into the current policies and regulations
on blockchain and metaverse within the EU. More specifically, it will aim to understand the current
landscape of the policies in and around the EU, which will form a basis for the subsequent research
questions. This chapter must be executed thoroughly in order to build a strong foundation for all of the
following chapters.

Sub-question two looks at the challenges that traditional technology faces when it comes to building the
metaverse. This will require an in-depth overview of the technology as well as the metaverse and create
a deeper understanding of each of them. Most of the gathered data in this chapter will be quantitative,
as it will refer to the capabilities of the technology and vastness of the metaverse. The result of this
chapter will be to figure out the most critical points on traditional technology and create a list of the
biggest challenges that are in its way.

The third sub-question will look at the list generated by the first sub-question and quantify the benefits
and drawbacks of blockchain technology when it comes to these challenging points of traditional tech-
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nology. This will again require quantitative data to compare the two technologies for each of the points
to see if blockchain performs better in that aspect.

The last sub-question will aim to combine the previous question and formulated policies that will guide
the space into a regulated future. Regardless of the findings, there will be trade-offs when it comes to
this, as both regulations and policies are naturally limiting certain aspects of development and/or usage.
Interviewees will be presented with a set of potential aspects of the metaverse that can be regulated.
Their opinions on the matter will then be gathered, which will be used to identify the most crucial aspects
of the metaverse. This chapter will mostly include qualitative research as well as interviews, and it is
mainly concerned with creating policies and regulations for a decentralized metaverse built in the EU.

With all of the sub-questions, extensive desk research will be conducted, as well as interviews. The
main limitation here is the interviews, which must be standardized to a certain degree. This will help
get some quantitative numbers out of the interviews, making it easier to draw conclusions from them.
Figure 1.2 illustrates the manner in which the sub-questions are structured, what data they need, and
in which order they will be present.

2.2. Interviews
Regarding the interviews, there are several aspects that must be considered and pre-determined, these
are: the interviewee profiles and the structure of the interviews.

2.2.1. Interview Profiles

As for the profiles of the interviewees, there will be threemain categories of industry experts that must be
interviewed: blockchain experts, cloud computing experts, and policy makers or regulators. The reason
for the first two groups is to get a better understanding of the difference between the two technologies to
answer sub-question 3. The end of this chapter will represent a table with the core differences between
the two technologies to which the interviews will add more validity. The last profile is for finding the right
balance between trade-offs for policies and the technology. The list of interview profiles can be seen in
table 2.1. From this table, one can see that there are interviewees from many different backgrounds,
namely: blockchain, cloud computing and policy analysts/regulators. There will therefore also be three
different set of questions, as the interviewees that are more technologically oriented will have questions
about the technical differences between blockchain and cloud computing. On the other hand, the
interviewees that are in the policy/regulations domain will be asked more specific questions regarding
the current, future and potential policies that could surround a new decentralized metaverse.

2.2.2. Interview Structure

There are two possibilities when conducting interviews: structured and semi-structured. For the pur-
pose of this thesis, the structure of the interviews will be created in a semi-structured manner. This
will allow for input from the experts in case any details were missed or not addressed previously. Ad-
ditionally, it will give the opportunity to present ideas from both sides and steer the interviewees in the
right direction in case the topic is starting to shift. This is of particular interest when asking questions
about the end of chapter 5, which will see the key difference presented between cloud computing and
blockchain. The interviewees will not be initially presented with this information when asked about it,
as it is possible to create a bias in the mind of the experts and could limit the answer possibilities from
them. Therefore, a more general question regarding the topic will be asked, which can then be steered
in the direction of more specific topics later on. The specific questions can be seen in Appendix A.1

Towards the end, the interviewees will be presented with a table that illustrates 9 potential regulations
in the metaverse, which are discussed in chapter 3.2.2. After asking which regulations the interviewees
think apply or not, they are asked to rank the top 3 most important regulations in their opinion for the
metaverse. The same 9 categories will be asked to all 3 sub-groups that are interviewed.
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Table 2.1: List of interviewees with their background and expertise that will be interviewed later on in the thesis.

# Background Expertise
Years

Experience
Function

1 Academia/Industry Cryptography 5 Cryptography expert

2 Industry
Blockchain Protocol

Engineer
5

Blockchain network

developer

3 Industry
CC Application &

Blockchain Enthusiast
27

Senior Director

Product Development

4 Industry/Academia Blockchain Regulator 8
Financial strategist,

Xreg Consulting

5 Industry Senior Policy Advisor 4
Secretary General of

Blockchain for Europe

6 Industry/Academia Blockchain Policy
Strategy

15
Head Chair, Israeli

Information Technology

Chamber

2.2.3. Interview Analysis

The analysis of the interview will have 2 main parts to it: quantitative and qualitative. The quantitative
part will focus more on the previously mentioned 9 categories and how they have ranked in the end
and within each group. On the other hand, the qualitative part will look more into what was said during
the interviews from the perspective of the interviewee and try to uncover more information from it.

As for the quantitative part, the starting point is the top 3 of all the participants for the 9 rankings. For
each interviewee, the number 1 pick gets 3 points, the rank in second place gets 2 points and the rank
in third place gets 1 point. In the end, all the values for all the categories will be added up, which will
yield 1 (or more) category(-ies) that will be in the first, second and third position. While an emphasis
will be placed on the overall top 3, the qualitative analysis will cover the others as well.

As for the qualitative part, rather than looking at the rankings themselves, some of the answers given
throughout the rest of the interview will be analyzed. This can for example help determine where the
perspectives, expertise and priorities lie of each one of the participants.



3
Literature review

While chapter 1.2 focused on the current state of the technology, this chapter will lookmore into scientific
articles on the matter. Moreover, it will aim to combine both the technological and non-technological
landscape and will build on this foundation for the coming chapters. The structure of this chapter is
divided into 2 main parts: technology and policy. The former part will first discuss the metaverse itself,
followed by traditional technology and then blockchain technology. The latter part will discuss all the
relevant policies that currently exist within the EU on the landscape. The research questions in 1.3.1
have been formulated in iterations with this chapter.

3.1. The Technology

3.1.1. Metaverse

The term ”metaverse” was first coined in 1992 by Neil Stephenson in his fiction novel Snow Crash, in
which he described a virtual reality space that was accessed through virtual reality goggles (Stephen-
son, 2003). Ever since this (fictional) cyberspace was first mentioned, many technological develop-
ments throughout the decades have slowly turned this idea into reality. As the metaverse kept evolving,
a wide range of different definitions have also emerged throughout the years. A study conducted by
Park & Kim (2022), analyzed 260 academic papers and focused on the definitions and corresponding
viewpoints that define the metaverse. Consequently, the following definition from (Mystakidis, 2022)
is adopted for this research, as it is deemed to be an extensive definition that encapsulates the core
concepts of the metaverse, and will be used as a reference point throughout the research paper:

"The Metaverse is the post-reality universe, a perpetual and persistent multi-user
environment merging physical reality with digital virtuality. It is based on the
convergence of technologies that enable multisensory interactions with virtual

environments, digital objects and people".

It is important to note that the metaverse is considered by many to be a crucial part of the next phase
of the evolution of the web/internet (Austin, 2021). This new generation is referred to as Web 3.0 or the
Spatial Web, and is expected to fundamentally change the way humans interact with the digital world
(Cook et al., 2020). Blockchain is referred to as one of the key driving forces behind this next generation
of the internet, as it completely transforms the data structures in the backend of the web by writing
smart contracts of the applications and deploying them on the decentralized platforms (Kasireddy, 2021;
Geroni, 2021). The Web 3.0 blockchain market is projected to grow exponentially by 2030 (MRFR,
2022), and the estimations for the value of the metaverse lie between 1 to 8 trillion US dollars by
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the end of the decade (Canorea, 2021; Holmes, 2021; Swartz, 2021). Due to this huge potential, the
metaverse has attracted paramount attention. Facebook, the parent company of Facebook, Instagram
and WhatsApp, among other subsidiaries (Reiff, 2021), had recently changed its name to Meta in
October 2021 (Meta, 2021), and expects to invest over 10 billion US dollars on a yearly basis in its
metaverse project (Brown, 2021). Microsoft is also slowly stepping foot in this industry by rolling out
Mesh, which aims to bring immersivemeetings to its cloud-based collaboration platform Teams (Harford,
2021; Roach, 2022).

Centralized Vs. Decentralized

Although these and similar corporate announcements and developments have had a positive contribu-
tion on the growth and adoption levels of the metaverse (Emergen, 2021), they will not be investigated
to a great extent, as they are centralized versions of the metaverse. This research aims to explore
the policies and regulations surrounding a decentralized metaverse, not a centralized version. The key
differences are control, creation and governance (Ledger, 2022). A single entity governs the entire
network in a centralized metaverse. This includes the servers, but also the respective policies that are
designed to regulate the virtual world. Communities within this metaverse are confined to a controlled
space, in which there is no self-ownership of one’s digital assets (Moe, 2021; Canavesi, 2022). Fur-
thermore, user data collection and storage are also stored in a centralized manner, which makes it
difficult for users to verify who has access to their data and under which conditions (Han et al., 2021).
This could have serious privacy implications for metaverse users in terms of data mismanagement.
Christopher Wylie, the renowned whistleblower that informed the public on the Cambridge Analytica
scandal of 2018, in which the data of millions of Facebook (Meta) users were used without their con-
sent (Hern, 2018; Chan, 2019), has serious concerns for the data harvesting and usage in centralized
metaverses (Darby, 2022). Users are focused and putting their energy into decentralized solutions
to mitigate potential problems on data management and theft. Accordingly, decentralized metaverses
and Web 3.0 initiatives have been growing in popularity and attracted around 30 billion US dollars from
venture capital in 2021 (Rai, 2022). A great example of a decentralized metaverse is Decentraland, and
they are making use of DAOs, in which users are given the ability to dictate the future of the metaverse.
This influences governance, as users can now vote on implementing certain changes and updates to
control the way the metaverse is being built and operated (Caleb & Brown, 2022; Decentraland, 2022).
Metaverses that are decentralized are of significant importance, as the platforms are open-sourced and
the control lies within the communities, giving them more control over their own digital assets and the
future landscape of the metaverse, while keeping the respective data secure on the blockchain (Jeon
et al., 2022).

When looking at the current publication on the metaverse, it is evident that the current research done
by scholars is outdated (Dionisio et al., 2013; Kemp & Livingstone, 2006), and new ones are mostly
based around surveys (Ning et al., 2021; Lee et al., 2021). The outdated papers have no mention of
blockchain, NFTs, DAOs and Meta, as that technology is relatively new. The newer papers do mention
some of those aspects, but do not go into much detail.

Status and Issues with The Metaverse

Ning et al. (2021), introduces five different perspectives that one can take on the status of The Meta-
verse: network infrastructure, management technology, basic common technology, virtual reality object
connection, and virtual reality convergence. Additionally, the authors of this paper conclude that cur-
rently, there are still six issues when it comes to The Metaverse. The mentioned issues are interaction,
computation, ethical, privacy, cyber-syndrome, and standards and compatibility. While the paper also
discusses the implementations of blockchain technology, it does not go in-depth on the characteristics
of what sort of blockchain would fit best in terms of processing speed, scalability and other metrics. Lee
et al. (2021), goes more in-depth and outlines six pillars which must be built for the ecosystem of the
metaverse and another eight pillars for the technology enablers of TheMetaverse. While the ecosystem
has more to do with the social aspect and content creation in the metaverse, the technology enablers is
the more interesting aspect to focus on. The eight pillars mentioned are: network, cloud, AI, computer
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vision, blockchain, robotics and Internet of Things (IoT), user interactivity, and extended reality. While
this paper does discuss the application of blockchain in The Metaverse, it does so by only taking in
the PoW mechanism. The PoW mechanism is inherently slow and inefficient when it comes to power,
as nodes are constantly competing against each other in order to solve the next block (Gervais et al.,
2016). Lee et al. (2021), did not discuss the newer PoS mechanism, which, in most cases, is more
secure, and is always more efficient and faster when implemented correctly (Gao & Nobuhara, 2017).
While PoW and PoS are used by the biggest cryptocurrencies, Bitcoin and Ethereum (Nakamoto, 2008;
Buterin, 2013b), there are many other consensus mechanisms, with each of them offering several ben-
efits and drawbacks (Aggarwal & Kumar, 2021; Bodkhe et al., 2020). Some of these public blockchain
are Solana, Polkadot and Cardano, each with their own unique implementation and use of consensus
mechanisms (Yakovenko, 2017; Wood, 2016). Another development is The Internet Computer, which
developed their own mechanism called ’Chain Key Cryptography’ (Dfinity, 2021).

More Digital Presence

Besides the technology, there must also be users and companies that shift towards this world in order to
attract more people. This trend is clearly evident, as recently big corporations like Meta (formerly known
as Facebook), Nike and Adidas are entering the metaverse with different strategies (Bonifacic, 2021;
Z. Sun, 2021). This shift seen from big corporations will be an incentive for other smaller companies to
make a similar move and follow the trend. This trend is most likely a continuation of the shift to a more
online environment which was forced by the COVID-19 pandemic (Fawns et al., 2020).

3.1.2. Traditional Hosting Technology

According to several sources, the three above mentioned cloud service providers are the three biggest
in the world and control more than 60% of the world’s cloud servers (Dignan, 2021; Cohen, 2021).
There could be several theories as to why Amazon, Microsoft and Google dominate the market in this
industry. However, this is outside of the scope of this paper. Rather, it will aim to explain how these
servers work, and what they are good at and some of their drawbacks. This sub-chapter will look at
how cloud servers work ‘from both a theoretical and practical perspective. In other words, it will explain
some of the theoretical perspective about the topic, as well as look into the current implementation of
the biggest three companies.

Theoretical Perspective

Yu et al. (2010) describes cloud computing as being able to offer a variety of different services in the
format of ”X As a Service” (XAAS), where X can be replaced with hardware, software, data storage,
just to name a few. These services can be bought independently of each other and complement one
another. These cloud servers can be accessed through the internet and are cost effective for both small
and large businesses. Therefore, rather than each company owning their own information technology
(IT) infrastructure, they can save the up-front cost of acquiring such expensive hardware and simply use
the pay-as-you-go cloud computing environment (Ranger, 2022). Cloud computing can be used for a
variety of tasks and can support both small and large computations. For example, while individuals can
use it to save some of their data and run relatively small and simple code, many large corporations like
Netflix, Samsung and NASA also outsource some of the computing power they need to AWS (Amazon,
2022; Gillar, 2020).

Figure 3.1 shows a simplified version of the infrastructure of cloud computing. While this is a simplified
version of the whole system, it does give a clear overview of the workings. On the left of the figure,
there are all the customers that send requests to the servers, which is known as the traffic. This traffic
goes through a firewall, which is necessary for the security of the system. After the requests have been
cleared, a load balancer in the system distributes the traffic across the different machines to ensure that
one system is not overloaded while the others are idle and realize higher satisfaction of the users and
resource utilization ratio (A. B. Singh et al., 2017b). This makes load balancers one of the most crucial
elements of cloud computing and is essential for the entire system to work effortlessly. Additionally,
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they argue that load balancers still needed to be optimized and could use different parameters and
algorithms for it. The cloud servers on the right can represent any form as service previously mentioned.

Figure 3.1: Block diagram of cloud computing infrastructure
(A. B. Singh et al., 2017a)

Cloud computing can be divided into three
components: essential characteristics, ser-
vice models and deployments models (Mell
et al., 2011).

Essential Characteristics

There are five essential characteristics
when it comes to cloud computing accord-
ing to Mell et al. (2011). These charac-
teristics can be found with any cloud com-
puting provider and are: On-demand self-
service, broad network access, resource
pooling, rapid elasticity and measure ser-
vice.

On-demand self-service refers to the abil-
ity of consumers to unilaterally provision the
computing done on the cloud. This includes controlling elements such as server time and network
storage. This should be done automatically without requiring human interaction in the process.

The consumer should also be able to access their cloud computer with different devices, known as
broad network access. The provider should ensure that they promote these practices and satisfy the
client in this sense.

The systemmust be able pool its resources to servemultiple consumers. This can be done using amulti-
tenant model, which includes a set of physical and virtual resources that are assigned dynamically and
can be reassigned at any given time according to the demands of the customers. While the customer
can have a broad sense of the location of the service provided, one should never be able to pinpoint
the exact location of the provided resources. These resources include storage, network bandwidth,
processing and memory.

Another aspect is that the system must be elastically provisioned and released, referred to as rapid
elasticity. In some cases, this should be done automatically in order to scale rapidly outward and
inward, depending on the demand at the current time. From the customers’ perspective, scalability
should appear to be infinite and should be appropriate for the required job at any quantity and time.

Cloud systems should be able to automatically control and optimize resource use by leveraging a
metering capability, known as measured service. This should be done at a certain level of abstraction
which is appropriate for the type of service: storage, processing, bandwidth and active user accounts.
The resource usage should be monitored, controlled and reported, which would provide additional
transparency for both parties of the utilized service.

Service Models

According to Mell et al. (2011), there are three different types of service models: software as a service
(Saas), platform as a service (PaaS) and infrastructure as a service (IaaS). Each of these is tailored
towards the different customers and has both benefits and drawbacks compared to another.

SaaS is the most basic type of model a customer can acquire and gives customers the ability to use the
cloud infrastructure of the provider without having control over the network, servers, operating system
(OS) and storage. Regardless of this, the client should be able to access the programs from either a
web-browser or specific program interface.
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PaaS takes this one step further and requires the customer to use programming languages, libraries,
services and tools that are supported by the provider. The capability that is provided to the consumer
is to deploy their project onto the cloud infrastructure acquired or consumer-created applications. How-
ever, the consumer still does not manage the underlying infrastructure manually, which would include
aspects, for instance: network, servers, OS or storage. What the client does have control over is
the deployed applications and possibly the configuration settings of the hosting environment for the
application, giving the client a bit more flexibility in what is happening compared to SaaS.

The final model that is discussed is IaaS, where the client has full control over the OS, storage and
deployed applications. However, the customer still does not have control over the underlying cloud in-
frastructure and cannot manage this. Ultimately, the capability provided to the consumer is to provision
processing, storage, networks and other computing resources that are fundamental for any application.

Deployment Models

The last component of the three is the deployment model, which is comprised of four elements: private
cloud, community cloud, public cloud and hybrid cloud.

In a private cloud, the infrastructure is exclusive to the consumer, whether that is an organization or
individual. This type of deployment could be owned, managed and operated by the organization, a
third party or a combination of the two.

A community cloud gives exclusive access to the users of a certain community or organization. It could
therefore be owned by one or multiple organizations with which it is shared of.

The cloud infrastructure of a public cloud is open to the general public and can thus be accessed by
anyone. This being said, it could still be owned, managed or operated by a business, academic or
government organization.

The three infrastructures mentioned are the fundamental ones and can be combined into a hybrid cloud.
This would include any combination of two or more cloud infrastructures that remain unique entities and
are yet bound together by standardized or proprietary technology. This technology would enable both
data and application portability.

Strengths and Weaknesses

When it comes to the strengths and weaknesses of cloud computing, the usual comparison has tra-
ditionally been between outsourcing the computation to the cloud, or investing in the hardware and
software by the company itself (Baciu, 2015; Plotņikovs & Kodors, 2017).

Strengths

According to Plotņikovs & Kodors (2017), there is one main advantage that trumps all others, which
is the cost effectiveness of using cloud computing. The author compares this to the cost of setting
the same infrastructure up in-house, which would include costs from equipment to maintenance. This
advantage is also mentioned first in other articles and seems to be one of the strongest strengths
for cloud computing (Peterson, 2022; Government, 2017). Other strengths of using cloud computing
relative to creating similar systems in-house include scalability, collaboration, employee productivity
and disaster recovery (Baciu, 2015).

Weaknesses

However, like any other system, cloud computing also has its disadvantages. Baciu (2015) mentions
that the most important weakness of cloud computing is data security, as it is a factor that cannot be
controlled by the users. Taking AWS as an example, there have been several breaches in the past
few years that have exposed sensitive information of millions of people worldwide (Kedrosky, 2022;
Heiligenstein, 2022). In some cases, these breaches can have profound consequences for the people,
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the company that owned the data and the company that was hosting the data. This security issue will
be further explored in a dedicated sub-chapter to it.

3.1.3. Blockchain

Blockchain technology has been briefly introduced in chapter 1.2. Here, more detailed analysis will
be looked into of published papers surrounding the topic, deriving the technologies that enable the
existence of the metaverse. Towards the end, the aim is to integrate this into the legal framework and
regulations that are published by governing bodies as well as discussed in other scientific articles.

There are several elements of blockchain that must be discussed in order to create an understanding
of the technology that would aid in answering the research questions. Essentially what blockchains
try to do is to find the perfect balance when it comes to the impossible triangle (Jia, 2014). While
this perfect balance is subjective to most people, in an ideal scenario, blockchains would be highly
scalable networks while maintaining a good level of decentralization. Developers of many different
blockchains are experimenting with finding this ’perfect balance’, which is subjective in nature. This
triangle represents the scalability, speed and decentralization of blockchains. This triangle is presented
as a trilemma in blockchain, where developers must, in theory, give up one angle for the other two. One
of the main aspects of blockchain that contributes to this triangle is its consensus mechanism, which
is how the blockchain operates and comes to agreement with all its nodes. Blockchains can further be
divided into three generations, where each generation builds upon the previous one and expands its
functionalities. This is essential for building a metaverse on a blockchain, as it requires an advanced
technology and more functionalities than first generation blockchains would bring, such as Bitcoin.

Blockchain Generations

Efanov & Roschin (2018) divides blockchains into three generations: digital currency, digital economy
and digital society. What separates the generations is a combination of: mining, hashing, the public
ledger, transaction enabled software and the digital currency itself (Burgess & Colangelo, 2015).

First Generation - Digital Currency

Firstly, there is the first generation of blockchains (blockchain 1.0), which only support peer-to-peer
transactions between wallets of the network. Bitcoin serves both as a store of value, as well as pro-
viding value to the Bitcoin protocol itself (Burgess & Colangelo, 2015). Key advantages of using such
a technology are more anonymity than credit cards and (in Bitcoin’s case) a hedge against inflation
(Moore, 2013).

Second Generation - Digital Economy

While the first generation was only able to facilitate peer-to-peer transactions, second generation block-
chains allow for several financial applications to be built on its platform (Peters & Panayi, 2016). One
prime example of such a blockchain is Ethereum, where developers can create smart contracts on the
blockchain (Buterin, 2013b). The idea of smart contracts was first published by Szabo (1997), but it
was Buterin (2013b) who implemented the idea with its blockchain. What smart contracts allow for are
applications in the form of contract that run on the blockchain. These applications can be anything
from new tokens, non-fungible assets and DAOs. However, while individuals can create and exchange
NFTs on the Ethereum network, they can also be taken off-chain and host them on other data centers,
such as AWS (Canellis, 2019).

Third Generation - Digital Society

The third generation blockchains expand to non-financial forms, including: art, identity, governance and
communication (Burgess & Colangelo, 2015). One of the most promising applications in this field is in
smart cities, which would combine horizontally cumulative elements: smart mobility, smart governance,
smart living, smart use of natural resources and a smart economy (J. Sun et al., 2016). Another aspect
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is digital identity, as blockchain technology can help the two billion unbanked individuals in creating a
digital identity and gain access to bank accounts and loans (Underwood, 2016).

It is the third generation that will be able to enable the metaverse and grow to its utmost potential.
Therefore, when looking into blockchain technologies and ones that can possibly host the metaverse,
it is crucial that this must be a third generation blockchain. If this is not done, then the space is already
limited in certain areas before true development can begin.

Consensus Mechanisms

While the blockchain generations cover the technological advancement of blockchain from a more
holistic view, the consensus mechanisms go more in-depth on the technology itself. Blockchains have
consensus mechanism to come to agreement on the state of the network among all distributed nodes
(Aggarwal & Kumar, 2021). Essentially, the consensusmechanism ensures that the blockchain network
is being operated properly without any bad actors.

The consensus mechanisms used by the two most popular crypto currencies (Bitcoin and Ethereum)
are PoW and PoS. These two mechanisms are used by many other crypto currencies and blockchain.

Proof-of-Work

PoW, used by the Bitcoin network, utilizes the computational power of machines to establish consensus
(Nakamoto, 2008). Blocks get added to the chain one at a time by a random node in the network, which
publishes the findings to the others and gets the rewards for mining that particular block. While this
mechanism is secure and reliable, it is not energy efficient, fast and not scalable compared to other
mechanisms (Rain, 2022). When looking at the impossible triangle, this mechanism gives up scalability
in order to be secure and decentralized.

Proof-of-Stake

PoS is a mechanism that is currently used by Cardano (ADA) and is being implemented by Ethereum
as well. This mechanism is much less computationally heavy compared to PoW, but can have a higher
barrier to entry. This is because in PoS, a node must stake a certain amount of crypto coins in order
to start being a validator on the network (Rain, 2022). Staking this crypto coin means that the validator
does not have access to it, but they do earn interest on it. If a validator ends up being malicious, the
staked crypto is taken away and the individual will lose all of it, which should disincentives them to act in
such a way. While this mechanism is much more scalable, it gives up a certain level of decentralization
compared to PoW.

Other Mechanisms

Along the road, developers have come up with variations of the PoS mechanism as well as brand new
concepts that would help address the impossible triangle and find the best balance between the three
elements. Three of the most popular and perhaps effective blockchains in this sense are Polkadot’s
Parachains, Solana’s Proof-of-History and The Internet Computer’s Chainkey Cryptography (Parga,
2021). Each one of these three has its own benefits and drawbacks when it comes to each one of the
three elements of blockchain and addresses the issues is different ways.

Web 3

The time it took for the World Wide Web (WWW) to transition from Web 1 to Web 3 has taken a few
decades, as the earliest trace of Web 1 can be tied back to the creation of the Mozilla (Netscape)
web browser back in 1994 (Starry, 2019). In Web 1, there were a handful of content creators, with the
majority of the users being consumers of the content (Sharma, 2022). This made the flow of information
a one-way street, as users could not alter, create or publish content on the web. This version of the
web can be compared to newspapers, where users are presented with a set of information, only on the
web one was able to search for more information than in newspapers.
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From there on, the WWW developed into Web 2, where the consumers could turn into content creators
on the web and publish it for others to see Sharma (2022). This web is also dubbed as ’the participative
social web’ and is the version of the WWW that many people currently use (Aghaei et al., 2012). More-
over, Aghaei et al. (2012) gives an overview of the features as well as the potential usages between
Web 1, Web 2 and Web 3. One prime example of Web 2 usage is Facebook, where users can post
content that is created by themselves onto a centralized platform owned by Meta. Meta can decide
whether or not the content adheres to the policies of the platform and has the authority to delete the
content if it does not fit the criteria. In addition to this, it can decide to block users from its platform,
which was the case when Donald Trump got banned from Twitter in January 2021.

As for Web 3, it was John Markoff that first used the term ’Web 3.0’ to describe the new era of the WWW
back in 2016 (Spivack, 2011). According to one of the first definitions of Web3, its core concept is to
define structure data and link these. This will lead to more effective discovery, automation, integration
and reuse of the data across a wide variety of applications (Ossi, 2003). Another definition of Web3 is
the Semantic Web, as per the inventor of the WWW itself (Berners-Lee, 1998). Essentially, the Web3
revolution will get rid of the centralized players in the industry and have amore decentralized structure in
terms of data and its usage (Choudhury, 2014). Gavin Wood, the founder of the Web3 Foundation, has
mentioned in an interview that Web3 is a movement towards a more liberal model and will safeguard
the liberal world (Ortega, 2022).

Looking at these definitions of Web3, one can easily identify the link with blockchain technology. As
mentioned, Web3 makes use of decentralized data, and it is more effective when using this data for
a wide variety of applications. Aghaei et al. (2012) explains that Web 3 is essentially a ’web of data’,
where there are links between primary objects (documents and files). However, since this paper is
relatively old for the space, it has no mention of blockchain and how the two tie together. While the
paper also briefly touches on Web 4, the authors acknowledge that it is still an abstract idea and far
into the future.

Decentralized Autonomous Organizations

Blockchain-based ecosystems, such as metaverses, are aiming to realize a future in which (online)
groups can successfully coordinate (pseudonymously) by relying entirely on software. This ambition
has been slowly coming into flourishing by the introduction of another technological advancement within
blockchain technology; DAOs. DAOs are decentralized systems that run on blockchains and enables
people to coordinate and govern the system based on a set of self-executing rules (Hassan & De Filippi,
2021). While the first publications on DAOs date back to 1997, were Dilger (1997) introduced the idea
of defining multi-agent systems in an IoT environment, the definitions have changed. It has taken on
a more modern version and has been re-introduced in 2008 by Satoshi Nakamoto - the anonymous
founder of Bitcoin (Nakamoto, 2008; Hassan & De Filippi, 2021). It was only until 2013 that the term
started to be used more frequently on online forums and by the Ethereum co-founder, Vitalik Buterin
(Larimer, 2013; Buterin, 2013a).

While the definitions of DAO slightly differ from one paper to another, they are in essence all the same
and include the blockchain infrastructure and self-governance of software (Nabben, 2021; El Faqir et
al., 2020). Instead of the governance being tied to jurisdictions that are bound by location, DAOs aim to
transcend national borders with thousands of members that abide by and govern their matters through
software, cryptography and ”the rule of code” (Rodrigues, 2018; Filippi & Wright, 2019). DAOs rely on
autonomous smart contracts that oversee and facilitate member-to-member interactions and transac-
tions without the need of a centralized entity or intermediary. It also keeps track of the organizations’
memberships, which can be purchased, earned or rewarded in the form of a token. These tokens pro-
vide the members specific rights over the system to access, manage or influence the resources and/or
services of an organization through on-chain voting, providing members with a chance to engage within
an organization’s decision-making processes (Zhao et al., 2022; Filippi & Wright, 2019).

To some, the first example of a DAO is the Bitcoin network, as it was scaling through community agree-
ments and did not have an organized governance mechanism. However, as aforementioned, the def-
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inition of DAOs is constantly changing, and Bitcoin does not classify as a DAO by today’s standards
anymore. The project does not have a governance mechanism that allows members to vote on trea-
sure and/or resource usage. Taking that into consideration, one could say that Dash would be one
of the first DAO’s; in August 2015 they have introduced nodes (Masternodes) with voting abilities to
determine what could happen to 10% of the (monetary) block rewards of the project (Johnson, 2016).

As DeFi satisfied the desire of the blockchain community for an open, permissionless and decentral-
ized financial system, DAOs became a crucial component of projects that wanted to demonstrate their
level of decentralization through community governance. Consequently, when DeFi grew in popularity
in 2020, so did the popularity of DAOs and governance tokens (Graah, 2022). The most prominent
projects that label themselves as DAOs are: Uniswap, ApeCoin and Aave (Brooke, 2022; CoinMarket-
Cap, 2022). However, it is important to note that a variety of different cryptocurrency projects, such
as ICP and Solana, are also starting to integrate governance tokens into their ecosystem and expand
their use-cases, making some (DAO) ecosystems relatively nascent in comparison to others. While
Solana’s on-chain governance system is still a concept and has not yet been implemented, ICP has
already done so with the Network Nervous System (NNS) (Bor, 2021; Dfinity, 2021). At the moment, it
is therefore impossible for users to vote on proposals to improve the network and change its trajectory.
On the other hand, the NNS for the ICP network has been live since the genesis event back in May of
2021. Holders of the native ICP token can stake their coins on the NNS app with a lockup period of
6 months to 8 years. The voting power and rewards of the staked coins increase with longer lockup
periods. The proposals are grouped into different categories to make it clear to the user what the pro-
posal is about. Moreover, one can delegate the voting to follow the votes of other people (at this point
it is only possible to follow organizations) and vote exactly the same as them (Dfinity, 2021). This can
be done for all topics, except for governance topics, as the network feels that this is too important to
delegate and ensures that most people consciously vote on these types of proposals. Therefore, ICP
clearly has the upper hand over Solana, as Solana does not have such a system in place and has no
detailed schedule on when this could become available.

At its most rudimentary level, a DAO can provide a way for a large group of people to (financially)
organize themselves towards a collective aim. However, difficulties might arise in the real world. As-
sangeDAO was founded in late 2021, after the High Court ruled that Julian Assange, founder of Wik-
ileaks who is wanted in the US over publications of classified documents, can be extradited from the UK
to the US (Morton, 2021; AssangeDAO, 2022). It had raised $55 million to bid on an NFT project that
would funnel those funds towards efforts that support Assange’s case. The project drew support from
high-profile figures, such as Ethereum co-founder Vitalik Buterin and whistleblower Edward Snowden.
However, there were ideological differences within the community on how the funds should be spent.
This ”leaderless organization” had difficulties with resolving differences in these low-trust environments,
as they lacked the mechanisms to properly measure the will of the DAO, and that ultimately tore it apart.
Amir Taaki, one of the people behind the development of Bitcoin, even wrote in a post following this
controversy: ”DAOs are unproven to the vast majority of the world” (Kuhn, 2022; Castrovilli, 2022).

Non-Fungible Tokens

Emergent technologies, such as blockchain, tend to bring new forms of applications to the general
public that were previously deemed to be unnecessary or unfeasible. Furthermore, as these new
technologies bring along new applications and concepts, they also create new desires and needs that
have to be met. In this case, the growing adoption levels of blockchain in combination with the concept
of (partially) adopting a ’digital/online identity’, such as in the Metaverse, have created the need of
proving the authenticity of ownership of certain digital assets. Accordingly, NFTs have appeared to
resolve this matter, as it aims to represent ownership of digital objects like art, collectibles, jpegs and
video clips, or in-game items. Generally, NFTs are encoded within smart contracts that are deployed
on the blockchain, making the certification unique and therefore not interchangeable, while providing
the owner with a unique digital certificate of ownership (Evans, 2019; Nadini et al., 2021).

The public attention towards NFTs peaked in 2021, when Mike Winkelmann - known as Beeple - sold
an NFT as art for $69 million. This event had put someone, who had never sold a single print over
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$100 six months prior to the big sale, in the current top three of most expensive living artists in the
world (Kastrenakes, 2021; Barnebys, 2022). Nevertheless, the concept that became the driving force
of NFTs was written in a paper dating back to 2012, in which Meni Rosenfield introduced the concept
of ”Colored Coins” for the Bitcoin blockchain, which was an idea to represent and manage real-world
assets on the blockchain by proving asset ownership (Rosenfeld, 2012). However, due to technical
limitations of Bitcoin the concept was not able to become reality at that time. Nonetheless, on May
the 3rd, 2014, Kevin McCoy had ’minted’ the first NFT Quantum on the Namecoin blockchain, in which
’minting’ refers to publishing the token on the blockchain. From that point on, many events that included
significant amounts of experimentation and developments have led to Counterparty (Bitcoin 2.0) as one
of the first NFT platforms, which has paved the way for mass-adoption in terms of NFT minting and
trading (Wong, 2021; Gaskin, 2021; E. Taylor, 2021).

Currently, over 90% of all digital assets are on the Ethereum network and have the ERC-721 standard,
which refers to a subset of Ethereum tokens that are suitable for NFT-minting. However, all this pop-
ularity has come at a cost. Due to network saturation, high transaction fees and specific blockchain
configurations, many other (NFT) platforms have emerged and are currently successfully operating in
their own ecosystem (Matob, 2022; Ethereum, 2022). ICP and Solana have introduced their own stan-
dard(s), such as DIP-721 and SPL Metaplex, and are supposed to be cheaper and faster alternatives
to Ethereum’s ERC-721 standard (ICP, 2022; Solana, 2022). However, regardless of an NFT’s stan-
dard specifications, they are set to be great use-cases for it in the metaverse. The concept of virtual
marketplaces is one of the most prominent outcomes of NFT-usage in the metaverse, in which users
will be able to buy and sell digital items with certified ownership attached to it. Furthermore, as the
metaverse is aiming to incorporate many aspects of the real world in a virtual setting, the idea of an art
gallery or integrating art (as NFTs) in ’virtual real-estate’ is growing and slowly becoming reality.

3.1.4. Comparison Between the Technologies

While both technologies are fit to host the metaverse and share similarities, there are some crucial
differences between the two. Here, the motivation for comparison between the two technologies is dis-
cussed, as well as the motivation behind choosing ICP as the specific blockchain to compare traditional
hosting technologies to.

Motivation for Comparison

Although a completely centralized version of the metaverse is excluded from the research, it is a possi-
bility that the metaverse could make use of both hosting technologies. What is meant by a centralized
version is that the metaverse itself is run on the servers of a single enterprise and the digital goods are
not transferable to other metaverses. By making use of both technologies, the best aspects of either
one of them can be used and combined to create the best possible hosting environment between the
two. Moreover, blockchain might not suit every application and further research is needed to figure out
the best manner in which blockchain technology can be adopted in governmental bodies (Ølnes et al.,
2017).

Motivation for Specific Blockchain

Comparing blockchain in general to traditional hosting technologies is nearly impossible, as there are
many different blockchain, which all have their own (dis)advantages. Therefore, in some cases it must
be compared to a specific blockchain, which as mentioned earlier, will be ICP. There are a few reasons
behind this, which will now be discussed.

First of all, ICP allows for computation to be done on-chain. Even though the metaverse will likely
be hosted on a combination between the two technologies, it is crucial for the comparison chapter to
use a blockchain which can perform computations on-chain. Smart contracts, or ’canisters’ as they
are called on ICP, can make use of the computational power that the nodes of the network possess.
In addition to computations, users can store data on the network at relatively low prices compared to
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other blockchains, with prices competing with large CC enterprises, such as AWS (Buenconsejo, 2022;
Siffert, 2022).

3.2. Policies and Regulations
Now that the technologies have been discussed, the current policies and regulations that are currently
implemented in the EU will be looked at. These regulations could be either for blockchain or the meta-
verse itself. However, since the metaverse is a new concept, it is expected that there are currently only
regulations for blockchain in the EU, while future regulations could impact both.

3.2.1. Policies versus Regulations

While many people use the two terms synonymously, policies and regulations are different by nature,
and it is important to distinguish them before diving deep into each one of them. While both of them are
put in place to direct the people in a certain way, they usually have different goals and the consequences
of breaking a policy or regulations can differ drastically. As Dawson (2012) describes, policies that are
made to achieve goals of organizations and governments to carry out certain plans. On the other hand,
a regulation more so has the effect of an implemented law and is considered to be more restrictive than
policies. Regulations are usually enforced and imposed by authorities to ensure that people follow
the code of conduct in alignment with the implemented regulations. Surbhi (2021) seconds this by
stating that policies are meant to act as a guide to decision making, whereas rules (regulations) help
with discipline and regulating the work and environment within an organization or country. The author
outlines key differences between regulations and policies, which can be seen table 3.1. This table lays
out the key differences between the two on various fronts and gives a clear overview of the discrete
differences between the two.

Table 3.1: Comparison table between policies and regulations (Surbhi, 2021).

Comparison Regulations Policies

Definition
Set of rules that imply a

clearly stated standard that

regulates the behaviour of individuals

Principle of action created by

organizations or governments,

acting as a guide for decision making

in different circumstances

Represents An order that must be followed
Framework where decisions

will be made with

Determines
What should and should not

be done by individuals

what must be done in

different circumstances

Sources Procedures and policies Objectives

Rigidity Highly rigid Relatively less rigid

Type of

statement
Specific statements General statements

Objective
Maintain discipline, ensure

compliance and govern behaviour

Guide decision making processes

and ensure alignment in decisions

Now that the differences between the two have been laid out and understood, one must grasp a firm
understanding of the different types or policies and regulations. This will aid in advising what type of
either a policy, regulation or both to implement for a metaverse built on the blockchain.
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Types of Policies

According to Lowi (1972b), there are four types of policies that can categorize all of the existing policies,
namely: distributive, regulatory, constituent and redistributive. Each of these types has its own benefits
and drawbacks and are designed for specific purposes.

Figure 3.2: The four different types of policies as described by Lowi (1972a)

Figure 3.2 depicts the image which Lowi (1972b) created for understanding the four types of policies.
Each of these four different types of policies are discussed in the following sub-chapters. All of the
information is obtained from Lowi (1972b), which examples given from the modern-world to link the
theory to something more tangible.

Distributive policies

The first type of policy is the distributive policy, which can be seen at the top left of figure 3.2. These
types of policies are focused on distributing goods and services to members of an organization or group.
However, the costs of those goods and services are also split amongst the same organization/group
that would use them. One great example of such policies is expenditures for public education and
welfare, as citizens benefit from these investments from the government, but also (indirectly) pay for
those through taxes.

Regulatory Policies

The second type is regulatory policy, which looks more at the environment conduct rather than the
individual conduct. These types of policies are more limiting in nature and are supposed to compel
specific types of behaviour. This can best be done when there is a clear differentiation of good and bad
behaviour as defined by the policy. Bad behaviour can then be penalized through the use of sanctions
or fines on the person, group or other form of organization. One such successful example are speed
limits, which are enforced by the law and there is a clear distinction between good and bad behaviour,
since speed limits are not ambiguous.

Constituent Policies

The third policy is the regulative policy, which is more aimed at immediate coercion. Moreover, these
types of policies deal with laws and create executive power entities. In some circumstances they can
also deal with fiscal policies, which are more linked to monetary issues.

Redistributive Policies
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The last type is the redistributive policy, which in someways is similar to the first type but is more focused
on a specific group. While the likelihood of coercion is also immediate, as with the regulative policies,
it does not necessarily mean that the differentiation is between good and bad behaviour. Rather, it
is between individuals that are in need of the redistribution of goods or services and individuals that
are not. One great example of such a policy is health insurance, where the collected money gets
redistributed amongst the people that need it most.

Now that the four types of policies have been discussed, there is a clearer picture of what type of policy
could potentially be implemented for the metaverse. Obviously different areas would require different
types, as they are not a one-size-fits-all type. However, it will aid in both formulating and understanding
the theory behind the policies itself.

3.2.2. Metaverse and Regulations

There are two forms of regulation in the metaverse: regulation by architecture and regulation by law, in
which the former refers to a computer software that prohibits the users from performing certain actions
by choice of the developers and the latter refers to regulatory frameworks that are imposed by a third-
party (country or organisation). This sub-chapter will discuss the existing (international) regulatory
frameworks that are relevant for understanding the concept of decentralized metaverses regulations.

Currently, the governance of the internet varies considerably from country to country, and it is expected
that the metaverse will adhere to a similar nature (Hui, 2021). It is important to note that there are signifi-
cant challenges that are associated with regulating decentralized platforms. Decentralized metaverses
are autonomous organisations (chapter: 3.1.3), meaning, they are operated and governed by a code
or protocol without the interference or influence of a central body. This poses an intriguing question,
whether one will be able to successfully regulate the operations of a decentralized platform that is strictly
governed by a programming code. A paper by Salami (2021), puts forward the idea that this highly de-
pends on how decentralized these platforms are and whether the organisation has sufficient power
over the operations to be held accountable for the activities that are occurring on the decentralized
platforms. Furthermore, as there is a growing need for clarity on decentralized platform regulations,
there seems to be a greater emphasis on enforcing the regulations based on how people are using the
platform. This has shifted the focus of literature on the practices of humans on decentralized platforms,
rather than the technological aspects that facilitate the respective actions (J. A. Fairfield, 2021; Trotz,
2019).

In terms of past legislations that could be deemed as relevant for today, there are three key regulatory
regimes in the U.S.: Financial Crimes Enforcement Network (FinCen), US Securities and Exchange
Commission (SEC), and Commodity Futures Trading Commission (CFTC). For Europe, the most promi-
nent regulations stem from the European Commission within the European Union (Aberg et al., 2022;
Commission, 2022b). The following is a set of legislations that are important to consider for regulating
the decentralized metaverse (Commission, 2018; ESMA, 2018; EUR-Lex, 2009):

• General Data Protection Regulation (GDPR) - data protection law.
• Markets in Financial Instrument Directive II (MiFID II) - protection for investors
• Electronic Money Directive 2 (EMD2) - licenses of an electronic money institution

Onemight presume that these laws and regulations are of great importance, but due to the technological
advancements within the blockchain space, they have become less relevant and more difficult to apply
to the respective operations and concepts of (decentralized) metaverses. With respect to GDPR, it is
still unclear who bears the responsibility of data processing in a decentralized platform and becomes
liable in the event of lost or stolen data. The platforms are also aiming to be interoperable, which could
lead to the sharing of sensitive information of businesses (such as pricing) and that is supposed to
violate the anti-trust challenge and competition law. What happens when digital assets are embodied
as NFTs, or real buildings are being replicated in the metaverse. How does this relate to copyright
law? In 2018, the Financial Conduct Activity (FCA) commented the following: ”we do not consider
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cryptocurrencies to be currencies or commodities for regulatory purposes under MiFID II”, and since
then not much has changed for crypto(-related) assets within MiFID (FCA, 2018). EMD2 does not take
into account the concept of cryptocurrencies into their current legislative framework and does not cover
blockchain technology. They have even released a report for the European Commission, stating that
crypto-assets are not part of the financial services law in the EU (EBA, 2019).

The existing legal laws have proven to be insufficient to address the complex matter of regulating
decentralized metaverse. Accordingly, In February 2022, the European Parliament (EP) has directed
questions towards the European Commission asking whether they could: ”launch a study to better
understand the metaverse and the risks to the general public” and start the investigation process of
regulations ”right away”, as ”it could slip through the net of current legal and consumer protection
safeguards” (Parliament, 2022). This developing technology has proven to put immense pressure
on the existing laws and is demanding regulators around the world to construct more detailed and
sophisticated regulations.

However, regulatory progress of blockchain and cryptocurrencies has been occurring. The SEC has
recently announced the establishment of the Crypto Assets and Cyber Unit to ensure the protection of
the investors in the crypto market (Franck, 2022). Organizational steps are being taken and proposals
are being constructed for potential legislation forming. One of the most prominent regulations of the
European Commission is the MiCA Directive. It has been introduced in 2020 and aims to provide a
sound legal framework that can be used to define the regulatory treatment of the crypto-assets that are
not (yet) covered by the existing legislations (Commission, 2020a). However, the term metaverse has
not been mentioned once in this Directive, as it mostly focuses on requirements for crypto-asset issuers
and service providers in terms of market abuse, which does not have significant levels of influence
on the type of regulations in the metaverse (Alexandrov, 2020). It is also important to note how the
Council has adopted another proposal known as the DORA. Similarly, this proposal also does not
provide a framework for regulating the metaverse, but has a focus on mitigating IT risks and providing
a framework to harmonize the digital resilience processes and standards across financial institutions
(Commission, 2020b). The key takeaway from this is that both proposalsmight indirectly influence some
aspect of crypto-usage within the metaverse, through setting certain requirements of utility-tokens, but
do not address any type of regulations within the metaverse or the technology itself.

There has been one instance of a distributed ledger technology that has been used as a pilot for drafting
new EU regulations (Zetzsche & Woxholth, 2022). While the structure of this study is in the right direc-
tion towards understanding implementations of policies for blockchain, the policies themselves have
little to do with blockchain technology and the metaverse. Rather, this pilot study has a similar focus
to MiCA as it aims to address EU financial law regulations rather than possible blockchain technology
and metaverse regulations.

As one can see, there are no current regulations that directly address possible issues that might occur
in the metaverse itself, such as the 9 mentioned categories mentioned in the next sub-chapter. On
top of that, there are no regulations that focus on the technology on top of which the metaverse is
built: blockchain. All that the current regulations focus on is crypto assets and the safety of investors
themselves. Therefore, addressing the first research question, there are no current regulations within
the EU that address the metaverse or technological aspects of blockchain

Potential Metaverse Regulations and Policies

While there are currently no regulations or policies that specifically address the metaverse, there are
some areas that could and/or should be regulated (Lau, 2022; Madiega et al., 2022; Ara et al., 2022).
These areas are governance & legal documentation, liability, intellectual property, data privacy, DAOs,
smart contracts, know your customer (KYC), virtual asset taxes and regulations of conduct. These 9
categories for potential regulation are mentioned mostly in relevant publications and articles and will
therefore be looked at first. Table 3.2 was presented as is to the interviewees and asked whether they
think the aspects apply and their top 3 rankings for the 9 aspects.

First, there is the Governance & Legal Documentation, which refers to the governance and documen-
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Table 3.2: List of potential critical aspects that could be monitored with the help of policies or regulations in a decentralized
metaverse.

Possible Regulation Description

Governance & Legal

Documentation (1)

The governance of the blockchain should be outlined

clearly with detailed descriptions of the technology.

Liability (2)
The liable party in case of malfunctions, wrong

transactions or other faults caused by the network.

Intellectual Property

(3)

IP rights within the metaverse; ensuring that companies

have the necessary IP rights to publish and use certain content.

Data Privacy (4)
The security and privacy of the data of the users

of the metaverse built on the blockchain.

DAOs (5)
Should the creation and operation of DAOs stay

decentralized or will it need some regulation? Which party

will be responsible when something goes wrong?

Smart contracts (6)
Will smart contracts need some sort of additional

compliance layer in order to satisfy as a ’legally enforcing contract’

to settle goods or other virtual matters in the future?

KYC (7)
Will some sort of KYC be needed for either the users or the

node operators that power the blockchain? For example,

when addressing the liability issues mentioned earlier.

Virtual Asset

Taxes (8)

Since a lot of wealth will be transferred to this new virtual world,

should governments start taxing the wealth created/generated

in this digital environment?

Regulation of

Conduct (9)

How will the behaviour of individuals in this digital world be

regulated and what will be the consequences of misconduct?

Are bans of the platform enough or

should there be additional follow-up?

tation of blockchains and the code. The sources mention that these codes should be outlined clearly
with enough documentation for others to understand the code itself and know the specifics.

The second aspect is the liability issues in case of a malfunction, wrong transaction or any other fault
that can happen in the network. Most notable of these are potential smart contract failures that can
occur on blockchain networks when interacting with them. The sources stipulate that there could be
need for a potential regulation that clearly outlines the liable party in case of such an event. In the
hypothetical example of the smart contract failure, the liable party could be either the developers of the
smart contract, the users that interacted with it or the owners of the network where the smart contract
is deployed.

The third concerns the intellectual property rights of creations on the blockchain and in the metaverse.
More specifically, it concerns the correct rights that must be obtained from the parties in order to publish
and use the content in question. This can be particularly tricky, as there are many ongoing projects,
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and it is (as of now) difficult to follow and track everything that is going on.

The fourth aspect is data privacy of the users that would use the metaverse. The discussed blockchains
are public and permissionless blockchains, where anyone can access the data of the users and could
be shared and used in other applications. One great example of this use that is currently being imple-
mented in applications are targeted advertisements on, for example Facebook and Instagram.

The fifth element is the decentralized autonomous organizations that will to some extent regulate the
blockchains. The issue is whether the creation of these should stay completely decentralized or whether
they need certain regulations and must therefore adhere to some centralized guidelines. Moreover, as
is also the issue when it comes to liability, some sources state future regulations could include a liability
factor for the developers of the DAO in case of malfunction.

The sixth feature that was discussed is smart contracts that run on blockchains. More particularly,
whether an additional regulatory layer is needed for them be legally enforced by law in order to settle
virtual assets in the metaverse. Since smart contracts offer new advancements and can be imple-
mented in a much more efficient manner than traditional contract and in a wider variety of cases, they
are likely to be the most prominent type of legally enforced contract that will be used in the metaverse.
Therefore, it might be necessary to add an additional regulatory layer that makes all smart contracts
legally enforceable in the jurisdiction that the user is in.

The seventh aspect regards the know you customer procedures of that the metaverse might implement.
As with many other aspects in life, certain KYC procedures might be implemented in the metaverse to
verify a user’s identity. This could be for any number of reasons, including linking physical and digital
users and goods. However, the discussed blockchains are, by nature, anonymous and can be used
by anyone without providing proof of identity. It is therefore difficult to implement. Moreover, there are
multiple ways to go about this and implement the KYC, besides using traditional ways that have been
used in the past.

The eighth element is the virtual asset tax that can be implemented as digital assets within the meta-
verse. This can be capital gains tax, which is already being implemented on cryptocurrencies in the
United States but could also encapsulate other types of tax. One form that has not been discussed yet
are potential property taxes on houses in the metaverse, waste tax or other forms that are currently in
the physical world. Since a lot of wealth is expected to enter the metaverse, it is likely that governments
will receive less from taxes if nothing is done about it. There could therefore be new regulations that
tax certain aspects of the metaverse.

The ninth and final aspect that could be regulated in the metaverse is the regulation of conduct. This
refers to the behaviour of individuals within the metaverse and ensuring that users that misbehave
have consequences of their actions. Since this is a virtual world and no physical harm can be done
to others (yet), this would primarily be focused on virtual harm or theft in the metaverse. Moreover,
what the consequences could be are also of importance, as actions that are more harmful should be
punished with greater consequences. However, deciding the severity of the consequences is outside
of the scope of this research.

3.2.3. Blockchain and Regulations

Now that regulations for the metaverse have been discussed, it is time to look at one of the possible
underlying technologies: blockchain. However, even though there might not be any direct regulations
and policies for the metaverse as discussed above, there could potentially be blockchain regulations
within the EU that indirectly affect the metaverse in some respect.

EC & ECB Plans

The European Commission has already published a legal and regulatory framework for blockchain,
which includes a digital Euro, crypto laws for the EU region and future plans for blockchain regulation
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(Commission, 2022a). The digital Euro has been an idea of the European Commission (EC) and the
European Central Bank (ECB) since January of 2021 (Commission, 2021). More recently, the ECB has
published an official statement where they declare their plan: getting ready to possibly issue a digital
Euro coin. (Bank, 2022).

OECD and Regulations

In 2019, the Organisation for Economic Co-operation and Development (OECD) published a case study
report focused on sustainability infrastructure of blockchain and outline some implications for policy
makers (OECD, 2019). The core benefits from their perspective of implementing blockchain technology
into financial services are threefold: unlocking new sources of financing, bringing visibility to alignment
and enhancing awareness and access. When it comes to policymakers, OECD (2019) states that policy
makers should take the initial steps to address legal and regulatory issues. Moreover, since many of the
mentioned issues are on an international level, the article emphasized on the international coordination
between countries and elaborates four specific actions. The first of these actions addresses education
around blockchain technology and aims to create a ”standardised toolbox” that will facilitate further R&D.
The second point concerns the knowledge transfer to developing economies, as well as collaboration
for research and partnerships between the private and public sector. The third item is the clarification of
regulatory treatment of the space, with a specific spotlight on securities law, tax law, legal recognition of
data from blockchain databases, data privacy and consumer protection. This should be done through
a close collaboration between governmental regulators and stakeholders in the blockchain ecosystem.
All of these areas are also of interest when looking into the metaverse and will thus be further expanded
upon. The last point that the study touches upon is all about increasing the understanding of the
metaverse and sharing information on online forums and blogs.

Three out of the four said points regard the increasing and sharing of information across stakeholders
to ensure that everyone is up to date with the current knowledge. While these are good ideas to
improve understanding and assure that all stakeholders are on the same page in that regard, it does
little to address the actual policies and regulation in the jurisdiction involved. The third point is of most
interest to this research, as it involves actual policies and regulations being created in the landscape,
particularly around the areas that were mentioned. OECD (2019) continues to discuss the application
of blockchain in four different areas as case studies but does not expand on what type of policies and
regulations would fit best, how strict they should be or whether they should be more local or global.

Besides blockchain, this future regulation could have an impact on the metaverse as well. The areas
that could have an impact are tax law, data privacy and consumer protection. Since the metaverse is
expected to grow to a $3 trillion industry in the next decade within the next decade (Ramage, 2022),
meaning that there will be a large influx of wealth into this space. If this money were not taxed, gov-
ernments could expect to lose some of their income from taxpayers. Data privacy is perhaps just as
important as taxation, as many users are expected to use the space and will thus store lots of data in the
metaverse. If this data is stored on the blockchain, it must be stored in such a manner that others are
not able to see sensitive data, such as one’s address or social security number. These two regulations
could therefore have a direct impact on the metaverse, which the OECD should take into account when
drafting such regulatory frameworks. As for consumer protection, it depends what direction the OECD
will go. For example, there is already a regulatory framework that addresses consumer protection in
the blockchain space but is much more tailored towards crypto assets. This is not expected to have a
big impact on the metaverse itself, as it is more about the technology behind it. However, if they decide
to focus more on protecting consumers in case of misconduct in the metaverse or crypto-phishing (for
crypto and potentially NFTs), then it will have an impact on the metaverse. Therefore, it is still unclear
whether this last point will have a direct impact on the metaverse but will most likely have some sort of
indirect effect on the users of the metaverse and protect them in some ways.
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3.3. Knowledge Gap
While the blockchain technology has advanced to levels sufficient enough to host a metaverse, the
policies are yet to catch up to the developments. The current policies only focus on the investment and
financial side of blockchain technology and aim to protect investors from extensive harm. There are
currently no policies in place in the EU that address the underlying technology of blockchain itself or
the metaverse, leaving room for new research to be conducted and explored.

3.4. Conclusion
All in all, the metaverse is a complex space and its definition still varies depending on the source.
There are multiple ways to build a metaverse, using both traditional cloud computers (centralized) and
newer blockchain technologies (decentralized). There aremany new developments in the technological
aspects of the metaverse, while the scientific articles on the matter are lacking behind. The most recent
papers on the metaverse briefly mentioned that it could be built on a blockchain but did not go into detail
on how it could be implemented or what type of blockchain to use, merely the potential benefits that
blockchain could bring to the table.

Asmentioned in the paragraph above, themetaverse can be built on two technologies: cloud computing
and blockchain. the cloud computing infrastructure has been around longer than blockchain and is thus
also more developed. There are three service models in this respect: SaaS, PaaS and IaaS, which
are each tailored towards different consumers, giving the users the option of which model they want to
work with. Different elements of the metaverse can thus utilize different service models. Blockchain on
the other hand is a newer technology and although it offers new concepts, such as DAOs and NFTs, it
is much less mature than cloud computing and thus has its drawbacks as well.

As for the regulations on blockchain and the metaverse in the EU, currently there are only a few that
apply to this space. The first regulation is that of the MiCA framework, which focuses specifically on
the crypto assets, rather than the blockchain technology itself. This regulation is aimed at reducing
the number of illegal activities within the crypto-asset space. It also gives regulation on what compa-
nies must do in order to release new crypto tokens that would be legal from the perspective of this
framework. Beyond this, the EC and ECB are planning to release their own digital Euro coin, but as of
Q2 2022, these are merely possibilities and not a reality yet. The OECD published an article in 2019
that emphasizes on increasing the knowledge about blockchain amongst the stakeholders for regulat-
ing blockchain technology. Therefore, one can see that there are no current regulations on blockchain
technology itself within the EU. The metaverse, an even newer development than blockchain, also does
not have any current regulations. However, in February of 2022, the EP has asked the EC to conduct a
study into understanding the risks that the metaverse carries to the general public. Even though there
are no updates yet on this matter, this study could kick start the first few regulations within the EU for
the metaverse. Yet as of now, there are no regulations at all that focus specifically on the metaverse
in the EU.

This chapter was aimed at answering the first sub-question:

What are the current policies and regulations in the EU that are associated with
blockchain and the metaverse?

It can be said that there are currently no regulations or policies in effect that affect either blockchain
technology or the metaverse in the EU. However, there is the MiCA framework, which focuses on
regulating crypto-assets and there are plans to regulate both in the future, although it is still unknown
what will be regulated, and which aspects will be the first to be regulated.
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Metaverse and Traditional Technology

The first topic that will be explored is the metaverse with respect to traditional technology. Traditional
technology as defined by this scope, are systems that do not utilize blockchain, such as Amazon Web
Services, Google Cloud and Microsoft Azure. These three companies are examples of cloud comput-
ing companies that provide its resources for others to use. The theory behind this chapter is to dig into
the technological landscape of this world and uncover its limitation when it comes to building a meta-
verse on these servers. By locating the critical points of these servers, it will be possible to accurately
address them in the next chapter, which will focus on the potential advantages and disadvantages that
blockchain has over traditional technology.

4.1. Cloud Servers and Metaverse
The metaverse is comprised of many different elements, making the hosting and development a rel-
atively big project. Since a technical background is already given on the technology, this chapter will
look into the aspects that are comparative to blockchain and will aim to find the difference between the
two. The aspects that will be looked into are: energy usage, security, scalability, governance, democ-
ratization, cost and additional features (such as digital ownership). All of these will be defined in their
respective sub-chapters.

4.1.1. Elements of The Metaverse

There are many elements of the metaverse when it comes to the full scale project. However, there is no
concrete scientific evidence that states what is exactly needed for hosting and running a metaverse on
centralized cloud computing services (Ning et al., 2021; Xu et al., 2022). That being said, the papers
are making connections between games and the metaverse, which will be taken as a standard for this
part, with the addition of features such as training AI models, and optimizing models and simulations
(Xu et al., 2022). This essentially means that the metaverse will need extra computing power compared
to traditional games in order to sustain the project. In addition to this, the metaverse is also expected
to have legally binding contracts, with which users can purchase real estate and other goods. These
contracts themselves do not have additional protection when done on cloud computers and rely on the
security of the data centers themselves.

All of this essentially means that there are five main components that will be compared between cloud
computing and blockchain: Energy usage, security, scalability, governance, democratization, costs
and additional features. A comparative overview between cloud computing and blockchain of all the
discussed aspects is given in chapter 5.4 in table 5.2.

29
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Energy Usage

While energy usage might be overlooked and labeled as irrelevant by some, recent scrutiny’s against
Bitcoin for its inefficiency have made it an import topic to uncover (Cuen, 2021). However, measuring
the exact energy usage of cloud computers differs widely per application and specific scenario.

While many policy makers might believe that cloud computers are giant warehouse-sized computers
that consume many Terra watts of energy, recent studies show otherwise (Lohr, 2020; Masanet et al.,
2020b). Research conducted by Masanet et al. (2020b) looked at the increase in usage of certain
cloud computing services as well as the average efficiency increases. For example, the authors found
that many of the cloud computing services increased significantly in the time period between 2010 and
2018 (Masanet et al., 2020b). Workloads of global data centers and compute instances increase by
more than sixfold and internet protocol (IP) traffic by more than tenfold. The biggest increase however,
was in storage capacity, which grew more than twenty-five times in the same time period. However,
while these usage has increased, electricity per computation has decreased by a factor of four, and the
usage per terabyte of installed storage by a factor of nine. Comparing both the increase in the servers,
computers themselves, as well as the efficiency of computers, the net increase is much lower than
what analysts presumed. The last metric that Masanet et al. (2020b) looked into, was the increase in
the average number of virtual machines instances hosted per server, which have increased by a factor
of five.

Figure 4.1: Trends in global data center energy-use drivers (Masanet et al., 2020a)

Some of the mentioned metrics are visualized in figure 4.1, which compares the respective increase
and decreases in the usage and energy efficiency of cloud computers. On the left of this figure, the
increases are illustrated as a factor between 2010 and 2018. As shown, there were 26 times more
globally installed storage capacity in 2018 compared to 2010. However, in the same time period, the
kilowatt-hour per terabyte has decreased by a factor of 9, thus the additional storage yielded a net
increase of only a factor of 2.89. Overall, the researchers found that the total energy consumption of
data centers, increased from 92 Terra Watt hour (TWh) to 130 TWh, a net increase of just above 40%,
while usages of the technology have increased by a much larger factor.

Unfortunately, it is difficult to measure the exact usage of electricity per GB stored per month or per
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computation. Nevertheless, it is safe to say cloud computing has become much more efficient, and is
continuing this trajectory today, as the increases in efficiency are a combination of both hardware and
software improvements (Kirvan, 2022).

The lack of exact numbers per computation makes it difficult to get an exact number for a metaverse
example. The only exact number given is the kWh per terabyte of data, which is a metric that can have
comparisons to the blockchain. While not accurate, it could also be used as a reference number to
compare other metrics such as computation and hosting.

Security

The security of cloud computers has been discussed in chapter 3.1.2, here some of the weaknesses
will be looked at as well as what it could mean for the metaverse.

It is crucial to have the best security possible when it comes to cloud computers, which is not always the
case as there have been several data breaches in the past (Siyal, 2022). According to Yesyev (2022),
many of the breaches seem to be regarding misconfiguration of security settings. Misconfiguration
refers to a breach in the system by an outsider that portrays themselves as an authorized figure (Sandler,
2022). This can leave the system vulnerable and the attacker will have access to all the data that
would be available to the person that the attacker is characterizing as. These types of breaches can
be minimized with the use two-factor authentication and the use of stronger passwords. However, it
is a security risk that is difficult to overcome from the cloud computing’s perspective. The best way to
tackle this is to educate the clients of cloud computers and familiarize them with the necessary extra
security steps.

Another report by Jumpfactor (2022) also outlined that misconfiguration is the worst security issue,
and cyberattacks come in second; which makes up 20% of the investigated incidents. Cyber attacks
directly attack the servers themselves, rather than going through the client. Jumpfactor (2022) recom-
mends performing threat assessments on the system in order to identify weaknesses and gaps in the
organization’s cyber defense technology.

The two issues mentioned above are the most prominent ones when it comes to security of cloud
computers. As for the metaverse, this would mean that the company that builds the metaverse and
thus is a client of the cloud computing services, must do its best to minimize these risks. However,
security threats will still exist and it will still be a risk for the users of the metaverse.

Scalability

When looking at scalability of cloud computers, there are two important metrics to consider: scalability
and elasticity (Lehrig et al., 2015). While the two terms might sound similar, there some key differences
between the two.

Elasticity of a cloud computing system refers to its ability to handle sudden and temporary spikes in
traffic or computation (VMware, 2022). This could happen if everyone decided to go on a certain web-
site, which suddenly increases its traffic and the computational power needed to sustain that website.
This would not last very long and it is therefore crucial that the cloud computers act quick enough to
facilitate for a sudden increase in demand (Mohanan, 2022). Elastic computing allows the client to
adapt a pay-per-use feature, which could be cost effective for certain applications.

Scalability of a cloud computing refers to its ability to increase the workload with its existing hardware
sources (VMware, 2022). Programs can scale either vertically (with a certain system) or horizontally
(scale out to multiple systems, which is usually not linear) (Ben-David, 2021). This can be done when
long-term growth is expected at which point the IT department can decide how much extra computation
or storage is required for a certain business to not limit its growth for cloud computing.

For cloud computing companies the ideal solution is to offer the option of having both an elastic and
a scalable solution for building a metaverse. As the metaverse continues to grow its user base, it can



4.1. Cloud Servers and Metaverse 32

scale horizontally to more servers and, although not linear, will be able to facilitate the continuous and
expected growth of the space. On top of that, the field might see sudden increases in demand, such as
certain NFT releases that have had such high demands that blockchain has crashed as a consequence
(PYMNTS, 2022). These events make the elasticity of cloud computing very attractive for developers
of this space.

Governance

Governance of a cloud computing refers to a set of rules that dictate the cloud computer (Gill, 2022).
The governance system of a cloud helps the cloud in managing the system and ensuring it is effective
and efficient with its resources.

Ahmed (2021) outlines what the governance of cloud computers are built for. Essentially, the enter-
prises design the governance protocols and manage them. The author goes into further detail on five
governance principles that should and must be adopted by cloud computers. While it is not necessary
to discuss each in detail, one of them addresses the compliance issues that might be faced and an-
other one is focused directly towards the client of the servers. The other three are more focused on the
business and optimizing the process. Important to note is that the developers and corporations have
full control on the governance protocols. While these groups could in theory listen to their customer
base and implement some of the feedback that is given, the customers have no direct control over its
development.

What this means for the metaverse is that it would be entirely controlled by the corporation that owns
the data server that the metaverse is built on. Additionally, projects that do not comply with any of the
principles or policies of these data centers would likely only be available to limited users, or deleted
entirely. This could have severe consequences for the space, as it might not be possible to run the
code on another cloud computing enterprise and be involved in the same metaverse.

Democratization

Democratization can be defined as two ways. The first definition comes from the technology’s ability to
offer itself to smaller groups of people and thus equaling the playing field compared to big corporation
(Pakhira, 2019). The second definition focuses on the democratization of power within the ecosystem.
While both of these definitions will be discussed in this sub-chapter, the latter definition is similar to the
governance of the ecosystem and will see similarities.

As per the first definition, Pakhira (2019) mentions that cloud computing is a very democratizing technol-
ogy, as it allows smaller companies the access to the same level of technology as the largest corpora-
tions that currently exist. This means that a small startup has the opportunity to use the same hardware
as Google or Amazon. Cloud computing has greatly reduced the barrier to entry with its multiple de-
ployment models, allowing for small businesses to utilize the technology. This is about as fair as it can
get, as bigger companies do not have a significant advantage over others. However, there might be an
advantage in the actual hardware that the larger companies can use compared to the smaller startups.
This can be seen on Azure (2022), where prices increase dramatically when more advanced hardware
is chosen. Thus, while all players in theory have access to the same technology, only some may be
able to afford the best options that will yield the best results and could create a bigger gap between
large and small companies in the field.

The second definition refers to whether people can have a say in what happens on and around the
cloud computing network. This is similar to the governance of the technology, which was discussed
in the previous sub-chapter. Unfortunately, for cloud computing there currently is no such thing as
democratization of ’power’ (Ahmed, 2021). While this could change in the future, the fact of the matter
is, the enterprise has full control on what happens on the network and has the final say.

The metaverse is expected to be a big digital world with large corporations dominating aspects of the
field. However, similar to the real world, there will be startups competing in one aspect or another with
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the large firms by bringing something new to the table. Cloud computing will not give the bigger players
an advantage in this battle and will ensure a level playing field as far as hardware is concerned.

Costs

When it comes to costs, there are different elements that contribute, such as the service model. De-
pending on what is needed by the company creating the metaverse, the price could change drastically.

SAAS refers to cloud computers that simply store any data where users pay a monthly fee to their
providers (Yu et al., 2010). While this paper puts the cost of 1 gigabyte between $0.12 and $0.15 per
month, these numbers are already more than a decade old and prices have dropped significantly since
then. More recent numbers show prices anywhere between $0.001 and $0.15 per gigabyte a month,
depending on bundles bought and how frequently the customer accesses the data (Microsoft, 2022).

Looking at IAAS, Azure offers many different options on their website depending on the specific type of
computations needed (Azure, 2022). The options range from low end virtual machines (VM) with 1GB
of RAM and storage up to models of the latest processors of AMD and Intel with Terra bytes of RAM
and storage in the VM. Azure’s entry level server machines start from around $50 up to $2340 with
added CPU cores, RAM and storage for one year (Azure, 2022). Although it would be preferable to
have a pay-per-use structure, it is not possible when using the IAAS service model. Regardless, when
making the same comparison on blockchain, a better understanding can be made of the exact price
differences, as the hardware of the blockchain can make an impact on what hardware to compare it to
on Azure.

Tying this back to the metaverse is slightly more difficult than previous metrics, as it is highly dependent
on external factors, such as the size of the digital world, efficiency of the code, and storage. The creators
of the metaverse can opt to go for pay-as-you-go structure and only upgrade the VMs when reaching
the limits of the current computations.

Additional Functionalities

While most of the essential features have been discussed, there are some additions needed in order
to have a fully functioning digital world. One of the main aspects is the digital ownership of goods.

As far as digital ownership goes, it is relatively simple, whoever has access to the account where the
data is stored, owns it (Chima, 2016). While this should be enough in most cases, it was previously
mentioned that cloud computers lack security, especially when it comes to misconfigurations and cyber
attacks. Both of these can lead to the loss of data and digital goods of the rightful owner. This could have
severe consequences for the original owner of the data, whether that is an individual or a corporation.

Since everything will be digital in the metaverse, including ownership of digital real estate and other
goods, this is an area that must be improved in the future. As it stands now, the attacks can lead to the
rightful owners losing their digital assets, which can be worth tens of millions of dollars.

4.2. Specific Weaknesses and Strengths
Having covered all of the relevant aspects of cloud computing in the paragraphs above, a clear overview
of the challenges can be made with regard to building a potential metaverse.

First of all, since the metaverse is still a very new concept with unknown potential, it is difficult to pinpoint
its exact challenges and shortcomings. However, as mentioned previously in chapter 3.1.2, many of
the weaknesses of cloud computing comes from its security issues. These issues are not necessarily
all of the servers themselves, but also include accessing the cloud computing services from the client’s
perspective. In the hypothetical sense, this can be a great threat in the metaverse. Personal data
can be users, as well as possible legal contracts that have been created and signed in the metaverse:
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the information of which can then be used by others. This can have adverse impacts for users of the
metaverse and could lead to lower trust in the new digital world, reducing its adoption. Other limitations
are the adoption of smart contracts without the use of a blockchain, as they could also be altered by
cyber-attacks, which are the second biggest threat to cloud computing.

Besides these challenges, there are not many drawbacks on building a metaverse on cloud computing.
One might say that from some perspectives, it could be relatively advantageous, as one can scale the
needed cloud computers together with the growth of the metaverse. However, when looking at the
broader picture and also what the metaverse would stand for; a digital copy of the world, it becomes
impossible not to include crucial elements such as digital ownership and data privacy of the users.
This aspect is where current cloud computing technology is lacking, with a more in-depth comparison
available in the next chapter.

Reflecting back to the second research question that was formulated earlier on in the thesis, there
are several challenges when it comes to building a metaverse on cloud computing software. First of
all, the misconfiguration attacks are a great threat that can influence the usage of the metaverse, as
users might be as likely to share any personal data if these attacks are very common. The successful
cyber-attacks on the cloud computers also pose a big risk to the data of the users and can lead to less
people trusting the platform. Other than this, the aspects are either neutral or beneficial for building a
metaverse on cloud computers.

4.3. Conclusion
Several aspects of cloud computing has been dissected and looked into in regard to building a meta-
verse on the platform. While the different service models along with the deployment models that could
be utilized by the metaverse were discussed in earlier chapters, this chapter focused more on meta-
verse specific applications. The general strengths of using cloud computing are: low costs, easy main-
tenance and scalability. However, there are some crucial challenges of this technology when it comes
to building a metaverse on it.

There are several challenges for CC that make it difficult to build a metaverse on it and could force
developers to explore other technology for this purpose. The first one of those is the data security
aspect. Two of the most frequent type of data breaches in CC are: misconfiguration and cyber attacks.
While the latter is commonly more known, the former could enable attackers to pose as a metaverse
user, log in to their account and transfer all the goods to someone else. Another crucial part that is
missing in CC is that there is currently no standard for digital ownership. As the metaverse is expected
to be a vast virtual world with many users and digital goods, there must be some sort of verifiable
procedure to ensure the digital goods are authentic and track its transactions. The governance of a
metaverse built on cloud computing would also be very centralized, giving the enterprise the control
over which projects can run on their servers and which cannot.

This chapter was aimed at answering the second sub-question:

What are the main technical challenges currently faced by the current technology (i.e.
cloud computing)?

The main technical challenges are the security and verifiable ownership of digital goods. As of now,
these two aspects are lacking in for building a metaverse on cloud computers and must be solved
before a metaverse can be built on this platform. Other challenges are less technical, such as the
centralization of governance and democratization of power. While these two are also technical in its
core, it is the opinion of the users on this matter that would drive them away from a metaverse built on
this technology.



5
Metaverse and Blockchain

The previous chapter discussed the aspects of traditional technology, this chapter will focus on how
the metaverse could be hosted on the blockchain. While this can be done in different ways, the main
aspect is to make a comparison between the two and evaluate the strengths and weaknesses of both.
First, an overview of blockchain is given with the different infrastructures that are possible. Once a firm
understanding of this is given, the advantages and disadvantages of each structure will be compared
to that of traditional technology. Doing so will yield a clear overview of what blockchain does better
and where it could still potentially improve. Moreover, it will open a path for the next chapter, where
regulations and policies will be applied.

5.1. Blockchain Overview
There are generally two types in which a blockchain can host a project like the metaverse: hybrid and
fully on-chain. Both will be discussed and explained below in order to give you an overview.

5.1.1. Hybrid Structure

Hybrid structures refer to arrangement in which the data is stored on a blockchain, which in this case
can be both on-chain and off-chain. When taking data off-chain, one is depending on the security of the
new storage device, compared to that of the blockchain. By taking data off-chain, one is transferring
the data from the blockchain it was originally on either a local computer or cloud computer. This can be
done on the Ethereum network, with NFTs being taken off-chain in some cases. This means that the
NFT is now stored on either a local or cloud computer and not on the network anymore. This process
is reversible, and it is thus possible for NFTs to be taken on-chain again.

While cryptocurrencies and blockchains are known to be decentralized and not controlled by centralized
organization, such as governments and data servers, some experts claim otherwise. In 2020, a Bitcoin
enthusiast had pointed out that nearly 70% of all the nodes on Ethereum run on AWS servers (Malwa,
2020). One important aspect to note is the difference between a miner and a node, as there is a
difference between the two. According to Tarcan (2022), a node is a system that runs a piece of client
software. Essentially, a node can store all the blockchain data and this information can be requested
by users of the network.

35
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5.1.2. On-Chain Structure

Contrary to blockchain where data can be taken off-chain, there are also blockchains where everything
is hosted on-chain, most notably of which is ICP. ICP is a blockchain that stores all its data on-chain
and can be queried and updated at any time (D. Williams, 2020). This structure allows for all the data
to be called upon when requested, however, it does increase the size of the chain. This is evident
when comparing the Ethereum chain size to that of ICP, which are approximately 656GB and 945GB,
respectively (I. C. Association, 2022; Buterin, 2022). While this does not sound like a big difference, it
is important to note that Ethereum started in July of 2015 and ICP started in May in 2021. Thus, the
ICP ecosystem can store a lot more and be more efficient with the data.

One of the key differences between on and off-chain structures is where the data is stored and how
it can be accessed. Moreover, as more personal data gets stored on the blockchain, the on-chain
structure must adhere to the GDPR regulations (GDPR, 2022). This is easier said than done, as
blockchains are inherently decentralized, unknown and changing location as anyone can become a
node on the network. This will then reduce the decentralization of the network. However, this loss in
decentralization could increase the scalability and security as per the impossible triangle.

For the purpose of this thesis, as the ideal scenario is that the whole metaverse is built and hosted on a
blockchain, the on-chain structure will be followed and taken as reference point. It limits the blockchains
that can be used in comparison to cloud computing, but will give a clear overview of the differences
between the two and what is needed from a regulatory standpoint.

5.2. Blockchain Strengths and Weaknesses
The strengths and weaknesses of blockchain, involves different consensus mechanisms prioritizing
different aspects, as discussed in chapter 3.1.3. However, a general perspective will be taken into
account, as well as the perspective from third generation blockchains, which establish the baseline to
build a potential metaverse on. Examples of these types of blockchains are: Solana, Polkadot and The
Internet Computer (Conor, 2021; Parga, 2021).

5.2.1. General Blockchain Strengths

Blockchains in general have different strengths depending on which blockchain is looked at. That being
said, there are still some strengths that are universal across all blockchains.

IBM (2022), reports five crucial benefits of using blockchain technology, namely: enhanced security,
transparency, traceability, efficiency and speed, and automation. These are crucial metrics when it
comes to building a metaverse on a blockchain, especially in terms of security, as it is one of the major
challenges of cloud computing. However, the security of a blockchain highly depends on its consensus
mechanism and can thus differ widely from one blockchain to another (Sayeed & Marco-Gisbert, 2019).
The same can be said for the efficiency and speed. Analysis conducted by Parga (2021) shows the
transactions per second (TPS), finality and blocks per second of popular ones. Within this list of nine of
the most popular blockchains, the blocks per second metric ranges from 0.05 to 22.5 (although more
recent numbers put this number at 35, creating a bigger difference (I. C. Association, 2022)). Blocks
per second is not the only metric that matters, as the TPS of a blockchain ultimately decides how many
transactions the blockchain can handle. However, even this metric changes widely from Ethereum’s 15
TPS to Solana’s 50,000 TPS. The other mentioned metrics: transparency, traceability and automation
hold true for all blockchains as long as its a public blockchains. These five advantages are at the core
of blockchain technology and with new developments constantly rolling out, it is only a matter of time
before there are more (Zadikoff, 2021).
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5.2.2. General Blockchain Weaknesses

As with cloud computing, blockchain too has its disadvantages that could play a major role in the
adoption of the technology and building a metaverse on it. One aspect that one must keep in mind
when discussing these shortcomings is that blockchains can evolve over time with upgrades to its
network, such as Ethereum moving to the PoS consensus mechanism from PoW (Deer, 2022).

Although the analysis conducted by Brett (2018) is slightly outdated, some the elements are still valid
today. The two most prominent arguments that the author makes are that blockchains inherently use
a lot of energy and have scalability issues. The same arguments are made by Sam (2022), and thus
these seem to be blockchain’s greatest weaknesses.

5.3. Blockchain and Metaverse
As mentioned in chapter 4.1, the metaverse is a complex landscape that requires many element to
be created. In chapter 4, certain metrics were taken into account for building a metaverse on cloud
computing. In order for fair comparisons to be made, the samemetrics will be used to assess the quality
of blockchain and its potential to create a metaverse on it. Since it is difficult to assess blockchain in
general on each of the metrics, as these differ widely from one blockchain to another, some metrics
might put a focus towards a specific blockchain or group. Earlier, it was mentioned that the focus will
be on third generation blockchains, such as: Solana, Algorand and ICP. When possible, this group
will be compared on a metric. However, if there is still a wide range within that group, one specific
blockchain from the list will be taken into account. This blockchain will likely be ICP, as they have had
the most development done within the past 3 months and have one of the biggest growing teams within
blockchain (Claeys, 2022; Shen, 2022).

5.3.1. Elements of The Metaverse

Energy Usage

The energy usage of a blockchain is highly linked to its consensus mechanism, as PoW and PoS
have significant differences in the energy that they use per transaction or block on the blockchain
(Bada et al., 2021). However, as mentioned before, the focus will be on third generation blockchains,
which use more efficient mechanisms and thus use less electricity per transaction. Moreover, the
speed of these blockchains are faster as well, as outlined in the strengths of the blockchain, further
increasing the efficiency. That being said, the total energy usage of a blockchain differs widely from
one to another. For example, Friedman (2022), outlined the energy consumption of both Bitcoin and
ICP per transaction and found that bitcoin uses approximately 2131kWh per transaction, versus the
ICP that uses 0.00036kWh per transaction. First of all, this shows how far blockchain technology has
come since the introduction of bitcoin. Second, it puts the differences into perspective as the new third
generation blockchains are getting better each year. The exact difference is a factor of over 5.8 million,
which is a very significant increase in energy efficiency over a development cycle of just over a decade.

While it is difficult to make a clear estimate as to how much energy the metaverse would consume, it is
safe to say that the development is going into the right direction. At the time that Friedman (2022) made
the analysis, the servers running the ICP blockchains were estimated to consume 1kW each. There
are currently 518 node machines on ICP, creating a total of 35 subnets on the blockchain, meaning that
518kWh of energy is being used each hour. This comes to a total of 372 GWh per month, compared to
bitcoin’s 10TWh. Additionally, on top of sending transaction, users of the ICP blockchain can query and
update calls, as well as store data on the network at one of the cheapest rates compared to any other
public blockchain (Watts, 2022). All of these extra functionalities have not been taken into account, as
they can differ widely from one aspect to another.

These developments make blockchain a suitable candidate to create a metaverse on. This continuation
of energy efficiency is what will make blockchain an even fiercer competitor in this regard to cloud
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computing and building a metaverse on it.

Security

Security is one of the major flaws of cloud computing technology, as discussed while answering sub-
question 2. However, when it comes to the security of blockchain, it is one of the main advantages and
selling points.

While blockchains are immutable, it is possible to take control of the network for future transactions.
Depending on the consensus mechanism one needs at least a 51% stake in the blockchain or control
its network in order to do so (Nakamoto, 2008). In Ethereum’s PoS mechanism, the theoretical value at
which a malicious actor could use the network to its advantage is around 51%. Attackers must therefore
own at least 51% of the total staked Ethereum on the network. Today, around 12,000,000 Ethereum
tokens are staked on the network. Therefore, one must increase this number to 24,500,000 in order to
take control of the network. In terms of USDollars, this equates to $41.6 Billion; not taking potential price
increases into consideration due to buying large amounts of Ethereum. There are very few corporations
and individuals that have such wealth, making this very unlikely. Moreover, the network could potentially
identify malicious actors like that want to control the network and can be forked away by the stakers
from the network (Gu, 2022).

One of the main issues of security in blockchain however, is code exploitation. This has been seen in
many cases, such as flash loans and most notoriously: the Terra Luna collapse (M. Williams, 2022).
While the latter was not necessarily direct exploitation of the code, it is assumed that the individuals
that caused it knew what the result would be (Ngari, 2022). This can be a serious issues, especially
since all the codes are public (in the discussed blockchains) and can thus be seen and studied by
anyone with internet access. The attackers would study the code, find flaws and then exploit those
with only their own interests in mind. This often causes significant monetary damages for other users
and the developers themselves. One simple way to fix this is by peer-reviewing the code by colleagues
and potential third parties, which could bring more security to the smart contracts. However, there are
always risks involved, as anything can be overlooked.

Another issue with security is the management of keys and passphrases. While these are most often
secure enough, the users that hold them can either lose them or give them away unwillingly by not
storing them in an encrypted environment. This issue is similar to the misconfiguration problem of
traditional technologies.

While these issues are expected to persist in the future when a metaverse will be built on it, the men-
tioned improvements are already being implemented and are expected to increase and improve the
blockchain. Moreover, with users gaining more experience with the technology and education on
blockchain becoming more available as time passes, it is expected that users will have a better un-
derstanding of where to store their private keys. The main risk that will still persist in the metaverse will
likely be code exploitation, which could be used to obtain more digital assets. However, even this risk
will be significantly reduced by the time this technology becomes widely available, as the mentioned
services already exist for some computing languages and will undoubtedly be altered to suit smart
contract languages, such as Solidity, Go and Rust.

Scalability

Scalability is one of the major drawbacks of blockchains, as they traditionally do not scale linearly with
the addition of extra nodes and/or miners. However, new blockchains seem to have solved this slightly
by coming close to linear scaling of the blockchain. ICP is again one of the best examples, as their
chainkey cryptography can ensure that the addition of node machines on the network can automatically
generate new subnets if there are enough. Essentially how this works is that node machines get added
randomly to a subnet, increasing the number of machines on a single chain. Once there are enough
machines to create a new subnet, they will deviate from their old subnet and together form a new one.
As each one produces approximately 1 block per second and is identical in performance to any other
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subnet, this allows for linear scaling of the blockchain.

When discussing the scalability of the programs within blockchain, ICP again is a great example. Since
the subnets on the blockchain run in parallel, canisters (which are bundled up smart contracts) can
be deployed on different ones, thus ensuring that there is always enough room for other processes.
Moreover, as each subnet is run by multiple nodes, there is room for growth within each canister, since
there will always be room within the nodes for sudden spikes in traffic.

For the metaverse, this means that scalability should not be an issue when created on ICP or a similar
blockchain. The blockchain has enough flexibility to scale with the program and leave room for peak
traffic times. This will give the metaverse room to grow into the blockchain and not be limited by the
platform it is being built on.

Governance

The governance of blockchains involves two aspects; dictation by both developers and users. On-chain
governance can have many different forms and can be implemented into the blockchain in a variety of
different ways.

On-chain governance refers to upgrading blockchains according to changes in code that is voted on
by stakeholders (Reiseman, 2022). These upgrades can range from minor tweaks to drastic changes,
such as the Ethereum network switching from PoW to PoS. Since this is being done by stakeholders
in the network, the voting power is usually a function of the capital that is staked. While this concept
favours those that stake more capital in the network, everyone gets a vote on the proposed upgrades.
This is a form of a DAO, as the structure (smart contract code) is laid down beforehand. The NNS of
the ICP blockchain puts this theoretical concept into practice. Users of the NNS can stake the native
cryptocurrency for a period of 6 months to 8 years, with longer lock up period receiving more rewards.
Users can then vote on proposals and automate this process to a certain extent.

Some problems may arise with copyright or trademark issues in this case, as there is not a single entity
that controls everything and can simply shut it down. Since the DAO will have full control over anything
that goes on in the network, it also becomes responsible for decision making. While this can pose a
problem in the future, there has already been an incident where a game created by Nintendo™ was
uploaded to the ICP network, giving everyone access to the game. Nintendo followed up to this incident
by sending a notice to remove it from the blockchain. However, since there is no single entity in control,
it is impossible for the Dfinity Foundation to simply delete the canister. They therefore submitted a
proposal to the NNS to delete the canister, which was passed shortly after the submission. This is
a significantly longer and more difficult process compared to other technologies, but it can have both
benefits and consequences when similar problems arise in the future.

The example given above is a great illustration of how a blockchain governance system would work
in the metaverse, as similar issues can arise in that environment. Moreover, any system upgrades in
this metaverse would have to be approved by the stakeholders, which are mostly assumed to have the
best interest in the network. Thus, these individuals and organizations are expected to vote in favour
of new developments in the space. It is still uncertain how the exact structure will look like when the
time comes, but what is certain is that it will always be possible to submit proposals to fix issues and
improve the network and metaverse.

Democratization

Earlier on, two definitions of democratization were given, which will again be used in this chapter. As a
quick reminder, the first definition looked at democratization of the technology while the second focuses
on the power within the ecosystem.

The first interpretation can be looked at from both a holistic and a more detailed view. When looking at
the big picture, it is important to remember that blockchains are made up of nodes and miners (in some
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cases, a node can be a miner). The nodes are the hardware that power the smart contracts, while
miners take care of the transactions that happen on the blockchain. In some blockchains, the nodes
are not standardized, meaning that they can have different grades of hardware, while maintaining a
minimum specification. The benefit of this is that no matter the application or individual, everyone
that runs smart contracts on these blockchains will be treated the same. The downside is that in some
cases this costs a lot of money which poses a big barrier to entry. Eric (2021) has conducted an analysis
on the fees needed to deploy a smart contract on Ethereum, which are estimated between $500 and
$10,000. For small developers, this is not a feasible amount to spent on deployment of smart contracts,
especially if something goes wrong and the developer has to redeploy the project. However, recent
advancements have made is significantly cheaper to deploy smart contracts on a blockchain. While
some aspects will be discussed later, table 5.1 gives the exact number of cycles needed to deploy a
canister, which is approximately $0.15. This fee does not depend on the type of smart contract deployed
and this levels the playing field between small and big players in the industry.

The second definition is again highly linked to the governance within the network, which can range from
very decentralized to somewhat less. The ICP blockchain has a very open governance system, where
anyone can submit a proposal for possible upgrades on the network. These are usually discussed
beforehand on the developer’s forum to reach an agreement and find improvements before submitting
the proposal to the network. Since the only cost for doing this is a potential ’rejection fee’ of 1ICP (±$9),
virtually anyone with technical knowledge can submit them (Dfinity, 2021). The voting can be done by
anyone that stakes the native cryptocurrency and locks it up for a minimum period of 6 months, doing
so creates a neuron. The voting power of these neurons is proportional to the amount that is staked
with possible bonuses. While this system favours the wealthy that have more capital to stake, there is
not one single entity that has a majority of the voting power.

Both of these interpretations show that any developer can build on the metaverse, and any individual
can have an impact on future developments of the ecosystem that it is being built on. The democ-
ratization of both technology and power is clearly evident. The extremely low fees combined with
providing the same technologies for all parties building on the blockchain prove that democratization
of technology is undeniable. Anyone that has an internet connection, and that can gain knowledge of
the programming language, can start building on the ecosystem and make proposals to improve the
blockchain. This can be anything from creating a new digital space where people can live to making
small accessories.

Costs

Cost is another metric that differs widely from one blockchain to another. One important element here
is that it must be possible to store data on the blockchain, which is something that has not been made
very affordable.

The Ethereum network works with gas fees, making it naturally very expensive for users to store data
on the blockchain. Kostamis et al. (2021), have conducted an experiment showcasing the gas costs
needed to store bytes on the network. The authors found that storing 12KB of data on the network can
cost up to 7 million Gwei, equalling 0.007 Ethereum tokens. At the time of writing, this would put the
cost of 12KB of data on the blockchain at $13.7. Scaling this up to MBs, GBs and even further to TBs
will become unfeasible for developers and individuals. Some estimates put the price of storing 1GB of
data on the Ethereum blockchain at $40 Million (Lehmann, 2022).

Taking the comparison one step further to a third generation blockchain that can host everything on-
chain, the cost gets reduced heavily. Guide (2021), outlines the cost of storing 1GB of data on the ICP
blockchain for a year at 4 Special Drawing Rights (SDR). The SDR unit is created by the International
Monetary Fund and, while not a currency, can be used to denote other currencies, such as the US
Dollar, Euro and Yen (IMF, 2021). At the time of writing, the approximate cost of 4 SDR is 5 Dollars,
which means that 1GB costs $5 per year. This is almost a 10 million factor reduction from Ethereum’s
cost and could be feasible for developers, if the size does not exceed several hundreds of Terra bytes.

Besides the costs for storage, there are also costs associated to computation, which the ICP denotes in
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Table 5.1: Table depicting the operation as well as cost of selected computation on The Internet Computer Blockchain
(D. Association & ICA, 2022). Conversion rate as of June 2022 ±750 Billion cycles per US Dollar.

Operation Description Cycles

Canister Creation For creating canisters on a subnet 100,000,000,000

Compute Percent
Allocated Per Second

For each percent of the reserved compute
allocation per second 100,000

GB Storage Per Second For storing 1 GB of data per second on the
blockchain 127,000

cycles, see table 5.1. As one can see from this table, the cost of using one percent of the compute power
costs 21% less than storing 1 GB worth of data. This means that using one percent of the compute
power will cost around $4 per year. With server grade hardware, as well as continuous upgrades
for both hardware and software, these costs are expected to decline (Pena, 2021). Additionally, the
author notes that there will be a second generation of servers that the ICP blockchain will utilize, which
is expected to drastically decrease the current costs.

As one can see, the costs for storage differs widely per blockchain and it is therefore difficult to pinpoint
an exact number. However, taking ICP as a reference point, it becomes clearer and gives a better
comparison metric to cloud computing. When it comes to the metaverse, it would definitely be feasible
to build it on a blockchain. The comparison of the metaverse earlier was made with games, and the
same comparison can be made here. With the current biggest game being 165GB in size, it would cost
developers only $825 to (theoretically) store the game on the ICP blockchain and deliver it millions of
users.

Additional Features

While the additional features of cloud computing are limited with respect to the metaverse, there are
some blockchain concepts that aid in the development of the space. One of these examples are NFTs,
which are discussed in chapter 3.1.3. This technology gives a new meaning to digital ownership, which
is both verifiable and secure. This can be useful when, for example, dictating which user owns some-
thing. NFT smart contracts have already been standardized on the Ethereum and ICP network, with
the ERC-721 and DIP-721 standards, respectively. These standardization help the creators of NFTs,
as they make it easier to launch NFT projects.

Besides verifiable ownership, users must pay for their goods using a digital currency. Since most, if not
all, public permissionless blockchains have their own cryptocurrency, it is easy to pay for goods using
that. However, these currencies can be incredibly volatile and users might not want to get paid in this
form of currency. Thus, a digital currency that is pegged to a FIAT currency could also be an option, for
instance the USDT, BUSD or USDC stablecoins. These coins are pegged to the US Dollar and should,
in theory, always hold this value with an insignificantly small margin.

5.4. Blockchain vs. Traditional Technology
Now that both traditional technology and blockchain technology have been analyzed with respect to
the metaverse, a comparison will be made on all the aspects discussed in chapter 5.3.1 and 4.1.1. The
benefits and drawbacks of each technology on each segment will quickly be summarized, whereafter
a superior technology will be chosen to investigate further.

For some aspects that have been discussed for both blockchain and traditional technology it is com-
plicated to dictate exact numbers. This can for example be seen in the energy usage of the two tech-
nologies. For cloud computing, the total energy usage of the servers is known. However, since these
servers perform a multitude of tasks, it is difficult to examine how much energy each task consumes.
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The same can be said for the servers on the ICP blockchain. Besides energy usage, the costs of
blockchain is another metric that is intricate to compare. While the exact numbers for both the stor-
age costs and computational costs are known for specific blockchains, not every network has these
capabilities. This complicates the comparison between the technologies.

The table below has been created to aid in this comparison to give a clear-cut overview of both technolo-
gies. The aspects of traditional technology are given on the left and on the right blockchain technology.

Table 5.2: Comparison of cloud computing and blockchain technology on the aspects that have been analyzed.

Traditional Technology Blockchain Technology

Energy Usage

• Known to be very efficient and will keep in-
creasing in efficiency.

• Server grade hardware makes it very efficient.
• Energy usage depends on scale of project.

• Efficiency highly depends on consensusmech-
anism.

• New blockchains are increasingly energy effi-
cient.

• Server grade hardware makes nodes on
blockchains very efficient.

Security

• Misconfiguration allows attacker to pose as
original user.

• Cyber attacks steal data from servers.
• Proactively working towards improvement.
• Both will still be a risk for metaverse.

• Prone to 51% attacks for PoW and 66.7% at-
tacks for PoS.

• Code exploitation in flawed smart contracts.
• Management of personal keys and
passphrases.

Scalability

• Both elasticity and scalability are available.
• Good for both growing projects and sudden
spikes in traffic.

• ICP allows for linear scalability of network with
added nodes.

• Canisters on ICP can run on parallel subnets,
ensuring availability of resources.

Governance

• Enterprise controls governance.
• Developers can have indirect influence on out-
come.

• Users have no influence on outcome.

• Governance of blockchains are decentralized.
• Developers can submit proposals, users can
vote on them.

• Voting power of users is a function of invested
capital.
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Table 5.2: Comparison of cloud computing and blockchain technology on the aspects that have been analyzed.

Traditional Technology Blockchain Technology

Democratization

• Democratization of technology is present to a
certain extent, as more capital can purchase
more advanced hardware.

• Democratization of power is not present.

• Developers cannot choose which node to run
their smart contract on, allowing for high level
of democratization of technology.

• New blockchains make it cheaper to run smart
contracts, removing the capital barrier to entry.

• ICP allows anyone to submit proposals for net-
work improvement.

• Anyone that has staked native cryptocurren-
cies on PoS based blockchains, can vote on
proposals.

Costs

• Price depends on chosen hardware.
• Costs are constantly decreasing due to im-
proved hardware and software.

• Storage costs are between $0.01 and $1.2 per
GB per year.

• Older blockchains such as Ethereum are in-
herntly expensive to develop and deploy on.

• ICP reduced this cost by a factor of nearly 10
million.

• Storage costs on ICP is approximately $5 per
GB per year.

• Computation costs are $4 for every percent-
age of computational power of a node.

Additional Features

• No clear additional features that would benefit
the metaverse.

• NFTs allow for verifiable digital ownership of
goods.

• Digital currencies can be created with the help
of currency standards, such as ERC-20 and
DIP-20.

The comparison above gives a clear overview of the main similarities and differences for each one of
the 7 categories that has been investigated in the previous chapters. Both of these will be outlined and
examined in detail for building a metaverse on either technology, with the aid of table 5.2.

5.4.1. Similarities

The main similarities can be seen in the following aspects: energy usage, scalability and costs. Even
though one technology might be more scalable than the other, rather than looking into the ’better’
technology, the ways in which the technologies are similar will be discussed.
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As for energy usage, traditional hosting technology has come a long way in terms of energy efficiency
and progress is still being made, as illustrated in figure 4.1. Likewise, blockchain technology has also
come a long way in this respect from inefficient consensus mechanisms, such as PoW, to much more
efficient mechanisms, like PoS and chain key cryptography. While some might argue that currently
traditional hosting technology is more efficient, they have both come a long way and will continue to
make improvements in this respect, as the world is shifting to a more sustainable future.

Scalability is another aspect that is similar between the two technologies. Traditional hosting technol-
ogy, as of now. has more scalability and elasticity; blockchain is making similar advancements. PoW
is inherently not very scalable, as miners are competing against one another to mine the next block.
PoS has made good progress towards being more scalable and has made some good improvements
compared to its predecessor. Other solutions, like Solana’s PoH or ICP’s chain key cryptography are
designed to be even more scalable and efficient than the previous two. These continuous develop-
ments have helped blockchain come a long way in the field of scalability, but further advancements
must be made to come to the same level as traditional hosting technology.

Lastly, similarities can be drawn to the costs. Although table 5.2 clearly depicts that traditional hosting
technology is cheaper than blockchain technology in all aspects, the manner in which the payments
work is very similar. Since not all blockchains can be compared to traditional hosting technology, the
main comparison will be to the ICP blockchain. In this blockchain, users pay per second for every GB
stored and the computational costs. However, since the costs per second is so low, users can top up
their account and use their balance throughout the year to pay for their usage. Similarly, traditional
hosting technology offers pay-as-you-go bundles, where users pay for the amount of resources they
use for the given time period. Besides this option, users of traditional hosting technology can also
opt for other options, such as a monthly subscriptions for a particular package, which is not available
on blockchain. Nevertheless, one can see the similarities between the two technologies, although,
traditional hosting technologies has a few more options.

5.4.2. Differences

The differences between the two technologies can be seen in the following: security, governance,
democratization and additional features. The differences will be discussed from the perspective of
hosting a metaverse on either one of the technologies.

From a security perspective, there are currently many differences between the two. One of the main
differences is how each technology is prone to cyberattacks. In blockchain, the ’easiest’ way is to control
either 51% of a PoW blockchain, or 66.7% of a PoS blockchain (numbers can vary from one blockchain
to another). On the other hand, traditional hosting technologies are more prone to misconfiguration and
cyberattacks targeted directly towards the data centers to steal information. While misconfiguration can
be compared to the management of personal keys and passphrases to access accounts, cyber-attacks
are very different in nature. Furthermore, blockchain smart contracts are prone to code exploitation,
which can have a big impact on the other users of the smart contracts, leaving them with very little or
sometimes, nothing at all.

The governance of each one of the technologies is another aspect in which the two differ. In the case
of traditional hosting technology, the enterprise controls the governance of the network. Developers
and the corporation have a direct influence on the development of the network, whereas users do
not. While users can give feedback, the enterprise is not obligated to incorporate it. On the contrary,
blockchains need the approval of users to implement certain network upgrades. Some blockchains only
need approval from the public for big upgrades (BTC, ETH), while others need every proposal approved
before it can be implemented (ICP). Moreover, on ICP, virtually anyone can submit proposals, given
they meet the minimum requirement of 1 ICP token in their account. This makes the development
of the technology much more decentralized than traditional hosting technology, which could be both
advantageous and disadvantageous, depending on the situation.

Democratization is very similar to governance and its differences. There are 2 main parts to democra-
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tization: power and technology. Democratization of power is not present in traditional hosting technol-
ogy, whereas the faith of some blockchains lie completely in the hands of the stakers in the network.
Corporations can own a large percentage of the voting power and have a big impact on the final out-
come. However, it must also appeal to some of the stakers if they want to implement certain upgrades.
Traditional hosting technology offers different hardware specifications for their users, allowing them to
pick and choose which one fits them best. An individual might need much lower requirements for their
project than a big corporation, who can both turn to an enterprise such as AWS for cloud computing
solutions. Users that want to run computations on the ICP blockchain cannot choose what kind of hard-
ware they wish to utilize. Instead, the smart contracts are run on a random node of the network and
occupy a certain percentage of the hardware.

The last category that was discussed was about the additional features that the metaverse could make
use of. While traditional technology has no clear features that could be useful, blockchain has two
distinct ones. One of these features are the NFTs that can be verified on the blockchain for digital
ownership. This technology is necessary when verifying the authenticity of certain digital goods in a
future metaverse and ensuring that there are no fraudulent items. The second is for creating digital
currencies that can be used in the metaverse. These currencies do not have to hold any value to them,
they can be structured similarly to ’karma points’ on Reddit. However, the possibility to have value
attached to them is possible and can be modified by the developer.

5.5. Conclusion
Thus, blockchain technology has been discussed in great detail on all the relevant aspects. First some
general concepts of the technology were discussed together with strengths and weaknesses. The
most prominent advantages are security and transparency, but it lacks in scalability. Second, a detailed
overview on all the discussed aspects of blockchain technology was provided, similarly to what was
provided for traditional technology in chapter 4.1.1. In some cases, it was difficult to generalize the
results, such as the costs of blockchain. In these sub-chapters, specific blockchains were taken as
reference points, most notably the ICP network. Lastly, a comparative table was made to compare
traditional technology to blockchain technology. The similarities between the two technologies is the
energy usage, scalability and costs. While one technology might be more scalable and cheaper than
the other, the mechanisms for them are similar, as well as the potential to improve. The key takeaway
here are the differences between the two technologies. Development of traditional hosting technology
is much more centralized, and they have no direct impact, while it is the exact opposite in blockchain.
This does not mean that one technology is superior to the other, as some users might not act in the best
interest of the blockchain or are uninformed on the matter. Another difference is the security aspect
between the two, as they have different weak points and are thus prone to different types of attacks.
Perhaps the main difference between the two technologies that is most relatable to the metaverse
is the additional feature of NFTs for blockchain technology that currently does not exist in traditional
hosting technologies. This feature is a key element of the metaverse, as it will all be focused around
the creation, transfer, and use of digital goods.

As a refresher, sub-question 3 is:

What are the benefits and drawbacks of hosting the metaverse on a blockchain compared
to the current technology?

The main benefits of using blockchain technology is in the security and additional features, such as
NFTs. While other aspects are similar to that of cloud computing, the main drawbacks are in the
scalability perspective. Cloud computing is currently much more scalable and has the capacity to host
much larger projects with fluctuations on traffic, whereas blockchain is currently limited in this respect.



6
Proposed Regulations and Policies for

the Metaverse

Now that a fair comparison has been made between blockchain and traditional technology in table 5.2,
the possible policies and regulations that can be created for the technology can be discussed. This
chapter will first briefly revisit the previously mentioned 9 aspects that are crucial to regulate in the
metaverse. Once this is done, the interview data will be analyzed to see what aspects of blockchain
should have policies and/or regulations first. For this, the perspective of both technical experts and
policy experts will be taken into consideration in order not to get a one-sided view on the topic. Once
these areas have been identified, the type of either a policy and regulation will be discussed that would
be most suitable for these aspects, as well as the way to implement it into the technology itself.

6.1. Elements of The Metaverse
When it comes to regulating certain areas of the metaverse, it is important to ensure that all of the main
aspects have been thought out in advance. For this reason, after the interviewees were asked what
they thought was most important to regulate in the metaverse, a list was given that comprised of the
most critical areas for regulation, which can be found in chapter 3.2.2. As a refresher, the subsequent
aspects were: governance & legal documentation (GLD), liability (LB), IP, data privacy (DP), DAOs,
smart contracts (SCs), KYC, virtual asset taxes (VAT) and regulations of conduct (RoC).

6.2. Interview Analysis
The analysis of the interviews will be done in two parts. First is the quantitative part, where the most
critical areas will be uncovered with the help of the rankings of the interviewees. This will give a list of
most important aspects to regulate with their respective scores to see which one ranks at the top and
the following ranks. Once this has been done, the second part of the analysis will commence and will
look at qualitative data gathered from the interviews to compile and assess the manners in which the
interviewees mentioned they would resolve the issue. Since there has been a lot of input from this end
from all interviewees, it can be taken into consideration and be used as a starting point for potential
policies or regulations, together with potential drawbacks it could have.

46
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6.2.1. Quantitative Analysis

The first part, which will be the quantitative analysis of the interview data, will determine the most
important aspects that must need regulations and/or policies for the metaverse. This will be one of the
nine factors mentioned in table 3.2.

The approach for this is to ask the interviewees to rank the top 3 most important factors in their opinion.
This will yield a list of top 3 choices for every interviewee. Hereafter, each rank will be given a score
and the total score of each of the factors will then be calculated by taking the sum of all interviewees
for that particular aspect. Based on these final values, the aspect with the highest score will have top
priority, followed by the second, third, etc. In order to do so, first a table will be constructed with the
rankings of all the interviewees. Hereafter, a score for each of them will be assigned and a second table
with the final scores will show the most to least important aspects to regulate and/or create policies on.
The first table can be seen below on the left and the second table on the right.

Table 6.1: Rankings of top 3 most important factors to regulate according to each
of the interviewees

Interviewee #1 #2 #3 Expertise

1 4 (DP) 3 (IP) 7 (KYC) Tech (BC)

2 3 (IP) 4
(DP)

8 (VAT) Tech (BC)

3 1 (GLD) 4
(DP)

6 (SCs) Tech (CC)

4 1 (GLD), 2
(LB), 5

(DOAs), 6
(SCs)

1*
(GLD)

7 (KYC) BC Policy

5 3 (IP) 4
(DP)

2 (LB), 9
(RoC)

BC Policy

6 7 (KYC) 5
(DAOs)

9 (RoC) BC Policy
(DAOs)

Table 6.2: able with final score for each one
of the nine factors that could use regulation
in order of descending scores (highest first).

Possible Regulation
Final

Score

Data Privacy (4) 9

Intellectual Property (3) 8

Governance & Legal

Documentation (1)
8

KYC (7) 5

DAOs (5) 5

Smart Contracts (6) 4

Liability (2) 4

Regulations of

Conduct (9)
2

Virtual Asset

Taxes (8)
1

Now that all the data has been gathered and ranked, values must be assigned to the first, second and
third place of each of the interviewees. This will be done by giving points in descending order from first
to third place. The first place will receive 3 points, 2 points for second place and 1 point for third. By
doing so, a final list will be created with each one of the nine factors and their respective scores on how
much the interviewees think that these areas should be regulated.

One interesting observation can be made from table 6.1, as the interviewees have been divided into 2
main categories: tech and policy. One can see that the interviewees that have their expertise on the
technology side have similar answers; they rank data privacy and intellectual property relatively high.
Although interviewee #5 ranks those high as well, the other 2 interviewees are more focused on other
aspects, such as KYC, DAOs and RoC. Besides expressing what they find most important and urgent
to regulate, it could also be a reflection of their knowledge in the field. For example, interviewee #3,
who creates applications that run on cloud computers finds that it is important to have a metaverse that
is reliable, stable, and that will not disappear over night. This could be a reflection of the experience this
participant has with building long-term applications that others can rely on, no matter the circumstances.
Similarly, interviewee #6 focused a lot on KYC on DAOs, which could again stem from the knowledge
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this participant has in this field. One thing to note with the rankings of interviewee #4 is that they
combined 4 factors and put all of them in first place. This was done since the participant found it
difficult to differentiate between the 4 and believes that they are all inter-connected with each other.
Moreover, #4 created a new regulation and put that in second place, however, this regulation is closely
related to GLD, which it has been replaced by.

From table 6.2, one can see that the top three factors are very close with one another, with data privacy
at first with 9 points and a shared second position between IP, and governance & legal documentation
with 8 points. This is followed by a gap of a few points and again a shared position between KYC and
DAOs at 5 points. This essentially means that on average, the interviewees found data privacy, IP,
and governance & legal documentation the most important factors to be considered when it comes to
building a metaverse on a blockchain. This was to be expected when conducting the interviews, as
many of them mentioned that building this on a public and open blockchain would also mean that the
data of the users are public as well. Interviewee #2 mentioned how to solve this and showed that it is
possible to encrypt this type of information with the help of L2 blockchains.

Essentially what this all means is that the quantitative data obtained by conducting the interviews could
be more of a reflection of the knowledge of the participants, rather than what actually matters most.
However, it is still important to take all perspectives into consideration and not leave certain elements
out of potential future regulations. This is because almost all of the interviewees mentioned that all of
the them apply to the metaverse and that they should all should be regulated in the future. Moreover,
some of the regulatory aspects on the list are more difficult to implement than others and will thus take
a longer time. For example, VAT, which only has 1 point, will be difficult to implement, as the jurisdiction
in which a metaverse user will be taxed must first be determined. This aspect could be part of the KYC
of the users themselves, which would put the KYC regulation before the VAT. Nevertheless, the focus
will lie on the top 3 regulations, which will be discussed separately.

6.2.2. Qualitative Analysis

Besides the ranking that the interviewees were asked at the end of the interviews, there were mean-
ingful discussions about the regulations in general prior to this. While individuals with different back-
grounds were selected, there were some issues that seem to originate from all sides and, according to
them, must be addressed first before implementing anything else.

First and foremost, many interviewees mentioned that the metaverse will essentially be borderless
and that it will be difficult to create regulations and/or policies when there is no clear border between
countries. Therefore, several participants proposed to have global regulations, where each country
accepts general rules in order to include its citizens. The core reasoning for this according to the
interviewees is because the underlying network that the metaverse will be built on is by nature already
decentralized and in potentially many countries around the globe. It is therefore difficult to pinpoint
exactly which country’s rules the metaverse must adhere to. Interviewee #3 for example, mentioned
that since blockchain technology does not fit the ’country model’, some sort of global organization is
needed to create regulations for the technology. This participant then continued with mentioning that
it could be a similar entity to the United Nations (UN), in which case it would apply to all the countries
within that body. While this solution would definitely solve some of the issues that come with putting
regulations on blockchain, it will be difficult to create a brand new organizational body that represents
this. It might thus be most beneficial for now to use some of the already existing organization that
compass many of the worlds countries, like the UN that was mentioned. This would be a good starting
point to create potential policies and/or regulations in. On the other hand, from the perspective of the
users themselves, there is another challenge: figuring out the country where a user will be taxed. As
interviewee #5 mentioned, it would be difficult to tax individuals with multiple nationalities that live in
other countries. For example, someone with a dual nationality of a country within the EU and a country
outside of the EU might be confused about which jurisdiction to follow for the metaverse. One might
say that they should follow the tax laws of the country they live in. However, this could be a different
country than the two nationalities. This detail has currently not been worked out and is important to
look into before addressing other issues, such as taxation.
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Secondly, many of the interviewees mentioned that the governance and legal documentation is very
important when it comes to building a metaverse on a blockchain. What this entails is that the doc-
umentation for the code must be well written and the governance is somewhat ’bullet-proof’. Some
interviewees mentioned similarities between future metaverse developers and current IT companies
and emphasized on ensuring that the metaverse is offered as a reliable service. Moreover, it is im-
portant that users are protected to a certain degree and that developers or others cannot simply pull
the plug one night and erase the digital assets of the users of this metaverse. This again ties with
something that a specific interviewee mentioned, which is that while the technology itself should not be
regulated, the users should have a protection of some sort against malicious actors.

Third, the interviewees that had more of a focus on the technical side of blockchains emphasized the
need for a stable environment. This refers to making sure that the metaverse cannot be simply ’deleted’
one day and erase a virtual world where potentially many people spend many days/weeks/months
building various elements with a lot of value. Essentially, it is to ensure that the goods of the users in
a virtual world cannot disappear over night. This would be crucial when building something that would
potentially need to be active for many years, with minimum downtime.

Fourth, since the assumption is that it will be built on an open, public blockchain, the data of users would
also be public. This would be a big issue as this information can contain a lot of private information
that people might not want to share with others, such as their Date of Birth (DOB), address, email
and height, just to mentioned a few. While it would not be too complicated to adjust this (according
to interviewee #2), it is a crucial part that must be done before major adoption can take place in the
project. The best manner in which this can be successfully implemented is to have it in that way from
the beginning, which should be enforced by regulators of the space. Moreover, solving this must come
before potential KYC checks, as that could contain sensitive information, such as passports and driver
license numbers. This type of data must be securely encrypted in the place where it is stored and must
be solved prior to KYC regulations.

Lastly, the IP right should be more clearly defined according to many of the interviews that were con-
ducted. The specific aspects that should be addressed or the approach that should be taken when
doing so was not discussed in detail. One of the interviewees mentioned that currently there is very
large market for NFTs with buy and sell volumes at very high levels, it might be unclear as to who owns
the IP rights after purchasing the NFTs. These details, along with the usage of the IP rights should be
more clearly defined and perhaps expressed when purchasing the NFT. This would make the buyer
also more aware of the rights he/she has when owning the NFT and what they can do with it. Addition-
ally, with a new market arising where NFT owners can use their NFTs as collateral for a loan, it would
also be important to address the rights of owners that take the NFTs as collateral.

All in all, while nine preliminary aspects were presented, 5 out of these nine are deemed as impor-
tant according to the interviewees and was the largest part of the discussions, with only 3 being very
important. These top 3 factors will be looked into with more detail in the next sub chapter.

6.3. Regulations versus Policies
While regulations are stricter and more limiting in nature that policies, it is important to distinguish
between the two and which one would suit better for each factor. The three elements that will be focused
on are the top three that were mentioned previously, which are: data privacy, IP and governance &
legal documentation. This sub-chapter will go over each one of them, looking into whether policies or
regulations should be made for them and how they would restrict the discussed aspect. This will all be
done while keeping in mind some of the most crucial elements that were mentioned by the interviewees,
such as limiting the technological developments and that it should be applicable to most jurisdictions,
especially the EU.

When it comes to creating either policies or regulations, many of interviews always mentioned the term
’regulations’ and not ’policies’. This could be due to a lack of knowledge between the differences of
regulations and policies and simply use them interchangeably. That being said, it could still be possible
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to create policies for the relevant elements before creating more restrictive and asserting regulations.
When it comes to three aspects that will be focused on: data privacy, IP and governance & legal
documentation, the main and only type of policy that would directly apply is the regulatory policies.
This is because for all of these elements, some sort of information or behaviour must be more limited
and clearly defined then what is it now. However, while both regulations and policies are enforceable in
court, regulations define expected behaviour and identifies the limitations of actions of users in certain
scenarios. In contrast, policies are more for setting a process in order to achieve something in the end.
In that sense, it is more suitable to create regulations on each one of the three aspects that would limit
the users in their behaviour and ensure that they comply with the law.

6.4. Specific Regulations/Policies
Since it has been decided that mainly regulations will be implemented for each one of the three aspects,
the exact details of the regulations must be discussed. When doing so, the perspective of all the
interviewees will be taken into account, which is obtained from the discussions during the interviews.
One common aspect between all the three elements would be that it must not limit the technology itself.
This was mainly discussed with interviewee #4, who mentioned that any regulation will not and must
not limit the underlying technology, only the usage of it. This was also what was kept in mind when
they aided in creating the MiCA-bill, which does not limit the crypto currency technology, but rather the
use and issuance of them in order to protect investors.

First there is the data privacy of the potential users of the metaverse. This data can contain anything
from surface level data within the metaverse, such as the NFTs they own and how much of each
token they have in the wallet that they use, to more personal data, such as name, DOB, address and
potentially even social security number. While the latter information is much more sensitive, even the
formerly mentioned information could be considered private in some cases. This was mentioned by
interviewee #2, who said that people might not want to disclose their personal holdings to others, which
could include friends & family, corporations and government. Many of the other interviewees had the
same idea and do not want their information to be public. While this is understandable for the more
sensitive pieces of information, it might not be realistic for disclosing the amount of tokens one holds
or NFTs, as governments would likely want to tax that. However, the more sensitive information should
be addressed by regulators and be one of the first regulations to be focused on. While taking that
into account, since the data of the metaverse could be fully stored on a blockchain, retrieving that
information for the specific users and other authorized personnel would be fairly easy. Moreover, as
mentioned before, the regulation should not limit the underlying technology, as it could limit how much
data a blockchain can store. This can for example be imposed by regulating the manner in which the
data is uploaded to the blockchain. This would not limit the technology and would still protect users by
having their data cryptographically encrypted. One of the first aspects to focus on for policy makers
would therefore be to make this practice, or similar practices where the data would not be accessible
and visible for everyone, a necessity. This can be observed by looking into themost popular metaverses
and tracking the way data is uploaded to the blockchain. Regulators can double-check this by using
the metaverse. This could increase the amount of information regarding how the blockchain is storing
the personal data.

Secondly there is the IP right that one might have when playing or doing business in the metaverse
and obtaining digital ownership in the form of NFTs. The IP rights become an important aspect when
dealing with everything in the metaverse. The rights as an owner of these NFTs must therefore be
clearly written out and stipulate what users can and cannot do. However, since NFTs can represent the
digital ownership of different types of goods, e.g. art, collectibles, characters, cars, pets and houses,
the regulations should address every single one of them to prevent confusion. This should also be done
in form of a regulation rather than a policy and give clear guidelines to the users as to what behaviour
is prohibited. Luckily, this behaviour can easily be tracked, as all transactions that happen with NFTs
are stored on the blockchain and thus visible for the enforcers of the regulation. The underlying asset
should also easily be found by going to the source code of the NFT and seeing what it represents. In
order to make this process more efficient, regulators could also enforce the creators of the NFTs to
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mention in what category the NFT would fit. This would make the jobs of the regulators easier and
also, once some rules have been established, users can find the type of NFT they have and look at the
specific requirements for them. Moreover, by focusing only on the use of it, these regulation would again
not limit the NFT and smart contract technology, and makes room for potential future improvements in
the field.

Third and last there is the governance & legal documentation that projects in the metaverse should
adhere to. As a quick reminder, this regulation would enforce developers to clearly outline their code
and give detailed descriptions of the technology. This would essentially build on the white paper and
give more documentation with the source code, which would for example be uploaded to a repository
on GitHub and/or be published as a smart contract on the blockchain. Since this is more difficult to
impose, as it is nearly impossible to regulate each and every single smart contract that is uploaded
to a blockchain, it could be more beneficial to have this aspect overseen by a policy. Out of the four
policies discussed earlier, the policy that would fit best is the ’regulatory policy’. The distinction between
good and bad behaviour would be the difference between having insufficient documentation and having
sufficient documentation. ’Sufficient’ documentation in this sense is a grey area and developers might
take advantage of it. Therefore, a clear guideline must be given that defines this, for example could be:
’Every (two) line(s) of code must be explained by at least one sentence.’ In addition to this, the policy
could also add that separate functions of code must have a short paragraph explaining it. This gives a
clear guideline as to how much documentation is required, and eliminates some of the grey area that
could potentially arise. Again, this policy would not limit any technology developments, but rather give
a clear understanding of the new ones. It would also be beneficial to the developers themselves, as
they can look back on older projects and easily understand what they were trying to accomplish with
certain lines of code.

These three regulations were found to be the most important as of the first half of 2022. However, both
the metaverse and blockchain technology are developing at a rapid pace, changing the landscape on
a monthly basis. This means that the idea of the metaverse today, could differ from the idea in the
future. Because of this, it makes creating regulations for a metaverse even more difficult, as policy
makers chase the next innovation in the field. New areas might arise with the development of underly-
ing technology that were previously non-existent. This varying landscape should be taken into account
by policy makers, also ensuring that future established policies will need to be updated regularly to
stay relevant. Additionally, chapter 5.4 mentions that some parts could be built on other technologies,
such as cloud computers, to compensate for some of the weaknesses of the current state of blockchain
technology. Depending on which parts will be run on the blockchain and which ones will run on cloud
computers, some policies and regulation might not apply and would be unnecessary. However, as de-
velopments continue and both technologies start to mature, it could be a possibility that the metaverse
will completely run on the blockchain.

6.5. Conclusion
To conclude, this chapter analyzed the interview data from both a quantitative and qualitative perspec-
tive. This could be done by either creating policies or regulations on the 9 criteria, with the different type
of policies being: distributive, regulatory, constituent and redistributive. The list of the criteria was given
to interviewees, who were asked to mention whether they think the potential regulations apply or not,
and also rank the top 3 most important factors according to them. While most interviewees mentioned
that all of them apply, the top 3 rankings varied from one to another. One interesting find was that most
of the interviewees with similar backgrounds ranked similar aspects in their top 3. The final top 3 was:
data privacy, IP, and governance & legal documentation. Therefore, regulators should focus on all
these three elements of blockchain technology. However, this top 3 could also be a representation of
the knowledge of the interviewees, which should be taken into account. It must be understood that all of
the 9 aspects are crucial to be regulated, as mentioned by the participants. Nevertheless, none of the
regulations and policies should limit the technology in such a way that it hinders or blocks development
or new innovations to arise in the field.
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That being said, the top 3 factors were looked into with more detail in order to figure out the potential
solutions for the regulations.

The first aspect that should be regulated is the data privacy through encrypting the data of the users
before uploading the information to the blockchain. Since the discussed blockchains are public, per-
missionless blockchains, the data on the blockchain is available for everyone to see. This would mean
that sensitive data of users would also be public, which goes against some of the data privacy acts in
the EU. Encrypting the data can be done with the use of L2 blockchains, which would also add more
scalability to the L1 blockchain, thus also improving some of the drawbacks of using blockchain tech-
nology for the metaverse. The second aspect was that of IP rights, which should also be regulated and
have clear direction with what one can and cannot do with certain NFTs. This will ensure that users
do not infringe the IP rights of the existing NFTs. The third and final element was that of governance &
legal documentation, which is best tackled by implementing policies on them. The policies will serve as
guidelines for a minimum number of explanatory sentences there must be for the lines of code written.
Developers will likely end up spending more time writing the same code after the implementation of the
hypothetical policy. However, it would improve understanding of the code with other developers, as
well as making it easier to understand one’s code in the future.

To reiterate the last sub-question:

Considering future development of a blockchain based metaverse, what should policy
makers do in order to regulate the space while not limiting its development?

The policy makers should be informed that all of the 9 aspects are critical and must, sooner or later, all
be regulated. However, the interview data showed that there are three aspects which were deemed to
be the most important factors: data privacy, IP rights, and governance & legal documentation. These
should therefore be looked into first and regulations must be created without limiting the underlying
technology, which would be: blockchain infrastructure, NFTs, and the source code. The ideas that
arose from the limited number of interviews conducted has already yieldedmultiple solutions to potential
regulations. Policy makers should therefore continue doing market research and discuss regulations
with key stakeholders, which would give feedback on potential solutions. The solutions presented in
this chapter can be taken as a starting point for the policy makers, which can be refined in the future.



7
Conclusion

The last chapter will sum up the core findings, as well as answering the main research question and
sub-questions that were formulated in the beginning of the thesis. After drawing conclusions from the
thesis and answering each one of the research questions, limitations and future research of the topic
will be discussed in relation to the Engineering and Policy Analysis (EPA) master program.

7.1. Conclusion
Before going into answering each one of the research questions, they will be repeated here as amemory
refresher and will be easily accessible, in case of confusion. The sub-questions are formulated in a
way that they build up to answering the main research question.

7.1.1. Sub-Question 1

The first sub-question is formulated as follows: What are the current policies and regulations in the
EU that are associated with blockchain and the metaverse? Essentially, this only looks at the current
regulations that exist in the EU on blockchain and the metaverse, and was researched through a lit-
erature review. This literature review found that there are currently only 2 regulatory frameworks in
the EU when it comes to blockchain technology: MICA and DORA. From these two, MICA looks into
crypto-assets and its aim is to minimize the risks that investors are exposed to, whereas DORA looks
into digital resilience processes and standards. There were some additional regulations, such as the
general data protection regulation, markets in financial instrument directive II, and the electronic money
directive that one might think apply in this scenario, but they do not. It was also found that a metaverse
built on a blockchain specifically does not have any official regulations on the EU level as of July 2022.
Thus, answering the research question directly: for blockchain the only two regulations in the EU are
MICA and DORA, and the metaverse does not have any official regulatory frameworks in the EU.

7.1.2. Sub-Question 2

After looking into the regulation, the first step was to look at how cloud computing fits in the metaverse.
The sub question that was formulated for this purpose was: What are the main technical challenges
currently faced by the current technology (i.e. cloud computing)? Since most of the applications run
on cloud computers, it is crucial to investigate this technology and see how it holds up when hosting a
metaverse. The 7 criteria that were looked into were: energy usage, security, scalability, governance,
democratization, costs and additional features. After having looked into all of them, it was found that the
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main challenges of cloud computing systems are the security issues, which involve misconfiguration
and cyberattacks, as well as the lack of additional features that benefit cloud computing specifically for
a potential metaverse. These two issues are the main technical challenges that cloud computing faces
for building a metaverse.

7.1.3. Sub-Question 3

Now that cloud computing has been looked into, the other technology of blockchain, must also be
studied on the same 7 criteria in order to make an accurate comparison. More specifically, the sub-
question is: What are the benefits and drawbacks of hosting the metaverse on a blockchain compared
to the current technology? Since it is nearly impossible to compare the blockchain space as a whole
with cloud computing, in some cases a specific blockchain was chosen. The chosen blockchain must
meet the following criteria: public, permissionless and be able to compute. While there are a few
blockchains that fit these criteria, perhaps the best suited one is ICP. After having looked into each one
of the criterion in detail w.r.t. this blockchain, a comparison table was made (table 5.2). Essentially,
cloud computing is more superior when it comes to scalability and costs, whereas blockchain has the
upper hand in security, governance, democratization and additional features. While energy usage in
cloud computing systems is very low, blockchains are becoming increasingly efficient as well and can
perform multiple tasks. On top of this, the ICP blockchain has standardized hardware equipment that
each node must adhere to and is soon releasing their second generation specifications. Overall, there
are benefits and drawbacks for using either technology. Developers could look into this further and
build the metaverse in such a way that the benefits of both technologies are being utilized. This would
give the metaverse NFT capabilities and be easily scalable.

7.1.4. Sub-Question 4

The last sub-question stated: Considering future development of a blockchain based metaverse, what
should policy makers do in order to regulate the space while not limiting its development? The aim
with this question was to tie the technical background back to the policies and regulations. Interviews
were conducted with experts of different backgrounds to get a clear picture of the most important fac-
tors. The backgrounds of these experts ranged from blockchain protocol engineers, cloud computing
product developers, and policy advisors/strategists. The specific factors that the experts were asked
to rank were governance & legal documentation, liability, intellectual property, data privacy, DAOs,
smart contracts, know your customer, virtual asset tax, and regulation of conduct. The final result of
all the interviews yielded the following top 3: data privacy (9 points), IP (8 point), and governance &
legal documentation (8 points). All of these aspects only apply if the metaverse were to be built fully
on a blockchain. Thus, if some parts of the metaverse are built on other technologies, such as cloud
computers, some regulations might not apply. While taking this into account, policy makers should

7.1.5. Main Research Question

The last sub-question already partly answers the final research question: What are the main techno-
logical factors that must be taken into consideration for policy makers in the EU to create new regula-
tions and policies for a decentralized metaverse? The interviews provided good insight into potential
solutions for each of the 9 factors mentioned above. As for the quantitative data obtained from the
interviewees, the main technological factors should be the data privacy of the users, the intellectual
property rights of NFT holders, and the governance & legal documentation of metaverses and other
applications. A general direction for finding solutions for each one of them is proposed in chapter 6.4.
Besides these three, it is crucial that the other aspects of potential regulations are not ignored and are
also being worked on. Additionally, research must be conducted on the best possible procedure to
tackle each one of these factors, and whether some should have priority over others. When analyzing
the field and taking different stakeholders into consideration, the EU should keep in mind that there can
be a big knowledge gap between policy advisors and blockchain developers.
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For data privacy, one of the prime solutions that came up was that the data of the users can be com-
bined, cryptographically encrypted by a L2 blockchain, and only then uploaded to the L1 blockchain.
Policy makers should work with developers to create a regulatory framework that uses this or similar
solutions that would secure the data of the users. The second factor: IP, must clearly be defined as
to what is and what is not allowed to do when owning certain NFTs. The NFTs can, for example, be
categorized into art, characters, cars, and real estate. The creator of the NFT would have to mention
the type, along with the NFT, which would make it easier to understand for both regulators and users.
For the last factor, governance & legal documentation, it would best to fit a policy with guidelines that
mention how much documentation is required for the lines of code written. There could be additional
measures, such as documentation for each function within the code and for each one of the files in the
repositories.

All in all, these three aspects are the main factors that policy makers should take into consideration
from different experts. One notable aspect from each one of them is they do not limit the technology.
It leaves developers with all the freedom to improve and develop new projects, although it might take
some extra time to do so by adding these additional requirements.

7.2. Limitations & Future Research
While this thesis went into significant detail on both blockchain and cloud computing when it comes to
building a metaverse, there are still some limitations. These limitation lie in both the analysis of the
two technologies, the creation of policies themselves and having a single author for such a big project.
After elaborating on the limitations, a suggestion is given for future research.

Perhaps the first limitation would be the comparison between blockchain and cloud computing. Even
though the comparison was made as detailed as possible, there is only a limited amount of information
available on the internet. Future research could be to create a small digital world that would be able
to run on both a cloud computing system and on the ICP network, in order to make comparisons. This
would yield better results especially when it comes to the energy usage, scalability, democratization,
and costs of each technology. The similarities and differences between the two technologies could have
been in more detail as this could uncover more information about the two technologies, and showcase
the strengths and weaknesses of both in more depth. Additionally, an employee or employer at both
a big cloud computing company (such as AWS) or blockchain organization (such as ICP) could have
been consulted while building a digital environment such as this, in order to gain greater insight into
the two technologies.

The second limitation could be the depth of the interviews that were conducted. While conducting the
interviews, there was a clear pattern that the policy interviewees were very elaborate on their answers
and gave a lot of insight to the field. On the other hand, themore technical participants kept it to the point.
Therefore, some information, especially from the technical side, might not have been shared to the
fullest extent that it could have been. Additional follow-up questions for the technical interviewees would
allow for more elaborate answers. Nevertheless, while the technical interviewees were more to the
point and gave shorter answers, they did answer the question as intended and give solutions to some
of the issues that were mentioned. The follow-up questions would help uncover more information and
strengthen the arguments by, for example, asking about potential weaknesses in the given solutions.
Future research can focus specifically on the 9 potential regulations and conduct significantly more
interviews for them.

The third limitation is the lack of previous scientific research in the field. Most of the previous articles
that were written merely mentioned that the space should be regulated, but not mention what type of
regulations, which aspects, or to what extent. Therefore, the starting point was a blank sheet of paper
to try and find the most critical areas to regulate, how to regulate them and what potential technical
solution there could be to these regulations. While all of these have been found and discussed in
the paper, there could potentially be better solutions and/or more critical aspects that were overlooked
because of the lack of information within this space. While this limitation is difficult to overcome, this
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thesis can form as a base for future research, to the previously mentioned digital world. This world
could also be used to enhance the analysis by running simulations. This simulation would be focused
towards implementing certain regulations and policies mentioned in the thesis, with simulated users
that all have certain characteristics. Once a best possible scenario is found using different policies
and regulations, a trial could be done in a real metaverse, such as Decentraland. As a response, the
regulations can be adjusted, as well as the model itself to predict the behaviour of the users better.
All of this will aid in creating the first few regulations in the space and fine tune them to find the best
solutions, while retaining most of the users, as there might be some backlash in the beginning.

The final limitation is the lack of peer-reviews conducted during the process of the thesis, which can
result in biased arguments. Meetings with supervisors were held regularly (1 to 2 times per month)
who gave feedback on the thesis and points of improvement. Additionally, academic colleagues were
consulted during the process to perhaps gain more insight or discuss aspects that would otherwise
have been overlooked. However, it is impossible to completely remove bias from the equation without
several detailed analyses from peers and professors.

7.3. Implications
The implications of this research can be divided into two: scientific and policy. Here, both of these will
be discussed in order to better understand the implications from both perspectives.

7.3.1. Scientific Implications

From a scientific standpoint, this research is one of the first that looked into what type of regulations
and policies a metaverse built on a blockchain needs. This was done by discussing previous research
and then consulting with experts in various fields to get their opinion on the matter. The collective
opinion of these experts then yielded new information that can be used for scientific paper in the future.
To be more specific, the final results obtained from the interviews that state which aspects regulators
should focus on is one of the first of its kind, as other scientific articles and regulatory bodies merely
mention that it should be regulated or have recently started investigation on the digital space. This new
information can be used to be built upon into several direction. Besides conducting similar research in
order to validate the results, new research can look into the implementation of these regulations and
how they can be enforced.

7.3.2. Policy Implications

As for the policy implications, there are three core regulations and policies discussed for future regu-
lations. These three affect the users, but most importantly, the developers of the space. Developers
must therefore start to follow these regulations more closely in order to ensure that they are complying
with them. This will likely be difficult to begin with, as there are currently no regulations regarding either
blockchain or metaverse development. The users will have it easier, as most of the regulations are
focused around the development of the space and only the IP rights regulation targets the users to a
certain extent.

The data privacy aspect of the new regulations will not affect the users as much as developers. The
developers must take the new regulations into account when creating a metaverse and storing the
data of their users of it. There will likely be extra work from the developers’ side in order to comply
with this, as they must ensure that the data of the users is not public. The same can be said for the
governance & legal documentation policy. This policy only affects the developers of the space, as
they must ensure that their code is well documented for others to understand. Lastly, the IP rights
regulations would impact both users and developers. While developers have to make sure that their
NFTs are categorized properly, users will now be restricted in certain areas with what they can do with
their NFTs. Moreover, new creators should ensure that what they are creating does not infringe the IP
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rights of other creators.

7.4. Relevance
As with any research, it must be relevant for it hold value from both a societal and academic perspective.
Here, the two will be discussed as well as points of interest for the EU.

7.4.1. Societal Relevance

As for the societal perspective, the main focus of the thesis has been to provide the EU with new
perspectives. From this perspective, the thesis provides guidance as to which direction to EU should
focus their efforts towards. Prior to this research, there were many articles citing that blockchain and
the metaverse must be regulated. However, there is little to no research on which aspects should
exactly be regulated and how to go about it. This research can be taken as a starting point for the EU,
with perspectives of different fields, giving advice on what to regulate as well as possible solutions for
some of the mentioned issues.

Besides regulators, this paper also gives users and developers of the metaverse a clear indication
of the current state, along with potential future policies and regulations in the space. This way, they
can slowly start to prepare for such regulations and ensure that their activities are within the proposed
frameworks.

7.4.2. Academic Relevance

Asmentioned above, little to no research was conducted on which aspects of blockchain andmetaverse
to regulate. Academic relevance is not only for TU Delft and the EPA program, but also for other
research institutes, as well as the governmental bodies that do research on the topic.

First of all, it is one of a limited number of studies that have explored possible regulations for ametaverse
that is built on a blockchain. Moreover, the MiCA-bill officially ended the provisional agreement on June
30th 2022, while the initial proposal came almost 2 years prior to that. Taking this timeline as a potential
outline for regulations, it could take several more years to come up with the initial proposal. This is
because interviewee #5 mentioned that the EC and EU recently saw advancements in the metaverse
and have started to explore possibilities of regulating it. With help of this study, regulators can seek to
find a better understanding of the field and use this study as a starting point and guide.

7.5. EPA Relevance
Engineering and Policy Analysis is all about grand challenges that go on in the world. Grand challenges
are, by nature, impossible to solve and are very complex with a lot of moving parts. I believe that this
is also the case in the study that was conducted in this thesis. First of all, blockchain is a landscape
with new developments being implemented on a daily basis. Moreover, every few weeks a brand new
blockchain comes out that does something like no other. Although these drastic changes might not
occur in a decade from now, they are currently difficult to deal with. This ever changing environment
makes it inherently difficult to impose regulation on, as blockchain developers could potentially find
loopholes in regulation and create a blockchain around it. Keeping all of this in mind, regulating a
digital world, with valuable goods in them becomes even more difficult. The fact that this world in built
on the blockchain makes the space even more difficult to regulate and will be a project that will be in
progress for a very long time and could potentially never be fully regulated. For this reason, I believe
that the problem presented in the beginning of this thesis is defined as a grand challenge, which is what
EPA is all about.
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A
Interviews

A.1. Interview Questions
The interview Questions are divided into two part, with the second part again being divided into two
parts. This is because the technical experts will be asked different questions from the policy experts,
offering more detailed insight from each perspective.

The first part of the questionnaire is as follows:

1. What is your current role and at which company is this?
2. How is your role related to blockchain/cloud computing or policy industry?
3. How long have you worked in the blockchain, cloud computing or policy industry?
4. How long have you been interested in blockchain/cloud/ computing/blockchain policy?
5. Have you heard about the metaverse and if so, what do you know about it?

Note: if interviewee is not familiar with the metaverse, a small explanation will be given here.

From here on, the interviewees will be categorized into two different categories: technical and policy,
which will each be asked different questions. The purpose for this is to get special insight from each
perspective in the aim of increasing the results from the interviews. As a last touch, cloud computing
experts are asked even more specific questions on the respective technology and vice versa. With that
being said, the second part for the technical experts is thus:

6. What technical aspects would be important when running the metaverse on blockchain/cloud
computing?

7. In your opinion, what are some of the security issues when it comes to the data of the of users in
the metaverse when built on the blockchain/cloud computing?

8. Which technology is superior in this respect?
9. Are you expecting blockchain/cloud computing to make further developments in the next few

years to be a better technology to host the metaverse?

For cloud computing experts:

(a) How do you think the challenges can be addressed? (From the given aspects in Q9.)

For blockchain experts:

71
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(b) If future regulations were to come to blockchain, what are some of the most important as-
pects of blockchain that, in your opinion, should be regulated and some that should not be
regulated?

(c) How are these regulations tied to the metaverse?
(d) From list shown, which possible regulations would fit within the EU and how would you rank

these?
(e) In your opinion, what additional regulations should there be for the metaverse to be a safe

environment for everyone?

The question for the other second part that will only asked to policy experts on blockchain are:

10. Are you familiar with the MiCA and DORA regulatory frameworks in the EU? If so, could you
briefly explain them?

11. To your knowledge, are there currently any other regulation of policies on blockchain in the EU?
12. Which other aspect(s) should be regulated first for future regulations in the EU?
13. Do you think these regulations will have an effect on the metaverse and if so, how and why?
14. Besides the regulations that you mentioned, should there be additional regulations to target the

metaverse specifically?
15. From list shown, which possible regulations would fit within the EU and how would you rank

these?
16. Out of all the regulation that you mentioned, could you please rank them from most to least

important with respect to the metaverse?

All of the questions above will obtain all the information needed in order to accurately formulate ques-
tions. One final question that will be asked regards future interest in the thesis:

16. Would you be interested in finding out the results of the thesis?

These are all the questions that will be asked to each interviewee and the data of which will then be
analyzed. The list of Q15 and Q9d is shown in table 3.2.

A.2. Interview Summaries
As part of the ethics guidelines, the transcripts are not allowed to be made public, but must be summa-
rized. The summaries will contain all necessary information needed to conduct the research and draw
conclusions from them.

Interview #1

Interviewee #1 has a background in cryptography and has been working in the industry for the past 3.5
years and has been involved in both developing cryptographic proofs, as well as aiding other companies
in doing so. Interest in blockchain began prior to this however, towards the end of 2017.

As the field of knowledge is cryptography and privacy, it was not a surprise that the interviewee men-
tioned that the privacy of users is a big issue with public blockchains. The interviewee proposed a
solution that makes use of L2 blockchains, which can, in a way, encrypt the data and then push this
version to the L1 blockchain. In this scenario, no one could directly see what this encrypted message
holds, only users that have access to the L2 version of the encrypted message will know the information
that it contains. For future developments, this interviewee mentioned that scaling is one of the biggest
improvements that will happen, for both L1 and L2 blockchains. This, in-turn, will help it make it an
even better fit to host the metaverse on the blockchain.
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When presented with the 9 potential regulatory factors, this interviewee seemed to be already familiar
with all of them. This is likely due to the fact that the participant is actively working in the field and has
a very deep and broad understanding of the technology. Without hesitation, the top 3 is: data privacy,
intellectual property and KYC. Data privacy was previously touched upon and is also the aspect where
this interviewee is specialized. The second rank was given to intellectual property as there are many
’creator economies’ that happen inside of blockchain, which should be addressed. While KYC is the
third on the list, but still of utmost importance according to the interviewee. Users must be able to prove
who they are, while still maintaining some level of privacy.

Interview #2

Interviewee #2 is a blockchain protocol engineer and currently works for a blockchain company that is
still developing and thus not have a public blockchain yet. The participant got into this by starting out
with the programming language Solidity to create smart contracts on the Ethereum blockchain. After
doing this for a year, they wanted a new challenges and decided to become a protocol engineer.

Having experience in both developing smart contracts and the blockchain itself, this participant is
highly involved in many aspects of blockchain. More specifically, these aspects are crucial parts for
a blockchain that could potentially host a metaverse in the future. Much like other interviewees, this
interviewee also acknowledges that current blockchains still need more scalability in order to host such
a big project on a blockchain. This could be done through either improving L1 blockchains or add L2
blockchains together, but the best would be to have both layers on a level that it is much more scalable.

When shown the 9 factors of regulation that might apply to blockchain, this participant knew most of
the factors already and needed little explanation for each of them. When asked which were applicable,
they only mentioned that governance & legal documentation, DAOs and KYC would not be applicable.
However, it is possible that they missed the KYC factor, since they mentioned that there must be some
sort of KYC earlier in the interview. The top 3 rankings were as follows: IP, data privacy and virtual
asset taxes were first, second and third, respectively. The participant emphasized that this ranking
would specifically be targeted for a metaverse built on a blockchain.

Interview #3

Interviewee #4 specializes in building application on cloud computing servers and has a high interest in
blockchain technology as well. More specifically, this interviewee is a senior director of product devel-
opment at a multi-national software company. The interest in blockchain is pursued by actively learning
the new development that happen in the space as well as engage with the networks themselves.

Having a background of building software programs that must run 24/7, this interviewee acknowledges
that currently, blockchains have lots of outages and are relatively unstable. This could be due to internal
issues of the network itself, but also external issues, such as a solar flare, which was an example given
by the interviewee. While also giving other reasons, the main idea of this interviewee is that the network,
which includes the hardware and software that the programs run on must be properly built and ensured
that neither can be easily taken down the next day. The same applies to themetaverse, it should be built
in such a way and have certain regulations that someone cannot simply pull the plug on a project the
next day, erasing the digital assets of users of that particular metaverse. This respective likely comes
from the fact that this interviewee manages the development of software applications and understand
the struggle of customers when programs do not work effectively or are simply outdated the next day.
Another aspect mentioned was that this space will technically be borderless, which should be taken
into account when addressing the space.

When the nine factors of blockchain were shown that could have regulation in the future, this interviewee
approached these with a similar perspective. The most important factor to regulate is governance &
legal documentation. When mentioning this, the interviewee emphasizes on the level of quality that
the code must adhere to. The second and third ranked factors are data privacy and smart contracts,
respectively. The comparison made by this interviewee is that developers of the metaverse will have
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similarities with companies. In the sense that there will be a product - the metaverse - with users,
code and its all hosted somewhere. Therefore, taking the perspective that a reliable service should be
offered to the users, with minimal downtime and risks, the interviewee came up with this specific list of
top 3 most important factors.

Interview #4

Interviewee #5 works at Xreg consulting and has a background in working with the European Parliament
and EU with developing a framework for crypto assets. The participant has been involved in this and
similar activities for the past 8 years. This participant was highly involved with some of the aspects
regarding the MiCA bill to ensure that the regulatory frameworks works for the market.

One of the most prominent elements that this interviewee touched upon is that the technology itself
should not be regulated and thus have some sort of disadvantage for future developers. Rather, the
use of the technology should be regulated, ensuring that users are protected against malicious actors.
According to the interviewee, the MiCA bill has a similar nature, that the use of crypto assets are regu-
lated and the same should apply for a future blockchain regulation, where either the use of blockchain
and/or smart contracts should be regulated.

Going over the nine aspects that could potentially be regulated in a metaverse built on the blockchain,
this participant decided to add an additional facts: transfer of value. What is meant by this is how
the transactions are going to be completed in the metaverse. The participant continued by saying
that with this new factor, other entities have clearer boundaries and what to tax. When asked to rank
the aspects, this participant grouped the following four factors: governance & legal documentation,
liability, DAOs and smart contracts. The newly added factor called ’transfer of value’ is second and
third is the KYC. The reason as to why this interviewee decided to group the four aspects together is
because they approach the problem from a holistic point of view and essentially see many parts of the
technology as one from a policy and regulatory perspective. As for the transfer of value, one could
argue that it somewhat ties with the governance and legal documentation and could be included in that
factor. Therefore, by expanding that definition, the second rank also includes governance and legal
documentation. The third rank was given to the KYC factor, with an additional emphasis on digital
identity, as also mentioned by other interviewees. Similar to others, the participant also had a say in
the currently anonymous field that blockchain users are, which should change to a certain degree by
adding a KYC layer on top of it.

Interview #5

Interviewee #6 is the secretary general of a blockchain policy advisory company in Europe. This was
started in 2018, when the interviewee founded the company. The company actively participates in
policy discussion and their most recent talks were with several parties involved with the creation of the
MiCA framework in the EU.

This participant acknowledges that establishing country borders when it comes to creating policies and
regulations is difficult and that some countries might have a different take then others when it comes to
this. Therefore, the online identity should encompass such a variable. One of the issues that must be
solved according to the interviewee is that the national regulations that apply to one are still relatively
ambiguous when it comes to the metaverse. For example, someone with a Dutch passport that has
a residency is two other countries (e.g. Spain and U.A.E.) can adhere to any of the policies of any
of the three countries. Therefore, there should also be a clear definition of which countries’ rules the
users most comply with. Moreover, an additional issue would be when two nationalities do business
with each other in the metaverse. This can be in form of collaborating on projects or transferring digital
goods from one nationality to another.

When the list of nine of possible regulations were presented, the respondent mentioned that all of the
already exist, but must be adjusted to be applied to the metaverse. While some of them are a bit
more applicable, as they can be taken from the MiCA framework, most of them must undergo several



A.2. Interview Summaries 75

changes in order to be applied fully to the metaverse. As rankings, this interviewee put the IP rights
as most important, followed by data privacy and put liability and regulation of conduct in third position.
Since this person is in direct contact with many politicians because of the position they are in, they
were also able to give the perspective of those politicians when it comes to ranking the most important
factors. The interviewee mentioned that the politicians are most concerned with taxing several aspects
of the metaverse and get some regulations in for that part, with KYC and liability coming in second and
third place, respectively. This creates a clash between politicians and policy advisors that also include
the perspectives of users and developers.

Interview #6

Interviewee #7 currently has multiple roles that are in the blockchain are. The main roles that count
towards the expertise needed to conduct the interview is the experience with dealing with blockchain
policy strategies in collaboration with organizations such as the World Economic Forum (WEF). This
interviewee has been involved with similar technologies since 2007, which gradually built up to advising
on DAOs.

When asked what the first aspect that should be regulated in the metaverse that does not yet have
regulations is the identities within the metaverse. However, the interviewee argues that this should not
be done through traditional KYC procedures, but should encapsulate more of the person’s real identity,
rather than a few questions that only take a snippet of the person’s details.

When asked about regulations of different aspects of blockchain, the interviewee mentioned that there
need to be new ways of creating and implementing policies and regulations for blockchain. Since this
technology allows for new and innovative ways to implement codes and contracts (smart contracts), the
world should take advantage of this technology breakthrough and use it in order to create regulations
in this manner. The interviewee argues that there would be multiple benefits to doing this, including: no
need for intermediaries such as courts, lawyers and judges, and that it would be much more efficient.
In this respect, the law would be written in code and deployed on the blockchain where the metaverse
is hosted. This would make any process that involves wrong doing or breaking this code much more
efficient.
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