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Abstract

Over the years, the web has slowly been moving towards more security. This is done to ensure integrity,
authenticity, and confidentiality of the communication between clients and servers. The most significant
improvement to the security on the web has been HTTPS, which provides secure communication using
encryption. However, downgrade attacks can bypass HTTPS entirely by reverting the communication
to the insecure HTTP protocol. HSTS is the primary defense against such attacks. However, previous
research has uncovered numerous vulnerabilities in the HSTS protocol, particularly those that allow
attackers to disable HSTS by invalidating its state and a method that uses HSTS headers to enable
websites to track users.

In this thesis, we present HSTS-Enforced, an alternative to traditional HSTS. HSTS-Enforced effectively
prevents downgrade attacks by employing a Secure-by-Default approach. Website administrators can
explicitly opt out of security by specifying an HTTP-Required indicator. We propose two indicators: a
new DNSSEC record and the HTTP-Required Preload list.

We demonstrate the effectiveness of HSTS-Enforced, through the creation and validation of a protocol
implementation encompassing both client and server-side components. Our evaluation reveals that
HSTS-Enforced eliminates the vulnerabilities found in conventional HSTS. Additionally, we show that
while enhancing security, HSTS-Enforced imposes a minimal load on all involved components (i.e.,
client, network, and server).
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Introduction

1.1. Motivation

With the rising prevalence of online banking, the increasing digitization of government agencies and
critical infrastructure, and rising concerns about privacy, securing web communications is more crucial
than ever. While HTTPS [79] has become the standard for secure communication over the web in
favor of unsecure HTTP [29], its ability to ensure security and privacy relies heavily on complementary
mechanisms like HTTP Strict Transport Security (HSTS) [36]. A significant threat in this context are
downgrade attacks, where attackers attempt to force a connection downgrade from HTTPS to HTTP,
enabling data interception or manipulation [61, 62]. HSTS addresses this by instructing browsers to
exclusively use trusted HTTPS connections for a specified duration, effectively preventing unsecure
connections.

HSTS can traditionally be enabled using two methods: HSTS headers and HSTS preloading. HSTS
headers are transmitted as part of HTTPS responses and stored in the user agent’s HSTS cache. This
ensures that once a website is visited using HTTPS, the browser remembers this preference for future
visits, reinforcing the restriction to only use trusted HTTPS connections. HSTS preloading goes a step
further by allowing websites to be hardcoded into a browser’s lists of sites that have HSTS enabled. This
ensures these sites are only accessed using HTTPS, even before the first visit. However, both methods
have notable limitations. Many websites send incorrectly configured HSTS headers, rendering them
invalid such that user agents do not add these websites to their HSTS cache [32, 57, 85]. When using
HSTS headers without HSTS preloading, the first connection and connections after the HSTS cache
entry has expired remain vulnerable. Additionally, when HSTS preloading is not used, HSTS headers
can be leveraged by servers to track users across networks and sessions by exploiting the data stored in
the cache [95]. Furthermore, both the HSTS cache and the Preload list are susceptible to attacks that
force their entries to expire, nullifying their security benefits [84]. Moreover, the number of websites on
the HSTS Preload list is disproportionately small [3, 4, 53, 54, 74, 90]. In particular, banking websites are
rarely on the list, even though those websites are among the most crucial to be on it.

While HSTS is an effective tool, these limitations expose vulnerabilities that can be exploited, often
due to human error. This thesis aims to address these gaps by proposing a more reliable, user-friendly
solution that raises the standard for secure web communications. The new protocol aspires to set a
higher standard for secure communications on the web. Through the Secure-by-Default paradigm, it
ensures that security is not an optional feature that can be circumvented by attackers, but a fundamental
characteristic of all web interactions.

1.2. Secure-by-Default

In the evolving cybersecurity landscape, the concept of Secure-by-Default has emerged as a pivotal
strategy to counter the growing threats to digital systems. Advocated by numerous government agencies
worldwide [20], Secure-by-Default represents a significant shift in how systems are designed and
configured. Secure-by-Default refers to an approach where systems are inherently secure from the

1
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outset, requiring minimal user intervention to achieve and maintain a high standard of security. Unlike
traditional security models that rely on users to manually enable security features, Secure-by-Default
integrates robust security mechanisms into the core architecture of software and hardware. This
proactive approach not only reduces the likelihood of human error, but also ensures that security
is a foundational aspect of system design, rather than an afterthought. By embedding security into
the default settings, these systems can better safeguard against vulnerabilities, enhancing the overall
resilience and trustworthiness of digital infrastructures.

1.3. Contribution

This thesis introduces HSTS-Enforced, a new mechanism designed to replace traditional HSTS headers
and preloading, addressing their vulnerabilities. HSTS-Enforced ensures that HSTS is enabled by
default, with website operators having the option to explicitly opt out using HTTP-Required indicators.
Our proposed HTTP-Required indicators are easy to use: we propose a new DNS [65] record type
labeled HITPREQ, which leverages the DNSSEC [5] cryptographic chain to prove that a website requires
HTTP, and the HTTP-Required Preload List, which functions similarly to the HSTS preloading but “in
reverse”.

Defaulting to HSTS ensures security by default, preventing erroneous configurations from affecting
security, and removes the need for HSTS headers and the HSTS cache, eliminating the possibility of
downgrade attacks and user tracking via HSTS headers. Furthermore, HSTS-Enforced makes it easier
for website operators to achieve maximum security, for no additional work is required from their side.
On the other hand, opting out of security, if desired, is still easy.

1.4. Report Structure

The remainder of the thesis is structured as follows. Chapter 2 provides background information on
related technologies, such as symmetric and asymmetric encryption, DNS, DNSSEC, HTTP, HTTPS,
downgrade attacks, HSTS, HSTS preloading, and browsers. Next, Chapter 3 outlines related work
aimed at increasing security and privacy on the web. Chapter 4 articulates the problems present in
HSTS that are addressed by this thesis. Chapter 5 presents the design and implementation details of
HSTS-Enforced. Chapter 6 evaluates HSTS-Enforced to see whether it is more secure than HSTS and if
it can be adopted as a part of the web. Chapter 7 discusses the limitations of this research, the design
choices made, the relationship between HSTS-Enforced, HTTPS-Only Mode, and HTTPS Everywhere,
and provides general recommendations for related security protocols. It also provides insights into how
a roll-out of HSTS-Enforced can be facilitated and discusses the practical implications of the protocol on
the general web. Finally, Chapter 8 concludes the thesis and suggests potential directions for further
research.



Background

This chapter presents the relevant background knowledge used in this thesis. Section 2.1 provides a
high-level explanation of cryptography and how different cryptographic mechanisms facilitate the secure
exchange of information. Section 2.2 explains how human-readable names for addresses on the internet
- known as domain names - work and how information about them can be accessed. Additionally,
it explains how this system was expanded to validate authenticity and ensure the integrity of this
information using cryptography. Section 2.3 explains how documents and resources are communicated
across the web. Additionally, it explains how cryptography is used to secure these communications.
Section 2.4 explains downgrade attacks and the need for a protocol to communicate when only secure
connections should be allowed in order to prevent such attacks. Sections 2.4.1 and 2.4.2 explain the
current workings of the protocol responsible for communicating this information. Finally, Section 2.5
provides an overview of the distribution of users across browsers and provides more detail about the
inner workings of the browser with the largest market share, namely Chromium.

2.1. Cryptography

Cryptography is a broader term that encompasses various techniques used to secure communication and
information. Three of the most commonly used cryptographic techniques are encryption, decryption,
and digital signatures. These techniques all rely on cryptographic keys. Cryptographic keys provide
information about the cryptographic operations that should be applied to a piece of data in order to
encrypt or decrypt it. There are two different types of keys: symmetric keys and asymmetric keys. The
following sections explain the two types of cryptography they are used in and the different techniques
such as encryption, decryption, and digital signatures they facilitate.

2.1.1. Symmetric Cryptography

Symmetric cryptography uses a single key for both encryption and decryption. Common symmetric
cryptographic algorithms include Advanced Encryption Standard (AES) [70] and Data Encryption
Standard (DES) [71]. These algorithms convert data in a specific manner that can be reversed using the
same process as the original steps taken to scramble the data. To securely exchange messages using a
symmetric key, both sender and receiver must share a symmetric key. If this key sharing is secure, only
the sender and receiver can read the messages. However, if the key sharing is compromised, anyone
with the key can decrypt the messages.

2.1.2. Asymmetric Cryptography

Asymmetric cryptography, or public-key cryptography, uses a pair of keys: a public key and a secret
(private) key. The secret key is generated randomly, and the public key is derived from it mathematically.
The public key is shared openly, while the secret key is kept hidden. Common asymmetric cryptographic
algorithms include Rivest-Shamir-Adleman (RSA) [80] and Elliptic Curve Cryptography (ECC) [93].
Public-key cryptography is used in two primary ways: to encrypt data using the public key and decrypt
it with the secret key, or to create digital signatures using the secret key.
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Encrypting with a public key and decrypting with a secret key ensures content confidentiality; only the
secret key owner can decrypt the content. However, this does not authenticate the origin of messages,
as anyone with the public key can create such messages.

A digital signature can be used to authenticate the origin of a message and assure its integrity since
the secret key is required to create or modify them. To create a digital signature for a piece of data,
we pass the data through a hashing algorithm and encrypt the output with the secret key. A hashing
algorithm takes an input and returns a fixed-size output, known as a hash. Given a fixed input, the
generated hash is always the same. Additionally, it is computationally infeasible to find two different
inputs that produce the same hash value or to reverse the hashing operation to receive the original
content. Thus, hashes are considered unique identifiers for the original values they represent. When
both the digital signature and the original message are received, one can use the digital signature to
verify both data integrity and the origin of the data. To verify the origin of the data and its integrity, the
receiver decrypts the signature using the public key, applies the same hashing algorithm to the plaintext
data, and verifies that they are identical.

2.2. Domain Name System (DNS)

The Domain Name System (DNS) [65] provides human-readable addresses (domain names) for devices
on a network. Internet Protocol (IP) addresses, which are numerical and hard to remember, are typically
used to identify devices. DNS links these IP addresses to text-based domain names, making it easier for
humans to navigate the internet. Domain names are dynamically bound to one or more IP addresses,
which allows for the distribution of requests between multiple servers. Section 2.2.1 describes the
hierarchical structure of domain names. Section 2.2.2 details how information is specified within DNS.
Section 2.2.3 describes how this information is retrieved using the DNS infrastructure. Section 2.2.4
covers how cryptography is used to validate the responses.

2.2.1. Domain Names

Domain names consist of parts called labels, separated by dots and read hierarchically from right to left.
For example, in www.tudelft.nl, the rightmost label is the top-level domain (TLD) nl, followed by the
second-level domain tudelft.nl, and the third-level domain www.tudelft.nl. Subdomains are domains that
are below another domain. For instance, www.tudelft.nl is a subdomain of both fudelft.nl and nl.

The Internet Corporation for Assigned Names and Numbers (ICANN) assigns TLDs to different instances
responsible for further domain distribution, known as TLD owners. TLD owners often appoint registrars
to handle registration of the subdomains of these domains. Domains that can be registered directly
are known as main domains. Main domains can be any level of domain, but most are second-level
and third-level domains. The domains directly above main domains are known as effective top-level
domains (eTLDs) or public suffixes. The public suffix website [66] maintains a list of existing eTLDs.
Subdomains of main domains are often used by the same website operator to provide different services
under a common name.

2.2.2. Resource Records

Resource records are used to exchange information about domain names and are specified by authori-
tative name servers, which are one of two types of servers used in DNS. The second type of server is
discussed in the next section. Authoritative name servers manage various information for designated
domains and their subdomains, collectively called a zone. Resource records are divided into five fields:
name, time to live (TTL), class, type, and data. An example of a resource record is tudelft.nl. 600 IN A
130.161.128.82. The name field identifies the relevant domain or subdomain, here tudelft.nl. The TTL
field indicates the duration for which a record should be deemed valid upon receipt, in the example
this is 600 milliseconds. The class field specifies the network type that this record is used for. Asin
the example often this contains the value "IN", which denotes internet-related DNS records, but other
classes exist and are used for lesser-known alternatives to the internet. The type field denotes the record
type. The main record types that facilitate DNS resolution for the web are SOA records, NS records, A
records, and AAAA records. The data field of a record contains varying info based on the type of record.

An Start of Authority (SOA) record marks the top of a zone. Its data field contains administrative
information about this zone, such as the primary name server responsible for its data, the email of the
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domain administrator, and the domain serial number which tracks changes to the zone’s record. Name
Server (NS) records list name servers responsible for a zone, with the data field containing their domain
names. A and AAAA records link a domain name to an IPv4 or IPv6 address respectively, supporting
fallback servers or load balancing by allowing multiple records for the same domain, each with a single
IP address. The example specifies that tudelft.nl has an IP address of 130.161.128.82.

2.2.3. Resolving Queries

To resolve a record request to their response data we use a recursive name server, also known as a
resolver. Any software that wants to resolve a record can decide which resolver it uses, but generally,
the resolver specified by the operating system is used. In most cases, this is a locally hosted resolver,
which provides local caching, but forwards any requests it can not answer to another resolver specified
in its settings.

Most resolvers responsible for resolving a request are preloaded with the IP addresses of 13 authoritative
servers responsible for providing information about the authoritative servers responsible for TLDs.
These name servers are known as the root name servers [42]. Next to these servers, a resolver can be
preloaded with other authoritative servers that they directly bind to specific domains, this allows for
the specification of local DNS information that is not part of the public DNS infrastructure.

Upon receival of a request, a resolver first checks whether it has the requested information. If it has the
required record, this record is simply returned. If it does not, it continues by contacting the lowest-level
authoritative server it thinks is responsible for the record. If it has not done any recursion before this is
one of the preloaded servers. This authoritative server then replies with a response, which contains
various sections. In case the server has one or more records matching the request, the response includes
an answer section with these records. In case the name is part of its zone but no record matching the
request is present, the response only contains an authority section specifying the SOA record of the
server. This indicates to the requester that no such record exists. In case another authoritative server
is responsible for that particular section of the zone, the server responds with an authority section
containing the NS, A, and AAAA records pointing to the responsible server. Since authoritative servers
only know this information for the servers hosting zones that are their direct descendants, this often
requires the resolver to contact the servers specified in such authority sections until the requested record
or an authority section pointing to the contacted server is received.

While anyone can host a resolver, there are many publicly available resolvers, for example, Google’s
Public DNS, Cloudflare DNS, OpenDNS, and Quad9 DNS. Additionally, Internet Service Providers
(ISPs) also generally host a resolver.

2.2.4. Domain Name System Security Extensions (DNSSEC)

To achieve security on the web, ensuring the integrity and authenticity of DNS data is paramount.
Traditionally, DNS responses lack built-in security measures, leaving them vulnerable to various attacks.
Domain Name System Security Extension (DNSSEC) [5] is a set of cryptographic protocols designed
to address these vulnerabilities and provide a secure DNS infrastructure. It works by adding a layer
of security to DNS responses through digital signatures, thereby enabling DNS clients to verify the
authenticity and integrity of the data they receive.

At its core, DNSSEC employs public-key cryptography to sign DNS records, creating a chain of trust that
extends from the root DNS servers down to individual domain zones. This cryptographic chain allows
DN resolvers to validate DNS responses by verifying their digital signatures against the corresponding
public keys stored in DNSSEC-enabled zones. The information about the cryptographic chain is
provided to resolvers using Delegation Signers (DS) and DNSKEY records. The DNSKEY record contains
a public signing key, and the DS record contains a hash of a DNSKEY record signed with a different
secret key. Generally, two public-key pairs are used per zone. These two public-key pairs are known
as the key signing key (KSK) and zone signing key (ZSK). However, the use of two pairs per zone is
not a strict requirement for DNSSEC, one pair of keys could also be used to fulfill the roles of both of
these pairs. The KSK is used to verify the authenticity of a zone. A DNSKEY record for its public key
is published in the zone, while a DS record is published in its parent zone. The KSK’s secret key is
then used only to sign a DS record for the ZSK. The DNSKEY record for this ZSK is published in the
same zone. This approach is often used as it can increase security. The ZSK’s DS and DNSKEY record
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being part of the same zone allows the ZSK to be updated more often than the KSK, which requires
communication with the parent zone to update its DS record. Website operators who want to enable
DNSSEC for a domain can request the addition of a DS record through their registrar. After providing
the desired public key, the registrar then communicates with the authoritative server responsible for the
parent domain that a signed hash of the key should be provided in the form of a DS record.

To sign a DNS zone, we first group records into Resource Record Set (RRSET) records based on their
type and name. DNSSEC optionally also provides a way to securely communicate the absence of a
domain through an Next Secure (NSEC) or NSEC3 record. These records use the alphabetically next
domain to deny the existence of any previous domain. NSEC3 was introduced as a replacement for
NSEC. NSEC exposed the next domain in plain text, allowing malicious users to quickly discover all
domains in a zone. NSEC3 improves on this by using hashes to hide the name of the next domain.
We additionally generate one type of these records for the zone. The ZSK's secret key is then used to
create signatures of the RRSET and NSEC or NSEC3 records, including the name and type. Using type
Resource Record Signature (RRSIG) records these signatures are communicated as part of the response
whenever a request indicates DNSSEC is required. An RRSIG record additionally specifies a label count
indicating how many labels of the domain were explicitly specified as part of the signed data. The
label count value is used to create signatures for wildcard records. Whenever the label count of the
response RRSIG record is lower than the label count for which the request was made this indicates that
the domain name used during signing started with a wildcard and ended with that label count’s value.

Using flags, a requester can indicate whether or not they require DNSSEC validation or not. When
validation is requested, the resolver uses the cryptographic chain to verify the signature of a record. To
do this it is preloaded with a DS record for the root authoritative servers. It uses this record to verify
the DNSKEY record of the authoritative server, which it then uses to validate its response. In case
an authoritative server tells the resolver to contact another authoritative server, the resolver requests
the DS record for this second server from the first server, which has signed the record with the secret
key corresponding to its DNSKEY record. This DS record validates the DNSKEY record of the second
server. If all records are successfully validated, the resolver responds with a flag that indicates whether
DNSSEC validation was successful.

DNSSEC prevents unauthorized modification or manipulation of DNS data, enhancing the overall
security and trustworthiness of the internet’s DNS infrastructure. However, despite its security benefits,
widespread adoption of DNSSEC has been somewhat limited due to various factors, including the
complexity of implementation, interoperability issues, and the need for coordination among DNS
stakeholders. However, as awareness of cybersecurity threats continues to grow, DNSSEC adoption is
gradually gaining traction, with many root name servers and various other authoritative name servers
now supporting DNSSEC validation.

2.3. Hypertext Transfer Protocol (HTTP)

The Hypertext Transfer Protocol (HTTP) [29] is the main protocol used for data exchange on the web. In
broad terms, the web is the part of the internet that transfers the information required for the functioning
of websites between web servers and web clients. Web clients are also referred to as user agents. The
most commonly used type of user agents are web browser. HTTP messages are communicated over the
Transmission Control Protocol (TCP). TCP provides a reliable connection between servers over which
HTTP requests and responses can be communicated.

HTTP requests and responses typically include information such as the Uniform Resource Locator
(URL), the HTTP version, the type, the body or content, and additional information in the form of
headers. For modern HTTP messages, the version is often HTTP /1.1, as this is the lowest version of
HTTP still supported by the current web standards. The type of a request indicates its intent, the most
common types are GET and POST. The only difference between GET and POST is that a request of
type POST allows the specification of data in the body, while a GET request does not. As an answer
to a request, the body of a response carries the main information, such as an image or a document.
HTTP headers are included in both requests and responses. They can be used to provide additional
information about the content of the requests or responses. Header fields are identified by a label and
can contain any text value. A special type of header field is a cookie field. A cookie allows clients and
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servers to specify consistent information about each other. A particular type of cookie is a session cookie.
When you log in to a website, the server can return a session cookie. Then, upon requesting another
resource, the client includes this cookie. The server uses this information to verify that the user is who
they claim to be. Alongside every HTTP request to the same server, all cookies received from and set by
the server are included.

HTTP sends data directly over the TCP connection. This data stream is not encrypted. Thus, HTTP
offers minimal security. Anyone who intercepts an HTTP message can forge, modify, or read their
content.

2.3.1. Hypertext Transfer Protocol Secure (HTTPS)

Hypertext Transfer Protocol Secure (HTTPS) [79] was introduced to enhance security, building on
HTTP by adding a Secure Sockets Layer (SSL)/Transport Layer Security (TLS) channel on top of the
TCP channel. When a client initiates an HTTPS/1.1 connection to a web server, first a TCP connection
is created. After establishing the TCP connection, the server starts by sending an X.509 certificate.
This certificate is linked to a domain or IP address and contains a public key, a digital signature, and
information about the instance that signed it. After receiving the certificate, the client first verifies the
server’s certificate using a chain of trust established by the Public Key Infrastructure (PKI) as detailed in
Section 2.3.1 to authenticate that the server is authorized to respond for the domain or IP address. The
public key contained in the certificate, optionally in combination with a second asymmetric key pair
generated by the client, is then used to securely exchange a symmetric key. Using this symmetric key a
secure channel is established over which HTTP messages are securely exchanged. This process ensures
that data transmitted between the client and server is secure, protecting against eavesdropping and
tampering. To distinguish between when a client should contact HTTP or HTTPS, the URL pointing to
a resource specifies which protocol should be used.

Authenticating Certificates

To validate the X.509 certificate is from a trusted authority the PKI is used, which is a chain of trust
originating from multiple trusted authorities known as Root Certificate Authorities (Root CAs). These
instances all have a self-signed certificate, known as a root certificate. Using the secret key associated
with the public keys in these root certificates several other certificates have been signed and distributed
to Certificate Authorities (CAs). CAs use their certificates to sign other certificates and distribute them
to domain owners. When a website is accessed over HTTPS the browser checks the received certificate’s
signature by validating its authenticity against the parent certificate until it reaches a root certificate.
Thus, using the chain of trust, the origin of a message can be authenticated.

It is possible to create HTTPS connections using certificates that are not signed using the PKI. However,
if the signing of the certificate does not resolve towards a root certificate, the connection will be labeled
as an unsecure HTTPS connection. Such custom certificates are often used when HTTPS is desired for
non-public domains or IP addresses since certificates for these addresses cannot be requested from an
official CA. However, one can locally extend the certificate chain by adding a custom certificate to the
root certificates on a machine. By doing this any machine that includes this custom root certificate, can
construct secure HTTPS connections with servers that use certificates signed using the secret key of this
custom certificate. When extending the root certificates with a custom certificate, system administrators
have to be very careful, since if the secret key of the custom root certificate is obtained by a malicious
user, they can create certificates that are trusted by all systems that have included this custom root
certificate. The malicious user is then able to sign a certificate for any possible domain and the machines
that include the custom root certificate see connections made using these custom signed certificates as
secure HTTPS connections, effectively losing all security of HTTPS from the perspective of the malicious
user.

Creating Certificates

To create a signed certificate the requesting instance first generates a public-key pair. The generated
public key together with information about the requesting organization and domain name forms
a Certificate Signing Request (CSR). This CSR is then signed using the generated secret key. After
receiving the CSR together with its digital signature, the instance from which a signed certificate is
requested can verify the information in the CSR and the digital signature to ensure the legitimacy of
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the request. After verifying the legitimacy of the CSR a certificate can be created using the public key
and the information from the CSR. After signing the certificate with its secret key the resulting X.509
certificate can be returned to the requester. A certificate for a domain can be acquired from any CA
and it is the task of the certificate authorities to confirm ownership of a domain before signing any
certificates relating to a domain.

CAs, such as DigiCert and Comodo, often offer various ways to verify ownership of the domain. Examples
of this include: sending an email to addresses associated with the domain such as admin@domain.com,
placing a file at a specific location on the server associated with the domain, placing a record at a specific
location in the name server for the domain, or calling a phone number that has been associated with
the domain upon registration. Most certificate authorities require a certificate to be purchased since
they provide the service of verifying ownership of the domain and signing the certificate. Often the
registrar that you registered your domain with and that hosts the name server listing the records for
your domain also offers the service of providing a certificate for the domain. While you have registered
ownership of the domain with them, they often still require you to pay for the services of verifying
ownership and providing a certificate for the domain you registered with them.

2.4. Downgrade attacks

Downgrade attacks are a type of attack on the web where an attacker forces a connection to use a less
secure version of a protocol. In the case of the web, such attacks often attempt to downgrade from
HTTPS to HTTP. HTTP Strict Transport Security (HSTS) [36] is a protocol that aims to prevent such
attacks. Without HSTS, the only way a client knows which protocol to use is by looking at the URL.
However, for user convenience clients often allow users to specify a URL without indicating the protocol.
In such cases, a client can historically exhibit varying behavior, some clients always use HTTP, while
others first attempt to use HTTPS and fall back to HTTP if HTTPS is unavailable. This behavior leaves
the client vulnerable to downgrade attacks.

When access to the HTTPS server is blocked, the browser will automatically attempt to reach the same
website over HTTP instead. This effectively downgrades the connection from HTTPS to HTTP. Once
downgraded, the attacker can intercept and manipulate the data. In case there is no HTTP server
available for the website, or the HTTP server redirects back to the HTTPS server, an attacker can host
their own HTTP server tricking the client and user into communicating with it instead. Even when a
user does not further interact with the HTTP server, cookies which are used to store session information,
are vulnerable when transferred over an unsecure HTTP connection. An attacker can capture these
cookies sent when contacting the HTTP server and use them to hijack the session, gaining unauthorized
access to user accounts and sensitive information.

Not all types of cookies are vulnerable. For example, cookies, for which the server explicitly states
that they should only get sent over HTTPS using the Secure directive, do not get sent over HTTP.
However, these cookies are vulnerable when a different type of downgrade attack is performed, instead
of blocking access to the HTTPS server, an attacker can serve their own HTTPS server using a self-signed
certificate. Most browsers will display a warning stating that the HTTPS server is untrusted and
indicate that the user’s security is at risk. However, users can click through this warning and choose to
ignore it, potentially with the idea of being extra cautious but wanting to see if the connection is truly
compromised. When a user clicks through, the browser establishes a connection to the HTTPS server
and any secure cookies the browser has for the website are sent to the server of the attacker.

2.4.1. HTTP Strict Transport Security (HSTS)

HTTP Strict Transport Security (HSTS) [36] is a protocol that aims to prevent downgrade attacks. The
protocol introduces a new HTTP response header labeled Strict-Transport-Security. Using this header,
servers can indicate as part of a response to a request that any user agent connecting to them should
use the HTTPS protocol with a trusted X.509 certificate rather than the HTTP protocol and should not
accept an untrusted X.509 certificate. An HSTS header has two directives that are specified by the server.
The first directive is max-age. This directive is followed by a number and specifies in milliseconds how
long a user agent should remember receiving the header. The second directive, includeSubDomains,
specifies whether a received HSTS header should also apply to the subdomains of the original domain
it was received from. This directive helps ensure that all connections, including those to subdomains,
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are protected from the start, ensuring that cookies specified at the domain level are secured.

HSTS headers can only be specified as part of a response to an HTTPS request and user agents should
remember the receival of an HSTS header to enforce the associated rules to that domain and possibly
its subdomains. To remember receiving the HSTS header, a user agent uses a special type of cache
called the HSTS cache. Any time an HSTS header is sent to the user agent, an entry is added to the
HSTS cache. Each entry in the cache specifies the domain name it was received from, whether it should
apply to subdomains as specified by the includeSubDomains directive, and lastly the expiration time as
calculated from the time of receival and the duration set using the max-age directive. Anytime an HSTS
header is received, a new entry is added to the HSTS cache replacing an entry for the same domain if
one was already present. Overwriting old entries in the HSTS cache, in effect, moves the expiration
time of existing entries forward any time an HSTS header is received. When checking if HSTS should
be enabled, the HSTS cache is searched for an existing entry. When an entry is found for the domain
name, the expiration time of the entry is checked. In case the entry has expired, it is removed from the
HSTS cache. If it has not expired, HSTS is enabled for the domain and connections are limited to trusted
HTTPS communication. To ensure persistence across sessions, the user agent needs to save the HSTS
cache to disk whenever it is modified.

2.4.2. HSTS Preload list

HSTS cache is based on previously received HSTS response headers. Therefore, HSTS is only enabled if
the website has previously sent an HSTS header as part of an HTTPS response or a higher-level domain
has already been visited and specified that its entry in the HSTS cache should apply to its subdomains.
These limitations leave the first visit to a domain vulnerable to all attacks that HSTS aims to prevent.
Additionally, the HSTS cache contains a subset of the list of domains visited by the user agent and is
thus considered part of the browser history. Therefore upon deleting the browser history or parts of it,
the respective HSTS entries are removed. This considerably increases the potential for an attack on such
clients.

To address this issue the HSTS specification includes a section labeled HSTS Pre-Loaded List. It
introduces the option for user agent vendors to include a list as part of their user agents through
which website operators can pre-configure user agents with HSTS enabled for their domain(s). By
pre-configuring a domain with HSTS enabled, all connections to that domain - even those before
receiving any HSTS headers - are protected from the vulnerabilities addressed by HSTS.

The most commonly used instance of such a list is maintained as part of the Chromium project [97].
Known as the HSTS Preload list [98], it is adopted by most major browsers, including Chrome, Firefox,
Opera, Safari, Edge, and all mobile and desktop-based derivatives of those browsers. The official way
that Chromium distributes the HSTS Preload List is a JavaScript Object Notation (JSON) file as part of
their open source code . The JSON file consists of one object, with a single attribute labeled “entries”.
This attribute contains a list of all the entries, where each entry is a JSON object, with the attributes
name, policy, mode, and include_subdomains. The name attribute contains a string equal to the domain
name that the entry is for. The policy attribute is used for the maintenance of the list and indicates the
reason for including this specific entry. Options for such reasons are "public-suffix", "custom", "google",
and many more. This entry is only used to provide information to the person maintaining the list.
The mode attribute has only one possible value "force-https", but it is also possible for this attribute
not to be specified. The presence of the "force-https" value indicates that this domain should enable
HSTS. Entries without a mode attribute are used by a secondary function of the HSTS Preload List
inside Chromium, which is the static binding of public keys to certain domains using their hashes.
This static binding is part of the web standard known as Public Key Pinning (PKP)[28]. Most browsers
including Chromium have dropped support for the PKP response header as defined in the web standard.
However, Google Chrome still implements the static version of PKP to allow for the binding of certain
domains and their X.509 certificates. To do this it stores the hash of the certificate and links it to the
desired domain(s). Whenever the browser tries to create a connection with a domain that has a pinned
certificate, it compares the hash of the received certificate against the hash of the pinned certificate. In
case the hashes do not match, the connection is blocked. Additionally, in case the certificate is signed
against the public root certificates, a report is sent to a specified website indicating that an illegitimate

Thttps://source.chromium.org/chromium/chromium/src/+/main:net/http/transport_security_state_static.json
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certificate is being used for the domain. A deep understanding of PKP is not required to understand
this thesis. However, Section 3.1.5 provides more information about the protocol and the mixing of
static PKP with the HSTS Preload List is mentioned as part of Section 5.2.3 where we implement our
solution in Chromium.

Using the HSTS Preload List Submission website 2 website operators can request to be included in the
HSTS Preload List. Before accepting a submission the website first checks the requested domain to see if
it fulfills five requirements. The first requirement is that the requested domain is a main domain as
defined in Section 2.2.1. The second requirement is that the domain hosts an HTTPS server with an
X.509 certificate signed against an official root certificate. The third requirement is that all responses
sent by the HTTPS server include an HSTS header. This HSTS header is required to have an additional
preload directive and the includeSubDomains directive set. Additionally, the value set for the max-age
directive is required to be at least 31536000 seconds (1 year). The remaining two requirements are
conditional requirements, meaning that they are only required if a certain condition is met. The first
conditional requirement is that if the requested domain hosts an HTTP server, it should redirect all
requests to the HTTPS server on the same domain. The last requirement is that if a DNS record for
the "www" subdomain exists that subdomain is required to also host an HTTPS server with a trusted
certificate. Requirements for addition to the HSTS Preload List have changed over time and some entries
currently included in the list would not be accepted if a request was made to include them today. For
example, the entry for wordpress.com does not have include_subdomains set to true, since at the time of the
request the includeSubDomains directive was not required as part of the submission process.

When requesting an addition to the list, the HSTS Preload List Submission Website automatically checks
the requirements and if successful adds an entry for the domain. The latest entries to the list that
have been made in this way all have their policy set to "bulk-1-year", mode set to "force-https", and
include_subdomains set to true. The policy of "bulk-1-year" indicates that the addition was part of the
automatic entries with the requirements of max-age being set to a minimum of 1 year. Removal from the
list can also be requested using the website. The requirement for a domain to be removed from the
HSTS Preload List is that the preload directive is no longer specified in the HSTS header.

The latest pending additions to and removals from the HSTS Preload List are published using the
HSTS Preload Submission application programming interface (API) available at https://hstspreload.
org/api/v2 under /pending and /pending-removal. Before a new Chromium version is released a
maintainer updates the HSTS Preload List using these endpoints and resets them to return two empty
lists.

It is also possible for owners of an eTLD to request inclusion. However, to add an eTLD the owner has
to manually contact the Chromium team via email. Entries for an eTLD always have include_subdomains
set to true. In effect, such an entry provides the benefit of the HSTS Preload list to all domains that can
be registered under them and their subdomains.

A measurement the Chromium Authors take to prevent blocking valid access to some sites as the
Preload data becomes outdated is to store the time at which the HSTS Preload list and static PKP entries
were encoded into the browser. These dates are then used to ignore the HSTS Preload and PKP data
hard-coded into the browser if they become older than 7 weeks. This successfully prevents outdated
PKP entries from blocking connections to domains that have since rotated to a new X.509 certificate.
Additionally, it prevents old HSTS Preload entries from blocking legitimate HTTP connections to
domains that have dropped HSTS Preload support.

2.5. Browsers

Web browsers are software applications used to access and view information on the web. A browser
interprets and displays web content, allowing users to navigate between web pages, interact with
multimedia, and access various online services. Browsers use protocols like HTTP and HTTPS to
retrieve data from web servers and render it into a readable format for users.

Browsers consist of two parts, the browser engine and the user interface. The browser engine is
responsible for fetching, displaying, and allowing interaction with web pages. The user interface is

2https://hstspreload.org/
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responsible for things like navigation, the address bar, bookmarks, the download manager, security
indicators, and extensions.

Today there are a total of 3 well-known browser engines being developed, these are Chromium (Google
Chrome), Gecko (Mozilla Firefox), and Webkit (Apple Safari). Most other browsers use (a modified
version of) these engines. Of the engines Chromium is used most commonly with 77% of the market
share [31].

As browsers are the most common way for users to interact with the web, this thesis primarily focuses
on improving the security of the browser engine. However, the proposed adjustments can be applied to
other clients used to access websites, such as command line tools.

2.5.1. Chromium

Central to Chromium’s design is the multi-process architecture and the use of mojom message channels
for inter-process communication (IPC). The key processes are the browser, network, gpu, and renderer
processes. At most a single browser process can run at the same time. This process is responsible
for creating, controlling, and coordinating all other processes. The browser process creates a single
network process. This process handles all web requests. Handling network processes separately allows
for sandboxing, this prevents malicious network interactions from affecting the rest of the system. The
browser process also creates a single GPU process. The GPU process is a dedicated process for handling
graphics, which helps in rendering complex visuals and offloading work from the CPU. In general, each
new window or tab opens a new renderer process. These processes handle the content of webpages and
directly communicate with the GPU process through a command buffer to display websites.

The main focus of this thesis takes place in the network process, which amongst others handles DNS,
HTTP, HTTPS, and HSTS communications. Currently, the network process does not have support for
handling DNSSEC validation, instead relying directly on the systems’” DNS resolver to benefit from the
extra security provided by DNSSEC.



Related Work

Previous work has been done on the subject of improving security and privacy on the internet. A
plethora of work aims to increase web security in ways that are orthogonal to HSTS-Enforced, for
instance, by securing certificates [2, 8, 10, 28, 35, 38, 51, 55] or by protecting against attacks such as
cross-site-scripting [6, 7, 9, 15, 34, 40, 4648, 52, 59, 75, 78, 101, 103-107]. Section 3.1 discusses some of
these works aimed at increasing security on the conventional web. Section 3.2 discusses several works
that increase security and privacy on the internet. Section 3.3 discusses several protocols used for secure
and private messaging. This thesis takes inspiration from these works but also uses them as a baseline
for the security of the new protocol.

Previous research directly focused on HSTS has primarily measured its adoption rate [3, 13, 18, 25,
32, 33, 39, 53, 54, 56, 60, 63, 67, 68, 74, 82, 83, 89, 90, 92] and identified vulnerabilities [14, 45, 57, 69,
77,81, 84, 88, 89, 95, 100, 102]. A recent proposal extends HSTS to share data among users to prevent
tracking through user-specific responses [22]. However, this proposal does not tackle HSTS’s remaining
vulnerabilities and is limited to websites with many distinct visitors. Section 3.4 discusses this work.

3.1. Security on the Conventional Web

3.1.1. Automatic Certificate Management Environment (ACME)

In 2014, the non-profit Let’s Encrypt! CA started offering free certificate signing. They argue that
security should be for everyone and want to encourage the widespread adoption of HTTPS. To facilitate
domain ownership verification, they make use of the Automated Certificate Management Environment
(ACME) [8]. When a domain owner requests a certificate, Let’s Encrypt’s ACME server automatically
challenges them to prove they control the domain for the requested certificate. There are two types
of challenges currently in use HTTP-01 and DNS-01. When the HTTP-01 challenge is used, the Let’s
Encrypt servers ask the requester to place a specific file with specific content at a well-known URL on
the web server. Let’s Encrypt then checks if it can access that file via HTTP to verify the requester’s
control over the domain. When checking, the Let’s Encrypt servers first attempt to verify existence of
the file using HTTP. If HTTP is not available or if the HTTP server redirects to HTTPS, it attempts to
verify the file’s existence using HTTPS. Since completing the challenge is required to obtain a valid
certificate, it does not validate the certificate used to create the connection when HTTPS is used. The
DNS-01 challenge requires a requester to create a specific DNS record. Let’s Encrypt then checks its
existence, thereby confirming domain ownership. Both these challenges rely heavily on the network
security of the Let’s Encrypt servers since neither DNSSEC nor HTTPS is used. To secure the HTTP-01
and DNS-01 verification, Let’s Encrypt takes a lot of extra steps. One example of this is Multi-Perspective
Validation [1], which ensures that a single compromised network does not cause the verification process
to become compromised. This extra step uses multiple cloud servers to provide different perspectives
on whether a challenge is completed, a request is then only accepted if all perspectives agree.

Thttps://letsencrypt.org/

12


https://letsencrypt.org/

3.1. Security on the Conventional Web 13

3.1.2. Content Security Policy (CSP)

Content Security Policy (CSP) [105] is a web security standard aimed at improving web security. CSP is
designed to mitigate various types of attacks, including Cross-Site Scripting (XSS) and data injection
attacks. Deploying CSP requires the specification of a set of directives in the form of HTTP headers or
using HTML elements. These directives are interpreted by the browser as a whitelist of trusted sources
for content loading and execution, thereby reducing the risk of unauthorized code execution and data
leakage.

Research on CSP has explored its effectiveness in enhancing web security and mitigating common
vulnerabilities. Studies have investigated the impact of CSP deployment on reducing the prevalence of
XSS attacks and the ability of attackers to execute malicious scripts on web pages. Several studies, such
as [15, 16, 78, 104], analyze the deployment of CSP. They unanimously concluded that CSP is often
wrongly configured. However, these papers also highlight the potential for CSP to significantly improve
web security when properly configured.

In the context of our research, CSP serves as a complementary security mechanism that helps enforce a
secure browsing environment by controlling the behavior of scripts and other resources loaded on web
pages. While HSTS-Enforced primarily focuses on securing the transport layer by regulating the use of
HTTPS, CSP adds an additional layer of defense by restricting the execution of potentially malicious
content within the browser environment. The integration of CSP with HTTPS can further enhance the
resilience of web applications against various types of cyber threats, contributing to a more robust and
secure web ecosystem.

3.1.3. DNS-based Authentication of Named Entities (DANE)

Developed as an extension to DNSSEC, DNS-Based Authentication of Named Entities (DANE) [38]
leverages the hierarchical structure of DNS to authenticate the association between domain names
and their cryptographic keys. DANE operates by publishing X.509 certificates using Transport Layer
Security Authentication (TLSA) records. These records store the hash of an X.509 certificate. Once the
authenticity of such records is verified using DNSSEC they can then be used to validate X.509 certificates
presented by servers during the establishment of secure connections using SSL/TLS. By comparing the
cryptographic information retrieved using DNS with the certificate presented by the server, the client
can verify the authenticity of the server’s certificate using DNSSEC in addition to verification using the
certificate chain. This offers additional protection in case a high-level CA is compromised.

One of the significant advantages of DANE is its ability to provide domain owners with greater control
over the validity of X.509 certificates. Since DANE records are managed alongside DNSSEC records,
domain owners can invalidate cryptographic keys and certificate information autonomously, without
requiring the involvement of third-party CAs. This decentralization of trust empowers domain owners
to promptly respond to security incidents, such as compromised private keys or fraudulent certificates,
by revoking and replacing affected keys or certificates in real time.

While DANE offers promising security benefits, its widespread adoption faces challenges related to
DNSSEC adoption and deployment complexity. Moreover, the diverse ecosystem of DNS software
and implementations introduces interoperability issues that may hinder the seamless integration of
DANE into existing systems. Despite these challenges, ongoing efforts to standardize and refine DANE
specifications aim to overcome barriers to adoption and promote its role as a complement or even a
viable alternative to the traditional CA model.

3.1.4. Certificate Authority Authorization (CAA)

Certificate Authority Authorization (CAA) DNS records are an integral component of the DNS
infrastructure, designed to enhance the security of the X.509 certificates. The introduction of CAA
records is a response to growing concerns about unauthorized issuance of digital certificates, which can
lead to significant security vulnerabilities such as man-in-the-middle attacks.

The concept of CAA records emerged from the need to provide domain owners with greater control
over which CAs are permitted to issue certificates for their domains. Before to the adoption of CAA
records, any CA trusted by browsers and operating systems could issue a certificate for any domain,
posing substantial risks if a CA was compromised or mistakenly issued a certificate.
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A CAA record allows a domain owner to specify which CAs are authorized to issue certificates for
their domain, thus adding a layer of security and trust. Once specified a CAA record authorizes a
particular CA to distribute certificates for it. An example of a CAA record is example.com. IN CAA 0 issue
“letsencrypt.org”, authorizes Let’s Encrypt to issue certificates for example.com.

3.1.5. Public Key Pinning (PKP)

PKP [28] is a security measure that aims to enhance the trustworthiness of SSL/TLS connections by
associating a specific public key with a particular server or domain. PKP specifically addresses the
threat of compromised CAs by ensuring that only specified public keys are trusted for a domain. This
method prevents man-in-the-middle attacks that exploit fraudulent certificates issued by malicious or
compromised CAs. While PKP provides an additional layer of security by limiting the trust to a subset of
keys, it requires careful management to avoid issues such as service outages due to key mismanagement
or expiration. Both HSTS and PKP contribute to the robust security posture of modern web applications
by addressing different aspects of the HTTPS security landscape.

3.2. Anonymous and Private Network Protocols
3.2.1. Lightweb

Lightweb [21] is an alternative to the conventional web, which uses a relatively new protocol to allow
for fully anonymous browsing. The protocol is called the Zero-Leakage Transfer Protocol (ZLTP). When
using ZLTP a server serves fixed size-pages of data. There are two modes of operation in which a server
can provide access using ZLTP. The first mode of operation uses private information retrieval methods.
This enables a client to fetch a key-value pair while hiding all information from the server about which
pair the client fetched. To enable a fast response time, the authors use a fast well-known information
retrieval method. A downside to this method is that it requires the client to communicate with two
servers to request a page. The second mode of operation uses hardware enclaves and obfuscation of
the memory used by the server to directly obscure the request information from the server. Hardware
enclaves are secure and isolated regions within a processor’s architecture that safeguard sensitive data
and computations from unauthorized access or tampering. This decreases the computational cost and
improves the response rate. However, there are several attacks possible on hardware enclaves, which
expose weaknesses in the ZLTP protocol if used. Therefore, the authors suggest to use the first mode of
operation if security is needed. By using the ZLTP protocol a client can browse fixed-size Lightweb
pages, without revealing to anyone which pages it is reading. This includes both network interceptors
and the servers hosting the pages.

Due to limitations of the ZLTP protocol, the Lightweb only allows servers to serve static content. Due to
the inability to serve dynamically generated content, the Lightweb does not allow for the authentication
of users on the server side. To provide authentication the authors suggest the use of public-key
encryption to restrict access to certain pages. By storing the encrypted page on the server, and handing
out the public key only to authenticated users, the access to pages is limited to authenticated users.
For the distribution of these keys, the authors suggest using the conventional web. Thus, to securely
facilitate authenticated requests, the Lightweb still relies heavily on the security of the conventional web.

3.2.2. Onion Routing

Onion routing [24] is a privacy-preserving communication technique used to enhance anonymity and
security on the internet. It operates by obscuring the origin and destination of data packets as they
traverse through a network of intermediary nodes, called onion routers. Each node provides a layer of
encryption to conceal the path and content of messages. This encapsulation using multiple layers of
encryption is akin to the layers of an onion, hence the name. Each layer is encrypted such that only the
designated intermediary node can decrypt its respective layer. This layering ensures that no single node
in the network knows both the source and destination of the data. Thus, it thwarts attempts to trace the
communication back to its origin.

Upon receiving an encrypted message, each onion router sequentially peels off a layer of encryption,
revealing the address of the subsequent node to which the message should be forwarded. This process
continues until the message reaches its final destination, at which point the outermost layer of encryption
is removed, and the plaintext message is read. Throughout this journey, the identity and location of the
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sender remain concealed from all intermediate nodes, preserving anonymity.

In comparison to HTTPS, onion routing additionally provides resistance to traffic analysis attacks.
Since messages are relayed through multiple nodes in the network, adversaries attempting to monitor
communication patterns face significant challenges in correlating data flows with their corresponding
endpoints. However, if an attacker controls all intermediate nodes or can coerce them into revealing
sensitive information, the anonymization of the data flow is still compromised. Additionally, the
overhead associated with encrypting and decrypting multiple layers of data can introduce latency and
overhead, impacting the performance of applications.

Nonetheless, onion routing remains a cornerstone of modern privacy-enhancing technologies, forming
the basis for popular anonymity networks such as Tor (The Onion Router). By providing a robust
framework for anonymous communication, onion routing continues to play a crucial role in safeguarding
privacy and freedom of expression on the web.

3.2.3. Garlic Routing

Garlic routing [99] is a variant of onion routing designed to improve efficiency and scalability. Instead of
each node in the network peeling off only one layer of encryption as in onion routing, in garlic routing,
multiple layers of encryption are bundled together. These bundled layers of encryption are called cloves.
Each node in the garlic routing network removes one such clove and then forwards the content as a
bundle. This bundling of data allows for more efficient use of network resources, reducing the overhead
associated with individual onion layers.

Garlic routing is generally considered more efficient than onion routing because it reduces the number
of individual encryption and decryption operations required per message. With garlic routing, nodes
can process multiple messages in a single operation, leading to lower latency and higher throughput
compared to onion routing. This increased efficiency of garlic routing does not compromise security,
it is designed to maintain the same level of anonymity as onion routing. Additionally, garlic routing
offers more flexibility in terms of how messages are bundled and processed compared to onion routing.
For example, garlic routing allows for more sophisticated routing strategies, such as mixing multiple
messages together to further obscure traffic patterns. The Invisible Internet Project (I2P) uses the garlic
routing protocol to provide a secure and private browsing experience for its users.

3.2.4. Mixed Networks

Mixed networks [96], also known as mix networks or mixnets, operate by routing messages through
a series of intermediate nodes called mixes or mix nodes. Each mix node re-encodes or mixes the
messages it receives before passing them on to the next node, making it difficult to trace the original
sender and receiver. The mixing process typically involves encryption and reordering of messages
to break the link between input and output. This reordering and encryption of the messages hides
additional information about the data being communicated, such as timing and size. Mixed networks
differ from onion routing as they introduce additional delays by holding messages for a certain amount
of time before forwarding them, further complicating traffic analysis.

3.2.5. Forward Proxies

A forward proxy can act as an intermediary between clients and servers on the internet. Any messages
from the client to the server and vise versa are sent through the forward proxy. The goal of forward
proxies is to facilitate private browsing. By using a forward proxy, the server never sees the client’s
address. Additionally, forward proxies can provide functionalities such as caching, content filtering,
and load balancing.

To provide additional anonymity multiple forward proxies can be chained together into a ProxyChain.
Each proxy in the chain forwards the traffic to the next proxy in the chain. This makes it more difficult
for outside parties to trace the origin and destination of the data.

A forward proxy can optionally enforce the use of secure communication channels between the client
and the proxy server. However, it does not enforce a secure connection between the proxy server and
the server that the client is requesting data from. Instead, securing the communication between the
client and the destination server relies on the default protocols available on the web such as HSTS and
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HSTS preloading. Additionally, the forward proxy is in a position to intercept any data sent through
it. Thus, while aimed at anonymizing communication, the use of a forward proxy has a downside.
Using a forward proxy places inherent trust in the proxy, since it is placed in the perfect position to
perform various attacks. This attack vector is enlarged by the vulnerabilities present in HSTS and the
low adoption of HSTS preloading.

3.2.6. Virtual Private Network (VPN)

Virtual Private Networks (VPNs) [58] are also aimed at securing and privatizing internet traffic. Over
the last few years, VPNs have become very popular. VPNs are very similar to forward proxies. However,
a VPN works for all network traffic and not only web traffic. Commonly, VPN are also used to provide
access to devices that are generally only accessible from the network on which the VPN server is hosted.

However, VPNs have the same weaknesses as forward proxies. Similarly to forward proxies, a malicious
VPN can intercept and potentially tamper with any data sent through it.

3.3. Private messaging protocols

Private messaging protocols provide a secure and private way of communication across the internet.
These protocols do not rely directly on the use of HTTPS. Instead, these protocols often favor more
advanced methods of providing secure and private communication. In recent years, private messaging
platforms have garnered significant attention and for most people, they have become part of their
daily lives. This section discusses several of these protocols and how they facilitate secure and private
communication.

3.3.1. Pretty Good Privacy (PGP)

Pretty Good Privacy (PGP) [30] defines data encryption and decryption methods that provide cryp-
tographic privacy and authentication for data communication. It was originally meant for securing
mail services but has been adapted to other messaging services. To provide secure communication PGP
uses a single symmetric key to encrypt a message. This symmetric key is different for each message.
To securely communicate the symmetric key it is encrypted using two asymmetric key pairs. One of
these pairs is associated with the sender and the other with the receiver. The encrypted symmetric key
is attached to the symmetrically encrypted message. The use of the asymmetric keys allows users to
authenticate each other using each other’s public keys. However, its security is limited as a user always
authenticates using the same asymmetric key pair.

PGP is quite similar to the encryption used to facilitate HTTPS. It offers the same level of security.
However, due to the binding of the same asymmetric key to a user involved in multiple conversations, it
can be considered cryptographically weaker than an HTTPS connection created using two asymmetric
key pairs, one of which is randomly generated by the client for a specific connection.

3.3.2. Off-the-Record (OTR)

Off-the-Record (OTR) [12] is a protocol designed to provide encryption for instant messaging conversa-
tions. The OTR protocol uses a combination of the AES symmetric-key algorithm with 128 bits key
length, the Diffie-Hellman key exchange with 1536 bits group size, and the Secure Hash Algorithm
(SHA)-1 hash function. Despite its age, OTR remains relevant due to its strong security guarantees and
ease of implementation.

Compared to HTTPS standards the OTR protocol provides additional benefits, such as deniable authen-
tication, which certainly have their use-cases in private messaging systems. Deniable authentication
means that both parties involved in an OTR message exchange can confirm the origin of a message, while
at the same time, any third parties cannot do the same. However, this additional benefit is generally not
required for the exchange of documents or resources on the web.

3.3.3. Signal Protocol

The Signal Protocol [86], utilized by the Signal messaging app [87], is renowned for its end-to-end
encryption mechanism, which guarantees that only the communicating users can read the messages.
This protocol employs forward secrecy, ensuring that even if the encryption keys are compromised, past
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communications remain secure. To do this it uses a combination of several cryptographic algorithms.
These algorithms are all combinations of simpler cryptographic protocols. One of these algorithms is
Extended Triple Diffie-Hellman (X3DH) key agreement. X3DH is a modification of Diffie-Hellman,
where the key exchange process is repeated three times, hence the "triple" in its name. This allows for
the authentication of both parties while generating a unique key for each conversation. This unique key
is then used to create a key generator at each of the parties. Through highly mathematical operations
these key generators allow for the generation of the halves of a key pair at each party. The keys these
generators produce are then used to encrypt and decrypt the messages sent between both parties.
Signal’s commitment to privacy and open-source development has made it a benchmark for secure
messaging protocols.

Applying the cryptographic standard introduced by the Signal Protocol to the web would be possible.
However, the additional overhead induced by the X3DH key agreement and the use of a shared key
generator would likely induce cryptographic overhead for which the resources are not currently available
as some web servers handle a lot of connections to different clients.

3.4. CoStricTor

Due to its potential for user tracking, Tor Browser typically disables HSTS, prioritizing user anonymity.
CoStricTor [22] addresses this issue by leveraging a crowdsourcing mechanism that allows Tor Browser
users to share HSTS data in a secure and privacy-preserving manner.

At its core, the HSTS headers are still requested directly from websites. However, CoStricTor shares the
headers received by a single client with the others. The protocol uses Bloom filters to anonymously and
efficiently share this data. Bloom filters are a probabilistic data structure that uses hashing algorithms.
Bloom filters use these algorithms to create a very compact representation of a set of elements. Despite
the authors efforts to minimize them, Bloom filters inherently have a non-zero false positive rate. This
means that legitimate connections may occasionally be incorrectly blocked due to the probabilistic
nature of the filter. By carefully tuning the parameters of the Bloom filter, the protocol can strike a
balance between memory efficiency and accuracy. However, not all false positives can be prevented,
which the authors accept as HSTS wrongfully being enabled results in safer behavior than not using
HSTS at all. To show the correct working of the protocol the authors analyze it on 150,000 websites of
which 10,000 have HSTS enabled.

While CoStricTor increases the anonymity of HSTS, its approach has several downsides and potential
issues. To prevent false entries into the bloom filter the protocol depends on a high number of users
visiting a single website, requesting its HSTS headers, and sending them to their CoStricTor instance. In
case the number of visitors to a domain is low, a single attacker can easily insert a false entry. However,
given enough resources an attacker can always insert false entries. As the number of websites on the
web is much larger than 150,000 websites, the parameters of the Bloom filter need to be adjusted to keep
the number of false negatives to a minimum. This can drastically affect the real performance of the
protocol. Additionally, as the percentage of websites that have adopted HSTS increases, the chance
increase for a website that does not support HSTS to be incorrectly identified as having HSTS enabled.
Finally, CoStricTor does not address the low adoption of HSTS, low awareness of its existence by website
operators, and misconfigured HSTS headers leading to diminished security.



Problem

There are several issues present in the existing protection against downgrade attacks, in the first section
of this chapter, we outline these issues. In the second section, we put forward the requirements that the
solution to the problem outlined in this thesis should meet.

4.1. Issues with HSTS

4.1.1. Header Misconfigurations

Misconfigurations of HSTS headers happen relatively often [32, 57, 85]. These misconfigurations
range from misplaced characters and negative max-age values to sending the headers only over HTTP.
Operators of these domains might falsely expect HSTS to be enabled. However, browsers that receive
such misconfigured HSTS headers do not enter the domains into the HSTS cache. Negative max-age
values even actively remove any existing entries for the domain. The effect of a misconfigured HSTS
header is that HSTS is disabled for a certain domain.

4.1.2. State-Based

For HSTS headers to prevent unsecure connections, the browser must have previously received the
header from the HTTPS server and stored it in the HSTS cache. This means that the HSTS cache stores
a history of which websites have been previously visited using HTTPS and provided HSTS headers.
Therefore, a history deletion in the browser using the "clear all history" window includes clearing the
HSTS cache. Thus, the first connections made to websites after clearing a user agent’s history do not
prevent unsecure connections.

4.1.3. Cross-Network & Cross-Session Tracking

As long as the browser history is not deleted, the HSTS cache can be used to track devices across different
networks and sessions [95]. Using several subdomains a server can establish a distinct identifier for
devices using HSTS as a binary encoding. By setting HSTS entries for different subsets of these domains
for each new visitor, they become uniquely identifiable. On subsequent visits, the server can extract
the identifier by prompting the browser to request the full range of subdomains via HTTP. HSTS then
causes the user agent to visit the subset of subdomains for which HSTS entries were set over HTTPS
instead of HTTP. The server can then transform the pattern of subdomains visited via HTTP and HTTPS
back into the binary identifier. This is one of the reasons that the Tor browser does not support HSTS.
As discussed in 3.4, attempts have been made to prevent this tracking by introducing an extension of
HSTS which uses collaborative information sharing to automatically share HSTS entries amongst users,
preventing servers from setting client-specific entries [22]. However, the effectiveness of this extension
is limited to domains that have a relatively high amount of frequent visitors.
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4.1.4. Low adoption of Preload Status
HSTS Preloading has a relatively low adoption rate, especially websites that should use it, such as
government websites and banks have historically shown to lack support [3, 4, 53, 54, 74, 90]

The lack of adoption of HSTS preloading is not entirely known, but the consensus is that the low adoption
rate is directly caused by two factors. Firstly, some developers do not know that HSTS preloading exists.
The second cause is slightly more complicated. It is a direct result of the hard requirement of HSTS
preloading to include subdomains. A historically common practice is to use subdomains for additional
services. When these services are only internally accessible, they are often served over HTTP. The use
of such services causes many websites to not enlist for HSTS preloading as it would require them to
upgrade all these services to use HTTPS. Although this seems to be a simple fix, large organizations
have often applied this practice for years. They often have undocumented services used by a small
subset of the employees. This situation causes these large organizations, to often not register for HSTS
preloading. However, these organizations often have the largest user bases. Therefore, opting into HSTS
preloading is often even more crucial for these organizations.

4.1.5. Hard to Preload

As discussed in 2.4.2 there are a lot of requirements before a website operator can successfully request
an addition to the HSTS Preload list. Additionally, inclusion on the Preload List enforces HSTS for all
subdomains. These requirements and restrictions make it hard for website operators to adopt HSTS
preloading.

4.1.6. Time-Based Validity

HSTS headers have an expiration date as indicated by the max-age directive. To prevent unwanted
blocking of connections, browsers additionally expire the HSTS Preload List. For example, Chromium
releases an update every six weeks, therefore they can expire the Preload List after six weeks (with a
grace period), as by then users will have likely updated to the new version. By forwarding the system
time, an attacker can exploit this behavior, causing the browser to clear all entries in the HSTS cache and
ignore the HSTS Preload List. Using Network Time Protocol (NTP) [64], such an attack is shown to be
possible [84].

4.2. Requirements

This section lists the requirements that the solution to the problem highlighted in this thesis should
fulfill.

4.2.1. Maximum Security
The solution should provide full protection against downgrade attacks from attackers who do not have
full access to the system. This requirement addresses the issues highlighted in Sections 4.1.2 and 4.1.6.

4.2.2. Minimum Configuration

To ensure a high level of adoption of this new maximum level of protection, requirements and
configuration steps for users and website owners to protect against all vulnerabilities should be kept to
a minimum. This requirement addresses the issues highlighted in Sections 4.1.4 and 4.1.5.

4.2 3. Protect against Misconfiguration
To prevent misconfigurations from exposing vulnerabilities, any misconfiguration should not degrade the
protection against downgrade attacks. This requirement addresses the issue highlighted in Section 4.1.1.

4.2.4. No Tracking

Tracking of user agents as currently present in the HSTS protocol should be prevented. At the same
time, the solution should not introduce new methods of tracking the user agent. This requirement
addresses the issue highlighted in Section 4.1.3.
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4.2.5. No Strict Enforcement

Due to some older servers having limited performance in cryptographic operations or the unwillingness
of some website operators to acquire an X.509 certificate, there should be a way for operators to use
unsecure communication protocols such as HITP when required.

4.2.6. Exceptions

A selection of domains is reserved by the Internet Assigned Numbers Authority (IANA) for policy or
technical reasons [43]. Since domains on this list are not available for public registration, they will never
be released to a registrar and no publicly trusted X.509 certificate can be received for them or their
subdomains. Additionally, publicly trusted X.509 certificates can not be requested for any IP address.
Therefore, it is impossible to establish a valid HTTPS connection to websites under these hostnames
without adding self-signed certificates to the list of root certificates. To not block all traffic to servers
using these domains or IP addresses by default, connections using these hostnames should be allowed
to use HTTP. However, by adding self-signed certificates to the list of root certificates on a device and
using these to sign an X.509 certificate for a reserved domain name or IP address, a trusted HTTPS
connection can be established to servers using them. Therefore, users should be able to re-enable the
maximum level of protection offered by HSTS for these reserved domains and all IP addresses.

4.2.7. Internal Use

Lastly, the public visibility of HTTP being used for internal purposes could indicate to an attacker that
there is a vulnerability in the system. Therefore, there should be an option for website operators to hide
HTTP being used on internal networks from the outside network.



Solution

In this chapter, we present HSTS-Enforced, our solution to the aforementioned problem. We describe
how we conceptualized its design, and translated this design into a working implementation. This
chapter serves as a roadmap for readers to understand the thought process behind the solution’s
development and to provide guidance during its further practical realization.

5.1. Design

The initial step in designing HSTS-Enforced is to establish HTTPS as the sole communication protocol
for the web by default. In other words, by default, we disable the use of the HTTP protocol from within
user agents. Additionally, we limit the use of HTTPS to only secure HTTPS connections, meaning
that any certificate used to create HTTPS connections should be verified against the root certificates
as discussed in Section 2.3.1. This step is very similar to enabling HSTS for all websites and directly
disables all possibilities for a downgrade attack since any attempt at downgrading an HTTPS connection
as described in Section 2.4 are effectively reduced to a denial of service attack instead, which is an attack
the attacker could already perform. This step, in effect, correctly prevents any data from being leaked
through the use of unsecure communication channels.

Disabling the use of unsecure connections by default allows us to remove HSTS header processing,
HSTS cache, and HSTS preloading without losing any of their security benefits. Removing all these
features has three objectives. Firstly, by removing HSTS header processing, HSTS cache, and HSTS
preloading, we also remove their issues. By effectively enabling HSTS for all connections, we ensure
full protection against downgrade attacks without requiring any configuration from both the user
and website operator, thereby, fulfilling the requirements detailed in Sections 4.2.1 to 4.2.3. Secondly,
since we no longer require a state to be stored, we have removed the tracking capability inherent to
cache-based HSTS. Therefore, given we do not introduce new tracking methods, we have fulfilled the
requirement detailed in Section 4.2.4. Lastly, we create a clean starting point from which a new protocol
can be implemented to fulfill the remaining requirements.

To fulfill the requirement detailed in Section 4.2.5, we need to allow connections to certain websites using
unsecure connection protocols such as HI'TP when required. To do this, we introduce HTTP-Required
indicators as part of HSTS-Enforced. Using the HTTP-Required indicators, website operators can
indicate that their domain should not have HSTS enabled and thus their website should be accessible
over HTTP. Before a user agent allows the use of the HTTP protocol and disables HSTS, it should
always verify that a valid HTTP-Required indicator is present. Before an HTTP-Required indicator is
deemed valid, it should be verified to originate from the website operators of the domain they apply to.
Additionally, we specify the order in which the user agent checks the various types of HTTP-Required
indicators as this allows us to minimize the load it puts on the DNS network while keeping the time
taken to resolve indicators to a minimum. In case a user agent cannot validate the legitimacy of an
indicator, such indicators should be deemed as non-existent.

As part of HSTS-Enforced, we provide two HTTP-Required indicators for website operators to indicate
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an opt-out of having HSTS enabled and thus indicate they desire user agents to not block the use of
HTTP. These two methods are the DNSSEC-verified HTTPREQ DNS record and the HTTP-Required
Preload List. In the following two sections, we elaborate on the working of these indicators. In the
two sections thereafter we provide information on two additional specifications that are a part of
HSTS-Enforced. Section 5.1.3 describes a change in the way in which connections are instantiated
and HSTS status is checked. Section 5.1.4 describes the addition of an interface aimed to improve the
accessibility of setup panels provided by devices on the local network.

5.1.1. DNSSEC-validated HTTPREQ record

Using the DNSSEC system is the recommended way to indicate that HTTP is required to access a website.
By specifying a DNS record of type HTTPREQ with a valid DNSSEC signature, a website can indicate
through a verifiable channel that it allows clients to use the HTTP protocol to connect to their domain.
User agents can validate the origin of an HTTPREQ DNS record through the DNSSEC key-chain as
explained in Section 2.2.4. An HTTPREQ record should only be deemed valid if the corresponding
RRSIG record is validated. This validation should be performed locally, as otherwise, the recursive DNS
server can fake an indicator by spoofing the security flag. Since negative responses for an HTTPREQ
record are treated the same regardless of their DNSSEC-validation status, we skip DNSSEC-validation
of negative responses to reduce the load of validating HTTPREQ records.

Specifying an HTTPREQ record is done as follows. Similarly to other DNS records, the domain should
be specified, CLASS should be set to "IN", TYPE should be set to "HTTPREQ", and Resource Data
(RDATA) can be left empty. For example, to set an HTTPREQ record for "internal.example.com" using a
bind style configuration file for the authoritative server of "example.com”, we add the line "internal
IN HTTPREQ". In case we also want to include all subdomains of "internal.example.com”, we add a
second line "*.internal IN HTTPREQ". After specifying the records, the DNS software can statically
sign these records by generating their corresponding RRSIG records. By using the built-in wildcard to
specify that all subdomains are included, a user agent can use a single DNSSEC request to check the
presence of an HTTPREQ record for a particular domain.

While the HTTPREQ record does not require any RDATA, to allow for the possibility to extend the
HTTPREQ record any RDATA contained in a response should still be forwarded by DNS servers. In
case the protocol is extended, this ensures less effort is required to implement the required changes.

Hosting a recursive DNS server with restricted availability and linking a domain to an authoritative
DNS server with the same restricted availability allows operators to specify an HITPREQ record that is
only available to people using that recursive DNS server. This allows the use of HTTP for specific local
domains without directly exposing this information to the rest of the internet, this directly fulfills the
requirement outlined in Section 4.2.7.

5.1.2. HTTP-Required Preload List

The HTTP-Required Preload List is a JSON file that contains domains that have indicated that they
should be accessible over HTTP. An example of this list can be seen in Appendix A. This list is very
similar to the HSTS Preload List, except entries on the HTTP-Required Preload List explicitly allow
the use of HTTP for cases in which HTTP is required. Every entry on the list has three fields “name”,
"include_subdomains”, and "policy”. The "name” field contains a direct reference to the domain name for
which a HTTP-Required Preload List entry is present. The “include_subdomains” contains a boolean
value. If true it indicates that an entry should also indirectly allow HTTP to be used on all subdomains
of the domain specified in the “name” field and is done to keep the size of the HTTP-Required Preload
List to a minimum. The “policy” field is used as an indication for how an entry got appended to the
list. This field has three possible values: "evaluation", "reserved", and "requested". These denote the
different reasons as to why an entry is included on the list.

Entries marked as "evaluation" are used to verify the correct working of HSTS-Enforced. These entries
are discussed as part of Section 6.1.

To guarantee the accessibility of reserved entries as discussed in Section 4.2.6, these domains are entered
on the HTTP-Required Preload List. To distinguish them from other entries on the list, they are marked
with the “reserved” policy. To guarantee full accessibility of subdomains of these reserved domains, they
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all have a true value for the “include_subdomains” field. An exception to this is "example.com", which is
not included as "reserved" but instead used as part of the evaluation. All user agents should provide an
option to ignore the entries marked as "reserved", in order to allow users to re-enable HSTS for these
domains.

The secondary option for the policy field is “requested”. This policy value indicates that an entry was
requested by the operator for this particular domain. To register a website for the HTTP-Required Preload
List anyone can request the addition of a domain. Requesting addition to the list is done through the
HTTP-Required Registration Website. Upon receiving a request, verification that the website operators
responsible for the domain indeed wants the domain to be included in the list is done by validating
that an HTTP "HTTP-Required” header is being sent by the corresponding server. This HTTP header
indicates to the registration site that the relevant domain is to be included in the HTTP-Required Preload
List. An "HTTP-Required” header can have two possible values, "includeSubdomains; preload" or simply
"preload”. When the value is "includeSubdomains; preload" this indicates that an HTTP-Required
Preload List entry should apply to subdomains as well. Similarly to HTTP-01, which we discuss in
Section 3.1.1, the security of the underlying network that the HTTP-Required Registration Website uses
to validate the "HTTP-Required” header is vital to ensure the security of the HTTP-Required Preload
List. Therefore, all security measures that Let’s Encrypt takes to ensure HTTP-01 verification is secure
should be applied to the HTTP-Required Registration Website verification.

To limit the size of the list, we limit the domains for which an addition can be requested. Any domain
that can deploy DNSSEC should use the DNSSEC-based HTTP-Required indicator instead. This means
that if the DNS server responsible for the eTLD supports DNSSEC we do not accept requests for the
underlying domains.

Similarly to the HSTS Preload List, the JSON file generated from the database of the HTTP-Required
Registration Website is statically encoded into user agents. To keep the search time taken for an entry to
a minimum a data structure that allows for fast look-ups should be used. Combined with an encoding
algorithm the size of such data structure can be further reduced. Examples of a data structure and
encoding are provided in Section 5.2.3.

To decrease the risk inquired by using an old HTTP-Required Preload List, a timestamp is included with
each new version of the HTTP-Required Preload List. The recommended duration for which the list
should be deemed valid is 7 weeks. Each version of the list contains an expiration time and date, this
time indicates when all entries on the list should be deemed as invalid HTTP-Required indicators. This
protects users that do not frequently update their browser against downgrade attacks on domains that
were previously on the list. Every 6 weeks a new version of the HTTP-Required Preload List is generated
and published. This is around the same frequency as the current HSTS List is currently being updated
by the Chromium team. Before publishing a new version, the HTTP-Required Preload List Website
first checks all existing entries. If an entry does no longer fulfill the previously stated requirements it is
removed from the list. This protects against downgrade attacks on domains that have recently changed
ownership or simply no longer require HTTP in order to be accessed. Additionally, the list is minimized
such that no domain is covered by two entries, for example through an entry for a parent domain that
has the include_subdomains directive.

5.1.3. Connection Process
When HSTS-Enforced creates connections from the user agent to a website, HSTS-Enforced ensures the
following things.

Firstly, HSTS-Enforced only allows unsecure connections if HSTS is disabled. HSTS is disabled if a valid
HTTP-Required indicator is present, and it is always disabled when accessing a domain directly using
an IP address because publicly signed certificates are only distributed for domain names and not for IP
addresses. Since non-publicly signed certificates can be created for IP addresses by extending the root
certificates, trusted HTTPS connections can be created to IP addresses. Therefore, user agents should
provide an option to disable this bypass of HSTS for IP addresses. Together with the "reserved" entries
of the HTTP-Required Preload List this fulfills the requirement highlighted in Section 4.2.6.

Second, HSTS-Enforced ensures minimum checks to the HSTS state are made. This change is included
as every check to the HSTS status requires checking HTTP-Required indicators, which induces a small
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load on the network. As it is simply not necessary to check the HSTS status before attempting to create a
secure HTTPS connection, we delay the checking until after a potential certificate error is detected or
when an HTTP connection is attempted. This ensures the network load induced by HSTS-Enforced is
kept to a minimum.

Lastly, to increase accessibility, when HSTS is disabled we allow the user agent to switch between HTTP
and HTTPS when either is unavailable. Since the website operator has specifically indicated that the
website should be accessible over HTTP, we can automatically switch the protocol to HTTP if HTTPS is
unavailable. This differs from existing behavior, which commonly only switches between HTTP and
HTTPS in two situations. The first situation is to prevent HTTP connections when HSTS is enabled. The
second situation is when falling back to HTTP if a connection defaulted to using HTTPS because the
URL did not specify the required protocol.

The process of deciding which type of connection should be allowed if any depends on which protocol
is specified in the URL: HTTP, HTTPS, or no protocol. Figure 5.1b details the decision process.

When no protocol or HI'TPS is specified, HSTS-Enforced first attempts an HTTPS connection. If this
HTTPS connection fails because the certificate is not trusted, HSTS-Enforced checks whether HSTS is
enabled or not and allows the untrusted HTTPS connection only if HSTS is disabled. If the HTTPS
server cannot be reached, HSTS-Enforced checks whether HSTS is enabled or not and attempts an
HTTP connection only if HSTS is disabled. In either case, if HSTS is enabled, HSTS-Enforced blocks the
connection. In the second case, if the HTTP server cannot be reached, HSTS-Enforced displays that the
website is unreachable.

When HTTP is specified, HSTS-Enforced directly checks whether HSTS is enabled or not and attempts
an HTTP connection only if HSTS is disabled. If HSTS is enabled or it is disabled but the HTTP server
cannot be reached, HSTS-Enforced attempts an HTTPS connection. If this HTTPS connection fails
because the certificate is not trusted and HSTS is enabled, HSTS-Enforced blocks the connection. If
HSTS is disabled, HSTS-Enforced allows the untrusted HTTPS connection. If the HTTPS server cannot
be reached, HSTS-Enforced displays that the website is unreachable.
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To reduce the latency induced by checking HTTP-Required indicators, we use a simple order of checking
the presence of the indicators. By first checking the HTTP-Required Preload List, we can skip the time
taken to resolve DNS records if an entry has been found on the list which can be searched relatively
quickly.

5.1.4. Local Device Setup Overview Panel

Local routing devices often use domain names under public top-level domains to simplify access to their
setup panels. These setup panels do not support the HTTPS protocol. However, these panels can also be
accessed using the direct IP address of the devices. To facilitate ease-of-configuration for these devices
we introduce an internal browser-specific page that offers an overview of such devices. The browser
scans for devices that offer such panels over the HTTP protocol after which it displays a list containing
all devices found. This approach offers a relatively easy-to-access interface for users to configure local
routing devices. Section 5.2.3 provides an example of how such interfaces can be created.

5.2. Implementation

In this section, we detail our implementation, which encompasses various essential components for
HSTS-Enforced. This includes an implementation of the HTTP-Required Registration Website, an
extension of the DNS system with the HTTPREQ record, and an implementation of HSTS-Enforced
in Chromium. The full implementation is published in the form of a Git repository, available at
https://github.com/AaronvDiepen/HSTSEnforced.

5.2.1. HTTP-Required Registration Website

The full implementation for the HTTP-Required Registration Website, including the REST-API and
user interface was created using Rust. To facilitate the development of the server we use the axum
framework!. To store the entries entered on the Registration Website we use an underlying SQLite3
database. For future proofing, sqlx? was used to interface with the database, as it allows for easy
replacement of the database with other more scalable SQL-based databases.

To gather information about DNSSEC-enabled eTLDs, a combination of the trust-dns-resolver® and
publicsuffix* crates is used. Before the addition of a domain to the HTTP-Required Preload List, the
eTLD, which can be extracted using the publicsuffix crate, is checked for its DNSSEC-capability using the
trust-dns-resolver. To reduce the amount of DNS requests required, this result is cached in the database.
Every 6 weeks all entries on the HTTP-Required Preload List are checked for their DNSSEC-capability.
At the same time, the cached data about DNSSEC-capability is cleared so that newly DNSSEC-capable
domains can be removed and informed about the changes before the next release of the list.

To facilitate access to the HTTP-Required Preload List information and easy submission of new domains,
we provide access through the API. The API has several endpoints such as /preloadable, /submit, /status,
and /list. Respectively, these endpoints: provide information about whether a domain can be preloaded,
allow requesting an addition to the list, provide information about the current status of a domain, and
allow fetching the different versions of the list. In order to successfully integrate the API into projects
that depend on it, the website provides the full API specification. Additionally, to facilitate updates of
user agents, /list/latest always redirects to the latest version of the list. We publish two different styles of
each list, one with additional comments describing the list, similarly to the HSTS Preload List, and one
which is as small as possible, examples of these lists can be seen in Appendices A and B. Screenshots of
the HTTP-Required Registration Website and its API can be seen in Appendices C and D.

5.2.2. DNSSEC Implementation

To allow testing of the HTTPREQ record, we need to extend existing DNS servers with support for
the HTTPREQ record. We create two DNS server implementations: BIND9 [44] and PowerDNS [76].
By offering implementations in both BIND9 and PowerDNS, we address diverse requirements and
preferences within the DNS management ecosystem. BIND9, with its robust features, is widely adopted

Thttps://github.com/tokio-rs/axum
2https://github.com/launchbadge/sqlx
Shttps://github.com/msoxzw/trust-dns
4https://github.com/rushmorem/publicsuffix
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and trusted. On the other hand, PowerDNS excels in scalability and flexibility, easily integrating
into various deployment scenarios through its direct interaction with SQL-based databases for record
information. To add support for HSTS-Enforced to these DNS server implementations, we add a new
record type, labeled HTTPREQ with the number 66. We add the code to process this record from both
SQL-based databases and bind-style config entries. To ensure correct functioning, this code mostly relies
on functions that are already used for the processing of other records with some minor adjustments
where necessary. To allow optional RDATA, we write the code in such a way that it expects a string of
any size.

To enable operators to easily verify the correct setup of DNSSEC-validated HTTPREQ records, we also
integrate implementations of the HTTPREQ record in both the Dig and Delv utilities as part of the BIND9
toolchain [44]. To test the presence of a DNSSEC-validated HTTPREQ record, Delv can be called from
the command line using "$ delv [domain name] HTTPREQ". If a DNSSEC-verified HTTPREQ record
is correctly specified for the provided domain name, Delv indicates that the result is fully validated
using the DNSSEC-chain and returns the HTTPREQ and its RRSIG record to the command line. In
case DNSSEC is not correctly enabled, Delv indicates that it received an unsigned answer. In case an
HTTPREQ record was not correctly specified, Delv indicates that a negative response was received.

5.2.3. Chromium Implementation

To allow full testing of the proposed solution we create an implementation by modifying the Chromium
source code °. This implementation includes all proposed design changes such as the HTTP-Required
indicators, the new connection process, the device configuration panel, and all settings specified as
part of the design. Additionally, we add an internal page to Chromium that allows diagnosing of
network-related issues related to HTTP-Required indicators under chrome:/ /http-required.

Removal of Traditional HSTS Methods

First, we remove the code responsible for HSTS header processing, its cache, and the persisting of its
state. To cleanly remove the HSTS Preload List, we need to remove its information from the Chromium.
However, since most domains with static PKP enabled also have HSTS preloaded, the data structure that
stores HSTS preload information also stores the data for static PKP. To leave the information required
for PKP, we modify the code that generates this data structure such that it no longer encodes the HSTS
Preload List information. We leave the code responsible for processing connections when HSTS is
enabled intact and temporarily always enable HSTS.

Addition of HTTPREQ Record Processing

DNSSEC support is lacking from Chromium. Therefore, to validate HTTPREQ records through
DNSSEC resolution, we integrate libunbound [73] into Chromium. Leveraging libunbound, created by
NLnet Labs, allows us to depend on its cryptographic validation of DNSSEC signatures. By default,
libunbound’s return structure only has a field indicating if RDATA was received as a response to a
DNS query. In order for libunbound to correctly work with HTTPREQ records, which can be specified
without any RDATA, we modify the return structure to include a field that simply indicates whether
any positive response has been received. We then use this field together with the field indicating if
DNSSEC-validation was successful, to check for the DNSSEC-validated HTTPREQ record. To reduce the
time spent validating the authenticity of negative responses, which is not required for HSTS-Enforced,
we also slightly modify libunbound’s resolution process, such that it performs an early return in case
a negative response is detected. Inside Chromium’s network process, we create a single libunbound
context, which can asynchronously handle multiple requests for HI'TPREQ records.

To test the correct working of custom DNSSEC root keys, we provide a user interface inside Chromium
that allows for the customization of the DNSSEC root keys used by libunbound. This interface is
provided as part of the security settings and can be seen in Appendix E. Whenever, apply is hit in this
interface the libunbound context is recreated with the new DNSSEC root keys. The new root keys are
stored as part of the Chromium settings such that they are persistent across sessions.

Shttps://source.chromium.org/chromium/chromium/src
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Addition of HTTP-Required Preload List Processing

The HTTP-Required Registration Website outputs the HTTP-Required Preload List in the form of a
JSON file as shown in A. To minimize the cost of deployment we want to limit the effect of the list on the
size of the browser. The used approach is similar to what Chromium is already using for the HSTS List.
First, a simple Huffman-encoding is generated based on the number of times a character occurs in all
the entries of the JSON file. A Huffman-encoding assigns a variable-length code to each character, with
shorter codes assigned to more frequent characters and longer codes assigned to less frequent characters,
meaning that the overall representation is reduced. Each entry in the list is character-wise reversed and
encoded to their Huffman representation, this representation is added to the trie. Adding an entry to
the trie means that a path is created from the root node of the trie, along this path, every transition is
labeled with a single character in order of occurrence in the representation. The final node of this path is
added to a list of valid exit nodes. Each entry in the list of valid exit nodes additionally stores a marker
indicating whether this entry also includes its subdomains. This way whenever inclusion in the list has
to be verified, a traversal of the tree using an input sequence that reaches a valid exit node is considered
as included. Moreover, whenever a node is passed over that is labeled as including its subdomains,
we can immediately conclude that it is included in the HTTP-Required Preload List. Developers are
recommended to use a similar data structure to integrate the list into a user agent in order to reduce
memory and resolution time.

Modification of Connection Process

Using the created functions and an existing function to check if a domain is an IP address, we modify
the functions that check if HSTS is enabled to match Figure 5.1a and postpone the time at which these
functions are called to the positions at which they are called in Figure 5.1b. The second change involves
moving the call to the HSTS status check from the creation of a connection attempt to the point at which
the attribute used to store the status is actually used. When the attribute is not used, we simply remove
the call to the HSTS status check.

Additionally, in case HSTS is disabled, we need to facilitate the secure fallback between HTTP and
HTTPS. To do this we use a custom network throttle which is created whenever a new request is made
using HTTP or HTTPS. Whenever the network process detects that it is unable to contact an HTTP
or HTTPS server, we first create a tab helper for the current navigation process which is responsible
for storing the current URL and a boolean that indicates we are attempting to do a protocol switch.
After storing this information, we redirect to a new URL, for which we swap the protocol with the new
required protocol. This new connection also creates an instance of the same custom network throttle.
Since the tab helper stores an indicator that we are attempting to do a protocol switch, the throttle
will not redirect again. In case the redirect is successful, the tab helper is cleared and the received
content is displayed. However, in case the connection fails again, we indicate a failed switch as part of
the tab helper and redirect back to the URL we had previously stored. This ensures that if a server is
temporarily offline and hosts two different sites across each of the protocols, then once back online a
connection will be attempted to the one that was originally specified in the URL.

Addition of Settings and Interfaces

To show that full integration of HSTS-Enforced is possible, we provide several user settings and interfaces
that provide extra accessibility for users. We replace the existing chrome://net-internals#hsts page, which
provides an overview of static and dynamic HSTS and PKP information when queried with a domain,
with two separate pages. The first of these pages displays PKP information for domains and is available
at chrome://net-internals#pkp as depicted in Appendix F. The second one displays information about both
types of HTTP-Required indicators for domains and is available at chrome://net-internals#http-required as
depicted in Appendix G. We add two flags (available at chrome://flags), labeled hsts-for-ip-addresses
and hsts-for-reserved-domains as depicted in Appendix H. These flags respectively allow the user to
re-enable HSTS for IP addresses and HTTP-Required Preload List entries marked as reserved.

Finally, we add the overview panel at the chrome://configure-devices, which scans the network interfaces
on the device and extract a list of default gateways. We display a button for each default gateway, that
links to their configuration panel using their IP address. Additionally, in case only one default gateway
is found, which is the most common situation for devices with a single network card, we automatically
redirect to the configuration panel, since there is nothing else a user can do on the page.



Evaluation

In Chapter 4, we identified significant problems in the implementation of the HSTS protocol. Key require-
ments established for the solution included ensuring maximum security with minimum configuration
and removal of the tracking capabilities.

The proposed solution flips the current opt-in approach to an opt-out approach. This approach allows
us to ensure a default secure state for domains against downgrade attacks.

First, we describe in detail how the different parts of the implementation of HSTS-Enforced were
configured to conduct the evaluation. Then, we use this setup to asses the proposed solution based
on several performance criteria. The purpose of these criteria is to verify the correct working of the
protocol and to assess its overhead, intending to prove that HSTS-Enforced is secure and can be adopted
by the web without causing significant issues.

6.1. Setup

To correctly evaluate HSTS-Enforced, we need to simulate a small part of the web. We use Docker to
simulate the required DNS/HTTP/HTTPS servers and run Chromium directly on the system.

To evaluate the design, we simulate all combinations of configurations that affect HTTP-Required
indicators as shown in Table 6.1. As shown, some combinations of configurations correctly specify
a valid HTTP-Required indicator. These domains are either present on the HTTP-Required Preload
List or have both an HTTPREQ DNS record and DNSSEC enabled. We use eight subdomains of
hstsenforced.example.com, for which the label corresponds directly to its combination of configurations.
We include the domains listed as part of the HTTP-Required Preload List in the JSON file with the
"reserved” policy. We create a single authoritative server running in Docker using the PowerDNS
implementation and define nine zones as part of this server. Each subdomain listed in the table has a
seperate zone. This allows us to sign some of the zones using DNSSEC, while others remain unsecured.
We also create a zone for hstsenforced.example.com and sign it using DNSSEC. This allows us to create
a small locally verifiable DNSSEC chain starting at hstsenforced.example.com. To ensure the DNSSEC
signed zones are accepted as valid, we add the DS record corresponding to the DNSKEY record of

Subdomain label | HTTP-Required Preload List | HTTPREQ DNS record | Zone signed using DNSSEC || Valid HTTP-Required indicator
none. X X X X
none-sec. X X v/ X
dns. X v X X
dnssec. X v v v
list. v/ X X v
list-sec. v X v v
list-dns. v 4 X v
list-dnssec. 4 v v v

Table 6.1: The subdomains of hstsenforced.example.com, which provide all possible combinations of configurations, and whether
they provide a valid HTTP-Required indicator
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Web server availability HTTP untrusted HTTPS HTTP + untrusted HTTPS HTTPS HTTP + HTTPS
Specified protocol HTTP/HTTPS/None | HTTP/HTTPS/None | HTTP HTTPS/None HTTP/HTTPS/None | HTTP HTTPS/None
No valid HTTP-Required indicator 0 0 [ 0 © © ©

3 valid HTTP-Required indicator [] V]

Table 6.2: Results of connection attempts to websites hosting different combinations of web servers, depending on the protocol
specified in the URL and whether there is a valid HTTP-Required indicator or not. @ indicates a connection using trusted
HTTPS. © indicates a blocked connection to an unsecure server. indicates a connection using HTTP. indicates a

connection using untrusted HTTPS.

hstsenforced.example.com to Chromium.

Using Docker we then create three containers hosting different combinations of servers, one that listens
only to HTTP, one that listens only to HTTPS, and one that listens to both. For the HTTPS servers, we
sign X.509 wildcard certificates using a custom CA that we create especially for this evaluation. To
switch between trusted and untrusted HTTPS connections, we add or remove the certificate of this CA
to/from the root certificates used by Chromium as required. When started, these Docker containers all
listen on the same IP address.

We add an A record to each DNS zone pointing to the IP address of the Docker containers hosting
the HTTP(S) servers. Additionally, we add a Docker container that hosts a recursive DNS server. For
hstsenforced.example.com and its subdomains we point the recursive server to the authoritative server
we previously created. For all other zones, we redirect the requests to an external recursive server,
specifically the recursive server hosted by Quad9.

To do a more realistic evaluation of a real world scenario, we register a public domain, create and register
the required DNSSEC keys, request an HTTPS certificate using Let’s Encrypt, and set up a fully working
website for this domain with an HTTPREQ record. We set up the servers using a similar approach as
was used for the eight subdomains. To simulate an external recursive server we add a Round-Trip Time
(RTT) of 20 ms between the user agent and the recursive DNS server by adding a 10 ms delay in each
direction to the Docker container hosting the recursive server using netem.

6.2. Criteria 1: Comprehensiveness

The comprehensiveness of HSTS-Enforced is evaluated based on the extent to which it ensures secure
communications and prevents downgrade attacks.

By default, HSTS-Enforced requires HTTPS from the outset, eliminating the possibility of a downgrade.
Additionally, it adequately addresses all identified side-channel attacks of HSTS by using validatable
opt-outs in the form of valid HTTP-Required indicators. Since valid HTTP-Required indicators cannot
be spoofed, the only way for an attacker to bypass HSTS protection under HSTS-Enforced is to have
full access to the system, as full access to the system would allow an attacker to directly modify the
browser or system settings required to validate unofficial indicators. Noteworthy, is that almost nothing
can prevent an attacker once they have full system access, so this should be prevented by any means
possible, but this protection is outside of the scope of this work.

Since HSTS-indicators are by design unspoofable, we assess that HSTS-Enforced correctly ensures
communication is secure and that it provides robust protection against downgrade attacks.

6.3. Criteria 2: Effectiveness

To assess the effectiveness of HSTS-Enforced, we test the correct working of its implementation.

By starting the different DNS servers for hstsenforced.example.com and its subdomains, overriding the
system’s recursive DNS server with the IP address of the Docker container hosting the recursive server,

adding the CA certificate to Chromium as required, and navigating to all subdomains from Chromium,
we verify that for each different combination of configurations, the behavior is as expected.

Additionally, we verify that when the custom DNSSEC key for hstsenforced.example.com is not registered,
none of the underlying HTTPREQ records are deemed as valid indicators.

Table 6.2 shows the results of this experiment. These results are in accordance with the design, meaning
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Figure 6.1: Results of the overhead analysis.

that for each subdomain that does not have a valid HTTP-Required indicator, only connections using
trusted HTTPS are created, while connections using HTTP or untrusted HTTPS are blocked. In case no
valid HTTP-Required indicator is present, we verify that connections using HTTP are correctly created
when the server only listens to HTTP, or when the use of HTTP is explicitly specified as part of the URL.
We also verify that untrusted HTTPS connections are correctly created when a valid HTTP-Required
indicator is present and either untrusted HTTPS is the only protocol the server listens to or the protocol
indicated as part of the URL is HTTPS or None.

6.4. Criteria 3: Overhead

To access the overhead of HSTS-Enforced, we calculated the expected and measured the average time
taken to resolve an DNSSEC-based HTTP-Required indicator, measured the size of the DNS packets,
measured an upper bound for the time taken to check the HTTP-Required Preload List and measured
the memory and disk space usage of Chromium with and without HSTS-Enforced.

Indicator Resolution Time

Using WireShark, we measured the time taken to resolve all records required to validate the HTTPREQ
DNS record using DNSSEC from an empty cache. Figure 6.1a illustrates the expected number of RTTs
the process takes depending on which records must be retrieved and the actual times it took in our
measurements, which are slightly longer than multiples of the RTT due to the processing time on the
DNS server. In the worst case, the resolution could take six RTTs — in our measurements, the worst
case took 134 ms with an RTT of 20ms. However, this worst case should rarely occur in actuality
because DNS servers cache records and in the case of a negative response, the verification process stops
immediately. For positive responses, cache hits are likely because the DNS response packets are small (a
few hundred bytes at most) and verification attempts often share required records such as those for root
and eTLDs. Furthermore, DS and DNSKEY pairs are always used in tandem. Thus, if one of them is
cached, usually both are. In a typical scenario, the DNSKEY for root is already cached and so are the DS
and DNSKEY for the eTLD. Hence, the typical verification process should take around three RTTs.

To create an upper-bound for the time taken to check if a domain is included in the HTTP-Required
Preload List, we measure the time taken to find varying domains on the HSTS Preload List. Since
the HTTP-Required Preload List has no requested entries yet, the HSTS Preload List has around 144
thousand entries, and we represent both using the same data structure, we can assume that the time
taken to search the HTTP-Required Preload List is at most equal to the time taken to search the HSTS
Preload List. All checks for domains on the list using the Huffman-encoded trie data structure finish in
less than 1 ms.

Network Load

HSTS-Enforced causes additional network traffic when verifying an HITTPREQ record. However, its
impact is minuscule because it induces but a few DNS packets, which are small in size. Figure 6.1b
shows the packet sizes of HSTS-Enforced DNS packets. They are at most around 400 bytes (for a signed
negative response with a signed SOA and NSEC record), but most packets are even smaller. The size of
a signed HTTPREQ response is around 220 bytes. Signed DNSKEY and DS responses used to verify
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the signature are around 260 and 270 bytes. However, such a response does not require signature
verification as described in Section 5.1.1.

Disk Usage

To estimate the additional disk size used by HSTS-Enforced, we create a Debian software package for
both Chromium with and without HSTS-Enforced. The size of the Debian software package before
implementing HSTS-Enforced is 89 MB. The size of the Debian software package for Chromium with
HSTS-Enforced is 88 MB. The decrease of around 1 MB can be attributed to the reduced number of
entries on the HTTP-Required Preload List as compared to the HSTS Preload List. Due to not all domains
requiring HTTP-Required indicators, the alternative DNSSEC-based indicator, and the restriction on
which domains can request addition, the HTTP-Required Preload List will likely never become as large
as the HSTS Preload List. Additionally, the Huffman-encoded trie data structure representing the list
will only grow by a few bytes for each newly added entry.

Memory Usage

Using the system monitor window, we measure the memory usage of the network process to be
67.6MB and 64.6MB respectively for Chromium with and without HSTS-Enforced. Other processes are
unmodified and thus their memory usage does not differ. This difference is explained by the version
of Chromium with HSTS-Enforced implementing two separate libraries for DNS resolution. The first
of these DNS resolvers is the one originally used by Chromium that lacks full DNSSEC support. The
second resolver is Unbound for validation of HTTPREQ records, as implemented in Section 5.2.3.



Discussion

This chapter discusses the limitations of the work provided in this thesis, particular choices made during
the design phase, the relation to HTTPS-Only mode and HTTPS Everywhere, general recommendations
to improve security on the web, recommendations for the roll-out of the HSTS-Enforced, and indirect
effects of HSTS-Enforced on the web once fully adopted.

7.1. Limitations

HSTS-Enforced mainly focuses on improving the security of HSTS by removing the existing vulnerabilities
and using the gained security to increase the accessibility of the web. It does not encompass protection
against attacks on the HTTPS protocol, such as the HTTP /2 Rapid Reset DDoS Vulnerability [17] or
QUICsand [72]. HSTS-Enforced does also not protect users against visiting malicious domains, whether
visited through links received in an email, accessed by clicking a hyperlink on another website, or
anywhere else. Neither does it protect a user against a compromised system. For example, it does not
protect against an unofficial root certificate registered on a system. In this case, only allowing HTTPS
offers no protection against the holder of the private key associated with that root certificate. Locally
registering a custom root certificate means they can generate X.509 certificates for any domain, and
the system will deem them valid. While HSTS-Enforced defends against the effects of a compromised
network on the final security of connections, it does not directly protect the local network against being
compromised. Instead, it assumes that the local network is potentially compromised and protects
against attacks on the communication channels used for the web. Lastly, though HSTS-Enforced
prevents websites from tracking user agents through HSTS cache exploits, it does not protect against
any additional tracking that might take place elsewhere in the network.

Due to the scale of the web, this thesis is limited to a proof of concept. Focusing on common DNS
software and limiting the client-side implementation to Chromium on Ubuntu ensures a manageable
scope and allows for a controlled environment to validate the core concepts. This approach balances
feasibility with the need to demonstrate practical application, though it does not cover the full spectrum
of possible configurations or platforms. More effort is required to implement HSTS-Enforced across
the full spectrum. Additionally, the Chromium implementation can be improved. For example, by
switching the normal DNS resolution to also use Unbound, we can reduce the memory used by the
network process.

7.2. Alternatives to DNSSEC

Only relying on the HTTP-Required Preload List to indicate that unsecure connections are required to
access a website would cause the list to become relatively long and directly expose all domains that
allow unsecure connections. This would directly affect the size and memory usage of user agents.
Therefore, we need a validatable way to communicate that unsecure connections are required to access
a particular website. Since this data relates directly to a domain name, we chose DNS to communicate
this information.
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We require a way to validate the information conveyed by the new DNS record. For this validation,
we did not want to rely directly on a single cryptographic key, as this would cause a relatively high
dependency on the security of such a key. Therefore, we required a cryptographic chain to create a
robust validation method. Create of a new cryptographic chain would increase the complexity of the
protocol and by extension the web, which would hinder the adoption of HSTS-Enforced. The only other
widely adopted cryptographic chain besides the DNSSEC chain is the X.509 chain.

We experimented with the use of the X.509 chain to validate information conveyed by DNS messages.
However, this method requires websites that want to only use HI'TP connections to still request a
certificate, which can also be used to create HTTPS connections. Requiring users to obtain an X.509
certificate to use HTTP directly contradicts the conventional purpose of X.509 certificates. Additionally,
since HTTP servers do not communicate X.509 certificates, it requires the X.509 certificate of a domain to
also be included as part of information distributed by DNS. Lastly, in case this method is used, this X.509
certificate would still need to be verified against the X.509 root certificates causing additional overhead.

There is already an existing record for conveying information about a domain’s certificate, namely the
TLSA record type which is part of DANE. However, this record only serves a hash of the certificate
intended to be used to validate an X.509 certificate sent by the HTTPS server after it has been validated
using DNSSEC. For secure validation of an opt-out, we instead require the entire X.509 certificate. Due
to the size of X.509 certificates, conveying them across DNS leads to fragmentation of responses, which
causes additional overhead. Additionally, since each domain would require a single record containing
their full certificate, these records would take up relatively much space in the DNS cache of recursive
servers. These two factors cause specifying a full X.509 certificate as part of the DNS system to put
a significant load on the DNS infrastructure. Additionally, the relative complexity as compared to
DNSSEC, for which most DNS server configurations have a simple command or toggle to turn on
automatic key management, causes this method to be simply more complex than needed.

Instead, while its adoption is relatively low, DNSSEC is purpose-built to secure DNS records, directly
addressing the needs of the project to validate the authenticity of data conveyed by the DNS infrastructure
through an existing cryptographic chain.

7.3. Relation to HTTPS-Only Mode/HTTPS Everywhere

HTTPS Everywhere [26] was a collaborative project between the Electronic Frontier Foundation (EFF)
and the Tor Project. Introduced in 2010, it was an extension for browsers that automatically switched
the browser from unsecure HTTP to more secure HTTPS connections whenever possible, and showed a
warning when HTTPS was unavailable. However, if HTTPS was not available, it would silently fall back
to HTTP to access the website instead. After noting the security benefit of HTTPS Everywhere, browsers
started to adopt its features natively into the browser. In 2021, with Firefox update 91 [49], private
browsing tabs would upgrade to HTTPS whenever possible, later this feature was also enabled for
normal tabs. In 2023, the same feature was also added to Chromium under the title HTTPS Upgrades [19],
and to Safari as part of an unnamed update [27]. The warning before falling back to HTTP from HTTPS
was later incorporated into Firefox under the name HTTPS-Only mode [50], and into Chromium under
the name HTTPS-First mode. By default, these modes are disabled. Safari has not yet incorporated an
option to show a warning between the fallback to HTTP.

Chromium has also started to work on HTTPS-First Mode V2 For Engaged Sites. This new version of
HTTPS-First Mode recognized that users would not like it if Chromium enabled HTTPS-First Mode by
default since it might show them a big red error screen on some of their websites that only provide
HTTP connections. Thus, the Chromium team started experimenting with automatically enabling
the protection based on how likely the website was to only provide HTTP connections. To estimate
this likelihood, they look at how often the user typically accesses that particular website over HTTPS,
but they also automatically enable the features for users that only very rarely use HTTP. To provide
this feature, the browser internally keeps track of how often a user uses a particular protocol to visit
individual websites and how many total visits have been made using HTTP and HTTPS.

Since these modes are not enabled by default, a user has to opt-in to this protection. Additionally, if
HSTS is not enabled for a domain, users can still click through the warnings and continue to an unsecure
website, which is a behavior that users commonly exhibit [91, 94]. Therefore, these modes alone are not
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enough to protect against downgrade attacks.

7.4. Relation to Secure DNS Communication

An alternative to local DNSSEC validation is to rely on an external resolver to perform validation and
communicate with this resolver over a secure communication channel. Examples of such protocols are
DNS-over-HTTPS (DoH) [37], DNS-over-TLS (DoT) [23], or DNS-over-QUIC (DoQ) [41], which use X.509
certificates to validate and secure the resolver similarly to HTTPS. Using these protocols would reduce
the requests needed to validate an HI'TPREQ record. However, a resolver can spoof the DNSSEC flag
that indicates that validation was successful without compromising the communication channel. An
option is to limit the resolvers that can be used to validate the HTTPREQ record to a select group of
resolvers that are trusted to not spoof DNSSEC flags. However, this would restrict users to a select
group of resolvers and prevent the use of local resolvers, making it impossible to limit the HTTPREQ
record to a limited set of users.

7.5. Inherent Trust of HSTS-Enforced

Since HSTS-Enforced relies on DNSSEC and the HTTP-Required Registration Website to validate HTTP-
Required indicators, it places trust in the parent DNSSEC zones and the HTTP-Required Registration
Website. Therefore, it is very important that these instances take their roles seriously and maintain a high
level of security and reliability. Any compromise in the parent DNSSEC zones or the HTTP-Required
Registration Website could undermine the trustworthiness of the entire HSTS-Enforced system.

Specifically, the parent DNSSEC zones must ensure that their cryptographic keys are securely managed
and regularly rotated to prevent unauthorized access or tampering. Any breach in these zones could
result in attackers manipulating DNS records, leading to false validation of HTTP-Required indicators,
which could have serious security implications.

Similarly, the HTTP-Required Registration Website must implement robust security measures to protect
against threats such as man-in-the-middle attacks, data breaches, or website spoofing. The integrity of
the registration process and the data it handles is crucial, as any vulnerability could allow malicious
actors to falsely register domains as HTTP-Required, potentially leading to the inadvertent trust of
unsecure or malicious websites.

In summary, the security and reliability of HSTS-Enforced are heavily dependent on the integrity and
security practices of the parent DNSSEC zones and the HTTP-Required Registration Website. It is
imperative that these entities adhere to the highest standards of security to maintain the overall trust in
the system.

7.6. Security Recommendations

While browsers have already robustly implemented HSTS, and can thus adopt HSTS-Enforced with
relative ease, there are still other user agents, such as command-line utilities, HTTP libraries, and
packages that still exhibit shortcomings in this area. For example, curl and wget partially support HSTS.
However, they do not support HSTS preloading. Additionally, curl does not enable HSTS by default,
instead requiring additional arguments. We would like to stress the importance of secure connections
in all web traffic-generating software. The current approach taken by these user agents relies heavily on
developers to correctly specify the correct protocol as part of the URL, as explained in [11], this can
cause leaking of API authentication and other sensitive information. Currently, these user agents also
still default to HTTP as the default protocol when none is specified. This methodology always requires
developers to explicitly specify that HTTPS should be used. However, human errors, such as typing a
URL without an S after HTTP, or omitting the protocol entirely, are relatively simple mistakes, that
should not compromise security.

These user agents, have often not implemented HSTS as it would require persisting the cache across
requests. Since HSTS-Enforced no longer requires the persistence of HSTS data and provides a way
to securely switch between HTTP and HTTPS, we stress the importance for these user agents to
adopt HSTS-Enforced, which is relatively easier to adopt than traditional HSTS. We do note that this
might increase the size of libraries when compiled as part of software that should never use unsecure
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connections, and thus would never need the use of HSTS-Enforced. Therefore, we suggest that by
default libraries only allow secure connections, and HSTS-Enforced can be enabled by developers if
unsecure connections are required.

7.7. Adoptability

To assess how easy it is for the public internet to adopt HSTS-Enforced, we look at its underlying
protocols. HSTS-Enforced ensures ease of adoption by using existing protocols, such as HTTP and
DNSSEC. Most DNS management software already supports DNSSEC and generating a key and
signing a record has often been fully automated by registrars. Extending these platforms with the
new HTTPREQ record requires some changes. However, extending DNS with new types has been
done many times and is relatively easy, as shown in Section 5.2.2. Additionally, to prevent any hurdles
caused by the relatively low adoption rate of DNSSEC by eTLDs, the HTTP-Required Registration
Website provides a way to opt out without relying on DNSSEC. This second indicator ensures that if an
HTTPS-Required indicator is required, it is still possible to specify one for a domain. Additionally, the
API of the HTTP-Required Registration Website allows the developers of user agents to acquire the
latest version of the HTTP-Required Preload List with relative ease, thereby allowing them to easily
adopt the indicator and update to the latest version of the list on its release.

7.8. Roll-out of the Protocol

We envision a gradual adoption period during which website operators can deploy the HTTP-Required
indicators for domains that require unsecure connections. The transition can be assisted by a user-based
collaborative that collects a list of websites that need to adapt their configurations, allowing us to contact
these websites if necessary.

In case all eTLDs eventually adopt DNSSEC, all domains can use HITPREQ records instead of the
HTTP-Required Registration Website. The website can then be retired and the list can be reduced to
only the entries marked as "evaluation” or "reserved".

7.9. Practical Implications

The widespread adoption of HSTS-Enforced would significantly enhance the overall security posture
of the web. By mandating that clients only interact with sites over HTTPS unless indicated by the
website operators, the protocol successfully mitigates the risk of downgrade attacks. This ensures the
confidentiality and integrity of user data during transit, providing a secure browsing experience and
fostering greater trust in online services. Additionally, since the default behavior is to communicate
using only trusted HTTPS, there would no longer be a requirement for HTTP servers that only serve
redirects to their corresponding HTTPS servers. Overall, adopting HSTS-Enforced would significantly
enhance web security, streamline client and server behavior, and remove the effects of human error on
security.



Conclusion

In this thesis, we introduced a novel protocol called HSTS-Enforced aimed at enhancing web security by
fundamentally rethinking the way HSTS is communicated. Our protocol leverages Secure-by-Default
principles, ensuring that websites are inherently robust against downgrade attacks, without requiring
additional steps from website operators or end-users.

Our protocol addresses multiple key limitations of the traditional HSTS mechanism. First, it eliminates
the initial vulnerability period associated with the first non-secure request by pre-emptively enforcing
HTTPS connections for all websites. Secondly, it allows website operators to opt out of this security and
allow unsecure connections through the specification of HTTP-Required indicators. We introduce two
such indicators, one of which is preloaded into the browser and the second of which uses DNSSEC
resolution and validation. To remove the potential to spoof such indicators, we ensure that the
authenticity of these indicators can be validated.

Furthermore, our approach simplifies the deployment and maintenance of HSTS for website operators.
Traditional HSTS requires specific header configurations and careful management of includeSubDomains
and max-age directives, which are easy to misconfigure causing them to become invalid. In contrast,
our protocol only requires operators to configure an opt-out if desired, removing the potential for
human error and configuration oversights to unintentionally decrease security. Additionally, the
Secure-by-Default paradigm allows us to consistently apply the highest level of security across all web
properties without additional administrative burden.

Performance evaluations and security analyses presented in this thesis demonstrate that our protocol not
only matches but surpasses the security guarantees provided by traditional HSTS. The implementation
details, including the integration with existing DNS infrastructure and web browsers, showcase the
practicality and feasibility of our approach. By leveraging existing technologies and protocols, we
ensure backward compatibility and smooth transitions for web services adopting HSTS-Enforced.

In summary, HSTS-Enforced represents a significant advancement in web security. By adhering
to secure-by-default principles and relying on existing protocols, HSTS-Enforced mitigates initial
connection vulnerabilities, simplifies administration, becomes more error-resistant, and enhances overall
web security. This makes HSTS-Enforced a user-friendly alternative to traditional HSTS. We believe that
the HSTS-Enforced protocol will play a critical role in shaping the future landscape of web security,
making the internet a safer place for everyone.

8.1. Future work

Future work could focus on further optimizing the protocol, expanding its adoption, and continuously
evaluating its effectiveness against emerging security threats. Additionally, we want to highlight three
specific areas of improvement.

36
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8.11. Unified HSTS Interface

Creating a shared HSTS checking library or service presents a valuable opportunity to standardize and
streamline security checks across different applications and systems. This interface could come in many
forms. For example, it could just be a library that can be imported as required but it could also be a
service designed to run as part of the operating system which can be interacted with as required. By
centralizing HSTS enforcement, redundancy can be minimized and the consistency of security practices
across software that relies on HSTS to secure connections can be guaranteed. Future research could
focus on developing this library, ensuring it is robust and interoperable with various systems, and
evaluating its performance and security benefits. Additionally, exploring how to integrate this library
with existing security protocols and tools would be a critical step.

8.1.2. Patch-based updates to the HTTP-Required Preload List

Patch-based updating of the HTTP-Required Preload List is another promising area for future research.
Automating this process, thereby removing the requirement for developers to manually update the
list, can ensure that the latest security policies are consistently enforced. However, there are potential
downsides, such as the risk of introducing errors during automated updates, the need for reliable
validation mechanisms to prevent malicious entries, and missed updates causing the HTTP-Required
Preload List of a client to become outdated. Future work should address these challenges by developing
secure and efficient distribution methods, exploring rigorous testing and validation frameworks for
automated updates, and assessing the overall impact on system security and reliability.

8.1.3. Improved Browser Interfaces

Improving browser interfaces with a focus on increasing the user’s awareness of security and privacy is
another avenue for improving internet security. For example, currently, when the lock icon is clicked in
a browser, very little information about the connection is provided to the user. Most browsers simply
show that HTTPS is used and allow the user to click through to view more details of the connection such
as TLS version and the certificate that is used. Extending these information panels with comprehensive
details about other protocols used to secure connections helps increase the user’s awareness of their
security and privacy. Examples of additional information that can be shown are the state of HSTS, what
type of HTTP-Required indicator was received, whether the IP address of the server was resolved using
DNSSEC, the usage of DoH [37], DoT [23], or DoQ [41], and many more security-focused information.
Such detailed information could empower users to make informed decisions about their online security
and make web developers more aware of the available security protocols. Future work could involve
designing user-friendly interfaces, measuring which security information is the most important for
end-users, and assessing the impact on the behavior and awareness of users.
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Commented HTTP-Required Preload
List

1| // This file contains the HTTP-Required list in a machine readable format.
2

3| // The top-level element is a dictionary with one key: "entries", which contains
4| // the details for each domain.

5|//

6| // "entries" is a list of objects. Each object has the following members:
7\ // name: (string) the nameserver name of the domain in question.

8l// policy: (string) the policy under which the domain is part of the

91 // preload list. This field is used to better understand the list.

10| // - evaluation: domains used for evaluation.

11{// - reserved: domains which can not be purchased from a registrar
12| // but should be http compatible to allow local usage.

13 // - requested: domains which requested to be entered on the list

14( // through the HTTP-Required list website.

15| // include_subdomains:

16| // - true: Also allow subdomains of this domain to be accessed over HTTP.
17(// - false: Do not allow subdomains of this domain to be accessed over HTTP.
181 //

19

20| {

21 "entries": [

22| // These are the entries that are used for evaluation of HSTS-Enforced

23 {

24 "name": "list.hstsenforced.example.com",

25 "policy": "evaluation",

26 "include_subdomains": true

27 By

28 {

29 "name": "list-sec.hstsenforced.example.com",

30 "policy": "evaluation",

31 "include_subdomains": true

32 Fo

33 {

34 "name": "list-dns.hstsenforced.example.com",

35 "policy": "evaluation",

36 "include_subdomains": true

37 by

38 {

39 "name": "list-dnssec.hstsenforced.example.com",

40 "policy": "evaluation",
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65
66
67
68
69
70
71
72
73
74
75
76
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79
80
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} ’

"include_subdomains":

true

// These are the entries that are reserved by the

{

"name": "alt",
"policy": "reserved",
"include_subdomains":

"name": "example",
"policy": "reserved",
"include_subdomains":

"name": "example.net",
"policy": "reserved",
"include_subdomains":

"name": "example.org",
"policy": "reserved",
"include_subdomains":

"name": "invalid",
"policy": "reserved",
"include_subdomains":

"name": "local",
"policy": "reserved",
"include_subdomains":

"name": "localhost",
"policy": "reserved",
"include_subdomains™":

"name": "test",
"policy": "reserved",
"include_subdomains":

"name": "xn--kgbechtv"

"policy": "reserved",
"include_subdomains":

true

true

true

true

true

true

true

true

true

"name": "xn--hgbk6aj7f53bba",

"policy": "reserved",
"include_subdomains":

"name": "xn--0zwm56d",
"policy": "reserved",
"include_subdomains":

"name": "xn--gé6w251d",
"policy": "reserved",

true

true

TANA




102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
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"include_subdomains": true
b
{
"name": "xn--80akhbyknj4f",
"policy": "reserved",
"include_subdomains": true
g
{
"name": "xn--11b5bs3a9aj6g",
"policy": "reserved",
"include_subdomains": true
o
{
"name": "xn--jxalpdlp",
"policy": "reserved",
"include_subdomains": true
i
{
"name": "xn--9t4bllyi5a",
"policy": "reserved",
"include_subdomains": true
o
{
"name": "xn--deba®ad",
"policy": "reserved",
"include_subdomains": true
o
{
"name": "xn--zckzah",
"policy": "reserved",
"include_subdomains": true
P
{
"name": "xn--hlcj6aya9esc7a",
"policy": "reserved",
"include_subdomains": true
g

// These are the entries that were requested by domain
{
"name": "http.badssl.com",
"policy": "requested",
"include_subdomains": false

}
] ’
"valid_until": 1730073600

owners




Raw HTTP-Required Preload List

—
-~

L A A

"entries":[{"name":"list.hstsenforced.example.com","policy":"evaluation","

include_subdomains":true},{"name":"list-sec.hstsenforced.example.com","policy":
"evaluation","include_subdomains":true},{"name":"list-dns.hstsenforced.example.
com","policy":"evaluation","include_subdomains":true},{"name":"list-dnssec.
hstsenforced.example.com","policy":"evaluation","include_subdomains":true}, {"

name":"alt","policy":"reserved","include_subdomains":true},{"name":"example",6"
policy":"reserved","include_subdomains":true},{"name":"example.net","policy":"
reserved","include_subdomains":true},{"name":"example.org","policy":"reserved",
"include_subdomains":true},{"name":"invalid", "policy":"reserved","

include_subdomains":true},{"name":"local","policy":"reserved",
include_subdomains":true},{"name":"localhost","policy":"reserved",
include_subdomains":true},{"name":"test","policy":"reserved","
include_subdomains":true},{"name":"xn--kgbechtv","policy":"reserved",
include_subdomains":true},{"name":"xn--hgbk6aj7£f53bba","policy":"reserved",
include_subdomains":true},{"name":"xn--0zwm56d","policy":"reserved","
include_subdomains":true},{"name":"xn--g6w251d","policy":"reserved",
include_subdomains":true},{"name":"xn--80akhbyknj4f",6 "policy":"reserved",
include_subdomains":true},{"name":"xn--11b5bs3a9%aj6g","policy":"reserved",
include_subdomains":true},{"name":"xn--jxalpdlp","policy":"reserved","
include_subdomains":true},{"name":"xn--9t4bllyi5a","policy":"reserved",
include_subdomains":true}, {"name":"xn--deba®ad","policy":"reserved","
include_subdomains":true}, {"name":"xn--zckzah","policy":"reserved","
include_subdomains":true},{"name":"xn--hlcj6aya9esc7a","policy":"reserved",
include_subdomains":true},{"name":"http.badssl.com","policy": "requested","
include_subdomains": false}],"valid_until":1730073600}
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HTTP-Required Preload List Website

v | @ HTTP Required Preload = x | +

€ > C [ ©@ httprequired.org/>domain=httpbadssl.com X &

Enter a domain:

http.badssl.com

Check HTTP Required status and eligibility

status: hitp.badssl.com is not preloaded.
Eligibilty: http.badssl.com s eligible for the HSTS preload list.

Submit

O 1am the site owner of http. badss. com or have their permission
to register a HTTP Required indicator.

e case, h

aaronvdiepen@gmail.com to let

[J 1understand that adding an HTTP Required indicator for
http. badss1. com through this form will indicate to user agents
that they should attempt HTTP connections to for this domain and
possibly it's subdomains. Possibly exposing the following domains:
to SSL Stripping attacks:
*.http.badssl.com
*.%_http.badssl.com

Submit http.bads

Information

“This form is used to submit domains for inclusion in the HTTP Required Preload list. This is a list of sites that are
hardcoded into Chrome as requiring the HTTP protocol

Submission Requirements

If a site sends the preload directive in an HTTP-Required header, itis considered to be requesting inclusion in the
preload list and may be submitted via the form on this site.

Inorder to be accepted to the HTTP-Required preload list through this form, your site must satisfy the following set
of requirements:

1. Not have access to DNSSEC records due to being registered under an unsecured effeciive top level domain.
2. Serve an HTTP-Required header on the domain for HTTP requests:
o The preload directive must be specified

Here is an example of a valid HTTP-Required header.
HTTP-Required: includeSubdomains; preload
You can check the status of your request by entering the domain name again in the form above. Note that new

entries are only succesfully added when a new version of the listis published. This publishing is done on a regular
cycle of 6 weeks

Continued Requirements

Sites must satisfy the submission requirements at all imes. Note that not doing so will cause (sub)domains to
automatically be removed during an update cycle:

47



HTTP-Required Preload List API

v | @ HTTPRequired Preload  x | +

< @  © httprequired.org/api/ii/ A @

HTTP Required Preload List API Version 1 Overview

This is version 1 of our APL Below you'l find examples of different api calls.
Endpoints
o list:
Returns a list of all published versions of the HTTP Required Preload List.
Example:
Japilv1ist

Nist/:version:

Returns that version of the HTTP Required Preload List, latest can be used to specify that you want the latest version, list can optionally be prettied and documented with
comments.

Example:

prettied}

/preloadable:

Returns whether a domain can at this point in time be added to the HTTP Required Preload List.
Example:

i/v1/preloadable?domain=(name}

“name”: “example.com",
“include_subdomains": true

Possible HTTP response codes:

© 200 - OK (if domain can be preloaded)
© 409 - Conflict (if domain is invalid or already preloaded)
© 500 - Internal Server Error (for other errors)

/submit:

Submits a domain for entry to the HTTP Required Preload List.
Example:

[api/v1/submit?domain={name}

{
ame": “example.com”,
olicy": "requested”,
“include_subdomains": true
¥

Possible HTTP response codes:

o 200-0K
© 409 - Conflict (if domain is invalid or already preloaded)
o 500 - Internal Server Error (for other errors)

Istatus:
Returns the status of a domain on the HTTP Required Preload List.
Example:

[api/v1/status?domain={name}

{
ame": “example.com”,
olicy": "requested”,
“include_subdomains": true
¥

Possible HTTP response codes:

o 200-0K
o 404 - Not Found (if domain not found)
o 500 - Internal Server Error (for other errors)
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o —

DNS Key Manager Screenshot

(O

O » 2 0 & & D

]

(o]

@ Settings - Manage DNS

G & Chromium

Settings

You and Google

Autofill and passwords

Privacy and security

Performance
Appearance
Search engine
Default browser

On startup

Languages
Downloads
Accessibility
System

Reset settings

x ar

chrome://settings/dnsKeys w PIS

Q, Search settings

& Manage DNS keys

These are the digest (DS) records used to validate key (DNSKEY) records as trusted anchars. Apply

19036 a8 2 )(49AAC11D7BEF6446702E54A1607371607A1A41855200FD2

20326 8 2 )(E06D44B80BBF1D39A95C0B0D7CE5D008458E880409BBCH!

(nstsenforced example. o)( 12246 )

(1)(G05A2B282BB234FDITF6ACACOCAASAEBTALETIDE )

(hslserlfnrced example. m)( 12246 )

@(ADBBAQEONEBQ?BBAEFSASGDAFESSDCSCBEC271F2CEQC)

@(CUFBASQABFSCBEQU?.AEZDBBYBBEBSDZICFEnC BSDFIEEUD

Add new key entry
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Public Key Pinning Debug Screen

v | @ chrome://net-internals) x =+
< C @ Chromium chrome://net-internals/#pkp ¥ X &

Query Public Key Pinning entries

Input a domain name to query:

Dnmam:‘google,mm H Query |

Found:

domain: google.com

include_subdomains: true

observed: 1722517181

expiry: 8

good_hashes:

sha256/IPMbDA] LVSGNtGOIWPS3X/z11CVndez5YI2+vIvh]sA=
sha256/hxqR1PTUlbMS/0DITB1SSuBvd4u/ 818TiPgfahphiGe=
sha256/Vfd95BwDeS0o+NUYXVEEILvkOLWY 2581 KK11Phz0x7 6=
sha256/0xnt2YHvdHR3t]YmQIréPaosp6t/nggsEGD40]Z300g=
sha256/mEf1ZT5enoR1FuXLgYYGanVEoZvmfIc2bVBpi0j YQac=
sha236/CLOMML/0XvSPjwSU0YDATIGKDx IMEpShhkuIWIeTHMk=
bad_hashes:

sha256/hxrRCWT jBSFGRZv++qAms TuX69qFC45aBhpeGelco=
sha256/56/ sBoMIcaTg)8+dGoTHY TLvzTwyVBio71MoDanPuRk=
sha256/LvRiGEjRqfzurezallujBiie2gyHM ri5006Ls pMnoxTA=
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HTTP-Required Debug Screen

v | @ chrome://net-internals) x =+
< C @ Chromium chrome://net-interals/#http-required T N & i

Query HTTP-Required indicators

Input a domain name to query:

dnssec.hstsenforced.exam \ Query |

Domain:

P y Pinn

- ) Valid indicator found:
HTTP Required Valid HTTPREQ record found:
Shared D aries record found: true

record domain: 1ist-dnssec.hstsenforced. example. com
dnssec validated: true

Valid HTTP-Required list entry found:

list expired: false

list expiration time: Mon Oct 28 2024 01:00:00 GMT+0108 (Central European Standard Time)
entry found: true

entry domain: 1ist-dnssec.hstsenforced. example. com

entry includes subdomains: false

entry type: evaluation
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HSTS Flags Screenshot

v | A Experiments X |+
&« c & Chromium  chrome://flags b d PO :
O\ hsts Reset all
Experiments 127.0.6506.0

Available Unavailable

Enable HSTS for IP addresses

Disables the bypass of HSTS for IP addresses. — Mac, Windows, Linux, ChromeOS, Android, Default
efau ~
Lacros

#hsts-for-ip-addresses

Enable HSTS for reserved domains

Disables the entries on the HTTP-Required list for reserved domains. — Mac, Windows, Linux, Detault
u ~
Chrome0$, Android, Lacros

#hsts-for-reserved-domains
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