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PART 1

General introduction
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Figure 1. Pseudonymization across diverse videos using the proposed SKPG-Swap framework.
The top row displays unmodified sensitive video frames for three distinct subjects. The
arrows indicate the processing of these frames through SKPG-Swap, which uses the subject
and a cryptographic key to generate the pseudonym. The bottom row shows the resulting
pseudonymized secure video frames. This demonstrates that SKPG-Swap replaces a subject’s
identity with a consistent pseudonym, while also preserving context like head pose, facial
expressions, and the surrounding environment.

A clinician studying how a patient’s emotions evolve over months of therapy and an analyst
running action recognition on surveillance footage both rely on automated computer vision
tools that process faces in their video data [1, 2, 3, 4]. The human face is biometric data, and
storing it without strong protective measures is forbidden under regulations such as the General
Data Protection Regulation (GDPR) [5] in Europe and the Health Insurance Portability and
Accountability Act (HIPAA) [6] in the United States. However, the automated tools that enable
analysis require the face as input. Removing or obscuring the face for compliance therefore
strips the data of the signal on which automated analysis depends [7]. A more useful approach
is to replace the face with a generated one that conceals the real identity while preserving
the surrounding signal. The generated face acts as a pseudonym, a stand-in identifier used
in place of the real one. Replacing the face in this way is called pseudonymization. Unlike
anonymization, which removes identifying information altogether, pseudonymization keeps a
link back to the real identity [8]. That link is accessible only through a separately held secret,
such as a cryptographic key. The individual whose face is being protected will be referred to as
the subject.

For pseudonymization to keep data both analytically useful and secure, three requirements
must hold simultaneously. The first is that the context must be preserved. Head pose, facial
expression, and the surrounding environment all carry information that downstream tools rely
on [9, 10]. The second is that the same subject must be mapped to the same pseudonym every
time they appear, both within a single video and across separate videos. Without this property,
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Figure 2. Venn diagram illustrating the overlap of the three requirements for secure video
analysis: consistent pseudonymization, context preservation, and biometric database-free. The
intersecting regions demonstrate that prior approaches force a trade-off by satisfying only two out
of the three requirements. Subject- and key-conditioned pseudonym generators fail to preserve
context. Consistent face swapping requires a vulnerable biometric database. Inconsistent face
swapping removes the database and preserves context but fails to map subjects to consistent
pseudonyms. Therefore, the proposed SKPG-Swap framework at the center intersection is the
only method that satisfies all three requirements.

a patient recorded in January and again in March would be assigned two different pseudonyms,
and an emotion-recognition tool would respond partly to the change in pseudonym rather than
to a genuine change in the patient’s mood. The third is that there may not exist a database
linking real identities to their assigned pseudonyms. Such a database would be a single point of
failure, and unlike a leaked password, a face cannot be reissued once exposed [11].

Existing methods can satisfy two of these three requirements. One family of methods, known
as face swapping, replaces only the identity in a frame while keeping the context intact [12,
13]. However, because a swap needs a reference image of the pseudonym, mapping a subject to
the same pseudonym consistently forces these methods to store a record linking the two. Storing
these records is exactly what the database-free requirement forbids. The other family, referred
to here as subject- and key-conditioned pseudonym generators, avoids such a database
by deriving the pseudonym from the subject’s face and a secret cryptographic key through a
neural network [14, 15]. The network is trained to produce the same pseudonym for the same
subject-key pairing, so consistency is achieved by this training objective rather than from a
stored record. However, these methods do not place the generated pseudonym back onto the
original frame, and the context of the video is lost. Existing methods therefore force a trade-off.
Preserving the context requires accepting a vulnerable database, while methods eliminating this
database lose the original video’s context.

The proposed framework, named SKPG-Swap, closes this gap by combining the strengths
of both families. It first adopts a neural network that derives the pseudonym from the subject’s
face and a key, so no mapping between subjects and pseudonyms ever needs to be stored. Then
a face-swap renderer blends the generated pseudonym onto the original frame, preserving its



context. The result is a single pipeline that pseudonymizes diverse videos as shown in Figure 1,
satisfying all three requirements as summarized by the Venn diagram in Figure 2.

Three evaluations test whether the framework meets these requirements in practice. The
first measures the identity behavior of the generated pseudonyms and whether the context is
preserved after pseudonymization. It checks whether the pseudonyms hide the original identities,
whether the same subject reliably maps to the same pseudonym, whether different keys or
different subjects produce visibly distinct pseudonyms, and whether the pseudonymized frame
stays visually close to the original. The second evaluation uses an action-recognition task in
which a model is asked to recognize activities such as brushing teeth or playing a flute. Because
these activities depend on visual cues surrounding the face, this evaluation checks whether the
model can still achieve high accuracy scores after the video is altered by the pseudonymization
methods. The third evaluation uses an emotion-recognition task on separate videos of the same
subject. Similar to the second task, it verifies whether the model’s scores remain high on the
altered videos, while also testing whether assigning the exact same pseudonym across multiple
videos keeps predictions on the same subject stable. Together, the three experiments check if
the framework is useful for the scenarios that motivated it.

Structure of the Report

The report is organized in three parts. The current chapter (Part 1) provides the high-level
overview above and is written for a reader from outside the technical area. The core contribution
is presented in Part 3 as a scientific article, containing the formal problem statement, the
proposed method, the experimental setup, and the evaluation results. The article assumes that
readers are familiar with the regulatory and technical domains related to pseudonymization
using computer vision.

Part 2 provides the background that bridges Part 1 and Part 3, in the order in which concepts
appear in the article. Section 1 covers the privacy and data-protection principles that motivate
the work, including the distinction between anonymization and pseudonymization and the role of
cryptographic keys. Section 2 introduces the deep-learning building blocks used in the proposed
pipeline, covering neural networks, latent spaces, loss functions, and transfer learning, together
with the specific architectures used in the article: Multi-Layer Perceptrons, Convolutional Neural
Networks, Generative Adversarial Networks, and Diffusion models. Section 3 applies these
concepts to face analysis and generation, covering face recognition, the StyleGAN architecture,
face swapping, face reenactment, and adapter-based diffusion control. Section 4 introduces the
identity, visual-quality, and utility metrics used in the evaluation of Part 3.

Readers already familiar with the technical area may proceed directly to Part 3. Readers
from outside the field are encouraged to read Part 2 first, or to use it as a reference while reading
the article.



PART 2

Preliminary Materials

This chapter introduces the core concepts and technologies required to understand the scientific
article and the proposed pseudonymization framework presented in Part 3. The chapter
progresses from the fundamental principles of data privacy to the underlying computer vision
concepts and evaluation metrics used to validate the system.

1 Privacy and Data Protection Fundamentals

The storage and processing of sensitive information within machine and deep learning systems
must strictly follow privacy laws, such as the General Data Protection Regulation (GDPR) [5]
in Europe and the Health Insurance Portability and Accountability Act (HIPAA) [6] in the
United States. To handle this data properly, it is essential to understand the differences between
the types of data being processed and the specific methods used to keep them safe. Within
the context of these regulatory frameworks, the person to whom the sensitive data belongs is
formally specified as the 'data subject’. The text refers to this person as the subject.

1.1 Biometric Identifiers

A biometric identifier is a unique physical or behavioral characteristic used to distinguish one
subject from another. In this thesis, the relevant biometric identifiers are in the face, although
the broader category also includes traits such as gait, iris patterns, and voice [16]. Under
current regulations, biometric identifiers are classified as highly sensitive personal data [5, Art.
4(1)] because they are permanent and cannot be revoked or reissued. The strict legal status of
identifiable biometric data is therefore the reason that the storage and use of facial information
must be minimized and protected from unauthorized access [5, Art. 5(1)(c)]. This strictness
forms the central motivation for the pseudonymization framework developed in Part 3.

Because facial images, generated pseudonyms, and mathematical embeddings are biometric
identifiers that can be used to link identities, any database storing them is explicitly treated as
a vulnerable biometric database. These identifiers are central to the methods discussed in this
thesis.

1.2 Anonymization and Pseudonymization

When processing sensitive data, protecting the identity of a subject typically involves anonymiza-
tion or pseudonymization. The two approaches differ in whether the link to the subject
is permanently destroyed or hidden behind additional information. Figure 3 illustrates the
difference between anonymization and pseudonymization conceptually.

Anonymization is the processing of personal data so that it can no longer be linked to the
subject [17]. In the context of visual data, anonymization permanently destroys or obfuscates the
original biometric identifiers. The defining property is irreversibility: once data is anonymized, all
logical and mathematical links to the subject are permanently removed. Because re-identifying
the subject is computationally and practically infeasible, anonymized data are no longer legally



classified as personal data. Consequently, they fall outside the scope of legal frameworks like
the GDPR [5, Recital 26].

Pseudonymization, in contrast, replaces original biometric identifiers with generated ones,
known as pseudonyms, in a process that can be reversed. This reversal relies on a key that links
the pseudonym back to the subject. Because subjects could still be re-identified by anyone with
access to that key, pseudonymized data is legally considered personal data and must be handled
under strict compliance rules [5, Art. 4(5)]. Pseudonymization therefore offers weaker legal
protection than anonymization. However, it preserves the ability to map subjects to consistent
pseudonyms, which is a core requirement of the proposed framework evaluated in Part 3.

Anonymization: breaking any link to the subject

S

-

Figure 3. Conceptual comparison of anonymization and pseudonymization. (Top Row)
Anonymization irreversibly destroys the original biometric identifiers, making the identity per-
manently inaccessible and the data unlinkable to the subject. (Bottom Row) Pseudonymization
replaces the subject’s identity with a generated substitute, which can be reversed and linked
back to the subject using a key. While pseudonymization preserves the linkability, it requires
strict handling of a key to be compliant.

1.3 Cryptographic Systems

To comply with the legal rules for handling pseudonymized data, systems often rely on cryptog-
raphy to mathematically protect the link between an identity and its pseudonym. Cryptography
is a method of securing data so that only authorized parties can access or link it [18]. It uses
cryptographic keys to control how data is transformed. A key acts as a secret mathematical
seed made of a random string of bits.

For example, in the context of pseudonymization, an algorithm can take the biometric
identifiers of a subject and process them alongside a secret cryptographic key [19]. The key
dictates the functional output of the algorithm, ensuring that the resulting pseudonym’s face is
securely bound to the subject. Consequently, the key becomes the exclusive linking mechanism
between the subject and the pseudonymized output.

A key-based design enables the strict separation of information required by privacy regulations.
For pseudonymized data to be legally compliant, it must be stored entirely separately from the
additional information needed to link it back to the subject [5, Art. 4(5)]. By using a secret



cryptographic key, the pseudonymized data can be safely stored and analyzed in computing
environments while the key remains completely isolated in a secure location.

2 Foundational Deep Learning Concepts

To implement the secure pseudonymization pipelines required by privacy frameworks, systems
rely on deep learning models. This section introduces the conceptual foundations first: the
neural-network learning process, latent spaces and embeddings, and loss functions. This is
then followed by four specific architectures: Multi-layer Perceptrons, Convolutional Neural
Networks, Generative Adversarial Networks, and Diffusion models. The section concludes with
the principles of pre-trained models and transfer learning, which explain how these architectures
can be combined without training from scratch. Together, these deep-learning building blocks
form the foundation on which the proposed framework is built and the specific architectures it
employs.

2.1 Deep Learning and Neural Networks

Deep learning is a subfield of machine learning that uses artificial neural networks [20]. A
neural network is structured in multiple interconnected layers, typically including an input layer,
several hidden layers, and an output layer. The hidden layers allow the network to progressively
extract more complex and abstract patterns, where early layers capture simple features and
deeper layers combine them into higher-level representations.

A defining characteristic of neural networks is their learnability. During training, the network
processes data and produces an output, which is evaluated against the desired outcome using
a mathematical loss function that quantifies the error of the model. Through an iterative
optimization process known as backpropagation [21], the network adjusts its internal parameters
to minimize the loss. The behavior the network ultimately learns is therefore determined entirely
by the training data and the choice of loss.

2.2 Latent Spaces and Embeddings

A recurring concept across deep learning architectures is the latent space. A latent space is a
learned, lower-dimensional representation in which the network encodes the most informative
properties of its input data. Rather than operating on raw, high-dimensional inputs such as
image pixels, networks compress these inputs into compact vectors that capture their underlying
structure. Each input is represented as a single point, or embedding, within the latent space,
where the geometric distance between points reflects the semantic similarity of the corresponding
inputs. Two images of the same subject, for example, are mapped to nearby embeddings, while
images of different subjects are mapped further apart, as illustrated in Figure 4.

Different networks learn different latent spaces, each shaped by their training objective and
architecture. A face recognition network learns an identity latent space in which biometric
similarity dominates the geometry, whereas a generative model learns a latent space whose
directions correspond to visual attributes such as pose or lighting. Because these spaces are
structured differently, embeddings cannot be exchanged directly between models. A recurring
task in modern pipelines is therefore to learn a mapping that translates representations from
one latent space into another, a function typically performed by a neural network.

Combining vectors from different latent spaces introduces an additional practical issue: the
vectors may not lie on the same numerical scale. A common fix is L2 normalization, which
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Figure 4. Conceptual illustration of facial embeddings in a learned latent space. The two
axes represent two learned dimensions of the space. Real facial latent spaces are far higher-
dimensional, but the principle is shown here in two dimensions for clarity. Each colored point
corresponds to the embedding of a single face image, with color indicating the underlying
identity. Multiple images of the same subject (blue) are mapped to nearby points, while images
of a different subject (green) are mapped far apart, as indicated by the gray distance arrow. The
figure illustrates the central property used throughout this thesis: identity similarity translates
into geometric proximity in the latent space, which is what makes cosine-similarity comparison
of embeddings a meaningful proxy for biometric matching.

rescales a vector to unit length while preserving its direction, computed as

v

[v]l2”

b= (1)
where ¥ is the normalized vector, v is the original latent facial embedding, and ||[v||2 represents
the Euclidean norm (magnitude) of the vector. L2 normalization is widely applied to facial
embeddings because identity information is encoded in the angular relationships between vectors
rather than in their magnitudes [22]. When vectors from different sources are concatenated or
added, L2 normalization ensures that no single input dominates a downstream computation
purely because of its larger numerical scale. The same balancing argument is later used inside
the proposed Projector, where a face embedding and a cryptographic key of different magnitudes
must be combined into a single input vector.

2.3 Loss Functions and Training Objectives

The behavior of a deep learning model is determined by the loss function used during training.
These loss functions are specifically chosen to optimize a specific training objective. Many modern
systems are not optimized against a single objective but instead balance several simultaneous
objectives. This balance is achieved through a multi-task learning objective, in which multiple



individual loss terms are combined into a single weighted sum [23] given by
Liot =Y NLi, (2)
i=1

where L;,; is the combined loss, £; represents an individual loss term, and ); is the corresponding
coefficient that controls its relative weight during training. This formulation allows a model
to satisfy several competing requirements at once, as the relative weighting of these terms
determines the final trade-off the network learns. In the proposed framework, for instance, the
Projector utilizes this formulation to train against five simultaneous objectives.

2.4 Multi-Layer Perceptrons

The Multi-Layer Perceptron (MLP) is a fundamental class of feedforward artificial neural
networks [24]. In an MLP, information propagates strictly forward from the input nodes through
the hidden layers to the output nodes, where each layer consists of fully connected neurons that
apply linear transformations followed by non-linear activation functions. Among the basic neural
network architectures, the MLP is therefore the one most relevant to the Projector component
of the proposed framework.

While MLPs are traditionally used for classification and regression tasks, generative pipelines
frequently use them as projectors. As a projector, the MLP is trained to learn complex
transformations that translate vector representations from one specific latent space into another.
This transformation capability makes MLPs effective for combining distinct inputs that originate
from entirely different latent spaces and projecting the merged result into a new, unified latent
space. In the proposed framework, an MLP is trained to combine a facial identity embedding
and a secret cryptographic key from their respective latent spaces, projecting the merged input
into the latent space of a generative model.

2.5 Convolutional Neural Networks

While Multi-Layer Perceptrons are effective for processing structured vector data, they scale
poorly to the high-dimensional, grid-like arrangement of image data. A standard fully connected
network would require a large number of parameters to process a high-resolution image, since
every pixel would have to be connected to every neuron. Convolutional Neural Networks (CNNs)
solve this problem by replacing fully connected layers with a specialized mathematical operation
known as convolution [25]. A convolution applies small, learnable filters that slide across the
input image to detect local patterns such as edges, textures, and shapes. By sharing parameters
across spatial positions, this drastically reduces the overall parameter count.

A typical CNN is composed of multiple convolutional layers followed by pooling layers that
reduce the spatial dimensions of the data. This stacked structure allows the network to build a
visual hierarchy of features, in which early layers identify simple lines and subsequent layers
recognize complex structures such as eyes, mouths, and entire facial components, as illustrated
in Figure 5. Within the context of this thesis, CNNs serve as the primary tool for extracting
biometric identifiers from images, functioning as the identity encoders used both in the proposed
framework itself and for the final evaluations.

2.6 Generative Adversarial Networks

Generative Adversarial Networks (GANs) are one of the two main families of generative
architectures used to generate realistic visual data [27]. A GAN consists of two separate neural
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Figure 5. Hierarchical feature extraction in a Convolutional Neural Network applied to
face images. The input image (left) is processed by a sequence of convolutional layer groups,
schematically drawn as stacks of nodes and labeled Low, Intermedium, and High from left to
right. The grayscale tiles above each group visualize the patterns that the filters at that depth
respond most strongly to. Low-level layers respond to simple oriented edges, Intermedium layers
respond to mid-level facial parts such as eyes, noses, and mouths, and high-level layers respond
to whole-face configurations. The figure illustrates the hierarchical feature extraction that makes
CNNs effective for face recognition: the network learns to compose simple local patterns into
the structural identity cues that the encoder later compresses into a facial embedding. Figure
adapted from Li et al. [26].

networks with opposing objectives. The first network, the generator, produces data from an
input vector sampled from a latent space. The second network, the discriminator, evaluates
data and attempts to distinguish the produced outputs of the generator from real-world data
samples.

During training, the two networks participate in a competition in which the gain of one
network is balanced by the loss of the other, as illustrated in Figure 6. The discriminator
updates its parameters to maximize its accuracy in identifying fake data, while the generator
updates its parameters to minimize that accuracy and effectively fool the discriminator. The
adversarial objective forces the generator to produce increasingly realistic outputs over time,
until the produced samples become difficult for the discriminator to distinguish from real ones.
Once training reaches an optimal state, the generator can produce data that closely matches the
original training distribution. This capability to match the original distribution makes GANs
highly effective for masking subjects’ identities, which is why the StyleGAN2 architecture is
used as the generative component in the proposed framework.

2.7 Diffusion Models

Diffusion models represent another effective class of generative deep learning architectures
that have recently achieved state-of-the-art results in visual data generation [29]. Unlike the
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Figure 6. Architecture and training loop of a Generative Adversarial Network. A latent vector
z is sampled from a simple distribution and passed through the generator network G (yellow),
which transforms it into a generated “fake” face image. A real face image and the generated
fake are both passed to the discriminator network D (blue), which classifies each input as Real
or Fake. Both classifications feed into a single loss function from which two opposing gradient
signals are derived: the discriminator loss (D loss) updates D to better distinguish real from
fake, while the generator loss (G loss) updates G to better fool D. The shared loss with opposing
gradients is what gives a GAN its adversarial characteristic. Convergence is reached when D
can no longer reliably tell real and fake samples apart, which allows the generator to produce
the realistic pseudonymized faces required by the proposed framework. Figure adapted from
Wang et al. [28].

competitive training dynamic used in Generative Adversarial Networks, diffusion models are
built on a mathematical framework that describes how data changes using probability. The
training pipeline consists of two distinct phases. In the forward diffusion process, a mathematical
algorithm systematically adds Gaussian noise to a real data sample over a series of steps, until
the original image is fully transformed into a distribution of random noise.

The core of the architecture lies in the reverse diffusion process. A neural network is trained
to sequentially remove the added noise, step by step, by estimating and subtracting the exact
amount of noise added at each interval. By optimizing this denoising objective, the network
learns to construct entirely new, high-quality images from pure random noise. Figure 7 illustrates
both directions: the progressive corruption in the forward process and the iterative denoising
in the reverse process. As a result, diffusion models can generate detailed and diverse visual
outputs, making them a powerful tool for face generation.

Large-scale diffusion frameworks extend the basic formulation in two key ways. First, rather
than operating on raw pixels, models such as Stable Diffusion [31] run the diffusion process
inside a compressed latent space learned by a separate autoencoder. This substantially lowers
training and inference costs while preserving image quality. Stable Diffusion is the most widely
used instance of this paradigm and has been pretrained on large-scale image-text pairs. Second,
the denoising network can be conditioned on additional inputs, such as text prompts or image
features, that guide generation toward specific outputs. The conditional formulation makes
diffusion models highly controllable. Together, these two extensions form the foundation of
the adapter-based face-swap component in the proposed framework, which utilizes the publicly
released weights of Stable Diffusion alongside the conditional Face-Adapter [13].
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Figure 7. Forward and reverse diffusion processes. The forward process (top arrow) progressively
corrupts an image by adding Gaussian noise over multiple steps until only pure noise remains.
The reverse process (bottom arrow) learns to iteratively denoise, recovering high-fidelity images
from pure random noise. The reverse process is what makes diffusion models useful for face
generation. Figure adapted from Vahdat and Kreis [30].

2.8 Pre-trained Models

Training a deep neural network from scratch typically requires large amounts of labeled data and
substantial computational resources. To avoid this cost, pipelines frequently rely on pre-trained
models. These are networks whose parameters have already been optimized on large, general-
purpose datasets and made publicly available [32]. These pre-trained components capture
broadly applicable representations, such as general facial structure or visual realism, that can
be reused across downstream tasks.

When a pre-trained model is incorporated into a larger pipeline, its parameters can either be
further updated during training or kept fixed. A component whose parameters remain unchanged
is referred to as frozen, while a component whose parameters are still optimized is referred
to as trainable. Freezing a model preserves the representations it has already learned, avoids
unnecessary computational overhead, and prevents large pre-trained networks from overfitting on
smaller downstream datasets [33]. As a result, many architectures are constructed by combining
several frozen pre-trained components with a small, trainable component, such as an MLP, that
learns to adapt or connect them. This pattern is central to the proposed framework, where only
the lightweight Projector is trained while the Encoder, Generator, and face-swap components
remain frozen.

3 Deep Learning in Face Analysis and Generation

In this thesis, foundational deep learning models are specifically adapted to analyze identities
and generate faces. This section covers two complementary tasks: recognizing the identity in
a face and generating new ones. Face recognition outlines the transition from image pixels to
encoded identity representations, known as facial embeddings. Face generation then describes
how generative models produce realistic faces that can mask a subject’s identity. This progression
begins with the StyleGAN architecture, moves through face swapping and face reenactment,
and concludes with adapter-based diffusion control. Together, these deep learning concepts
drive the core mechanisms of the proposed framework, utilizing facial embeddings for both the
pipeline and identity evaluation, StyleGAN for creating pseudonyms, and diffusion control to

11



render a pseudonym into the original frame.

3.1 Face Recognition and Encoding

Modern face recognition systems use Convolutional Neural Network architectures to extract
biometric identifiers from images. When an image of a face is provided to the network, the
convolutional layers identify a hierarchy of patterns, ranging from simple textures to the
complex structural relationships between facial components. Two prominent examples of such
architectures are FaceNet [34] and ArcFace [35], both of which are integrated into the proposed
framework.

Once the convolutional layers have extracted these features, the model maps the output into
a standardized latent space. The final encoded vector, called a facial embedding, contains the
essential information required to uniquely identify a subject. State-of-the-art recognition models
are trained so that the cosine similarity between two embeddings in this space reflects how similar
the underlying faces are: embeddings of the same subject align in direction, while embeddings of
different subjects separate. This angular property is used twice in the proposed framework: once
as the signal that trains the Projector, and once as the basis for the re-identification (Re-ID)
metrics used in the evaluation of Part 3.

3.2 Face Generation

While recognition networks compress faces into embeddings, generative models like GANs and
diffusion models learn the distribution of human faces and can render an identity embedding as
a realistic image of a face. The remainder of this section covers the specific architectures and
applications the framework uses, beginning with StyleGAN.

3.2.1 StyleGAN Architecture and Advanced Latent Spaces

Standard GANs map a single latent vector directly to an image, which gives little control
over the visual properties of the result. The StyleGAN architecture [36, 37] restructured the
generation process around a sequence of intermediate latent spaces. A learned mapping network
first transforms an initial latent vector from a basic Gaussian space Z, or an extended initial
space Z7T, into the intermediate W space, which disentangles visual attributes such as head
pose and hair color. To gain even finer control, StyleGAN2 is commonly extended to the W+
space, in which a distinct latent vector from W can be assigned to each individual layer of the
generation network. Before entering the synthesis network, these vectors pass through learned
affine transformations (denoted A). These affine transformations map the vectors into the Style
space S, which contains the specific parameters that are used to generate the final output.
Figure 8 summarizes this progression. While the full W space increases the expressive range
of the generator, learning independent vectors for every layer makes the optimization process
highly complex. Because minor identity tweaks can be learned effectively without this overhead,
the proposed framework does not use independent style layers, but instead repeats a single
vector in W across all layers to balance generation quality with a stable learning objective.

A second useful property of the W space is that it has a well-defined notion of the average
of all samples it was trained on, namely the average latent vector w,ye. Latent vectors located
close to wayg correspond to highly realistic outputs, because waye sits in the densest, most
realistic region of the latent space. SKPG-Swap anchors its projected vectors near wayvg to keep
generated pseudonyms as realistic as possible.

12
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Figure 8. StyleGAN2 architecture and latent space progression. A latent code is sampled from
the normally distributed latent space Z (or the extended ZT) and transformed via a learned
mapping network to the intermediate latent space W. The W space can be extended to W,
where distinct latent vectors are applied to each layer of the generation network. These vectors
pass through learned affine transformations (denoted A) to form the Style space S, which
directly modulates the synthesis network. These sequential transformations enable fine-grained
control over individual visual attributes, allowing StyleGAN2 to disentangle and manipulate
face properties with greater precision than standard GANs. Figure adapted from Bermano et
al. [38].

3.2.2 Face Swapping

Face swapping is a specific application of face generation that replaces the biometric identifiers
of a subject in a target image with those of a subject in a source image, while preserving the
original non-identity attributes and environmental conditions of the target [39]. This process
requires disentangling identity-specific features from other attributes. Preserving this original
context is essential for maintaining the analytical utility of the data, ensuring that downstream
visual tasks remain unaffected after pseudonymization.

3.2.3 Face Reenactment

Face reenactment is a related but distinct application of face generation. In contrast to face
swapping, face reenactment keeps the identity of the subject in the target image fixed and
instead transfers motion-related information from the subject in the source image. This driving
information typically includes the head pose and facial expressions of another subject. The
resulting output therefore shows the fixed identity performing the motion of the subject in the
source image.

The distinction between face swapping and face reenactment is illustrated in Figure 9, which
shows the Face Reenactment and Face Swap results obtained for a specific pseudonym and
subject. As the figure demonstrates, only face swapping preserves the original background
context required for downstream analytical utility. For this reason, while the Face-Adapter
component [13] supports both face-swap and face-reenactment modes, face swapping is the
proposed rendering strategy in Part 3.

3.2.4 Controllable Diffusion and Adapters

Standard diffusion models perform well in generating high-quality images from random noise,
typically guided by generic textual prompts. However, applying these models to targeted tasks
like face swapping requires precise structural control and identity injection that basic text
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Pseudonym Subject Face Reenactment Face Swap

Figure 9. Comparison of face reenactment and face swapping in the pseudonymization setting.
Pseudonym is the generated identity that replaces the subject, and Subject is the original person
to be protected, captured in a different environment. Face Reenactment keeps the pseudonym
identity but transfers the subject’s head pose and expression, leaving the pseudonym re-posed
on its own background rather than placed in the subject’s frame. Face Swap instead renders
the pseudonym identity into the subject’s frame while keeping the subject’s pose, expressions,
and environment intact. Only face swapping returns the pseudonym to the subject’s original
context, which is why it is the rendering step used to preserve utility in the proposed framework.
Figure adapted from Han et al. [13], with textual labels added for clarity.

prompts cannot provide. Retraining the entire base diffusion model for these specific conditions
is computationally expensive.

Recent diffusion frameworks therefore use external adapter components that guide a frozen
base diffusion model without modifying its weights [40]. These adapters inject specific structural
context, such as environmental surroundings, head pose, and biometric identifiers, into the gen-
eration process to achieve precise face swapping. By utilizing the Face-Adapter component [13],
the proposed framework can swap a pseudonym into a video frame at high quality without
requiring any computationally expensive retraining of the underlying diffusion model.

4 Identity Evaluation Concepts

Having introduced the components that generate pseudonyms, the remaining question is how
to evaluate them. Although generative architectures are used to produce the visual appear-
ance of pseudonyms, a successful pseudonymization framework also requires a mathematical
method to represent and evaluate the underlying identities. The central concern is the risk
of biometric re-identification: whether a generated pseudonym can still be linked back to its
subject. Quantifying this risk requires measuring the distance between the facial embeddings of
subjects and pseudonyms, and summarizing those measurements into re-identification (Re-ID)
metrics that describe the overall identity behavior of the framework. This section first introduces
the cosine-similarity comparison and the Re-ID metrics built on it. Next, it presents the
visual-quality metrics that measure how the surrounding context is preserved. Finally, it covers
the utility metrics that test whether the pseudonymized data remains useful for downstream
tasks.

4.1 Identity Evaluation and Re-identification

The Re-ID metrics quantify the identity behavior of a pseudonymization framework by comparing
the facial embeddings of subjects and pseudonyms. They target four specific properties of the
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generated identities. Three of these properties require the compared identities to be distinct,
which is reflected by a low cosine similarity: anonymization (measuring whether a pseudonym
can still be linked back to its subject), diversity (measuring whether different keys map the
same subject to distinct pseudonym identities), and differentiation (measuring whether different
subjects map to distinct pseudonym identities under the same key). The fourth property,
pseudonym consistency, instead requires a high cosine similarity, as it measures whether the
same subject maps to the same pseudonym identity across separate frames and videos. Together,
these four measured properties correspond exactly to the identity objectives that the Projector
is trained on in the proposed framework.

Each property is measured through the cosine similarity between two facial embeddings.
Because face recognition models are trained to group embeddings of similar identities together
based on cosine similarity, this score serves as a direct indicator of how similar the underlying
identities are [34, 35, 41]. The formula is expressed as

A-B

Cosine Similarity(A, B) = TALTET (3)

where A and B are two facial embedding vectors, A - B is their dot product, and ||A||2 and || B||2
are their respective L2 magnitudes. A value approaching 1 indicates that the embeddings are
nearly identical, while lower or negative values represent distinct identities.

A single similarity score on its own does not tell the system whether two embeddings represent
the same subject. The decision is controlled by a threshold that acts as a fixed boundary on the
similarity score. Any score exceeding the threshold is classified as a match, meaning that the
subject has been re-identified, while scores below the threshold are treated as distinct identities.
Because the choice of threshold affects both the false positive rate and the false negative rate,
its placement dictates the central trade-off that the evaluation metrics are designed to capture.

4.2 Evaluation Metrics AUC and EER

The individual cosine similarity scores between faces of the subjects and pseudonyms must be
summarized into statistical metrics that describe the overall behavior of the pseudonymization
framework. The two most standard metrics for biometric re-identification are the Equal Error
Rate (EER) and the Area Under the Curve (AUC). Both metrics evaluate scores across all
possible decision thresholds rather than a single chosen boundary, which makes them objective
measures that do not depend on a specific threshold.

The Receiver Operating Characteristic (ROC) curve provides a visual representation of
how a system performs across every possible decision boundary [42]. Understanding this curve
requires defining the underlying classification outcomes: the True Positive Rate (TPR) measures
the frequency of correctly identifying a match, the False Positive Rate (FPR) measures how
often the system incorrectly links two different identities, and the False Negative Rate (FNR)
measures how often the system incorrectly rejects a true match. By plotting the TPR against
the FPR, the ROC curve illustrates the trade-off between correctly recognizing actual matches
and incorrectly making false links. Each point along the curve corresponds to a specific cosine
similarity threshold, and the diagonal dashed line represents random chance, where a classifier
performs no better than guessing.

The Equal Error Rate (EER) is the operating point on the ROC curve where the FPR equals
the FNR, marked in Figure 10. A low EER indicates that the system separates matching from
non-matching pairs accurately at a balanced operating point and is therefore preferred.

The Area Under the Curve (AUC) quantifies overall system scores by integrating the ROC
curve across all thresholds, visualized as the shaded region in Figure 10. Perfect separation
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between the two classes means the system can distinguish matching from non-matching pairs
at every threshold, whereas a score of random chance indicates the ROC curve coincides with
the diagonal line. To align with the unified reporting standards of the proposed framework,
all AUC and EER scores are scaled from their traditional 0 to 1 format to a range between 0
and 100. Under this scaling, a perfect anonymization AUC of 100.0 means that subjects and
generated pseudonyms are so distinct that no overlap exists between them, while a random
classifier yields a score of 50.0.
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Figure 10. Receiver Operating Characteristic (ROC) curve with marked metrics. The x-axis
represents the False Positive Rate (FPR, incorrectly linking two different identities), and the
y-axis represents the True Positive Rate (TPR, correctly identifying a match). Each point on
the solid ROC curve corresponds to a specific decision threshold for biometric matching. The
dashed diagonal line represents the score of a random classifier. The Equal Error Rate (EER)
point marks where FPR equals the False Negative Rate (FNR), i.e., where the curve crosses the
diagonal going from (0,1) to (1,0). The shaded area under the ROC curve represents the Area
Under the Curve (AUC), which quantifies the overall discriminative ability of the system. Note
that these metrics are traditionally evaluated on a 0 to 1 scale, while the proposed framework
scales them to the 0 to 100 range for readability. Evaluating these threshold-independent metrics
is essential for determining the overall Re-ID scores of the generated pseudonyms. Figure
adapted from Tronci et al. [43].

4.3 Visual Quality and Contextual Preservation Metrics

Beyond identity-level evaluation, a pseudonymization framework must also be assessed on how
it preserves the visual properties of the original frames. Three complementary metrics are used
in this thesis to measure this preservation.

The Structural Similarity Index Measure (SSIM) compares two images on the basis of
luminance, contrast, and local structure [44]. Rather than measuring raw pixel-level differences,
SSIM evaluates whether the spatial patterns and intensity relationships of the original frame
are retained in the modified output. It is particularly suited for evaluating whether the
background, environment, and composition of a frame remain intact after pseudonymization.
While traditionally measured on a scale from -1 to 1, the proposed framework scales SSIM
scores to a range between -100 and 100 for consistency, where 100.0 indicates perfect structural
agreement.
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The Learned Perceptual Image Patch Similarity (LPIPS) metric measures perceptual simi-
larity using deep features extracted by a pre-trained convolutional network [45]. Two images
are compared in this learned feature space, and their distance reflects how similar they appear
to a human observer rather than how closely their pixels match. LPIPS complements SSIM by
capturing high-level appearance information, such as texture and visual realism, that purely
structural metrics may miss. Like the other metrics in the proposed framework, LPIPS values
are scaled from their default 0 to 1 range to a 0 to 100 scale, where lower values indicate higher
perceptual similarity.

Landmark distance evaluates the preservation of pose and facial expression. Facial landmark
detectors locate predefined keypoints on the face, such as the corners of the eyes and mouth [46].
The metric is computed as the normalized pixel-level deviation between the aligned landmark
positions of the faces of the subject and the pseudonym in the output. A low landmark distance
indicates that the output retains the head pose and facial expressions of the subject, which are
essential for downstream tasks that depend on facial motion.

4.4 Utility and Probabilistic Evaluation Metrics

Visual quality metrics quantify how a pseudonymization framework affects the appearance of
the data, but they do not measure whether the modified data remains useful for downstream
analysis. A complementary evaluation strategy is to apply pre-trained downstream models,
such as action or emotion classifiers, to the pseudonymized output and compare their score to
the unmodified videos. The underlying assumption is that if a downstream model continues to
perform reliably on the modified data, then the relevant signal for that task has been preserved.

To evaluate this preserved utility, downstream tasks often rely on specialized pre-trained
architectures. Video action recognition, for example, utilizes models like VideoMAE [47].
VideoMAE is a transformer-based architecture that replaces convolutional filters with attention
mechanisms, learning relationships between every pair of structural and temporal input regions
[48]. This attention mechanism allows the model to capture long-range dependencies across
both space and time. Each input region is a spatial and temporal patch covering a few frames
and a small portion of the image. Attention across these patches lets the model relate, for
example, a patch showing a subject picking up a toothbrush at the start of a video to a patch
showing the brushing motion several seconds later. Similarly, facial emotion recognition utilizes
models like Emo-AffectNet [49], which is trained on multiple large-scale emotion datasets to
predict discrete emotion categories from short videos. Architecturally, it combines a CNN
backbone for per-frame facial feature extraction with a temporal module that aggregates these
features into a single video-level emotion prediction. Because these models capture complex
spatio-temporal dependencies and subtle facial features, VideoMAE and Emo-AffectNet serve
as the two pre-trained downstream models used to evaluate the proposed framework in Part 3.

Three metrics quantify downstream task success. Classification accuracy provides an inter-
pretable summary of whether the task remains solvable after pseudonymization by measuring the
proportion of videos correctly assigned to their ground-truth class by the classifier, calculated as

N
Accuracy = % ZW(@ =), (4)
i=1

where N is the total number of evaluation videos, ¥; is the predicted class for video i, y; is its true
ground-truth class, and W(+) is the indicator function that returns 1 if the prediction matches
the ground truth and 0 otherwise. However, classification accuracy treats every input equally
and can overestimate effectiveness when the evaluation set is imbalanced across classes. To
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address class imbalance, the Unweighted Average Recall (UAR) ensures every class contributes
equally to the final value regardless of sample count. The UAR computes the recall separately
for each class and averages the per-class scores, given by

C
1 TP,
AR= =Y

UAR C ~ TP, +FN,’ ®)

where C' is the total number of classes, T P, represents the true positives for class ¢, and F' N,
represents the false negatives for that same class.

The Prediction Agreement Rate complements the ground-truth metrics by measuring how
often predictions on the pseudonymized video result in the exact same prediction as on the
unmodified videos, defined as

N
1 MR
Agreement Rate = N ;H‘(yz = Ui, (6)

where N is the total number of videos, ¢, is the model’s predicted class for the pseudonymized
video i, and g; is the predicted class for the corresponding baseline video. A high agreement
rate demonstrates that the pseudonymization process preserves video utility by maintaining the
same downstream classifier behavior as the unmodified video. Together, these three metrics
describe whether the downstream task succeeds, how success is distributed across classes, and
how closely the modified data mimics the behavior of the baseline. To align with the reporting
standards of the proposed framework, Accuracy, UAR, and Agreement Rate are all scaled from
a standard proportion of 0 to 1 up to a percentage range of 0 to 100.

When comparing the metrics of a classifier on two distinct datasets, it is necessary to
determine whether any observed drop in accuracy is statistically significant. The exact two-sided
McNemar test evaluates paired nominal data [50]. This paired design fits scenarios where a
downstream model classifies the exact same sample under two different conditions. The test
isolates discordant pairs: instances where the baseline model is correct but the modified method
is incorrect (denoted as b), and instances where the baseline is incorrect but the modified method
is correct (denoted as ¢). Letting n = b + ¢ represent the total number of discordant pairs and
k = min(b, ¢), the exact p-value is calculated using the binomial distribution:

p = min (1, 22 (?) 0.5"> . (7)

A low p-value, commonly defined as p < 0.05, confirms that a change in classification accuracy
is statistically significant rather than an artifact of random chance. Consequently, this exact
two-sided McNemar test is used to rigorously evaluate the metric drops caused by the proposed
pseudonymization framework.
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Preserving Video Utility via Consistent Subject- and
Key-derived Pseudonyms combined with Face Swapping'

Timo van Hoorn
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Abstract

The face and its surrounding context are a strong signal
for video analysis in sensitive domains, powering action
recognition in forensics and longitudinal emotion analy-
sis in medicine. However, faces are biometric data that
privacy regulations such as the GDPR and HIPAA pro-
tect, forbidding their storage without protective measures.
Pseudonymization solves this problem by replacing each
face with a generated one, called a pseudonym. To remain
useful, a pseudonymization method must satisfy three
requirements: preserving the context around the face,
mapping the same subject to the same pseudonym across
separate videos, and avoiding any biometric database that
links subjects to their pseudonyms. No existing method
satisfies all three. Face swapping preserves context but
depends on a biometric database to stay consistent, while
subject- and key-conditioned pseudonym generators re-
move that database but discard the original frame along
with its context. This thesis closes the gap with SKPG-
Swap: a hybrid framework in which a lightweight Subject-
and Key-conditioned Pseudonym Generator (SKPG) de-
rives a consistent pseudonym from a subject’s face and a
secret key, combined with a face-swap model that blends
that pseudonym back into the original frame. Evaluated
against bounding-box rendering strategies built on the
same SKPG backbone, SKPG-Swap retains nearly all of
the action-recognition accuracy of unmodified videos on
UCF101 and outperforms the other pseudonymization
methods on RAVDESS emotion recognition. A controlled
experiment further shows that assigning a subject a con-
sistent pseudonym identity, rather than an inconsistent
one, results in more stable predictions across videos, mo-
tivating the consistency requirement.

Keywords: Video Pseudonymization, Face Swap-
ping, Action Recognition, Emotion Recognition.

1The source code and models used for the implemen-
tation and evaluation of the proposed framework are
publicly available at: https://github.com/tfrvanhoorn/
msc-thesis-utility-preserving-video-pseudonymization

Jan van Gemert
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P. Benschop

Signal Processing Systems (SPS)
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1 Introduction

Computer vision is increasingly used to analyze video in
sensitive domains such as forensics [4, 5] and medicine
[6, 7], where the processing and storage of facial data are
strictly controlled by privacy regulations like the GDPR
[8] and HIPAA [9]. These regulations forbid the storage of
biometric identifiers without strong protective measures
[8, Art. 5(1)(c)]. To analyze this data compliantly, every
face must be removed through anonymization or replaced
through pseudonymization. Anonymization permanently
destroys all links to the subject, while pseudonymization
masks the identity using a generated substitute that can
be reversed [10]. Destructive anonymization techniques
such as blurring and masking degrade the accuracy of
downstream models that rely on facial detail and context
[11]. Such downstream tasks include action recognition in
forensic surveillance [12, 13] and the longitudinal tracking
of patient emotional states through emotion recognition
[14, 15]. These tasks demand a pseudonymization method
that removes the original identity without losing the
visual cues the downstream models depend on.
Preserving the analytical utility of pseudonymized
video for these tasks places three requirements on the
pseudonymization system. The first is consistent
pseudonymization, defined as the mapping of a subject
to the same pseudonym across continuous frames and
separate videos. Without consistency, variance can be in-
troduced into the predictions of downstream longitudinal
tasks. The second requirement is context preservation.
The pseudonym must be rendered back into the original
frame, changing the identity while keeping other context
intact. This context includes head pose, facial expres-
sion, and environment. Here, environment denotes the
background surrounding the face, together with the ob-
jects and lighting interacting with it. Action recognition
and emotion recognition both depend on some of these
cues [16, 17], and discarding them alongside the original
identity degrades the utility of the pseudonymized data
[18]. The third requirement is that the pseudonymiza-
tion must be biometric database-free. The system
should avoid storing a database that connects subjects to
their assigned pseudonyms to achieve consistency. Such a
database represents a single point of failure that exposes
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Figure 1. Qualitative comparison of pseudonymization methods on one RAVDESS [1] (left) and two VoxCeleb2 [2]
(middle and right) videos. Rows show, from top to bottom, the original frames, DeepPrivacy2 [3], two baseline
rendering strategies using the shared generation backbone (SKPG-BB and SKPG-Reenact), and the proposed
face-swap rendering (SKPG-Swap). Each block of three columns shows three frames sampled from the same video
for one subject. SKPG-Swap visually preserves more surrounding context of the original frames than SKPG-BB

and SKPG-Reenact.

every protected identity if breached [19]. Unlike a leaked
password, biometric identifiers cannot be revoked or reis-
sued once exposed [20], so a database breach permanently
compromises every subject it contains. The 2019 BioStar
2 incident [21] illustrates this risk. A single misconfig-
ured biometric platform exposed more than one million
unencrypted fingerprint and face recognition records.

No existing pseudonymization method satisfies all
three requirements. Face-swap techniques such as
Face-Adapter [22] preserve context by blending the
pseudonym’s identity into the context of the original
frame [23, 24]. However, these techniques only achieve
consistent pseudonymization when links between subjects
and pseudonyms are stored, as face swapping requires a
reference image of the pseudonym. This forces pipelines
to maintain a database containing these links, violating
the biometric database-free requirement. A distinct fam-
ily of frameworks relies on subject- and key-conditioned
pseudonymization. These methods train a neural network
to map a subject-key pairing to a consistent pseudonym,
achieving consistency through training objectives rather
than storing vulnerable data. However, existing methods
in this family stop after generating the pseudonym and
never render it back into the original frame, losing its
context.

To address the trade-off between context preservation
and database-free security, this thesis proposes a hybrid
framework centered on a lightweight Subject- and Key-
conditioned Pseudonym Generator (SKPG). The

SKPG generates consistent pseudonyms from a subject
and a binary cryptographic key. Then a face-swap ren-
derer, based on Face-Adapter, blends the pseudonym
back into the original frame while preserving its context.

To evaluate face swapping as a rendering choice,
the experiments compare three rendering strategies on
the shared SKPG backbone. These strategies include
bounding-box overwrite, reenactment-aligned bounding-
box overwrite, and the proposed face swap. Bounding-
box overwrite crops the generated face and pastes it
directly onto the subject’s bounding box in the origi-
nal frame. The reenactment-aligned variant first aligns
the pseudonym’s pose and expression to the subject,
then overwrites that same region. Figure 1 illustrates
the three rendering strategies on three sample videos.
The bounding-box strategies visibly discard the context
around the face, while the proposed face-swap strategy
blends the pseudonym into the original frame and pre-
serves context.

In summary, this thesis makes three primary contri-
butions:

e The integration of a Subject- and Key-conditioned
Pseudonym Generator with a face-swap renderer
based on Face-Adapter, producing a consistent
pseudonymization pipeline (SKPG-Swap) that pre-
serves context while remaining biometric database-
free.

e A comparison of rendering strategies built on



the SKPG backbone, benchmarking a bounding-
box overwrite (SKPG-BB), a reenactment-aligned
bounding-box overwrite (SKPG-Reenact), and the
proposed face swap (SKPG-Swap), evaluated on
action recognition and emotion recognition.

e A demonstration that, across all tested rendering
strategies on the SKPG backbone, mapping a sub-
ject to a consistent pseudonym identity produces
more stable downstream predictions than mapping
the same subject to inconsistent pseudonym identi-
ties.

2 Related Works

Classical Anonymization Techniques Early video
anonymization methods rely on destructive techniques
such as blurring, pixelation, and solid masking [25, 26,
27]. These techniques are computationally efficient but
remove the facial detail that downstream tasks such as
emotion recognition, action recognition, pose estimation,
and anomaly detection rely on [17, 28, 29, 30, 31, 32].
This motivates identity generation approaches that re-
place rather than destroy these facial cues.

Pseudonym Generation Modern deep learning ap-
proaches overcome the utility limitations of classical tech-
niques by replacing faces with generated ones, preserving
realistic cues that computer vision models trained on real
faces can understand. Methods based on Generative Ad-
versarial Networks (GAN) like DeepPrivacy?2 [3] replace
the subject with a generated pseudonym that is sampled
at random, using facial landmarks to preserve the orig-
inal head pose. Because the pseudonym is sampled at
random, the method cannot deliberately map a subject
to one fixed pseudonym. Consistent pseudonymization
instead requires a repeatable mapping from a subject to
a pseudonym. CTAGAN [33] addresses this consistency
problem by conditioning a GAN on an identity embed-
ding. Conditioning on identity ensures that the generated
pseudonym matches this identity and can be reproduced
consistently, an approach also adopted by diffusion-based
generators such as DCFace [34]. Identity-conditioned gen-
eration therefore provides the foundation for consistent
pseudonymization.

The existing literature motivates this consistency
mainly through within-video utility and cross-video re-
identification linking [11], where the goal is to recognize
the same subject across separate videos. However, the
role of consistency in stabilizing downstream predictions
across videos remains unaddressed.

Face Swapping and Context Preservation Build-
ing on identity-conditioned generation, face swapping
blends the pseudonym into the subject’s environment,
preserving context like lighting, hair, skin tone, texture,

and background occlusion. GAN-based methods such as
SimSwap [35] established the technique with lightweight
architectures suitable for fast rendering, but tend to
produce coarse detail and blending artifacts around the
swapped face. Diffusion-based methods such as Diff-
Swap [36] and Face-Adapter [22] produce sharper and
more realistic detail at the expense of higher computa-
tional costs [11]. To satisfy the consistency requirement,
pseudonymization pipelines that only use face swapping
require references of pseudonyms to be linked to the
subject. However, these links need to be stored in a
biometric identity database that violates the biometric
database-free requirement.

Subject- and Key-Conditioned Pseudonymization
Subject- and key-conditioned pseudonymization methods
are neural networks trained to generate a pseudonym
directly from the subject’s facial embedding and a secret
cryptographic key. Frameworks such as IVFG [37] and
KFAAR |[38] feed the embedding and key into a StyleGAN-
based generator [39, 40], training the network using a
multi-task objective designed so that four key properties
emerge from the mapping itself:

e Anonymity: The pseudonym’s identity cannot be
linked to the subject.

e Consistency: A specific subject-key pairing maps
to the same pseudonym identity.

e Differentiation: Different subjects map to distinct
pseudonym identities, even when the same key is
used.

e Diversity: Different keys on the same subject map
to a distinct pseudonym identity.

As the network is trained on consistency, it replaces the
vulnerable biometric database that face-swap pipelines de-
pend on to achieve consistent pseudonymization. Another
advantage of IVFG and KFAAR is that they are keyed.
To link pseudonyms back to the subjects, both the trained
pipeline and the key need to be compromised, adding an
extra layer of security. However, the published pipelines
for these methods stop after generating the pseudonym.
Their output is a standalone image of a pseudonym car-
rying its own head pose, expression, and environment.
While KFAAR appends a face-reenactment component to
align the pose and expression of the generated pseudonym
to the subject, it remains an image-generation pipeline
that does not render the pseudonym back into the orig-
inal frame. Furthermore, neither framework has been
evaluated on video utility preservation. Subject- and
key-conditioned methods therefore secure database-free,
consistent pseudonymization but have not been combined
with a renderer that integrates the pseudonym into the
original frame while preserving context, leaving a gap
that this thesis closes.



Table 1. Comparison of privacy-preserving video analysis methods across the requirements for utility-preserving
pseudonymization. Consistency indicates if the method achieves within or cross-video consistent pseudonymization,
where Not Applicable implies that the method does not generate a pseudonym. Database-free refers to the absence
of a stored biometric database. Keyed indicates that pseudonym generation is bound to a secret cryptographic key,
strengthening the security of the method. Context preservation lists which non-identity cues survive. Every prior
method fails at least one requirement. The bottom row shows that the proposed framework (SKPG-Swap) is the

only method satisfying all requirements.

Method Consistency Database-free Keyed Context Preservation
Masking Not applicable v X None

Blurring Not applicable Vv X None

DeepPrivacy2 Within video™ v X Pose, environment

Face swapping Cross videof X X Pose, expression, environment
IVFG Cross video v v None

KFAAR Cross video v v Pose, expression
SKPG-Swap (Ours) Cross video v v Pose, expression, environment

E3 . . . . . . . .
Can achieve weak cross-video consistency when the subject’s appearance is similar across videos.
T Achieved via a biometric database, violating the database-free requirement.

Table 1 summarizes the trade-offs for existing methods
and illustrates how the proposed SKPG-Swap framework
satisfies all requirements.

3 Proposed Method

The proposed framework, SKPG-Swap, uses two com-
ponents to address separate requirements. The Subject-
and Key-conditioned Pseudonym Generator (SKPG) com-
bines a lightweight projector with a StyleGAN2 gener-
ator to produce a pseudonym from the subject’s facial
embedding and a secret cryptographic key. This back-
bone is designed to satisfy the consistency and biometric
database-free requirements. A diffusion-based face-swap
renderer, based on Face-Adapter [22], then blends this
pseudonym back into the original frame, restoring the
context that the SKPG output alone discards. Figure 2
illustrates the full pipeline.

3.1 System Pipeline

The pipeline processes a subject through several compo-
nents. First, the original frame containing the subject’s
face z is fed into the Encoder (E), which extracts an
identity embedding with dimensionality d,

z = E(x), z € R, (1)

This embedding is then passed to the Projector (P),
which first preprocesses z and a binary cryptographic key
k € {0,1}% with dimensionality dj, then concatenates
the preprocessed vectors, and finally feeds them into a
Multi-Layer Perceptron (MLP) to produce a projected
vector 2’. Directly concatenating z and k was considered
problematic as identity embeddings from pre-trained face
recognition models are typically L2-normalized, while
the cryptographic key is an unnormalized binary vector

that can have a different dimensionality. As a result,
the two inputs differ in both dimensionality (d, > dy)
and numerical magnitude. A raw concatenation forces
the downstream MLP to learn both differences before it
can balance the contributions of the two inputs, which
complicates the optimization of the learning objectives.
To remove this burden from the optimizer, the Projector
preprocesses each input separately before concatenation.
The latent vector z is L2-normalized to align with the
convention used by face recognition models,

z

Izll2"

zZ= (2)
In parallel, the cryptographic key k is preprocessed to
align its scale and dimensionality with the normalized
identity embedding 2. First, the key is L2-normalized
to ensure its numerical magnitude is balanced with the

identity vector,
k

Iy ¥
Next, this normalized key is transformed into the target
dimensionality d, through a learned linear layer followed
by a ReLLU activation,

]%:

k' = ReLU(Wik +by), Wy € RE=X% b e R%=, (4)

where Wy, represents the learnable weight matrix of the
linear projection layer, and by is the corresponding learn-
able bias vector. The projection produces a key-based vec-
tor k£’ that matches 2 in dimensionality, and whose magni-
tudes adjust during training to fall in a range comparable
to that of Z. The MLP then combines the identity-based
vector Z with the key-based vector &’ into the projected

vector
2 = P(z7 k:) = MLP(é || k’), (5)

where || denotes concatenation along the feature axis.
By resolving the dimensional and scale mismatches in
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% = Frozen component

E =Recognizer + Encoder G1 = StyleGAN2 Generator
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Figure 2. A simplified overview of the proposed hybrid framework. The Subject- and Key-conditioned Pseudonym
Generator (SKPG) first generates a pseudonym based on the subject and a binary cryptographic key: the subject’s
face is encoded into a latent vector z by the Encoder E, preprocessed together and concatenated with the key in the
Projector P, and mapped through the StyleGAN2 generator Gy to generate a consistent pseudonym. After the
SKPG has generated a pseudonym, the Face-Adapter generator Go face swaps the pseudonym back into the original
frame to preserve context. Only the lightweight Projector P is trained, while the Encoder, StyleGAN2 generator,
and Face-Adapter generator are frozen. This design keeps the framework biometric database-free and consistent
through the SKPG backbone while preserving context through the Face-Adapter generator.

this dedicated projection step, the network frees the
downstream MLP to focus on its primary objective of
merging the identity and the key.

After projection, the projected vector z’ is added
to the pre-calculated average latent vector w,yg of the
StyleGAN2 [40] generator,

(6)

By anchoring the latent at wayg, the model starts from
a realistic face. wayg is the average latent vector of the
StyleGAN2 W space and therefore lies in its densest, most
realistic region. Starting from this point lets the network
learn small, identity-driven offsets rather than discover
realistic faces from scratch. To match the required input
format of the StyleGAN2 generator, the vector w is then
replicated across 18 style layers to form the extended
latent representation W+ € R8*4=_ This step is denoted
by a tiling operator 7 : R% — R¥X4= defined as

/
W = Wayg + 2.

Wt =T(w) = (w,w,...,w). (7)

18 times

The StyleGAN2 generator (G7) then maps this extended
latent to generate a pseudonym,

o' =G (W) = Gi(T (w)). (8)
In the final stage, the pseudonym z’ is combined with
the original frame x in the Face-Adapter generator
(G2), which performs a face swap to produce the final
pseudonymized frame Z,

& = Ga(x,2").

9)

This generator preserves the original context by blending
the generated pseudonym into the subject in the original
video frame.

The swap replaces only the face and keeps the sub-
ject’s hair from the original frame. The hair is left in
place because Face-Adapter blends the new face into
the existing head, and regenerating the hairline would
introduce artifacts.

3.2 Training Strategy

Only the SKPG backbone is utilized during training and
the Face-Adapter generator (G3) does not participate
in the training loop. Training optimizes the Projector
(P), including its key projection parameters Wy and by,
while the Encoder (E) and StyleGAN2 generator (G;)
are frozen. Face-Adapter is excluded due to its high
parameter count and large diffusion-based architecture.
Including it in the training process would increase the
computational cost because of the added volume of gradi-
ents required for backpropagation. Its inclusion is unnec-
essary for the core optimization, as the loss functions are
specifically designed to refine the identities generated by
StyleGAN2. Furthermore, Face-Adapter is already pre-
trained to preserve these pseudonyms’ identities during
swapping. Further training would only be fine-tuning the
model on the identities in the training set, introducing
the risk of overfitting.

The optimization is controlled by a multi-task learning
objective built on a Cosine Embedding Loss (L¢os). The
loss compares two identity embeddings f; and fo through
their cosine similarity cos(f1, f2), and a label I € {1, -1}
selects how the pair is treated. With [ = 1 the loss
decreases as the two embeddings align, pulling them



toward the same identity. With [ = —1 the loss instead
penalizes similarity and pushes the embeddings apart,
until their cosine similarity falls to the margin m, beyond
which the penalty is zero. The margin m therefore sets
the minimum separation enforced in the push-apart case.
The margin is a tunable hyperparameter held fixed during
training. Combining both cases gives

1 —cos(f1, f2), =1,
maux(O7 cos(f1, f2) — m), l=-1.
(10)
In each of the loss terms that follow, [ is fixed to a single
value, +1 when the two embeddings should match and
—1 when they should differ, so [ acts as a fixed switch per
term rather than a quantity that varies during training.
For simplicity, the SKPG backbone is denoted by the
shorthand

Lcos(flanalvm) = {

G(Z‘,k‘) =G (T(wavg +P(E(x)7k)))7 (11)
which generates a pseudonym from a subject’s face x and
a secret key k.

The five primary loss components are defined as fol-
lows, where the symbol R denotes a pre-trained face
recognition model used to extract identity embeddings,
1 and zo are two samples of one subject, y; is a sample
of a different subject, and k; and ko are two distinct keys.

e Anonymity loss (Lano): ensures the pseudonym
identity is different from the identity of the subject,

Lano = LCOS(R(G(I‘l,kl)), R($1), —17 m) (12)

e Consistency loss (Lcon): ensures that different
samples of the same subject generate the same
pseudonym identity when using the same key,

Lcon = LCOS (R(G(ml, kl)), R(G(.’Eg, k‘l)), 1, m)
(13)

e Diversity loss (Lgiv): ensures that a subject
generates different pseudonym identities when using
different keys,

Ldiv = LCOS(R(G(J?l,]ﬁ)), R(G(Z‘l,kg)), —1, m)
(14)

e Differentiation loss (Lgjr): ensures that distinct
subjects generate different pseudonym identities
even if the same key is applied,

Ldif - Lcos (R(G(Ihkl)), R(G(yl,kl)), 71, m)

(15)

e Regularization loss (Lyeg): ensures the
pseudonyms are realistic,

Lieg = [[w — wavgl3, (16)

Algorithm 1 Training the Projector P

Require: Training set D. Encoder E, StyleGAN2 generator
G1, Recognizer R. Mean latent wavg. Weights A. Margin
m. Learning rate n. Epochs N.
Ensure: Trained Projector P
1: Initialize Projector parameters 6p
2: for epoch =1,..., N do
3: for all mini-batches in D do

4 Given identities x and y, sample z1,z2 and y1
5 Sample binary keys k1, k2
6: S+ {(1,1), (1,2), (2,1)}
7 T, <+ G(xq, kp) for (a,b) € S
8 mlyl — G(y17 kl)
9 fab < R(z),) for (a,b) € S
10 f'yl — R(‘rgn)
11 f1 < R(z1)
12: Lano <_Lcos(f11,fla_1>m)
13: Leon < Leos(fi1, f21,+1,m)
14: Laiv = Leos(f11, f12,—1,m)
15: Lais Lcos(flh fyl ,—1, m)
16: Lyeg < ||P(E(z1), k1)||3
17: Liot < AanoLano + AconLicon + AdivLaiv + AaitLais +
)\regLreg
18: Op HQP*UVGPLtot
19: end for
20: end for

21: return P

where w,,s represents the average latent vector
of the StyleGAN2 generator. By penalizing large
deviations from wayg, Lreg constrains w to remain
within the realistic regions of the StyleGAN2 latent
space.

These five components are combined into a single multi-
task objective, where each weight \; controls the relative
importance of its corresponding term,

Ltot = )\anoLano + >\conLcon + )\dideiv

(17)
+ )\dideif + )\regLreg-

Algorithm 1 summarizes the full training procedure.
Each mini-batch draws two samples from one identity
and one sample from another identity, runs them through
the Encoder, Projector, and StyleGAN2 generator, and
updates only the Projector’s parameters from the total
loss Lioy.

4 Experimental Results

The proposed framework is evaluated by establishing the
shared experimental setup, followed by three primary
experiments assessing privacy, action recognition, and
emotion recognition. Then two ablation studies quantify
two specific design choices for the Projector’s architecture.



4.1 Experimental Settings

Training Datasets Two datasets were used during
training. CelebA [41], consisting of 202,599 facial im-
ages of 10,177 unique identities, was used to train the
SKPG backbone. CelebA-HQ [42], a high-quality sub-
set of CelebA, was used to train the StyleGAN2 model
from scratch. To ensure that the generated pseudonyms
are clearly visible without biometric-irrelevant features,
CelebA-HQ was filtered to exclude images containing
accessories.

Training Configuration The framework incorporates
several core architectures. The Encoder uses FaceNet
(Inception-ResNet-v1) [43] pre-trained on the VGGFace2
dataset [44] to extract identity embeddings. The Style-
GAN2 generator uses the official PyTorch ADA release
[45], trained from scratch on the filtered CelebA-HQ
dataset. The Face-Adapter [22] generator uses the Stable
Diffusion v1-5 base model [46] with the official Face-
Adapter checkpoints on HuggingFace.

Training was conducted on a single GPU with at least
12GB of VRAM. The Adam optimizer with g; = 0.9
and By = 0.999, the learning rate of 3 x 1074, and the
Cosine Embedding Loss margin of 0.4 were all adapted
from IVFG to avoid computationally prohibitive hyperpa-
rameter tuning. The Projector’s Multi-Layer Perceptron
(MLP) was configured with hidden dimensions of (1024,
512) and trained using an 80/20 training-validation split
over 10 epochs. The binary cryptographic key had a
dimensionality of 128 to provide a sufficiently large key
space . Finally, the loss weights were set to Ay, = 0.1,
>\con = 1, /\div = 1, )\djf = 1.25, and >\rcg =1.5.

The low A.no value matches the IVFG configuration.
Generated pseudonyms inherently differ from the real
identity distribution and easily satisfy anonymity. There-
fore, heavy optimization on this objective is unneces-
sary. Furthermore, \g;r was weighted heavier than the
consistency and diversity parameters because the model
initializes the Projector’s output to wayg, resulting in sim-
ilar generated pseudonyms for every subject, requiring a
stronger penalty to successfully differentiate them.

The complete training configuration was shared across
Experiments 1, 2, and 3. The two ablations reuse this
configuration and only vary the Projector’s architecture
by disabling input normalization and not anchoring to
Wave to isolate each design choice.

Rendering Strategies Under Evaluation The pro-
posed SKPG backbone builds upon the subject- and key-
conditioned generation principles introduced by IVFG
[37] and KFAAR [38]. To evaluate how different down-
stream rendering strategies affect the final pseudonymized
video, the SKPG backbone was kept fixed while only
the rendering strategy varied. This isolates the impact
of the rendering step and establishes a direct compari-

son between the proposed swap-based approach and the
methodologies of these existing frameworks.
The rendering strategies were implemented as follows:

¢ SKPG-BB (Inspired by IVFG): IVFG gener-
ates a standalone pseudonym but does not specify a
mechanism for integrating it back into the original
video frame. To evaluate this approach on video
data, SKPG-BB adapts the method by applying a
naive bounding-box overwrite. The face region from
the SKPG output is cropped and pasted directly
over the bounding box of the subject’s face.

¢ SKPG-Reenact (Inspired by KFAAR):
KFAAR improves upon static generation by using
face reenactment to align the generated head pose
and expression with the subject before overwriting
the region. Because the specific FaceVid2Vid model
[47] used in KFAAR is private, SKPG-Reenact repli-
cates this methodology by using Face-Adapter in its
face-reenactment mode. This step inherently aligns
the generated pseudonym’s pose with the target
frame, eliminating the need for manual cropping
before pasting it onto the subject’s face.

¢ SKPG-Swap (Ours): Represents the proposed
context-preserving hybrid framework. This strategy
uses diffusion-based face swapping via Face-Adapter
operating in face-swap mode. Rather than over-
writing the region with a cropped image, it takes
the complete, uncropped pseudonym generated by
the SKPG backbone and blends its identity into
the bounding box of the subject’s face.

Alongside SKPG-BB and SKPG-Reenact, the pro-
posed framework was also compared to DeepPrivacy2
[3]. DeepPrivacy?2 is database-free, preserves head pose
and environment, and is cross-video consistent under
similar conditions in different videos. These proper-
ties make the method a relevant external baseline. The
SKPG-BB/Reenact variants isolate the rendering choice,
while DeepPrivacy2 represents a strong prior method that
shares the database-free constraint.

4.2 Experiment 1: Privacy and Identity
Preservation

The first experiment answers the question: Does the
proposed framework anonymize subjects while preserving
consistency, diversity, differentiation, and context?

Dataset The experiment used VoxCeleb2 [2], a dataset
of celebrity videos with associated identity labels, to test
the framework on real-world video footage. All clips were
processed to 5fps. The dataset was filtered to 400 iden-
tities with 2 samples per identity to save computational
cost.



Pre-trained Models and Configuration Identity
embeddings for the calculation of Re-identification (Re-
ID) metrics were extracted using the ArcFace model [48]
provided by the InsightFace Buffalo_L. package. The
proposed framework was compared against DeepPrivacy2
and the SKPG-BB and SKPG-Reenact baselines.

Metrics The following Re-ID metrics quantify four
properties of the framework using the Area Under the
Curve (AUC) and Equal Error Rate (EER) of the cosine
similarities between ArcFace embeddings. Regardless of
whether a metric aims for a high or low similarity score,
the evaluation is structured such that a higher AUC
and a lower EER always indicate better results. Three
of the metrics target a low cosine similarity to ensure
identities are distinctly separated. Anonymization (Anon)
compares the subject with its pseudonym, Diversity (Div)
compares pseudonyms generated from the same subject
using different keys, and Differentiation (Dif) compares
pseudonyms from different subjects under the same key.
In contrast, Consistency (Con) targets a high cosine
similarity, as it compares pseudonyms generated from
different video samples of the exact same subject using
the same key.

Context preservation was measured through three
complementary metrics. Structural Similarity (SSIM)
and Learned Perceptual Image Patch Similarity (LPIPS)
jointly quantify whether the environment remains in-
tact, where higher SSIM and lower LPIPS indicate better
preservation. Landmark Distance penalizes frameworks
that fail to preserve the head pose and expressions of the
subject.

To ensure every metric could be calculated, the eval-
uation was performed using a batch-based setup. Each
batch consisted of two distinct identities to calculate
differentiation, two sample videos per identity to calcu-
late consistency, and two different cryptographic keys to
calculate diversity.

Results Table 2 presents the context preservation met-
rics. SKPG-Swap (Ours) achieved the lowest landmark
distance (0.050), and SSIM and LPIPS scores close to
DeepPrivacy?2, indicating that it preserves context compa-
rably to DeepPrivacy2. While SKPG-Reenact improved
landmark distance compared to SKPG-BB due to its
face-reenactment step, both rendering strategies were
substantially worse in preserving context than SKPG-
Swap. SKPG-Swap is therefore the best SKPG variant
at preserving context.

Table 3 shows the anonymization results. The pro-
posed framework reached an Anon AUC of 78.4, rank-
ing below the bounding-box rendering strategies and
above DeepPrivacy2. Notably, SKPG-BB achieved a
near-perfect score (AUC 99.9), effectively eliminating
any link back to the subject. SKPG-Reenact ranks
just below SKPG-BB. The proposed framework therefore

anonymizes less strongly than the bounding-box strate-
gies, but more strongly than DeepPrivacy2.

Table 4 reports consistency, both within and across
videos. For within-video consistency, SKPG-Swap (Ours)
demonstrated competitive results (AUC 92.1), scoring
similarly to both SKPG-BB and SKPG-Reenact. For
cross-video consistency, SKPG-BB maintained the high-
est consistency, followed by SKPG-Reenact. In compar-
ison, both SKPG-Swap (AUC 64.9) and DeepPrivacy?2
experienced a larger drop than the bounding-box strate-
gies across separate videos, scoring similarly to each other.
SKPG-Swap therefore preserves pseudonym consistency
within a video but is less consistent across separate videos.

Finally, Table 5 reports the diversity and differenti-
ation metrics. SKPG-Swap matched DeepPrivacy2 on
differentiation (AUC 81.4) and outscored the bounding-
box rendering strategies by a small margin. In terms
of diversity, while SKPG-Swap demonstrates moderate
key-driven variation (AUC 74.8), it does not achieve the
same level of distinctness as the bounding-box rendering
strategies SKPG-BB (AUC 99.8) and SKPG-Reenact.

In summary, the proposed framework successfully
preserves strong context, differentiation, and diversity,
while achieving moderate anonymization. Furthermore,
it maintains reliable within-video consistency, although
it does not provide full cross-video consistency.

Table 2. Context preservation metrics on VoxCeleb2.
SKPG-Swap (Ours) achieved the lowest landmark dis-
tance, and an SSIM and LPIPS close to DeepPrivacy?2,
substantially outperforming the bounding-box render-
ing strategies SKPG-BB and SKPG-Reenact on context
preservation.

Method SSIM 1+ LPIPS | Landmark Dist |
DeepPrivacy?2 81.2 9.8 0.053
SKPG-BB 53.7 40.9 0.113
SKPG-Reenact 54.5 45.8 0.064
SKPG-Swap (Ours) 80.0 10.9 0.050

Table 3. Anonymization results on VoxCeleb2. SKPG-
Swap (Ours) reached an Anon AUC of 78.4, ranking
above DeepPrivacy2 and below the bounding-box ren-
dering strategies, with SKPG-BB achieving near-perfect
anonymization (AUC 99.9).

Method Anon AUC 1t Anon EER |
DeepPrivacy?2 62.5 41.8
SKPG-BB 99.9 0.2
SKPG-Reenact 96.7 8.6
SKPG-Swap (Ours) 78.4 26.3




Table 4. Counsistency results on VoxCeleb2, measured both within and across videos. Original indicates the
consistency scores on the unmodified videos. SKPG-Swap (Ours) matched the bounding-box strategies on within-
video consistency (AUC 92.1) but dropped on cross-video consistency (AUC 64.9).

Method Within AUC +  Within EER | Cross AUC T Cross EER |
Original 96.1 5.0 88.0 16.4
DeepPrivacy2 96.0 9.8 65.4 38.7
SKPG-BB 93.1 14.7 86.6 21.6
SKPG-Reenact 92.7 14.5 77.0 27.9
SKPG-Swap (Ours) 92.1 14.3 64.9 38.5

Table 5. Diversity and Differentiation results on VoxCeleb2. Original shows scores on the unmodified videos. The
N/A values in the original and DeepPrivacy2 rows indicate that the diversity score cannot be calculated as their
resulting videos are not keyed. SKPG-Swap (Ours) achieved the highest differentiation among the pseudonymization
methods while matching DeepPrivacy2, but a lower diversity score (AUC 74.8) than SKPG-BB (AUC 99.8).

Method Div AUC 1t Div EER | Dif AUCt Dif EER |
Original N/A N/A 95.9 9.9
DeepPrivacy?2 N/A N/A 81.2 26.8
SKPG-BB 99.8 0.9 79.1 28.5
SKPG-Reenact 91.9 13.8 76.8 29.9
SKPG-Swap (Ours) 74.8 29.3 81.4 26.2
4.3 Experiment 2: Utility Preservation Metrics Utility preservation was quantified through

Through Action Recognition

The second experiment answers the question: How does
the proposed framework impact action recognition on
face-dependent tasks?

Dataset The experiment used UCF101 [49], a human
action recognition dataset consisting of realistic action
videos. All clips were processed to 5 fps. To ensure an un-
biased evaluation, only the official testing split was used,
as the evaluation model that was used is trained on the
UCF101 training split. The dataset was filtered to include
only five classes, namely ApplyFEyeMakeup, ApplyLipstick,
BrushingTeeth, PlayingFlute, and ShavingBeard, leaving
92 test videos. This selection is a deliberately challenging
subset because these classes depend on head pose, expres-
sions, and how objects interact with the face. Therefore,
maintaining high accuracy on this subset demonstrates
that pseudonymization preserves the context necessary
for face-dependent action recognition.

Pre-trained Models and Configuration To evaluate
the downstream utility of the pseudonymized videos, this
experiment used an action recognition model based on
the VideoMAE architecture [50]. The nateraw/videomae-
base-finetuned-ucf101 model was used, implemented via
Hugging Face. This model was fine-tuned on the 101
action classes of the UCF101 dataset, ensuring the model
is familiar with the chosen subset while having a broader
range of possible predicted classes to capture misclassifi-
cations.

three metrics computed on the predictions of the fine-
tuned VideoMAE model. Classification Accuracy is the
ratio of videos correctly classified into their original action
categories after the pseudonymization process. The Pre-
diction Agreement Rate complements accuracy by mea-
suring how often the model assigns the pseudonymized
video to the same class it predicted on the corresponding
unmodified video, regardless of whether that prediction is
correct. A high agreement rate indicates that the method
preserves the downstream behavior of the model, not only
the fraction of clips that land on the correct label. Be-
cause the downstream classifier evaluates the exact same
clips across all methods, the evaluation uses the exact
two-sided McNemar test [51] to determine whether the
resulting differences in accuracy compared to the unmod-
ified baseline are statistically significant. Appendix A,
Table A.1 reports the discordant clip counts, the McNe-
mar x2, and the exact p-value for every method. Per-class
confusion matrices in Appendix B complement these ag-
gregate metrics by showing which classes each method
correctly classifies and which it fails on.

Results Table 6 presents the action recognition results,
comparing SKPG-Swap against DeepPrivacy2, SKPG-
BB, and SKPG-Reenact, alongside the baseline results
on the unmodified videos. The unmodified videos estab-
lished an upper bound for classification accuracy (91.3).
SKPG-Swap retained nearly all of the analytical utility
(90.2), scored similarly to DeepPrivacy2, and outscored
the two bounding-box rendering strategies, SKPG-BB
and SKPG-Reenact. The face-reenactment component in
SKPG-Reenact provided no measurable advantage over
SKPG-BB in classification accuracy. McNemar’s exact



test on the correct/incorrect outcomes confirms that the
accuracy gap to the original baseline is not statistically
significant for SKPG-Swap (p = 1.0) or DeepPrivacy?2,
while SKPG-BB and SKPG-Reenact are significantly
worse than the unmodified baseline. Table A.1 lists all
per-method significance scores. In terms of prediction
agreement with the unmodified baseline, SKPG-Swap and
DeepPrivacy2 each match predictions on a large fraction
of clips (94.6), while SKPG-BB and SKPG-Reenact drop
substantially. This trend directly supports the established
ranking in classification accuracy.

The per-class confusion matrices in Appendix B ex-
pose the source of the accuracy gap. Both bounding-box
renderers fail on the two classes that depend on facial de-
tail, ApplyEyeMakeup and ApplyLipstick, and frequently
misclassify them as unrelated classes such as BlowDryHair
under SKPG-BB and Haircut under SKPG-Reenact. The
three classes that involve face-interacting objects without
depending on facial detail, BrushingTeeth, PlayingFlute,
and ShavingBeard, stay high under every method. SKPG-
Swap matches the unmodified baseline closely on every
class, including the two detail-dependent ones.

Overall, the proposed framework preserves strong
utility for face-dependent action recognition. Unlike
bounding-box methods, it maintains high accuracy and
prediction agreement even on tasks requiring facial details,
matching the unmodified baseline with no statistically
significant drop.

4.4 Experiment 3: Cross-Video Utility
Through Emotion Recognition

This experiment evaluates the framework on facial emo-
tion recognition. This is expected to be a harder setting
than action recognition as modifying the face can distort
the small visual cues classifiers rely on. The experiment
is organized around three questions:

1. How does each pseudonymization framework impact
per-clip emotion recognition?

2. How much does the prediction change when only
the SKPG generated pseudonym is varied, with the
original frame held fixed?

3. Does a consistent pseudonym identity produce more
stable predictions across separate videos than an
inconsistent one?

Dataset and Pre-trained Models The experiment
used RAVDESS [1], the Ryerson Audio-Visual Database
of Emotional Speech and Song. The Emo-AffectNet
model [52] was used for emotion classification. The spe-
cific checkpoint used for this model excluded RAVDESS
from training such that no clip in the evaluation set
had been seen by the pre-trained model. Emo-AffectNet
recognizes seven emotions: Neutral, Happiness, Sadness,

Anger, Fear, Disgust, and Surprise. The Calm emotion
present in the RAVDESS dataset was excluded as the
classification model does not recognize it. From the re-
maining clips, the first statement was selected for all 24
actors, all intensity levels, and both repetitions, resulting
in 624 evaluation clips. All clips were processed at 10 fps.
A higher fps compared to the videos in the previous exper-
iments was chosen because emotion recognition depends
on more temporal and structural detail.

Metrics To answer the first question, the evaluation
measures whether each pseudonymized clip is classi-
fied correctly in isolation. The Unweighted Aver-
age Recall (UAR) reports the mean per-class recall
and matches the primary metric used in the original
Emo-AffectNet paper. A high UAR indicates that the
classifier remains accurate on the pseudonymized clips.
The Prediction Agreement Rate complements the
UAR by measuring how often the classifier assigns the
pseudonymized clip to the same class as the prediction on
the corresponding unmodified clip, regardless of whether
that prediction is correct. A high agreement rate indi-
cates that the method preserves the per-clip behavior of
the downstream classifier rather than only the fraction of
correctly classified clips. Per-class confusion matrices in
Appendix E complement both metrics by showing which
emotions each method classifies correctly and which it
confuses. Because the downstream classifier scores the
same clips across all methods, the evaluation applies the
two-sided exact McNemar test [51] to the per-clip cor-
rect/incorrect outcomes to test whether each method
classifies significantly fewer clips correctly than the un-
modified baseline, with the per-method scores reported
in Appendix D, Table A.2.

To answer the second question, the evaluation quanti-
fies the prediction variance directly. The experiment
ran a controlled comparison with two cryptographic
keys. For every original clip 7 in the evaluation set, two
pseudonymized versions were generated, V; 4 using Key
A and V; p using Key B. Since the original frame was
locked across V; 4 and V; g, the pseudonym blended into
the frame was the only intended difference between the
two versions. The Label Flip Rate compares these two
versions and reports the fraction of the IV evaluation clips
for which the predicted label § changes between the two
keys, where J(+) is the indicator function that returns 1
when the predictions do not match and 0 otherwise,

N
. 1 . .
Flip Rate = N 2“‘(%,,4 # Ui B)- (18)

A high flip rate shows that changing the pseudonym alone
can push the prediction across the decision boundary
between emotions. One caveat is that a different key gives
the same subject a different pseudonym identity, but the
pseudonyms can differ in more than identity alone. They
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Table 6. Utility Preservation on UCF101 Action Recogni

tion. Original indicates results on the unmodified videos

as reference. SKPG-Swap (Ours) matches the unmodified baseline’s prediction on 94.6 of clips, the same rate as
DeepPrivacy2, and McNemar’s exact test finds no significant difference in accuracy from the unmodified baseline
(p = 1.0). The two bounding-box rendering strategies drop substantially and are significantly worse than the

unmodified baseline (p < 107°).

Method Classification Accuracy 1 Pred. Agreement 1
Original 91.3 N/A
DeepPrivacy?2 88.0 94.6
SKPG-BB 68.5 1.7
SKPG-Reenact 68.5 71.7
SKPG-Swap (Ours) 90.2 94.6

can also vary in visual context that is not controlled, like
pose, expression, and environment. Therefore, any change
in prediction when the key changes cannot be attributed
to the change in pseudonym identity alone. Figure A.6 in
Appendix C shows a schematic example of a prediction
flip caused by changing the key and also illustrates how a
pseudonym’s context can differ in addition to its identity.

Finally, to answer the third question, two metrics test
whether a consistent pseudonym identity produces more
stable predictions when the same subject is recorded
across separate videos. The setting mimics longitudinal
tracking by treating pairs of clips that share the same
subject and the same target emotion as repeated videos
of the same subject. The pairs were collected under the
same studio conditions, but they still capture the multi-
video structure that longitudinal analysis has to handle.
The Pairwise Agreement Rate is the fraction of the
M clip pairs for which the classifier predicts the same
emotion category on both clips, where §ciip 1 and Jaip 2
are the predicted labels on the two clips of a pair, and J¥(-)
is the indicator function that returns 1 if the predictions
match and 0 otherwise,

Agreement = % Z Hé(gclip 1= gcﬁp 2). (19)
pairs

The metric captures stability of the predicted label across
the pair regardless of whether that label is correct. Per-
clip classification accuracy was not used because the
same-key and different-key conditions can reach the same
per-clip accuracy while still differing sharply in how often
two clips in a pair receive the same prediction, hiding the
within-pair stability that longitudinal tracking depends
on. The Conditional Accuracy is the probability that
the classifier correctly classifies the second clip given
that it correctly classified the first one, where Correcty
and Correcty denote correct classification on the first
and second clip of a pair and Count(-) counts the pairs
satisfying its condition,
_ Count(Both Correct) (20)
~ Count(Clip 1 Correct)’
The conditional accuracy removes the penalty of the clas-

sifier’s baseline failure rate and therefore shows stability
on already correctly classified clips.

P(Correcty | Correcty)

11

Both metrics are reported under two conditions. The
same-key condition assigned the same key to both clips
in a pair, simulating ideal consistent pseudonymization.
The different-key condition assigned different keys to the
two clips, simulating a subject receiving two different
pseudonym identities across videos. The different-key
condition was evaluated in both orderings of every pair,
such that each key appeared once as the first clip and
once as the second. Figure A.7 in Appendix C gives a
schematic worked example of the two conditions and how
they can have a different output. This schematic also
illustrates how a pseudonym’s context can differ even
when its identity is fixed in the same-key condition. A
wider gap between the two conditions indicates a larger
longitudinal instability caused by inconsistent pseudonym
identities.

Table 7 verifies that the same key gives a consistent
pseudonym identity and different keys give inconsistent
ones on the subjects in the RAVDESS dataset, using
the consistency and diversity metrics from Experiment 1.
Every method exceeded 99.0 on all metrics. The gaps in
Tables 9 and 10 therefore reflect a change in pseudonym
identity when changing the key.

Results Table 8 answers the first question on per-clip
emotion recognition utility. Among the pseudonymization
methods, the proposed framework achieved the highest
UAR (24.0), outperforming SKPG-Reenact, SKPG-BB,
and DeepPrivacy2. Prediction Agreement follows the
same ordering, with SKPG-Swap matching the unmod-
ified baseline on the largest fraction of clips and Deep-
Privacy2 the smallest. Nevertheless, agreement is low for
every method, consistent with the sharp UAR drop. No
method preserves the per-clip behavior of the unmodi-
fied baseline on this task, and the column is meaningful
here only as a relative ranking rather than as evidence of
preserved behavior. DeepPrivacy?2 sits lowest because it
collapses every clip onto Happiness and coincides with
the unmodified baseline only where the unmodified base-
line already predicted Happiness. However, the ranking
matches the action recognition result from Experiment
2 and confirms that the context preserved by face swap-
ping benefits per-clip downstream emotion classification



Table 7. Validation of the same-key and different-key interpretation on RAVDESS. Within-video consistency,
cross-video consistency, and diversity AUCs are computed exactly as in Experiment 1. Every evaluated method
exceeded 99.0 on all three, confirming that the same key maps to a consistent pseudonym identity and different keys
map to inconsistent pseudonym identities at near-perfect rates on this dataset.

Method Within Con AUC 1 Cross Con AUC 1+ Div AUC ¢t
SKPG-BB 99.9 99.9 99.9
SKPG-Reenact 99.4 99.4 99.4
SKPG-Swap (Ours) 99.8 99.7 99.7

relative to the other methods. The McNemar test on the
per-clip outcomes confirms that every pseudonymization
method, including SKPG-Swap, classifies significantly
fewer clips correctly than the unmodified baseline, as
detailed in Appendix D, Table A.2.

Table 8. Per-clip emotion recognition on RAVDESS.
SKPG-Swap (Ours) reached the highest UAR (24.0) and
the highest Prediction Agreement with the unmodified
baseline among the pseudonymization methods. Agree-
ment is low for every method, consistent with the sharp
UAR drop, so the column ranks the methods by how little
they diverge from the unmodified baseline rather than
showing that any method preserves its per-clip behavior.
SKPG-Swap diverges least, confirming that the context
preserved by face swapping benefits per-clip emotion clas-
sification relative to the alternatives.

Method UAR 1T Pred. Agreement 1
Original 53.6 100.0
DeepPrivacy2 14.3 16.3
SKPG-BB 14.6 20.8
SKPG-Reenact 20.7 21.9
SKPG-Swap (Ours) 24.0 23.8

The per-class confusion matrices in Appendix E show
where each method succeeds and fails per class. DeepPri-
vacy2 predicts Happiness for every clip, including clips
whose true emotion is Neutral, which the unmodified base-
line recognized perfectly. SKPG-BB only ever predicts
Happiness or Neutral, never the other five classes. SKPG-
Reenact predicts Neutral for most clips but classifies
Happiness correctly on under half of its clips. SKPG-
Swap classifies Happiness correctly on the majority of
its clips and also produces correct predictions on Anger,
Sadness, and Surprise, which explains its higher UAR.
Even SKPG-Reenact and SKPG-Swap, the two methods
that preserve facial expression, recover only Happiness
and Neutral with any reliability. These are the two classes
the unmodified baseline already recognizes most easily.
Harder emotions such as Anger, Fear, and Surprise re-
main difficult after pseudonymization.

Table 9 answers the second question. Changing the
pseudonym while holding the original clip fixed produced
a substantial label flip rate across all methods. SKPG-
BB recorded the highest flip rate, consistent with its
bounding-box overwrite that generates an entire new face

without aligning the subject’s expression. SKPG-Reenact
recorded the lowest flip rate and the proposed framework
ranked between them (38.1). Therefore, because of the
high flip rates, a varying pseudonym is a measurable
trigger of prediction variance.

Table 9. Label flip rate caused by changing pseudonyms
on RAVDESS. This metric compares predictions on V; 4
and V; p, which share the same clip and differ only in
the pseudonym. SKPG-BB recorded the highest flip rate,
SKPG-Reenact the lowest, and the proposed framework
sat between them. These results indicate that changing
the pseudonym can introduce variance in predictions

Method Label Flip Rate |
SKPG-BB 72.0
SKPG-Reenact 28.7
SKPG-Swap (Ours) 38.1

Table 10 answers the third question by testing whether
a consistent pseudonym identity reduces this variance
across pairs of videos. For every evaluated method, both
Pairwise Agreement and Conditional Accuracy were sub-
stantially higher in the same-key condition than in the
different-key condition. The proposed framework reached
higher same-key scores than its different-key condition
on both Pairwise Agreement and Conditional Accuracy
(90.5 vs. 53.6 on Conditional Accuracy), and SKPG-BB
and SKPG-Reenact followed the same pattern. Across
every method, holding the pseudonym identity consistent
across the pair (same-key) produced more stable predic-
tions than letting it change (different-key), demonstrating
in this controlled setting that consistent pseudonymiza-
tion reduces prediction variance across videos.

4.5 Experiment 4: Ablation of Input Pre-
processing in the Projector

The fourth experiment answers the question: How does
the input preprocessor in the Projector affect its capacity
to optimize the learning objectives?

Section 3.1 argues that the magnitude mismatch
between the unnormalized binary key k£ and the L2-
normalized latent vector z complicates the optimization
of the learning objectives as the Projector’s MLP has
to learn to balance the inputs. This ablation tests this
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Table 10. Pairwise agreement rate and conditional accuracy on RAVDESS on every pair of clips that share the
same subject and target emotion. The different-key condition is evaluated in both orderings of every pair. For every
method, the same-key condition resulted in higher agreement and conditional accuracy, indicating that a consistent
pseudonym identity gives more stable predictions across videos.

Pairwise Agreement Rate I Conditional Accuracy 1

Method same-key different-key same-key different-key
SKPG-BB 97.4 27.5 99.2 14.0
SKPG-Reenact 90.9 70.7 85.9 44.2
SKPG-Swap (Ours) 85.9 60.3 90.5 53.6

argument by training a second Projector without the
input preprocessor and comparing its behavior to that of
the Projector used in Experiment 1.

Configurations Two Projectors were trained under
settings identical to Experiment 1. They differ only in
the preprocessing steps applied before concatenation.

e Raw Projector. z and k are concatenated without
L2 normalization and without rescaling of k.

e Full Projector. Both z and k are L2-normalized,
and k is additionally rescaled to a magnitude com-
parable to z through the learned projection, as
described in Section 3.1. This is the same trained
Projector evaluated in Experiment 1.

Fach Projector was then evaluated through the SKPG-
BB, SKPG-Reenact, and SKPG-Swap rendering strate-
gies, resulting in six evaluations. Evaluations used the
same VoxCeleb2 dataset from Experiment 1.

Metrics The ablation reports five metrics from Exper-
iment 1 that together measure how well the Projector
optimizes its learning objectives: Anonymization (Anon),
Diversity (Div), Differentiation (Dif), within video Con-
sistency (Within Con) and Consistency across videos
(Cross Con). A well-balanced Projector optimizes all
five properties and achieves high Area Under the Curve
(AUC) scores on all of them.

Results Table 11 shows the results for the ablation of
the input preprocessor. Adding the preprocessing steps
improves every metric across all three rendering strategies,
with the single exception of the already-saturated Anon
score for SKPG-BB. The consistency of this direction
indicates that the magnitude mismatch does not only re-
strict the Projector’s use of the key but broadly degrades
its capacity to optimize the learning objectives. With-
out the preprocessor, the downstream MLP must resolve
the scaling differences internally while simultaneously
learning the multi-objective mappings.

The face-swap strategy amplifies this improvement.
On SKPG-Swap, adding the preprocessor causes sub-
stantial rises in cross-video consistency (4+6.2 AUC) and

key-driven diversity (+7.8 AUC), alongside smaller in-
creases in anonymization and within-video consistency.
SKPG-Reenact shows a similar increase in cross-video
consistency and diversity.

The preprocessor is therefore an important architec-
tural choice. By resolving the dimensional and scale
mismatches using L2-normalization and a dedicated key
projection layer, the downstream MLP better optimizes
the Projector’s learning objectives.

4.6 Experiment 5: Ablation of the wayg
Anchor

The fifth experiment answers the question: Is the way, an-
chor necessary, given that the regularization loss already
pulls the latent vector w toward wayg?

The anchor introduced in Section 3.1 adds the Projec-
tor’s output 2z’ to the StyleGAN2 average latent vector
Wayg before mapping it to W*. This addition initial-
izes the vector inside a realistic region of the StyleGAN2
latent space W, ensuring the Projector can focus on
learning small identity-driven offsets in this region. The
regularization loss (Eq. (16)) pulls w towards wayg dur-
ing training, which makes the anchor look redundant.
However, the anchor and the regularization loss act at
different moments: the anchor fixes the initialization,
while the regularization loss applies a soft penalty dur-
ing optimization. Removing the anchor therefore leaves
the training objective unchanged and instead shifts the
initialization to the unanchored Projector output. This
ablation tests whether the regularization loss alone can
recover realistic pseudonyms from this unanchored state,
and how removing the anchor affects the optimization of
the learning objectives.

Configurations Two Projectors were trained under
settings identical to Experiment 1, differing only in how
the latent vector w is constructed before replication to
wH+.
e No-Anchor: the latent w is the projected vector,
!
w=2z.

e Full: the latent w is the addition of the projected
vector to the anchor, w = wayg + 2. This is the
same Projector evaluated in Experiment 1.
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Table 11. Ablation of the input preprocessor in the Projector on VoxCeleb2. Parentheses next to the Full Projector
scores show the gain over the Raw Projector. The Full Projector scores higher than the Raw Projector on all five
Re-ID metrics for every rendering strategy, with the sole exception of the already-saturated anonymization score for
SKPG-BB. The preprocessor therefore consistently improves the Projector’s ability to satisfy all learning objectives,
with the strongest benefit on key-driven diversity and cross-video consistency under SKPG-Swap.

Method Anon AUC 1+ Within Con AUC 1 Cross Con AUC 1+ Div AUC 1t Dif AUC 7t
Raw Projector (no preprocessor, ablated)

SKPG-BB 99.9 92.3 84.6 99.2 76.9
SKPG-Reenact 94.9 90.5 70.7 84.4 75.5
SKPG-Swap 74.4 89.8 58.7 67.0 80.7
Full Projector (L2 normalization and key rescaling)

SKPG-BB 99.9 (40.0) 93.1 (40.8) 86.6 (+2.0) 99.8 (+0.6) 79.1 (+2.2)
SKPG-Reenact  96.7 (+1.8) 92.7 (+2.2) 77.0 (+6.3) 91.9 (+7.5) 76.8 (+1.3)
SKPG-Swap 78.4 (+4.0) 92.1 (4+2.3) 64.9 (+6.2) 74.8 (+7.8) 81.4 (+0.7)

Both Projectors were evaluated through the SKPG-BB,
SKPG-Reenact, and SKPG-Swap rendering strategies on
the VoxCeleb2 dataset from Experiment 1.

Metrics The ablation reports pseudonym realism qual-
itatively in Figure 3 and learning behavior in the loss
curves of Figure 4. The five Re-ID metrics from Ex-
periment 1 measure how well the learning objectives
are optimized: Anonymization (Anon), Diversity (Div),
Differentiation (Dif), within-video Consistency (Within
Con), and cross-video Consistency (Cross Con), each
reported as AUC across all three rendering strategies.

Results The generated pseudonyms in Figure 3 demon-
strate that the anchor primarily provides a realistic ini-
tialization. The Full Projector produces recognizable
pseudonyms from the first epoch, whereas the No-Anchor
Projector produces faces that are unrealistic and barely
recognizable. Within the same training capacity, the No-
Anchor variant never fully recovers, and the generated
pseudonyms still show visual distortions at epoch 10.
The loss curves in Figure 4 confirm the initializa-
tion argument quantitatively. The regularization loss
stays low for the Full configuration from the first epoch,
while for the No-Anchor variant, it starts much higher
and never closes the gap. The Full configuration also
holds a lower re-identification (Re-ID) loss through the
early epochs, although the Re-ID losses of both config-
urations eventually converge. For context, this Re-ID
loss is the weighted sum of the anonymization, diversity,
consistency, and differentiation losses used to optimize
the re-identification metrics. While applying a higher
regularization weight (Aweg) could theoretically force a
lower regularization loss for the No-Anchor variant, doing
so would likely make the identity objectives harder to
optimize, as the regularization objective would become
more dominant. Therefore, the initialization provided
by the waye anchor makes it easier to optimize the regu-
larization objective, while maintaining at least as much
capacity to optimize the other identity objectives.

The Re-ID metrics in Table 12 show that the anchor’s
downstream value depends on the rendering strategy.
The addition of the anchor hardly changes the scores
for SKPG-BB, which exposes the SKPG output directly.
Therefore, the initial structural distortions barely affect
the pseudonym’s Re-ID scores directly. Instead, these
distortions become costly only after Face-Adapter blends
the faces back into the original frames. Adding the an-
chor substantially increases cross-video consistency and
diversity for SKPG-Reenact. SKPG-Swap amplifies these
gains even further for these two metrics (up to +14.4 AUC
on diversity), while additionally achieving an increase in
anonymization (+11.1 AUC). Both strategies render the
output using Face-Adapter, which struggles to integrate
a distorted pseudonym. The anchor therefore matters at
the rendering step, not in the raw SKPG output.

In conclusion, the w,y, anchor remains necessary de-
spite the regularization loss, because its realistic initial-
ization ensures the structural realism of the generated
pseudonyms. This directly translates into downstream
improvements when those faces are processed through
advanced face-reenactment or face-swapping rendering
steps like in SKPG-Swap and SKPG-Reenact.

5 Discussion

This thesis evaluated three rendering strategies on the
shared SKPG backbone, plus an external baseline, against
Re-ID, context preservation, and downstream-utility met-
rics. Some useful insights emerged from training and
evaluation.

Identity leakage in SKPG-Swap A single mecha-
nism explains the Re-ID metrics for SKPG-Swap: because
it blends the subject into the output, part of the subject’s
identity remains in the pseudonymized frame. This leak-
age moves the pseudonym closer to the subject’s original
face, lowering anonymization (Anon AUC 78.4 against
99.9 for SKPG-BB). It pulls every pseudonym of a sub-
ject toward that subject’s identity regardless of the key,
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Table 12. Ablation of the wave anchor on VoxCeleb2. Re-ID metrics are reported as AUC for each rendering
strategy. Parentheses next to the Full scores show the gain over No-Anchor. Removing the anchor changes the
Re-ID metrics by at most 1.3 percentage points on the bounding-box SKPG-BB strategy, but substantially degrades
them on SKPG-Reenact and SKPG-Swap. Both of these run the pseudonym through an extra rendering step, and
that step is where the anchor’s downstream value emerges rather than in the SKPG generated pseudonym.

Method Anon AUC 1+  Within Con AUC T  Cross Con AUC 1 Div AUC t Dif AUC 1t
No-Anchor (ablated)

SKPG-BB 100.0 93.8 86.3 99.1 80.4
SKPG-Reenact 95.2 90.9 69.3 82.1 76.8
SKPG-Swap 67.3 88.0 55.3 60.4 82.3
Full (with wawg anchor)

SKPG-BB 99.9 (-0.1) 93.1 (-0.7) 86.6 (+0.3) 99.8 (+0.7) 79.1 (-1.3)
SKPG-Reenact 96.7 (+1.5) 92.7 (+1.8) 77.0 (+7.7) 91.9 (+9.8)  76.8 (4+0.0)
SKPG-Swap 78.4 (+11.1) 92.1 (+4.1) 64.9 (+9.6) 74.8 (+14.4)  81.4 (-0.9)

lowering diversity (Div AUC 74.8 against 99.8). Because
each output retains part of the subject’s identity, two
different subjects stay separable, raising differentiation
(Dif AUC 81.4 against 79.1). Diversity and differentiation
moving in opposite directions is the signature of leaked
identity rather than noise added by the rendering step.
A general loss of pseudonym quality would lower both at
once.

The drop in cross-video consistency for SKPG-Swap
(Cross Con AUC 64.9) has two separate causes. The first
is the leakage described above. Not only the subject’s
identity is leaked by the blend but also video-specific
appearance such as lighting and head pose. This video-
specific appearance causes the cross-video consistency of
the unmodified videos to drop to 88.0 from a within-video
consistency of 96.1. Therefore, leakage of video-specific
appearance inherently lowers cross-video consistency for
SKPG-Swap as well. The second cause is the SKPG
backbone itself, which is not perfectly consistent across
separate videos even before any rendering into the original
frame. SKPG-BB, which exposes the generator output
directly, only reaches a cross-video consistency of 86.6
against a score of 93.1 within a video. Thus, part of
the cross-video drop for SKPG-Swap originates in the
generated pseudonym and is then amplified by the video-
specific leakage of the blend.

Trading Re-ID scores for downstream utility A
second pattern runs across the rendering strategies: the
stronger the Re-ID scores, the weaker the downstream
utility. SKPG-BB and SKPG-Reenact score highest on
nearly all Re-ID metrics but score worst on both down-
stream tasks. In contrast, SKPG-Swap trades some Re-1D
scores for context preservation, allowing it to retain al-
most all of the unmodified baseline action recognition
accuracy and reach the highest emotion recognition UAR
among the pseudonymization frameworks. Comparing
the two bounding-box strategies isolates the contribution
of face reenactment. Aligning head pose and expression
helps the expression-dependent emotion recognition task,

but gives no benefit to action recognition. The action
recognition tasks depended mainly on the objects inter-
acting with the face, which the bounding-box overwrite
removes regardless of how well the face is aligned.

Same-key consistency stabilizes predictions The
longitudinal experiment shows a consistent pattern across
every rendering strategy: pairs of videos assigned the
same key agree more often than pairs assigned different
keys. The same-key versus different-key comparison can-
not isolate the pseudonym identity as the sole cause of
this gap, because two same-key SKPG outputs can still
differ in context, so non-identity attributes vary between
them as well. Even the identity-driven part of the gap
is not inherent to the pseudonym identity: with the sub-
ject’s expression held fixed, an ideal renderer and classifier
would return the same emotion for any pseudonym, so
the gap instead reflects that the renderer and the classi-
fier are imperfect and respond in part to the pseudonym
identity rather than to the subject’s expression. Because
the renderer and the classifier are held fixed across the
same-key and different-key conditions, the difference in
stability between the two conditions is attributable to
pseudonym consistency rather than to the renderer or
the classifier. What the experiment does show is that
keeping the pseudonym identity consistent across videos
produces more stable predictions than letting it vary.
Therefore, the consistency objective on which the SKPG
backbone is trained is a motivated property that stabilizes
downstream predictions.

The different-key gap is not a practical weakness of
the framework, since the framework is designed to assign
the same key to the same subject and therefore always
operates in the same-key setting. Prediction instability
only appears when predictions are compared across sepa-
rate videos of the same subject under different keys, and
the instability is removed once a consistent key keeps
the pseudonym identity fixed. The different-key setting
therefore functions only as a control that illustrates what
would happen if consistent pseudonymization were not
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Epoch 10

No-Anchor

Full

Figure 3. Intermediate pseudonyms produced by the
SKPG backbone at epoch 1 (left column) and epoch 10
(right column) for the No-Anchor (top row) and Full (bot-
tom row) configurations. With the anchor, the Projector
starts from a realistic face and produces recognizable
pseudonyms from the first epoch. Without the anchor,
the outputs at epoch 1 barely resemble human faces, and
structural distortions remain visible at epoch 10 despite
the regularization loss pulling the latent toward wayg.
The anchor, and not the regularization loss, is what sup-
plies the realistic initialization of latent vector w.

enforced.

How rendering amplifies pseudonym instabilities
The two ablations point to one further property of the
rendering choice: removing the input preprocessor or
the wave anchor hardly changes the SKPG-BB scores
but has a clear negative effect on SKPG-Swap. Be-
cause SKPG-BB exposes the SKPG output directly, that
output stays relatively resilient to both design choices,
maintaining high scores across most Re-ID metrics. In
contrast, SKPG-Reenact and SKPG-Swap both rely on
Face-Adapter, a complex model primarily trained on re-
alistic samples. This model amplifies the effect of minor
changes or distortions in the pseudonym. Without input
preprocessing and the w,ye anchor, the Projector strug-
gles to balance its multi-task objectives and maintain
structural realism. Consequently, SKPG-Reenact and
SKPG-Swap amplify the small SKPG-level instabilities
seen in SKPG-BB into substantial downstream metric
drops. The added value of both the preprocessing step
and the wayg anchor therefore only fully emerges after
face reenactment and face swapping.

Neither IVFG [37] nor KFAAR [38] discusses input
preprocessing or anchoring to w,y, as design choices,
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and neither ablates them. This omission probably origi-
nates from differences in their pipelines. Because IVFG
evaluates only the raw StyleGAN2 output, downstream
degradation is barely noticeable. In contrast, KFAAR’s
reenactment step would only partially expose the severe
metric drops that become fully apparent after face-swap
rendering.

Accessories as a training shortcut One observed
behavior in early training led to a key design choice:
the SKPG can satisfy its identity objectives by changing
accessories rather than the pseudonym’s face. During
the initial development phase, the SKPG backbone used
a StyleGAN2 generator pre-trained on the full CelebA-
HQ dataset. An unexpected behavior emerged during
optimization, in which the network discovered that acces-
sories could help satisfy the diversity, differentiation, and
consistency objectives. The model exploited accessories
in two conflicting ways. In some cases, it added promi-
nent items such as heavy glasses to increase the distance
between identity embeddings without modifying the un-
derlying faces. In other cases, it added accessories that
were barely noticeable, such as thin wire-frame glasses.
Because the identity embeddings of the pseudonyms with
these subtle accessories stayed close to the embeddings
of pseudonyms without them, the network could reach
a low consistency loss while alternating accessories be-
tween pseudonyms of the same subject. This instability
produced a flickering effect across frames, in which the
generated pseudonym alternated between wearing and
not wearing an accessory. Another issue was that the
Face-Adapter renderer struggled to blend accessories into
the original frames without introducing visual artifacts.
Existing frameworks such as IVFG and KFAAR rely
on similar StyleGAN-based architectures and train their
generators from scratch on the Labeled Faces in the Wild
(LFW) dataset [53], which contains images of subjects
wearing accessories. Neither work reports occlusions be-
ing exploited to satisfy training objectives nor flickering
accessories across frames. However, these issues moti-
vated a different strategy for this framework. Specifically,
the StyleGAN2 [40] generator was trained from scratch
on a CelebA-HQ subset that explicitly excluded images
containing accessories. While this consideration is ab-
sent in previous literature, filtering the training data is
a crucial step to prevent the pipeline from exploiting
occlusions, resulting in visually stable pseudonyms.

5.1 Limitations

Computational cost The face-swap step in SKPG-
Swap relies on Face-Adapter, which runs a large Stable
Diffusion model through an iterative denoising loop that
is computationally expensive. Until this loop is accel-
erated or replaced with a lighter face-swap component,
the framework cannot be used in latency-critical settings
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Figure 4. Weighted regularization loss (left) and weighted sum of the four re-identification (Re-ID) losses (right),
both per epoch, for the Full and No-Anchor configurations. The Full configuration keeps the regularization loss
low from the first epoch while the No-Anchor variant never closes the gap. The Full Re-ID loss is also lower in
the early epochs, while Re-ID losses of the two configurations converge at later epochs. Notably, the No-Anchor
variant shows a temporary instability at epoch 3, characterized by a sharp drop in Re-ID loss and a corresponding
surge in regularization loss. This indicates the optimizer temporarily pushed the latent into an unrealistic region to
artificially satisfy the identity objective before the regularization penalty corrected it.

such as live surveillance.

Temporal instability The framework processes each
frame independently, which produces visible flickering
from one frame to the next. The flickering originates
mainly from the Face-Adapter component, a limitation
the Face-Adapter authors also acknowledge [22]. With-
out a dedicated temporal smoothing step, this flickering
could degrade downstream models that rely on smooth
transitions between frames [11].

Privacy risk from identity leakage Although the
SKPG backbone successfully eliminates the need for a
vulnerable biometric database, the residual identity leak-
age from the face-swapping step creates new privacy risks.
The measured Anon EER of 26.3 shows that this risk is
real. One primary source of this residual leakage is the
preservation of the subject’s hair. Since the FaceNet [43]
and ArcFace [48] embeddings used in the evaluations
carry information about hairstyle and hair color [54], the
hair preserved by the face swap pulls the pseudonym’s
embedding back toward that of the subject.

The privacy risk from identity leakage is only par-
tially captured by the current evaluation, which relies
on Re-ID metrics that measure the mathematical sepa-
ration between the identity embeddings of subjects and
pseudonyms. These metrics are useful for comparing
methods and revealing the trade-offs between them, but
they do not capture how a real adversary would attack
the system. Three attacks are relevant for future evalua-
tion. The first is a re-identification stress test against a
large real-world identity database, in which the adversary
tries to match a pseudonym back to the subject. The
second is a model inversion attack, in which an adversary

with access to the trained models in the pipeline attempts
to reconstruct a subject from its pseudonym. The third
is a feature reconstruction attack, in which the leaked
biometric identifiers are used to link a pseudonym back
to the subject. These three attack models capture real-
world threats that embedding separation alone cannot
reveal.

Within- and cross-subject scope of the consistency
benefit The same-key consistency reduces prediction
variance only partly within a single subject, and not at
all across different subjects. The SKPG is trained on a
consistency objective that pushes the same subject-key
pair toward the same pseudonym identity. This objective,
however, is not perfectly achieved, as shown by the cross-
video consistency (Cross Con) results from Experiment
1. Consequently, some variation in pseudonym identity
remains across videos even under the same key, limiting
the variance reduction within the same subject. Across
subjects, the property does not apply at all, because
different subjects receive different pseudonym identities
by the differentiation objective. Comparisons across sub-
jects thus carry pseudonym-driven prediction variance
that no choice of key can remove. The same-key con-
sistency that stabilizes longitudinal tracking is therefore
strictly a within-subject property and does not extend
to comparisons between different subjects.

Scope and validity of the longitudinal experiment
Beyond the within-subject scope of the consistency claim
addressed above, the longitudinal experiment is itself
limited by the controlled conditions under which its pairs
were collected. Specifically, the pairs used in Experiment
3 are RAVDESS clips of the same subject performing the
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same scripted emotion under identical studio conditions
and within the same session. While this setting captures
the multi-video structure that longitudinal analysis must
handle, it does not account for the appearance drift in real
longitudinal tracking, such as varying clothing, hairstyles,
or lighting conditions. The experiment should therefore
be read as a controlled proof-of-mechanism showing that
pseudonym consistency stabilizes predictions, rather than
as evidence of stability under real-world longitudinal
variation.

A second caveat is that the stability metrics rest on
a low-accuracy classifier. Because the emotion model
reaches a UAR of only 53.6 even on the unmodified
baseline, the predictions behind the Pairwise Agreement
and Label Flip Rate are often wrong. Consequently, they
measure how consistent the predictions are, not whether
they are correct. This is problematic because a stable
prediction can simply mean the classifier makes the same
mistake on both clips rather than recognizing the emotion
correctly. However, the conditional accuracy metric only
counts pairs whose first clip is classified correctly and
it shows a large same-key advantage for SKPG-Swap
(90.5), therefore supporting the finding among correct
predictions as well.

6 Conclusion and Future Work

This thesis developed a hybrid framework that integrates
a Subject- and Key-conditioned Pseudonym Genera-
tor (SKPG) backbone with a Face-Adapter face-swap
renderer to achieve secure, consistent pseudonymiza-
tion while preserving context and removing the need
for a vulnerable biometric database. The integration
was evaluated by comparing three rendering strategies
on the shared SKPG backbone, namely SKPG-BB,
SKPG-Reenact, and the proposed face swap (SKPG-
Swap), against the database-free DeepPrivacy2 base-
line. In the action recognition evaluation, SKPG-Swap
and DeepPrivacy2 both retained the action recognition
utility of the unmodified videos, with neither show-
ing a statistically significant drop from the unmodified
baseline. The two bounding-box rendering strategies
dropped substantially on the same task. SKPG-Swap
also achieved the highest emotion recognition score among
the evaluated pseudonymization methods. The emotion
recognition evaluation additionally motivates consistent
pseudonymization, demonstrating that mapping a subject
to a consistent pseudonym identity results in more stable
predictions across videos than an inconsistent one.

The evaluation also highlights a clear trade-off among
the rendering strategies built on the shared SKPG back-
bone. The bounding-box strategies SKPG-BB and SKPG-
Reenact overwrite the face region entirely and therefore
reach the strongest anonymization, key-driven diversity,
and cross-video consistency. The proposed SKPG-Swap
instead routes the pseudonym through a face-swap ren-
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derer, which blends it into the original frame and pre-
serves the context. This blending exchanges part of that
anonymization, diversity, and cross-video consistency for
the downstream utility that a bounding-box overwrite
discards. Using face swapping as a rendering strategy
is thus what moves the shared backbone from optimiz-
ing Re-ID metrics toward maximal data utility, and the
appropriate choice along this trade-off depends on the
priorities of the target application.

Future research should address the current generation
and evaluation constraints along four directions. First,
the residual identity leakage introduced by the face-swap
renderer should be both reduced and measured more re-
alistically. The leakage can be lowered at its source by
extending the swapped region to also replace the subject’s
hair, because the preserved hair is the main cue that pulls
the pseudonym embedding back toward the subject. The
leakage should then be measured with adversarial attack
simulations, such as a re-identification stress test against
a large real-world database, a model inversion attack,
and a feature reconstruction attack, since the embedding
separation reported by the current Re-ID metrics does
not reflect how a real adversary would attack the system.
Second, the longitudinal evaluation should be strength-
ened in two complementary ways. A strictly controlled
experiment that holds every non-identity attribute of the
generated pseudonym constant across videos would isolate
the effect of the pseudonym identity alone. A complemen-
tary realistic experiment on separately recorded videos
with changes in the appearance of the subjects, together
with a downstream task that retains a higher baseline
accuracy, would then test whether the stabilizing effect
of consistency survives real-world longitudinal variation.
Third, the pipeline could be trained end-to-end so that the
pseudonym integrates more cleanly into the frame. Fold-
ing the face-swap renderer into the multi-task optimiza-
tion, ideally with a lighter model, could jointly improve
the Re-ID scores, context preservation, and visual quality,
while also reducing the computational cost that currently
rules out latency-critical use. Finally, the flickering in-
troduced by the current per-frame architecture could
be resolved by replacing the frame-independent MLP
projector with a bidirectional Long Short-Term Mem-
ory (LSTM) network and adding a temporal-consistency
loss during training. Both changes would let the model
share information across neighboring frames instead of
processing each frame in isolation. Together, these di-
rections would tighten the privacy guarantee, broaden
the evidence for the pseudonym consistency claim, lower
the computational cost toward latency-critical use, and
reduce the temporal flickering that remains.



Appendix

A Significance Testing for Experiment 2

Table A.1. McNemar significance testing for action recognition on UCF101, with each pseudonymization method
compared against the unmodified baseline. Here b is the number of clips the unmodified baseline classifies correctly
while the method classifies wrongly, and c¢ is the number of clips the unmodified baseline classifies wrongly while
the method classifies correctly. The McNemar x? uses the continuity correction, and significance is read from the
two-sided exact test because the discordant counts are small for DeepPrivacy2 and SKPG-Swap. DeepPrivacy2 and
SKPG-Swap show no significant difference from the unmodified baseline, while SKPG-BB and SKPG-Reenact are
significantly worse, confirming that only the face-swap and DeepPrivacy2 renderers retain baseline action-recognition
accuracy.

Method b ¢ McNemar x2 Exact p
DeepPrivacy2 4 1 0.80 0.375
SKPG-BB 21 0 19.05 9.5 x 10~ 7
SKPG-Reenact 2 1 17.39 5.7 x 106
SKPG-Swap (Ours) 2 1 0.00 1.000
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Figure A.1. Per-class confusion matrix for action recognition on the unmodified UCF101 testing split. Rows are
true classes, columns are predicted classes, and cells give the percentage of clips of each true class assigned to each
predicted class. Diagonal entries above 89% on all five classes confirm that the VideoMAE classifier is a strong
baseline on this subset, so any subsequent drop reflects what the pseudonymization removes rather than weakness
in the classifier.
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Figure A.2. Per-class confusion matrix for action recognition on UCF101 after DeepPrivacy2 pseudonymization.
Diagonal entries stay above 73% on every class, and the largest off-diagonal mass falls between visually adjacent
face-region activities (ApplyEyeMakeup — ApplyLipstick, ApplyLipstick — BrushingTeeth). The per-class behavior
therefore stays close to the unmodified baseline.
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Figure A.3. Per-class confusion matrix for action recognition on UCF101 after SKPG-BB pseudonymization.
ApplyEyeMakeup and ApplyLipstick drop to 31.6% and 40.0% and are frequently misclassified as unrelated classes
such as BlowDryHair and BlowingCandles, while BrushingTeeth, PlayingFlute, and ShavingBeard remain above
85%. The bounding-box overwrite therefore harms the two classes that depend most on fine facial detail and leaves

the object-interaction classes largely intact.

20



100%

80%
Per-class prediction action recognition SKPG-Reenact
ApplyEyeMakeup —26.3% 31.6% 5.3% 0.0% 0.0% 5.3% 5.3% 15.8% 5.3% 5.3% 0.0% 0.0% 0.0%
— o B 00% 00% 0.0% 00% 00 I T .— o 0o 60%
ApplyLipstick -0.0% 46.7%33.3% 0.0% 0.0% 0.0% 0.0% 0.0% 6.7% 6.7% 6.7% 0.0% 0.0%
(]
E BrushingTeeth -0.0% 0.0% KWk 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
'_
PlayingFlute 0.0% 0.0% 0.0% [EAWZ 0.0% 5.0% 0.0% 0.0% 0.0% 0.0% 0.0% 10.0% 5.0%
r 40%
ShavingBeard -0.0% 4.8% 4.8% 0.0% :H4d0.0% 0.0% 0.0% 0.0% 4.8% 0.0% 0.0% 0.0%
T T T T T T T T T T T T
S ¥ £ £ 2 2 3z 5 2 2 % £ %8
g% $§ 28 £ B 8 x 9 5 & =8
s 2 5 5 @8 g Y &8 5 8 £ 3 - 20%
= 2 c o 2 T e 5 @
o > = 35 £ 2 ) © 4 £
> a £ T > 4 & N = A
w g 9 F ® & ©
> & 2 = 2 & T
Q [} n
Q
<
H L L 0,
Predicted 0%

Figure A.4. Per-class confusion matrix for action recognition on UCF101 after SKPG-Reenact pseudonymization.
The pattern matches SKPG-BB: ApplyEyeMakeup and ApplyLipstick drop to 26.3% and 46.7% and are frequently
misclassified as unrelated classes such as Haircut, while BrushingTeeth, PlayingFlute, and ShavingBeard remain
above 80%. Aligning the head pose through reenactment therefore does not recover the detail-dependent classes lost
by the bounding-box overwrite.
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Figure A.5. Per-class confusion matrix for action recognition on UCF101 after SKPG-Swap pseudonymization.
Diagonal entries stay within six percentage points of the unmodified baseline on every class, including the detail-
dependent ApplyEyeMakeup and ApplyLipstick classes that collapsed under the bounding-box renderers. The
face-swap renderer therefore preserves the per-class behavior of the unmodified data.
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C Schematic Illustrations for Experiment 3

Same clip different keys

Key 1 Key 2
True Emotion Happy Happy

o) "~ "

| Q ] Q N
key1 key2

Generated & .
Pseudonym 5 A

Render Render
Final Frame B~ " "

é.

P e

Predicted Emotion Happy X Neutral

Prediction flipped

Figure A.6. Schematic illustration of key-induced prediction variance for a single clip (Section 4.4, Eq.(18)). A
single source clip with true emotion Happy is pseudonymized twice with two different keys. The SKPG backbone
maps each key to a different pseudonym identity (a cat for key 1, a dog for key 2), which the renderer blends back
onto the same original frame. Although the source clip is held fixed, the downstream classifier predicts Happy for
the first pseudonym and Neutral for the second, illustrating how changing the key alone can push the prediction
across the decision boundary. The animal denotes the pseudonym identity and the background color the other,
uncontrolled attributes the pseudonym carries. Both change with the key, consistent with the observation that the
two pseudonyms differ in more than identity.
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Same-key condition

Different-key condition
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Figure A.7. Schematic illustration of the same-key and different-key conditions used in the longitudinal evaluation
(Section 4.4, Egs. (19)—(20), Table 10). Two clips of the same subject with the same true emotion (Happy) are treated
as repeated videos. In the same-key condition both clips receive the same key and therefore the same pseudonym
identity (cat), and the classifier predicts Happy on both, so the pair agrees. In the different-key condition the two
clips receive different keys and therefore different pseudonym identities (cat and dog), and the prediction on the
second clip flips to Neutral, so the pair disagrees. The animal denotes the pseudonym identity and the background
color the context, which can differ between clips even under the same key. The higher Pairwise Agreement and
Conditional Accuracy in the same-key condition reflect the stabilizing effect of a consistent pseudonym identity.
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D Significance Testing for Experiment 3

Table A.2. McNemar significance testing for emotion recognition on RAVDESS, with each pseudonymization
method compared against the unmodified baseline. Here b is the number of clips the unmodified baseline classifies
correctly while the method classifies wrongly, and ¢ is the number of clips the unmodified baseline classifies wrongly
while the method classifies correctly. The McNemar x? uses the continuity correction. Every method differs
significantly from the unmodified baseline (p < 107°®), confirming that all pseudonymization methods, including
SKPG-Swap, reduce emotion-recognition accuracy significantly below the unmodified baseline on this task.

Method b ¢ McNemar 2 Exact p

DeepPrivacy?2 222 5 205.53 4.6 x 10729
SKPG-BB 264 0 262.00 6.7 x 10780
SKPG-Reenact 250 1 245.04 1.4 x 10773
SKPG-Swap (Ours) 229 0 227.00 2.3 x 10799

E Confusion Matrices for Experiment 3

Per-class prediction emotion recognition original baseline

100%
Anger 4 17.7% 2.1% 4.2% 1.0% 71.9% 0.0% 3.1%
()
Disgust 4 0.0% 71.9% 0.0% 1.0% 4.2% 22.9% 0.0% 80%
Fear 4 0.0% 1.0% 14.6% 2.1% 41.7% 33.3% 7.3%
60%
[
'g Happiness 4 0.0% 0.0% 0.0% 1.0%
- 40%
Neutral 4 0.0% 0.0% 0.0% 0.0%
Sadness 4 0.0% 9.4% 0.0% 0.0% 33.3% 0.0%
F20%
Surprise | 0.0% 1.0% 1.0% 5.2% 66.7% 18.8%
T T T T T T —L 0%
— - — wn = n [
[ ©
e 5 & ¢ £ 2 g
< 2 G i ° g‘
e k3 = & a
I
Predicted

Figure A.8. Per-class confusion matrix for emotion recognition on the unmodified RAVDESS evaluation set. Rows
are true classes, columns are predicted classes, and cells give the percentage of clips of each true class assigned to
each predicted class. Happiness and Neutral are recognized at 94.8% and 100%, while Anger, Fear, and Surprise are
predominantly misclassified as Neutral even on the unmodified data. The unmodified baseline classifier therefore
already concentrates predictions on a subset of classes, which sets the reference against which the pseudonymized
matrices must be read.
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Figure A.9. Per-class confusion matrix for emotion recognition on RAVDESS after DeepPrivacy2 pseudonymization.
Every true class collapses onto Happiness with above 93% probability, including the Neutral class that the unmodified
baseline recognized perfectly. The classifier therefore loses access to the per-class signal almost entirely under this

method.
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Figure A.10. Per-class confusion matrix for emotion recognition on RAVDESS after SKPG-BB pseudonymization.
Every clip is predicted as either Happiness or Neutral, and the remaining five classes never appear in the predictions.
The bounding-box overwrite therefore reduces the classifier to a binary decision between two emotion categories.
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Per-class prediction emotion recognition SKPG-Reenact
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Figure A.11. Per-class confusion matrix for emotion recognition on RAVDESS after SKPG-Reenact pseudonymiza-
tion. Predictions concentrate on Neutral for every true class except Happiness, which retains 47.4% on its own
diagonal. Aligning the head pose through reenactment therefore partly recovers the Happiness class but leaves the
remaining classes collapsed onto Neutral.
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Figure A.12. Per-class confusion matrix for emotion recognition on RAVDESS after SKPG-Swap pseudonymization.
Happiness is classified correctly on 65.6% of its clips, and small numbers of clips return to the correct class for
Anger, Sadness, and Surprise, while the remaining classes are still predicted as Neutral. The face-swap renderer
therefore retains more of the original per-class behavior than the other pseudonymization methods, even though it
still drops sharply from the unmodified baseline.
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