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SUMMARY

Satellite-based Positioning, Navigation, and Timing (PNT) technologies, including Global
Navigation Satellite Systems (GNSS) and emerging Low Earth Orbit (LEO) constellations,
alongside Terrestrial Networked Positioning Systems (TNPS) and various other sensors for
positioning (e.g., inertial measurement units, cameras, LIDAR), are used and of interest
for safety-critical applications across automotive, aviation, rail, and maritime domains.
An important positioning safety criterion for these applications is represented by the
probability of positioning failure, defined as the probability that a position estimator falls
outside an application-specific safety-region. Rigorous quantification of this probability,
denoted PPr, is essential to verify compliance with safety requirements and to support the
design and evaluation of positioning algorithms and systems.

This thesis addresses the challenges associated with computing P when the position
estimator results from a combined parameter estimation and statistical hypothesis testing
procedure for model misspecifications in the positioning model. A key challenge is posed by
the multimodality of the probability density function (PDF) of the position estimator, which
renders analytical integration methods intractable. Another key challenge is represented by
the stringent requirements that P» must satisfy for safety-critical applications (e.g., below
1075), which implies that the event of positioning failure 7 must be rare—rendering stan-
dard Monte Carlo techniques computationally too expensive. Therefore, a novel method is
developed in this thesis which addresses these challenges and is grounded in rare event
simulation techniques, specifically Importance Sampling and the Cross-Entropy method.
This method enables the construction of a ’failure-tree’ that decomposes P into com-
ponents conditioned on the hypothesis testing decisions, thereby supporting rigorous
positioning safety analyses during the design stage of positioning algorithms, and systems,
for safety-critical applications.

The positioning safety is assessed in several representative scenarios. The importance
of accounting for estimation-testing dependence is emphasized in a scenario involving
cooperative positioning of automated vehicles, where neglecting this dependence results
in probabilities of positioning failure being underestimated by an order of magnitude.
Furthermore, positioning safety analyses for Unmanned Aerial Vehicles (UAVs) across
multiple European airspace regions reveal substantial variability in the probabilities of
positioning failure due to changes in receiver-satellite geometry over time, highlighting
the importance of comprehensive simulation-based assessments. Additionally, an example
is shown in which the probability of positioning failure is computed while accounting for
multidimensional model misspecifications (e.g., multiple simultaneous outliers, or faults,
in the observations). Collectively, the contributions and findings of this thesis highlight
a rigorous approach to computing probabilities of positioning failure and conducting
positioning safety analyses.
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SAMENVATTING

Op satellieten gebaseerde plaatsbepalings-, navigatie- en tijdsbepalings (PNT), waaronder
wereldwijde navigatiesatellietsystemen (GNSS) en opkomende Low Earth Orbit (LEO)
constellaties, naast terrestrische netwerk plaatsbepalingssystemen (TNPS) en verschillende
andere sensoren voor plaatsbepaling (zoals traagheidsnavigatie, camera’s, LIDAR), worden
gebruikt en zijn van belang voor veiligheidskritische toepassingen in de auto-, luchtvaart-,
spoorweg- en maritieme sector. Een belangrijk veiligheidscriterium voor plaatsbepaling
in deze toepassingen is de kans op falen van de plaatsbepaling, gedefinieerd als de kans
dat een positieschatter buiten een toepassingsspecifieke veiligheidszone valt. Rigoureuze
kwantificering van deze kans, aangeduid als Pr, is essentieel om te controleren of aan de
veiligheidsvereisten wordt voldaan en om het ontwerp en de evaluatie van plaatsbepaling-
salgoritmen en -systemen te ondersteunen.

In deze dissertatie worden de uitdagingen behandeld die gepaard gaan met het berekenen
van Pr wanneer de positieschatter het resultaat is van een gecombineerde parameterschat-
ting en statistische hypothesetoetsprocedure voor modelmispecificaties in het plaatsbe-
palingsmodel. Een belangrijke uitdaging wordt gevormd door de multimodaliteit van de
kansdichtheidsfunctie van de positieschatter, waardoor analytische integratiemethoden
onuitvoerbaar zijn. Een andere belangrijke uitdaging wordt gevormd door de strenge
eisen waaraan Pr moet voldoen voor veiligheidskritische toepassingen (bijv. lager dan
107°), wat inhoudt dat een plaatsbepalingsfout F zeldzaam moet zijn, waardoor standaard
Monte Carlo-technieken rekentechnisch te duur zijn. Daarom is in dit proefschrift een
nieuwe methode ontwikkeld om deze uitdagingen aan te gaan. Deze methode is gebaseerd
op simulatietechnieken voor zeldzame gebeurtenissen, met name Importance Sampling
en de Cross-Entropy methode. Deze methode maakt het mogelijk om een 'faalboom’ te
construeren die de Pz ontbindt in componenten die afthankelijk zijn van de hypothe-
setoetsbeslissingen, waardoor rigoureuze veiligheidsanalyses van plaatsbepaling tijdens
de ontwerpfase van plaatsbepalingsalgoritmen en -systemen voor veiligheidskritische
toepassingen ondersteund worden.

De plaatsbepalingsveiligheid wordt beoordeeld in verschillende representatieve scena-
rio’s. Het belang van het meenemen van schattings-toetsafhankelijkheid wordt benadrukt
in een scenario met codperatieve plaatsbepaling van geautomatiseerde voertuigen, waar
het verwaarlozen van deze afhankelijkheid resulteert in een onderschatting van de waar-
schijnlijkheid van falende plaatsbepaling met een orde van grootte. Verder laten veilig-
heidsanalyses van plaatsbepaling voor onbemande luchtvaartuigen (UAV’s) in meerdere
Europese luchtruimregio’s zien dat de kans op falen van de plaatsbepaling aanzienlijk
varieert door veranderingen in satellietgeometrie. Daarnaast wordt een voorbeeld getoond
waarin de waarschijnlijkheid van falende plaatsbepaling wordt berekend terwijl rekening
wordt gehouden met meerdimensionale modelspecificaties (bijv. meerdere gelijktijdige
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uitschieters of fouten in de waarnemingen). Gezamenlijk benadrukken de bijdragen en
bevindingen van dit proefschrift een rigoureuze aanpak voor het berekenen van kansen op
falen van plaatsbepaling en het uitvoeren van veiligheidsanalyses voor plaatsbepaling.



INTRODUCTION

1.1 BACKGROUND

Satellite-based Positioning, Navigation, and Timing (PNT), including conventional Global
Navigation Satellite Systems (GNSS) and emerging Low Earth Orbit (LEO) systems, together
with Terrestrial Networked Positioning Systems (TNPS) and other sensors for positioning
(e.g., inertial measurement units, cameras, LIDAR), is widely used and of growing interest
in various safety-critical applications, including automotive, aviation, rail, and maritime
domains [1-3]. Based on these positioning technologies a vehicle’s position estimator
X € R" can be formulated and its statistical probability density function (PDF) fz(x) can be
obtained. Given an application specific safety-region /3 C R” for the vehicle, one can then
pose the following question:

"What is the probability that the position estimator X € R" falls outside the designated safety-
region 3 C R"?".

Quantifying this probability enables its comparison against application-specific require-
ments, or guidelines, to determine whether they are satisfied (e.g., for automotive [4], or
for aviation [5]). It can also support studies aimed at defining or refining such require-
ments. Furthermore, this probabilistic characterization is valuable at the design stage of
positioning algorithms, where decisions must be made regarding (i) measurement models,
(ii) parameter estimation methods for the position vector, (iii) statistical hypothesis testing
procedures to accommodate model misspecifications (e.g., multiple simultaneous faults and
outliers in measurements), and (iv) positioning scenarios for vehicles, among other factors.
This probability can be interpreted as a positioning ‘safety indicator’ for the application of
interest. The aforementioned probability corresponds to the event of positioning failure,
defined as F = {x ¢ B} [5], and is expressed as

Pr=P(E¢B)= / f(x)dx, (1.1)
BC

where 3¢ C R" is the complement of the safety-region 3 C R (i.e., the R" space without the
safety-region /3). The computation and analysis of (1.1) align with the scenario-based safety
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assessment framework used for automated and autonomous vehicles [6-8]. Moreover, a
wide range of other applications also base their safety analyses on the probability of failure
with respect to (w.r.t.) the events of interest, including nuclear power plants, aerospace
systems, and structural safety [9-11].

Top view of vehicle and of B¢ C R2

BC

Examples of shapes of the multimodal PDF fx(z)

B¢ B¢ B¢

Figure 1.1: Examples of multimodal shapes that the PDF fz(x) can have in the context of positioning for an
automated (or autonomous) vehicle with the safety-region 3 C R? as the area inside the ellipse and /3° ¢ R? being
the complement of the safety-region. The PDF f;(x) is visualized as a contour plot using a blue-to-yellow color
scale, where blue indicates low probability density and yellow indicates high probability density. The image of
the vehicle has been adapted from [12].

It is important to highlight that the PDF fz(x) is generally multimodal (see Figure 1.1).
The multimodal structure of fz(x) arises because the position estimator X € R", typically,
results from a combined parameter estimation and statistical hypothesis testing procedure,
designed to accommodate model misspecifications. Teunissen captured the interplay
between these two statistical inference concepts in the theoretical framework introduced
in [13], and later extended it in [14]. To account for such model misspecifications, one can
assume a positioning model that is valid under nominal conditions (the null hypothesis
H,) and formulate alternative positioning models under multiple alternative hypotheses
H;-o with i € {1,..,k}. For example, in the case of satellite-based positioning, one can
define positioning models under the H;.’s to account for the presence of one or multiple
simultaneous outliers (or faults) in the code-based observables, cycle slips in the phase-
based observables, satellite failures, unmodelled atmospheric delays, etc. Then the objective
is to select, based on the observables y € R™, the most likely hypothesis and use the
corresponding positioning model to provide the position estimator ; € R" for i € {0, ..., k}
(see an illustrative example in Figure 1.2). Figure 1.2 shows that the position estimator
% € R" is a function of the individual estimators %; € R" and the statistical hypothesis testing
procedure used to select these estimators (e.g., Detection Identification and Adaptation-DIA
procedure [15-17] or a Fault Detection and Exclusion-FDE procedure [18-20]).
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Assume Hq is true

T
y= [gl., el ] (vector of observables)

=m

-

Accept Ho| Reject Ho}
-

Missed Correct Wrong
Detection Identification Identification

[Accept. Hl] [Accept Hg] [Accopt 'Hg]"'[f\(!(‘cpt ’Hk]

l ! l l

Xy X X9 X3 Xp:

( J
|

_ X0, if Hy is selected
X =
- X;, if Hizg is selected

Figure 1.2: Schematic representation of a combined parameter estimation and a multiple statistical hypothesis

testing procedure given a vector of m-observables y = [Xl, e Xm] " The example illustrates probable outcomes
of the combined procedure, assuming hypothesis #; is true (e.g., simultaneous outliers in observables y . and y Z)A
The probable outcomes of the decision logic are captured by the estimator X € R".

The expression of f¢(x) provides additional insights into its dependencies [13]

k
fe(x) = ; A fraleDpi(n)dr, (1.2)

where f; i(x,1) is the joint PDF of the individual estimators X; € R" and the vector of
misclosures t € R” used to construct statistical tests for selecting the most likely hypothesis
H; for i €{0,...,k}, and p;(¢) is an indicator function that equals 1 if H; is selected and 0
otherwise. The vector of misclosures has the dimension of the measurement redundancy,
denoted r, and it contains all the available information from the observables useful for
testing the validity of the positioning model under H,. From the expression of fz(x) in
(1.2), it follows that the probability of positioning failure Pz from (1.1) depends on the k+1
hypotheses, the dimension n of the to-be-estimated parameter vector, and the dimension
r of the misclosure vector. Furthermore, X; € R” and t € R” are dependent for i # 0, which
means that the joint PDF cannot be expressed as a product of the marginals PDFs (i.e.,

fer(et) # f,(x) (1) for i # 0).

In the following subsection, the research objectives are presented. These objectives are
centered around the challenges that arise when computing the probability of positioning
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failure Pr for any type of combined parameter estimation and statistical hypothesis testing
procedure within the frameworks introduced in [13, 14].

1.2 RESEARCH OBJECTIVES

The computation of Pr in (1.1) is challenging primarily due to two factors: (i) the PDF
fx(x) is generally multimodal, and its integration over the complement of the application-
specific, multi-dimensional, safety-region /3¢ C R" is non-trivial (i.e., analytical integration
methods are intractable); and (ii) the event of positioning failure 7 = {X ¢ 3} must be rare
in safety-critical applications (e.g., requiring Pz < 1077 for automated and autonomous
driving [4]). Addressing these challenges enables rigorous positioning safety analyses, at
the design stage of positioning algorithms, that are broadly applicable across a range of
safety-critical domains, including automotive, civil aviation, rail, and maritime.

The starting point is the decomposition of the probability of positioning failure Pr into
conditional components based on the statistical testing decisions: Correct Acceptance (CA)
when H, is accepted and H, is valid; False Alarm (FA;) when H;., is accepted and H, is
valid; Missed Detection (MD;) when H, is accepted and H,. is valid; Correct Identification
(CI;) when H,. is accepted and that ;. is indeed valid; Wrong Identification (WI;) when
H; is accepted and M is valid for j ¢ {0,i}. This decomposition is conceptualized as a
“failure-tree’ in Figure 1.3.

Pr|CA  Pz[FA; Pzr[FAx Px|MDy P#|CL;, Px|/WLy Pr|WI_,
Figure 1.3: Representation of the probability of positioning failure Pr as a ’failure-tree’ based on (1.3) and (1.4) .

The equations that describe the branches and connections in Figure 1.3 are the following

k
P(Ho)Pr|Ho = P(H,) (PCA]PF|CA+ >, PFA,-]PF|FAi> .
i—1
‘ . (1.3)
P(H)Pr|H; = P(H;) <PMDiPF|MDi + P, P£|CIL + Z PWIJ-]PT‘|WIj>,
J#H0,i}

where P(H,) and P(H;), for i € {1,...,k}, are the apriori probabilities of the hypotheses
H, and H;-o, Pr|E is the probability of positioning failure conditioned on the statistical
testing decision £ € {CA, FA;, MD;, CI;, W1}, and Pg¢ is the probability of the event of the
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statistical decision £. The expressions from (1.3) can then be used to formulate the total
P as

k
Py = P(Ho)Pr[Ho+ Y P(H)PF|H,. (1.4)

i=1
With the components in (1.3) one can fully characterize the probability of positioning
failure Pr, thereby providing all the necessary information to support a rigorous safety
analysis—particularly for the design and evaluation of positioning systems in safety-critical
applications. To the best of the thesis author’s knowledge, no methods are currently
available that enable the construction of the failure-tree illustrated in Figure 1.3, and thus
facilitate positioning safety analyses based on such a structure. Therefore, the objectives

of the research presented in this thesis are stated as follows:

« To develop a method for computing the probability of positioning failure and its
conditional components.

« To analyze the impact of neglecting estimation-testing dependence on positioning
safety, expressed in terms of the probability of positioning failure, using a represen-
tative scenario relevant to automated and autonomous vehicle applications.

« To perform positioning safety analyses in terms of the probability of positioning fail-
ure over time windows (e.g., 24 hours), capturing variability resulting from changes
in the functional and stochastic models used for positioning (e.g., of Unmanned
Aerial Vehicles-UAVs).

« To assess the probability of positioning failure under multidimensional model mis-
specifications, such as multiple simultaneous outliers in observations.
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1.3 THESIS OUTLINE

The structure of this thesis aligns with the stated research objectives in Section 1.2. Each
chapter is based on a peer-reviewed journal article, reflecting the progression and contri-
butions of the research.

Chapter 2: Method to compute the probability of positioning failure

This chapter presents the method developed to construct the 'failure-tree’ in Figure 1.3.
The method is based on rare event simulation principles, specifically Importance Sampling
and the Cross-Entropy method. An example is shown in which it is applied to a satellite-
based positioning simulation scenario relevant for automated or autonomous vehicles,
demonstrating how it enables rigorous positioning safety analyses. The chapter is based
on the following journal article:

« S. Ciuban, P.J.G. Teunissen, and C.C.J.M. Tiberius. "A Method to Compute the Probability
of Positioning Failure for Vehicles in the Context of Dependence Between Parameter Esti-
mation and Statistical Hypothesis Testing", IEEE Transactions on Vehicular Technologies,
74(10):15238 - 15253, 2025.

Chapter 3: Positioning safety analysis for automated/autonomous vehicles

The impact of neglecting the dependence between parameter estimation and statistical
hypothesis testing on positioning safety—expressed in terms of the probability of position-
ing failure—is studied for a simulation scenario relevant for automated and autonomous
vehicles. The probability of positioning failure and its components are computed us-
ing an Extended Kalman Filter (EKF) combined with the Detection, Identification, and
Adaptation (DIA) method. By comparing results with and without accounting for the
estimation-testing dependence, the analysis reveals that overlooking this dependence can
lead to overly optimistic safety assessments. The chapter is based on the following journal
article:

« S. Ciuban, P.J.G. Teunissen, and C.C.J.M. Tiberius. "Dependence Between Parameter
Estimation and Statistical Hypothesis Testing: Positioning Safety Analysis for Auto-
mated/Autonomous Vehicles", IEEE Transactions on Intelligent Transportation Systems,
26(4):5509 - 5521, 2025.

Chapter 4: Probability of positioning failure for UAVs in multiple authorized
European airspace regions

Positioning safety for Unmanned Aerial Vehicles (UAVs) is assessed by computing the
probability of positioning failure across multiple regulated European airspace regions. The
simulation-based analysis is performed over 24-hour operational periods with real GPS
satellite orbit data and UAV receiver settings comparable to Technical Standard Order
(TSO)-certified equipment. Results are evaluated against integrity requirements for Specific
Assurance and Integrity Levels (SAIL) 3 and 4, supporting use cases such as positioning
algorithm verification and requirement development. The chapter is based on the following
journal article:

« S. Ciuban, C. Yin, P.J.G. Teunissen, and C.C.J.M. Tiberius. "Probability of Positioning
Failure for UAVs in Multiple Authorized European Airspace Regions", IEEE Transactions
on Vehicular Technologies, Submitted.
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Chapter 5: DIA-estimator and multidimensional model misspecifications

This chapter focuses on evaluating positioning safety in the presence of multidimensional
model misspecifications, such as multiple simultaneous outliers in the observations, and
a transparent approach is described on how multiple simultaneous outliers should be
considered for safety analyses. The probability of positioning failure and its conditional
components are quantified under these conditions. A representative UAV simulation
scenario is analyzed using real GPS satellite data, both for a fixed satellite geometry
and across a 24-hour period, offering insight into how model misspecifications influence
positioning safety. The chapter is based on the following journal article:

« S. Ciuban, P.J.G. Teunissen, and C.C.J.M. Tiberius. "DIA-Estimator and Multidimen-
sional Model Misspecifications: GNSS-based Positioning Safety Analysis for UAVs", GPS
Solutions, Submitted.

Chapter 6: Conclusions and recommendations

This chapter presents the main conclusions of the research conducted in this thesis. It sum-
marizes the key findings, per chapter, and the insights gained from the work. Additionally,
several recommendations for future work are provided.
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2

METHOD TO COMPUTE THE
PROBABILITY OF POSITIONING
FAILURE

Positioning technologies are widely used in automotive, aviation, rail, and maritime safety-
critical applications. Therefore, the computation of the probability of positioning failure for
vehicles, which is the probability that the position estimator is outside a safety region, is of
interest for positioning safety analyses. Since parameter estimation and statistical hypothesis
testing for model misspecifications are commonly employed in positioning algorithms, the
resulting position estimator is conditioned on the statistical hypothesis testing outcome. Hence,
the probability density function (PDF) of the vehicle position estimator that accounts for the
dependence between the two inference concepts should be used in the computations. In this
contribution, we propose a method to compute the probability of positioning failure using the
PDF of the vehicle position estimator, which accounts for the aforementioned dependence and
is based on rare event simulation techniques, specifically Importance Sampling and the Cross-
Entropy method. We apply the proposed method to a satellite-based positioning scenario, in
decimeter precision, of an automated vehicle. The results show that the proposed method enables
extensive positioning safety-analyses giving insights that can be used in the development
of positioning algorithms and deciding whether safety targets and/or requirements are met.
Finally, we discuss some limitations of the method and propose several further improvements.

This chapter is based on the journal article [3) S. Ciuban, P.J.G. Teunissen, and C.C.J.M. Tiberius. "A Method
to Compute the Probability of Positioning Failure for Vehicles in the Context of Dependence Between Parameter
Estimation and Statistical Hypothesis Testing", IEEE Transactions on Vehicular Technologies, 74(10):15238 - 15253,
2025.
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2.1 INTRODUCTION

Positioning via Global Navigation Satellite Systems (GNSS) and/or Terrestrial Networked
Positioning Systems (TNPS) is widely used and of interest, along with other sensors (inertial
measurement units, cameras, LIDAR, etc.), across several safety-critical applications, such
as automotive, aviation, rail, and maritime [1-5]. Based on these positioning technologies
a vehicle’s position estimator X € R” can be formulated and its probability density function
(PDF) fz(x) can be obtained. Positioning safety analyses often have the objective to quantify
the probability of the event of positioning failure F = {X € 3} with B¢ C R" being the
complement of a chosen safety-region 3 C R” [6]. The probability of positioning failure is
expressed as

Pr=P(XeB)= / fe(x)dx. (2.1)
BC

Based on (2.1), positioning safety analyses can be performed, and the obtained probability
can be used to check compliance with application-specific requirements or guidelines (e.g.,
for automotive [7], or for aviation [6]). Moreover, there is a wide range of applications
where safety analyses are also based on the probability of failure, with respect to (w.r.t.)
the events of interest, such as safety analyses for nuclear power plants, aerospace systems,
and structural safety [8-10].

The computation and analysis of (2.1) align with the scenario-based safety assessment
framework used for automated and autonomous vehicles [11-13]. In accordance with the
principles of this framework, positioning safety analyses can be conducted at the design
stage of the positioning algorithms, where decisions are to be made regarding (i) mea-
surement models, (ii) parameter estimation methods for the position vector, (iii) statistical
hypothesis testing procedures to accommodate for model misspecifications (e.g., outliers
or faults in measurements), and (iv) positioning scenarios for vehicles, among other factors.
Since the vehicle’s position estimator X € R" is often an outcome of parameter estimation
and statistical hypothesis testing for model misspecifications [14-17], it is critical to ac-
count for the dependence between the two statistical inference concepts in the PDF f¢(x).
Teunissen has introduced a theoretical framework that rigorously treats this dependence
and gives access to fg(x) in the distributional theory for the Detection, Identification,
and Adaptation (DIA) method [18]. Failing to account for the dependence between pa-
rameter estimation and statistical hypothesis testing, the computation of (2.1) can lead to
unrepresentative results (e.g., overly-optimistic [19-21]). These type of implications have
been recognized in various other disciplines such as mathematical statistics, biometrics,
econometrics, and signal processing [22-27].

To perform positioning safety analyses, one must compute (2.1), which is challenging
mainly because the PDF fz(x) is generally multimodal and its integration over the region
B¢ CR" for n > 1 is non-trivial. Existing methods in the GNSS positioning literature pri-
marily focus on analytical upper-bounding techniques of Pr based on univariate PDFs (i.e.,
when n = 1), which have been developed for civil aviation applications where the vertical
component of the position estimator is of main interest [28—30]. Furthermore, recent
research explored upper-bounding approaches in the framework of Bayesian statistics
and extreme value theory [31-33]. In the context of positioning safety for automotive
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applications, the extent to which upper-bounding Pr overestimates its actual value when
n>1 (e.g., for a two-dimensional position vector) is still unclear or not specifically ad-
dressed [34-36]. Therefore, we turn our attention to numerical integration techniques,
such as Monte Carlo methods, to compute Pr directly without upper-bounding it, which
is a reasonable decision in the context of scenario-based safety assessments. However,
if Pz is required to be *small’ (e.g., P» < 1077) then the standard Monte Carlo method
becomes computationally inefficient due to the large pseudo-random samples needed to be
generated from the PDF of interest fg(x) [37]. In this situation one can apply principles
from rare-event simulation [37, 38]. To the best of our knowledge, there is currently a
lack of methods for computing (2.1) that address the aforementioned challenges and short-
comings, specifically accounting for the dependence between parameter estimation and
statistical hypothesis testing. Therefore, we propose a method to compute (2.1) which:
(i) exploits the structure of fz(x) by operating on its conditional components [18] while
allowing the position vector to have a dimension n > 1, (ii) uses principles from rare-event
simulation, specifically Importance Sampling (IS) and the Cross-Entropy (CE) method, for
computing "small’ probabilities [38, 39], and (iii) quantifies the simulation uncertainty of
the obtained results. We demonstrate the applicability of the method in the context of a
GNSS-based decimetre precision level positioning scenario of an automated vehicle. The
chosen scenario serves as an example and is not restricted to GNSS-based positioning
as other positioning technologies can also be used (e.g., TNPS [2]). The methodological
framework presented in this contribution is applicable beyond the automotive field, such
as civil aviation, shipping, and rail. Thus, an extensive and component-wise positioning
safety-analysis is made possible for multivariate position estimators of vehicles while
accounting for the dependence between parameter estimation and statistical hypothesis
testing in their PDFs.

This contribution is organized as follows: In Section 2.2 we briefly review the main prin-
ciples of the distributional theory for the DIA method to arrive at the expression of the
estimator X € R" which captures the aforementioned dependence (called the DIA-estimator)
and at the expression of its PDF fz(x). In the first part of Section 2.3, we formulate the
probability of positioning failure based on fz(x) and treat it as a rare event simulation prob-
lem. The second part of Section 2.3 describes the proposed method for the computation of
(2.1) based on the principles of IS and the CE method. In Section 2.4 we apply the proposed
method to carry out a positioning safety analysis for an automated vehicle which position
vector is determined, at decimetre level, based on GNSS. The probability of positioning
failure is computed for a worst-case scenario, at a single-epoch (snapshot) and as a function
of the vehcile’s orientation, based on which conclusions can be drawn whether the safety
targets or requirements are met. Also in Section 2.4 we discuss the limitations and potential
improvements of the proposed method. Section 2.5 contains a summary and conclusions
of this contributions while suggesting several directions for future work.

Throughout the paper we make use of the following notation: an underscore denotes
a random quantity (e.g., the random vector x € R"), fi(x) is the PDF of x, E (x) is the
expectation operator, and Dy, (x) is the dispersion or variance operator. The joint PDF of
two random vectors x € R” and t € R” is denoted f;(x,t). The PDF of a random vector x
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conditioned on an event £ is denoted fy¢(x|£). The probability of an event £ is denoted
Ps =P(E). A projection matrix is denoted as ITx and it projects orthogonally (w.r.t. some
metric) onto the range space of the matrix A € R™" (R(A)). For the weighted squared
norm of a vector we use the notation ||||f2 = ()TQ!(). If the squared norm is w.r.t. the

identity matrix then it is denoted ||.||%.

2.2 PARAMETER ESTIMATION AND STATISTICAL HYPOTHE-

SIS TESTING
In this section we review the main principles of the distributional theory for the Detection,
Identification, and Adaptation (DIA) method [18]. Based on these principles, the PDF
of the DIA-estimator, which accounts for the statistical dependence between parameter
estimation and statistical hypothesis testing, is obtained. This PDF is then used to formulate
the probability of positioning failure in Section 2.3.

Let us assume a random vector of observables (e.g., based on the (pseudo)range mea-
surements from a positioning system) y € R™ which is normally distributed

y~ N (Ax,Qyy). (2.2)

where A € R™" is the design matrix with rank(A) = n, x € R" is the vector of unknown
parameters, and Qyy € R™ is the symmetric positive definite variance-covariance matrix
of y € R™. We consider model misspecifications of the mean of y (e.g., due to outliers in
the observables) as these are the most common in practice [40]. The following multiple
statistical hypothesis testing problem is formulated,

H, : EfX (X) =Ax vs. Hix : Efx (X) = Ax+C;b; (2.3)

fori €{0,...,k}, where C; € R™% models the type of model misspecification, rank([A,C;]) =
n+ ¢, and b; € R% is the model misspecification (e.g., outlier). The redundancy of H, is
r = m—rank(A). The statistical testing procedure can be designed using the vector of
misclosures

t=B"y, Qu=B'QyB, (2.4)

where B € R™ is a basis matrix of R(A)" (i.e., BTA = 0,5,). The vector of misclosures
provides a measure of inconsistency between the model under H, and the observations,
and has its dimension equal to the redundancy r. Furthermore, it is possible to link the
Best Linear Unbiased Estimators (BLUEs) of x € R” under the H;»’s and H, using t € R”
as follows [18]

‘ I, -L[x Onx i=0
2 n il |20 i with L. = nxr 5 25
] [om I, ] [t} tlaract Liso @53)

where %, = ATy and A* = (ATQ;}}A)_IATQ;}} from the normal equations defined by
(ATQ A%, = ATQ]y. The BLUE-inverse of Cy, = B'C; is Cff = (C[Qy'Cy)™'C{ Q.
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Note that the transformation in (2.5) is in block-triangular form and its inverse is simply

vil= [ Tn Li] . The PDF of [&T ;T] T, under a H,, is

! Opxn Iy
w, - 8] < ar ([FHATRCaD] [Qupsy +LiQuly’ —LiQu
t B Ceb, |’ —QrL; Qtt ’
where R; =1, — C; (BTC,-)+BT projects along R(C;) and onto R(A, nyB(BTCi)i) with
(BTC))* being a basis matrix of the null space of C/B [18]. The variance-covariance
Qsoio = (ATQ;,}}A)_1 is the one of %,. For a given H,, we emphasize the following two-

cases for the joint PDF of [&T ;T] T,

(2.6)

= i, OfD ,ifi=0
= i (0fi(D ,ifi>0,

which shows that, for i > 0, the BLUEs %; and the misclosure vector t are dependent.

Sa(xt) { (2.7)

2.2.1 PARTITIONING OF MISCLOSURE VECTOR SPACE

Partitioning principles are applied to the misclosure vector space R” to ‘map’ the hypothesis
testing problem (2.3) to a partitioning problem. A partitioning of R” can be formulated
based on P; C R, for i € {0,..., k} such that US P, = R” and P;n P, = {0} for i # L. The
hypothesis H;, for i € {0, ..., k}, is selected as the most likely one if and only if t € P;, leading
to the result of the procedure: ;. The partitions can be defined as follows

Po={teR" ||, < X2(r0)},

5 (2.8)

pi#:() = {tE]Rr | tep(), T, = max Tl},
Ie{1,....k}

where ||ﬂ|?Qtt is the overall model test statistic, )(i(r 0) is the critical value for a level of

significance «, and T; is the result of the following transformation [40, 41]

T, = CDF, (g0 (M, ) (2.9)

where CDF, (g, ¢)(.) is the cumulative distribution function (CDF) of X(q1,0), ||HCtl E”én Mo
)(Z(q,,o), HCt, = Cth;;, and T, has a uniform distribution on the interval [0,1] under
H,. In this way all T;’s will have the same PDF under H, as the dimension of the model
misspecification b; € R would generally differ across the alternative hypotheses. Therefore,
the maximum among them (T;) corresponds to the most likely H;», [40]. Note that if the
dimension of the model misspecification is the same across the alternative hypotheses,
then the transformation step in (2.9) is not needed and the maximum across ||Hctl§||2Qtt can

be found directly to obtain T;. Fig. 2.1(a) shows partitions obtained for a simple example.
For other types of partitions (e.g., inclusion of undecided regions when discriminating
between hypotheses is challenging), we refer to [42]. We also mention that the statistical
hypothesis testing procedure can be formulated, equally, based on the BLUE’s residual
vector &, =y — A%,, which gives & = QyyBQy't leading to the equality of the quadratic

~ H
forms (1813, = 15, " X*(r.0).
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(a) (b)

ty

Figure 2.1: (a) Partition of R"=? when A = [111]7, x€R, Qyy =13, and C; = ¢;’s are the canonical unit vectors
for i = {1,2,3}. The dashed lines (in cyan) are the spans of the vectors B c;. (b) Partition of R"=? along with
pseudo-random samples ('dots’ coloured in orange) generated from f(¢[H;) (as an example). Under H,, the
samples from f;(t|H,) are shifted away from the origin along the vector span of B c5.

2.2.2 STATISTICAL HYPOTHESIS TESTING DECISIONS AND THEIR PROB-
ABILITIES

The decision outcome in statistical hypothesis testing is determined by where the misclosure

vector t lands in R” with partitions P; C R", for i € {0, .., k}. Under Hy, the decision outcomes

are: (i) Correct Acceptance (CA) of Hy when t € Py, and (ii) False Alarm (FA) when t ¢ P,,

or specifically the FA per alternative hypothesis when t € 7; for i > 0. The probabilities of

these decisions are given by

k
Pca =P(t€ Py|Hy), Ppa = Z P(t € Pi|H,), (2.10)

i=1

where P (t € P;|H) = Ppa,, Pea = Zlk:l Pra; = a is the level of significance, and Pca + Ppa = 1.
Similarly, under H,, for a > 0, the outcomes of the decisions are: (i) missed detection (MD)
when t € Py, (ii) Correct Identification (CI) when t € P, , and (iii) Wrong Identification (WT)
t € P; for i ¢ {0, a} (see Fig. 2.1(b)). The probabilities of these decisions are given by

PMDa = P(IG POlHa)a PCIa = P(I € pa|Ha),

k
2.11
Pur= ), P(teP{H,), 10

i#0,a

where P (t € P;|H,) = Pwy, and the decision outcome of Correct Detection (CD) is given
by Pcp, = Pcr, + Pwi fulﬁlhng Pmp, +Pcp, = 1. The probabilities in (2.11) depend on the
unknown model misspecification b, € R% since f({|/H,) =N (BTCaba,Qtt).

2.2.3 DIA-ESTIMATOR AND ITS PDF
The combined parameter estimation and statistical hypothesis testing procedure, in the
forms discussed previously, can be captured by the Detection (D) Identification (I) and
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Adaptation (&) procedure, summarized as follows

(2.12)

if t € Py (no D) — output X,
ifte Py (D) = t€Pix (I) = output x; (4).

The procedure in (2.12), or any procedure of similar form (e.g., [28]), can be expressed in
terms of the DIA-estimator

k
—— ¥=2%5p0), 2.13
%, ifte Py X ;,zpz(,) (2.13)

_ {)A(o, ifte Py  compact form

X =

where the indicator function p;(t) = 1 if t € P; and 0 otherwise. The PDF of X follows from
Theorem 1 in [18]

k
f@=3 A Futends (2.14)

which, in general, is a multimodal PDF. The conditional components of fz(x) on the testing
decisions of CA, FA;, MD,, Cl,, and WI; can be obtained from fz(x{H,) and fz(x/H,) for
a # 0. The probability of positioning failure and its conditional components are formulated
in Section 2.3, based on (2.14), together with the proposed method to compute them.

2.2.4 REMARKS ON THE DIMENSIONS OF VECTOR SPACES

In this subsection we provide several remarks about the dimensionality of the unknown
parameter x € R" and of the misclosure vector t € R™ for GNSS-based positioning appli-
cations. One may not be interested in the complete parameter vector x € R”, but only in
the components corresponding to the 1D, 2D, or 3D position. The linear transformation
that gives the desired position components can be expressed as 0 = H x € R? with p < n.
Further developments are done in terms of x € R"”, however a similar route would apply
also for 6 € R? [18].

The redundancy under H, and therefore the dimension of the misclosure vector t € R’,
depends on the chosen positioning technology, like for example GNSS. In this case it
depends on: the number of observed GNSS satellites, type of observables, from how many
frequencies these observables are obtained, the number of parameters to be estimated,
etc [43]. As we will see in Section 2.4, in the case of a GNSS receiver which obtains
code-based pseudoranges from 15 GNSS satellites of two constellations (e.g., 8 GPS and 7
Galileo satellites) at a single-epoch (snapshot), on a single-frequency, with the objective
to estimate the 3D position vector and the receiver clock bias, then (i) r=15-4—-1=10
if the Inter System Bias (ISB) is considered unknown, or (ii) r = 15—4 = 11 if the ISB is
considered known [43]. If more than two GNSS constellations are considered, under similar
assumptions, r could reach values around 40.
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2.3 METHOD TO COMPUTE THE PROBABILITY OF POSITION-

ING FAILURE AND ITS COMPONENTS
In this section we present the expression of the probability of positioning failure, its
conditional components, and introduce a method developed to compute them. The starting
point is the probability of positioning failure re-expressed from (2.1)

Pr(b) = / fe(x)dx, (2.15)
BC
where the dependence on the model misspecifications is accounted in the notation with

b = {by,...,bx} for i > 0, and B¢ = R"/B is the complement of the safety-region B CR".
Applying the law of total probability to (2.15) yields

k
]P]»"(b) — P(Ho) <‘/BC fg(x|HO) dx) + Z P(H,) <,/BC fX(x|Hi) dx), (216)

PrlHo Pr[H;(b)

with P(H,) and P(H;), for i > 0, denote the apriori probabilities of the hypotheses. Com-
bining (2.14) and (2.16), it follows that

k k k
Pr(b) = P(H,) <Z Efie (]lj(X,t)|Ho)> + Z P(H;) <Z Efe e (ﬂj(X,t)|Hi)> . (217)
j=0 i=1 Jj=0

where the ’joint’ indicator function 1;(x,t) = 1 if [xTt7]" e (BC n PJ—), and 0 otherwise.
The two summations of joint probabilities in parentheses in (2.17) are rewritten below,
explicitly incorporating the statistical testing decisions into the notation,

k k
D Ep , (L& DIH,) =Pr[CAPcA+ Y, Pr[FA; Pra,.

=0 = 2.18
L . (2.18)
Z Efz,-,; (1;(x,DIH;) = Pr[MD; Py, + Pr|CL; Py, + Z Pr[WI; Py, .

j=0 j£0,i

where Pz|€ is the probability of positioning failure conditioned on the testing decision € €
{CA,FA;, MD;, CI;, WI;}. These decompositions are schematically illustrated as a *failure-
tree’ in Fig. 2.2, where Level 1 corresponds to (2.18) and Level 2 corresponds to (2.16)
The objective of our proposed method is to construct the ’failure-tree’ in Fig. 2.2 by
computing all of the components from Levels 1 and 2.

2.3.1 ComPUTATION OF LEVEL 1 COMPONENTS
To illustrate the computational steps for an arbitrary component from Level 1, we introduce
the following generic notation

(2.19)

pypp = | Prite. ifH =T
PR PrlHiby), i H =M, forie{1,... k}.
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P(Ho) P(Hx)
 Pr[He eee  Pr[Hi(br) [Level 1]
Pca Pray| - . \Pra, Pup,, /Per) Pwin, . . ~Pwr,_,

Pr|CA Pr[FA, Px|FA,

Pr|WIg_1

Figure 2.2: Representation of Py (b) as a ’failure-tree’. Level 1 corresponds to (2.18) and Level 2 to (2.16).

From (2.17) it follows that

PrH = ZEf (1,xDIH), (2.20)
Jj= 0_,—/
Xj

where X; denotes the j! joint-probability component of the sum. The first step is to
reparametrize the components X;, noting that the number of distributional parameters
defining each fi,-,i(x’ t|H) increases quadratically, up to [(n+r)+(n+r)(n+r+1)/2],
primarily due to the variance-covariance matrix. To mitigate this quadratic increase in
dimensionality we start from

~ T
= [7] Qs = [Tl T 21)

_QttL Qtt

An approach is to apply a change of variable to the expected values in (2.20) such that
they are expressed w.r.t. PDFs which have simpler forms (e.g., identity variance-covariance
matrices) [44]. Suppose an invertible linear transformation defined by U; : RO 5 R0
applied to (2.21), which gives the following pair

z;=Ujs;, s —UJ_ zZ;. (2.22)
One could make use of the readily-available transformation in the block-triangular form
V; in (2.5) and its inverse to set

I, L; Qi 0
U= J I b el 2.23
[Orxn Ir] - QZ}Z} [ 0r><n Qtt ( )
or proceed with a one-time Cholesky decomposition of Qz ¢, = Gg, G){O and of Qy = GG/
to set . .
G G_ L; I,  Op
R — X0 =
Y= lorm G } Qe [o L ] ’ (229

where G;OI is already obtained by solving the system of normal equations from (2.5) by
making use of ATQY}}A QL = =G, TG . The option in (2.24) is preferred for moderate

XoXo
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to high dimension of s; € R (e.g., > 5). Applying the change of variable from (2.24) to
(2.20) we obtain

k
PriH =Y Ey (1, (Uf'2) M), (2.25)
Jj=0

Sj

Gy, LG
0r><n Gt
2(n+r). Note that the dimensionality of the components S; now increases linearly rather
than quadratically, as was the case for &X; in (2.20). It is the expression in (2.25) that is used
in the further developments and analysis.

where Uj’-1 = and the number of distributional parameters of fzj(z|H) is

The second step is to generate N; independent and identically distributed (i.i.d.) pseudo-
random samples from fzj(z|H) to compute (2.25) via standard Monte Carlo (MC) [37],

k Nj
Prfi = []\1[ > (U;lz(”))l . (2.26)
Jj=0 J =1
S

J

where the underscores in Px[H and in S indicate that the quantities have been numerically
computed and thus includes simulation-related uncertainty. For simplicity we consider
N; =N for all j €{0,...,k}. The component-wise mean and simulation variance (dispersion)
are [45]

S (1-5))

Ef(S,/H) =S, Dy(S/H) = N

(2.27)

The results of E ¢(.) and D(.) correspond to the Bernoulli distribution. If the objective is
to compute a target value S; = 10~° with /Dy (§j|H) =107, then the required number

of pseudo-random samples would be N =~ 10!, This illustrates the main challenge in
rare-event simulation: the requirement for an extremely large number of pseudo-random
samples to achieve a desired simulation standard deviation. To tackle this problem, a
different approach from the standard MC method is needed.

Importance Sampling (IS) is a reasonable candidate to be considered as it can achieve
simulation variance reduction without a significant increase of the required pseudo-random
samples [38]. It has found applicability across a wide area of safety-critical applications,
such as reliability analyses for structures, nuclear power plants, and for computation of
probabilities of collision events in aviation [46-48]. Based on the principles of IS, the
expected values in (2.25) can be re-expressed as

k
Prit =3 E; (1,(U7'2) £, @), (2.28)
j=0 '

Sj
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2; ( [H) "
where £ ; i@ = f . The newly introduced PDFs f;(z) are called IS densities, auxiliar
2 j

i (z
densities, or proposal densities [45, 49]. A necessary condition for the IS densities is
]lj(Ujflz)fj (z) # 0 whenever llj(U]_»lz)ij (z|H) # 0 [49]. Given N; = N, for all j €{0,...,k},
iid. pseudo-random samples generated from the IS densities fj(z), then (2.28) can be
computed as

k N
Bl =Y [ = 21, (U7'20) £ ()], (2.29)
=l A=

5
where Pr|H is an unbiased estimator of Px(b) if the conditions for the IS densities are met
[45, 49]. The simulation variance of the numerically computed j* component § is

. E: (1;(Uj'z) L2(@|H) - S?
ij(iﬂH): [ f}( i ( j Z)NJ 2)[H) ]], (2.30)

which can be used as criteria for the choices of the IS densities to achieve variance reduc-
tion. One can notice from (2.30) that the following IS densities are giving exactly zero
variances [38]

1; (U;lz) fz; (z[H)

fi(z)= 3, . (2.31)

These theoretically optimal IS densities are the best in a minimum variance sense. However,
as they depend on the unknown quantities of interest, their use is not feasible in practice.
Instead, one could search within a parametric family of PDFs (e.g., exponential family) and
find the one that minimizes (2.30) [45]. We account for the distributional parameters in the
notation of f}(z; ) ;) and formulate the following variance minimization problem [50]

0, = E; < (U7'z) fz ( |H)> (2.32)
= arg min Z) —=———=_ .
9, g@J f j 2 f] (z ) )

Typically there are no analytical solutions to the minimization problems in (2.32), and this
can lead to time consuming optimization algorithms [39]. In [39], Rubinstein proposes an
alternative which is based on finding the IS densities which minimizes the cross-entropy,
or Kullback-Leibler (KL) divergence, w.r.t. the theoretically optimal IS densities in (2.31).
The KL divergences are defined as [51]

D(f.f) = 3 (Inf; (@) - 3 (In £(2:6))). (2.33)

Using the expressions of the theoretically optimal IS densities from (2.31), the minimization
problem of (2.33) w.r.t. ©; becomes

@j =argmin — Ef;j (]lj (U}lg) lnfj (g; @j) |H) . (2.34)
9j
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Note that the expected values in (2.34) are now expressed w.r.t. the original PDFs fzj(z|H),
which means that the minimization problems may be too computationally expensive to be
carried out in the context of rare events since 1 ; (U}lg) = 0 too often. To circumvent this
issue, the expected values can be expressed with respect to newly introduced IS densities
fj(z;é‘) ;) (assumed to be known a-priori) [39]

@j = argmax Efj (]lj (U}lg) = "Inf (z;@j)>. (2.35)
5, ey

The stochastic counterpart of (2.35) can be formulated given access N ;i pseudo-random

samples from the a-priori IS densities fj(z;é) i),

N.
- 1 <& , - -
©; =argmax—— Z 1; (U;lg([)) Ej(;([))lnfj (;([);Gj) , (2.36)
éj l\]] =1
o, @)

L j(g([)) == —. If the objective functions in (2.36) are convex and differentiable
fiZ9;0))
6 ;> the solutions may be obtained analytically by setting the gradients to zero [39, 45].
A procedure, known as the Cross-Entropy (CE) method, can be used to carry out the

maximization problems in (2.36) as described in [52, 53]. Once © ; are obtained, then N iid.

pseudo-random samples can be generated from f}(z; e ;) to compute (2.29).

The third step quantifies the uncertainty related to the simulation. This is achieved by
repeating the computations of the second step N times, each time with a different

set of i.i.d. pseudo-random samples. The results are the mean values of the compo-

a(h)

nents M = (1/ Nsim)Zth’l“ S; ", and the empirical standard deviations &, based on which

PplH = Z;C:o M ; and its oim are obtained. Some common example values for Nyim are 50,
100 [54, 55]. The three-step procedure to compute the Level 1 components in Fig. 2.2 is
summarized in Fig. 2.3 (next page).

2.3.2 COMPUTATION OF LEVEL 2 COMPONENT

Once the Level 1 entries Pr|H.....Pz|H(bx) and their simulation standard deviations are
obtained, one needs to make assumptions or have knowledge of the a priori probabilities
of occurrences of the hypotheses P(H)),...,P(H}). Assuming access to their values, then
the total probability of positioning failure can be computed

k
Pr(b) = P(Ho)P[Ho + Y POH)P [ Hi(b) (2.37)
i=1
and its simulation standard deviation propagated accordingly. For positioning safety analy-
ses, the maximum of (2.37) can be compared against an application specific requirement to
decide whether the requirement is met,

k
maxPr(b) = P(HoB [ Hy + max Y POHOR[Hi(b). (239)
1seesDf i=1
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Figure 2.3: Summary of procedure to compute Level 1 components in Fig. 2.2.

2.3.3 REMARKS ON THE FAMILY OF PDFs TO CONSIDER FOR THE IS
DENSITIES

When choosing the parametric family of PDFs for determining the IS densities using the CE
method, a reasonable choice is to use the same parametric family as the original PDFs [52].
For instance, if f;, (x) and f, (z) for i > 0 are Gaussian PDFs, then choosing fo(x;C:)o) and
f,-(z;éi) to be Gaussian PDFs is reasonable as well. However, additional criteria should be
taken into account when choosing the parametric family of PDFs for the IS densities, such
as: the dimensionality of the vectors of interest (e.g., X € R", t € R"), the characteristics of
the safety (or failure)-regions (e.g., unimodal or multimodal), simulation time budget [56-
58] etc. The detailed analysis of these aspects is beyond the scope of this contribution.
In Section 2.4, we choose the parametric family of Gaussian PDFs for the IS densities,
considering that f; (x) and f, (2), for i > 0, are also Gaussian PDFs.



24 2 METHOD TO COMPUTE THE PROBABILITY OF POSITIONING FAILURE

2.4 POSITIONING SAFETY ANALYSIS FOR AN AUTOMATED

VEHICLE

As an example, to demonstrate the working of the method we carry out a positioning
safety analysis for an automated vehicle which coordinates, in a local East-North-Up (ENU)
coordinate system, are determined using single-frequency (code)pseudorange observables
in a Differential GNSS (DGNSS) setting. The GNSS constellations we consider are GPS (G)
and Galileo (E), at L1/E1 radio-frequency (1575.42 MHz). A reference receiver is stationed
at an accurately known position which determines the pseudorange corrections (PRCs)
that are transmitted to the automated vehicle’s rover receiver using a Networked Transport
of RTCM via Internet Protocol (NTRIP) [59]. Depending on the distance between the
reference and the rover receiver, decimeter-level positioning precision of the rover receiver
is achievable [60]. An illustration of the DGNSS setup is presented in Fig. 2.4. The index **’
is used to indicate the GNSS constellation (G or E).

GNSS satellite

(5.)
-.-
e =
&‘5‘\% = Oé&
e\‘bo PN "r,,@
S P N (o4
& Q‘MO - N D5 6’110;
e Q s,
o© e SOYe (o))

ov -7 N ,

M

Reference Rover
receiver receiver
(2
S 5

Figure 2.4: Pseudorange corrections are determined at the reference receiver PRCE'{) = pa) - Eg;)’ where p(sl*) is the
Euclidean distance. The PRC’:\’s are collected by an NTRIP caster which are then distributed to the automated

==
vehicle’s rover receiver to be applied to p’.. Source: Adapted from [61].

Si
P2y

The corresponding linear(ized) DGNSS model is given by [43]

Ay Mg ug| | Ar .
Efay <[Ayﬂ> =My ug||cat| Qavay =blkdiaglQayeaye. Qaypaye ] (239)
Ay Ja Ax

where Ay ~ N(E ay (BY), Qayay) and Ja € R™" is the Jacobian of the vector function A(.)
which links the unknowns of interest to the nonlinear (code)pseudorange observables. The
components of Ay € R™ are the observed pseudoranges from which the Euclidean dis-
tances between an appropriately chosen linearization point and the satellites are subtracted,
and the PRCs are applied via addition. The PRCs remove most of the satellite orbit errors, the
satellite clock error and satellite code hardware bias, while the differential delays due to the
troposphere and ionosphere are considered negligible for distances between the reference
and rover receiver up to 10 km [62]. Both the reference and rover receivers have calibrated
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the GPS-Galileo Inter System Bias (ISB) by applying it as an additional correction to their
pseudoranges [43]. The rows of M, € R™>3 contain the unit direction vectors between
the rover receiver and the satellites, while u,. € R™ is the vector of ones. The unknown
parameters are the rover’s ENU coordinate increments Ar € R® and At € R which represents
the combined differential receiver clock and hardware delay. The c term is the speed of
light in a vacuum. The Jacobian Ja € R™" has rank(Ja) = 4. The variance-covariance
matrix Qay, Ay, = 20§*W;1 € R™>*™+ is diagonal where W.. = diag[wy,, ..., 0m, | € R™ ™ is
the weight matrix which components are the elevation-dependent weighting functions
based on [63]. In Qay, Ay, Oy, is the standard deviation of the pseudorange observables, in
[m], and the factor 2 is due to the application of the PRCs to the observed pseudoranges by
the rover receiver (assuming the same oy, at both reference and rover receivers [64]). In
this scenario, we aim for a horizontal positioning precision of approximately 0.5 meters,
specified as the 95% circular probability radius. To achieve this, we set v20y, =0.3 m
and \/EO’YE = 0.2 m, which correspond to positioning precisions attainable with DGNSS [60].

The model in (2.39) has a total number of m = mg + mg observables and n = 4 unknowns.
The redundancy follows to be r = m —rank(Ja) = m — 4. The estimate X is obtained from a
Gauss-Newton iteration scheme once the stop criterion is met for Ax [65]. Given that r > 2,
we account for individual outliers in the observations (e.g., due to signal reflections by local
environment near the rover receiver) and assume that only one observation outlier occurs
at a time. This is the case of datasnooping [66, 67]. The following statistical hypothesis
testing problem is defined

Mo : Ep,, (Ay) =Jadx vs. H;: Ep (Ay) = Jabx+cib; (2.40)

forie{1,...,k}, where k =m, ¢; € R™ is the canonical unit vector having one as its ith element
and zero elsewhere, b; € R is the unknown outlier with its size in [m], and rank([Ja,c;]) =
4+ 1 =5. Given the misclosure vector t = BTAy with BT J5 = 0,4y, the resulting partitions
of R” for datasnooping, given a level of significance & = Pg are

Po={teR" ||, < X2(r.0)}, (2.41)
Piso = {te R” | t¢ Py, |W,’|= max |Wj|}, (242)
Jje{1,...k}

where |w j| = ||l_lctjt||Qtt is the w-test statistic [68].

We consider the skyplot in Fig. 2.5 which shows the positions of the satellites, as ob-
served by the rover receiver, expressed in terms of their azimuth (w.r.t. the North direction)
and elevation angles (w.r.t. the horizontal plane). The satellite geometry contains mg = 8
GPS satellites (blue) and mg = 7 Galileo satellites (orange) with an elevation cut-off angle of
10°. The redundancy is r = 11 and the analysis focuses on the 2D position of the vehicle as
the horizontal domain is most relevant. The 2D position vector is defined as @ = H'X where
HT = [Iz ngz] and X = l{<::015 X, pi(t) captures the estimation and statistical hypothesis
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testing problem defined in (2.40)—(2.42). The PDF of 0 can be expressed as [18]

k=15

[i®= 3, | f et
i=0 /P
o (2.43)
= Y &4 (£, (0+HLY) p©),
i=0
where the second equality will be used for the visual interpretation of the PDFs. Based
on (2.43), the 2D probability of positioning failure is formulated with the objective of

computing it using the proposed method from Section 2.3

]Pr(b) = / f@(@) d@, (2.44)
Be -
for a given safety region 53 and its complement 5.
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Figure 2.5: Skyplot view of the rover receiver (vehicle)-satellite geometry. The eight blue dots are representing the
GPS satellites, while the seven orange ones represents the Galileo satellites and the corresponding H;’s, for i > 0.

2.4.1 PROBABILITY OF POSITIONING FAILURE FOR FIXED VEHICLE AND

SAFETY-REGION ORIENTATION

In determining the shape and size of the safety region /3 C R?, several factors should be
considered, such as: (i) the vehicle’s dimensions; (ii) the road geometry to ensure that all
points 0 € R? within the set B correspond to the vehicle staying within its lane; (iii) the
minimum required braking distance depending on the vehicle’s speed; (iv) the proximity
to other traffic participants, among other considerations. Various studies have proposed
different shapes for the safety region that encompasses the vehicle, such as elliptical or
rectangular forms [7, 69, 70]. For consistency with existing approaches in the literature,
we choose an ellipse to inscribe the shape of the vehicle which has a length of 4.5 [m], a
width of 1.8 [m], and the orientation w.r.t. the vertical axis is 45° (as an example). For a
single-epoch in time the safety-region can be defined as (see Fig. 2.6),

B={0¢€ R? | ||9_etrue||2QB <1}, (2.45)
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0.358 —0.259
—-0.259  0.358
at 051 for this example). The major-axis of /3 has a length of 6.36 [m] with an orientation
w.r.t. the horizontal axis of 45°, and the minor-axis has a length of 2.55 [m].

where Q' = [m™2] and Bye € R? is the true location of the vehicle (set

3

North-axis [m]

3 2 A 0 1 2 3
East-axis [m]

Figure 2.6: Safety-region B C R? inscribing the vehicle (at a single-epoch) defined in (2.45).

In the following sub-sections (A.1 and A.2) we present results from computing the Level
1 components of Pr|Hy and of Py |H;4 as illustrative examples. A similar approach is
followed for the remaining fourteen Level 1 entries Py |H; for i ¢ {0,14}. In sub-section
(A.3) the resulting total probability of positioning failure is obtained and discussed.

A.1 Computation of Level 1 Components of Pr|H,

First, we are providing an analysis of the conditional components of the PDF f;(0|H)) (i.e.,
Joca (6|CA) and Jolra; (OFA;) for i €{1,...,15}). Under the event of a CA testing decision, the
PDF f5ca (0|ICA) = fe (6Hy) is a normal distribution, with the precision of the horizontal
position components o . =0.18 [m], o g, morth = 0-20 [m], and the correlation coefficient

is Py, = 0-01. Hence, the contours of fe\c A(9|CA) are nearly circular. The conditional
PDFs fe‘FA (O|FA,) are obtained from the averaged shifted functions fe ( 0+HTL; t|H0) for
t € P;, which account for the outcome of statistical testing (see (2. 43)) A closer look into

the shifting term H'L;t will give better insights about the features of Jora, (BIFA) (e.g.,
orientation, multimodality). We re-express the shifting term, for i > 0, as

H'L;t = H' Qg5,JAQayayCi (¢ D) = gi (¢, D, (2.46)

where g; € R? and (ci ) € R. The angle of R(g;) w.r.t. the horizontal axis is driven by the
design matrix Jo and by Qay,ay, through Q; . The rows of (HTQ;(O,;O) € R%*" (variances
of the components on East and North directions, the covariance between them, and their
covariances with the Up component and At) are influencing the orientation of R(g;) by
transforming the scaled rows of J4 obtained from (JXQK;AYQ) € R". In turn, R(g;) drives
the orientation of fgp,, (OFA)).
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Figure 2.7: Components of f5(0/H,) for Ppa = 107 and N; = 107 i.i.d. pseudo-random samples drawn from

fi(t|Ho). The ellipse represents the safety-region B C R? from (2.45) in relation with each conditional component
offg(Q\Ho) (ie., f§|cA(9|CA) and fopa, (O|FA;) forie{1,...,15}.

One can relate the satellite geometry from Fig. 2.5 with the components in Fig. 2.7 to identify
which ones present similarities (e.g., in orientation and shape). As examples, the following
‘pairs’ of components show similarities: fp,, (0|FAs5) and Joiras, (0|FA1p), Jolras (0|FAg)
and fopa,, (0]FA 1), Tara, (0]FA;) and Toira, (O[FA), etc. The way (c t) varies across R(g;),
for t € P;, determines the multimodality of fEIFAi (O|FA;). Take, for example, f@FAl (0FA))
and fypa, (0|FA1,) as they do not show multimodality due to the reduced influence of the
low-elevation satellites 1 and 12 on the 2D positioning (via the elevation-based weighting
in Qay,ay.)- The components fgg,, (0FAL), Joras (0|FAg), and Joiray, (6|FA11) do not show
multimodality, despite satellites 4, 8, and 11 being at a rather high elevation, because of
their reduced contribution to the east and north directions. The rest of the components
show multimodality as the corresponding satellites’ contribution to the 2D positioning is
larger due to the rover receiver-satellite geometry and due to the elevation weighting. By
relating the shape of the safety-region 5B with these components (see Fig. 2.7) it is possible
to identify which ones have a small or large amount of probability density outside 3. For
instance, fypa,, (0|FA1,) is closely aligned with the minor-axis of /3 and its modes are the
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furthest apart, which indicates that it is one of the components with the largest amount of
probability density outside 5.

Secondly, we compute the Level 1 components corresponding to H, using the procedure
in Fig. 2.3

k=15 k=15
PrlHy= ), MHy=PcaPr|CA+ ), Ppy Pr[FA;, (2.47)
i=0 i=1

where Pcp is known, since Pcp = 1 —Ppa = 1—1073. The results are obtained over Ngjm = 100
displayed in Table 2.1.

Table 2.1: Level 1 Components of Py |H, for Py = 107% and N; =10° iid. pseudo-random samples drawn from IS
densities. Results are obtained over Ny, = 100.

Comp. Value Std.
PcaPr|CA  251-10711  6.39-1071
PraPrlFA;  463-1071%  1.04-10714
Pra,PrFA;  1.29-1072  2.80-10714
Ppa,PrlFAs  2.55-10712  542.1074
PraBrlFA,  173-107  7.76-10716
PpaPrlFAs  2.20-107"  9.42-107"7
Pra PrIFA,  4.48-10712 7.25.10°1
Pra, PrlFA;  2.56-10712  4.40-107
Pra,PrIFAs  4.82-107  1.04-1071
PraBrlFAy  276-1071 31910713

Pra, PrlFA;,  1.56-107  3.54.1071
Pra, PrIFA;  238-1073  6.29-10715
Pra,PrlFA;,  6.82-1071  2.20-10715
Pra,Pr[FA;;  7.95-107  3.81.10719
Pra,PrIFAy  4.86-107°  436-107"!
Pea Pr[FA;s  5.29-107°  1.37-10716

PrH, 4.95-107°  4.36-107!1

The Most Impactful Component (MIC) of Px|H, is EFA14EF|FA14 =4.86-10"° due to two
main reasons: (i) the principal axis of fgg, , (0|FA14) is the most aligned with the minor-axis
of B (see Fig. 2.7), and (ii) the two modes of Joras, (0|FA14) are most far apart from each
other along the principal axis leading to the most probability density outside /3. Conversely,
the principal axes of f@FA5 (0]FAs) and fEIFAls (0|FA+s) are the most aligned with the major-
axis of 3 which leads to the Least Impactful Components (LICs): EFA5E7:|FA5 =220-1071
and Py Pr[FA;5 =5.29-10715.

A.2 Computation of Level 1 Components of Pr|H14(b14)

We show the results obtained after computing the components of Py |H14(b14) = lkfols MAHM
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for Nsjm = 100 and a range of values for the size of by4 to find the maximum (worst-case
size of the outlier). We re-express Pr|H14(b14) in terms of its computed components

k=15
PrlHi1a(bia) = Pup, PrIMDys +Pey Pr|CLis + Y. Py Pr WL, (2.48)
i#0,14

where Pyip,, can be computed exactly. The range of values is chosen between 0 and 2.5 [m]
(negative values need not be considered due to the symmetry of the results). The objectives
in this sub-section are to compute the components of P7|H4(b14), determine the maximum
EF|H14(b14), and the corresponding magnitude of by4. As an example, Fig. 2.8(a) shows the
individual probabilities Pyip,, and EF|MD14 as a function of by4. As the outlier by4 increases,
the probability density of f5yp,, (0IMD14) increases in B¢, while Pyip,, decreases. Fig. 2.8(b)

shows that after PMD14EF|MD14 reaches its maximum at 9.42-10~ for b4 = 1.70 [m], the
decrease is driven by Pyp,, as its values are significantly smaller than those of Px|MDj4.

(a)
“ooF , . . .
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Figure 2.8: (a) Individual probabilities Pyp,, and ErlMDM; (b) Component Pyp, 4EF|MD14 and its simulation
standard deviation (Std.) as a function of by4.

The behavior of all of the components from (2.48) is presented in Fig. 2.9. For instance,
Flg 2.9(a) shows that in the case of the event of Cly4, as by4 increases, the component
PCI IP7|Cl,4 exhibits low variation. While by, increases, PCI1 , goes toward 1, and P |Cl4
stablhzes on the order of 1078 for by, larger than 1.2 [m]. An interesting aspect is that
ECIMEF'CIH > PMD14EF|MD14 when by4 < 0.46 [m] despite ECIM < Pymp,,- Furthermore, this
example shows that ECIMEF‘CIM is the MIC of Py |H4(b14) for byy < 0.46 [m], while for
bis > 0.46 [m] the MIC is PMDM@;»\MDM until ECIM@ACIH and PMDMEAMDH cross again
as byg — oo.

In Fig. 2.9(b) one can observe that the components under WI; and WIs have the low-
est values (relative to the curves in the top and bottom plots of Fig. 2.9(b)). The main
reasons are: (i) the correlation coefficients between the corresponding w-test statistics
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Components of the probability of positioning failure under Hi4
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Figure 2.9: Level 1 components of P|H4(b14) for range of outliers by4 € [0.0, 2.5] in meters, Ppy = 10~ and 10°
iid. pseudo-random samples generated from IS densities. Curves are mean values obtained based on Njn, = 100.
Mean values of components are: (a) under MDy4 and Cly4; (b) under WJ; corresponding to GPS satellites (for
i €{1,...,8}); (c) under WI; corresponding to Galileo satellites (for i € {9,10,11,12,13,15}).

| Pwigws | =0.021 and | pyy,, s | = 0.088 are the smallest among all, determining the locations
of the main modes of f@wh (6|W1,) and fEIWIs (0|WIs) to vary slowest as b4 increases; (ii)
the least probability density of fgy, (A|W1,) and Jaw, (8|WTIs) outside B. For byy < 1 [m]
the separation between the components EWLEAWI,- for i €{1,2,3,6,7,8} is not significant.
This is due to the probability density of the corresponding conditional PDFs not varying
significantly outside 5, and the separation of the EWL.’S not being substantial. On the
other hand, the components under WI;, WI,, and WIg show together a dominant behavior
for bys > 1.5 [m] due to: (i) the correlation coefficients between the corresponding w-test
statistics being the largest, and (ii) the probability density of the corresponding conditional
PDFs being the highest in /3°. The same type of reasoning applies for the components in
Fig. 2.9(c).
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Figure 2.10: Obtained Py |H14(b14) as a function of by € [0.0, 2.5] in meters, its simulaton standard deviation
(Std.), and its maximum (max.) at 1.02-1073.
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The Level 1 components in Fig. 2.9 are then used to compute the function Pz |H14(b14)
from (2.48). This function, along with its simulation standard deviation and maximum
(gray dot), is shown in Fig. 2.10. The maximum occurs at 1.02-107> for b;4 = 1.7 [m], with
its MIC being Pyp,,Pr|MD14. A similar approach is followed for the computation of other
Level 1 components Pr|H;(b;) for i = {0,14}.

A.3 Computation of the Level 2 component Pr(b) for a worst-case scenario

The maximum values of Py |H;(b;) for i > 0 have been determined and the results are
presented in Table 2.2. The largest three maximum values are given by (in ascending order)
Pr|H11(b11), Pr[Hz(bs), Pr|H14(b14) as the corresponding PDFs f5(0|H,), for i € {11,2,14},
have the largest probability density outside 5. -

Finally, to compute the worst-case scenario Pr(b) from (2.38), some assumptions are
needed for the a priori P(H;)’s for i € {0,..., 15}. Since alternative hypotheses account for
outliers in the pseudoranges at the rover receiver (automated vehicle), it is reasonable to
assume that they primarily occur due to different signal reflections caused by the surround-
ing environment (e.g., buildings) [71]. For this analysis, we make three sets of assumptions
ranging from more conservative cases to more optimistic ones: (Case 1) P(H,) = 0.8500
and P(H;) = 1072 for Vi > 0, (Case 2) P(H,) = 0.9850 and P(H;) = 1073 for Vi > 0, (Case 3)
P(H,) = 0.9985 and P(H;) = 10~* for Vi > 0. The results of the worst-case P (b) for these
three assumptions are shown in Table 2.3.

Table 2.2: Obtained Py |H, and Px|H;(b;) for i > 0, their maximum value, standard deviation (std.), and the size of
the model outlier where the maximum occurs.

Comp. Max. Value Std. b; [m]

Pr|H, 4.95-107°  4.36-10711 -
Pp|Hi(by)  356-107°  1.94-1078 532
PplHy(by)  1.54-107°  7.92:1078  3.66
Pp|Hs(bs)  234-107°  1.23-1078 254
PplHy(by)  267-107%  2.02-1071° 134
Pr|Hs(bs) 2.18-107%  2.86-1071% 165
Pp|He(bs)  3.99-107¢  2.87-1078 1.99
Pr|H;(by) 231-10°°  955-107°  1.88
Py |Hg(bs) 7.44-107°  2.37-1078 1.71
PrlHyo(by)  6.94-107°  5.08-1078 1.32
Pr|Hio(byo) 2.76-1077  8.03-1071° 2,60
PpHi(byy)  9.83-107° 3.62-107%  1.21
Pp|Hi2(byz)  1.16-1077  5.23-1071°  3.39
PrHi3(bi3)  6.47-107%  3.76-1071  1.21
Pp|[Hiy(byy) 1.02-107°  2.03-107¢ 1.70
Pr|His(bis)  6.93-1077  561-1077  1.38
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Table 2.3: Maximum values of Pz (b) and their standard deviations (std.).

Cases P(H,) Max. Px(b) Std.
1 0.8500  1.07-107>  2.03-1078
2 0.9850  1.08-107°  2.03-107°
3 0.9985  1.12-1077  2.74-1071°

In the case of the most conservative assumption (P(H,) = 0.8500), the maximum P (b) =
1.07-107° +£2.03-10~® can be considered rather large compared to what would be desired
from the precision of positioning at the decimeter level (e.g. [7]). However, we emphasize
that the present positioning safety analysis is restricted to single-epoch (snapshot) GNSS-
only positioning and it does not consider a sensor suite for positioning.

A.4 Verification of the results

Using the direct simulation approach based on the standard MC, as described in the ap-
pendix of [72], we verify the results of Tables 2.2 and 2.3 using 10° i.i.d. pseudo-random
samples and Njy, = 100. The results are presented below in Tables 2.4 and 2.5 and they
agree with the ones from Tables 2.2 and 2.3 (the relative differences are < 20%). A dash
’— in Table 2.4 indicates that the target value is around or below 1078 and it could not be
computed reliably with 10° i.i.d. pseudo-random samples and Ny, = 100. Therefore, they
are also not taken into account in the generation of Table 2.5. To generate these results
for verification, we have used computational resources from the Delft High Performance
Computing Center (DHPC)[73].

Table 2.4: Verification of results in Table 2.2 based on standard MC approach in Appendix of [72].

Comp. Max. Value Std. b; [m]
P, [H, : : :
Pp[Hi(by)  3.75-107°  2.00-1077 532
Py |H,(by) 1.54-107  4.21-1077  3.66
PrlHs(bs)  227-107% 1.48-1077 254
Pr[Hs(bs) - - -
Py |Hs(bs) - - -
Pp|Hs(bs)  4.60-107¢  2.20-1077  1.99
Pp[H;(b;)  235-107°  1.61-1077 188
Pp|Hs(bg)  7.78-107¢ 2941077  1.71
PrHo(by)  6.69-107°  250-1077  1.32
PrHio(byo) 3.40-1077  572-107%  2.60
Pp|Hy(by;)  1.01-107°  3.48-1077  1.21
Pp|Hip(byz)  1.20-1077 3.27-107%  3.39
Pr[Hi3(b13) - - -
PpHi(byy) 1.02:107°  3.26-107° 170
Pr|Hi5(byis)  7.80-1077  9.27-107%  1.38
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Table 2.5: Verification of results in Table 2.3 using the values from Table 2.4.

Cases P(H;) Max. Pr(b) Std.
1 0.8500  1.07-10  3.35-1078
2 0.9850  1.07-107°  3.35-107°
3 0.9985  1.07-1077  3.35-1071°

2.4.2 PROBABILITY OF POSITIONING FAILURE FOR VARYING VEHICLE

AND SAFETY-REGION ORIENTATION

Although vehicles change their orientation as they move—for example, when making U-
turns, exiting highways, or turning left or right—over a short time frame (e.g., a few minutes),
we can assume that the receiver-satellite geometry depicted in Fig. 2.5 remains constant
because GNSS satellites orbit Earth at altitudes around 20.000 km. This assumption allows
us to focus our analysis on the vehicle’s changing orientation. Therefore, we modify the
safety region from (2.45) to incorporate dependence on the orientation angle ¢, measured
clockwise relative to the vertical axis,

By={0€R*| |6~ 9true||2QB¢ <1}, (2.49)

where Q,}; now depends on ¢ and ¢ € [0°, 180°]. The maximum P (b) is computed as a

function of ¢ from its components: Pr|H, and nax Y12, Pr|Hi(b;). Fig. 2.11(a) illustrates
1bi

the variations of Pr|H, as a function of ¢. As ¢ approaches 60°, the components of f5(6|H,)
that are less aligned with By, contribute the most (e.g., see fypa, (61FAs), fypa,, (0FA14)
from Fig. 2.7), reaching a global maximum of 5.87-107 at ¢ = 60°. For ¢ > 60°, the values
of Pr[H, decrease until ¢ = 100°, after which they begin to rise again, reaching a local
maximum of 3.37-10° at ¢ = 120° due to f§|FA5 (0FAs5), f@\FAw (6]FA1p), and f§\FA15 (6]FA+5)
having most of their probability density outside By. A similar reasoning can be applied to
the behaviour of nax 211=51 P|H;(b;) in Fig. 2.11(b).
1.0k

The results from Fig. 2.11(a) and 2.11(b) are combined with the assumptions made on
the a-priori probabilities P(H,) and P(H;) for i > 0, as discussed previously, to obtain the
results from Fig. 2.11(c). In the most conservative case (Case 1), the maximum P (b) at
¢ = 130" is 2.04- 107> while for the most optimistic (Case 3) is 2.07-10~7 (see Table 2.6).
Considering this is a snapshot positioning scenario for an automated vehicle with decimeter-
level accuracy and a horizontal positioning precision of approximately 0.5 meters (95%
circular probability radius), while accounting for one-dimensional outliers in the observ-
ables, the result in Case 1 is relatively large.

This type of results helps determine whether the target requirements or guidelines for
positioning safety are met at a particular time instant. This assessment is based on the
assumed functional and stochastic models in (2.39), the receiver-satellite geometry in
Fig. 2.5, the statistical hypothesis testing procedure in (2.40)-(2.42), and the safety-region
By defined in (2.49).
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Probability of positioning failure as a function of the vehicle’s orientation angle ¢

(a) (b) (c)
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Figure 2.11: (a) Computed Pr|H, over the angles ¢ with Ny, = 50; (b) Computed max Z;(:lElei(b,-) over the
k

Lo
angles ¢ with Ny = 50; (¢) Computed maximum total probability of positioning failure Py (b) over the angles ¢
for the three cases: (i) Case 1 when the a-priori P(H,) = 0.8500 and P(H;) = 1072 for i € {1,..., 15}, (ii) Case 2 when
the a-priori P(H) = 0.9850 and P(H;) = 1073 for i € {1,...,15}, and (iii) Case 3 when the a-priori P(H,) = 0.9985
and P(H;) =107 fori € {1,...,15}.

Table 2.6: Maximum values of Pr(b) at the worst-orientation of the vehicle w.r.t. the satellite geometry from
Fig. 2.5.

Cases P(H,) Max.Pr(b)at ¢ =130 Std.

1 0.8500 2.04-107° 452-1077
2 0.9850 2.04-107° 452-1078
3 0.9985 2.07-1077 4.52-107°

If the requirements or guidelines are not met, adjustments may be needed in various
aspects, such as the measurement setup (including functional and stochastic models), the
definition of the safety region, or the combined approach for parameter estimation and
statistical hypothesis testing. For example, recent theoretical advancements show how
tailored statistical hypothesis testing can improve the performance of DIA-estimators [42].

2.4.3 COMPUTATIONAL RESOURCES

To provide context regarding the computational resources used to carry-out the positioning
safety analyses based on the proposed method, we detail the used hardware and software.
The computations were performed on a laptop Dell Latitude 7440 equipped with a 13th
Gen Intel Core i7 processor featuring 10 physical cores and 16 GB RAM. The operating
system is Windows 10 Enterprise and the programming language is MATLAB 2024a with
the Parallel Computing Toolbox. The analyses leveraged 8 physical cores of the processor
through MATLAB’s parallel computing capabilities.

For example, the computation time to generate the results from Table 2.1 (components
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of Py|H,) with N; = 10° (for i > 0) i.i.d. pseudo-random samples generated from the IS
densities and Ny, = 100 for the simulation uncertainty quantification, was = 5 minutes. To
obtain the results from Fig. 2.9 (components of Pr|H4(b14) evaluated at 10 values of by4),
with N; = 10% (for i > 0) i.i.d. pseudo-random samples generate from the IS densities and
Nsim = 100, was = 50 minutes. For the other alternative hypotheses, the computations times
ranged between = 50 minutes and = 150 minutes. Note that these computation times can be
improved if more physical cores are available and by reducing the number of independent
simulation repetitions Ngim (e.g., to 50 [54]). They also depend on the chosen programming
language, code implementation and the configuration parameters of the CE method. To
generate the results from Table ?? and Fig. 2.11 we have used computational resources
from Delft High Performance Computing Centre (DHPC) [73].

2.4.4 LIMITATIONS AND POTENTIAL IMPROVEMENTS OF THE PROPOSED
METHOD

We now turn our attention to limitations of the proposed method, emphasizing those that,
in our opinion, are particularly relevant to address in future work.

+ Dimensionality of b; € R%: The computation of a Px|H;(b;), for i > 0, requires as-
sumptions on the values of b; € R¥%. Currently, the maximum P|H;(b;) is found
by defining a range for b; € R%, when ¢; = 1, and then perform the computations
(e.g., Fig. 2.9). This approach can be computationally too expensive, especially when
g > 1, as it would require searches over g;-dimensional grids. Therefore, a more
efficient approach to find the maximum Py|H;(b;) is sought.

« Integration regions /3° N P;: The expected values in (2.17) are integrals over the
regions resulting from B°nP; for i € {0,...,k}. A characterization of these regions
by determining, a priori, their number and potentially their relative ’distance’ (w.r.t.
some metric), could offer insights for better choices of families of PDFs for the IS
densities. In this context, choosing the parametric family of Gaussian PDFs for the IS
density may not always be appropriate, especially if the dimension of the misclosure
vector t € R” becomes large (e.g., > 40). Once this type of characterization is done,
several approaches can be tried with respect to the choice of the parametric family
for IS densities [56—58].

Initialization of the CE method: Currently, the distributional parameters of IS densi-
ties are found by solving (2.36) using the (multilevel) CE method, as described in [52]
(page 73). In this approach, the initialization parameters of the CE method, such as
(i) initial IS densities to start the CE method and (ii) number of i.i.d. pseudo-random
samples to be used Ncg, are chosen empirically. To overcome some of these short-
comings, a Fully Adaptive Cross-Entropy (FACE) method is proposed in Chapter 5
of [52] .

It is also important to mention that improvements of the CE method, especially for high-
dimensional problems, have been recently proposed in [74, 75]. Such studies and devel-
opments could also bring benefits in the context of our proposed method (i.e., solving
(2.36)).
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2.5 SUMMARY AND CONCLUSIONS

The study of the event of positioning failure 7 =X € 3° [6], through computing its proba-
bility Pz (b), is of importance for a wide range of safety-critical applications in automotive,
aviation, rail, and maritime domains. In this contribution, we have proposed a method
to compute the probability of positioning failure and its conditional components, while
accounting for the dependence between parameter estimation and statistical hypothesis
testing. In addition, our proposed method allows positioning safety when the dimension of
the position vector is larger than one (i.e., n > 1). The method has been developed based
on principles and techniques from rare event simulation, specifically Importance Sampling
and the Cross-Entropy method [38, 39]. Three limitations of the proposed method, along
with potential improvements, have also been discussed: (i) handling the increase in the
computation time due to the dimensionality of the model misspecification b; € R% for i > 0,
(if) accounting for the characteristics of the integration regions /3° N P; in the choices of the
family of PDFs for the IS densities (other than the Gaussian PDFs), and (iii) the initialization
strategy of the CE method which currently is empirical. These limitations can be alleviated
by recent advances in the CE method (e.g., [56-58, 74, 75]) and by adaptive versions of
it [52]. These topics represent areas to explore in future work.

The computation and analysis of Pr(b) is aimed at the design stage of positioning al-
gorithms, where decisions are to be made about (i) measurement models, (ii) parameter
estimation methods for the position vector, (iii) statistical hypothesis testing procedures to
accommodate for model misspecifications (e.g., outliers or faults in measurements), and
(iv) positioning scenarios for vehicles, among other factors. This approach aligns with the
principles of scenario-based safety assessment framework which is used or proposed for
studies of automated and autonomous vehicles [11-13]. As an example, we have applied
the proposed method to perform a positioning safety analysis, at a single epoch, for an au-
tomated vehicle in the context of decimeter-level precision GNSS positioning. The method
enabled an extensive analysis of a worst-case scenario with the objective of finding the
maximum Pz (b). Such analyses can be used to decide whether positioning safety targets
or requirements are met. Although the chosen positioning scenario was centered in the
automotive domain, the method for computing the probability of positioning failure and
its analysis are also applicable to other safety-critical fields such as civil aviation, shipping,
and rail. Further improvements of the proposed method can be made based on the existing
literature and recent advances in the CE method, extending the range of scenarios for
positioning safety analyses and development of positioning algorithms. Moreover, since
the dependence between parameter estimation and statistical hypothesis testing has been
acknowledged across various disciplines such as mathematical statistics, biometrics, econo-
metrics, and signal processing [22-27], the principles of the distributional theory for the
DIA method and the proposed method of the present contribution may also be applicable
there, particularly in the context of linear(ized) functional models.
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POSITIONING SAFETY ANALYSIS
FOR AUTOMATED/AUTONOMOUS
VEHICLES

The analysis of positioning safety often employs a probability-based formulation. This ap-
proach quantifies the probability of positioning failure, which is the probability of the position
estimator being outside a safety region, and compares it against an application specific re-
quirement. The design of positioning algorithms for safety-critical applications, such as
automated/autonomous vehicles, should consider the dependence between parameter or state
estimation and statistical hypothesis testing for model misspecifications in the evaluation of
positioning safety. If this dependence is not considered, as this article shows, the conclusions
drawn from the positioning safety analysis might be overly-optimistic. Therefore, this article
focuses on the aforementioned dependence through a vehicle positioning scenario based on an
Extended Kalman Filter (EKF) and the Detection, Identification, and Adaptation (DIA) method
for misspecifications in the motion and measurement models. Grounded in the distributional
theory for the DIA method, our positioning safety analysis utilizes the conditional probability
density functions (PDFs) of the combined EKF and DIA position error, which are generally
nonnormal. We compute the probability of vehicle positioning failure in two cases: (i) when
the dependence is considered and (ii) when it is not, to quantify the over-optimism introduced
by ignoring this dependence. Finally, we present our conclusions and recommendations.

This chapter is based on the journal article [BS. Ciuban, P.J.G. Teunissen, and C.C.J.M. Tiberius. "Dependence Between
Parameter Estimation and Statistical Hypothesis Testing: Positioning Safety Analysis for Automated/Autonomous
Vehicles", IEEE Transactions on Intelligent Transportation Systems, 26(4):5509 - 5521, 2025.
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3.1 INTRODUCTION

Parameter or state estimation and statistical hypothesis testing for model misspecifications
are two central statistical inference tools in the design of positioning systems for safety-
critical applications, such as automated/autonomous vehicles ([1-3]). Given a chosen
parameter estimation and statistical hypothesis testing procedure, along with the obtained
n-dimensional position estimation error € € R" of a vehicle and an application-specific
safety region 3 C R", the event of positioning failure can be formulated as F = {€ ¢ 15} [4].
For positioning safety analyses the probability of positioning failure (denoted as Pr) can be
used to verify whether requirements or guidelines are being met (e.g., the ones in [5]). The
probability of positioning failure can be expressed as,

br= [ fe)de (3.1)

where fg(€) is the probability density function (PDF) of € and B¢ C R" is the comple-
ment of the safety-region 3 C R”. Such probability-based formulations, along with the
computation or upperbounding of these probabilities, are widely used for safety analy-
ses of failure events in nuclear power plants, aerospace systems, structural engineering,
and Global Navigation Satellite System (GNSS) based positioning for civil aviation ap-
plications ([6—-11]). The application of similar principles from GNSS-based positioning
in civil aviation has also been discussed for automated/autonomous vehicles in ([3, 12, 13]).

Since both parameter estimation and statistical hypothesis testing are used in the al-
gorithms of positioning systems, the dependence between them should be reflected in the
PDF fz(e€) ([14-24]). To the best of the authors’ knowledge, there is a lack of positioning
safety analyses for automated/autonomous vehicles that specifically address the depen-
dence between parameter estimation and statistical hypothesis testing when quantifying
Pr. Therefore, we put forward the following question in the context of positioning safety
analyses for automated/autonomous vehicles:

How do the results for Pr differ when the dependence between parameter estimation and
statistical hypothesis testing is accounted for, compared to when it is ignored?

In this article, we show through a positioning scenario of an automated vehicle, driv-
ing cooperatively with an adjacent vehicle, that ignoring the aforementioned dependence
can result in its Pz being one order of magnitude too optimistic. The consequence of
this over-optimism is that it may lead to safety requirements or guidelines being declared
satisfied when they are not.

For vehicle positioning, we use an Extended Kalman Filter (EKF) for parameter (or state) esti-
mation ([25, 26]), along with the Detection, Identification, and Adaptation (DIA) procedure
to perform statistical hypothesis testing to accommodate for multiple model misspecifi-
cations ([14, 27]). Examples of model misspecifications are unmodelled accelerations in
the vehicle’s motion model, outliers and anomalies which may incidentally corrupt sensor
measurements (e.g., from a GNSS receiver), etc. To account for the dependence between
parameter estimation and statistical hypothesis testing in the PDF fz(¢€) of the estimation
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error € € R" we apply the principles of the theoretical framework introduced recently
n [14]. Building on this setup, we proceed with the positioning safety analysis based
on Pr during design stage of the positioning systems (i.e., offline). At the design stage,
decisions are made regarding (i) measurement models, (ii) parameter estimation methods,
(iii) statistical hypothesis testing procedures to accommodate for model misspecifications
(e.g., missmodeling of the vehicles’ motion, outliers or faults in sensor measurements), and
(iv) positioning scenarios for vehicles, among other factors. This approach aligns with
the scenario-based safety assessment framework used for automated and autonomous
vehicles [28-30].

This article is organized as follows: In Section 3.2 we present the combined Kalman
Filter (KF) and DIA method, while discussing the principles of approaching statistical
hypothesis testing through the partitioning of the vector space of KF-predicted residuals.
These principles, though illustrated with the KF and DIA method, are equally applicable to
the EKF and DIA method. In Section 3.3 we show the expression of the PDF fz(¢) which
accounts for the dependence between the (E)KF and the DIA method. Section 3.3 further
shows: (i) the formulation of the probability of positioning failure based on fg(¢e) and its
conditional components resulted from the application of the rule of total probability; (ii) the
formulation of the probability of positioning failure when the aforementioned dependence
is ignored. Section 3.4 presents, by means of an example, a quantitative positioning safety
analysis for an automated vehicle driving cooperatively with an adjacent vehicle. First, we
carry out an analysis based on the components of the PDF f¢(¢e) which is used to determine
which of these components have the largest (or smallest) impact on the probability of
positioning failure. Secondly, we compare the obtained results with the case when the
aforementioned dependence is ignored and quantify the difference. Finally, we present our
conclusions and recommendations in Section 3.5.

Throughout the paper we make use of the following notation: an underscore denotes
a random quantity (e.g., the random vector x € R"), f;(x) is the PDF of x, E (x) is the expec-
tation, D(x) is the dispersion or variance operator, and C (g, y) is the covariance operator.
The error-variance matrices are denoted with a capital italic P while the probability of
an event £ is denoted P¢ = P(E). For the weighted squared norm of a vector we use the
notation ||||é =()TQ7'(.). We also provide a table below with the notation for key symbols:

Table 3.1: Key symbols and their description

Symbol Description
v Vector of predicted residuals
Qyy Variance-covariance matrix of v
fr(v) PDF of v
H; Hypothesis i
f(vIH) PDF of v under H;
C; Vector/matrix of model misspecification under a H;
R(C)) Range space of C;
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Symbol Description
Ic, Projection matrix onto the range space of C;
P; Partition i of the predicted residuals vector space
L; Term adapting the model under H, to H;o
b; Size of the model misspecification
G Dimension of b; € R%
& Filter error of the (E)KF using the models under H;
€ Filter error of the combined (E)KF and DIA method
fe(elHy) PDF of € under H;
fae (el€) PDF of € conditioned on the event £
B Safety-region of the vehicle
Pr Probability of positioning failure
]P7:'|Hi ]Pr under H,'
Pr|E P# conditioned on the event &

3.2 CoMBINED KAaLMAN FILTER AND DIA METHOD
The discrete-time evolution of the state vector x; € R" (at epoch k) can be captured by the
linear(ized) motion model

Xpe = Ppe-1Xp_ +dy, (3.2)

where @y ;1 € R™" denotes the transition matrix, d; € R" is the process noise which
is assumed to have a normal distribution with E (gk) =0px1, C (Qk,g,) = Qd,d, k1, and

C (Qk,ginit) = 0x, With Jy; being the Kronecker delta and x;;, is the normally distributed
initial state vector.

The following linear(ized) measurement model describes the relation between the random
vector of observables y, € R™ and x;.,

Y. = A Xy + e (33)

where Ay € R™" is the design matrix and e, € R™k is the measurement noise which is
assumed to have a normal distribution with E (§k) = Om;x1, C (gk,gl) =Ry 6y, C (gk,gmit) =
Omkxns and C (Qk;dk) = Omkxn~

Misspecifications could occur in the functional and stochastic models from (3.2) and (3.3).
We consider the case of misspecifications only in the functional models as these are the
most common occurring in practice [31]. In subsequent developments, we omit the k
index for simplicity. Based on the vector of predicted residuals v € R™ (Figure 3.1), a DIA
procedure can be designed ([27, 31-33]). The multiple statistical hypothesis testing problem
is

Ho: E(v)=0ma vs. Hiwo : E(v) =Cib, (3.4)

forie{1,..., ny}, where C; € R™% has rank (C;) = ¢; for i # 0. The matrix C; specifies the type
of model misspecification (e.g., unmodelled accelerations, outliers in sensor measurements),
b; € R% is the size of the model misspecification and g; € {1,...,m} is its dimension for i # 0.
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It is possible to unambiguously link the testing decisions for the H;’s to partitions P; of
vector space R™ such that U;” P; = R™ and P;n P; = @ for i # j. Therefore, if the predicted
residual v lands in a P; CR™ (i.e., v € P;) then hypothesis H; is selected as most likely. The
equations of the KF together with the local Detection (D) Identification (7) and Adaptation
(A) procedure are shown in Figure 3.1. The initialization of the KF is done according to
Lemma 7 in [34] yielding X;,;; and its error-variance matrix Pipjt.

Initialization
Xprev = Xinit> Pprev = Linit

inif

¥
Time update
X =0x

Zprev

P = <I>Pprevq>T +Qud

Next epoch Predicted residuals
Xprev = gi y= X_A37
Pprev = P; Q,, =R+AP AT

Measurement update
X =% +P ATQ,lv
Pf =(1,-P ATQ,LA)P~

(A)

Xi :Xg_Lil
i = P +LiQuy L]

b

Output

X

X,

B;

Figure 3.1: KF equations and DIA procedure. Time updated variables have the [.]~ superscript and the measurement
updated ones have [.]*. The subscript [.] indicates the vector or matrix using the models of Hy. The L; € R™™ is
given in equations (3.5), (3.6), and it drives the adaptation step under a H;.¢ while L; = 0,5, for i = 0.

The adaptation term L; € R™™ in Figure 3.1 for model misspecifications in the motion
model and i # 0 is given by

- - « AT -1 (V) ' (e -
Li= I, —PATQ;L A)0C (—A0C)" and (€)= ((¢)) Qb (ch)) () @it -
—_——

)’
(3.5
Similarly, it follows that for model misspecifications in the measurement model we obtain

Li=P'ATQILCCf and Cf = (C]Qhc) T CTQy) (3.6)
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where C;C/ =1, is the projection matrix onto R (C;).

The combined outcome of the KF and of the DIA procedure is expressed as

X=, % pi(v), (3.7)

where p;(v) is an indicator function which takes the value 1 if v € P;, and 0 otherwise. Note
that the uncertainty of (3.7) is driven by %; and by p;(v). The definitions of the partitions
are (an example is shown in Figure 3.2)

Po={veR"[|vI};,, <X2(m0)}, Puo= {v eER™|vePy, T, = Jmax Tj}, (3.8)
..... H

where ||v ||(22W is the overall model test statistic, )(i(m, 0) is the Chi-squared critical value
for a level of significance a, and T is the result of the following transformation ([31, 35])

T;=CDF,2(q,0) (”HCJ‘KHEQVV ) ; (3.9)

where CDFXZ(qj,o)(-) is the cumulative distribution function (CDF) of ¥*(g;,0), [[Tlc N |2 . T

X%(g;,0), ¢, =C; (CJ.TQ;},Cj)_l CTQ;1 is a projection matrix onto R (C;), and T; has a
uniform distribution on the interval [0, 1] under Hy. This transformation is applied such
that all T; have the same PDF under H, as the dimension of the model misspecification

b; € R% would generally differ across H;o. Therefore, ii corresponds to the most likely
Hizo.

-10 5 0 5 10
141

1 2
Ho : E(v) = 01, Hizo : E(v) = Ciby, i € [1,4], and level of significance & = 107!. The following types of 1D
model misspecifications are considered: C; = [1 0] T, Cy, = [0 1] T, C3 = [1 1] T, and C4 = [1 —1] T. The
dotted lines are the vector spaces spanned by R (C;) € R™=2,

Figure 3.2: Example of partitioning predicted residual vector space R™=2 when v ~ N'(E(v),Qyv), Qv = 2 l],
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Equation (3.7) together with (3.8) describe the following procedure

[if v € Py (no Detection) — output X,, (3.10)

if v ¢ Py (Detection) —» v € Pixo (Identification) — output X; (Adaptation).

3.3 CoONDITIONAL PDFs AND TOTAL PROBABILITY OF POSI-
TIONING FAILURE

From (3.7) is clear that p;(v) defines a nonlinear mapping of v which causes the PDF of
the filter error € = x—X to not be normally distributed despite that &, ~ N'(0nx1, P;). The
PDF of € follows from Theorem 1 in [14]

fe(e) = IZ(;/PI fe,v(e,0)dv
(3.11)

= gl} f§0 (6+Liv)fL(U)dU,

where use has been made of the independence between the normally distributed €, and
v [34]. However, ¢; and v are dependent since the joint PDF f; ,(e,v) # f; () f,(v) fori>0
[14]. One can decompose (3.11) via the rule of total probability to obtain the conditional
PDFs which account for the testing decisions under H,, such as Correct Acceptance
(CA) when H, is accepted and False Alarm (FA;) when H, is rejected and H; is accepted,

ny
fe(elHo) = feca(e|CA)Pca + Z feipa; (€[FA;) Pra,, (3.12)
i=1
where frca(€[CA) = f: (€[Ho) = N (0nx1, Po) and
o, fey (e + Liv[Ho) £, (v[Ho)dv

Pea;

Jelea, (eFA;) = (3.13)

for i > 0, Pca = P(v € Py|Hy), Pra, = P(v € P;|Hy) are the probabilities of the events of
CA and FA; such that Pgy = 21”2”1 Pra; and 1 = Pca + Ppa. The summation term in (3.12)
causes fz(€|Hy) to be a nonnormal PDF. Similarly, under an alternative hypothesis H, the
decomposition of (3.11) gives the following result based on the testing decisions: Missed
Detection (MD,) when H is accepted, Correct Identification (CI,) when H, is rejected
and H, is accepted, and Wrong Identification (WI) when H, is rejected and 7{; is accepted
for j ¢{0,a},

ny
fe(elHy) = famp,(€lIMDg)Pump, + fecr, (€|CIa) Per, + Z fawr, (€lWT) Py, (3.14)

i#0,a
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where fE\MDa(E|MDa) = f§0(6|Ha) = N.(Lacaba>P0)>

,[7)a fgo (e +LqvlHa) fu(v[H,)dv

fecr, (eICLy) = 5 ,
Cla (3.15)
/p.féo (e +Liv[H,) fu (vIH)dv '
ewr; )= —— — ,
fg\WI, (e|WI;) Pu,

with Pyp, =P (v € Po|H,), Per, = P(v. € Po|H,), and Py, =P (v € P;|H,) for i ¢ {0, a} being
the probabilities of the events of MD,, Cl,, and WI; such that 1 = Pyip, +Pcr, + Z:Z’O o Pwr,-
The second and third terms in (3.14) cause fz(€|H,) to be a nonnormal PDF.

Next, we formulate the total probability of positioning failure based on (3.12), (3.14),
a given safety-region 3 C R", and its complement B¢ =R"/B

Pr(b) = /c fe(e)de
—wo/ fe(eIHo)de+sz (/ fe(elﬂ)dff) (3.16)

= Wy ]PF‘H() + Z Wi (]P}"Hi(bi)),

i=1

where the dependence on the size of the model misspecifications b = {bl, bz ,...,bny, }
has been accounted for in the notation, and w; = P(H;) are the a-priori probabilities of
occurrence of the hypotheses H; for i € {0,...,ny;}. A further decomposition of (3.16) via
the rule of total probability gives

ny ny
Pr(b) = @o(PcaPr|CA+ Y Pea PrFA) + Y wa(Pup, PFIMD(ba) +Per, Pr|Cla(bo)+

i=1 a=1

ny
Z Pwi,Pr[WIi(b,)),

i#0,a

(3.17)
The decomposition of Pz(b) is useful in the design stage of the positioning system. It helps
identify which hypotheses, along with the associated testing decision outcomes, have the
largest impact or are most influential to Pz (b). The evaluation of (3.17) is mainly driven
by three factors: (i) the structure of the nonnormal conditional PDFs, (ii) the range of the
model misspecifications inside the set b to find the worst-case Pr(b), and (iii) the shape
and size of the safety-region .

If, in the safety-analysis, one would ignore the dependence between parameter estimation

and statistical hypothesis testing and assume ¢; and v to be independent for all i € {0, ..., nys}
then (3.11) would become

fo (€)= Zfe © / £ o, (3.18)
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where f; ,(e,v) = f; (e)f,(v) is expressed as a product of the marginal PDFs. Then
the formulation of the probability of the positioning failure, when the aforementioned
dependence is ignored, is based on

P%(b) = /BC ff(e)de, (3.19)

and decompositions via the rule of total probability can similarly be done as in (3.16)
and (3.17).

3.4 QUANTITATIVE SAFETY ANALYSIS FOR COOPERATIVE

VEHICLE POSITIONING

To illustrate the principles from the previous sections we consider, as an example, the case of
two connected vehicles driving on a highway in a cooperative positioning setting. The two-
vehicles are capable of exchanging positional coordinates as provided by their positioning
systems (e.g., via Cooperative Awareness Messages) and conduct inter-vehicle distance
measurements (e.g., via LIDAR, Radar) [36-38]. Each vehicle runs an EKF which makes
use of the cooperative positioning information to improve its positioning performance.
In the following sub-sections we present the chosen motion and measurement models,
the simulation scenario, and the results of the positioning safety-analysis for single and
multiple configurations of the vehicles.

3.4.1 MOTION AND MEASUREMENT MODELS

Curvilinear motion models are commonly used for vehicle tracking ([39-41]). Among
them we choose the Constant Turn Rate and Velocity (CTRV) model given its suitability
for highway driving conditions. The perturbed nonlinear equations of motion are

u scos(¢)| [0 0

v ssin(¢)| |0 0

R Z.

sl=| o |+[1 o [zé], (3.20)
v 0 0 0|20

0 0 0 1| =z
— /

X d(x) G

where ®(x) is a nonlinear vector function, u and v are the coordinates in [m] of the vehicle
in a uv-plane, s is the speed of the vehicle (sometimes referred to as "polar velocity’) in
[m/s], ¢ is the heading angle with respect to (w.r.t.) the u-axis in [rad], 6 is the heading rate
in [rad/s], z; is the process noise modelling the longitudinal acceleration in [m/s*], and z,
is the process noise modelling the heading acceleration in [rad/s?]. We assume that z € R?
is a white-noise random process with spectral density matrix S, = diag([g; g;]), where
¢ is the spectral density in [m*/s*] and g, in [rad®/s®]. These assumptions are suitable
for highway driving conditions [39]. The process-noise is d = fAt e IGz(r)dr and the
process-noise variance-covariance matrix is given by [42]

Qua = / (F49G) s, (F7G) dr, (3.21)
At
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where At = t—t, is the time update step in [s], "7 = =Y FJ(t T)J ,and F= 9,70 (x©)

for an appropriately chosen linearization point x(©).

The following measurement model is considered

E(X(co)): [u(l) v @ @ a2 l(21)]T 6522
R(c0) = blkdiag([R; Rz R;]), |

where (u",v(D) is the position of vehicle 1 in [m], (U®,v®) of vehicle 2 in [m], [('?
and IV are the inter-vehicle distances in [m]. The? we have for j € {1,2}, the variance-
%u; Pi Gué o [m?] and that of the
piowoYy, Oy,
distance measurements R; = diag ( [cr,zlz 01221]) [m?]. Sensor calibration is presumed to
ensure that all measurements are referenced to a defined Center of Reference (CoR) situated
at the geometric center of the vehicle’s rooftop. Since these motion and measurement
models are nonlinear, we implement an EKF. The framework presented in Section 3.2 holds
as it is valid for both linear and linearized models with the appropriate changes (e.g., using
the jacobian Jg € R™" of the vector function ®(.) and J, € R™" of the vector function
A()) [43]. From (3.22) it follows that m = 6.

covariance of the position measurements R; =

3.4.2 ALTERNATIVE HYPOTHESES

Based on the previously discussed motion and measurement models, we formulate the
following alternative hypotheses for the statistical testing procedure in which we account
for:

« Model misspecifications in motion models
Hi @ E(v) =(-Jalo)Ciby and H; : E(v) = (-JaJp) C2bs, with g1 = g2 = 1, and
bi1,b; € R in [m/s?], account for longitudinal deceleration or acceleration of vehicles
1 and 2. These types of model misspecifications are expressed as

c;=[0 0100000 0 0,
. (3.23)
C;=[0 000000 1 0 0

« Model misspecifications in position measurements
Hsz : E(v) =Csbs and Hy : E(v) = Cyby, with g3 = q4 = 2, and bs, b, € R? in [m],
account for 2D model misspecifications in the position measurements of vehicles 1
and 2 (outliers in positions). These types of model misspecifications are expressed as

C_[100000]T
57lo 1 0 0 0 of
, (3.24)
c4:{001000

00010 0

« Model misspecifications in inter-vehicle distance measurements
Hs : E(v)=Csbs and Hg : E(v) = Cgbg, with g5 = g = 1, and bs, bs € R in [m],
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account for 1D model misspecifications in the inter-vehicle distance measurements.
These types of model misspecifications are expressed as

T
Cs=[0 0 0 0 1 0],
= ]T (3.25)
Ce=[0 0 0 0 0 1] .

With the alternative hypotheses defined, the formulation of the partitions P; C R can
carried out according to the principles in (3.4) and (3.8). The combined outcome of the EKF
and of the DIA procedure for the two-car cooperative (co) positioning setting is

)
(o) = [;2)] . (3.26)

which results in the dimension n = ny + ny = 10. The filter error E(CO) = g(c") —X(C") and the
process-noise variance-covariance matrix are expressed as

D

e = [E@)} . Qi = blkdiag (

% Qfﬁf] ) . (3.27)

3.4.3 SCENARIO WITH A SINGLE CONFIGURATION OF THE VEHICLES
In this simulation scenario, two vehicles are driving on a highway, on the Center of Lanes
(CoL), which are parallel, and have a width (l) of 3.5 [m] each [44]. Both vehicles are set
to have a length of 4.5 [m] and a width of 1.8 [m] [45]. The geometry of the scenario and
the details of the simulation parameters are given in Figure 3.3 and Table 3.2.

LA 0
:I> CoL
o---0
4 T 112) — 4(21)
Vo
|
1
— >
—v2 u-axis

Figure 3.3: Schematic representation of the 2D geometry for the single configuration simulation scenario. Source:
Adapted from [46].

The spectral densities are chosen to model realistic vehicle behavior on a highway, account-
ing for gentle acceleration or deceleration of 0.5 [m/s?] in the longitudinal direction [47].
For smooth lateral maneuvers, such as lane changes, the spectral density corresponds to
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variations of 0.03 [rad/s?] (1.81 [deg/s?]). The position measurements have a precision (stan-
dard deviation) of 0.100 [m], indicative of positioning via Differential GNSS (DGNSS) [48].
The precision of the inter-vehicle distance measurements (0.050 [m]) is assumed to rely on
an automotive-grade LiDAR system.

Table 3.2: Simulation parameters and their values

Parameter(s) Value Details

s 28 [m/s] (=101 [km/h])
Yy 45 [deg]
qﬁ{) 0.250 [m? /s3] i={.2}
qé]) 0.001 [rad?/s3]

Oujs Oy; 0.100 [m]
p; 0.200

Olyys Olyy 0.050 [m] -

112) 4.950 [m] N
At 1 [s] time update step

Our analysis focuses on vehicle 1, though a similar approach is applicable to vehicle 2.
Therefore we are interested only in the filter error of the 2D position of vehicle 1 (at a
single-epoch), £ = HT€(“?), with H” = [I, 0,.s] (we omit the index (1) for simplicity). The
PDF of € is

= = ¥ “ T U U U
f0=3, Afgo (e +HLv) f,(W)dv, (3.28)

and the results from Section 3.3 follow similarly.

Established requirements for the shape and size of the safety-region /3 are not yet formal-
ized for positioning of automated/autonomous vehicles. However, some research studies
are available in which rectangular and elliptical shapes have been used ([5, 49, 50]). For
our analysis we choose an ellipse to inscribe the shape of the vehicle. The safety region is
defined as

B={eeR e}, <1}, (3.29)

0.358 —0.259
—-0.259  0.358
an orientation w.r.t. the horizontal axis of 45°, and the minor-axis has a length of 2.55
[m]. In the next subsections (C.1 and C.2) we present an analysis of the components of
the PDFs of € under H, and H;o. In the last subsection (C.3), the resulting probability
of positioning failure is discussed, comparing the cases where the dependence between
parameter estimation and statistical hypothesis testing is accounted for and when it is
ignored.

where Q! = [m~2]. The major-axis of B has a length of 6.36 [m] with
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C.1 COMPONENTS OF fz(¢&|H))

The components of fz(¢|H,) are shown in Figure 3.4. Since in R™ there is a symmetry
of f,(v|H,) about the origin and the partitions P;, it follows that E (|H,) = 04,x1. Under
the events of FA;’s, the orientation, shape, size, and multimodality are an outcome of the
averaged shifted functions f; (8 +HTL,-V|H0) for v € P; (the outcome of statistical testing).
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Figure 3.4: Components of fz(¢|Ho) for @ = 107% and n, = 10° pseudo-random samples drawn from f, (v|Ho)
(note the different scale of fipa, (¢|FA3)). The last figure in the second row is fzpa, (£[FA3) in relation with the
safety region B.

The study of the variability of the shifting term H”L; v will give an indication of the amount
of variability under H.¢, while H, is valid. Therefore we do an analysis of the ellipses
spanned by {TQ ¢ =1, with { € R%, Qi1 = [(H'L:) Q,, (LTH)] ' which can be factorized
as Q7! = U;AU] (based on the eigendecomposition). Table 3.3 shows the eigenvalues of
each Q;!, the length of the principal axis (p.a.), and the angle (%) of the p.a’s w.r.t. the
u-axis (measured counterclockwise).

Table 3.3: Eigenvalues, length of p.a., and % of p.a. w.r.t. u-axis

Q7! | Eigenvalues [m?] | Length of p.a. [m] | « [deg]
1 (4.17-103, 0) 1.55-1072 30.03
2 (0, 2.06-10%) 6.97-1073 80.18
3 | (0.26-10, 1.81-10%) 1.96-1071 178.71
4 | (5.33-107, 2.21-10%) 6.73-1072 78.77
5 (0, 3.72-10%) 1.64-1072 78.79
6 (0, 3.72-10%) 1.64-1072 78.79

Since the hypotheses H; model 1D model misspecifications for i € {1,2,5, 6}, it means that
through the corresponding L; terms, the obtained Q;! matrices have only one nonzero
eigenvalue. Although H; models a model misspecification in the longitudinal speed of
vehicle 1, the orientation of the p.a. of Q7! is driven by the direction of motion of vehicle 1
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and by the correlation between the position states of the two vehicles due to the distance
measurements. The correlation depends on the relative position of vehicle 2 w.r.t. vehicle
1, and on the structure in (3.22). As the CoR of vehicle 2 has almost the same u-coordinates
as of vehicle 1, the aforementioned (inter-vehicle) correlation will *pull’ the p.a. of Q;*
from an angle of 45 [deg] to one of 30.03 [deg]. The direction of the p.a. of Q3" is tilted
more towards the v-axis, the main contributor being the relative position of the vehicles
(captured by the inter-vehicle correlation). The p.a’s of Q:! and Q,*! are also tilted more
towards the v-axis due to the inter-vehicle correlation.

The parameters of the ellipses corresponding to Q5! and Q,' are the same since the
corresponding entries in the design matrix and the precision of the distance measurements,
for both ways, are the same. The conditional PDFs fzpa, (¢[FA;) for i € {1,2,5,6} do not
exhibit multimodality as the outcome of statistical testing reveals that HTL; v with v € P;
is closely distributed across the p.a. The impact of falsely accepting H;, H;, Hs or Hs,
while H, is valid, on the positioning safety of vehicle 1 is not expected to be significant
(see Figure 3.4).

As the hypotheses H3 and 74 model 2D model misspecifications in the position measure-
ments of vehicle 1 and vehicle 2, the matrices Q3! and Q; ! have two nonzero eigenvalues.
The eigenvalues and the orientation of the p.a. of Q3! indicate a larger variation along the
u-axis than along the v-axis. The variation is smaller on the v-axis due contribution of the
[cm]-level inter-vehicle distance measurements and due to the relative position of vehicle
2 w.r.t. vehicle 1. The large variation along the u-axis is captured by the length of the p.a.
and its explanation can be given by investigating the components of

1= [(H™Ls) R (LTH) + (HLs ) AP T4 (LTH)] (3.30)

The second term in (3.30) is dominant through the contribution of the process-noise
variance-covariance matrix Qqq (see also Table 2.1). Despite the [dm]-level position mea-
surements and [cm]-level inter-vehicle distance measurements, the considered variations
in longitudinal acceleration and in heading acceleration are the driving factors. At the
bottom right of Figure 3.4 the component fypa, (¢/FA3) is displayed in relation with the
safety region /3, which indicates that it has the largest probability density outside /3 among
all components of fz(¢|Hy). Although the term H'L; v with v € P is sparsely distributed,
it manifests a "smearing’ effect by f; (£+HTL3V|H0) instead of a multimodality. The
’smearing’ is related to the elongation of Q3 in the 2D space (a condition number of 2.638).
In the case of Q;, the largest variation is along the v-axis as the direction of the p.a. is
driven by the inter-vehicle correlation and their relative positions. Since the ellipse is
highly elongated along the p.a. (a condition number of 4.91-10%), which also has the second
largest length, the sparsely distributed H'Ly v with v € P, is causing fyga, (¢|FA4) to be
bimodal.

C.2 COMPONENTS OF fz(¢|H;)
Since under any H;.( the PDF of € depends on the b;’s (see (3.14)), one needs to choose or
make assumptions on the size of the model misspecification. We show the analysis of the



3.4 QUANTITATIVE SAFETY ANALYSIS FOR COOPERATIVE VEHICLE POSITIONING 59

components of fz(¢e|H;), though similarly this can be done for the other hypotheses. Under
H; we assume a model misspecification of b; = —3 [m/s?] (a longitudinal deceleration).
This case corresponds to a braking event done by vehicle 1 (e.g., due to a congestion on the
lane). In this case there is no symmetry of f, (v|H;) about the origin and the partitions P;
(this is true for any H;.o). The simulated probabilities of the decision events are shown in
Figure 3.5.

Probabilities of decision events under H;
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Figure 3.5: The probabilities of MDy, CI;, and WI; (for i ¢ {0,1}) over 100 simulations with n, = 10%, @ = 1073, and
by = -3 [m/s%].

The variability of the probabilities across the simulations in Figure 3.5 is higher for
the lower ones given the same number of used pseudo-random samples, in this case
n, = 10°. An indicator for the separability between the probabilities of the events of
MDy, CI;, and WI; (fori ¢ {0,1}) is represented by the angles between the subpaces of
R™ spanned by R (C’l‘), R (C’Z‘), and R (C;), for i ¢ {0,1,2}. The angles between a one-
dimensional subspace and a higher-dimensional subspace in R™ can be computed in two
steps: (i) project the one-dimensional subspace onto the higher-dimensional subspace, (ii)
compute the angle between the one-dimensional subspace and the projection. When com-
paring subspaces in R, each with a dimension larger than one, the concept of canonical
(or principal angles) is used ([51-53]). The inner products involved in the computation
of the angles are with respect to the metric defined by Q;! (Algorithm 6.1 of [53]). The
obtained angles are presented in Table 3.4.

Table 3.4: Angles between R (C’l‘) and R (C’z‘), R(C;) forie{0,1,2}

Subspace R(C’z’) R(C3) | R(Cy) | R(Cs) | R(Cy)
R(C;) | 8598 | 38.13 | 8422 | 8834 | 8834

Table 3.4 shows that the angle « (R (CT) ,R(Cg.)) =38.13° is by far the smallest which
means that as f, (v|H;) moves along R (C’l‘) in Py, the probability density outside P; will
be larger in P; than in P, Py, P5, or Ps. This is confirmed by Figure 3.5 which shows
that, among the wrong identifications, Py, is largest with a mean value of 0.137-107" +
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1.177-107° (over 100 simulations). In practice this means that in the case of a moderate to
hard braking event by vehicle 1, the probability to wrongly identify Hs, when H; is valid,
is significantly larger than any of the other probabilities of wrong identification. With
respect to the components of f¢(¢[H;) we observe that fywi, (¢/WIs3) is the most shifted
away from the origin (see Figure 3.6).
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Figure 3.6: Components of fz(e[H;) for & =107, b; = —3 [m/s%], and n, = 10° pseudo-random samples drawn
from f, (v|Hy) (note the different scale of fzwr, (¢|WI3)). The last figure from the second-column is frwr, (¢[W13)
in relation with the safety region 5.

In the case of an alternative hypothesis such as H, the shape of the conditional PDFs is
also driven by the model misspecification. The term H'L;v with v € P;and v ~ fr(v|H1)
is distributed and shifted along the subspaces of R? spanned by R (HTL,-CT) forie{l,..,6}
This in turn impacts the modes of the conditional PDFs as a result of the averaging of the
shifted functions f; (s +HTL1~V|H1) according to (3.28). As Figure 3.6 shows, the impact
of wrongly identifying Hs, while H; is valid, on the positioning safety of vehicle 1 will
be largest. A similar analysis for the other fz(¢|H;) when i € {2,4,5,6} reveals that the
positioning safety of vehicle 1 is also impacted most by the component corresponding
to the wrong identification of Hs. In the case of fz(¢|H3), the conditional component
femp, (6[MD3) has the largest impact.

C.3 ToTAL PROBABILITY OF POSITIONING FAILURE

The total probability of positioning failure P (b) depends on b = {bl, by ..., by, } By
evaluating Pr(b) over ranges of the model misspecifications one can obtain the worst-case
scenario. First, we show the results of the computations for Pr|H, and for the maximum
Pr|H;(b;) for i € {1,...,n3;} in Table 3.5 over 100 simulations together with the determined
Most Influential Component (MIC). We define the MIC to be the component which has the
largest contribution, or is the most influential (MICg = Pg P£|E). The MICs are also useful
to compare the safety-performance of different statistical hypothesis testing strategies (i.e.,
different choices of partitioning of R™).

In the case of Px|H, the mean value of 1.3-107* +8.3-1077 is rather high considering
[dm]-level positioning measurement and [cm]-level inter-vehicle distance measurements.
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Table 3.5: Computed maximum probabilities of positioning failure over 100 simulations (ysim and oim), worst-case
biases per H; for i € {1,...,n3;}, and MICs.

Comp. Hsim Osim b [unit] MIC

Py |H, 1.3-107* | 8.3-1077 - MICra,
PpHi(by) | 1.9-1072 | 1.1-107* +2.2 [m/s?] MICw,
Pr|Hy(by) | 41-107* | 3.7-107° +1.5 [m/s?] MICw,
Pr|Hs(bs) | 83-1071 | 3.4-1073 | +[2.10.0]7[m] | MICyp,
Pr|Hy(by) | 48-1072 | 1.5-107* | £[0.3-0.9]"[m] | MICwy,
Py |Hs(bs) | 4.9-107* | 45-10°¢ 40.2 [m] MICy,
Py|He(bg) | 4.9-107* | 4.7-10°° 40.2 [m] MICwy,

As an example, the MIC of Pr|H, is

MICFA3 = PFA;, ([36 fﬂFAS (£|FA3) dt’) (3.31)

. Jp. f2, (e+HT L3v[Ho) £, (v|Ho)dv
with fE\FA3 (E|FA3) = P32 PFAg

BB across all of the components. This confirms the analysis done based on Figure 3.4 and of
Q3= [(HTLg) Quy (L3TH)] ™' from Table 3.3 and (3.30). Under Hs3, in the case of model
misspecifications in the GNSS-based position measurements at [m]-level (+[2.1 0.0]7 [m)])
for vehicle 1, the maximum of the mean value of Py |H3(b3) is 8.3-107! £3.4-1073, which is
also the largest across all components from Table 3.5. The result is expected since, among
all alternative hypotheses H;.( considered, alternative hypothesis H3 specifically addresses
model misspecifications in the position measurements of vehicle 1.

having the most probability density outside

Once the maximum Pr|H;(b;) for i € {1,...,nys} are determined, the next step is to compute
the worst-case total probability of positioning failure based on (3.17), in which the weights
w; = P(H;) have to be set. In line with the EKF update step of At =1 [s], the a-priori P(H;)
are chosen on a per second basis. The chosen values serve as examples based on several
studies and existing standards: (i) P(H;) = P(H_) = 10~® which corresponds to harsh vehicle
braking events while driving on highways [54], (ii) P(}3) = P(H4) = 10~ corresponds to a
position error potentially due to a fault in the signal-in-space of a GNSS (e.g., GPS) satellite
[55], (iii) P(Hs) = P(Hs) = 107> represents an example of a probability of failure of the
LiDAR according to a study in [56], and (iv) P(H,) = 1— Y7, P(H;) = 9.9996- 10!, Using
these assumptions and the results from Table 3.5, the worst-case scenario total probability
of positioning failure is computed to be

Pr(b)=1.4-10"*£8.3-107". (3.32)

In the case that safety requirements are established, (3.32) can be used to determine whether
the requirements are met.

If, in the safety-analysis, one would ignore the dependence between parameter estima-
tion and statistical hypothesis testing then the worst-case scenario total probability of
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positioning failure would be based on (3.18) and (3.19), which gives
P%(b) =1.2-107° +4.5-107%, (3.33)

We notice that P%.(b) is lower than Px(b) from (3.32) by approximately an order of magni-
tude (i.e., it provides a too optimistic assessment).

C.4 VERIFICATION OF RESULTS

To verify the results from Table 3.5 we use a "crude’ Monte Carlo simulation to generate n, =
10° pseudo-random samples z from f; (e[H;) for i € {0,...,nz;}. This approach corresponds
to the simulation of the EKF and the DIA procedure a chosen number of times (in this case
100) for each hypothesis. Doing so, the probabilities of positioning failure can be computed
for the worst-case scenario. The obtained results are shown in Table 3.6.

Table 3.6: Validation of results in Table 3.5 via standard Monte Carlo over 100 simulations (gsim and ogim)-

Comp. Usim Osim b [unit]

Pr|H, 1.3-107% | 3.4-107° -
Pp|Hi(by) | 1.9-1072 | 4.1-107° —2.2 [m/s?]
Pp|Hy(by) | 4.2-107* | 6.9-107° +1.5 [m/s?]
Py |Hs(bs) | 8.3-107" | 1.2-107* | £[-2.10.0]7 [m]
Pr|Hy(by) | 4.8-1072 | 6.4-107° | £[0.3-0.9]7 [m]

Pr|Hs(bs) | 4.9-107* | 6.3-107° +0.2 [m]
Pr|Hs(bs) | 4.9-107% | 6.9-107° 40.2 [m]

Next, the worst-case scenario total probability of failure is computed
PYC(b) =1.4-107* £3.4-107°. (3.34)

The results from Table 3.6 and (3.34) agree with those from Table 3.5 and (3.32) as the
relative differences are below 3%.

3.4.4 SCENARIO WITH MULTIPLE CONFIGURATIONS OF THE VEHICLES
In this simulation scenario, we study 14 distinct configurations of the two vehicles using
the same simulation parameters from Table 2.1 and the previous a-priori probabilities
of the hypotheses. Figure 3.7 provides a schematic representation of the configurations
considered between vehicles 1 and 2. In these configurations, vehicle 2 is positioned at 14
equally spaced points along the center of its lane. For instance, in configuration 8, vehicle
2 is placed nearly parallel to vehicle 1.

Figure 3.8(a) presents the results of the worst-case probabilities of positioning failure,
comparing the scenarios where the dependence between parameter estimation and statisti-
cal hypothesis testing is accounted for (blue) and where it is not (red). When vehicle 2 is
positioned in its own lane, either behind or in front of vehicle 1, the worst-case Pr(b) is
highest. This is because the conditional density fzra, (¢[FA3) becomes the main contribu-
tor. Figure 3.8(b) illustrates that for configurations 1, 10, and 14, the conditional density
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feFa, (¢[FA3) has a large probability density outside the safety-region 3. In contrast for
configuration 8, when the two vehicles are nearly parallel, most of the probability density
lies within B.
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Figure 3.7: Schematic representation of the 2D geometry for the multiple configuration simulation scenario
simulation scenario. Source: Adapted from [46].
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Figure 3.8: (a) Worst-case probabilities of positioning failure, and their simulation standard deviations, for the 14
configurations, showing the cases where the dependence between parameter estimations is considered (blue) and
ignored (red); (b) Conditional PDF fza, (¢[FA3) in relation to the safety region /3 of vehicle 1 for configurations
1, 8,10 and 14.

The over-optimism resulting from ignoring the dependence between parameter estimation
and statistical hypothesis testing is quantified in Figure 3.9 as the ratio of the worst-case
results shown in blue and red in Figure 3.8(a). We observe that the ratio is large when
vehicle 2 is positioned in its own lane, either behind or in front of vehicle 1. However, the
ratio approaches 1 when the vehicles are nearly parallel.
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Figure 3.9: Ratio of the worst-case P (b)/P%.(b) to quantify the over-optimism caused by ignoring the dependence
between parameter estimation and statistical hypothesis testing.

Thus, ignoring the aforementioned dependence leads to an overly optimistic assessment,
by an order of magnitude, of the worst-case total probability of positioning failure in most
of the two-vehicle configurations shown in this scenario. This could result in wrongful
positioning safety assessments, such as concluding that safety requirements or guidelines
are met when they are not.

3.4.5 COMPUTATIONAL RESOURCES

The computations were carried out on a Dell Latitude 7440 laptop, equipped with a 13th
Gen Intel Core i7 processor with 10 physical cores and 16 GB of RAM. The system runs
Windows 10 Enterprise, and the programming environment is MATLAB 2024a with the
Parallel Computing Toolbox. The analyses utilized 10 physical cores of the processor,
taking advantage of MATLAB’s parallel computing capabilities. As an example, the compu-
tation time to obtain Pr|H, from Table 3.5 over 100 simulation repetitions for uncertainty
quantification, was =~ 5 minutes. Similarly, computing P |H;(b;) for a size of model mis-
sepecification was = 5 to 7 minutes. These computation times could be reduced with access
to more physical cores or by decreasing the number of independent simulation repetitions.
They also depend on on the programming language and code implementation. The results
shown in Figure 3.8(a) were generated using computational resources from the Delft High
Performance Computing Centre (DHPC) [57].

3.5 SUMMARY AND CONCLUSIONS

This contribution addressed the dependence between parameter estimation and statistical
hypothesis testing in automated/autonomous vehicle positioning safety analysis and quan-
tified the consequences of neglecting this dependence. The positioning safety discussed in
this article focuses on the design stage of positioning system (i.e., offline). At this stage, key
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decisions are made regarding (i) measurement models, (ii) parameter estimation methods,
(iii) statistical hypothesis testing procedures to account for model misspecifications (e.g.,
mismodeling of vehicle motion, outliers, or sensor measurement faults), and (iv) positioning
scenarios for vehicles, among other factors. This approach aligns with the scenario-based
safety assessment framework used for automated and autonomous vehicles [28-30]. Firstly,
we have based the positioning safety analysis on the distributional theory for the DIA
method which gave access to the PDFs conditioned on the statistical hypothesis testing
decision outcomes [14]. Using these conditional PDFs, the probability of positioning failure
was computed for a chosen safety region 3. The expression of the total probability of
positioning failure considering a set of model misspecifications b = {bl, bz ... ,bny, } is,

Pr(b) = wa /B fr(elHa)de, (3.35)
a=0

with
ny

ACAED) [) foute oM

il (3.36)
p— " T .
=2, Lifeo (e+HLiofHy) f(vlHo)dv,

where, in the case of i = 0, use has been made of the independence between the nor-
mally distributed €, and v [34]. It is important to note that €; and v are dependent since

féi,z(e’ V)= féi(e)fl(v) forie{l,..,ny}[14].

Using, as an example, a simulation scenario of two connected vehicles driving on a highway
in a cooperative positioning setting, we have accounted in the motion model of the EKF
(the CTRV model), for: (i) gentle acceleration or deceleration by setting the spectral den-

sity qs(j) =0.250 [m?/s°] corresponding to variations of 0.5 [m/s®], and (ii) smooth lateral

maneuvers (e.g., lane changes) by setting qéj ) = 0.001 [rad®/s%] corresponding to variations
of 1.81 [deg/s?], for both vehicles (j € {1,2}). In the measurement model of the EKF, the
precision of the position measurements was set at 0.100 [m] (indicative of DGNSS) and for
the inter-vehicle distance measurements at 0.050 [m] (indicative of an automotive-grade
LiDAR system). Based on this setup, we have carried out a positioning safety analysis for
vehicle 1 by computing the total probability of positioning failure for a worst case-scenario
at a single-epoch. To achieve this we have computed first the conditional probabilities of
positioning failure under each considered hypothesis where: (i) H, is the null hypothesis,
(ii) H; and H; account for 1D unmodelled longitudinal accelerations or decelerations of
vehicle 1 and vehicle 2, (iii) H3 and H4 account for 2D model misspecifications in the
position measurements of vehicles 1 and 2, and (iv) H5 and H account for 1D model mis-
specifications in the inter-vehicle distance measurements from both vehicles. The results
were shown in Table 3.5, and their validation was presented in Table 3.6, the relative biases
between them being below 3%. Next, assumptions were made on the a-priori probabilities
of the hypotheses occurrence w; = P(H;), for i € {0, ..., 6}, to compute the worst-case total
probability of positioning failure

Pr(b)=1.4-10"*£8.3-107". (3.37)
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This result shows that, in this scenario and the considered models and assumptions, even
in a setup of [dm]-level vehicle positioning via a combined EKF and DIA method, the
probability is rather large compared to what is considered to be desirable for automotive
applications (e.g., [5]).

Secondly, we have considered the case when the dependence between parameter esti-
mation and statistical hypothesis testing is ignored. In this situation, the evaluation of
(3.35) is based on the following PDFs

feo (elHy) = gﬁ"(E'H“)A fr(v[Hg)dv. (3.38)

where f; ,(e,v) = f¢,(€) fu(v) for i €{0,...,n3}. The resulting worst-case total probability
of positioning failure is
P%(b)=1.2-10"> £4.5-107%, (3.39)

which is approximately one order of magnitude lower than P (b) in (3.37). Furthermore,
we have extended the positioning safety-analyses by considering multiple configurations
between the two vehicles. For most of the configurations the worst-case scenario P%.(b)
is overly-optimistic. Therefore, ignoring the dependence between parameter estimation
and statistical hypothesis testing can result in wrongful positioning safety assessments,
such as concluding that safety requirements or guidelines are met when they are not.
The conclusion about the consequence of ignoring the aforementioned dependence is
consistent with existing research from various other disciplines such as, mathematical
statistics, econometrics, and signal processing ([17-24]). We also note that addressing
more complex vehicle scenarios—planned as future work—will increase the dimensionality
of vector spaces (e.g., the predicted residual space R™ if additional sensors are used in
the vehicle’s positioning system), and therefore an increase in the computation times to
determine the probability of positioning failure. While these computations are expected
to remain feasible offline within a scenario-based safety framework, future work includes
also studying computation times for more complex scenarios.

Below we provide several remarks and recommendations regarding positioning safety
analyses:

« Any procedure which uses parameter or state estimation and statistical hypothesis
testing should consider the dependence between them either through a rigorous
theoretical framework or through conservative assumptions which ensure that the
conditional PDFs are overbounded with simpler PDFs (e.g., normal distributions).

» We recommend the distributional theory for the DIA method, a theoretical framework
that rigorously addresses the aforementioned dependence and which gives access to
the PDFs conditioned on the statistical hypothesis testing outcome [14].

« The probability of positioning failure should be formulated based on the conditional
PDFs. Doing so, a component-wise positioning safety analysis starting from (3.17) is
made possible.
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« If a quantity requires numerical simulation (e.g., via Monte Carlo methods) such as
the probabilities in (3.13)-(3.15) or the probabilities of positioning failure in (3.35),
the simulation uncertainty (e.g., simulation standard deviation) should be quantified
and reported.
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PROBABILITY OF POSITIONING
FAILURE FOR UAVS IN MULTIPLE
AUTHORIZED EUROPEAN
AIRSPACE REGIONS

Unmanned Aerial Vehicles (UAVs) support, or are planned to support, a wide range of op-
erations, including emergency response, environmental research, urban air mobility, and
(commercial) air transportation, where positioning safety is paramount. This contribution
presents an approach for assessing positioning safety of UAVs by computing the probability of
positioning failure while accounting for time-varying positioning models. The probability of
positioning failure is defined as the probability that the UAV position estimator falls outside a
designated safety-region. For the computation of this probability, we use a recently published
method, developed in earlier work based on principles from rare event simulation, specifically
Importance Sampling and the Cross-Entropy method. Our analysis focuses on the design stage
of the positioning algorithms, as this facilitates key decisions about measurement models,
position or state estimation algorithms, and statistical hypothesis testing procedures. In this
contribution, we apply these principles to evaluate the positioning safety of UAVs in authorized
European airspace regions across eight countries, using real GPS satellite orbit data. The UAVs’
GPS receivers are set to achieve positioning performance comparable to Technical Standard
Order (TSO)-certified GPS receivers. The probability of positioning failure is calculated every 5
minutes over a 24-hour period and aggregated into 1-hour intervals for analysis. The resulting
values are then compared to the requirements for Specific Assurance and Integrity Levels
(SAIL) 3 and 4 for en-route operations over a 1-hour period. This analysis framework supports
use cases such as verifying positioning algorithm compliance, developing positioning safety
requirements, and for vertiport operations and design.

This chapter is based on the journal article [B1S. Ciuban, C. Yin, P.J.G. Teunissen, and C.C.J.M. Tiberius. "Probability
of Positioning Failure for UAVs in Multiple Authorized European Airspace Regions", IEEE Transactions on Vehicular
Technologies, Submitted.
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4.1 INTRODUCTION

Unmanned Aerial Vehicles (UAVs) support, or are planned to support, a wide range of
operations, including emergency response, search and rescue, forest fire monitoring, flood
mapping, environmental research, urban air mobility, and (commercial) transportation [1-
3]. Given the essential role of the positioning (or localization) function of the UAVs in
performing these diverse operations effectively and safely, recent research has focused on
enhancing their positioning performance [4-8]. The position coordinates of the UAVs can
be estimated based on technologies such as Global Navigation Satellite Systems (GNSS),
Terrestrial Networked Positioning Systems (TNPS), along with other sensors such as inertial
measurement units, cameras, LIDAR [9-11]. Once a position estimator X € R" is formulated
based on measurements from the positioning technology and/or sensors, and its probability
density function (PDF) fz(x) is obtained, the UAV’s positioning safety can be assessed
through the probability of positioning failure

Pr=P(Re€B)= / fe(x) dx, (4.1)
BC

where F = {X € B¢} is the event of positioning failure [12], 3¢ C R" is the complement of
a chosen safety-region B C R" around the UAV. The obtained probability of positioning
failure can be compared against the target requirement or guideline to determine whether
it is met. For example, recent efforts have aimed to propose positioning safety requirements
for GNSS/GPS receivers used by UAVs [13, 14].

Q\\J

Figure 4.1: Illustration of a UAV flight and the contours of the PDF f¢(x) of the UAV’s position estimator X € R"=2,
(a) UAV flying along its trajectory at successive time steps, enclosed in the safety region 3 C R"=%; (b) Contours
of the corresponding (multimodal) PDF of the position estimator. The contour plots use a blue-to-yellow color
scale, where blue indicates low and yellow indicates high probability density.

As illustrated in Fig.4.1, the PDF fz(x) of the UAV’s position estimator evolves over time.
Hence, capturing the time-varying functional and stochastic models in the computation of
positioning failure probability is essential for safety assessments of positioning systems
and algorithms. However, the computation of (4.1) is a challenging task, primarily due
to: (i) the PDF fz(x) generally being multimodal, as the position estimator X € R" often
results from a combined parameter (or state) estimation and statistical hypothesis testing
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procedure to accommodate for model misspecifications (e.g., due to outliers in measure-
ments) [1, 9, 15]—the dependence captured in the theoretical framework introduced in [16];
in recent work, we have shown that neglecting this dependence between parameter es-
timation and statistical hypothesis testing can lead to overly optimistic values of Pr, up
to one order of magnitude lower across several scenarios for automated and autonomous
vehicles [17]; (ii) the requirement for the positioning failure event F = {X € B} to be
rare to meet stringent positioning safety requirements (e.g., P» < 107> [12-14]). We have
addressed these challenges in recently published work by developing a method based on
rare event simulation principles [18]. Specifically, the method (i) exploits the structure of
the position estimator’s PDF f¢(x) through its conditional components; (ii) applies Impor-
tance Sampling and the Cross-Entropy method to estimate rare-event probabilities [19, 20];
and (iii) quantifies the associated uncertainties. Designed for use at the design stage of
positioning algorithms, the approach supports decisions regarding (i) measurement models
based on positioning technologies and sensors of choice, (ii) parameter estimation methods
for the position vector, (iii) statistical hypothesis testing procedures to accommodate for
model misspecifications, and (iv) positioning scenarios for vehicles, among other factors.
This approach aligns with the scenario-based safety assessment framework commonly
applied to automated and autonomous vehicles [21-23] and is also suitable for UAVs [24].

Compared to earlier work, where the method was introduced and demonstrated at a
single time snapshot for a scenario involving an automated and autonomous vehicle with
different orientations [18], the present study takes a step further and considers more
complex scenarios that incorporate the time variation of both the positioning functional
and the stochastic model in computing the probability of positioning failure. To this end,
we demonstrate its applicability to simulation-based positioning-safety analysis for UAVs
across multiple authorized European airspace regions: 1-Portugal, 2-Ireland, 3-Netherlands,
4-Norway, 5-Finland, 6-Romania, 7-Austria, and 8-Italy. The information about the locations
of the authorized airspace regions within the chosen countries is provided by the European
Union Aviation Safety Agency (EASA) [25]. In these airspace regions, which have open-sky
conditions, we carry out positioning-safety analyses based on the UAVs’ GPS receiver, set
to achieve positioning performance similar to GPS receivers that have received Technical
Standard Order (TSO) certification for GPS-based UAV positioning [13, 26]. We use real
GPS precise satellite orbits from the International GNSS Service (IGS) over a 24-hour period
to account for changes in satellites overpasses throughout the day [27]. We then compute
the instantaneous probability of positioning failure, Pr, every 5 minutes, with this interval
chosen due to the slow variations in the geometry between the UAVs’ GPS receiver and
GPS satellites at their altitude of approximately 20.000 km. Consequently, the results are
representative of the satellite-receiver geometry across the selected regions. Next, we
compare the obtained results with the preliminary requirements for Specific Assurance and
Integrity Levels (SAIL) 3 and 4 for en-route operations, as specified in [14], and determine
the percentage of UAVSs’ start flight times for which the requirements are met over the
following hour. This type of positioning-safety analysis can be useful in various cases, such
as: (i) verifying whether positioning algorithms for UAVs are meeting safety requirements,
(ii) developing positioning safety requirements for various UAV applications such as the
ones mentioned in the introduction, (iii) helping vertiport operators and designers deter-
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mine the expected probabilities of positioning failures of the UAVs at the desired locations,
and times of operations. Although the current positioning-safety analysis is based on the
UAVs’ GPS receiver, the proposed approach for formulating and computing the probability
of positioning failure is also applicable to UAV multisensor positioning, which represents a
topic for future work.

This contribution is organized as follows: In Section 3.2 we briefly review the main princi-
ples of the combined parameter estimation and statistical hypothesis testing to obtain the
UAVS’ position estimator X € R" and PDF f;z(x). In Section 3.3 we present the formulation of
the probability of positioning failure, its conditional components, and the main principles
of the method for their computation. Section 3.4 presents the positioning-safety analysis
by applying the computation method in [18] for UAVs operating in multiple authorized
European airspace regions, and interpreting and discussing the results. Section 3.5 contains
summary and conclusions of this contributions while suggesting several directions for
future work.

Throughout the paper we make use of the following notation: an underscore denotes
a random quantity (e.g., the random vector y € R™), fy(y) is the PDF of y € R™, and
Ey, (X) = f]Rm yfy(¥)dy is the expected value of y € R™. The joint PDF of two random
vectors x € R" and y € R™ is denoted f,,(x,y). A projection matrix is denoted as ITy and

it projects orthogonally (w.r.t. some metric) onto the range space of the matrix A € R™"
(R(A)). For the weighted squared norm of a vector we use the notation ||X||fgyy = XTQ;,}}X.

If the squared norm is w.r.t. the identity matrix then it is denoted ||.||>. A normal PDF is
denoted as N'(.,.), a chi-squared PDF as )(2(., .), and a uniform PDF as U°(.,.).

4.2 REVIEwW OF COMBINED ESTIMATION AND HYPOTHESIS

TESTING PRINCIPLES IN POSITIONING
In this section we briefly review the principles of combined parameter estimation and
statistical hypothesis testing as introduced in [16]. Assuming a linear(ized) observation
model for positioning (e.g., using GNSS-based observations for UAV positioning) with

normally distributed observables, y € R™ ~ N (E % (y) ,ny) [28, 29], we formulate the

following multiple hypothesis testing problem
H, : Efx (X) =Ax vs. Hi: EfX (X) = Ax+C;b;, (4.2)

where A € R™" is the design matrix with rank(A) = n, x € R" is the vector of unknown
parameters, and Qyy € R™ is the symmetric positive definite variance-covariance (vc)-
matrix of y € R™. We consider k alternative hypotheses with index i € {1,...,k}, C; € R™%
models the type of model misspecification which is anticipated to occur (e.g., outliers
in observables, GNSS satellite failure), rank([A,C;]) = n+ ¢;, b; € R% is the size of the
model misspecification which is unknown, and 1 < g; < r for i > 0 (to allow for parameter
estimation under H.) with r = m — n being the redundancy of H,. We use the misclosure
vector t € R” to build test statistics for the decision problem in (4.2), as it provides a measure
of inconsistency between the model under H, and the observables. The expressions of
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t e R” and of its ve-matrix Qy € R™" are [30]
t=B"y, Qu=B'QyB, (43)

where B € R™ is a basis matrix of R(A)* (i.e., BTA = 0,x,). It is possible to link the Best
Linear Unbiased Estimators (BLUEs) of x € R” under the alternative hypotheses H;.¢’s and
under the null hypothesis H, using the misclosure vector t € R" as follows [16]

X; I, —Li| |%o . 0pxr ,i=0
= , withL; = 4.4
[t] [Orxn I, ] [ t ] ' {A+Cict+i ,i>0 ( )
- °
Vi

where %, = Aty, A" = Qg 3, ATQJ} is the BLUE-inverse of A € R™", and Qg , = (ATQ 1 A) ™!
is the variance-covariance of X). The BLUE-inverse of C, = BT C;is Cif = (C{L Q'Cy) ' CL Q.

I, L,»]

The transformation in (4.4) is in block-triangular form and its inverse is V; ! = [ 0 Ll
rxn r

The joint PDF of [g,T LT] T, under a hypothesis H,, is

i

where R; =1, — C; (BTCi)+ BT and (BTCi)+ = C{. The matrix R; projects along R(C;) and
onto R(A,QyyB(BTC;)*) with (BT C;)* being a basis matrix of the null space of C/B. The
hypothesis testing problem in (4.2) can be captured in the misclosure vector space R" by
applying partitioning principles. A partition of R” can be formulated based on the subsets
P; CR", fori€{0,..., k}, such that Uf:OPi =R", and P;,nP; ={0} fori # j. The k+1 partitions
can be defined as follows,

(4.5)

X+ATRCoba| [Qgpz, +LiQuL! —LiQu
BTC,b, ’ —QuL] Qtt ’

Py = {teR" ||l < Y2(r.0)},

) (4.6)
pi¢0={t€]Rr|tepo, T, = max Tl},
Ie{h,....k}

where ||§||(2gtt is the overall model test statistic, )(i(r, 0) is the Chi-squared critical value for
a level of significance @, and T; is the result of the following transformation [31-33]

T = CDF g0 IMc, 3, ) (47)

where CDF, 2(,, () is the cumulative distribution function (CDF) of ¥*(q;,0), e, ;||fgtt Ho
)(Z(ql, 0), He, = Cthg projects onto R(Cy,),and Cy, = BTC; while Ct+l = (CtTth_thtl)_lctTth_tl,

and T, % U(0,1). If the dimension of b; € R% is the same across the alternative hypotheses
(i.e., g1 = gj for [ # j), then the transformation step in (4.7) is unnecessary and the maximum
across [|Tlc, L||étt can be directly used. The role of the partitions is such that a hypothesis H;,
fori€{0,..., k}, is selected as the most likely one if and only if t € P;. Note that an undecided
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(b)

3]

Figure 4.2: Partition of R"2 when A = [1 1 117, x €R, Qyy =13, and C; = ¢;’s are the canonical unit vectors for
i =1{1,2,3}. The dashed lines are the spans of the vectors B ¢;; (a) without undecided region Q € R"=2 included (b)
with undecided region Q ¢ R"=? included.

region Q C R" could also be included to accommodate for situations when it would be
difficult to discriminate between hypotheses. An illustrative example of a partitioned
misclosure vector space, with and without an undecided region Q C R", is shown in Fig. 4.2.

In this contribution, we consider the partition of R" as presented in (4.6) (i.e., no un-
decided region Q C R is included). Nevertheless, the presented approach is also applicable
to partitions that include an undecided region, as well as to new partitioning strategies,
as introduced in [34]. The Detection (D) Identification (I) and Adaptation (A) statistical
testing procedure is then
if t € Py (no Detection) — output X, (4.8)
if t ¢ Py (Detection) — t € Py (Identification) — output X; (Adaptation), )

where X, € R" and X; € R" are the Best Linear Unbiased Estimators (BLUEs) of x € R"” under
Hy and H;»o. The estimator that captures the procedure in (4.8), or any procedure of similar
form, is the DIA-estimator [16]

k k

x= ) %P0 =%~ ) Litpi(v), (49)
i=0 i=1

where %; =%, —L;it. X, = A+}_f, At = Q,;O;(OATQ;; is the BLUE-inverse of A € R™", Q¢ ¢ =

(ATQ;}}A)_1 is the ve-matrix of %, Li = A*C;C}l for i >0, and Ly = Opx,. The indicator

function p;(t) = 1if t € P; and p;(t) = 0 otherwise. The PDF of X € R" follows from Theorem

11in [16]

k
fe() = ; A | fii(xDdt, (4.10)

where f; ((x, 1) is the joint PDF of %; and t for i € {0,..., k}. It is important to emphasize
that X; and t are dependent for i # 0 (i.e., f ;(xt) # f; (x)f:(#)) while only X, and t are
independent (see an illustrative example in [35]). It is the DIA-estimator’s PDF in (4.10)
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that is used in the formulation of the probability of positioning failure. We note that one
may only be interested in specific components of the parameter vector x € R”, such as
the 1D, 2D, or 3D position. The desired position components can be obtained through
the transformation h = H”x with an appropriately chosen H € R™? where p < n. Further
developments are done in terms of x € R”, however a similar route would apply also for
heR?.

4.3 REVIEW OF THE METHOD TO COMPUTE THE PROBABIL-

ITY OF POSITIONING FAILURE AND ITS COMPONENTS

This section briefly presents the main ideas of the recently published method for computing
the probability of positioning failure and its components [18]. The starting point is the
event of positioning failure which can be defined as F =X € B¢ (based on page 15 of [12]),
where B C R" is a safety-region and 3° = R" /B is its complement (failure-region). Next,
we formulate the probability of positioning failure [35]

prb)= [ s, (@1

where b = {by,...,br} accounts for the sizes of the model misspecification under the alterna-
tive hypotheses. By decomposing (4.11) via the rule of total probability we obtain

Pr(b) =) [ fx(x|H0)dx+ZP(H) | K,

| —; N —;
Pr|Ho Pr|H;(b;)

(4.12)

where P(H,) and P(H;) are the apriori probability of occurrence of the hypotheses. A
further expansion of (4.12), based on (4.10), gives

k
Pr(b) = P(H,) <]§o ,/Bc L}- f;(j,t(x,t|Ho)dtdx> +
P(H)<Z/ / fipi (x, tIH)dtdx)

which can then be expressed in terms of expected values w.r.t. the joint PDFs fi,-,l (x1)

(4.13)

k
IPr<b)=P(Ho><ZEfﬁj,t(nj(x,t)mo)) ZP(H)<ZEfH -(x,t)Hl-)), (4.14)
Jj=0

i=1

where the joint indicator function 1 ;(x,t) =1 if xT tT]T e (BC n Pj), and 0 otherwise.
The developed method to compute (4.14) is based on principles from rare event simu-
lation, specifically Importance Sampling and the Cross-Entropy Method [19, 20]. For
safety-critical applications, such rare-event simulation techniques are needed since the
probability of positioning failure must satisfy stringent requirements (e.g., below 10~%), and
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they enable both the computation of such low probabilities and the determination of the
contributions of individual components. This, in turn, allows designers of the positioning
algorithms, or systems, to identify the most influential factors already at the design stage
and to guide the developments. We briefly describe the three main steps of the method
below:

1. Transformation of s; = [ng tT]T e R for j e {1,...,k}, via an invertible linear
transformation defined by a U; : R — R such that the resulting vector has
an identity variance-covariance matrix

z; =Ujs;, Qziz; = Iin+r) (4.15)

where U; can be constructed from the L; term in (4.4) and from a one-time Cholesky
decomposition of the variance-covariance matrices Qg ¢, and Q. This transforma-
tion is needed to handle joint PDFs whose distributional parameters scale linearly
with the dimension (n+ r), rather than quadratically as is the case in (4.14). Based
on this transformation, we re-express the expected values in (4.14) using the change
of variables rule

k k k
Pr(b) =P(H,) <Z Er,, (1;(Uj'2) |Ho)> + Y P(H)) <Z Ep,, (1;(Uj'2) IHi)> .
j=0 i=1 j=0

(4.16)

2. Re-express the expected values from Step 1) w.r.t. proposal PDFs, following the
Importance Sampling principle. These proposal PDFs can be selected to have higher
probability density over the regions (13’C n Pj) cR™ for j €40, ..., k}. Anillustration
of this idea is provided in Fig. 4.3.

(a) (b)

t — axis t — axis

Be B B- B- B Be

Figure 4.3: Example illustrating the region (3° n7P,) C R? (shaded in grey) for a simple hypothesis testing setup
withA=[1 1]7,x€R, Qyy = 0}2,12, and ¢; = [1 0]7. (a) The original PDF Japt (6 t1Ho) = f;,(2IHo) which has low

probability density over the region; (b) A proposal PDF ﬁ)(Z\Ho), which places higher probability density over
the same region.
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The corresponding mathematical formulation of Importance Sampling is as follows

k
Pr(b) = P(H,) (Z Ej (1, (U;'z) L;(2) |Ho)> +
=0

. . (4.17)
Z P(H;) (Z Ef (1;(U;'2) £ (2) |Hi)) ,
i=1 =0
where the ratios within the re-expressed expected values are
. Z; ZH ~ Z; ZHi
£ = 2 - BT (419
i@ i@

with fv]() and f]() being the proposal PDFs. These proposal PDFs are determined
via the Cross-Entropy Method, which minimizes the Kullback-Leibler divergence
between the theoretical optimal proposal PDFs (i.e., those that achieve minimum
simulation variance) and a parametric family of candidate PDFs (e.g., the exponential
family).

3. Compute the components of Pr(b) from the expected values from Step 2) by gen-
erating independent and identically distributed pseudo-random samples from the
determined proposal PDFs ( fvj() and fj(.)), and quantify the simulation uncertainty
of the results by independent repetitions of the simulations a chosen number of times
(e.g., 50 times [36]).

4.4 POSITIONING SAFETY ANALYSIS FOR UAVS OVER AU-

THORIZED EUROPEAN AIRSPACE REGIONS

Building on previous work [18], the present contribution takes a step further and considers
more complex scenarios that capture time-varying positioning functional and stochastic
models when computing (4.14) and the corresponding components. Therefore, we apply
the discussed principles—the combined parameter estimation and hypothesis testing, and
the computation of the probability of positioning failure—to conduct positioning safety
analyses in a scenario using real GPS satellite orbits from the International GNSS Service
(IGS) over a 24-hour period on May 24, 2024 [27]. In this scenario, we select eight authorized
airspace regions across different countries within E.U. and compute the instantaneous
minimum and maximum of Pr(b) at 5 minute intervals over 24 hours. Due to the high
altitude of GPS satellites, approximately 20.000 km, their geometry relative to a UAV GPS
receiver remains nearly constant over relatively short periods, such as a 5 minute window.
The information about the locations of the authorized airspace regions is provided by the
EASA [25], and the chosen geographic coordinates within these airspaces are illustrated in
Fig. 4.4. The selected airspaces have open-sky conditions and they cover relatively small
areas (e.g., a circular region with a radius of approximately 3 km in the selected airspace
region from Portugal). Within each airspace region, a UAV is assumed to operate at a
constant altitude of 45 meters above ground level, at the geographic coordinates listed in
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Figure 4.4: Geographic locations within the authorized airspaces for UAV operations in: 1-Portugal, 2-Ireland,
3-Netherlands, 4-Norway, 5-Finland, 6-Romania, 7-Austria, and 8-Italy. Coordinates are given in Table 4.1.

Table 4.1: Geographic coordinates of the eight locations expressed as Longitude, Latitude, and Altitude

Nb. Country Long.[deg], Lat.[deg], Alt.[m]
1 Portugal (PT) —9.42869, 38.88371, 111.9

2 Ireland (IE) —8.83542, 52.86114, 31.6

3 Netherlands (NL) 3.79322, 51.74368, 0.0

4 Norway (NO) 11.02785, 60.21601, 187.0

5 Finland (FI) 24.84807, 60.18738, 0.0

6 Romania (RO) 24.52379, 46.75973, 463.4

7 Austria (AT) 11.45355, 47.26376, 590.4

8 Italy (IT) 13.99929, 37.79651, 778.1

Table 4.1, ensuring compliance with height regulations in these airspaces. The choice
of the positioning model for UAVs under nominal conditions (i.e., under H,) is based
on (i) the TSO certification for GPS-based UAV positioning [13, 26] and (ii) preliminary
requirements for rotary-wing drones at SAIL 3 and 4 for en-route operations, as specified
in [14]. Hence, the linearized positioning model for the UAVs is based on GPS pseudoranges
on single-frequency (L1 at 1575.42 MHz) resulting in

A -
Ho : Ep (y) =[G un] CApt], Qyy =ayW ™, (4.19)
[N

A ——
Ax

with y~ N (A Ax, ny), where the design matrix A € R™“ is of rank(A) = 4 with G € R™3
the matrix which rows contain the unit direction vectors (with the minus sign included)
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between the unknown position of the UAVs” GPS receiver and the observed GPS satellites,
in a local East-North-Up (ENU) coordinate system, and u,,, € R™ is a vector of ones [37]. The
parameter vector of unknowns Ax € R* contains the UAV’s GPS receiver ENU coordinates
increments Ap € R? and the receiver clock bias At € R while c is the speed of light in a
vacuum. The redundancy under Hj is r = m —4. The estimate X (which includes the 3D full
position vector and receiver clock bias) is obtained from a Gauss-Newton iteration scheme
once the stop criterion is met for Ax [38]. The variance-covariance matrix Qy, € R™ is
diagonal where W = diag[ w1, ..., ;] € R™™ is the weight matrix which components are the
elevation-dependent weighting functions formulated based on the principles in [39]. We set
the pseudorange precision to oy = 0.7 [m] resulting in an average horizontal positioning
precision of 3-4 meters (95% circular probability radius), and an average vertical positioning
precision of approximately 6 meters (95% interval length), considering variations in satellite
geometry over a 24 hour period. These positioning precisions are representative of certified
GPS receivers used in UAVs (e.g., [40]). An elevation cut-off angle of 10° is applied, which
excludes GPS satellites observed below this threshold from the positioning model.

Given the open-sky conditions over the selected airspaces, we account for individual
outliers in the observations y € R™ (e.g., due to GPS satellite failures), assuming that only
one outlier occurs at a time. This is the case for datasnooping which results in as many
alternative hypotheses as observables (i.e., k = m) and gives the following partitions of the
misclosure vector space R”

Po={teR" [, < X2(r0)}, (4.20)
Pizo = {te R” | t¢ Py, |Wi|= max |Wl|}, (4.21)
1€{1,....k}

where |w;| = ||l'[ctlL||Qtt is the w-test statistic [30, 41], ¢, = BT¢, and ¢; is the canonical unit
vector for [ € {1,...,k} as C; from (4.2) reduces to a vector. The level of significance is set
to @ =3.33-1077 [12, 42, 43]. The corresponding DIA-estimators for the horizontal and
vertical components of the UAVs’ position are

h=H'x and v=V'x, (4.22)

where X = 2{;03,. pi(t) cf. (4.9), HT = [Iz ngz] and VT = [O 0 1 O]. The horizontal
and vertical safety-regions By C R? and B, C R, around the true position, are defined as
follows
By, = {h € R? | [|h — heell < HAL},
By ={v € R |v—vVie| < VAL},

where the Horizontal Alert Limit (HAL) is set to 11 m, and the Vertical Alert Limit (VAL) is
set to 14 m, in line with SAIL 3 and SAIL 4 for en-route operations [14]. The probabilities
of the UAVs horizontal and vertical positioning failure are

(4.23)

Py, (b) = [3 fiiydh , Pr(b) = /3 f@dv, (4.24)

and their decomposition follow the same approach as in (4.12)-(4.14). This decomposition
we require the apriori probabilities of the hypotheses P(H,) and P(H;) for i € {1,...,k}.
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We set P(H;) = 10> to account for the probability of an outlier in the observables due
to a GPS satellite failure which is consistent with [12]. Consequently, this results in
P(Ho) = 1- Y5, P(H,). The following results of the UAV positioning safety analysis focus
on the horizontal position component (based on Pz, (b)), while the ones for the vertical
component (based on P, (b)) can be conducted in a similar way.

Firstly, we show in Fig. 4.5(a) the number of observed GPS satellites (in black), using
a 10° elevation mask, and the weighted Horizontal Dillution of Precision (wHDOP) in

brown, which is computed as wHDOP = \/trace (HT (ATQ;;A)_I H) based on [44]. The

wHDOP is useful in giving an indication of the variation of the horizontal positioning pre-
cision as a function of the change in GPS satellite geometry while also taking into account
the elevation-dependent weighting of the observables. For example, one can notice how
wHDOP increases when the number of observed GPS satellites decreases, and vice-versa.
The smallest variation in wHDOP occurs over the 8-Italy airspace, due to its proximity
to the Equator—among all considered locations—where GPS satellite geometry is most
favorable.

Secondly, Fig. 4.5(b) presents the results of the computed instantaneous minimum (blue)
and maximum (orange) of Px, (b), which can be expressed as

k

minP7, (b) = P(Ho)Pr, [Mo +min Y P(H;)Pr, [Hi(b),
i=1
k

maxPr, (b) = P(Ho)Pr, [Ho +max 3 P(H:)Pr, [Hi(b),

i=1

(4.25)

where b = {by,...,bi}. Several remarks can be made: (i) the variations in the minimum and
maximum of the computed Py, (b) are following the behaviour of the wHDOP; (ii) in time
windows where wHDOP shows large variations (e.g., between hours 3 and 6), the differ-

ence <m€leFh (b)— rrgnBFh(b) — 0 as wHDOP increases, since the term P(Hy)P, [H,

becomes increasingly dominant due to the poorer precision under Hy; (iii) when wHDOP
is low, the difference between the minimum and maximum of Py, (b) spans from =1 order
of magnitude up to =4 orders of magnitude (e.g., between hours 7 and 9).

Thirdly, we aim to relate the instantaneous minimum and maximum of the computed P, (b)
with the preliminary positioning safety requirements for SAIL 3 and SAIL 4 which are
10~* /hour (continuous red line in Fig. 4.5(c)) and 10~ /hour (dotted red line in Fig. 4.5(c))
respectively from Table 3 in [14]. As an example, we compute a one-hour (1hr) moving
average based on (4.25) and a given flight start time denoted x, as follows

1
1hr

1 Ko+1hr
Mimio) = 7= [ maxy, (b, 0)
Ko

Ko+1hr
MApin(0) = / minP, (b,7) dr,
Ko

(4.26)

1hr
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Figure 4.5: Positioning-safety results for the horizontal position: (a) Number of observed GPS satellites (black)
after the application a 10° elevation mask and the wHDOP (brown); (b) Instantaneous minimum (blue) and
maximum (orange) of Pz, (b) computed every 5 minutes for 24 hours; (c) One-hour moving average of the
instantaneous minimum (blue) and maximum (orange) of Pz, (b). The positioning safety requirement for SAIL 3
is indicated by the solid red line at 107, and for SAIL 4 by the dotted red line at 107°.
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which are displayed in blue and orange respectively in Fig. 4.5(c). We use the results of the
one-hour moving average to address the following question:

"For what percentage of flight start times (ko) does the average probability of positioning
failure over the following 1 hour meet the horizontal positioning safety requirements for SAIL
3 and SAIL 47".

Therefore, the following cases are considered for the computation of the percentage of
flight start times at which

o MApin(xo) <107 (Case 1) and M Amax(k) < 107* (Case 2) for SAIL 3,
o MApin(xo) <1075 (Case 3) and M Apax (ko) < 107 (Case 4) for SAIL 4.
Table 4.2: Percentage of flight start time when M yin(ko) and MApax(ko) are meeting the horizontal posi-

tioning safety requirement of SAIL 3 and 4 for en-route UAV operations. The results for apriori probabilities set
to P(H;) = 107> are shown in black, while those for P(7{;) = 10~* are displayed in olive, where i € {1,..., k}.

Country SAIL 3 (Horiz.) SAIL 4 (Horiz.)
Case 1[%] Case 2[%] Case 3[%] Case 4[%]

1-PT 100100 100]95.53 100|100  92.97 | 24.92
2-IE 100|100 100]91.37 88.18]88.18 81.47|17.25
3-NL 96.17 | 96.17 96.17]89.14 90.73]90.73 88.18 | 21.08
4-NO 100 | 100 100]96.80  88.50 | 88.50 86.90|31.31
5-FI 100100 100]99.36 100|100  88.82|30.67
6-RO 95.85]95.85 95.85|95.52 91.37|91.37 89.78|26.20
7-AT 100 | 100 100 | 94.89  92.65]92.65 91.69 | 23.64
8-1T 100 | 100 100 | 100 100 | 100 100 | 33.23

Table 4.2 presents the results, with values shown in black for apriori probabilities set to
P(H;) = 107°. For SAIL 3, the horizontal positioning safety requirements are not met for
100% of flight start times only in the selected airspaces over the Netherlands and Romania.
In the case of SAIL 4, only in the selected airspace over Italy the horizontal positioning
safety requirement is met 100% of flight start times for both SAIL 3 and SAIL 4. In Ireland,
the percentages are lowest for both Case 3 and 4, at SAIL 4, among all chosen locations.
When the apriori probabilities are changed to P(H;) = 107 for i €{1,..., k}, the results,
shown in olive, account for outliers in the observables caused by an event with higher prob-
ability (e.g., signal reflections from nearby infrastructure). For SAIL 3-Case 1 shown in black
(i.e., MAmin(xo) < 107*) there are no differences w.r.t. the results in olive as the component
P(Ho)Py, |H, is the dominant one and the apriori probability P(H,) =1— Zf‘:l P(H;) is not
significantly different when P(?;) = 10™> or P(H;) = 107 for i € {1,..., k}. However, the
most significant decreases in the percentages of flight start times (greater than 50%) occur
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for SAIL 4-Case 4 (i.e., M Amax(x0) < 107°) where the term méilek:l P(Hi)EFthi(bi) is

dominant and the assumptions on the apriori probabilities P(H;), for i € {1,..., k}, have an
increased effect.

Similarly, the sensitivity of the results to the level of significance « can be studied in
Table 4.3, which shows the results for P(};) = 107> for all i € {1,..., k}. The table presents
results for two significance levels: @ = 3.33-1077 (in black) and « = 1072 (in gray).

Table 4.3: Percentage of flight start time when MApin(ko) and MApax(ko) are meeting the horizontal posi-
tioning safety requirement of SAIL 3 and 4 for en-route UAV operations when P(7;) = 107 for i € {1,..., k}. The
results for the level of significance set to & = 3.33-1077 are shown in black, while those for & = 1073 are displayed
in gray.

SAIL 3 (Horiz.) SAIL 4 (Horiz.)
Country
Case 1[%] Case 2[%] Case 3[%] Case 4[%]

1-PT 100 | 99.04 100 | 98.40 100 | 71.57  92.97 | 69.32
2-1E 100 | 98.40 100 | 98.40  88.18|53.03 81.47|49.84
3-NL 96.17|91.37 96.17|91.05 90.73|53.35 88.18 | 49.52
4-NO 100 | 99.68 100]99.36  88.50]70.29 86.90 | 66.45
5-FI 100 | 100 100 | 100 100 | 58.15  88.8253.99

6-RO 95.85]95.85 95.85|95.85 91.37|64.54 89.7861.66
7-AT 100]96.49  100]96.17  92.65|56.87 91.69 | 53.99
8-IT 100 | 100 100100 100]92.01 100 | 87.54

For SAIL 3, the differences range from 0% (e.g., FI) to 5.12% (NL) in Cases 1 and 2. These
differences are more pronounced in Cases 3 and 4, ranging from 7.99% (IT) to 41.85% (FI). In
these situations, increasing the level of significance « = 3.33- 1077 to @ = 1073, it increases
the contribution of the conditional component of Pz, [H, on the events of false alarms
(i.e., accepting a H;o when H, is valid) over the conditional components on the event of
correct acceptance (i.e., accepting Hy when H, is valid).

Therefore, the results can be highly sensitive to the assumed aprior probabilities of the
hypotheses and the chosen level of significance. These aspects should be carefully consid-
ered during the design stage of UAV positioning algorithms. To increase the percentages
from Tables 4.2 and 4.3 for SAIL 3 and SAIL 4 en-route UAV operations, several options, or
combinations thereof, could be considered: (i) certification of additional GNSS constella-
tions, such as the European Galileo, to be used alongside GPS for UAV operations, (ii) usage
of GPS receivers with better precision of the observables, (iii) application of principles
from the new theoretical framework introduced in [34] to design parameter estimation
and statistical hypothesis testing procedures with the objective to minimize the probability
of positioning failure.
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Next, as an example, we are examining the components of the probability of positioning
failure in (4.25) for the selected authorized airspace in the Netherlands. A similar examina-
tion can be done for other countries. The following analysis is considering the first setting
of the apriori probabilities of the alternative hypotheses of P(H;) = 107> for i € {1,..., k},
corresponding to the results in Figure 4.5.
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Figure 4.6: Over selected airspace in the Netherlands: (a) Instantaneous ml?xEFh (b) and its simulation standard
deviation (omax); (b) Component P(HO)EFh\HO and its oyy,; (c) Component ml?ngll P(Hi)Eph\H,-(b,-) and its
Omayx; (d) Instantaneous mgn Pr (b) and its simulation standard deviation (o min) ; (¢) Component P(Ho)Eph [H,

and its o, ; (f) Component mbin Zle P(H,-)ErhIH,-(b,-) and its .

Figure 4.6(a) shows the computed instantaneous max P, (b) over 24 hours, while Fig-
ures 4.6(b)-(c) show the computed components P(H,)Pz, |H, and max Zle P(Hi)Erh|Hi(bi),
respectively. Figures 4.6(a)-(c) show that between 108 and 10 the behaviour of max Py, (b)

is driven by the component in Figure 4.6(c), while the spikes’ that are larger than 10> are
those from the component of Figure 4.6(b) due to the large wHDOP (see Figure 4.5(a)). The
largest ’spike’ in m;leFh (b) occurs at 6.5 hours and has a value of 6.43-107% +0.0110-1073,

when the wHDOP reaches 4.15, indicating an unfavorable GPS satellite geometry.

We further examine the conditional components of the computed probability of posi-
tioning failure under H, from Fig. 4.6(b). Specifically, we consider the components of
PP, [Ho, conditioned on the hypothesis testing decisions: Correct Acceptance (CA) when
the positioning model under H, (see (4.19)) is chosen while it is also valid, and False Alarms
(FA;), when the positioning model under an alternative hypothesis H . is chosen while
the one under H, is valid. Therefore, we re-express P, [H, as follows

k
Py, [Ho = PcaPr, [CA+ ) Pra Py, [FA; (4.27)
j=1
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Figure 4.7: Over selected airspace in the Netherlands, the computed instantaneous: (a) Pz, [H, and its simulation
standard deviation (o7, ); (b) PCAEph |CA and its simulation standard deviation (cca); (c) Z§=1 EFA] Eph [FA; and
its simulation standard deviation (oga). The chosen level of signifiance is & = 3.33-107".

where Pca = P(t € Po[Ho), P, [CA is the probability of positioning failure conditioned on
the CA decision, and the product PcalP7, [CA corresponds to the case when j =0 in the
summation term under H, (first term) of (4.17). Similarly, Pra; = P(t € Pj0[Ho), P, [FA;
is the probability of positioning failure conditioned on the FA; decision, and the sum-
mation term in (4.27) corresponds to the one under H, (first term) of (4.17) for j # 0.
Note that, for this example the level of significance of the statistical hypothesis testing
procedure is o = Zle Pra; = 3.33- 1077 (see (4.20) and (4.21)) while Pcy = 1— a. Fig. 4.7
illustrates that PclPr, [CA gives the higher values ('peaks’) of Pz, [Hy, while the component
Zi?:l EFAjEFh|FA ; drives its lower values ('valleys’). Choosing a larger level of significance,

for example a = 1073, increases the contribution of the component Z§:1EFA,~EP}1|FA jto
Py, [Hy (see Fig. 4.10 of Appendix 4.6). Accordingly, the necessary trade-offs should be
considered at the design stage of the positioning estimation and hypothesis testing proce-
dure: a smaller « reduces detection sensitivity to outlier sizes but lowers the contribution
of Z;‘:l EFAj£rh|FA j» whereas a larger « increases detection sensitivity but also increases
this contribution.
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The aforementioned unfavorable GPS satellite geometry at 6.5 hours is illustrated in the
skyplot of Fig. 4.8(a), which shows the positions of the GPS satellites as observed by the
UAV GPS receiver at 6.5 hours. These positions are expressed in terms of their azimuth
(relative to the North direction) and elevation angles (relative to the horizontal plane),
both measured in degrees. Fig. 4.8(a) shows that most of the GPS satellites are distributed
across the East-West direction leading to high uncertainties of the estimated 2D position
coordinates along the South-North direction. Conversely, in the case of the smallest *spike’
in m]?XEf’h(b) occurs at 11 hours, with a value of 8.01-1078 £0.1155- 1078, At this time,

the wHDOP is 1.82 which indicates a favorable GPS satellite geometry as illustrated in
Figure 4.8(b).

Figure 4.8: Over selected airspace in the Netherlands: (a) Skyplot of 8 GPS satellites at 6.5 hours with a wHDOP
value of 4.15; (b) Skyplot of 11 GPS satellites at 11 hours with a wHDOP value of 1.82.

For the GPS satellite geometries in Fig. 4.8, we analyze the conditional components of
the positioning failure probability under the alternative hypothesis H; (outliers in G11
from Fig. 4.8(a)), and H; (outliers in G15 from Fig. 4.8(b)). It should be noted that the two
alternative hypotheses correspond to different time steps; the time index is omitted for
notational simplicity. For an alternative hypothesis H;, one can decompose Py, [H(b;) as

follows
k

Py, [Hi(bi) = Pup, Py, IMD; +Pey Py ICLi+ ) Py Py [WI (4.28)
j#0,i

where the testing decision events are Missed Detection (MD;) with its probability Pyp, =
P(t € Py|H;), Correct Indentification (CL;) with Py, = P(t € Pi|H;), and Wrong Identification
(WI;) with Py, = P(t € Pj[H;) where j ¢ {0,i}. The corresponding conditional probabilities
of positioning failure are denoted Erh|£ , with € € {MD;, CI;, WI;}.

Fig. 4.9(a) shows that Eph|H2(b2) is dominated by PMDZEFh|MD2 (with a maximum at
8.4302-107! for by = 16.68 [m]) for outlier sizes b, up to 32 [m], after which ECIZEFIJCIZ
becomes dominant. This can be explained by mainly two aspects: (i) as outlier size b,
increases, Pyip, decreases towards 0, reducing the contribution of Eph|MD2, while P,
increases towards 1, thus increasing the contribution of Erh|CIZ; (ii) when the outlier in
G11 is correctly identified and excluded in the Adaptation step of the DIA procedure, the
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Figure 4.9: Over selected airspace in the Netherlands, the computed instantaneous: (a) P, [H2(bz) and its
conditional components as function of outlier size by, at 6.5 hours; (b) Pr, [H5(bs) and its conditional components
as function of outlier size bs, at 11 hours.

remaining GPS geometry becomes highly unfavorable, as the satellites are nearly colinear
along the East-West direction (see Fig. 4.8(a)), which increases Py, |Cl,. Another notable

aspect of the geometry in Fig. 4.8(a) is that Pc;, Py, [Cl; exceeds Z j#02 Pw,Pr, [WI; over
almost the entire range of outlier sizes b, (except near 26 m). This indicates that the total
wrongful exclusions does not necessarily yield higher probabilities of positioning failure
under H,. In contrast, the case of a more favorable GPS satellite goemetry as shown in
Fig. 4.9(b), considering outlier of varying sizes in satellite G15 (}s), shows that Py, [Hs(bs)

is completely dominated by the term Zﬁco,s Py, Pr, [WI; (with a maximum at 5.1597-107¢
for bs = 31.19 [m]), while ECISBFh|CI5 has the lowest values across all outlier sizes bs.

These results highlight the importance of a component-wise analysis of the probabil-
ity of positioning failure. This approach reveals how specific testing decision outcomes
and GPS satellite geometries drive the maximum (worst-case) or minimum (best-case)
failure probabilities across different UAV positioning models. Such insight enables a deeper
analysis of the chosen parameter estimation and hypothesis testing approaches, supports
informed design trade-offs, and ultimately strengthens the safety assessment of positioning
algorithms and systems. This level of detailed positioning safety analysis has been made
possible by the computation method developed in [18].
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4.5 SUMMARY AND CONCLUSIONS

In this contribution, we presented an approach for carrying out positioning safety analyses
for UAVs in eight authorized European airspace regions. This approach is based mainly on
the following: (i) the event of positioning failure [12] and its probability, (ii) accounting
for the combined uncertainty of parameter estimation and statistical hypothesis testing
in the PDF of the UAV position estimator according to the principles [16], and (iii) the
recently developed method for computing the probability of positioning failure using
principles from rare event simulation [18]. The application of this approach aligns with
the scenario-based safety assessment framework applied to automated and autonomous
vehicles [21-23] and is also suitable for UAVs [24].

We carried out positioning safety analyses using real GPS precise satellite orbits from
the International GNSS Service (IGS) for a 24-hour period over the chosen eight European
airspace regions: 1-Portugal, 2-Ireland, 3-Netherlands, 4-Norway, 5-Finland, 6-Romania,
7-Austria, and 8-Italy. The choice of the positioning model for UAVs under nominal con-
ditions was based on the TSO certification for GPS-based UAV positioning [13, 26]. The
results showed that the computed instantaneous maximum and minimum of P, (b) vary
significantly with the change in GPS satellite geometry over 24 hours (e.g., variations of ap-
proximately 9 orders of magnitude within 2 hours in the case of 5-Finland for the minimum
of P, (b)). We also computed one-hour moving averages using the instantaneous P, (b),
at different UAV start flight times, to relate the results with the preliminary requirements
at SAIL 3 (10™*/hr) and 4 (10 /hr) [14]. For SAIL 3, only in the selected airspaces over the
Netherlands and Romania are the horizontal positioning safety requirements not met for
100% of flight start times. In the case of SAIL 4, only in the selected airspace over Italy the
horizontal positioning safety requirement is met 100% of flight start times for both SAIL 3
and SAIL 4. In Ireland the percentages are lowest for both Case 3 and 4, at SAIL 4, among
all chosen locations. The sensitivity to the assumptions about the apriori probabilities of
the hypotheses and the choice of the level of significance was also analyzed, revealing
that the positioning safety requirements may not be met in more than 50% of the flight
starting times. To increase the percentages from Tables 4.2 and 4.3 for SAIL 3 and SAIL 4
en-route UAV operations, several options, or combinations thereof, could be considered: (i)
certification of additional GNSS constellations, such as the European Galileo, to be used
alongside GPS for UAV operations, (ii) usage of GPS receivers with better precision of the
observables, (iii) application of principles from the new theoretical framework introduced
in [34] to design parameter estimation and statistical hypothesis testing procedures with
the objective to minimize the probability of positioning failure. Additionally, as a concrete
example, the results over the Netherlands demonstrated how the developed method [18]
enables a component-wise analysis of the probability of positioning failure. The decomposi-
tion into components conditioned on hypothesis testing decisions (i.e., correct acceptance,
false alarm, missed detection, correct identification, wrong identification) revealed how an
unfavorable satellite geometry (e.g., nearly colinear satellite constellation) and different
decision outcomes drive the highest and lowest values of the probability of positioning
failure under a given alternative hypothesis, and how the choice of significance level «
drives the relative contributions of the components conditioned on correct acceptance and
false alarm decisions. We also showed that a situation arises where the wrongful exclusion
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of satellites does not necessarily yield the highest contributions of the corresponding
conditional components to the probability of positioning failure under the given alternative
hypothesis. This case study illustrates the advantages of the method in providing detailed
insight into the mechanisms underlying positioning safety, thereby supporting informed
design trade-offs and improving safety assessments of UAV positioning algorithms and
systems.

This type of positioning-safety analysis can be useful in various other cases, such as
further development and verification of UAV positioning safety requirements, helping ver-
tiport operators and designers determine the expected probabilities of positioning failures
of the UAVs at the desired locations. Although the presented positioning-safety analysis
was based on the positioning performance of a representative TSO-certified GPS receiver,
the proposed method for formulating and computing the probability of positioning failure
is also applicable to UAV multisensor positioning, which represents a topic for future work.
Moreover, the developed computation method of the probability of positioning failure can
be incorporated into positioning-safety simulators, enabling integrated studies together
with other key functionalities of automated navigation systems, such as planning, control,
and perception [23].
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4.6 APPENDIX: COMPONENTS OF Pz [Hy OVER NETHER-
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Figure 4.10: Over selected airspace in the Netherlands, the computed instantaneous: (a) P, |H, and its simulation
standard deviation (o74,); (b) PcaPr, |CA and its simulation standard deviation (o¢a); (c) 2;(:1 Py, Pr, [FA; and
its simulation standard deviation (oga). The chosen level of significance is & = 107,
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DIA-ESTIMATOR AND
MULTIDIMENSIONAL MODEL
MISSPECIFICATIONS

The Detection, Identification, and Adaptation (DIA)-estimator integrates parameter estimation
and hypothesis testing for model misspecifications. This contribution presents a positioning
safety analysis approach grounded in the DIA-estimator framework, with a particular em-
phasis on multidimensional model misspecifications, such as simultaneous outliers in the
observations. While recent work has focused on the performance of the detection and iden-
tification of multidimensional model misspecifications, we turn our attention to how they
affect the probability density function (PDF) of the DIA-estimator and, consequently, the
probability of positioning failure—an indicator relevant for safety-of-life applications (e.g.,
automotive, aviation, rail, maritime). This work formulates and quantifies the probability
of positioning failure and its conditional components. A representative simulation-based
study is presented for a UAV equipped with a GPS receiver configured to achieve performance
comparable to Technical Standard Order (1SO)-certified receivers. The analysis is carried out
for two scenarios: a fixed GPS satellite geometry at a single time snapshot, and for a varying
GPS satellite geometry over a 24-hour period over an authorized UAV airspace region in the
Netherlands using real satellite ephemeris data. Together, these scenarios provide insights
into the structure of the DIA-estimator’s PDF, such as multimodality and orientation with
respect to the chosen positioning safety region, and support comprehensive evaluation of
positioning safety. Although the current focus is on GPS-based positioning, the presented
approach is general and can be extended to include multisensor configurations, additional
GNSS constellations, and applied to other safety-critical applications, which are subjects of
future work.

This chapter is based on the journal article [2) S. Ciuban, P.3.G. Teunissen, and C.C.J.M. Tiberius. "DIA-Estimator
and Multidimensional Model Misspecifications: GNSS-based Positioning Safety Analysis for UAVs", GPS Solutions,
Submitted.
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5.1 INTRODUCTION

The Detection, Identification, and Adaptation (DIA)-estimator X € R”, introduced by Te-
unissen, is part of a unifying framework that captures the interplay between parameter
estimation and hypothesis testing in the context of the DIA method [1]. Parameter esti-
mation is performed to obtain estimates of the parameters of interest, while hypothesis
testing is used to validate these results and adapt the underlying models in the case of
misspecifications. The DIA method has found applications across a wide range of domains,
such as in GNSS-based positioning [2-4], quality control in geodetic networks [5], defor-
mation monitoring [6], quality control in navigation system [7], and, more recently, in
positioning safety analyses for automated and autonomous driving [8], among others.

Accounting for the occurrence of multidimensional misspecifications (e.g., multiple out-
liers) when deciding on the alternative models (hypotheses) for the DIA method is of
particular interest, as it more accurately reflects real-world conditions. Recent studies have
investigated the performance of the testing procedure with respect to its ability to detect
and identify multiple outliers [9-11]. However, these studies have primarily focused on
the detection and identification aspects, without considering how such multidimensional
misspecifications affect the probability density function (PDF) f¢(x) of the DIA-estimator.
This consideration is particularly important for positioning safety analyses in safety-of-life
applications (e.g., automotive, aviation, rail, maritime), where the probability of positioning
failure is of interest [4, 8, 12]

pr=p@es)= [ fedn (51)
BC

with F = {X € 3°} being the event of positioning failure [13] and B C R" is the complement
of an application specific safety-region /3 C R". In this contribution, we present an approach
for performing positioning safety analyses aimed at quantifying (5.1) and its conditional
components, while accounting for multidimensional model misspecifications caused by
outliers in the observations.

With respect to our previous research [4, 8, 12], the main contributions are as follows:
(i) analysis of the impact of multidimensional outliers on the shape of the conditional
components of the DIA-estimator’s fz(x); (ii) consideration of time-varying positioning
functional and stochastic models (e.g., due to the evolution of GPS satellite geometry over
24 hours) into the computation of the probability of positioning failure; (iii) application of
the DIA estimator’s framework to Unmanned Aerial Vehicle (UAV) cases, demonstrating
its relevance in this domain.

To illustrate the approach for positioning safety analysis, we present a representative
case study for an Unmanned Aerial Vehicle (UAV) assumed to be equipped with a GPS
receiver configured to achieve positioning performance comparable to that of receivers
certified under the Technical Standard Order (TSO) for GPS-based UAV operations [14, 15].
The analysis is carried out for two scenarios. The first scenario considers a GPS satellite
geometry as observed by the UAV’s GPS receiver at a snapshot of time, enabling detailed
analysis of the conditional components of the DIA-estimator’s PDF relative to the shape of
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the safety region B C R", as well as the computed components of the probability of position-
ing failure. In the second scenario we consider a 24-hours (on May 24, 2024) evolution of
GPS satellites moving over an airspace region in The Netherlands for which authorization
can be obtained for UAV operations [16]. Together, these scenarios provide insights into
the behavior of the DIA-estimator’s PDF and, consequently, into the components of the
probability of positioning failure—supporting a comprehensive evaluation of positioning
safety. The presented positioning safety analysis is consistent with scenario-based safety
assessment frameworks, which are widely used in domains such as automated and au-
tonomous vehicles [17-19] and UAVs [20], among others.

This contribution is organized as follows: In Section 5.2 we briefly review the main
principles of the DIA-estimator X € R" and of its PDF fz(x). In Section 5.3 we present
the formulation of the probability of positioning failure and its components. Section 5.4
presents the positioning-safety analysis for a UAV at a single snapshot of time and over a
period of 24 hours. Section 5.5 gives several details about the used computational resources
and Section 5.6 contains the summary and the concluding remarks of this contribution.

Throughout the paper we make use of the following notation: an underscore denotes
a random quantity (e.g., the random vector y € R™), f,(y) is the PDF of y € R™, and
Ef, (X) = /]R"' yfy(¥)dy is the expected value of y € R™. The joint PDF of two random
vectors x € R” and y € R™ is denoted fiy(x,¥). A projection matrix is denoted as ITp and it
projects orthogonally onto the range space of the matrix A € R™" (R(A)). For the weighted
squared norm of a vector we use the notation ”X”zny = XTQ;}}X. If the squared norm is

with respect to (w.r.t.) the identity matrix then it is denoted ||./[>. A normal PDF is denoted
as N'(.,.), a chi-squared PDF as )(2(., .), and a uniform PDF as U°(., .).

5.2 REVIEw OF DIA-ESTIMATOR

This section provides a concise review of the principles of combined parameter estimation
and statistical hypothesis testing, as established in the theoretical framework of the DIA-
estimator [1]. We start by considering a linear(ized) observation model with normally
(Gaussian) distributed observables [21-23],

yeR" ~ N (Eg (¥).Qp). (5.2)

where misspecifications could occur in the mean E (X) € R™, ve-matrix Qyy € R™", and/or
in the assumed type of the probability distribution j‘y( y), meaning the Gaussian assumption
may not hold. In this contribution, we focus on the case of misspecifications in the mean,
as these are the most common in practice (e.g., caused by outliers) [24]. To account for
such misspecifications of the observation model, the following multiple hypothesis testing
problem is formulated

H, : Efz (X) =Ax vs. Hiz : Efx (X) = Ax+C;b;, (5.3)

where A € R™" is the design matrix with rank(A) = n, x € R" is the vector of unknown
parameters, and k-alternative hypotheses with index i € {1,..., k}. The outliers in the obser-
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vation model are specified by the matrix C; € R™%, and rank([A, C;]) = n+ ¢; with b; e R%
being the (unknown) vector containing the sizes of the outliers. The misclosure vector
t € R", which has the dimension of the redundancy r = m — n, can be used to build test
statistics for the decision problem in (5.3), since it provides a measure of inconsistency be-
tween the model under H, and the observables. The expressions of t € R” and its vc-matrix
Qi € R™ are [25]

t=B"y, Qu=B"QyB, (5.4)

where B € R™ is a basis matrix of R(A)" (i.e., BTA = 0,,,). The misclosure vector t € R”
can be used to connect the Best Linear Unbiased Estimators (BLUEs) of x € R” under the
alternative hypotheses H;+(’s, to the corresponding estimator under H,, as follows [1]

L -L (%] . Oy i=0
= =, withL; = 5.5
[Orxn I ] [ t ' A+C1~C§j %0 ( )
where %, = ATy and A* = Q;(O;(OATQ;,}} is the BLUE-inverse of A € R™". The BLUE-inverse

of C, =BTC; is Cg = (CtTiQt_tlcti)_lcht_tl. The PDF of [&T ;T] T, under hypothesis H,
with a € {0,...,k}, is

i

where R; =1,,—C; (B7C;) BT, inwhich (B7C;) " = (CTBQy'B7C;) ' CTBQj!. The matrix
R; projects along R(C;) and onto R(A, nyB(BTCi)J‘) with (BTC;)* being a basis matrix of
the null space of C/B. The variance-covariance Qs = (ATQ_‘;}}A)’1 is the one of x,. Note

X;

t

(5.6)

Xx+A'R;Caba] [Qgpz, +LiQuL{ —LiQu
BTC,b, ’ —QuL] Qe ’

that for a given H,, the following two-cases hold for the joint PDF of [XIT ;T] ! ,

= fi, OAD ,ifi=0

o (5.7)
* fi (A, ifi#0,

f&ui(x’ 1) {

which shows that, for i # 0, the BLUEs %; and the misclosure vector t are dependent (see
an illustrative example in Section IV.1 of [4]). By applying partitioning principles, the
hypothesis testing problem in (5.3) can be represented in the misclosure vector space R’.
Partitions in R" can be formulated based on the subsets P; C R”, for i € {0, ..., k}, such that
Uk, P;=R", and Pin Pj=1{0} for i # j. The k+ 1 partitions can be defined as follows,

Py = {teR" ||l < X2(r.0)},

) (5.8)
pii():{tEIRr|t€p(), Ti= max T[},
le{1,....k}

where ||;||ggtt is the overall model test statistic, )(i(r, 0) is the Chi-squared critical value for
a level of significance @, and T, is the result of the following transformation [9, 24]

T, =CDF 24,0 (||Hctlt||étt> , (5.9)
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where CDF, 2 (4, )(-) is the cumulative distribution function (CDF) of }*(qs,0), e, tl3, Ho

X2(q.0), Ic,, = Cy,C{ projects onto R(Cy), and Cy, = BC;while Cf =(ClQy'Ci)'Cl Oy,

and T, o U'(0,1). Note that the evaluation of CDF 2(y ¢y(.) must be done k-times, which
can be computationally expensive for a larger number of alternative hypothesis. To mitigate
this, one can: (i) group the alternative hypotheses by their common dimension ¢;, and
denote the number of resulting groups as g; for a simple example withm=4,n=1,r =3,
and k = 10, we have four one-dimensional outliers, one per observation qef;, 4 =1 and
rrllagx ||1'Ictl§||én; (iil) evaluate the corresponding CDF at each of these maximum values; (iv)
€

select the maximum among these g transformed CDF values. This procedure reduces the
evaluation of the CDF from k-times to g-times.

The role of the partitions in (5.8) is such that a hypothesis H;, for i € {0,..., k}, is selected as
the most likely one if and only if t € ;. Figure 5.1 shows the partitions (volumes) obtained
when considering one and two-dimensional model outliers for a simple example.

(b)

ty

Figure 5.1: Partition of R"=* when A =[1111]T e R*!, x € R, Quy =l ¢ € R*(@=1) models one-dimensional
outliers for i = {1,..,4} (e.g., ¢1 = [1 0 0 0] T, and C; € R*4=2) model two dimensional outliers for i =

T 1T

{5,...,10} (e.g., Cs = [; (1) g g = le] ). Partioning is done according to (5.8) for all k + 1 hypotheses, with
2

k =10. As examples: (a) shows partitions Py and P;( for i € {1,...,4} in colors, while the white space represents

R"=3\(UL,P;); (b) shows partitions Py and Ps while the white space represents R” :3\(U,-€{0y5}73,»); (c) partitions

Py and P for i € {1,2,5} while the white space represents R"™=>\(Ujefo,1 2,5} 7%)-

Note that an undecided region Q C R” can be included to accommodate situations when it
would be difficult to discriminate between hypotheses or when not all possible outliers can
be anticipated. In this contribution, we consider that always an estimator is selected (i.e.,
no Q C R” is included). The decision outcome in statistical hypothesis testing is determined
by where the misclosure vector t lands in R” with partitions P; C R, for i € {0, .., k}, cf. (5.8).
Under H,, the decision results are: (i) Correct Acceptance (CA) of H, when t € Py, and (ii)
False Alarm (FA) when t ¢ P, or specifically the FA per alternative hypothesis (i.e., FA;)
when t € P; for i > 0. The probabilities of these decisions are given by

k
Pea = P(t€ Po[Hy), Pra= ) ,P(teP{H,), (5.10)
—

i=1
Pea;
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where Ppa = « is the level of significance and Pca + Ppa = 1. Similarly, under H;, for i > 0,
the outcomes of the decisions are: (i) missed detection (MD) when t € Py, (ii) Correct
Identification (CI) when t € P;, and (iii) Wrong Identification (WI) t € P; for j ¢ {0,i}. Their
probabilities are
k
Pump; = P(t € Po|H;), Py, =P(te P|H;), Pwi= Z P(tePjlH;),
) L ——

Pw1;
WI;

(5.11)

where the decision outcome of Correct Detection (CD) is given by Pcp, = Pcy, 4+ Pwi satisfying
Pump; + Pep; = 1. The probabilities in (5.11) depend on the unknown model misspecification
vector b; € R% since fi(t|H;) = N (BTCibi,Qtt).

The Detection (D) Identification (I) and Adaptation (A) statistical testing procedure is
then

(5.12)

if t € Py (no D) — output X,,
ift¢ Py (D) = t€ Pigo (I) > outputX; (4),

where X, € R" and X; € R" are the Best Linear Unbiased Estimators (BLUEs) of x € R"” under
Hy and H;o. The estimator that captures the procedure in (5.12) is the DIA-estimator [1]

k k
=Y & p®) =% — . Litpi(v), (5.13)

i=0 i=1
where the indicator function p;(t) = 1if t € P; and p;(t) = 0 otherwise. The uncertainty of
parameter estimation is carried by the BLUEs %; and uncertainty of statistical testing is
carried by p;(t). Note that p;(t) is a nonlinear function of t, which causes the PDF of the
DIA-estimator X to be multimodal, even though the individual PDFs of the BLUEs ¥; are

Gaussian. The PDF of X € R" follows from Theorem 1 in [1]

k
ﬂm=;ﬂﬁwww. (5.14)

The conditional components of f¢(x) on the testing decisions under H, (i.e., CA and FA;)
can be obtained from fz(x{Hy). Those corresponding to the testing decisions under H;
(i.e., MD;, CI;, WI) from fz(xH;) for i # 0. It is the DIA-estimator’s PDF in (5.14) that is
used in the formulation of the probability of positioning failure. We note that one may
only be interested in specific components of the parameter vector x € R", such as the 1D,
2D, or 3D position. The desired position components can be obtained through the linear
transformation h = Hx with an appropriately chosen H € R™? where p < n. Further
developments in this paper are done in terms of x € R", however a similar approach would
apply also for h € R?.

5.3 PROBABILITY OF PoOSITIONING FAILURE AND 1TS COM-

PONENTS

The positioning failure event is defined as F =X € B¢, according to page 15 of [13], where
B CR" denotes the safety region, and its complement /3¢ = R" \ 3 represents the failure
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region. We now proceed to formulate the probability of positioning failure

Prby= [ o, (5.15

where b = {b; € R%,b, € R%,...,b; € R%} represents the vectors of the outliers in the
observation model under the k-alternative hypotheses. In general, the dimensions of the
model outliers may differ, i.e., ¢; # q; for i # j. The next step is to decompose (5.15) via the
rule of total probability

k
Prb)=POH) | flalodx+ Y P04 [ KO, 6516

L 25—

Pr[Ho Pr|H;(b)

where P(Hy) and P(H;) are the apriori probability of occurrence of the hypotheses. A
further expansion of (5.16), based on (5.14), gives

Pr(b) = P(Ho)<2 / / e tIHo)dtdx>+
P(H)(Z//fxt(x t|H)dtdx>

which can then be expressed in terms of expected values w.r.t. the joint PDFs fgj’g (x1)

(5.17)

k k
Pr(b) = P(H(])(ZEfX 11»(x,t)mo))+ZP(HJ<ZE]§}_¢(11j(x,t)|H,»)>, (5.18)
i=1 j=0

j=0

with the joint indicator function 1 ;(x,t) =1 if [xTt"T e (BC n Pj), and 0 otherwise. The
two summations of joint probabilities in parentheses in (5.18) are rewritten below, explicitly
incorporating the statistical testing decisions from (5.10)-(5.11) into the notation,

k k
Z Efzj,g (1;(x.DIHy) = Pr|CAPcA + ZJPP|FA]‘ PEa;»
=0 =
) . (5.19)
Z Efgj)l (1;(x.DIH;) = P#|MD; Py, +Pr|CL Pcy, + Z Pr[WI; Py, -
j=0 Jj#0,i

where Pz|€ is the probability of positioning failure conditioned on the testing decision & €
{CA,FA;, MD;, CI;, WI;}. These decompositions are schematically illustrated as a ’failure-
tree’ in Fig. 5.2, where Level 1 corresponds to (5.19) and Level 2 corresponds to (5.16). To
obtain the Level 1 and Level 2 components depicted in Fig. 5.2, one can resort to Monte Carlo
simulation to approximate the expected values in (5.18). However, if these components
are on the order of 107 or less, the variance of the results of the standard Monte Carlo
simulation may be too high or the probability may not be even computable [26].
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Pr[CA  Pr|[FA, Pr[FAy Px|MD; Pr|CL P7|WI, Pr|WI,_;

Figure 5.2: Representation of Pr(b) as a ’failure-tree’. Level 1 corresponds to (5.19) and Level 2 to (5.16).

We have addressed these challenges in recent work [12], where we developed a method
that enables the construction of the *failure-tree’ in Fig. 5.2 by leveraging principles from
rare event simulation—an approach also applied in this contribution. We give the three
main steps of the proposed method below:

1. Transform the joint vector [XJT tT]7 to have an identity covariance matrix, and apply
this change of variables to re-express the expectations in (5.18).

2. Reformulate these expectations using proposal PDFs based on the Importance Sam-
pling principle [27], selecting PDFs with higher density over 3°nP;, as determined
via the Cross-Entropy Method [28].

3. Compute the Level 1 and Level 2 components of P (b) by drawing i.i.d. samples from
the proposal PDFs, and assess simulation uncertainty through multiple independent
runs (e.g., 50 repetitions [29]).

After completing the computations, the maximum of (5.15) can be evaluated and compared
against an application-specific requirement to determine whether the requirement is
satisfied (e.g., [4, 8, 12])

k
max P (b) = P(Ho)Pr|Ho + max > P(H)PF[H;(b). (5.20)
LDk 554

5.4 POSITIONING SAFETY ANALYSIS FOR A UAV UNDER 2D

SIMULTANEOUS MEASUREMENT OUTLIERS

As an example, we present a positioning safety analysis for a UAV under multiple simulta-
neous outliers in the observations. The analysis is carried out for two scenarios using the
principles from Sections 5.2 and 5.3. The first scenario considers a GPS satellite geometry
as observed by a receiver at a snapshot of time, enabling detailed analysis of the conditional
components of the DIA-estimator’s PDF relative to the safety region shape, as well as the
computed components of the probability of positioning failure. In the second scenario we
consider a 24-hours (on May 24, 2024) evolution of GPS satellites moving over an airspace
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region in The Netherlands for which authorization can be obtained for UAV operations
(Latitude: 51.74368 [deg], Longitude 3.79322 [deg], Altitude: 0.0 [m], based on [16]), while
the components of the probability of positioning failure are computed at 5 minute intervals.
The selected airspace region has open-sky conditions while within it, the UAV is assumed
to operate at a constant altitude of 45 meters above ground level ensuring compliance
with height regulations. In both scenarios we are using real GPS satellite orbits provided
by the International GNSS Service (IGS) [30]. The positioning model for the UAV under
nominal conditions (i.e., under H,) is selected based on (i) the TSO certification standards
for GPS-based UAV positioning [14, 15], and (ii) preliminary requirements for rotary-wing
drones operating at SAIL level 4, as outlined in [31]. Therefore, the linearized positioning
model is based on GPS pseudoranges on single-frequency (L1 at 1575.42 MHz) resulting in

A
Ho: Ep(y) =[G un] | Apt}, Quy =oyW, (5.21)
—_—

A ——
Ax

with y ~ N (A Ax, ny), where the design matrix A € R™* is of rank(A) = 4 (full rank)
with G € R™ the matrix which rows contain the unit direction vectors (with the minus
sign included) between the unknown position of the UAV’s GPS receiver and the observed
GPS satellites, in a local East-North-Up (ENU) coordinate system, and u,, € R™ is a vector of
ones [21]. The parameter vector of unknowns Ax € R* contains the UAV’s GPS receiver ENU
coordinates increments Ap € R and the receiver clock bias At € R while c is the speed of
light in a vacuum. The redundancy under H, is r = m — 4. The estimate % (which includes
the 3D full position vector and receiver clock bias) is obtained from a Gauss-Newton
iteration scheme once the stop criterion is met for Ax [32]. The variance-covariance
matrix Qyy € R™™ is diagonal where W = diag[ w1, ..., @] € R™™ is the weight matrix
whose components are the elevation-dependent weighting functions based on [33]: ws =
1/(ao+ a1 exp(—Elev,/Ey)?) for s € {1,...,m} with ag, a1, Eq being the model coefficients and
Elev, being the elevation of satellite s in degrees. For both scenarios, we set ap = 1.4, a; =8,
Ey =20, as in [33], and oy =0.7 [m], which results in an average horizontal positioning
precision of 3-4 meters (95% circular probability radius), and an average vertical positioning
precision of approximately 6 meters (95% interval length), considering variations in satellite
geometry over a 24 hour period. These positioning precisions are representative of certified
GPS receivers used in UAVs (e.g., [34]). An elevation cut-off angle of 10° is applied, which
excludes GPS satellites observed below this threshold from the positioning model.

5.4.1 GPS SATELLITE GEOMETRY AT A SNAPSHOT OF TIME

The skyplot in Figure 5.3 shows the positions of eight (8) GPS satellites, at a snapshot of
time, as observed by the UAV’s GPS receiver. The corresponding dimensions of the vectors
in the positioning model in (5.21) are: m =8, n =4, and r = 4.

Next, we motivate the consideration of one- and two-dimensional simultaneous outliers in
the pseudorange observations, and provide the resulting number of alternative hypotheses
for the testing procedure. Let us begin by determining the total number of possible one-
dimensional and multi-dimensional pseudorange outliers among the m-observations (i.e.,
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Figure 5.3: Skyplot view of the UAV GPS receiver-satellite geometry at an example location, with open-sky
conditions, in Delft, The Netherlands (Latitude: 52 [deg], Longitude: 4 [deg], Altitude 0.0 [m]). GPS satellites IDs
are renumbered clock-wise starting from G07 (1) and ending with G08 (8).

alternative hypotheses), based on the positioning model in (5.21) and the GPS satellite
geometry shown in Figure 5.3. This number can be computed as follows [35-37]

m=8
K=> <m> = 255, (5.22)

g=1 \4

where the binomial coefficient (;’:) gives the number of possible combinations of g; outliers
in m-observations. While not all of these alternative hypotheses can really be included
in the testing procedure due to redundancy and separability limitations, the total count
illustrates the full set of potential simultaneous outliers that could occur in practice (e.g., up
to eight simultaneous outliers in the event of a constellation failure). The number resulting
for each g; € {1,...,8} is shown in Figure 5.4(a). In the next step, we model the probability of
occurrence of an alternative hypothesis P(H;) corresponding to a g;-dimensional outlier.
Under open-sky conditions for the GPS receiver, it is reasonable to model P(H;) as a de-
creasing function of ¢;. Denoting 7 as the probability of the occurrence of one-dimensional
outlier, and assuming that outlier occurrences are independent, then P(H;) can be modelled
as follows [38—-40]

P(H;) = ﬁ T f[ (1—n):ﬁnﬂnﬂw(l—n)[l—ﬂw@ﬂ, (5.23)

a=1 a=1
13 (a)=1  134(a)=0

where 17,(a) = 1 if the a'® observation contains an outlier under hypothesis ;, and 0
otherwise. Note that Y. ; 17,,(a) = ¢ equals the number of outliers under H; and also
that (5.23) yields the probability of the null hypothesis, P(H,) = (1 — 7)™, corresponding to

qo = 0. The probabilities satisfy the condition Z,k:/o P(H;) = 1. Furthermore, (5.23) can be
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Figure 5.4: (a) Total number of alternative hypotheses corresponding to each value of ¢; in (5.22); (b) Summed
apriori probabilities of alternative hypotheses H; per group G of g; based on (5.23). For example, when the
probablhty of one-dimensional outlier is 7 = 107 (blue curve): ¢; = 1 and Y5, P(};) = 794.41677-107%, ¢; = 2
and Y% P(H;) = 2.78324-107°. Other curves correspond to the cases when 7 = 10 and 7 = 107°.

re-expressed in a simpler form
P(H;) =n%(1— )" 4. (5.24)

The model from (5.24), along with the specified positioning safety requirements (e.g.,
SAIL 4), can be used to determine the maximum dimension g;, which also depends on the
redundancy, to be included in the DIA procedure (see (5.12)). For example, let us consider
the situation when the redundancy r =4 and 7 = 1073, In this case, we obtain (see also
Figure 5.4(b))

255
1-P(Ho) = ZP(H)+ZP(H)+ > P(H)
i=9 i=37 (5.25)
gi=1 gi=2 gi€{3,....8}

=794.41677-107° +2.78324- 107> +0.00557 - 10>,

which indicates that, given the SAIL 4 requirement for Pr(b) to be on the order of 107,
alternative hypotheses with dimensions g; > 2 can be excluded from the testing procedure,
as their contribution to the overall probability Pr(b) is negligible and also the redundancy
does not allow for the identification of outliers with dimensions g; > 2. Therefore, the
misclosure space R4 is partitioned, according to (5.8), while accounting for one- and two-
dimensional ¢; € {1,2} resulting in 36 alternative hypotheses (k = 36). For the positioning
safety analysis, we focus on the horizontal component (a similar approach can be applied
to the vertical component). The corresponding DIA estimator for the horizontal position




110 5 DIA-ESTIMATOR AND MULTIDIMENSIONAL MODEL MISSPECIFICATIONS

of the UAV is
=HT

l=a

: (5.26)

[

where X = 25:2036 %; pi(t) cf. (5.13), HT = [Iz 02x2]- The horizontal safety-region B}, C R?,
around the true position, is defined as follows

By ={h € R? | ||h— hyrell < HAL}, (5.27)
where the Horizontal Alert Limit (HAL) is set to 11 m, in line with SAIL 4 for en-route

operations [31]. The probability of the UAVs horizontal positioning failure is upperbounded
(accounting for (5.25) and for the SAIL 4 requirement), as follows

k=36 k’=255

Pr, (b) < |P(Ho) [3 fihlHo)dh+ Y POy [3 fhlHpdh+ Y PG| (5:28)
h i=1 h =37
L —— | ——
]Prh |H0 ]PFh ‘Hi(bi)
]PFh(B)

where the term 25‘;3:7255 P(H;) accounts for the hypotheses which were ’excluded’ from the

testing procedure (see (5.25)) and b = {by, ..., bss} C b. The objective is to base the positioning
safety analysis in the following subsections on the results obtained from computing P, (b).

RESULTS UNDER H
First, we analyze the components of the PDF of h € R? under H,,

k=36
fi(hlHo) = Pea fyep (RICA)+ Y Pra, fipa, (HIFA), (5.29)
i=1

to highlight the factors influencing the shapes of the conditional PDFs. The significance
level was set to @ = Ppa = 1072 to limit false alarms that would lead to satellite exclusion and
degraded satellite geometry, while not making the Detection step (of the DIA method) too
insensitive to smaller outliers. Similar values have been used in related studies [41, 42]. Un-
der the event of a CA testing decision, the PDF fj -, (h|CA) = fﬁo (h|H,), with E (EO|H0) =h
where h € R? is the true horizontal position vector and Qﬁoﬁo = HTQ;(O;(OH. For simplicity,
in the simulations we set h = 0,.;. Hence, the design-matrix A and vc-matrix Qyy are
driving the shape of f5c, (h|CA). The precision of the horizontal position components
Ofycast = 1-32 [m], Ofomorth = 193 [m], and the correlation coefficient is P, = 0-25. The
contours of fca (h|CA) *weighted’ by Pca, along with the safety region By, are shown in
Figure 5.5 (first plot from the top row). Since the product Pca fijca (hCA) is predominantly
concentrated within the safety region By, its integral outside this region (i.e., Bj )—and
thus its contribution to P, [Hy—is small.

Regarding the components of f (h|H)) associated with the FA; testing decisions, we select
as examples the terms Pr, fH\F A (h|FA;) for: (i) one-dimensional outliers affecting, one
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Figure 5.5: Components of f;(h[Hy) for Pca = 1—Ppa and @ = Ppp = 1073, in relation with the safety region
By, € R? defined in (5.27). Examples of Pra; faea, (h|FA;) were selected for one-dimensional outliers affecting

the pseudoranges from each individual GPS satellite (¢; = 1, for i € {1,...,8}), and for two-dimensional outliers
involving all combinations that include GPS satellite 2 (¢; = 2, for i € {9,16,...,21}).

at-a-time, the pseudorange from each individual GPS satellite with ¢; = 1, for i € {1,...,8},
and (ii) two-dimensional outliers involving all combinations that include GPS satellite
2 (2-1, 2-3, ..., 2-8.), with ¢; = 2, for i € {9,16,...,21}. These selections allow us to high-
light the differences between the components Pa; fipa, (h|FA;) associated with one- and
two-dimensional outlier hypotheses. Combinations of two-dimensional outliers involv-
ing GPS satellite 2 were chosen specifically because it is the only satellite located in the
azimuth range 0° —90° in the skyplot shown in Figure 5.3, which makes it a particularly
interesting case to illustrate. We now turn our attention to the properties of the conditional
PDF fEIFAi (h|FA;)—such as orientation and multimodality—which can be studied from its
expression [1]

Ej | fo, (h+ GiCit[Ho)pi(D)

Pra,

fira, (HIEA) = : (5.30)
where G; € R¥% and G; = HTA*C;. For every h € R? in the horizontal position domain,
the numerator in the above equation captures two main aspects: (i) how the misclosure
vector t € R" is first transformed in the domain of R% via the BLUE-inverse C;’_ e R%*T,

ﬂ
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and afterwards to the horizontal position domain via G; € R*%; (ii) the values of the PDF
fﬁo(.) evaluated at i+ G;C{t are averaged for all the misclosure vectors (via E # []) that are

in the partition P; (i.e., for which the indicator function p;(t) = 1). The term G; € R>*%
specifies which parts (or regions) of the PDF fﬁo(.) (= fujca() are evaluated through the

linear combination of its columns with the coefficients given by (C*t) € R%. Therefore,
the structure of fgp,, (h[FA;) is determined by the averaged shifted PDF fh (h+GiCf t\HO)

while accounting for testing decisions through the indicator function p,(t) For example, in
the case of ¢; = 1 with i € {1,...,8}, the orientation of fthAi (h|FA;) is driven by the direction
of the vector G; € R¥(@=1 and how (th ;) varies along its span for t € ;. Consider the con-
ditional PDF fE\FAz (h|FA3) (conditioned on the exclusion of the GPS satellite 2 observation
while H, is valid), which is aligned with the span of G, (see Figure 5.5 and Figure 5.6(a)).
This shows that excluding GPS satellite 2, while H, is valid, increases horizontal positioning
uncertainty in its direction. The two modes of fg,, (h[FA2) depend on how (C;’2 ;) varies
across the span of G, for t € P;.

(a) (b) (c)
0.6 0.6 0.6
0.4 0.4 0.4
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Figure 5.6: Visual representation of the columns of matrix G; € R?4, for i € {2,16,18}, which maps (C; ;) e R
onto the horizontal position domain; (a) Column vector Gy € R?(%2=D; (b) Columns of G =[Gy G3] € R¥(916=2);
(c) Columns of Gyg =[G, Gs] € R2(a15=2)

For the case where ¢; = 2—for example, when i € {16,18}, which corresponds to the ex-
clusion of GPS satellites 2-3 (H14) and 2-5 (H;5)—the respective columns of G5 € R**?
and G5 € R¥? are shown in Figures 5.6(b) and 5.6(c). The orientation of the conditional
PDFs fE\FAi (h|FA;), for i € {16,18}, is primarily determined by the direction of the columns
of G4 and Gy associated with GPS satellite 2. Their multimodal structure is determined
by the linear combinations of the columns of Gj4 and G5, where the coefficients in the
vector result from ( ) for t € ;. Accounting for the computed Py, Figure 5.5 shows
that P fthA16 (h|FA16) and Pea ¢ fripa,, (h|FA1s) have the most probability density outside
the safety-region By, among all components of f; (h|H,).

Secondly, we compute the Level 1 components corresponding to H, (see Figure 5.2)

k=36
Py, [Ho = PcaPy, [CA+ ) Pps P [FA;. (5.31)
i=1
Figure 5.7 presents the results obtained from 50 independent simulation runs (Nsjy, = 50),
which were used to empirically quantify the uncertainty in the computations [29].
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Figure 5.7: Components of Eph\HO: (a) PCAEFhICA and Z{ESGEFA‘E& [FA;; (b) Z?:lEFA,ETh‘FAi corresponds
to outlier dimension g; = 1 and ¥ 5% Pea,Pr, IFA; to outlier dimension g; = 2; (c) Pgy, Py, [FA; for i € {2,16,18}
correspond to the conditioning of falsely accepting hypotheses Hj (g2 = 1 one-dimensional outlier in GPS Satellite
2), Hi6 (g6 = 2 two-dimensional outlier in GPS satellites 2 and 3), His (¢1s = 2 two-dimensional outlier in GPS
satellites 2 and 5).

The uncertainty in the computation of the expected values in (5.18) is due to the use of
simulations. Figure 5.7(a) shows that the component corresponding to the CA testing
decision (accepting H, while H, is valid) has a mean value pgn, of 2.1872-107! across
the 50 simulations. In contrast, the sum component related to all of the FA; testing
decisions (accepting H;.o while H, is valid) has a mean value pgip, of 9.3056- 107>, which
not only represents the dominant contribution to Py, [Ho, but is also approximately seven
orders of magnitude larger than than the component corresponding to the CA testing
decision. If the summation in (5.31) is split into two parts—one corresponding to alternative
hypotheses involving one-dimensional outliers (¢; = 1 for i € {1,..,8}) and the other to
those involving all the two-dimensional outliers (¢; = 2 for i €{9,...,36}) —then the latter is
shown in Figure 5.7(b) to contribute most significantly to P, [Ho. This is expected since
the components Pry, fip, (h|FA;), for ¢; = 2, tend to exhibit ’quad’-modal behavior with a
greater portion of their density lying outside the safety region—already accounted for by the
‘weighting’ with Pg,,. The contribution of 25‘5936 Pra, P, [FA; to Py, [H, is approximately
one order of .magnitudeglarger than the o.ne of 21'8:1 Pra, P, [FA;. Taking a closer look at the
two summation term }’;_; Pgs P, [FA;, Figure 5.7(c) shows that the component Pg, Py, [FA,
is the largest among the group with ¢; = 1, which is consistent with the fact that GPS
satellite 2 is the only one located in the azimuth range 0° —90° (see Figure 5.3). In the
case of ¥K=%6 Pra Py, [FA;, with g; = 2, the components Pgs Py, [FA1s and Pgy, Py, [FAss
are most dominant - not only within that group, but also among all components with
i €{1,..,36}. Therefore, falsely excluding GPS satellite 2—or the satellite pairs 2-3 and
2-5—degrades the receiver-satellite geometry, causing the corresponding components
EFAiEFh|FAi to contribute the most to EF}JHO- This numerical analysis aligns with the
visual interpretation discussed at Figure 5.5 and the results are summarized in Table 5.1.
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Table 5.1: Components of Pr|H,. Results are obtained over Ny = 50, from which the mean values (sim) and
their standard deviation (oim) were computed.

Component Dim. outlier (¢;)  fsim Osim Of flsim
PcaPr, [CA - 2.1872-107'1  0.0084-107!!
i1 PeaPr [FA; 1 0.7391-107°  0.0057-107°
1550 Pea Py [FA; 2 8.5665-10™>  0.0682-107°
Py [Ho 1and 2 9.3056-10>  0.0684-107°

The probabilities of the testing decisions from Table 5.1 are shown in Table 5.2. As expected,
the sum of the probabilities of false alarms for hypotheses with two-dimensional outliers
is larger than that for hypotheses with one-dimensional outliers.

Table 5.2: Probabilities of several testing decisions under H,. Results are obtained over Ny = 50, from which the
mean values (usim) and their standard deviation (osim) were computed.

Component Dim. outlier (¢;)  sim Osim Of [sim
Pca - 0.9990 -

Y Pea, 1 2.9500-107*  0.4536-107*
T P, 2 7.2140-107*  0.8372-107*
Total 1 and 2 1.0000 0.9522-107*

RESULTS UNDER H.g

Under the alternative hypotheses, the probability Py, [H;(b;) for i # 0 depends on the vector
containing the sizes of the outliers b; € R%. The objective is to find its maximum (worst-case
scenario). As a first example, we express the computed Level 1 components corresponding
to Hy (with g7 = 1, a one-dimensional outlier in GPS Satellite 7) as follows

k=36
Py, [H7(b7) = Py, P, IMD7 +Pey, P [CI; + ) Py, P, [WI, (5.32)
j#0,7

where Pyip, = P(t € Py|H7) can be computed exactly for any value of by. Figure 5.8 shows
the terms in (5.32), averaged over Ny, = 50 independent simulation runs to obtain the
empirical simulation uncertainty in the results. In Figure 5.8(a), the behavior of the func-
tion Py, [H7(b7) displays a local maximum of 1.2927 - 1072 (with ogm = 0.0047-1072) at
by = 8.45 [m], while the global maximum is 2.1132- 1072 (with o4y, = 0.0048 - 1072) for
b7 = 21.00 [m]. To gain insights into the components that contribute to the local and global
maxima, the individual terms in (5.32) are presented in Figure 5.8(b). The figure shows
that Pz, [H7(b7) is completely driven by the term 25:367 Pw1,Pr, W1, which accounts for
all the wrong identification testing decisions. The other two terms, PMD7£;»h|MD7 and
Pcp, Py, [Cly, are in the range of 107" —107°, while Zfzg(; Py, Pr, WL, is in the range of
107*—1072. In the case of Punp, Py, IMDy, as the outlier b; increases, the probability density
of fimp, (HIMD7) increases outside By, while Py, decreases (i.e., the probability density
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Figure 5.8: (a) Computed Erh|H7(b7) as a function of outlier size b; [m]; (b) Components of Eph\H7(b7) as

a function of b; [m]: PMD7E;~h\MD7, ECI7EFh\CI7> and Zj‘;?‘; Py, PR, [WIj; (c) Pwi,Pr, [WI; for j € {15,28,31}
correspond to the conditioning of wrongly accepting hypotheses H15 (gi5 = 2 two-dimensional outlier in GPS
satellites 1 and 8), Hys (g2 = 2 two-dimensional outlier in GPS satellites 4 and 6), H3; (g3; = 2 two-dimensional
outlier in GPS satellites 5 and 6).

of fi(t|H;) decreases in the acceptance region Py C R™=*). After Pmp, Py, [IMD; reaches its
maximum at 7.9663-1077 (with ogm = 0.1025-1077) for b; = 11.58 [m], its decrease is driven
by Pump; as its values are significantly lower than those of Py, [MD;. The behavior of Pyp,
is also shown in Figure 5.9(a).
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Figure 5.9: (a) Computed probabilities of testing decisions under Hy: Pyp,, Py, Zﬁg% Pw; as a function of

outlier size b; [m]; (b) Terms of Zf:(?g Py, asa function of b; [m]: Py, for j €{15,28,31}.

Figure 5.8(c) shows the terms of 25:367 Pwi,Pr, [WI; that contribute most to it. These terms
are EthEFh'WIlS’ Pwi,sPr, |[WIyg, and EWI31EFh|WI31, which correspond to the wrongful
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identification of H;s, Has, and Hsy, while Hj7 is valid. The corresponding probabilities of
wrong identifications (related only to the testing decisions) are shown in Figure 5.9(b). Each
of these alternative hypotheses accounts for two-dimensional outliers (qi5 = g25 = ¢31 = 2)
affecting the pseudoranges of the following pairs of GPS satellites: 1-8 (Hjs), 4-6 (Has), 5-6
(H31).

Table 5.3: Angles between R (ct7) and R (Ct]) for j € {15,28,31}

Subspace R(th) R(Ctzs) R(Ct31)
R(c,)  31.06° 12320  13.80°

One contributing factor to the dominant behavior of the three components in Figure 5.8(c)
is the angles between the subspaces spanned by R (Ct}.), for j € {15,28,31}, and the sub-
space spanned by R (ct7) in the misclosure space R™=*. The smaller these angles are, the
closer the corresponding subspaces are, and hence the larger the probabilities of wrong
identifications. As fi(t|H;) moves along R (ct7) in P; (as by increases), the probability
density outside P; is also increasing in Pis, Pag, P31 up until by reaches approximately 8.4
[m] (see the corresponding Py, in Figure 5.9(b)). After b; reaches approximately 8.4 [m],
the faster decreasing behavior of the density in 75 (i.e., Pyy,,) is due to the larger angle
X (R (ct7) R (Ctls)) compared with % (R (ct7) R (Ctzs)) and £ (R (ct7) R (Ct31 )) The
second contributing factor is how the probability density of conditional PDFs fEWIj (h|WI j)
for j € {15,28,31} varies in relation to the safety region as a function of by. For example, if
the satellite pair 1-8 (H;5) is wrongfully excluded while the outlier is in satellite 7, leads to
Jiwr, (hW17) having a high density outside By, in the horizontal direction corresponding
to the skyplot azimuth range 270° —0° (see Figure 5.3). Hence, the dominant behavior
of Py, Pr, |[W1;s is initially driven by Py, |[WI;s up to its peak around b; = 8.4 [m]. Be-
yond that point, the behavior is governed by Py, which decreases more rapidly than
the other components in the plot as the angle £ (R (ct7) JR (Ct15)) =31.06° is larger than
% (R (cy; ), R (Cuy)) =12.32° and £ (R (cr, ) , R (Cyyy ) ) = 13.80° (see Table 5.3). A similar
reasoning can be extended to the remaining components. Therefore, wrongfully excluding
these groups of satellites—while the actual outlier is present in GPS satellite 7—leads the
corresponding terms Py, Py, [WI;, for j € {15,28,31}, to dominate Py, [H7(by) for outlier
b7 values around 8 and 21 [m]. An interesting point to note is that the global maximum of
Pr |H7(b7) arises from the combined contribution of PwisPr, |[WI,g and Py, Pr, [WIs;.

As a second example, we analyze the probabilities of positioning failure under several
hypotheses where ¢; = 2, such as Hy (outliers in GPS Satellites 1 and 2), H;¢ (outliers in
GPS Satellites 2 and 3), and H;7 (outliers in GPS Satellites 2 and 4). The corresponding prob-
abilities Pz, [H;(b;), for i € {9,16,17}, are displayed on two-dimensional grids in Figure 5.10.
These grids were obtained based on the following parametrization [25]

A A
b; = d= d, (5.33)
TG dip, T \TCy i,
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Figure 5.10: Ellipses shown with dashed lines are defined by (5.33), the interiors of which are then discretized; (a)
Eph‘Hg(bg) over a grld bg = [bz bl]T € [ng=2 [m], (b) Erthlﬁ(blé) over a grld b15 = [bz b3]T € ]R‘]16=2 [m], (C)
Erh ‘H17(b17) over a gl‘ld b17 = [b2 b4]T € ]an:z [m]

where A3 is the non-centrality parameter of ||t||Q )( (r,A3) and d € R%=? is a unit vector
which scans the unit circle in R%=2, As a result, b; scans an ellipse in R%=2 as described by
A% =I5 Cy b,-||fny (see [25] at page 105 and Figure 5.10). The non-centrality parameter A2
is selected such that the corresponding probability of correct detection is high (i.e., close
to 1), ensuring that the ellipse encompasses a representative set of vectors b;. The area
within these ellipses is then discretized to form 2D grids of b;, over which the probabilities
are computed. In all three plots in Figure 5.10, the probabilities are highest (dot colors
ranging from light blue to yellow) in situations where there is an approximately one-to-one
relationship between the components of b;’s, for i € {9,16,17}. In contrast, the probabilities
are lowest (dot colors in dark blue) when b, lies approximately in the range of —10 to 10
[m], while by, bs, and bs vary across their entire respective ranges. Figure 5.10(a) illustrates
the shape and orientation of the grid for bg = [b; b;]” € R?, corresponding to the exclusion
of GPS satellites 2 and 1 from the positioning model in (5.21). Figure 5.10(b) shows that
the grid of bys = [b, bs]T € R? has the largest elongation in the North-East direction as
GPS satellite 2 and 3 are the only ones in the azimuth range of 0°-120° (see Figure 5.3). In
the case of Figure 5.10(c), the grid of by; = [by by]” € R? is closer to a circular shape, as
the elongation caused by the exclusion from the positioning model of satellites 2 and 4
is less pronounced. The maximum value for Pz, [Ho(bo) is attained at 4.8613- 107" (with
Osim = 0.0047-107") for +by =[15.79 13.70]T [m]. In the case ofEPh|H16(b16) (Figure 5.10(b))
the maximum is 9.1177-107! (with o = 0.0053-107") for £bys = [21.04 14.68]" [m], and
that of P, [Hy7(by7) (Figure 5.10(c)) the maximum is 5.9342-10~" (with oy = 0.0050-107")
for +by; = [15.35 —24.90]” [m]. The maximum is determined in a similar manner for the
other cases of Erh|7‘li(b,-), for i ¢ {0,9,16,17}. The maximum values of E;»h|Hi(b,-) for all
i €{1,...,36} are shown in Figure 5.11.

Figure 5.11 shows that the maximum values of Py, [H;(b;) among the components cor-
responding to g; = 1 (i.e., i € {1,...,8}) are highest for Py, [H(b,) and Py, [H3(bs). This is
expected, as one-dimensional outliers at a time in GPS satellites 2 and 3—the only ones
located in the azimuth range 0° —120° of the skyplot—have a greater impact on horizontal
positioning performance. Since GPS satellites 2 and 3 are the only ones in the aforemen-
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Figure 5.11: Maximum values of Erh\H,-(b,-) for all i € {1,..,36}. The red stem represents Pp, [H16(b1s), which
corresponds to two-dimensional outliers in the pseudoranges from GPS Satellites 2 and 3.

-tioned azimuth range, outliers in their measurements have a stronger influence on the
horizontal solution due to the receiver—satellite geometry. Furthermore, the maximum
values of Py, [Hi(b;) for g; =2 (i.e., i €{9,..,36}) are several times larger than those for
gi =1 (ie, i €{1,.,8}). The largest value among all alternative hypotheses corresponds to
Erh”‘lm(bm), which is associated with the simultaneous two-dimensional outliers in the
pseudoranges from GPS satellites 2 and 3 (see Figure 5.3).

WORST-CASE SCENARIO WITH RESPECT TO b; € R%

By using the a priori probabilities of the alternative hypotheses from Figure 5.4, the
computed value of Erh|H0 from Table 5.1, and the maximum values of Erh|Hl-(b,-) from
Figure 5.11, one can evaluate the upper bound in the worst-case scenario, w.r.t. to b; € R%,
from (5.28) as follows:

k=36 K =255
max Py, (b) = P(Ho)Py Mo+ | max 37 P(HOR [Hi(by) |+ ) P(OHL).  (534)
b LBk =g i=37

The numerical results are presented in Table 5.4 (for & = 107%), covering a range from
more conservative cases (Case 1 with 7 = 107°) to more optimistic ones (Case 3 with
7 =107°) cf. Fig. 5.4(b). None of the cases, when a = 1073, approaches the level of 107>
for the maximum Eph (b), which would be needed for SAIL 4 en-route operations. If we
set the level of significance to a much lower value, for example a = 107>, the results
indicate that only Case 3 (the most optimistic) would be appropriate for SAIL 4. This is
because the contribution of false alarm components to th|H0 is lower when a = 107>,
and also because the a priori probability P(H,) is high for 7 = 1075, resulting in a greater
contribution to (5.34). However, caution should be exercised when relying too heavily on
the H, component, particularly in safety-of-life applications.
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Table 5.4: Maximum values of Eph (b) and their standard deviations (oim) for the three cases and for a = 1073
and a =107°,

a=1073 a=107
Cases 1 P(H,) Max. Erh(f)) Osim Max. Erh(f)) Osim
1 1073 099203  5.1816-107*  0.0059-107*  5.7009-107*  0.0033-107*
107%  0.99920  1.3446-107%  0.0050-107*  0.5757-10"%*  0.0019-107*
3 107 0.99992  0.9700-107%  0.0049-107*  0.0720-107*  0.0019-107*

Since these results correspond to a receiver—GPS satellite geometry at a single instant of
time (see Figure 5.3), the next step is to investigate the results obtained over a 24-hour
period, accounting for the evolution of GPS satellite positions in their orbits.

5.4.2 GPS SATELLITE GEOMETRY OVER 24 HOURS PERIOD

In Figure 5.12(a) we show the number of observed GPS satellites (in black), using a 10°
elevation mask, and the weighted Horizontal Dilution of Precision (WHDOP) in orange,

which is computed as wHDOP = \/trace (HT (ATQ;;A)_1H> [m] based on [43]. The

wHDOP is useful for giving an indication of the variation of the horizontal positioning
precision as a function of the change in GPS satellite geometry while also taking into
account the elevation-dependent weighting of the observables. Figure 5.12(b) shows the
total number of alternative hypotheses H;.o, including both one-dimensional (¢; = 1) and
two-dimensional (g; = 2) outliers. It can be seen that the total number of hypotheses (k)
varies between 21 and 66. The components of Pz, [H, are shown in Figure 5.12(c), where

the dominant component is Y~ Pra, Py, [FA; except at 3 h and 25 min (= 3.4 hours) and at
6 h and 30 min (6.5 hours), when PcaPz, [CA domaintes due to poor wHDOP. The values
obtained for Pr, [H, are shown in Figure 5.12(d). When a = 1073, even under H,, the values
of Py, [Hy are above 1073 for approximately 78.27% of the time. Redoing the computations
for @ = 107°, the values of Pz, [H, exceed 107> only 4.15% of the time (due to the lower
value of the component 25:1 Pra, P, [FA)).

We select seven points that are below 107> (highlighted in Figure 5.12(d) by dots) and
compute the remaining components of max Py, (b), as done in (5.34), to verify whether

the requirement is still met for the same cases from Table 5.4, which are restated as fol-
lows as a function of the apriori probabilities of the null hypothesis Hy: (i) Case 1 with
P(H,) = 0.99203; (ii) Case 2 with P(H,) = 0.99920; (iii) Case 3 with Hy = 0.99992. When
a=1073, Figure 5.13(a) shows that, for Case 1, the requirement is not met at any of the
selected points. In Case 2, the requirement is not satisfied only once—at point index 6. For
Case 3, the requirement is satisfied at all points, although the value at index 6 is just below
the threshold. Notably, at point 6, the value of P, [}, is already close to 107>, Figure 5.13(b)
shows the results for @ = 107°. In Case 1, only at index 3 does the maximum value fall
slightly below the requirement. For Case 2, as before, the requirement is not met only
once—at point index 6. For Case 3, the requirement is satisfied at all points. The results
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for Case 3 are more sensitive to changes in «, which is consistent with the explanation

provided for the results in Table 5.4.
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Figure 5.12: Results over time (with & = 107): (a) Nb. of GPS Satellites and wHDOP; (b) Nb. of alternative
hypotheses H;g (k); (c) Components PCA£rh|CA and Zle EFAX.EFthA,-; (d) Erh\Ho, its ogim.
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Figure 5.13: Maximum values of Eph (b) for the highlighted seven points in Figure 5.12. In the current plot these
points are indexed from 1 to 7, left to right; (a) for = 1073; (b) for a = 107°.

If the requirements and guidelines are not satisfied, then appropriate changes to the
measurement setup (functional and stochastic models), safety-region, or the combined
parameter estimation and statistical hypothesis testing procedure, may be necessary. For
instance, the new theoretical framework introduced in [44] shows how fit-for-purpose
statistical hypothesis testing can improve the performance of DIA-estimators in terms of
positioning safety.

5.5 COMPUTATIONAL RESOURCES

The computations in this work were performed using MATLAB R2023b with the Paral-
lel Computing Toolbox on the Snellius Supercomputer, provided by the Dutch National
e-Infrastructure. As an illustration of the computational load, evaluating the compo-
nents (5.32) to obtain the results in Figures 5.8 required computation times on the order
of several minutes. These times should be seen as indicative, since they depend on the
implementation details, available hardware, and programming language.

5.6 SUMMARY AND CONCLUDING REMARKS

In this contribution, we presented a general approach for performing safety analyses—such
as positioning safety—based on the DIA-estimator, while accounting for multidimensional
model misspecifications. Specifically, the study focused on misspecifications in the mean
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of the observation model—such as those caused by outliers in the observations. The ap-
proach includes: (i) use of the DIA-estimator and of its PDF to account for the combined
uncertainty of estimation and hypothesis testing [1]; (ii) formulation of the probability of
positioning failure and of its components for an application dependent safety-region [4, 8];
(iii) computation of the probability of positioning failure and of its conditional components
via a recently developed method [12]. This approach is consistent with the scenario-based
safety assessment framework, which is commonly used in domains such as automated and
autonomous vehicles [17-19] and UAVs [20], among others.

As an illustrative case, we conducted a positioning safety analysis for a UAV, consid-
ering two scenarios involving one- and two-dimensional outlier misspecifications in the
pseudorange measurements. The choice of the positioning model for the UAV, under nomi-
nal conditions, was based on the TSO certification for GPS-based UAV positioning [14, 15].
In the first scenario, we considered a fixed receiver-satellite geometry at a single snap-
shot of time (see Figure 5.3) to study the shape of the DIA-estimator PDF and to gain
insights into the components that contribute the most to the probability of positioning
failure under H,. For example, the conditional components related to the False Alarm
(FA;) testing decisions of the DIA-estimator’s PDF (see Figure 5.5) exhibited bimodal and
quadrimodal structures (e.g., fE|FA2(h|FA2)’ fEFAZO(h\FAgo)). The number of modes of a

component fElFAi(h|FAi) =Ey [ fﬁo(h +GiCit |H0)pi(1)] /Pra, depends on: (i) the number of

columns of the matrix G; € R¥*%, and hence the dimension of the model misspecification g;,
and (ii) on the linear combinations of the columns of G; € R?*%, weighted by the coefficients
(Cg;), for t € P; (see Figure 5.6). Notably, point (ii) depends on the hypothesis testing
procedure, specifically on the partitions P; C R” of the misclosure vector t € R”, meaning
that different partitions (e.g., [44]) can lead to different number of modes and shapes for

fEIFAi (h|FA;).

The positioning safety analysis under H; (one-dimensional outlier in GPS satellite 7)
revealed that the probability Py, [H7(b7) has a local and global maximum (see Figure 5.8).
These maxima were caused by the components conditioned on the Wrongful Identification
(WI) testing decision Py Pr [WIys (pair 1-8), Py, Pr, Wl (pair 4-6), and Py, Pr, W5,
(pair 5-6). The primary reason these components contributed the most is the strong cor-
relation between the corresponding test statistics, combined with the degraded satellite
geometry caused by the wrongful exclusion of these satellite pairs while H; was valid.
In general, the probability P, [H;(b;) can exhibit multiple local maxima as a function of
b; € R%. These components can be revealed through a component-wise analysis, as carried
out in this contribution and in [4, 8, 12].

In the second scenario we have considered a 24-hours (on May 24, 2024) evolution of
GPS satellites moving over an airspace region in The Netherlands for which authorization
can be obtained for UAV operations (see Figure 5.12). The total number of alternative
hypotheses (k) that account for both one- and two-dimensional outliers varied between
21 and 66. Under Ho, the computed Py, [, was mainly driven by the component that

accounts for all false alarm testing decisions Zle Pra, P, [FA;. There were two cases in
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which PcaPy, [CA > Yk, Pra,Pr, [FA; (see Figure 5.12(c)), both corresponding to the weak-
est satellite geometries over the 24 hours, characterized by wHDOP values of 3.4 and
4.1. The results of the worst-case scenarios (w.r.t b; € R%) for the selected points (see
Figure 5.12(d)) showed that Case 3 (when 7 = 107> in Table 5.4) is consistently below 107>
(order of SAIL 4 requirement en-route operations). However, caution should be exercised
when relying too heavily on the H, component of the maximum Eph (b), particularly in
safety-of-life applications.

This type of positioning-safety analysis is broadly applicable across a range of safety-
critical applications (e.g., automotive, civil aviation, rail, maritime). For example, it can
support the development of positioning algorithms and their verification with respect
to safety and performance requirements, as well as help in studies aimed at defining or
refining such requirements. Although the positioning safety analysis was illustrated using
a representative TSO-certified GPS receiver in a UAV context, the example can be extended
to incorporate multisensor fusion and additional GNSS constellations (e.g., Galileo), which
will be the subject of future work.
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CONCLUSIONS AND
RECOMMENDATIONS

This chapter presents the main conclusions of the research conducted in this thesis. It
summarizes the key contributions of Chapters 2 to 5. In addition, several recommendations
are provided for future research.

6.1 CONCLUSIONS
The main conclusions, per chapter, are given below.

« Chapter 2: Method to compute the probability of positioning failure and its
conditional components
The study of the event of positioning failure 7 =X ¢ B [1], through computing
its probability Pr, is of importance for a wide range of safety-critical applications
in automotive, aviation, rail, and maritime domains. In this chapter, a method
was proposed to compute the probability of positioning failure and its conditional
components, in line with the first research objective from Section 1.2. This method
accounts for the dependence between parameter estimation and statistical hypothesis
testing in the formulation of Pr. The method has been developed in the context of the
distributional theory of the Detection Identification and Adaptation (DIA) method [2,
3], and is based on principles and techniques from rare event simulation, specifically
Importance Sampling and the Cross-Entropy method [4, 5]. The computation and
analysis of P is aimed at the design stage (offline) of positioning algorithms, where
decisions are to be made about (i) measurement models, (ii) parameter estimation
methods for the position vector, (iii) statistical hypothesis testing procedures to
accommodate for model misspecifications (e.g., outliers or faults in measurements),
and (iv) positioning scenarios for vehicles, among other factors. This approach aligns
with the principles of scenario-based safety assessment framework which is used or
proposed for studies of automated and autonomous vehicles [6—8]. Such analyses
can be used to develop safe positioning algorithms by verifying whether positioning
safety targets or requirements are met.
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« Chapter 3: Positioning safety analysis for automated/autonomous vehicles

This chapter addressed the dependence between parameter estimation and statistical
hypothesis testing in automated/autonomous vehicle positioning safety analysis, and
quantified the consequences of neglecting this dependence, in line with the second
research objective from Section 1.2. Using, as an example, a simulation scenario of
two connected vehicles (vehicle 1 and 2) driving on a highway in a cooperative
positioning setting, the motion model of the Extended Kalman Filter (EKF) accounted
for: (i) gentle acceleration or deceleration, and (ii) smooth lateral maneuvers (e.g.,
lane changes) for both vehicles. In the measurement model of the EKF, the precision
of the position measurements was set at 0.100 [m] (indicative of DGNSS) and for
the inter-vehicle distance measurements at 0.050 [m] (indicative of an automotive-
grade LiDAR system). The considered hypotheses for the motion and measurement
models were: (i) Hj is the null hypothesis, (ii) H; and H, account for 1D unmodelled
longitudinal accelerations or decelerations of vehicle 1 and vehicle 2, (iii) H3 and Hy
account for 2D model misspecifications in the position measurements of vehicles 1
and 2, and (iv) Hs and H account for 1D model misspecifications in the inter-vehicle
distance measurements from both vehicles. Based on this setup, a positioning safety
analysis was carried out for vehicle 1 by computing the probability of positioning
failure. It was shown that ignoring the dependence between parameter estimation
and statistical hypothesis testing can result in probabilities of positioning failure
which are one order of magnitude lower (i.e., more optimistic). Thus, ignoring the
aforementioned dependence can result in a wrongful positioning safety assessments,
specifically concluding that safety requirements or guidelines are met when they
are not. The conclusion about the consequence of ignoring the aforementioned
dependence is consistent with existing research from various other disciplines such
as, mathematical statistics, econometrics, and signal processing ([9-16]).

Chapter 4: Probability of positioning failure for UAVs in multiple authorized
European airspace regions

In this chapter, a positioning safety analysis for Unmanned Aerial Vehicles (UAVs)
was conducted across eight authorized European airspace regions over a 24-hour
time window, which is in line with the third research objective from Section 1.2. In
the positioning safety analyses real GPS precise satellite orbits were used from the
International GNSS Service (IGS) for a 24-hour period over the chosen eight Euro-
pean airspace regions: 1-Portugal, 2-Ireland, 3-Netherlands, 4-Norway, 5-Finland,
6-Romania, 7-Austria, and 8-Italy. The choice of the positioning model for UAVs
under nominal conditions was based on the Technical Standard Order (TSO) certifica-
tion for GPS-based UAV positioning [17, 18]. The results showed that the computed
maximum and minimum of the instantaneous probability of positioning failure vary
significantly with the change in GPS satellite geometry over 24 hours (e.g., variations
of approximately 9 orders of magnitude within 2 hours in the case of 5-Finland for
the minimum of the probability of positioning failure). One-hour moving averages
were computed of the probabilities of positioning failure, at different UAV start flight
times, to relate the results with the preliminary requirements at SAIL 3 (10™*/hr)
and 4 (107> /hr) [19]. For SAIL 3, only in the selected airspaces over the Netherlands
and Romania are the horizontal positioning safety requirements not met for 100%
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of flight start times. In the case of SAIL 4, only in the selected airspace over Italy
the horizontal positioning safety requirement is met 100% of flight start times for
both Case 3 (minimum of the averaged probability of positioning failure) and Case
4 (maximum of the averaged probability of positioning failure). The sensitivity to
the assumptions over the apriori probabilities of the hypotheses and the choice of
the level of significance was also analyzed, revealing that the positioning safety
requirements may not be met in more than 50% of the flight starting times (e.g., when
the level of significance @ = 1073). To increase these percentages for SAIL 3 and
SAIL 4 en-route UAV operations, several options, or combinations thereof, could be
considered: (i) certification of additional GNSS constellations, such as the European
Galileo system, to be used alongside GPS for UAV operations, (ii) usage of GPS
receivers with better precision of the observables, (iii) application of principles from
the new theoretical framework introduced in [3] to design parameter estimation and
statistical hypothesis testing procedures explicitly with the objective to minimize
the probability of positioning failure.

« Chapter 5: DIA-estimator and multidimensional model misspecifications
This chapter presented a general approach for performing safety analyses—such as
positioning safety—based on the DIA-estimator, while accounting for multidimen-
sional model misspecifications and describing a transparent approach for determining
the maximum dimension of model misspecification to be considered in the testing
procedure. Specifically, the study focused on misspecifications in the mean of the ﬂ
observation model—such as those caused by outliers in the observations, which is
in line with the fourth research objective from Section 1.2. As an illustrative case, a
positioning safety analysis for a UAV was conducted, considering two scenarios
involving one- and two-dimensional outlier misspecifications in the pseudorange
measurements. The choice of the positioning model for the UAV, under nominal con-
ditions, was based on the TSO certification for GPS-based UAV positioning [17, 18].
In the first scenario, a fixed receiver-satellite geometry at a single snapshot of time
was considered to study the shape of the DIA-estimator PDF and to gain insights
into the components that contribute the most to the probability of positioning failure
under H. For example, the conditional components related to the False Alarm (FA;)
testing decisions of the DIA-estimator’s PDF exhibited bimodal and quadrimodal
structures. The positioning safety analysis under H; (one-dimensional outlier in
GPS satellite 7) revealed that the probability of positioning failure has a local and
global maximum. These maxima were caused by the components conditioned on
the Wrongful Identification (WI) testing decision related to hypotheses H;s (pair
1-8), Hag (pair 4-6), and Hs; (pair 5-6). The primary reason these components con-
tributed the most is the strong correlation between the corresponding test statistics,
combined with the degraded satellite geometry caused by the wrongful exclusion of
these satellite pairs while H; was valid. In general, the probability of positioning
failure under any alternative hypothesis H;..o can exhibit multiple local maxima as
a function of the model misspecification vector b; € R%. These components can be
revealed through a component-wise analysis, as carried out in this chapter. In the
second scenario we have considered a 24-hours (on May 24, 2024) evolution of GPS
satellites moving over an airspace region in The Netherlands for UAV operations.
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Under H,, the computed probability of positioning failure was mainly driven by
the component that accounts for all false alarm testing decisions. The results of
the worst-case scenarios (w.r.t. b; € R%) showed that for one of the cases (Case 3:
P(H,) = 0.99992 and Z,k:l P(H;) = 1—P(H,) = 8.0000-107°) is consistently below
107> (order of the SAIL 4 requirement for en-route operations).

The method proposed in this paper for computing the probability of positioning failure
relies on numerical simulations, which may require considerable computational effort de-
pending on the positioning scenario of interest. However, the computation times associated
with the proposed method in this thesis could be further reduced by implementing it in a
different programming language than MATLAB, such as Python or C/C++, and potentially
by leveraging Graphics Processing Units (GPUs) as well. It is important to mention that
although part of the research work in this thesis utilized computational resources (only
Central Processing Units — CPUs) from the High Performance Computing (HPC) facilities
provided by the Delft HPC Centre and Snellius (Dutch National Supercomputer), it is also
possible to perform these computations on off-the-shelf computers, which cost several
thousand euros. Taken together, these considerations render the proposed method compu-
tationally feasible and affordable for scenario-based safety assessments.

As a general closing remark, the method proposed in this thesis can be regarded as the
first member of a broader ’family’ or class of methods for computing the probability of
positioning failure and its conditional components, in the context of rare event simulation.
The development of other methods within this family should be possible, potentially lead-
ing to novel approaches for computing the positioning failure. The following subsection
(6.2 Recommendations) provides several recommendations for further research that may
support the development of a broader range of methods for rigorous positioning safety
analyses in safety-critical applications.

6.2 RECOMMENDATIONS

The following recommendations are made for future work:

« Further improvements in terms of simulation variance reduction and/or computation
times to the proposed method in this thesis may be achieved by selecting different
families of proposal densities — other than Gaussian probability density functions
(PDFs) — when re-expressing the conditional probabilities of positioning failure based
on importance sampling principles. A starting point is provided by recent advances in
the rare event simulation literature, where multimodal families of proposal densities
have been investigated [20-24], which, in principle, should be suitable given that
the integration regions related to the conditional probabilities of positioning failure
are disconnected. Therefore, research on the potential benefits and drawbacks of
these multimodal families of proposal densities would be of interest.

« Since not all conditional components of the probability of positioning failure (see
Figure 2.2 in Chapter 2) contribute significantly, the proposed method could be
enhanced — for example, by applying principles from dynamic programming — to
compute only those Level 2 components that contribute most. This would improve
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the efficiency of the method in finding the maximum (or minimum) of the probability
of positioning failure.

« Positioning safety analyses aiming at the quantification of the probability of positioning-
failure over a time-horizon T (e.g., seconds, minutes, hours) should be addressed.
The objective would be to capture time-dependent effects, such as: (i) time-correlated
measurement noise, (ii) time-dependent model misspecifications, (iii) variation of the
satellite geometry, etc. This is particularly relevant for safety-critical applications, as
vehicle operations often span extended time windows (e.g., aircraft landing or car
lane changes). The probability of positioning failure over a time horizon T that also
accounts for time-dependent safety-region /3, C R" (and its complement B¢ C R"?)
and time-dependent PDF f;z(x, 1) can be expressed as,

]Pr(T)ZA/]Rnfg(x,r)]lBg(x,r)dxdr. (6.1)

« Positioning safety analyses should be extended to include the velocity vector of the
vehicle of interest. While position estimates are important for determining whether
a vehicle is within a safety-region at a given time, velocity represents the evolution
of the position over time and thus affects the system’s ability to remain within safety
bounds. For example, even if a vehicle is currently within a safety-region, a high or
misestimated velocity (e.g., due to mismodelling) may lead to a future violation of
safety margins before corrective action can be taken. Incorporating velocity would

be useful for predictive positioning safety assessments.

« Research on the impact or consequence (C) of positioning failures (F = {X ¢ B}) on
other functions of automated and autonomous navigation systems (e.g., planning,
control) is recommended. A small probability of positioning failure (P#) does not
necessarily guarantee that the output of the positioning system leads to a safe ac-
tion by the overall system (e.g., a safe lane change by an autonomous vehicle). By
quantifying the consequences of positioning failure, more realistic safety assess-
ments become possible. Therefore, it is proposed that an additional safety indicator
be considered, one that accounts for both the probability and the consequence of
positioning failure, and which could be termed: positioning risk.
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