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ABSTRACT

Ensuring the secure provision of data and services using critical
information infrastructures amidst the evolving technology land-
scape is a crucial yet recurrent task. However, these infrastructures
can become vulnerable due to developments in quantum computing
and modifying the infrastructures with quantum-safe (QS) tech-
nology is unlike regular control and maintenance. Organizations
need to modify their cryptographic layers, which act as the funda-
mental building blocks of infrastructures. For organizations, many
uncertainties pose challenges across technological, organizational
and ecosystem areas. While QS technology is new and not yet
available for implementation and adoption, changes in critical in-
formation infrastructures require collaboration among multiple
public and private organizations spanning industries and borders.
By understanding the roles, organizations may better understand
what should be done for QS transitions. Until now, there has been
no academic research examining the roles that government could
or should play in QS transitions. This paper reveals 12 different
roles, showing the diversity and breadth of actions needed. While
there are many possible roles that still need to be allocated for
coordinated efforts, there is a high reliance on the government, and
organizations are waiting for and expecting governments to take
more active roles in QS transitions. The results also signals that QS
transition research is at its early stage with a clear governance void
and lack of collective urgency in the ecosystem.

CCS CONCEPTS

« General and reference — Document types; General conference
proceedings.

KEYWORDS

Quantum-safe, transition, information infrastructure, role, security,
policy-making

ACM Reference Format:

Ini, Kong®, Marijn, Janssen, and Nitesh, Bharosa. 2024. Deriving Govern-
ment Roles for directing and supporting Quantum-safe Transitions. In
25th Annual International Conference on Digital Government Research (DGO
2024), June 11-14, 2024, Taipei, Taiwan. ACM, New York, NY, USA, 8 pages.
https://doi.org/10.1145/3657054.3657114

This work is licensed under a Creative Commons Attribution International 4.0 License.

DGO 2024, June 11-14, 2024, Taipei, Taiwan

© 2024 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-0988-3/24/06
https://doi.org/10.1145/3657054.3657114

Marijn, Janssen
Faculty of Technology, Policy, and
Management, Delft University of
Technology
m.f.w.h.a.janssen@tudelft.nl

507

Nitesh, Bharosa
Faculty of Technology, Policy, and
Management, Delft University of
Technology
n.bharosa@tudelft.nl

1 INTRODUCTION

Critical information infrastructures are vital for many aspects of our
societies. With ever-increasing dependencies on the provision of
data and services over networks, critical information infrastructures
not only facilitate digital communication and information sharing
but also support services of other critical infrastructures such as
traffic control, internet services, border control financial services
[1-4]. For governments, there is a great level of complexity in
maintaining their long-lived infrastructure assets and managing
established governance of multiple organizations to facilitate the
infrastructures [5-7].

In order to prevent potential service disruption and ensure the
reliability of services provided by these infrastructures, address-
ing security issues is considered a crucial and recurrent task [8, 9].
However, protecting the infrastructures against security threats
introduced by quantum computers may be unlike the previous con-
tinuous control and maintenance efforts. Organizations need to
modify their cryptographic layers, which act as the fundamental
building blocks of infrastructures. It has been estimated that modi-
fying current cryptographic algorithms to quantum-safe (QS) ones
is a complex process that is estimated to take more than a decade
[10, 11].

In addition, many uncertainties surrounding the topic of QS
transition hinder organizations from their preparation. From the
availability of QS technology, direction and time of transition, frag-
mented standards and protocols, and lack of regulatory clarity to
limited resources, uncertainties pose challenges across technolog-
ical, organizational, and ecosystem contexts [12-14]. Although
many public and private organizations are responsible for specific
roles in facilitating critical information infrastructures, it is unclear
to organizations what should be done and what they need to do for
QS transition. Likewise, QS governance among inter-organizations
remains unclear, and there is hardly any research on the roles of
QS transitions.

Consequently, the topic of QS transition is poorly understood,
and we have yet to pinpoint the roles and responsibilities of gov-
ernments. In this paper, we explore the roles for government in QS
transitions and how governments may direct and support organi-
zations in realizing QS information infrastructures. The structure
of the paper is as follows: section two lays the background of QS
transition and addresses the need for organizations to be adaptive
in the face of uncertainties. Section three presents the research
methodology and research questions used in this paper. Section
four presents and discusses the results gathered from the workshop
and interviews. Section five concludes this paper with an overview
of the results, limitations, and directions for future research.
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2 BACKGROUND

2.1 The need to prepare for Quantum-safe
transitions

Recently, IBM announced the first quantum processor with more
than 1000 qubits, a significant milestone in quantum computing
[15]. Quantum computing offers unprecedented possibilities for
solving complex problems (e.g., finding new medicines and logisti-
cal optimization). However, this development also challenges the
security of widely used encryption algorithms (e.g., RSA and SHA).
One of the most well-described threats is Shor’s algorithm, which
can efficiently factorize large integers [16]. This is a significant
concern because many widely used cryptographic algorithms, such
as RSA, rely on the difficulty of factoring large numbers for their
security.

If a large enough quantum computer becomes available, it could
break these encryption methods, compromising the security of
sensitive data. Many information infrastructures in the public
and private sectors depend on these cryptographic algorithms for
several security functions, including user authentication, signing,
hashing and communication encryption. In response to the quan-
tum threat, the National Institute of Standards and Technology
(NIST) is currently developing QS solution standards [17, 18]. Tran-
sitioning to these algorithms is necessary to maintain the security
of information infrastructures in a post-quantum era.

2.2 The complexity of Quantum-safe transitions

The complexities of QS transitions require careful planning and co-
ordination to ensure a smooth migration. In 2022, the White House
published the preparatory steps for QS transition, and the European
Commission announced a call for the Horizon Europe Framework
Programme on QS transition [19, 20]. Likewise, the German Federal
Office for Information Security (BSI) and the Dutch General Intelli-
gence and Security Service have published the guideline manual
for QS transition [21-25]. Yet, modifying current infrastructures
with QS technology is unlike previous transitions (e.g., transition
to elliptic-curve cryptography, transition from SHA1 to SHA2)
[26, 27].

While the future standards of QS cryptographic algorithms are
not readily available, modification in the current infrastructures can
potentially introduce interoperability and backward compatibility
issues [17, 18, 28, 29]. Due to technological interdependencies in
the infrastructures, QS transition may need to be carried out across
the boundaries of organizations [13]. Likewise, combining current
cryptographic algorithms with post-quantum cryptographic algo-
rithms is a novel challenge, demanding organizations to collaborate
on which kind of hybrid cryptography will be implemented in a
sector or society.

However, a slow change and reactive preparation for QS transi-
tion may be insufficient to secure critical information infrastruc-
tures for two reasons. First, quantum computing technology is
advancing in parallel to the preparation for QS transition, which is
estimated to take 10+ years [30, 31]. If QS transition preparation
takes longer than the availability of a powerful enough quantum
computer, infrastructures will no longer be protected and will be-
come obsolete. Second, data with long-term security needs will
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become vulnerable to Store Now, Decrypt Later attacks, where data
can be stored now and decrypted once a quantum computer be-
comes available [29, 32].

2.3 Roles for government in Quantum-safe
transitions

Changes in the existing systems can result in potential delays and
failures due to restrictions from the established patterns of decision-
making and institutional arrangements [33-38]. From enacting reg-
ulations and implementing strategic planning and policy changes
to fostering public-private partnerships, governments can fulfill
several roles when securing control and managing critical infras-
tructures [34, 39]. In order to adapt to changing environments,
collaboration can occur beyond the boundaries of government to
stimulate innovation and establish decision-making and capability
mobilization [35, 40, 41]. However, the intertwinement of technol-
ogy and policies that facilitate the infrastructures is highly regulated
and complex, leading to the possibility of a Catch-22 Loop [34, 35].

Unlike the previous continuous control and maintenance efforts,
QS transition involves new technologies with QS cryptographic
algorithms. While QS technology is not yet available for organi-
zations to implement and adopt in the existing infrastructures, it
may be difficult to change with a set of roles, security policies,
encryption mechanisms and procedures that are already in place
[34, 42-17, 18, 29, 44, 45]. Due to the far-reaching societal impli-
cations of the quantum threat, governments may actively set the
conditions and provide guidance for QS transitions [4, 46]. However,
while organizations may be waiting for policies and regulations to
adopt new QS technology, policymakers may also be waiting for
QS technology to be ready [2, 13]. Organizations face a dilemma
in identifying “what should be done first,” and delays in one chal-
lenge can potentially lead to delays in other challenges, leading to
a Catch-22 loop.

Amidst uncertainties, understanding the concept of roles may
help clarify what should be done and what organizations need to
do. By delineating roles and responsibilities, organizations may
better navigate complex situations. Several scholars have studied
the concept of roles in a cross-agency process, technology, inter-
organizational collaboration and web service orchestration [47-41,
50] and roles in the innovation process and innovation ecosystem
[51, 52]. Other literature discusses the roles of government in
different technologies such as the adoption of cloud computing
[53], the market for electric vehicles [54], and the energy alliance
network [55]. While much of these literature do not provide an
explicit list of roles, exceptions apply for Guenduez and Mettler
[56] as they identify four government roles such as enabler, leader,
regulator, and user in the context of Al adoption, and Janssen,
Gortmaker & Wagenaar [57] also presents the list of eight different
government roles using the example of governmental cross-agency
process in web service orchestration.

Going forward, at the time of writing there has been no academic
research examining the roles for government in QS transitions. Al-
though Guenduez and Mettler [56] and Janssen et al [57] provide
examples of different government roles, we aim to focus on ac-
tions needed in the context of QS transitions and examine on how
governments can direct and support organizations in realizing QS
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information infrastructures. Looking to fill this knowledge gap,
we start by using the definition of a role proposed by Kendall [58],
which is defined as “a position and a set of responsibilities within
the overall structure of the system” (p.353). We use the following
definition because: 1. Various actors are responsible for facilitating
critical information infrastructure. 2. These actors may need to
take part in QS transitions to secure the infrastructures. 3. The
roles of these actors may need to be allocated for QS transitions
due to multiple complexities and uncertainties. By understanding
the roles, the focus will not shift towards ‘who should do what’ but
on ‘what should be done’

3 RESEARCH METHODOLOGY

To understand the different roles for government in QS transitions,
the following research question has been formulated: What are
the different roles for government in directing and supporting QS
transitions?

Overview of Research Methodology

The topic of QS transition is relatively new, and QS cryptographic
algorithms are a new technology. This is an emerging avenue of
research in the field of Information Systems and digital government.
Since there is no overview of the roles for government that has
been examined in the context of QS transitions, the paper sets the
foundation for further research on the roles for government that
may be relevant when directing and supporting QS transitions. Due
to the limited number of persons with the knowledge and expertise,
we used a combination of workshops and interviews as the research
method.

We conducted a series of workshops to identify and gain insights
on the list of actions needed for QS transitions and relevant roles for
governments. With the results gained at the workshops, additional
interviews were conducted with practitioners from supervisory
agencies that are managing and monitoring critical information
infrastructures in the Dutch government. The purpose of the inter-
views was to extend the discussion on the results of the workshop
and gain insights into the practical feasibility of different actions
that can be fulfilled by governments. After examining the results
from both workshops and interviews, researchers saw different
roles emerge and used descriptions of each action to further cate-
gorize different roles for governments. The details of workshops
and interviews are described in Section 3.1 and Section 3.2.

3.1 Workshops

The use of a workshop as a research method allows researchers
to collect data and engage participants in a discussion of an issue
or question outside the literature [59]. Three workshops were
organized between June 2023 and November 2023. Since there
were only a few experts in the area of QS transition, we organized
three workshops, and participants were invited to participate on a
voluntary basis. The invitation was extended to participants with
either a prior technical background or relevant knowledge and
experience from industry, government or academia.

The first two workshops were held at the Quantum Meets Event
on 14 June 2023. The event was organized by Quantum Delta
NL to foster collaboration and learning on the latest research and
development regarding quantum technology. By extending the
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discussion and sharing insights with practitioners and experts, the
workshops provided an interactive environment for collaboration
and a better understanding of the practical environment. Different
participants from government agencies, service providers, software
companies, research institutes, tax offices, and banks joined the
workshop. During these workshops, participants were asked to
identify actions needed for QS transitions.

The third workshop was held at the PKI consortium on 7 Novem-
ber 2023. The event was organized by the Public Key Infrastructure
Consortium to discuss the security of the Internet and engage orga-
nizations such as users, regulators and supervisory bodies to share
knowledge on trusted digital assets and communication. There
were 31 participants at the workshop, and the breakdown of par-
ticipants is shown in Table 1. During the workshop, participants
used Mentimeter to share whether they agreed or disagreed with
the list of actions needed for QS transitions that are relevant for
the government. After examining the results of the list of actions
that may be relevant for governments in directing and supporting
QS transition, researchers took the list of actions and categorized
them into different roles.

3.2 Interviews

We then conducted semi-structured interviews to extend the discus-
sion on the results obtained from the workshop and gain insights
on the practical feasibility of the list of actions that were found
to be relevant for governments. By conducting additional semi-
structured interviews, researchers can acquire in-depth information
from respondents and maintain the focus of the study [60]. We
interviewed supervisory agencies that manage and monitor crit-
ical information infrastructures in the Dutch government. The
respondents for the interviews were from Logius and the National
Inspectorate for Digital Infrastructure (Rijksinspectie Digitale In-
frastructuur), who held prior knowledge of critical information
infrastructure and were familiar with the topic of QS transition.
We focused on Logius and the National Inspectorate for Digital
Infrastructure because both organizations have the responsibility of
maintaining the security of critical information infrastructure in the
Netherlands. Logius acts as Policy Authority (PA) and manages the
data exchange system in the Dutch government (e.g., PKloverheid)
under the Ministry of Internal Affairs and Kingdom Relations [7,
61-63]. National Inspectorate for Digital Infrastructure, previously
known as Agentschap Telecom, monitors both public and private
organizations to determine whether they are in compliance with
international and EU regulations and legislation [64].

4 RESULTS

From the results obtained from the workshops and interviews,
researchers derived the 12 roles for government in the context
of QS transitions. The list of 12 roles shows that there are many
possible roles that may be needed for QS transitions, and modifying
the existing infrastructures with QS technology is complex. While
the results provide organizations with an overview of what should
be done and what they need to do for QS transitions, they also
show that there is a need for intensive collaboration among the
organizations to execute different roles, which sets the foundation
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Table 1: Number of Participants at the Public Key Infrastructure Consortium Workshop

Number of Participants

Types of Actors

Government Agency
Standardization Body (e.g., NIST, ETSI, etc.)
Private Sector (Service Provider)
Infrastructure Solution Provider
Academic Institution

Table 2: Possible Government Roles in QS Transitions

Roles

Description

. Facilitation

. Policies & Regulation

. Monitoring & Auditing
. Coordination

. Assessment

. Standardization

. Implementation

NN G W=

requirements, etc.)
8. Ecosystem Planning
9. Awareness
10. Execution
11. Expertise Center
12. Change Process Management

Establishing a steering committee and working groups for QS transitions

Developing and setting up policies and regulations that support QS solutions

Establishing monitoring and enforcement mechanisms to review and check QS solutions
Preparing QS transitions, securing funding and setting up a testing environment for QS solutions
Conducting impact and risk assessments and identifying areas where QS solutions are needed
Selecting QS solutions that are based on NIST and validated through testing

Planning and implementing QS solutions (e.g., identifying key features, functionalities, solution

Identifying areas that need collaboration and developing ecosystem-wide transition paths
Sharing the potential benefits of QS technology and raising societal concerns on quantum threats
Ensuring timely preparation and actions for QS transitions

Setting up an expertise center and sharing knowledge about QS transitions

Managing QS transitions and resolving conflicts once QS solutions are implemented

for further research. Table 2 shows an overview of different roles
for QS transitions.

With the roles complementing each other and partly overlapping,
we clarified and distinguished the roles that may seem similar.
For example, we separated the awareness role and the expertise
center role. Although both roles involve knowledge sharing, the
awareness role focuses on creating awareness about QS transition
and stimulating actors to participate in transitions. On the other
hand, the expertise center role focuses on building a centralized
knowledge base where organizations can potentially share and
learn from each other using best practices, tools and resources
from various actors in the ecosystem. The details of each role are
described below.

e Facilitation

The facilitator role was considered to be the possible role for
government in QS transitions. Although discussions on the topic
of QS transition are emerging, various public and private organi-
zations also need to take part in QS transitions. While a steering
committee can provide a high-level strategy and decision-making
authority, working groups can ensure more hands-on tasks for QS
transitions. Establishing a steering committee and working groups
can ensure cross-organizational collaboration, facilitate commu-
nication, and allow knowledge to be shared with different actors
in the ecosystem. Government coordination can promote trans-
parency and maintain interoperability across sectors where critical
information infrastructure has a significant public impact.

e Policies & Regulation
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Developing and setting up policies and regulations for QS solu-
tions was considered another possible role for government in QS
transitions. Implementing policy changes and enacting regulations
can establish a legal framework at local, national and international
levels. The role of policies and regulations can help manage risks
and provide guidelines for QS transitions. Additionally, organi-
zations that are in compliance with laws and regulations can be
protected. Since governments are accountable for public safety
and safeguarding critical information infrastructure, policies and
regulations can address issues surrounding quantum threats and
promote standardization of QS solutions.

e Monitoring & Auditing

The monitoring and auditing role was considered as a possible
role for government in QS transitions. When implementing and
adopting QS solutions, it is crucial to review QS technology, ad-
dress potential concerns and ensure compliance with regulations.
Currently, there is no set way to monitor and audit the process of
QS transitions. Since governments have the authority to enforce
regulatory compliance, monitoring and auditing can maintain or-
der and security during the transitions and help navigate the legal
framework to ensure industry standards. Governments can pro-
tect critical information infrastructure by evaluating the real-time
performance of new technology and optimizing resources for QS
transitions.

e Coordination

The coordination role was another possible role for government
in QS transitions. Despite many socio-technical predicaments that
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may hinder QS transitions, there is a lack of knowledge on how
to transition to a QS situation. In order for organizations to work
together and collaborate, coordination is needed to manage ac-
tivities, resources, and communication within the ecosystem. By
securing funding, managing collaboration and setting up a test-
ing environment, cross-organizational objectives can be achieved
while maintaining the balance between fostering innovation for QS
technology and maintaining regulatory oversight.

e Assessment

The assessment role was considered as a possible role for gov-
ernment in QS transitions. Since QS transition is a complex process
with multiple actors in the ecosystem, addressing potential chal-
lenges, risks, and needs may vary among different organizations.
When the impact of quantum threats on organizations’ crypto-
graphic assets is unclear, organizations do not know the scope of
their transitions. As government involvement ensures regulatory
compliance, assessment practices can also be enforced so that orga-
nizations can conduct assessments of the existing infrastructures
and identify areas that need changes to optimize the process and
efficiency of QS transitions.

e Standardization

Selecting QS solutions that are based on NIST and validated
through testing is considered as a possible role for government
in QS transitions. The selection of industry standards needs to
be approved by standardization bodies (e.g., NIST, ETS], etc.) as
these standards can provide a benchmark for security, quality, per-
formance, and a broader scale of acceptance. For governments,
systems and technologies need to work together to operate criti-
cal information infrastructure. Selecting QS solutions that align
with the accepted standards can help maintain interoperability and
compatibility of digital communication and information exchange.

e Implementation

The implementation role was considered as a possible role for
government in QS transitions. Regarding the technical aspects of
QS solution algorithms, organizations need to identify key features,
functionalities and solution requirements. Depending on the pro-
cess of critical information infrastructure, organizations may have
specific needs and system requirements for QS solutions. Gov-
ernment oversight can provide regulatory compliance and ensure
that the implementation of QS solutions is effectively integrated
with various actors in the ecosystem. For governments, fostering
interoperability and compatibility of QS solutions can strengthen
the reliability and security of critical information infrastructures.

e Ecosystem Planning

Identifying areas where organizations need to collaborate and
developing ecosystem-wide transition paths was considered as a
possible role for government in QS transitions. Since there is no
guidance available for organizations, it is crucial to identify col-
laboration among various actors in the ecosystem and align goals
for the ecosystem-wide transition. Having ecosystem-wide plan-
ning beyond technical aspects can allow organizations to respond
to changes in technology, markets, and ecosystem stakeholders.
Government involvement can address regulatory and compliance
to ensure adherence to industry standards.

o Awareness
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The awareness creation role was considered as a possible role
for government in QS transitions. For organizations undergoing a
QS transition with multiple actors in the ecosystem, clear commu-
nication and collaboration are needed. Since governments have the
responsibility to protect critical information infrastructures and
secure the well-being of citizens, creating awareness can highlight
the impact of quantum threats and the benefits of transitioning to
QS infrastructures. It would be crucial to stimulate industry stake-
holders, experts and the public to participate and gain knowledge
on QS transitions. This way, governments can communicate the
potential benefits of QS technology and address societal concerns
about quantum threats.

e Execution

The execution role was considered as a possible role for govern-
ment in QS transitions. By addressing legal compliance and using
incentives and legislation, governments may provide ways to moti-
vate organizations to take part in QS transitions and identify ways
in which organizations can contribute to the preparation. Since
a large enough quantum computer can make critical information
infrastructures obsolete, QS transitions cannot be delayed. The exe-
cution role can ensure timely preparation and execute actions for
QS transitions so that milestones are met, and delays are prevented.

e Expertise center

Setting up an expertise center and sharing knowledge of QS
transitions was considered as a possible role for government in QS
transitions. Expertise centers can provide centralized knowledge
with various actors in the ecosystem. By engaging industry stake-
holders, experts and the public in discussions, knowledge on the
topic of QS transition can be widely shared, and organizations can
learn from different approaches to QS transitions. For governments,
fostering collaboration and collective knowledge networks can help
organizations across different sectors replicate the best practices
and ensure that organizations have access to the necessary tools,
resources, and personnel for QS transitions.

e Change process management

The change process management role was considered as another
possible role for government in QS transitions. In order to ensure
smooth and coordinated transitions, any disruptions in the pro-
cesses and services of critical information infrastructures need to be
prevented. It is crucial to optimize resources to identify and resolve
conflicts that may occur during QS transitions. Once QS solutions
are adopted and implemented in critical information infrastruc-
ture, the government can provide support to maintain operational
efficiency with the overall change management strategies. By ad-
dressing issues, organizations can improve the support system and
skills necessary for QS transitions.

5 DISCUSSION

While the extensive list of roles provides an overview of what should
be done for QS transitions, it also signals that the readiness for QS
transitions remains low, and there are many possible roles that are
left to be executed. One of the respondents from the government
agency stated, “People are waiting for a solution. They want to know
how they should act. Tell me. I wait. If you tell me, then I act. So people
are waiting a little bit and hesitating also. They will only act when
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it’s necessary.” (R1). Another respondent stated that “government is
keeping an eye on QS transition and keeps conversation ongoing” (R2).
The current situation signals that preparation for QS transitions
is at its early stage, and organizations are waiting for guidance.
Although many uncertainties can potentially be crystallized as
QS transitions evolve, the results of government roles show that
potential delays in one role can also lead to more delays in other
roles. It may be crucial for governments to start thinking about
which of these roles they want to execute and which of these roles
they want to allocate to other actors in the ecosystem.

Moreover, the results indicate that governments are held ac-
countable for transitioning critical information infrastructures with
the role of facilitator, and the government has a limited role in
ecosystem planning. One of the respondents pointed out, “We
should take a lead role in a committee with a lot of people who are
involved. It’s not only the government but also collaborating with
science institutes to create a quantum strategy.” (R1). Due to the
interoperability of critical information infrastructure across sectors,
the supporting role of government as a facilitator was considered
important. While the government plays an important role in mak-
ing decisions for government systems, influence across sectors can
also be limited outside of the public sector ecosystem. In such a
case, another respondent stated, “Government should not be lead-
ing because it’s a business responsibility” (R2). However, this may
also vary depending on the political systems of countries and how
critical infrastructures are set up and managed across sectors.

In addition, the list of possible government roles shows the
importance of having urgency among actors in the entire ecosystem.
Although much of the attention in preparing QS transitions has
been focused on the government, there are many actions left to be
executed, and QS transitions cannot be handled by the government
alone. The government can only execute the standardization role
once NIST has finalized the standardization process. The respondent
emphasized that this process is “Not only for us but also for the
businesses. This will give a better grip on the situation” (R2). The
respondent emphasized that it is crucial to have collective efforts in
the ecosystem to move as a whole. “NCSC (National Cyber Security
Command Agency) plays a very important role in cyber security. We
collaborate with the intelligence agencies, and also with a CIO, CTO
and CEOs” (R1). In order to plan and coordinate QS transitions,
many actors in facilitating the infrastructure need to be part of the
process.

In a similar vein, organizations may need to consider their busi-
ness responsibilities and start preparing for QS transitions. One
of the respondents stated, “It’s a business decision, and the gov-
ernment is guiding.” (R2). Although the government is setting the
conditions and providing guidance for QS transitions, preparing
for QS transitions is a business decision that organizations need
to be responsible for. Another respondent stated that despite the
unclear direction of QS transitions, there are many things that or-
ganizations can do right now. The assessment role of government
can still be executed within organizations to address their low level
of awareness and urgency. It would be important to ask, “Which
kind of data is very important for you? Which is your crown jewel?
And know where your businesses are, and make a risk analysis for
that” (R1) The respondent also suggested, “Get in contact with
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your suppliers. Get in contact with your department that is facili-
tating the contracts”’(R1). By doing so, when the moment arrives
for QS transitions, organizations will be ready to transition their
infrastructures.

Furthermore, the paper does not rush to finalize the list of govern-
ment roles for QS transitions. Due to ever-changing circumstances
for QS transitions, we expect that the list of roles may change over
time and may become more specific for the government to execute
as QS transitions evolve. Regarding policy and regulation, one of
the respondents stated, “Legally, there is no need to change to QS
solutions since there are no laws and formal mandates” (R1). With-
out new policies and regulations, infrastructures will be legally
compliant but technically insecure against quantum threats. Also,
it would be difficult to monitor and audit organizations for QS tran-
sitions. Another respondent emphasized, “We don’t know how it
will go in the near future.” (R2). While governments are responsible
for securing critical information infrastructure, many uncertainties
put them in a position to monitor the situations of QS transitions.
Likewise, QS governance among inter-organizations remains un-
clear, and many of these roles for QS transitions have not yet been
allocated to execute.

6 CONCLUSION

As there is hardly any research on roles for QS transitions, this
paper is the first to investigate the open roles for governments in
QS transitions. Based on the workshop and interview results, we
have identified 12 different roles for governments when directing
and supporting QS transitions. The first exploration of govern-
ment roles shows that there are many possible roles needed for QS
transitions. The roles include facilitation, policies & regulations,
monitoring & auditing, coordination, assessment, standardization,
implementation, ecosystem planning, awareness, execution, ex-
pertise center, and change process management. By examining
different roles, there is a clearer idea of what should be done, and
governments can start thinking about which of these roles they
want to execute and which of these roles they want to allocate to
other actors in the ecosystem.

In addition, the results indicate that there is a high level of re-
liance on governments, and organizations are currently waiting
for guidance. While it may be true that governments are held ac-
countable for protecting critical information infrastructures, the
results also highlight the importance of preparing QS transitions
with the entire ecosystem and that collective efforts need to be
made. This means that organizations may also need to keep a close
eye on the topic of QS transition and be mindful of their business
processes by analyzing the risks and impact of transition. Although
we expect that the overview of roles may further change over time,
it would still be crucial to involve relevant actors in discussions to
start aligning the direction of QS transitions.

Furthermore, there are several research limitations that can re-
sult in further research. First, this is not a finalized list of roles due
to the early stage of QS transitions we are currently at. Although
we involved organizations and persons with knowledge of QS tran-
sition, new roles might appear over time, and the current roles may
also disappear as QS transitions proceed. Second, we expect the
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roles to be executed differently depending on the political environ-
ment and per country since critical infrastructures are managed in
different ways. Third, the boundaries of the roles are not explicit
and may overlap with each other. Given the explorative nature of
this paper, the list of roles emerged from the results obtained from
the workshops and interviews.

Moreover, the paper offers three avenues of research for QS
transitions. First, since the paper provides a starting point for
the exploration of government roles in QS transitions, it would
be worthwhile to dive into how these roles change over time and
whether the allocation of roles is similar and different among var-
ious countries. Second, there is no blueprint for QS transitions
where we can determine what will happen systematically. It is
unclear how organizations will evolve and what may be needed for
organizations to navigate QS transitions. How can organizations
improve collective urgency and awareness? What are the actions
needed in ecosystem-wide transitions? Third, future studies can
focus on which of these identified roles will be allocated to whom?
And how will they be executed? There are many questions that are
left to be explored to further support the upcoming research topic
of QS transition.
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