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This paper examines how democratic intelligence and security actors under-
stand accountability in the context of Al-supported digital investigations.
Against a backdrop of escalating Al-enabled cyber threats and growing gov-
ernmental interest in adopting Al for defense, security, law enforcement, and
justice, the potential use of Al raises pressing questions regarding accountabil-
ity in democratic societies. Drawing on exploratory qualitative research based
on semi-structured interviews with intelligence and security actors primar-
ily in the Netherlands, triangulated with perspectives from Belgium, Norway
and the United Kingdom, the findings show that accountability challenges are
understood less as problems arising from Al alone and more as broader socio-
legal-technical challenges involving Al and data governance, technological
trustworthiness, human oversight, and organizational resources. Participants
also emphasized that accountability in the digital age requires intelligence and
security actors to navigate the persistent tension between protecting national
security and respecting fundamental rights. The article provides empirical
insight into how accountability is perceived and operationalized in Al-supported
intelligence and security investigations under conditions of legal, organizational
and technological complexity.

KEYWORDS
accountability, artificial intelligence, data governance, fundamental rights, generative
Al, intelligence and security organisations

1 Introduction

Recent reports indicate that threat actors are utilizing Artificial Intelligence (AI) tools,
including Generative AI (GenAl), to generate malware code or phishing email content. Threat
actors can instruct these AI models to find sensitive user data and exfiltrate it.! The European
Council's documents note the rising complexity of cyber threats as adversaries exploit
advanced techniques that compromise citizens” privacy and critical infrastructure, affecting
national security interests.”

1 https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai
2 https://www.consilium.europa.eu/en/policies/top-cyber-threats/
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Intelligence and security organizations seem to be aware of this
issue, which raises questions about whether and how they might
deploy similar technologies in the delivery of security (Maclure, 2020;
Hyder et al., 2026; Alfter et al., 2019). The Dutch government has pub-
lished its Wide Vision on AI outlining its foresight on harnessing Al
and Generative AI (GenAlI) for government services such as justice,
defense, and security (Government of the Netherlands, 2024).
Similarly, other NATO countries, such as the United States, suggest
using Google Gemini to support defense and intelligence agencies in
their data collection (Mitchell, 2024).

However, there are concerns about the deployment of Al
models, such as GenAlI systems, which require large datasets for
training and task performance. The data may be collected from
open-source sources or through web scraping, raising reasonable
apprehensions about privacy, reliability, and (Fui-Hoon Nah et al.,
2023; Mercer, 2023; Devanny and Dylan, 2023). We may be stuck
in a dilemma regarding new data-driven technologies in intelli-
gence and security investigations (Doérea, 2021; Yazici and
Shayea, 2023).

How can we address these dilemmas in areas where the law is
unclear or silent on emerging technologies for intelligence, secu-
rity, and defense? (van der Constantino and van der Linden,
2025). Addressing dilemmas by public organizations, such as
intelligence and security services, is vital in the context of
accountable government and democracy (van Puyvelde, 2025;
Bodo, 2022).

In earlier work, we articulated several principles that may help
foster accountability practices in the face of intelligence and security
challenges (Constantino, 2024). Yet it remains empirically unex-
plored how these principles are, or may be, operationalized, for
instance, in the context of data-driven technologies in intelligence
and security investigations (Constantino, 2024, p. 4, 5, 10-11, 18).
Thus, our goals are to conduct empirical research to: (a) explore how
intelligence and security actors perceive accountability in the context
of AT deployment for digital investigations; and (b) explore to what
degree the accountability principles proposed by Constantino and
Wagner are potentially present among intelligence and security actors
to navigate emerging technological challenges in data-driven
investigations.

We have formulated the following research question to guide
our research goals: How do democratic intelligence and security
actors interpret and respond to accountability challenges posed by
AT? Similarly, we formulated two sub-questions: SQ1: How do
intelligence and security actors understand accountability in the
wake of AI deployment? SQ2: To what extent are the principles of
accountability from Constantino and Wagner present in human-
Al interactions among intelligence and security actors? In section
One, we provide an introduction. For context, in section Two, we
present a background and literature review. Section Three outlines
our methodology. In section Four, we present our findings.
Section Five offers a discussion, and section Six provides
conclusions.

This paper does not seek to develop a new theory of accountabil-
ity. Rather, it offers an exploratory empirical contribution by examin-
ing how intelligence and security actors themselves understand
accountability challenges arising from AI-supported investigations.
The findings show that participants often located accountability con-
cerns not in Al systems alone, but in the broader conditions under
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which such systems are developed, procured, governed, and used.
Participants emphasized data acquisition, data sovereignty, AI reli-
ability, explainability, human oversight, and dependency on external
technological infrastructures. The article, therefore, contributes to
debates on AI governance by showing how accountability in intelli-
gence and security settings is operationalized through socio-technical
practices under conditions of secrecy, uncertainty, and national secu-
rity urgency.

We present empirical findings on the perspectives of various
experts involved in intelligence and security work, whom we refer
to as intelligence and security actors. This study largely collects per-
spectives from the Netherlands and triangulates its findings with
those of other democratic NATO allies, including Belgium, Norway,
and the UK. This work contributes to the academic community and
to practitioners working in intelligence and security agencies, such
as secret services, defense, Europol, NATO, and law enforcement,
by providing knowledge on fostering accountability practices in the
digital age. Likewise, this research is important to society at large
because it examines issues related to fundamental rights in the
digital age.

2 Background and literature review

This section develops the analytical lens for examining account-
ability in Al-supported intelligence and security investigations,
identifying core topics relevant to our empirical analysis. We intro-
duce “intelligence accountability” and its complexities, Al and
Generative Al opportunities and challenges in intelligence and
security work, and Constantino and Wagner’s accountability
principles.

2.1 Intelligence accountability and
complexities

Accountability is commonly understood as a democratic mecha-
nism through which actors may be required to explain and justify
their conduct before a relevant forum (Schillemans, 2015; Bovens,
2010). In public administration, this is especially important when
public organizations use technological tools to make or support deci-
sions that affect citizens (Bodd, 2022). Likewise, intelligence and secu-
rity services that deploy technological tools can be studied within the
context of accountable government (Newberry, 2015; Walker and
Archbold, 2020). Herein, we will refer to our topic as intelligence
accountability.

Intelligence accountability is an opportunity to promote good
governance, prevent abuse of power and contribute to the resilience
of intelligence and security organizations in a democratic society (van
Buuren, 2009; Wieringa, 2020; Koninkrijksrelaties, 2023).

However, as noted in Menkveld, intelligence accountability is
complex due to the nature of intelligence and security work, exacer-
bated by the digital age that demands the use of data and technological
tools, leading to unique challenges among democratic intelligence and
security ~communities (Menkveld, 2021; Wessels and
Schuilenburg, 2025).

As previously signaled, the first complexity concerns the nature
of intelligence and security work. Vaage and Stenslie have outlined
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that the primary duty or core task of intelligence and security practi-
tioners is protecting national security from threat actors (Vaage,
2023). This primary task often involves various activities within the
“intelligence cycle;” including the collection of personal data, process-
ing, analysis, and dissemination, both within and outside a country,
to identify threats to a nation or its interests (Devanny and
Dylan, 2023).°

The digital age has enabled intelligence and security agencies
to collect intelligence through the collection of personal data
from publicly available internet sources (OSINT), interception
of telecommunications, and information sharing among intelli-
gence and security partners (Scuro, 2026; Omand, 2021).
Collecting data and information is necessary because it provides
insights into threats or opportunities that might not be available
elsewhere (Cayford, 2018). Processing and analysis are required
to separate relevant information or data to convert it into an
intelligence product (UK Ministry of Defence, 2023). According
to Omand, analyzing data requires sensemaking or providing
meaning to the data or information gathered; such information
must be credible and actionable; otherwise, national security will
be compromised (Omand, 2021; Omand in Dover et al., 2014).
The graphic below illustrates, in a non-exhaustive manner, intel-
ligence and security tasks, also known as the intelligence cycle
(Figure 1).

Omand notes that gathering personal data may infringe on cer-
tain fundamental rights such as the right to privacy (Omand, 2021).
Hence, intelligence and security organizations performing security
tasks need to address questions regarding respect for human rights
and the protection of the dignity and freedom of people exposed to
intelligence  and (Overeem in
Kowalski, 2017).

Furthermore, Eldridge, Hobbs, and Moran argue that intelli-

security  investigations

gence and security tasks cannot be performed easily or quickly by
humans alone (Eldridge et al., 2017). Rather, it requires certain
data-driven technologies to assist human practitioners in per-
forming their tasks (Babuta et al., 2020), adding a new layer of
complexity to intelligence accountability: practitioner-technology
settings. Thus, the development and deployment of new data-
driven technologies would affect how organizations and individu-
als perceive the right to privacy (Nissenbaum, 2009), urging
organizations such as intelligence and security services to address
potential challenges to privacy rights (Omand, 2021; Guirses and
Hoboken, 2018).

Accordingly, we argue that the stakes are high, as the core duty of
intelligence and security practitioners may be exacerbated by other
factors that will challenge meaningful democratic intelligence
accountability. The graphic below illustrates some of the complexities
discussed above (Figure 2).

2.2 Al and generative Al systems in
intelligence and security organizations

Al is a highly ambiguous and contested term, and no one can
claim to have found a single definition (Ruschemeier, 2023). For

3 See also, https://www.dni.gov/index.php/what-we-do/what-is-intelligence.
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instance, Schuett states that AI can refer to a range of systems,
including those that generate text and make predictions (Schuett,
2021). McCarthy frames Al as a science and engineering of making
“intelligent computer programs” seeking to simulate human intel-
ligence, although AI is not biologically “intelligent” (McCarthy,
2007). Thus, as the purpose of this study is not to engage in techni-
cal arguments, but rather to explore intelligence accountability
perspectives in human-machine interactions, we will follow the
definition of Article 3(1) of the European Union (EU) Artificial
Intelligence Act:

Al system’ means a machine-based system that is designed to
operate with varying levels of autonomy and that may exhibit
adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate out-
puts such as predictions, content, recommendations, or decisions
that can influence physical or virtual environments” (empha-
sis added).

Within the broad field of AI, we encounter Generative Al
(GenAl), a subclass of machine learning that can assist with vari-
ous other tasks such as generating images, text, or audio (Janjeva
et al., 2023; Brynjolfsson et al., 2023; Walkowiak, 2023; Ritala et
al., 2023).

2.2.1 Opportunities

Devanny argues that AI will play a vital role in intelligence and
security cyberoperations, asserting that AT and GenAI models offer
opportunities and advantages for intelligence and security organiza-
tions throughout the intelligence cycle (Devanny, 2024).

The Intelligence Cycle

Collection

Dissemination

Analysis

FIGURE 1
The intelligence cycle.
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Layers of Complexity in Intelligence Accountability

FIGURE 2
Layers of complexity in intelligence accountability.

Satisfying core duty:
protecting national security
from threat actors

Tasks from core duty:
collection, processing,
analysis, dissemination

Constraining factors: Human
and or Fundamental Rights
(e.g. data and privacy) and
Technologies (e.g. Al)

Desirable aims: Accountable,
refined, and reliable
intelligence

2.2.1.1 Collection and processing

For instance, law enforcement and intelligence teams are adopt-
ing self-learning machine models, or so-called Al-enabled OSINT
tools, for investigations involving structured and unstructured data
(Europol, 2023). These AI-powered technologies, or LLM models,
can connect to the internet, enabling the collection of information
about current conflicts and other publicly available data at high
speeds, allowing more efficiency in intelligence and security investi-
gations (Ghioni et al., 2024). Suppose an analyst at the Dutch
Intelligence and Security Services (the AIVD) wants to gain a deeper
understanding of current political developments in Europe and the
impact of the Russian-Ukrainian war on the Netherlands. An
Al-enabled OSINT could help gather a diverse amount of informa-
tion and data and provide an initial analysis, background informa-
tion, and current trends on this conflict.

2.2.1.2 Analysis and dissemination

Hinton notes that GenAI could help quickly generate potential sce-
narios in which a conflict might play out (Hinton, 2023). Devanny et al.
have established that GenAl in intelligence and security has the potential
to significantly enhance threat intelligence analysis, for example, by
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identifying patterns or trends (Devanny and Dylan, 2023). GenAI may
assist with tasks related to dissemination or communication (Devanny
and Dylan, 2023). It can be used to generate intelligence reports and other
forms of communication to inform decision-makers about their findings,
or to generate information for strategic operations (Fui-Hoon Nah et al.,
2023; Wahlstrom et al., 2022).

2.2.2 Challenges

AT systems pose diverse challenges from reliability and data
training to overreliance and harm to human rights and fundamental
rights, which prompts actors to exercise responsible behavior (Vogel
etal., 2021; Devanny, 2024).

2.2.2.1 Reliability and accuracy

Reliability is of major importance for organizations under tremen-
dous pressure, where mistakes can be unforgivable (Sutcliffe, 2011).
Reliability speaks of the results that AI systems produce, whether it is
replication over different times or inter-rate reliability (Kumar et al.,
20265 Joachim et al., 2025; Farber, 2025). An AI system may be
regarded as reliable based on the trustworthiness of its highly rated
responses (Bianco et al., 2025). While accuracy measures the
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correctness of an AI model’s predictions, thereby supporting AT’s
trustworthiness (Constantino, 2025b).* Thus, accuracy may be under-
stood as the validity, precision, or truthfulness of the model to pro-
duce predictions (Streiner, 2006).

Al models can face reliability and accuracy challenges due to
insufficient or imprecise data training (Grote and Genin, 2024).
Furthermore, Al systems’ reliability is affected by hallucinations, false
truths, false positives and false negatives of AI models, challenging the
trustworthiness and readiness in high-stakes tasks such as cyber threat
intelligence (Mezzi and Massacci, 2025; Mercer, 2023). Janjeva et al.
highlight the difficulty for law enforcement practitioners to investigate
child sexual abuse material due to the false positives and false nega-
tives of Al-generated material, which challenges detection and
response to crime (Janjeva et al., 2023). Thus, ADs unreliability can
undermine national security and defense, leaving intelligence and
security actors in a challenging position as they seek to fulfil their
duties (Government of the Netherlands, 2024; Barzashka, 2023).

2.2.2.2 Al bias, historical data, black-boxes, and
explainability

Al biases can emerge during the deployment stage of these
models, for example, human bias leading to overreliance on the
model,’ and biases during the development stage, for instance,
through historical data representation or stereotype reinforcement
(Europol, 2025). As stated by Busuioc, bias can be hidden in historical
datasets, misleading investigations and decision-making by unjustly
targeting minorities or people with specific backgrounds (Busuioc,
2021). As noted by Taddeo et al., bias in human-Al interactions within
intelligence and security communities poses a serious challenge to
intelligence accountability (Taddeo et al., 2021).

Bathaee explains that Al systems become black boxes to humans
because they rely on machine-learning techniques, making it hard for
humans to audit and understand the model’s behavior and outputs
(Bathaee, 2018, p. 901). Thus, black boxes can challenge explainability
in intelligence and security organizations (Blanchard and Taddeo,
2023, p. 12).

Explainable AI aims to make Al systems more understandable to
humans, for instance, through documentation-based methods that
allow humans to understand the AT’ training data (Barredo Arrieta et
al., 2019). Addressing explainable Al in security investigations is
important because it allows the identification of causes of an AI sys-
tem’s low accuracy, also enabling practitioners and decision-makers to
explain Al outputs, thereby increasing accountability in human-AI
settings (Zocholl et al., 2025; Tanswell and Berg, 2025; Lapuschkin et
al,, 2019). It is worth noting that achieving explainability requires
humans in the loop with sufficient Al literacy (Zocholl et al., 2025).

2.2.2.3 Overreliance and loss of skill

As signaled earlier, overreliance can lead to automation bias,
making intelligence and security practitioners more likely to rely on

4 As the purpose of the paper is not to engage in technical terminologies,
which are often contested in computer science, we will follow the scholarship
that includes accuracy related to discussions concerning reliability (Vanbelle
et al., 2025; Johnson, 2018).

5 See below at "Overreliance.”
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automated outputs “despite warning signals or contradictory informa-
tion from other sources” (Alon-Barkat, 2023). For instance, the well-
documented Dutch childcare benefits scandal provides evidence of
automation bias affecting the delivery of public services (Alon-
Barkat, 2023).

The literature on professionalism and tacit knowledge offers
insight into the challenges of losing skills. Tacit knowledge roughly
refers to non-codified knowledge that is informally acquired via learn-
ing and experience and is rooted in action and routines, while explicit
knowledge is usually expressed in formal language and easily recorded
in different formats (Howells, 1996; Nonaka and von Krogh, 2009). In
Sternberg, it is suggested that GenAlI systems may lead to the loss of
knowledge or skills if many human tasks are shifted to them
(Sternberg, 2024). Likewise, we could argue that tacit knowledge
becomes an important asset in intelligence and security work because
non-codified knowledge cannot be transferred by machines to other
machines or humans, thereby challenging an organization’s ability to
retain expert knowledge.

2.2.2.4 Privacy and other fundamental rights

Devanny notes that some GenAlI systems use open-source data,
raising concerns about data acquisition and questioning whether the
data and information retrieved from these sources have been obtained
lawfully (Devanny and Dylan, 2023, p. 5-7). Hinton addresses that
respect for privacy and personal data protection is relevant because
information from non-suspects may be compromised, leading to vari-
ous privacy and data vulnerabilities (Hinton, 2023, p. 40).

Similarly, the Dutch government acknowledges that GenAlI sys-
tems pose a challenge to privacy as a fundamental right due to the fact
that GenAlI systems are mostly trained with data from large-scale
(web)scraping, public sources on the internet, or other digital sources
(arguably data brokers), and data that may contain special personal
information (Government of the Netherlands, 2024, p. 11). In the
hypothetical scenario that the open-source intelligence was collected
through illegal means (lack of proper consent or legitimate purpose
justification), the outputs that serve to further train the GenAI model
are likely to continue infringing fundamental rights, leading to public
distrust regarding the legality and legitimacy of intelligence and secu-
rity operations (Devanny, 2024, p. 7).

Further, GenAl tools, such as Gemini and OpenAl (ChatGPT),
are exposed to cybercrime by various threat actors (Dave, 2024). The
literature indicates that GenAlI can be exploited by adversaries to
threaten national security or the stability of the democratic legal order
(Keast, 2023; Devanny, 2024). For example, Google’s Gemini can track
users’ location, which can be detrimental to intelligence and security
units if their tracked location is known by threat actors (Devanny and
Dylan, 2023; Rogers, 2023).

Lastly, Zuiderveen-Borgesius highlights that algorithmic bias and
back boxes pose a threat to an organization’s accountability, as they
affect fundamental rights, such as the right to non-discrimination
(Zuiderveen Borgesius, 2020).° Sroka highlights that as black boxes
limit explainability, the right to a fair trial and the possibility to contest
Al outputs can be affected (Sroka, 2024). Similarly, Casaburo warns
that Al systems used for security work may contain biases or historical

6 See also Europol (2025).
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TABLE 1 Al opportunities, challenges, and consequences for intelligence and security.

Opportunities

Collection, processing, analysis,
and dissemination

Challenges (Un)reliability, Overreliance, loss of skill,
Fundamental rights including breach of privacy,
weak national security

Consequences Good case scenario: Speed and capability

enhancement in threat detection.
Bad case scenario: AI dependency, unlawful

fundamental rights breaches, weak security

data that lead to discriminatory results, potentially targeting vulner-
able groups (Casaburo, 2024).

We may summarize this section, as shown in Table 1, by stressing
that, despite AT challenges, such as reliability, overreliance, and risks
to security and fundamental rights, there are also opportunities, such
as Al being used for the collection, analysis, or dissemination of
information.

2.2.2.5 Governing Al in intelligence accountability

Vogel et al. found that intelligence practitioners have warned that
Al systems may lead to analytical errors, potentially nudging them to
make unwarranted assumptions about sources, data, and analysis,
particularly with more junior practitioners, challenging the so-called
“sensemaking” in intelligence and security operations (Vogel et al.,
2021, p. 833). These challenges prompt urgent questions regarding
meaningful human-AI governance in intelligence and security
settings.

In Méntymaki et al. and Birkstedt et al,, it is suggested that AI
governance is a system that implements rules, practices, and pro-
cesses, along with technological tools, that align with an organiza-
tion’s strategies, values, and objectives to fulfil legal and ethical
principles (Mantymaki et al., 2022; Birkstedt et al., 2023). In this
context, human actors are required to collaborate to exercise account-
ability to achieve meaningful human-AI governance oriented to pro-
tect citizens (Batool and Zowghi, 2025). These accountable practices
may, for instance, entail ensuring responsible data acquisition prac-
tices, including collection and analysis, to identify potential risks or
problems to citizens’ rights (Zowghi and Rimini, 2023).

Currently, European intelligence and security agencies are not
subject to the European AI Act, arguably leaving a (legal) account-
ability gap (van der Constantino and van der Linden, 2025). Therefore,
the imperative for the literature to address accountability discussions
that foster meaningful outputs for human-AI governance across the
European intelligence and security sectors in the digital age.

Al governance implies attention to AT’s robustness, accuracy, and
reliability to ensure accountability (Batool and Zowghi, 2025;
Constantino, 2025b). Addressing AT’s reliability, whether in terms of
accuracy or hallucinations, is crucial for understanding how AI out-
puts may fail humans and for implementing appropriate measures to
counter these shortcomings (Vogel et al., 2021; Menkveld, 2021).
Managing, reliable and accurate AI systems in intelligence and

7 Compare above with "Al bias, historical data, black-boxes and

explainability.”
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security investigations is needed in order to protect society’s human
or fundamental rights from harmful AI systems (Constantino, 2025b;
European Union Agency for Fundamental Rights, 2019; Selguk and
Kurt Konca, 2025).

Johnson highlights that, despite the opportunities Al systems
offer to support decision-making in high-stakes environments
such as military operations, their deployment challenges human
agency through automation bias and over-reliance (Johnson,
2026).* Likewise, limited AI awareness, along with vague or non-
existent guidelines regarding meaningful human oversight in
intelligence and security communities, can undermine account-
ability in human-AT settings (Wessels and Schuilenburg, 2025;
Zocholl et al., 2025; Soares and Grimmelikhuijsen, 2024). In turn,
if these socio-technical challenges are not properly addressed, they
risk eroding accountability within intelligence and security com-
munities; thus, the importance of humans-in-the-loop being
empowered to exercise effective control in AI-supported decision-
making (Johnson, 2026). In this context, Bode et al. suggest that
governance arrangements need to address humans-in-the-loop as
the ones retaining legal and moral accountability (Bode et
al., 2025).

The literature on algorithmic accountability increasingly suggests
that accountability in AI-supported environments cannot be under-
stood solely through traditional legal responsibility frameworks.
While traditional accountability scholarship emphasizes answerability,
responsibility, and democratic control (Schillemans, 2015; Bovens,
2010), recent work on AI governance shows that accountability also
depends on the interaction between human actors, organizational
rules, data infrastructures, technical systems, and institutional safe-
guards (Batool and Zowghi, 2025; Birkstedt et al., 2023; Mantymaki et
al,, 2022). In this sense, accountability in AI-supported settings is not
only a question of who is legally responsible after a decision has been
made, but also how organizations govern data acquisition, Al trust-
worthiness, explainability, human oversight, and the institutional con-
ditions under which AI outputs are produced and used (Bode et al.,
2025; Zocholl et al., 2025; Zowghi and Rimini, 2023). This reveals a
tension in the literature. On the one hand, some scholarship notes that
accountable AI primarily may be framed or understood through tech-
nical requirements such as robustness, accuracy, reliability, explain-
ability, and transparency (Zocholl et al., 2025; Constantino, 2025b;
Barredo Arrieta et al., 2019). On the other hand, broader AI gover-
nance scholarship emphasizes that accountability cannot be reduced
to technical design because Al systems operate within socio-technical
environments shaped by human judgment, organizational practices,
legal mandates, institutional cultures, data governance arrangements,
and power relations (Constantino, 2025a; Batool and Zowghi, 2025;
Birkstedt et al., 2023; Bodd, 2022; Miantymaki et al., 2022; Busuioc,
2021). This distinction is particularly important for intelligence and
security organizations, where Al systems are not deployed in neutral
settings but within complex environments shaped by secrecy, urgency,
uncertainty, national security mandates, and fundamental rights con-
straints (Wessels and Schuilenburg, 2025; Vogel et al., 2021; Menkveld,
2021; Omand, 2021, 2024).

The literature on AI governance and responsible data practices
suggests that accountability gaps may also arise earlier in the Al life-
cycle, including through unlawful or inappropriate data acquisition,

8 See also above at section 2.3.
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historical bias in training data, insufficient human oversight, and
dependency on external technological infrastructures (Europol, 2025;
Devanny and Dylan, 2023; Zowghi and Rimini, 2023). This means that
accountability, in the context of Al, cannot be treated solely as an algo-
rithmic problem, but rather as a broader governance issue encompass-
ing data, infrastructures, human factors, and other institutional
arrangements.

Yet the literature remains unexplored on how intelligence and
security practitioners themselves interpret accountability when AI
systems enter their complex environments. This paper addresses that
gap by exploring how democratic intelligence and security actors
understand accountability in AI-supported investigations and by
assessing how these perspectives extend the accountability principles
proposed by Constantino and Wagner.

2.3 Accountability principles in
intelligence and security domains

In Constantino and Wagner (Constantino, 2024, p. 7-8), we
identified several principles relevant to intelligence and security
work, including acting within duty, which refers to operating strictly
within the limits of the legal mandate or legal duty. Explainability
suggests that intelligence and security practitioners have an obliga-
tion to justify their decisions, particularly when working with data
and algorithmic tools. Necessity requires practitioners to justify
interference with fundamental rights, while proportionality requires
actions to be proportional to the threat. Record-keeping maintains
detailed documentation of operations, while Reporting provides
stakeholders with information on intelligence and security prac-
tices. Redress is framed as a means to amend errors. Continuous
Independent Oversight is a highly contested topic that is often
described as constant or near real-time end-to-end supervision.’
These principles serve as a sensitizing lens for analyzing our empiri-
cal findings, which examine intelligence accountability challenges
in the context of Al in intelligence and security investigations.

3 Methodology
3.1 Research design

Bovens argues that accountability can best be studied through
a qualitative approach because it is a social phenomenon that
cannot be quantified but rather requires an understanding of its
interpretation and social context (Bovens, 2010). Consequently,
this study adopts a qualitative approach to conduct explorative
empirical research focusing on intelligence and security account-
ability perspectives in the context of AI deployment for digital
investigations. As well as understanding how and to what extent the
principles of accountability outlined by Constantino and Wagner
are reflected in the practices of intelligence and security organiza-
tions when deploying AI systems for intelligence investigations.
Thus, prescribed by Bryman, semi-structured interviews were con-
ducted to enable participants to express their own viewpoints

9 Continuous Independent Oversight is the subject of a separate study in
our forthcoming work.
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rather than present the author’s perspective (Bryman, 2016).
Likewise, we conducted a literature review to gain a deeper under-
standing of the current state of AI and Generative Al in relation to
intelligence, security, and defense operations (von Soest, 2023;
Denzin, 2017).1°

3.2 Data collection

Von Soest highlights the importance of adding expert inter-
views since they are the observers and the mechanisms of policy,
allowing the opportunity to understand how “x” interacts with “y”
(von Soest, 2023). This approach allows establishing a connection
between prior knowledge and data collected (Bryman, 2016; Jones
etal., 2010).

We conducted purposive sampling of experts to allow informa-
tion richness in this complex topic (Schreier, 2018). As such, we
reached out to more than fifty (50) potential participants from NATO
allies, including Belgium, the United Kingdom, Norway, and the
Netherlands, receiving the most positive responses from participants
with Dutch representation. In total, we have interviewed twenty-two
(22) participants over three (03) months. According to Guest et al.,
saturation can be achieved as early as six interviews, when no new
information can be obtained through further data collection (Guest
and Bunce, 2006). However, there is no consensus on the exact
number of interviews required to reach saturation.

Our selection criteria for participants were based on countries
with similar democratic intelligence accountability and oversight
frameworks (Born and Leigh, 2005; Gill, 2020). To avoid bias, our
“Dutch” responses were triangulated with those from participants rep-
resenting Norway, the United Kingdom, and Belgium (von Soest,
2023; Bowen, 2009; Coleman, 1958). Similarly, to avoid potential
“echo chambers,” we combined practitioners from different organiza-
tions and perspectives, all with knowledge and or experience in topics
related to data-driven technologies, AL and intelligence and security
investigations (Modgil et al., 2024; Braun, 2023; Robinson, 2014; Noy,
2008). Our approach provides richness and diversity of perspectives
suitable for explorative qualitative analysis (Charmaz, 2021; Corbin
and Strauss, 2014).

Some participants decided to respond individually, while others
provided joint statements, as shown in our findings section. Our
research had ethics approval from the TU Delft Board of Ethics. The
questions presented during the interviews were open-ended, designed
to stimulate the conversation and allow participants to share their
views (Jones et al., 2010). The questions were developed based on dis-
cussions with our supervising team and on prompts from the existing
literature (Bryman, 2016).

Three (03) pilot interviews with participants from Australia, the
Netherlands, and the United Kingdom helped us refine our interview
protocol and hypothetical case scenario for actors with a more techni-
cal background." Following Rosson and Carroll in Sears and Jacko
(2003), we designed a hypothetical case study on deploying GenAl
systems in intelligence and security contexts to stimulate discussion
of our topic. The case scenario was constructed based on current
literature.

10 See below at section 4 "Al-GenAl systems for intelligence and security.”

11 See below "hypothetical case scenario.”
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TABLE 2 Overview of participants.

10.3389/fp0s.2026.1812399

Participant ID Jurisdiction Professional background Interview format
P1 Netherlands Intelligence and security oversight Audio recording
P2 Netherlands Academia intelligence and security studies Audio recording
P3 Netherlands Intelligence and/or security practice Audio recording
P4 Netherlands Data protection oversight Audio recording
P5 Netherlands National defense practice Audio recording
P6 Netherlands Strategic analyst AI-military Audio recording
P7 Netherlands Academia intelligence and security studies Audio recording
P8 Netherlands Digital rights advocate Audio recording
P9 Netherlands Academia privacy and digital rights Audio recording
P10 Netherlands Academia privacy and digital rights Audio recording
P11 Netherlands Academia intelligence and security studies Audio recording
P12 Netherlands Digital rights advocate Audio recording
P13 Netherlands Political actor Audio recording
P14 Belgium Academia intelligence and security studies Audio recording
P15 Netherlands Intelligence and/or security practice Handwritten
P16 Netherlands Intelligence and/or security practice Handwritten
P17 Netherlands Intelligence and/or security practice Handwritten
P18 Netherlands Intelligence and/or security practice Handwritten
P19 Netherlands Intelligence and/or Security Practice Handwritten
P20 Netherlands Intelligence and security oversight Handwritten
P21 United Kingdom Academia intelligence and security studies Audio recording
P22 Norway National defense practice Audio recording

Hypothetical Case Scenario: Al, Threats, and security.

Sky is a security and intelligence analyst. Today, Sky received intelligence
indicating that a malicious actor is preparing a sophisticated cyberattack within
the country. The malicious actor is leveraging a cutting-edge criminal Generative
Al (GenAI) model, known as WormX, trained on leaked darknet data to conduct
deep reconnaissance, actively mining leaked employee credentials, technical
documentation, and public infrastructure datasets to build detailed profiles of
personnel and identify vulnerabilities in the energy and healthcare sectors. It
remains unclear whether the threat actor is operating independently or as part of a
coordinated effort involving state or non-state entities.

At the same time, Sky is offered access to a GenAI-powered OSINT model, called
GenMax. It is developed by a third party and capable of accelerated data collection
and analysis, arguably enabling Sky to gain awareness and identify the malicious
actor. However, GenMax has raised concerns regarding privacy and data
protection, flawed recommendations, and unclear accountability mechanisms.

Time of the essence to prevent critical disruption of energy and healthcare

systems. How might Sky proceed in resolving this scenario?

3.3 Data analysis
Interview recordings from participants were transcribed for

coding and quote purposes. We utilized various recording methods,
including Cisco Webex, Voice Memos, Teams, and Zoom.

Frontiers in Political Science

Unfortunately, most of participant P13’ interview is missing due to
technical issues. The interviews lasted an average of ninety (90) to one
hundred twenty (120) minutes. Due to national security and clear-
ance measures, some interviews were handwritten; these interviews
were used as verbatim quotes. Thus, to avoid misrepresentation of
participants’ statements, we shared a draft of the quotes used in this
work with them. Similarly, given the specialized and sensitive nature
of the field, identifying personal and location-specific details has been
withheld to protect participant confidentiality. This approach is
coherent with social science literature and legal frameworks regard-
ing participants’ privacy (Crow and Wiles, 2008; Thorne, 1980). For
the reader’s benefit, we present below a table providing a general
overview of the participants included in this study (Table 2).

The semi-structured interview transcripts were analyzed in
ATLAS.ti using an inductive thematic analysis approach. Thematic
analysis is flexible and can be used in different contexts, which
involves extracting key themes that emerge from the data collected
by the researcher (Martinez-Buelvas et al., 2025; Braun, 2023; Braun,
2006; Driessen et al., 2024; Phillips and Hardy, 2002; Bryman, 2016).

Charmaz suggests that themes are essentially the same as codes
and that some grounded theory criteria can be applied in thematic
analysis (Charmaz, 2021). Given the exploratory and interpretive
nature of this qualitative research, we acknowledge the possibility of
researcher bias in data interpretation and theme construction. Thus,
to mitigate this risk, the coding process involved iterative comparison
across interviews, memo writing, triangulation across participants
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from different professional sectors and jurisdictions, and ongoing
discussion within the research team regarding theme development
and interpretation. Additionally, quotations used in this study were
shared with participants where appropriate to reduce risks of misrep-
resentation. The resulting codes were clustered into broader catego-
ries and subsequently developed into higher-order themes, including
Al-Data Governance Challenges, AI Trustworthiness Challenges,
Humans-in-the-loop Factors, and In-house Resources. The quota-
tions were selected as illustrative examples of our findings and
themes, which explain participants’ perspectives (Eldh and Arestedt,
2020; O’Brien et al., 2014).

Similarly, in practice, thematic saturation was assessed iteratively
throughout the coding process (Guest and Bunce, 2006). As interviews
progressed, recurring patterns emerged regarding AI governance gaps,
reliability concerns, explainability limitations, and human oversight
across participants from diverse professional backgrounds and juris-
dictions. After approximately the twelfth interview, additional inter-
views produced limited, substantially new thematic insights, suggesting
sufficient thematic depth for the exploratory purposes of this study.

We acknowledge that a limitation of this article may be the ano-
nymization of our sources and the use of handwritten recording
methods. Furthermore, while this study includes perspectives from
multiple NATO allies, the findings remain primarily grounded in
Dutch institutional and legal contexts. Accordingly, the findings
should not be interpreted as universally representative of all intelli-
gence and security organizations. Rather, the study provides explor-
atory insights into how accountability challenges surrounding Al are
currently perceived among democratic intelligence and security
actors operating within relatively comparable accountability frame-
works. In future research, the pool of participants could be expanded
to include other NATO countries, with particular interest in the cur-
rent geopolitical context and the future of the Rule of Law and the
International Legal Order.

We note other limitations of this study: participants devoted most
of their time to discussing AI-Data challenges, with very little atten-
tion to Al opportunities. Similarly, participants have lightly addressed
principles of accountability such as reporting, record keeping, propor-
tionality, and necessity (Constantino, 2024). These principles are still
to be empirically studied in more depth.

4 Findings

We present detailed research findings on the analysis of two main
themes in this study: “AI Challenges on Intelligence Accountability”
and “Intelligence Accountability Perspectives.”'*

4.1 Al challenges on intelligence
accountability

AT Challenges on Intelligence Accountability include (a) AI-Data
governance Challenges; (b) AI Trustworthiness Challenges; (c)
Humans-in-the-loop Factors; (d) In-house Resources.

12 The other main themes concerning our data analysis will be addressed in
two separate papers concerning intelligence oversight and a proposal to
manage the challenges and complexities from intelligence accountability in
the digital age.
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4.1.1 Al-data governance challenges

When asked about the potential risks or challenges of Al to intel-
ligence accountability,® we found that most of our participants were
less concerned about Al itself. For instance, P1 said that the main issue,
instead of Al, “is more about big datasets.* Participants’ responses were
more focused on data governance challenges and current AI gaps, such
as the lack of AI frameworks governing intelligence and security orga-
nizations. Participants identified data acquisition in the context of col-
lection and use of historical data, the impact on human and
fundamental rights, and data and technology sovereignty, as challenges
inherent to what we named “AI-Data Governance Challenges”

4.1.1.1 Lack of Al frameworks

Participants’ statements illustrate the pressing need for legal
frameworks governing Al in intelligence and security services. For
example:

“I think it does not really matter which type of Al system a security
and intelligence analyst uses here, because from a legal perspective,
there’s no policy in place there, so whatever is going to happen,
then let us say there is a violation because there’s personal data of
a person being used, which should not be used. Then it’s without a
legal basis because there is no clear legal framework; in a sense, the
State is acting arbitrarily, and then you do not even have to go into
a discussion of necessity and proportionality because it’s an arbi-
trary behaviour which then infringes on fundamental rights” (P9).

“If you want to make an analysis of a bulk data set and use Al to
ask the AL please make an analysis and who are the terrorists in
this data set? Then you have like a big thing, and you should create

new legal norms for that” (P7).

However, Dutch intelligence and security practitioners provided
alternative ways in which potential use of AI may be examined, for
example, having regard to data management practices or even ethical
decisions:

“The Act, Wiv 2017, is precise about data requirements, no matter
how you get the data... So under [the] current framework, Al is
not prohibited” (P17, P18, and P19).

“It can be helpful as well to work on your ethical competencies to
make the right decision and to think about what is right or wrong,
perhaps also in a situation where new circumstances arise, new
technologies arise, and the law might be outdated on that point or

might not give enough guidance on what to do. Then it could be

13 Note that as the question was explorative in nature, and some participants
were assisted with our hypothetical case scenario, some participants decided
to focus more on GenAl, while others dismissed the GenAl suggestion to
instead address on broad terms Al, which can include GenAl aspects, in accor-
dance with the definition of the European Al Act, Article 3(1): "Al system means
a machine-based system that is designed to operate with varying levels of
autonomy and... infers, from the input it receives, how to generate outputs
such as predictions, content, recommendations, or decisions that can influence
physical or virtual environments.”

14 Please refer to Table 1. Overview Participants’ Demographics.
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helpful to reflect on it from an ethical perspective... which does not
diminish the role of law, but can add additional support.” (P3).

4.1.1.2 Data acquisition

Although data acquisition or collection is a clear legal task con-
cerning the intelligence cycle, we found that P10 and P1 showed con-
cerns about “overenthusiastic” practices in collecting data, challenging
the basis for data acquisition:

“Since there’s more data that they [intelligence and security prac-
titioners] can find, I think there’s a risk that they may be over
enthusiastic in collecting too much because, yeah, it may be helpful
someday, and we saw that, for instance, in the Netherlands, where
the army started collecting loads of data online and monitoring
Twitter accounts, etcetera. Well, they did not have, to begin with,
the legal basis to do so, and I trust that they were well-meaning,
but yeah, I find that problematic.” (P10).

“With digital investing data-driven investigations, you have several
bulk datasets and you look for information in these several bulk
datasets and yeah, you have to think about. How do you acquire the
data? Is that lawful? But also how do you process that data?” (P1).

4.1.1.3 Data and technology sovereignty

Participants highlighted that another challenge posed by AI sys-
tems in intelligence and security work is the absence of mechanisms
to ensure that data and technology remain sovereign:

“If that technology is off the shelf, so maybe it’s not being developed
as a sovereign technology. What mechanisms are in place to ensure
that actually the other country that owns the data, but might not
own the company, that data can remain sovereign. Do we have the
right laws and governance mechanisms in place to ensure that data
is sovereign?” (P22).

“The problem with using external LLMs, generative Al or other
technologies is that if we do not control the data and the model,
then we will have issues with reliability and analysis” (P15
and P16).

“I think what they [intelligence and security communities] are
mostly interested in, also in managing their own resources, is to
make sure that whatever they do and interact with the system,
stays with them, so that they are not training a model that is not
infrastructure, which can be compromised by parties that they do
not want to have access to information that you know theres a
whole lot of things, to make sure that what happens there stays
there just from an infrastructure and organisational perspec-
tive” (P9).

4.1.2 Al trustworthiness challenges

Participants addressed algorithmic bias, historical data, black
boxes, reliability, including accuracy and hallucinations, and the
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explainability of AT models as a challenge to intelligence account-
ability. We framed this section as “AI Trustworthiness Challenges”

4.1.2.1 Algorithmic bias

Participants have suggested that biases integrated into AI systems
are a problem for intelligence and security accountability because they
can lead to false positives and false negatives, negatively affecting the
protection of fundamental rights and security:

“machines are biased because the algorithms have been shaped by
humans. So it is like, even the weakness of the machines are due to
the humans*® (P14).

“You get all these kinds of profiles, and with the use of these pro-
files, people who should not have been included or have not done
anything wrong will be included in search programmes or what-
ever, and then people who actually might commit a crime but are
not included in a profile because they are white or living in another
neighbourhood they are not seen at all, so its not working from
both sides” (P12).

“In a positive scenario, person A is bad, and if the computer says
‘no threat’, then that’s a huge problem, because the computer
misleads. How do you make it accountable? A machine cannot
be held accountable, but people we are accountable, people
cannot be replaced by a technology that takes over our account-
ability” ' (P16).

4.1.2.2 Historical data

When reflecting on cases of Al used by law enforcement and intel-
ligence agencies, P12 highlights that historical data can lead to
discrimination:

“when it comes to the use of algorithms or AI by the police, it is
historical data... you will find a lot of cases in which people
with a migrant background or people with colour or people
within certain neighbourhoods in the Netherlands are being
stopped or are being arrested or being suspect of a criminal
offences” (P12).

While participant P22 suggested that intelligence and security
operations cannot be solely based on historical data:

“If you think that the best way to train a model is on all your
historical data of military maneuvers or military activity. Well,
that does not necessarily tell you how to conduct future opera-
tions. Because it’s all historical data, is not it? And you do not
necessarily want to use that as your basis for future opera-
tions” (P22).

15 See below under discussion, the interconnection between human and
technical problems.

16 Statements from P16 also reveal further problems such as Al's accuracy
or reliability which will be discussed below.
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4.1.2.3 Black boxes

Participants addressed black box challenges in intelligence and
security accountability, highlighting the limitations in explaining
decisions:

“if you ask the model a question, and the answer comes from the
technology itself, which is a black box. So this kind of problem
affects explainability and reliability in human-Al interac-
tion” (P16).

“the same problem, compounded by the kind of black box, and
then it has consequences for real people. But these real people have
a big problem fighting whatever injustice can be done against them
because they do not know what happened because of this black
box.” (P8).

4.1.2.4 Reliability

Participants’ statements regarding ATI's hallucinations and accu-
racy are linked to reliability challenges, highlighting the consequences
to intelligence accountability:

“you have to ensure that the intelligence information is credible,
and if you use Al you need to focus a lot on accountability and just
to make sure that you have the right information which is not like
made by AI hallucinations or other Al algorithms that you cannot
trust” (P7).

“These [LLMs] outputs are to be checked by the practitioner, not
for drawing conclusions, because the technology is new and can
hallucinate and fill gaps. So LLMs or hypothetically GenAI cannot
be used for too high-level questions, as they are not good at
answering fundamental questions. So, you have to be careful about
what and where you use it for”" (P15).

“...things like ChatGPT, they put things down very authorita-
tively... So this is an issue of accuracy and this is an issue of just
like truthfulness.” (P6).

Lastly, P22 provided a rather pessimistic prediction about whether
these technical challenges may ever be solved:

“big companies that are developing, for example, these language
models. Every time they think that they are making headway, that
the language model will not, for example, hallucinate or will not,
for example, do this or behave in this way, they have not solved the
problem yet” (P22).

4.1.3 Humans-in-the-loop factors
Another issue we encountered was the role of intelligence practi-

tioners as willing humans-in-the-loop to counter or minimize the
above challenges from AI-Data Governance or Al Trustworthiness.

17 Note that this finding also relates to see below at ‘humans-in-the-loop
factors, particularly in intelligence and security work where it is argued that Al
cannot replaced the complex and refined work of intelligence and security
agencies.
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Humans-in-the-loop factors present Al awareness or literacy, and the
risks of relying on technology to offload work.

4.1.3.1 Al awareness and critical thinking

Participants have stressed the need for practitioners’ technological
awareness:

“Al is a tool to help with data processing. Thus, we need to
know the type AI and be aware of false positives and false nega-
tives... know how to use AI; knowing the Al techniques used to
develop the system... knowing what the system does.” (P17,
P18, P19).

“If the tools do not give you the probability, but simply say this is
the outcome, I mean, you have to take into account yourself that
such tools are fabulating.” (P2).

We observed that participants hinted at human agency in the con-
text of accountable practitioners (humans-in-the-loop):

“Part of the aspect of intelligence accountability is ethics in the use
of technology. For example, humans give computers instructions,
humans have the role of ethical sensemakers... In our work,
humans have to come up with conclusions and assessments, that
is also part of intelligence accountability” (P16).

“humans in the loop are part of the duty of care when working
with AL There should always be a human control.” (P17,
P18, P19).

Similarly, P8 and P15 stated that humans-in-the-loop need to
apply critical thinking against “seductive” Al systems:

“Sometimes there is too much trust in technology, and it’s like,
yeah, well, the system says that, the system gives this person a high
risk score... without looking at why this system is pointing out that
person, for example, or critically reflecting.” (P8).

“careful how you use the LLM model because the results of the
model look perfect, even the quality looks true, and the layout
looks true. So be careful because the model can be seductive to
humans.” (P15).

4.1.3.2 Overreliance and Al offloading

We found that participants such as P6, P8, and P16 shared their
concerns about the risks of AI overreliance and using AI to
offload work:

“A good practitioner needs to be as correct as possible; that is why
humans should not rely on technology... Relying on the model,
there is a possibility of a shortcut to the truth.” (P16).

“most people are just using it [AI] to try and ease off the load of,
like, their standard work, like the work that they already have, and
not necessarily use it as a tool for learning, but more just for
offloading” (P6).
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“it can be fairly relaxing if somebody else or something else tells
you what to do because you do not have to think about it yourself.
But then you can also question the value of this human in the
loop.” (P8).

We observed that among intelligence practitioners, academics, and
civil society, the concern is mutual about AI awareness and the vital
role of intelligence practitioners as accountable humans-in-the-loop:

“so hopefully for the next decade or two, analysis remains with
humans. It can be machine-supported, but it’s about engaging with
and working for a consumer in the dissemination...at the end of
the day, it’s like intelligence services and agencies are there for
humans by humans.” (P14).

4.1.4 In-house resources

Participants P2, P6, P14, and P22 all addressed the lack of
resources and dependency on external providers, which can open
back doors and challenge intelligence accountability:

“if you look at the Netherlands, a small community, a few thou-
sand people with a small budget, you know, there’s no comparison,
the Dutch intelligence budget, is in the hundreds of millions, I
imagine, not much more. Compared that to the budget of, I do not
know, Twitter or Elon Musk” (P14).

“the secret community is now still doing a few things themselves,
but it’s likely dependent of what happens in the public and in the
commercial sector... So, engaging with third-party providers would
depend on the level of trust.” (P2).

“geopolitics and the supply chain of AL it’s just so international...
to develop one system, so many different countries are involved
with phases... You have chips from Taiwan... and then they have
to fly to the United States. And then they end up in Germany, back
in Europe, like that kind of thing. And at any point, there could be
a back door that is built in.” (P6).

“we are connecting our operational technology with our informa-
tion technology, which means that potentially someone can hack a

dam... That’s pretty important, for national security” (P22).

4.2 Intelligence accountability perspectives

Participants provided their views regarding intelligence work and
satisfying accountability,' thereby allowing us to identify two major
perspectives: (a) security and fundamental rights dilemmas; and (b)
intelligence accountability in a digital age."”

18 Compare above with section 2.2.

19 Due to time constraints and the amounts of data from our interviews, in
this paper we only focus on those complexities related to the technology and
security and fundamental rights perspectives. In a separate paper we cover
other complexities such as regulation constraining intelligence and security
work; or power dynamics including external oversight and political interference
challenging the fulfillment of meaningful intelligence accountability.
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4.2.1 Security and fundamental rights dilemmas

Participants shared their feelings and perspectives regarding the
dilemma to protect national security while caring for human and fun-
damental rights:

“Our work is full of complexities, we have the duty of care to assess
probabilities of attacks, human factors, assess national security,
preserve the democratic order, and protect the security of the state,
so everything we do is an assessment.” (P17, P18, P19).

“Who's going to be held responsible if *** goes wrong?. When we
speak about national security, mistakes are not fine... In my phi-
losophy, we are trying to do the right thing... We are trying to
prevent disaster from happening... So you have a duty.” (P5).

“...the interests of an intelligence or intelligence service are. Let us
say they are in a tense relationship with fundamental rights... it’s
a great paradox” (P11).

“I think it’s important to expect priority of rights.” (P13).

“Sometimes, that is, we cannot have pure security, or we cannot
have maximum security and maximum human rights respect at

the same time. Its always in wherever we strike the balance” (P10).

4.2.2 Intelligence accountability in a digital age

There has been a broad discussion among participants about what
is expected and what it means to be an accountable intelligence prac-
titioner in a digital age defined by data and AL*

We observed that participants made a link between practitioners’
values and legal duties regarding the choices they make about data and
technology in intelligence and security investigations:

“...there are always choices about what kind of data is gathered...
So if we have different values, then this is only exacerbated by the
use of technology” (P8).

“In the service, we have a duty of care, for example... we need to
be careful with all data acquired during the processing... requests
us to process data in the correct manner” (P17).

“for example, GenAl for OSINT would require applying the duty
of care and creating a set of rules or safeguards for
humans” (P19).

“Conducting impact assessments is part of our duty of care, so
before buying an Al system we need to go through the explain-
ability of the system, checking for outcomes of algorithms and Al
impact on consequences on human rights, assessment if AI will
achieve the goals of the organisation; assess how would you use it
to check how important or will affect intelligence investigations.”
(P17, P18, P19).

20 Compare above with "Humans-in-the-loop Factors.”
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“if you deal with national security or defence, you have to take
measures to keep the information protected and secure because you
are dealing with state secrets.” (P1).

“...where is the data stored? How is it stored? How is it pro-
tected?. where are your servers located and how are they pro-
tected?” (P6).

Further information emerged regarding intelligence accountabil-
ity in the digital age. For instance, when asked, participants about
what can be done in cases of misuse of data or AI tools which may be
detrimental to national security and fundamental rights, we received
various responses such as “immediate sanctions” or “interventions” to
delete data unlawfully collected:

“there should also be immediate sanctions and measures. If some-
thing is not right” (P5).

“intervention[s] and the power to delete data” (P1).

“unlawfully detained data, it should be deleted.” (P8).
“Reporting and record-keeping internally is good to provide rea-
sons of proportionality. Record keeping and recording is good

because we can look back at why sometimes, or trace back deci-
sions.” (P17, P18, P19).

5 Discussion

We interpret the findings of the previous sections in light of
the background provided in section 2, including Constantino and
Wagner’s conceptual framework on intelligence accountability. In
particular, accountability appears increasingly challenged through
socio-technical interactions involving data governance arrange-
ments, Al reliability assessments, limitations in explainability, and
human oversight capacities. Al systems appear to intensify the
practical importance of principles such as acting within duty and
explainability, while simultaneously exposing practical account-
ability gaps concerning data sovereignty, algorithmic opacity, and
overreliance on automated outputs. Our findings, therefore,
extend Constantino and Wagner’s framework by illustrating that
accountability in AI-supported intelligence environments is not
exercised solely through legal compliance, but also through con-
tinuous socio-technical judgment regarding data quality, AI trust-
worthiness, and meaningful human oversight.

Accordingly, the findings suggest that accountability in
Al-supported intelligence investigations is not merely a question of
assigning legal or moral responsibility. Rather, accountability increas-
ingly depends upon the continuous capacity of practitioners and orga-
nizations to critically evaluate, govern, supervise, and contextualize
Al-generated outputs within broader approaches, including demo-
cratic, moral, and legal safeguards.

The findings also engage with broader debates concerning the
so-called “responsibility gap” in AI governance. Although partici-
pants acknowledged that AI systems may generate unreliable,
biased, or opaque outputs, they consistently rejected the idea that
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accountability could be delegated to machines themselves. Instead,
participants reaffirmed the continuing responsibility of human
practitioners and organizations to exercise judgment, verify AT’s
outputs and intervene.

In this respect, the findings strongly suggest that intelligence and
security practitioners remain accountable regardless of the technology
in use, though, due to the nature of technological development in the
digital age, this accountability is challenged by various socio-legal-
technical factors.

5.1 About Al-data governance gaps

Consistent with the literature, we found that participants, such as
P9, are aware that the lack of legal frameworks governing Al systems
in intelligence and security organizations is a challenge to intelligence
accountability in the execution of their tasks (van der Constantino and
van der Linden, 2025). However, participants have suggested that, as
Al deployment is not currently prohibited, AI use may therefore be
governed by current data and algorithmic management arrangements,
imposing a legal duty on practitioners to handle data with care. We
observe that at least for Dutch practitioners, the focus of their account-
ability is centered on data practices, currently legislated under the Wiv
2017, regardless of the technology. This perspective also reveals their
awareness of the importance of upholding accountability principles,
such as “acting within duty”

Additionally, to address current legal gaps in AI deployment
within intelligence communities, it may be helpful to reflect on and
implement ethical practices that support intelligence accountability,
as P3 suggests. This perspective moves beyond legal accountability.
Rather, this view is more consistent with a moral or ethical side of
accountability, which seeks to hold public servants accountable (van
Puyvelde, 2025; Constantino, 2024, p. 19-21; Bovens, 2010; van
Buuren, 2009).

We identify that AI governance also includes data acquisition
practices, with participants’ perspectives stressing “how” and “what”
data is acquired. The digital age allows for harnessing large data
streams, which can be helpful to intelligence and security work
(Cayford, 2018; Omand, 2024). However, as our participants sug-
gested, it is important not to be “overenthusiastic” about data acquisi-
tion or processing, and to consider “necessity” and “proportionality”
principles.

Concerns related to data and technology sovereignty affecting
intelligence accountability are also part of AI-Data Governance
Challenges. Participants have stressed that, in intelligence and security
work, it is necessary to preserve data generated by AI models built by
external actors to ensure that the data and the technology remain sov-
ereign. Data and technology sovereignty may be undermined by tech-
nological and financial constraints, pressing intelligence and security
organizations to outsource technology to other actors, challenging the
integrity of national security secrets and accountability (P6, P22).
These concerns align with the literature, which suggests that intelli-
gence work is so delicate that, in most cases, it requires secrecy to
protect sensitive information, or else national security may be com-
promised (Bellaby, 2021). Thus, preserving data and technology sov-
ereignty in the undertaking to protect national security and other
fundamental rights at stake suggests being part of intelligence
accountability.

In anticipation of our next section, it is worth noting that, despite

» <«

boxing our themes as “AI challenges,” “Trustworthiness Challenges,” or
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“Human Factors,” these challenges are not mutually exclusive. Rather,
as our interviews reveal, these challenges are intertwined. Thus, one
of the most significant findings of this study is that participants fre-
quently framed accountability challenges less as problems originating
from Al itself and more as problems rooted in data governance prac-
tices surrounding Al systems, such as bulk data acquisition, historical
datasets, legality of collection practices, and effective human oversight.
This finding is important because it suggests that accountability
debates in intelligence and security contexts should not narrowly
focus on algorithmic systems in isolation. Rather, AI accountability
appears deeply interconnected with broader questions concerning
data governance, lawful data acquisition, storage practices, infrastruc-
ture dependency, and effective human control over information flows.
Accordingly, our findings suggest that intelligence accountability in
the context of Al systems supporting investigations may be better
understood as a broader socio-legal-technical governance problem
rather than solely a technical problem of algorithms.

5.2 About Al trustworthiness challenges

We observe that AT Trustworthiness requires addressing problems
arising from algorithmic bias, historical data, hallucinations, black
boxes, accuracy and reliability, which will challenge intelligence
accountability. Consistent with the literature, the responses from par-
ticipants P14 and P8 indicate that algorithmic bias is not only a
machine-inherent problem but also a human one, underscoring that
human bias can be replicated across the digital ecosystem (Europol,
2025). As observed by our participants, machine bias can be a problem
when the algorithms produce incorrect results, for instance, leading
to false positives or false negatives in investigations. Using historical
data to train a model to predict future operations can deceive and
weaken intelligence and security organizations and may harm the fun-
damental rights of innocent people, undermining intelligence
accountability (Busuioc, 2021; Casaburo, 2024; Taddeo et al., 2021).

AT’s black boxes also challenge accountability for intelligence by
undermining practitioners’ ability to provide meaningful explanations
of AT outputs and organizational decisions (Sroka, 2024; Zocholl et al.,
2025). Thus, from our participants’ responses, we identify that the
principle of “explainability” appears necessary and relevant to intelli-
gence accountability when working with Al tools (Constantino, 2024).

The above-discussed challenges amount to AI systems being
regarded as unreliable or untrustworthy (Bianco et al., 2025), which,
of course, is not very beneficial to intelligence and security work, par-
ticularly when the stakes are high and mistakes are unforgivable
(Sutcliffe, 2011). AI trustworthiness issues cannot be confined to the
technology itself, as if the “machine” were to be held accountable
(Constantino, 2025a). Rather, the discussion naturally leads to human
factors considerations.

5.3 About humans-in-the-loop factors

Participants’ remarks about practitioners needing AI awareness,
including knowledge of AI techniques and an understanding of AI
systems’ capabilities, are consistent with the literature on Al explain-
ability, suggesting the need for human overseers who can effectively
understand AT’s outputs (Zocholl et al., 2025).
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Moreover, meaningful humans-in-the-loop are those humans
who retain agency and do not delegate it to an Al system (P6).
These perspectives are consistent with the literature’s warnings
against overreliance and the call on humans-in-the-loop to exer-
cise meaningful agency (Bode et al, 2025; Johnson, 2026).
Participants have noted that relinquishing human agency risks
missing out on truths, challenging the practitioners’ responsibili-
ties to be “as correct as possible” (P16) so as to prevent disastrous
effects to national security (Vogel et al., 2021; Menkveld, 2021). In
turn, intelligence accountability for “acting within duty” may be
challenged if human practitioners delegate or relinquish their
agency to AL

Further, effective humans-in-the-loop in intelligence and security
settings are vital because intelligence practitioners are the only ones
with the capacity to provide sensemaking; machines cannot do so
(P15). This approach is consistent with the literature regarding intel-
ligence work (UK Ministry of Defence, 2023; Omand, 2021). Thus, we
observe the necessity of retaining and encouraging effective humans-
in-the-loop in intelligence and security communities, as they have the
skills to deliver refined intelligence outputs (P14). We must remain
aware that, when shifting tasks from humans to AI systems, we may
risk losing refined expert knowledge (Howells, 1996; Nonaka and von
Krogh, 2009; Sternberg, 2024).

Lastly, we observe that humans-in-the-loop who do not possess
Al literacy, or who constantly rely on AI outputs, risk being unable to
provide explanations in the course of their undertaking, in such cases
this limitation can challenge people’s fundamental rights who have the
right to an explanation about how or why they ended up being inves-
tigated by intelligence and security services (Alon-Barkat et al., 2025;
Sroka, 2024).

5.4 About intelligence accountability
perspectives

Participants have addressed broader perspectives on accountabil-
ity work, highlighting the dilemmas involved in everyday intelligence
and security practice, such as making assessments in the best interests
of national security and fundamental rights, while recognizing that
mistakes are not acceptable in their work (P17, P18, P19, P5). These
dilemmas are consistent with the literature acknowledging complexity
in high-stakes environments (Omand, 2021; Overeem in Kowalski,
2017; Babuta et al., 2020; Menkveld, 2021; Vaage, 2023). These broader
perspectives suggest that practitioners’ duties are not confined to
national security but also extend to protecting fundamental rights.
These perspectives suggest that intelligence practitioners are always
faced with a tension between national security and fundamental rights
(P11), so there cannot be a “maximum security and maximum human
rights at the same time” (P10). Rather, it will require making assess-
ments to find an appropriate balance that can satisfy these necessities.

In a narrower sense, intelligence accountability in the digital age
makes us aware that practitioners and organizations will have to make
choices based on their values, and technology use will play a role in
these decisions, ultimately with consequences on national security and
society (P8; Méantymiki et al., 2022; Birkstedt et al., 2023; Burdon,
2019). For example, OSINT tools leveraging AI will require the cre-
ation of frameworks to safeguard humans, which is part of the duty of
care of intelligence and security organizations (P19).
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Thus, we can observe that the intelligence accountability per-
spectives described by participants as a complex dilemma between
choices and consequences can be linked to the literature on
accountability, which suggests a constant interaction between
“actor” and “forum,” resulting in constant explanations for decision-
making (Bovens, 2010). Similarly, when addressing complexities in
intelligence work, we identify at least two layers of complexity in
(Dutch) intelligence accountability: (a) the inherent duty to protect
national security from threat actors; (b) the duty to manage data
and technological deployment in a proper manner, for instance, in
a way that does not unlawfully violate fundamental rights. That is
not to say that these layers of complexity are exhaustive.”'

Based on our participants’ accountability perspectives, we note

» «

that “redress;” “reporting,” and “record keeping” appeared in the inter-
views but were less dominant than the other principles discussed
above (Constantino, 2024). For instance, “redress” may be identified
as “sanctions and measures if something is not right” (P5), or “data
destruction” in cases of “unlawfully detained data” (P8). On the other
hand, “reporting” and “record keeping” are seen as enablers that

require practitioners to motivate and trace decisions (P17, P18, P19).
5.5 Final remarks

It is worth referring to “In-house Resources” for two main rea-
sons. Firstly, if AI tools are outsourced to third parties, effective or
meaningful intelligence accountability may be constrained because
intelligence organizations may be subjected to third parties” will-
ingness to foster accountability. This matter is worth further
empirical study. Secondly, if the aim is to foster intelligence
accountability, we are inclined to think that regulating third par-
ties is also appropriate; whether the European AI Act will do so
remains to be tested. For now, it may be preferable to identify fea-
sible solutions that would allow intelligence communities to open
black boxes, enabling, for instance, the application of explainabil-
ity principles to foster intelligence accountability.

In turn, this reflects that intelligence accountability, in the con-
text of our topic, is complex because it depends on a range of factors,
such as socio-legal and socio-technical arrangements across the
entire Al chain. Importantly, accountability does not shift from
humans to machines. Rather, the findings reinforce that human
actors remain legally and morally accountable, while evolving tech-
nologies such as AI systems will challenge the operational conditions
under which accountability must be exercised. From our research
findings and analysis, we observe two main underlying constraints
in meaningful intelligence accountability, which are related to the
literature about socio-technical systems (Patriarca et al., 2021),
that is:

a. Human Factors: meaning Al literacy and willingness to per-
form human-in-the-loop tasks.

b. Technology Constraints: including data-AI governance, tech-

nology trustworthiness, and financial resources to keep in-

house technology

These socio-technical challenges to intelligence accountability
are not to be treated or read in isolation. These challenges also
require attention to legal frameworks. Thus, we may argue about

21 See above at 2.1 “Intelligence and Security Complexities.”
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socio-legal-technical challenges in intelligence and security

accountability.

6 Conclusion

Our goal was to conduct exploratory research to understand
intelligence and security actors’ perspectives on accountability in
the digital age, with particular emphasis on Al. Some participants
opted to address Al in general terms, while others focused on more
specific examples, such as GenAI or OSINT Al-powered. We submit
that the examples do not alter our findings on intelligence account-
ability perspectives in relation to human-machine interaction, as
the study is not centered on computer science technicalities.

We found that almost all our participants expressed concern
about data-AlI governance, challenging national security and the
protection of fundamental rights. Despite the lack of a current tai-
lored AI framework, some intelligence actors suggested that no
matter the technology, the core issue is data governance shaping Al
development and deployment. Participants strongly identified data
management practices and technology use as closely linked to their
duty of care. Although, as noted above, Al systems offer opportuni-
ties to intelligence and security work, participants addressed Al
trustworthiness challenges, including reliability, accuracy, bias,
black-box models, historical data, and hallucinations. Moreover,
participants have addressed Humans-in-the-loop Factors as both
potential constraints and enablers of intelligence accountability,
highlighting practitioners’ duty to serve as critical sense-makers. In
any case, participants seem to agree that intelligence practitioners
have a duty of care regarding data handling and the use of technol-
ogy during their investigations. This view supports our argument
that agency should remain with humans and that accountability
cannot be shifted from humans to machines or algorithms.

Opverall, participants addressed intelligence accountability in the
digital age as a complex task that requires assessing components such
as protecting national security, proper data and technology manage-
ment, and consideration of fundamental rights. In relation to
Constantino and Wagner’s principles of accountability, we found that
participants’ perspectives were heavily focused on “acting within duty”
and “explainability” (Constantino, 2024). Other accountability prin-
ciples, such as “proportionality” or “necessity;” were scarcely present
during the interviews.

Intelligence accountability is a socio-legal-technical problem which
requires policy considerations. For instance, implementing a holistic
review of the current arrangements, including accountability of intelli-
gence practitioners, oversight bodies, private actors, and state actors, to
protect societal interests. Future work can investigate options and formu-
late strategies to manage these socio-legal-technical challenges.

In answering our research questions, we found that democratic
intelligence and security actors interpret and respond to accountability
challenges posed by Al tools in much the same way. Despite our par-
ticipants’ diverse backgrounds, their responses indicated that intelli-
gence accountability, in the context of Al, relates to how practitioners
use and manage data and technological tools to navigate data, while
paying attention to core duties to protect national security and uphold
human and fundamental rights. Thus, our semi-structured interviews
revealed that Al itself does not represent a challenge to “intelligence
accountability” Rather, intelligence accountability in the digital age
to issues

extends such as data governance, technological
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trustworthiness, human factors, and adequate resources. Ultimately
practitioners are accountable, yet socio-legal-technical constraints will
challenge effective intelligence accountability in the digital age.
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