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Abstract

Industrial control systems (ICSs) are used widely throughout the world for the control of
large, complex industrial plants and consist of the entire setups of control system including
sensors (inputs), PLCs (Programmable Logic Controllers), actuators (outputs) and commu-
nication devices. The communication between these ICS devices is performed using industrial
communication protocols such as Modbus, EtherCAT, etc. With the advancements in the
use of the internet, ICS are being enabled to share real-time information over the internet
worldwide. While these features make the ICS more accessible for remote supervisory con-
trol, they also make them vulnerable to cyber-attacks. This makes it the need of the hour to
investigate risks and impacts of cyber attacks on ICS.

Generating, injecting and testing cyber attacks on real world ICS, controlling critical infras-
tructure will involve several financial risks and safety issues. This gives rise to the necessity of
an ICS testbed, with the ability to inject and test cyber attacks, in a safe and secure environ-
ment. A testbed provides a cheaper alternative for testing impacts of cyber attacks and also
offers more flexibility to simulate multiple industrial scenarios. Together, these aspects form
the core reasons behind the requirement of an ICS testbed. As the real world ICSs are often
costly and specialised for industrial usage, there are not many research laboratories around
the world with the availability of a testbed to study cyber attacks. Therefore, this Master
of science thesis, through its primary research question, investigates if a cyber-attack testbed
can be built in the NERD lab at Delft University of Technology (TU Delft), which is able
to replicate a real-world ICS network to identify and test vulnerabilities of ICSs working on
Modbus protocol to cyber-attacks?

To answer this question, this report studies the vulnerabilities in ICS working with Modbus
protocol. A novel design for an ICS testbed for generating and testing cyber attacks at
NERD Lab in TU Delft is presented during this thesis. The proposed testbed utilizes real
world ICS components such as Programmable Logic Controller (PLC) and Human Machine
Interface (HMI), combined with a plant simulator, which is used for simulating an industrial
process. The testbed utilizes a Linux based attack PC to generate and inject various cyber
attacks. A virtualization platform connects the attack PC to the ICS network, giving the
flexibility of injecting attacks on the testbed, without the attacker being physically present
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on the plant site. With the use of real world ICS, the testbed therefore allows to replicate a
typical ICS scenario in the real world industry.

Further, a simulated version of the actual testbed, with open source softwares, mimicking the
ICS systems has been developed in this report. This simulated version provides a cheaper
and flexible platform to perform initial testing on the working of the testbed and checks
the feasibility of the actual testbed. The testbed simulates a plant, controller and HMI in
Matlab/Simulink on different physical PCs, which communicate with the Modbus protocol.
An attack PC with a virtualization environment has been used to launch cyber attacks on
the simulated testbed, same as that to be used in the proposed testbed at Delft University
of Technology. Two main types of cyber attacks namely, Man-In-The-Middle (MITM) and
Denial-of-Service (DoS) attack have been successfully implemented on this simulated testbed.
To conclude this thesis, advanced versions of these attacks have also been developed and their
impacts have been analysed.
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Preface

The idea for this Masters thesis came into existence while I was discussing my background of
working in the process control industry with my professor Dr. Riccardo Ferrari. In September
2020, he suggested an idea of working on cyber-attacks on industrial control systems and it
instantly grabbed my attention.
I am an instrumentation and control engineer by background. Before pursuing my Masters
in systems and control at TU Delft, I had been working full time as a controls engineer at
Honeywell Automation India Ltd. During my job, I had worked extensively on the indus-
trial control systems i.e. ICSs and implemented these ICS such as PLC, HMI for control of
chemical plants and refineries. Most of these plants contained some or the other hazardous or
inflammable materials and ensuring their safety was always of paramount importance. The
inevitable threat of cyber attacks on these ICS was discussed frequently during the job, yet,
it was not studied methodically and lacked enthusiasm amongst the industry to attain con-
ceivable results.
During my Masters, I learned in depth about control systems and their design and related
this well with my industrial experience. This motivated me to combine my professional work
experience with the the theoretical knowledge of control system by studying this topic of
cyber security in industrial control systems. I consider myself lucky that I could work with
Professor Riccardo on this subject and use his valuable experience, without which it would
not have been possible to explore this uncharted territory.
I hope this thesis gives the reader, those with technical as well as non-technical background,
a clear idea about the threats posed by cyber attacks to our lives and in the hope that the
industry dives into this topic with deep emphasis.
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Chapter 1

Introduction

From the mid-1970s, Industrial Control Systems (ICS) are at the core of every automated
industrial factory throughout the world. Even the newest advancements of industrial robots
supporting huge assembly lines depend on these ICS for reliable functioning and control.
An industrial control system (ICS) is a broad class of automation systems used to provide
control and monitoring functionality in manufacturing and industrial facilities.[14] ICS include
every component needed for the automated operation of such an industrial facility or plant.
Therefore, a typical ICS comprises of sensors, controller, actuators, as well as the networking,
communication, data storage and backup devices working together in the industrial setting.
At the very core of these ICS is a Programmable Logic Controller (PLC).

ICS differs from the standard control systems in the sense that they are rugged in their use.
ICS are essentially used when the processes to be controlled have complex logic and involve
heavy, costly machinery. ICS also differ from the standard control systems as ICS are built
to perform in stand-alone mode continuously for 24 hours of the day. ICS also combines
various control loops such as input signal, output signals, controllers, switches and present
a single unit, easy-to-modify approach to deal with complex control plants. These are the
reasons that ICS are widely used in almost every control system plant, over various domains
throughout the world.

As mentioned above, continuous availability and time critically are important aspects of ICS.
[15] To ensure these factors in communication between ICS devices, specially devised indus-
trial communication protocols are used. Some examples of these industrial communication
protocols are Modbus, EtherCAT, Profinet. The main aim of these protocols is to provide
fast and reliable communication for accurate operation of industrial plants. Some of these
industrial communication protocols such as Modbus, was developed in the 1970s and is still
widely used in the industry. At the time when this protocol was developed, access and us-
age of internet was limited and therefore, the risk of hacking such a communication between
ICS components remotely was limited. Hence, the risk of cyber attacks on these ICS was
trivial and the threat level was at a minimum level. Therefore, the industrial communication
protocols developed in the early era of ICS did not focus much on the security part of the
communication, focusing more on ensuring reliable and fast communication. As ICS are used
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2 Introduction

for control of critical infrastructure, these industrial communication protocols are developed
with the focus on system availability, while confidentiality in communication within ICS de-
vices occupies lower priority.[16] Due to these vulnerabilities in communication, ICS are facing
a grave risk of cyber attacks in today’s world.

To identify the reasons which increase the risk of cyber attacks in today’s world, we compare
the ICS scenario in the early stages of ICS development with a typical scenario observed these
days. In the early days of the industrial revolution using PLCs as ICS, the sensor-controller-
actuator networks would use only local networking protocols working in a master-slave con-
figuration. However, with the advancements in the use of the internet, newer techniques like
Industrial Internet-of-Things (IIoT) 1 and Big Data 2 are becoming essential aspects of ICS.
The ICS are therefore no longer only used in isolated networks but are connected to LAN
networks on the enterprise level and to the internet to get access to real-time data anytime,
anywhere.

Figure 1-1: Ideal air gap separation between industrial and business networks [1]

Figure 1-1 portrays two traditional older scenarios of ICS networks. The business network
1The industrial internet of things (IIoT) refers to interconnected sensors, instruments, and other de-

vices networked together with computers’ industrial applications, including manufacturing and energy man-
agement. This connectivity allows for data collection, exchange, and analysis, potentially facilitating improve-
ments in productivity and efficiency as well as other economic benefits. https: // en. wikipedia. org/ wiki/
Man-in-the-middle_ attack

2Big data is a field that treats ways to analyse, systematically extract information from, or otherwise deal
with data sets that are too large or complex to be dealt with by traditional data-processing application software.
https: // en. wikipedia. org/ wiki/ Big_ data
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shown here is the internet network to which all the office computers, laptops and other
communication devices are connected. It is easily accessible to any user who is logged in via
any computer or laptop on that network. In this traditional scenario, the ICS devices such
as PLCs do not possess the abilities to communicate via internet. Therefore, they are not
connected to this business network having internet access. This creates a physical separation
ie. physical gap between ICS and the enterprise network. This physical gap makes it difficult
if not impossible to penetrate to the actual control system networks without physical access
to the network. In the right-hand side scenario in figure 1-1, the ICS network is connected to
the business network but there is only an unidirectional flow of information from the ICS to
the business network. This makes it difficult to harm the control system by a cyber attack.
Therefore, in this ideal case, the risk of cyber attacks is reduced to a minimum level. But, as
explained earlier, this is rarely the case in today’s world of IIoT and data processing.

Figure 1-2: Actual scenario of interconnection between industrial and business networks [1]

This realistic case of ICS network in today’s world can be observed in figure 1-2 which shows
a typical ICS setting where control systems share data in a bidirectional manner with the
business level network. This network is connected to a public server. This network topology
makes it easier for an attacker to penetrate the actual control system of the plant remotely.
The newer wireless sensor networks decrease this air gap further down as they use WiFi
and wireless protocols based on the internet for communication. These developments have
increased the risk of cyber-attacks on the ICS tremendously. With easy access to the plant
networks, the treat vectors for cyber attacks have increased and that has increased the prob-
ability of cyber-attacks. Along with this, the cyber criminals are constantly working to make
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4 Introduction

these attacks more effective with higher penetration levels.

Cyber attacks on ICS and case study

Cyber attack is a term that has become an integral part of our vocabulary and is used
widely. Different definitions of cyber attack exist and they all point in the same direction. In
order to maintain uniformity in the context with this report, cyber attack is defined as "any
operation, whether in offence or defence, intended to alter, delete, corrupt, or deny access to
computer data or software for the purpose of (a) propaganda or deception; and/or (b) partly
or totally disrupting the functioning of the targeted computer, computer system or network,
and related computer-operated physical infrastructure (if any); and/or (c) producing physical
damage extrinsic to the computer, computer system or network." [17]

As discussed earlier, there exist many vulnerabilities in the ICS components and industrial
communication protocols, which make ICS networks vulnerable to cyber attacks. Attackers
have been exploiting these vulnerabilities from the decades to launch cyber attacks on cyber-
physical systems controlled by these ICS creating vast impacts. To understand the extent of
these cyber attacks and their impacts, a detailed research was conducted and its output is
displayed in figure 1-3.

Figure 1-3: Major cyber attacks on ICS

Figure 1-3 presents major, historic cyber attacks on ICS and the hazards that they caused. A
key list of these cyber attacks [18],[19],[20],[21],[22],[23],[24],[25] was created along with their
impacts and presented in a timeline format in figure 1-3. These cyber attacks were injected
on various ICS systems and components such as Supervisory Control and Data Acquisition
(SCADA), PLC, etc. Their hazardous impacts ranged from shutting down a plant for hours to
causing an explosion in oil pipelines. We will now discuss one of the most important and most
impactful of these cyber attacks i.e. the Stuxnet cyber attack on Iran’s Nuclear Program.
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Stuxnet attack that disabled Iran’s Nuclear Program :
Stuxnet was the first well-studied cyber-attack on an ICS. The attack was launched on Iran’s
Natanz uranium-enrichment facility in 2010. The core control of the nuclear centrifuges was
dependent on Siemens PLCs network running on Siemens Step 7 software. This software
executed the control logic for the control of centrifuges. The Stuxnet malware cyber-attack
infected the entire control system of the nuclear plant and is reported to have damaged one-
fifth of nuclear centrifuges at the facility. This attack set the nuclear program of Iran on a
back foot by a couple of years.[26]

Stuxnet malware was introduced through an auto-execution removable drive and also could
have been introduced through any device connected to the plant’s Local Area Network (LAN).
This attack exploited network protocols vulnerabilities to get access to the Siemens Step 7
PLCs. Stuxnet performed an auto scan to identify the PLC software, and once it found a
precise configuration of Siemens Step 7 PLCs, it modified the entire ladder logic code running
on the PLC while suppressing other alarm notifications. Once the code was loaded on the
PLC, the hidden ladder program was executed, creating malfunctions in the operations of the
nuclear centrifuges. The attack was so advanced that it even intercepted the communication
between PLC and Human Machine Interface (HMI) running on the industrial network and
altered these messages to show no alarms, warnings or faults on the HMI where the human
operator was located.

This attack used the following three access points or pathways as the points of attack.

• Infected USB drive to get physical access to any system on the plant network

• LAN communication over Transmission Control Protocol (TCP)

• Infected Siemens Step 7 software file

This attack demonstrates the real threat of cyber attacks on ICS. The attack opened the eyes
of authorities and cyber-security experts worldwide, showing them that ICS are not immune to
cyber-attacks. Instead, even a simple cyber-attack on ICS can produce unimaginable financial
and human life loss. One can only imagine the devastating effects if such an attack is ever
launched on a nuclear power plant such as Chernobyl. Therefore, studying, analysing and
preventing cyber attacks on ICS has gained tremendous importance within the last decades.

Global market share of ICS

Being the industrial controller in the ICS, PLC is at the core of the ICS network. According
to the report of "Industry Research" [27], the global PLC market attributed to US$ 12.9
billion in 2020 and the market size is projected to grow to US$ 15.940 billion in the coming
five years. Europe region indeed leads the share of this PLC market. These figures show
the vast investments in these control systems and the high financial risk associated with
them, as they are deployed for automated control of large plants and manufacturing units.
Moreover, many of these plants use PLCs to control critical infrastructures such as boiler
control, nuclear reactor control, etc. Failure in the operation of a single PLC control loop
can thus incur substantial financial and infrastructural losses and, in the worst case, can
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cause human causalities. Therefore, the safety of these ICS systems is a matter of paramount
importance.
From the discussion till now, it is clear that massive financial losses as well as human life
dangers have been caused by various cyber attacks on ICS in the past decades. This threat
of cyber attacks only increases in today’s world, where ICS are increasingly being connected
to internet, making it easier for the attacker to target them. Before we can invent preventive
algorithms against these cyber attacks, it is hence important to identify the root causes of
these attacks.
As explained in the above chapter, cyber-attacks exploit the vulnerabilities in the communi-
cation network to which the ICS are connected. ICS devices such as PLCs interact with each
other via industrial communication protocols such as Modbus, Profibus, Profinet and many
more. Therefore, in order to gain more insights into the cyber attacks, their causes and their
impacts, we need to analyse these communication protocols and identify the vulnerabilities
in network communication. In order to analyse ICS with these industrial protocols, we need
to plan and perform experiments on such devices. Only after such careful experimentation
can we determine the extent of cyber threats, quantify the risks associated with them and
propose protection strategies to against these cyber attacks.
However, conducting such experiments for injecting and testing cyber attacks on ICS im-
plemented for control of critical infrastructure is not practical, as that will involve several
financial risks and safety issues. To give an example, suppose we want to test cyber attacks
on Siemens control systems controlling the nuclear plant (as in the Stuxnet example above).
To analyse the risks of cyber attacks, we will need to develop, inject and test impacts of
cyber attacks on these systems. But, these tests can not be performed on the live plant as
that can cause irreversible changes to the plant state and endanger human lives. This gives
rise to key problem in research of cyber security for ICS. This key problem is the lack of
proper infrastructure to test cyber attacks on ICS in a secure and safe environment, while
still producing accurate real-world results. [28], [29] This problem is addressed, by using the
approach of a testbed built with ICS, for cyber attack generation and testing.
In research culture, testbed has various meanings. Testbed definitions range from a prototyp-
ing environment, to a demonstration capability, to a training facility. However, in this report,
we define testbed as a controllable cyber environment that enables experimentation.[30] As
mentioned in the above paragraph, the key problem in the research of cyber security of ICS
is the lack of secure and safe environment. If we are able to build a testbed which utilizes
the same infrastructure as that of the real world, but at the same time, ensures safety of
equipments; this will lead a way in opening doors for fundamental research in cyber security.
Such a testbed would provide multiple advantages over a real-world system.

1. A cyber attack testbed for ICS would provide a safe and secure environment where
cyber attack can be tested without the risk of financial and human life losses.

2. If the testbed is created with using relevant real world ICS components such as PLC,
HMI and using industrial communication protocols, then the testbed will be able to
replicate the real-world ICS scenario, producing accurate results for cyber attacks.

3. A testbed would prove to be a cheaper alternative over real-world industrial plant, as
it would cut costs for long cables, control cabinets and cost for installation of higher
safety level equipments, required in an actual industrial plant.
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4. Building the testbed in a laboratory provide more flexibility as it will allow us to recreate
multiple ICS scenarios with different levels of complexity using the same ICS devices,
which would not be possible in industrial setting. As the testbed would be located in a
laboratory with all ICS devices at one place, it will be easier to reprogram the devices
then on the industrial plant.

5. Using a testbed with real-world ICS devices to test cyber attacks would prevent the
downtime in the actual plants, functioning over ICS.

In the discussion above, the need for following testbed approach for cyber attack analysis on
ICS is clearly explained. We also discussed several key advantages of using a testbed approach
for this. From this discussion, it becomes clear that developing and utilizing a testbed with
ICS devices is the preferred approach for their cyber attack analysis, as cyber attack can not
and must not be injected on a live plant controlled by ICS. From our research, very few of
such testbeds actually exists currently in the world. Most of these testbeds [8], [9], [11], [12],
[10] are developed by different universities in collaboration with the industry and are used
for the internal research purposes. These testbeds are discussed in detail in section 3. The
major disadvantage of most of these testbeds is that they do not use all ICS components
such as PLC, HMI and instead use simulated PLC or simulated HMI software, which do not
produce results as accurate as the real world counterparts. Apart from this, many of these
testbeds use in-house developed components and are not open-source. This makes it difficult
to recreate the testbed to develop other ICS scenarios and test cyber attacks on it. Hence, it
is vitally important to develop a new testbed to overcome the disadvantages in the existing
testbeds and provide a safe and secure environment for generating and testing cyber attack
at Delft University of Technology (TU Delft). Therefore, this report will try to answer the
following key research question.

Research question

Can a cyber-attack testbed be built in the Networked Embedded Robotics in Delft
(NERD) lab, which can replicate a real-world ICS network with the accuracy needed to
identify and test vulnerabilities of ICSs working on Modbus protocol to cyber-attacks?

Further, we layout the following research sub-questions as guidelines in answering our final
research question.

Research sub-questions-

1. Which of the vulnerabilities of Modbus protocol in the real world ICS network can be
exploited with this testbed to launch cyber attacks on the ICS?

2. How are the main types of cyber-attacks on ICSs, namely Man-In-The-Middle (MITM)
attack 1 and Denial-of-Service (DoS) attack 2 implemented in the real world?

1a man-in-the-middle (MITM) attack is a cyber attack where the attacker secretly relays and possibly alters
the communications between two parties who believe that they are directly communicating with each other.
https: // en. wikipedia. org/ wiki/ Man-in-the-middle_ attack

2A denial-of-service (DoS) attack occurs when legitimate users are unable to access information systems,
devices, or other network resources due to the actions of a malicious cyber threat actor. [31]
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3. How can the two attacks mentioned in point 2 be introduced in the ICS network mod-
elled in the testbed?

4. Which software can be utilised to launch the cyber attacks on the ICS network in this
testbed?

5. What software can be used to monitor and capture the Modbus data packets to analyse
successful implementation of the cyber attack?

6. What are the main hardware components needed to make this testbed replicate real
world ICS scenario accurately?

In the following chapters, we will explore these aspects to design such a testbed and simulate
this testbed with open-source softwares to inject cyber attacks. This thesis report starts by
discussing case studies to show how cyber-attacks on these ICS pose high financial risks as
well as fatal consequences to human life. In the next chapter, an in-depth study of Modbus
communication protocol is presented, highlighting its vulnerabilities. This chapter also pro-
vides the background knowledge about the cyber attacks and their injection methodologies
with reference to a typical ICS scenario. The third chapter analyses existing testbeds and
compares different approaches to develop an ICS testbed. Based on this detailed analysis,
the fourth chapter presents the novel design of the testbed to be built at Delft University
of Technology (TU Delft). Further, the testbed is designed to the smallest details in this
chapter and the components required to build this testbed are ordered after multiple rounds
of discussions, ensuring satisfaction of all stakeholders involved in the process. Additionally,
the plant simulator has been setup and documented in detail for future use. The fifth chap-
ter then presents a simulated testbed where MITM and DoS attacks are actually injected
and tested on the simulated ICS network. The thesis report is hence concluded with some
suggestions for future improvements to the project.

The next chapter will give all the prerequisite knowledge to understand the entire work in
this report. In this chapter, all the functional details about Modbus industrial communication
protocol and two main types of cyber attacks are summarised. The chapter looks into the
Modbus industrial communication protocol to understand its working and highlights its vul-
nerabilities. A typical ICS scenario is also discussed in this chapter which is used as a model
throughout the report. Finally, two main cyber attacks on ICS, which are MITM attack and
DoS attack, are discussed, and their working principles are studied.

Vedang Ranade Master of Science Thesis



Chapter 2

ICS, Modbus and cyber attacks on
ICS

2-1 Modbus industrial communication protocol

Modbus is a communication protocol launched by the Modicon brand in the late 1970s, used
widely for industrial communications in large-scale industries such as the process industry
and chemical industry. Modbus implements a simple mechanism of sending message request
and receiving a reply between a client and a server device. In a typical Modbus network, the
"client" device which requests the information is equivalent to a "master" device in the net-
working terms and "server" device sending the required information to the client corresponds
to a "slave" in standard networking terms.1. To give an example, a Modbus client or server
can be a PLC or an HMI used for visualising and sending commands to the PLC.

A typical example of a Modbus communication network between control systems deployed in
an industrial plant is shown in figure 2-1. In this figure, various ICS components such as PLC
with the input and output devices are communicating with each other over Modbus protocol.
Refer to the red box in figure 2-1 to see how multiple PLCs are communicating with each
other over Modbus TCP protocol. Modbus TCP protocol uses an Ethernet cable to transfer
the data between devices. In the red box in this figure 2-1, an HMI is working as a Modbus
client communicating with the two PLCs, which are working as Modbus servers, via Modbus
TCP protocol. The figure also shows other types of Modbus protocol, such as Modbus with
RS232 and RS485, which communicate via serial mode, as explained in section 2-1-1.

Modbus is an application layer protocol. Therefore, the physical layer, type of cabling and
line of communication required for Modbus protocol is flexible. Modbus communication was

1The Modbus Organization Board of Trustees announces it is expunging all occurrences of inappropriate
language of the query and response paradigm of Modbus communications. All instances of "master-slave" in the
organization’s literature and on its website will be removed. The organization is using "client-server" to describe
Modbus communications, characterized by communication between client device (s), which initiates communi-
cation and makes requests of server device(s), which process requests and return an appropriate response (or
error message). [32]

Master of Science Thesis Vedang Ranade



10 ICS, Modbus and cyber attacks on ICS

Figure 2-1: Example of Modbus network [2]

originally built to utilise a serial mode of communication and was extended to communicate
over Ethernet TCP/IP mode of transfer when industrial Ethernet was developed.

2-1-1 Modbus with serial communication

Modbus is used with the serial setting in two variants. These two modes are different in their
communication parameters, such as a baud rate, parity mode, etc. This serial communication
takes place over RS232 or RS485 communication standards and is also referred by the standard
names in the industry as "RS232 serial communication" or "RS485 serial communication".
Here, the baud rate refers to the maximum number of bits that can be transferred per second
between two devices using the Modbus serial protocol.

• Modbus Remote Terminal Unit (RTU) - In this Modbus setting, each of the 8-bit data
in a message is sent using 4-bit hexadecimal characters. RTU mode has the edge over
ASCII mode as it offers higher character density and hence better data transmission
capabilities at a baud rate than that offered by the ASCII mode. There are 8 bits in
every message of an RTU mode transmission that contain the actual data. Additionally,
there is one start bit, one stop bit and one bit for parity completion. Therefore, each
message frame contains 11 bits in RTU mode of Modbus.

• Modbus ASCII - In this mode, there are 7 bits in every message that contains the actual
data, plus one start bit, one stop bit and one bit for parity completion. Therefore, each
message frame contains 10 bits in ASCII mode of Modbus. ASCII mode is implemented
when the physical communication capabilities do not allow transmission using RTU
mode.

In both of these modes, the message structure is identical. There are three sections in the
architecture of the message, as shown in figure 2-2.
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Figure 2-2: Message architecture for Modbus serial communication [3]

The server (equivalent to slave device) address in a message is used to identify a particular
server device in the Modbus network, i.e. to decide the recipient. The Protocol Data Unit
(PDU) section has two parts. First is the function code of 1 byte, which consists of a predefined
number code that conveys the operation to be performed by the server in a request message.
In the response message from the server to the client, this function code conveys the status
of task completion (e.g. Error information and details, if any). The function parameter
section contains the data or values or parameters of the sensor or actuator as requested by
the client. Modbus function codes convey which operation to be performed to the server, i.e.
read or write command to the servers, error codes or diagnostics codes. These function codes
can be public codes, which are predefined by the Modbus organisation and are universally
applicable, or user defined codes where users can generate and decide frequently used actions
as function codes for their own use case. There are also some reserved function codes that
are used to maintain the compatibility of Modbus protocol with legacy control systems. The
last section of the message is error check field as shown in top right corner of figure 2-2.
Modbus implements a Cyclical Redundancy Checking (CRC) or Longitudinal Redundancy
Checking (LRC) algorithm to ensure if all fields of the every message are valid. If there is
any discrepancy in these fields which make them in-acceptable by the Modbus frameworks,
this error field is activated giving an error in the communication. [33]

2-1-2 Modbus with Transmission Control Protocol (TCP)

When industrial Ethernet became available and widely accepted, Modbus protocol was ex-
tended to be used in LAN based networks. Modbus TCP (Transport Control Protocol) makes
use of LAN, which assigns Internet Protocol (IP) addresses to devices, making it easier to
make multi-drop connections. Modbus TCP, designed specifically for LAN (Ethernet), hence
improves capabilities of Modbus serial mode as it enables the client devices to connect with
multiple servers as well as with other client devices in an IP setting. In figure 2-3, one can
observe the improved capabilities of Modbus TCP. This can be understood by observing how
the Modbus client is connected to other client devices on a TCP/IP network and can com-
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municate bidirectionally with them as well as with multiple servers on the same TCP/IP
network at the same time. All communications through the TCP/IP mode of Modbus take
place through port 502 by default.

Figure 2-3: Message architecture for Modbus TCP/IP communication [3]

Modbus TCP message structure is similar in many ways to that of Modbus serial communi-
cation. The messages still follow the PDU structure, but in this case, they are encapsulated
in a TCP message. The Modbus PDU, in this case, is preceded by a Modbus Application
Protocol (MBAP) header. This dedicated MBAP header is 7 bytes long and is used to set
and identify all parameters required for a successful TCP/IP communication. The sections
of this MBAP header and their functions are listed in figure 2-4.

The details of various field of the MBAP header are given in the table in figure 2-4. The
functions of these 4 fields in a MBAP header are explained below.

• Transaction identifier - These 2 bytes are utilised to pair transactions between the client
and server. In the response message, the server copies the transaction identifier of the
request sent by the client to pair its response correctly to the request, as shown in the
first row of figure 2-4.

• Protocol identifier - In the multi-protocol system, this identifies the Modbus protocol
by setting these bytes as 0.

• Length - This represents the bytes included in the successive fields which include a unit
identifier and data fields. This field is shown in row 3 in the table in figure 2-4. This
field tells the how many bytes are going to be present in the message after itself.
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Figure 2-4: MBAP header composition [4]

• Unit identifier - This is used to facilitate communication to a Modbus serial slave by
forming a gateway between Ethernet TCP/IP network and the Modbus Serial line bus.
This is only used in legacy architectures.

The function codes used in the case of both Modbus RTU and Modbus TCP/IP are common,
and we will now look into those in the next section.

2-1-3 Function codes for modbus

Function codes in a Modbus PDU message specify the action to be taken by the server. The
server identifies the action to be performed by looking into the look-up table of function codes
and performs the action as directed by the client. After the action is performed, the server
sends a response message back to the client in which the same function code is copied to
suggest that the action is performed successfully. In case of an error or inability of the server
to perform the specific task, a different function code (representing a specific error) is sent in
the response message function code section to the client.

The four basic actions performed by a control system through a Modbus communication are
listed below. These form the basic data models of the Modbus protocol.

1. Discrete Input - This is a read-only boolean function that takes in a single bit of data.
It is mainly used to take digital input data from an Input and Output (IO) system.

2. Coils - This is a read and write boolean function using a single bit of data. This type
of data on coils can be altered by an application program.

3. Input Registers - Similar to discrete input, this is also a read-only function used to read
data from an IO system. The difference is that, unlike discrete input, these registers
utilise 16-bit data format.
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4. Holding Registers - These registers are identical in nature to coils as their values can
also be altered by an application program. These holding registers, however, deal in
16-bit data, i.e. word to read and write analog values.

As discussed earlier, function codes direct which of these actions is to be performed by the
server and this information is passed on by the client to the server through every message
request. Some common and unique function codes are predefined by the Modbus organisation
for the Modbus protocol for easy use. Users can also define their own function codes, but
they are not guaranteed to be unique. In figure 2-5, the most important public function codes
are listed.

Figure 2-5: Public Function codes for Modbus protocol [2]

Many of the cyber attacks on control systems communicating with Modbus protocol misuse
these function codes to alter or stop the ongoing communication and bring hazardous, physical
changes in states of the plant parameters. For example, consider a level control loop where
the level of liquid in a tank is "read" by the level sensor and sent to a controller in every
cycle. The controller then decides on the necessary action to be taken by the control valve
and "writes" this value of the actuator output to the valve. All of the communications take
place through the Modbus protocol.

The query generated by the client to "read" the sensor value and the response given by the
sensor is shown in the following table 2-1. Notice the function code in the request and response
as 04, which refers to the "read input registers" command. The command of reading the level
value from the sensor is described entirely by the function code, which is embedded in the
message sent by the Modbus controller. If an attacker tampers these function code values,
let us say from a function code of 04 to 57, the action to be performed by the level sensor
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Query generated by client Response given by the sensor
00 14 00 00 00 06 01 04 00 C8 00 02 00 14 00 00 00 07 01 04 04 27 10 C3 50

Table 2-1: Modbus query and response message structure

changes from "read input register" to "write single-coil", as described in figure 2-4. As the
sensor is an input device, it is unable to perform a write action, and hence it will either give
an error response or give no response to the request sent by the controller. In either case,
the communication is broken down, and the control loop can be made uncontrollable and
nonoperational. All this can be simply done by changing a single bit value of the function code
in a PDU of Modbus request. We have hence provided all necessary information regarding
the Modbus protocol in this section.

2-2 Typical Industrial Control Systems (ICS) scenario

Figure 2-6 shows the typical scenario where ICS systems are implemented in an industrial
setting. Here, the ICS system is implemented to control the large scale, complex plant, which
can be any industrial process. The plant consists of endpoints of the ICS, namely sensors and
actuators. Sensors are used to gather data about the process, such as reading the level of a
fluid in a tank or temperature in a furnace. Whereas actuators are the final control elements
that take the command from the controller to change the state of the plant. Examples of
actuators include valves or motors which work on electromagnetic, pneumatic or hydraulic
principles.

Figure 2-6: Typical ICS scenario

As described in chapter 1, PLC is at the heart of the ICS system, being the main controller
of the plant. The live readings of the plant states are passed by the sensors to the PLC
as analog signals. The PLC also relays the output values to be written on the actuator via
analog signals. The PLC is connected to the HMI through standard Ethernet cables. All the
communication between HMI and PLC goes through these Ethernet cables over the Modbus
protocol. HMI is a display where the human operator is sitting in the central control room
of the plant. This HMI serves two main purposes. First, it displays all the real-time input
and output values in the plant, such as water level, temperatures and valve settings. Second,
it allows the human operator to enter the reference values according to which the PLC logic
works.

To understand the operation of this ICS setup, let us look at a simple example of a level
control application in a closed tank with a single input and single output. Here, the level
sensor will continuously read the water level in the tank and send it back to the PLC. Similarly,
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a solenoid valve will take the real-time commands from the PLC, opening and closing in the
required proportion to allow inflow of water. These values are also relayed in real-time on the
HMI screen where the operator is sitting. Now, the operator will decide the level of water in
the tank to be maintained at any point and enter this reference value in the HMI. The HMI
will then relay this reference level value to the PLC, and the PLC will run its logic to open or
close the valve as needed to bring the water level into the tank as instructed by the operator.
In this way, the control of level in a tank is performed by the ICS using PLC and HMI.

Now, as explained in section 2-1, the HMI, in this case, acts as Modbus Client, requesting
data from the server. The PLC acts as Modbus server, replying to the client’s requests by
implementing the command to read the data, i.e. level value or write the data, i.e. the
reference value on it to execute the control logic. This shows the typical ICS scenario in an
industrial setting and is referred throughout this thesis to mimic the real-world ICS scenario
into a testbed.

In the next section, a detailed study of cyber attacks on these ICS systems is presented while
referring to the Modbus client and server terminology learned in this section for ICS.

2-3 Types of cyber attacks on ICS

In this section, the most common types of cyber attack are discussed. The chapter describes
the general methodology of implementing these attacks on Industrial Control Systems (ICS).
The more detailed specifics of each attack injection on Modbus TCP protocol and its method-
ology is described in chapter 5, where results of these attacks on the testbed at TU Delft are
discussed.

2-3-1 Reconnaissance attack with Address Resolution Protocol (ARP) sweep
attack

This type of attack can be used by the attacker to explore network architecture to obtain
information about the involved components on the network, their IP addresses and their
physical Media Access Control (MAC) addresses. This attack is often used by the attackers
as a primary tool to get necessary information about the network and ICS devices before
launching even more dangerous attacks on the system. The level of threat of a reconnaissance
attack is increased when it is performed together with other types of attacks.

To perform this type of attack, a method called ARP scan is implemented by the attacker.
This method is also commonly known as ARP sweep. Before understanding the functionality
of this attack, two basic terms in networking must be understood. Those are IP address and
MAC address.

An IP address is a 32-bit number assigned to every device on the LAN network, which
communicates through Internet Protocol, i.e. IP. This IP address is unique for every device
on a network. An IP address serves the following main purposes: First, it is used for unique
identification of the device on a network and second, it is used to assign an address to the
device used for communication. A device is assigned an IP every time it is connected to a
network, acting as a logical address of that device on that network for communication. A
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typical IP address looks as follows : 192.168.100.108. Here, each dot separates four, three-
digit decimal numbers, which contain 8 bits each. Therefore, an IP address is 4 × 8 = 32 bits
long.

On the other hand, a MAC address is a 48-bit unique identifier assigned to the networking
card of each device by the manufacturer. It is therefore referred to as an Ethernet hardware
address which is unique worldwide. The MAC address serves the purpose of identifying the
unique, physical address of a device, irrespective of which network the device is connected to.
A typical MAC address looks like following 00:3C:75:26:5D:C4. Here, each colon separates
six, two digit hexadecimal numbers, containing 8 bits each. Therefore, a MAC address is
6 × 8 = 48 bits long. The difference between an IP address and a MAC address is that a
MAC address is unique globally, whereas an IP address is unique to the network and is not
physically engraved on the device.

Now that we have understood the functions and differences between IP and MAC addresses,
we now see what an ARP scanning attack is and how it is performed. ARP is a communication
protocol that associates the IP address of a device on a network to the unique physical MAC
address of the device. Therefore, what ARP does internally is that it translates the 32 bit IP
address to a 48 bit MAC address and vice-versa to link them with each other. This procedure
is hence at the base of every communication on a LAN network.

To understand the working of ARP better, consider the following example. Two computers
are connected with each other via an Ethernet cable to create a LAN network. Each of these
two PCs, PC A and PC B, will be assigned an IP address that will be unique to this network,
and they will also have a MAC address of their own which is their actual physical address.
Now, suppose PC A wants to send a message to PC B. PC A will then send a broadcast
message on the network with ARP protocol asking "who has 192.168.100.108", which is
the IP address of the destination. PC B will identify its own IP address, and since it matches
the request, it will reply to the source with ARP protocol saying "I am 192.168.100.108".
This message will contain its own MAC address, which is sent in response to the request of
the sender. In this way, the physical MAC addresses of each device on the network are linked
with their IP addresses and stored in an ARP table or ARP cache. Entire communication
on this LAN is now performed in reference to this ARP table, identifying the source and
destination devices for each message accurately. Figure 2-7 shows such an example of the
ARP table performing on a LAN. The IP address of each device is identified and linked with
its MAC address, i.e. Physical address. This can be clearly seen in table in figure 2-7.

ARP scan attack methodology

This attack is generally implemented as an initial step in launching actual cyber-attacks such
as Man-In-The-Middle (MITM) and Denial-of-Service (DoS) attacks. This attack exploits the
lack of authentication in ARP for identifying devices on the network and their details. The
weakness in ARP, called lack of authentication, is that for every request written in ARP, the
device replies without verifying if the host for that request is indeed an authenticated host
on the network. Therefore, any PC on the network can send an ARP request to which the
device with the correct IP address has to reply with its MAC address and other details.

Therefore, in this attack, the attacker device broadcasts ARP requests for each IP address
in the range provided by the attacker. For example, if the LAN is working on a network
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Figure 2-7: ARP Table example [5]

192.168.100.xxx with the attack PC having IP address as 192.168.100.108. Then the
attacker can send ARP requests for all addresses in the same subnet of the network. In this
case, then, the attack PC will start from address 192.168.100.000 and go up to the address
192.168.100.255, sending an ARP request of the format "who has 192.168.100.xxx" .
Whenever there is an active device present on the network with the matching IP address,
it will respond to this request with it its MAC address and details in the format "I am
192.168.100.xxx". In this way, entire ARP table is therefore created on the attacker PC,
having all the details of the devices working on the same network. Once this information is
available to the attacker, more harmful Man-In-The-Middle (MITM) and Denial-of-Service
(DoS) attacks can be launched.

To understand the threat caused by such an attack, let us consider a simple example of a
water pipeline network for the city. Such an ICS system typically has standard actuator valves
and sensors which provide data to RTUs, which are small PLCs placed over various locations,
which in turn communicate with the central PLC. All of this lower level communication is
taking place using Modbus protocol. Now, if the attacker gets access to any one node of the
network, an address scan (ARP scan) attack can be launched, through which knowledge about
IP addressing of Modbus clients-servers on the entire network is leaked. With this knowledge
about network and device details such as IP addresses and MAC addresses, injecting other
active attacks is made possible, which is discussed in the next sections.

2-3-2 MITM attack with ARP poisoning

MITM attack is an active eavesdropping attack in which the attacker device intercepts and
alters conveyed data between a client and a server by impersonating one of the authenticated
devices on the network. Figure 2-8 visualises the methodology of this attack where an attack
PC "sits" between a client and a server device to intercept the communication in between
them.

The injection of a MITM attack can be viewed in two steps. In the first step, the attack uses
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Figure 2-8: MITM attack visualization

techniques such as ARP spoofing (also known as ARP poisoning) to get itself in between the
client-server network. In the second step, the attacker then captures and can modify the data
being exchanged between the client and the server.

ARP poisoning

ARP poisoning utilises the technique of ARP scan attack as explained in section 2-3-1 to first
gather the network information, including the IP and MAC addresses of the devices on the
network. The attacker then uses ARP poisoning to link its MAC address to the IP address
of an authenticated device on the network. This essentially changes the information in the
ARP table. Since the devices "spoof" the network by copying fake MAC addresses, it is also
known as "ARP spoofing". To give a better idea of this attack procedure, an example is given
below.

Let’s consider a network where a Modbus Client and server are communicating with each
other and an attack PC is performing the MITM attack with ARP poisoning. Table 2-2
shows the details of the devices with their IP and MAC addresses on the network. These are
the real details of the devices before an ARP poisoning attack is performed on the network.

Sr.
No.

Role in the network IP Address MAC address

1. Modbus Client 192.168.0.101 78-2B-46-34-82-85
2. Modbus Server 192.168.0.103 3C-F0-11-64-F3-BB
3. Attack PC 192.168.0.113 08-00-27-1c-49-7b

Table 2-2: IP and MAC addresses

Now, the ARP poisoning attack is performed on the network by the attacker PC. During this
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attack, the attacker modifies the ARP table in both client and server by linking its own IP
address to the MAC address of client and server. Therefore, in the ARP table of the client,
the attack PC will modify the MAC address of the server with its own MAC address, making
them the same. Hence, the messages that are usually sent directly from the client to the
server directly will now instead go through the attack PC, as the attack PC now has copied
the MAC address of the server. The same procedure is followed while poisoning the ARP
table in the server PC. Here, in the ARP table of the server, the attack PC will copy the
MAC address of the client. Due to this, the messages that are going from server to client will
now be re-routed through the attack PC, as the attack PC now has copied the MAC address
of the client. This ARP poisoning attack can be verified by checking the ARP table of the
Modbus Client and Server given below.

Figure 2-9 shows the ARP table of the client. Compare this with the initial ARP table before
the attack, where the original IP and MAC addresses of the devices are shown. Here, it can
be easily observed that the ARP table has been poisoned by the attack PC by changing the
MAC address of the server by its own MAC address. Therefore, this ARP poisoning attack
completed the first and major step of the MITM attack, by which the attack PC is already
introduced in between the client-server network to intercept and modify the communication.

Figure 2-9: ARP poisoning attack on client side

Similarly, Figure 2-10 shows the ARP table of server. Here, it can be noticed that the ARP
table has been poisoned by the attack PC by copying MAC address from the client PC.

Figure 2-10: ARP poisoning attack on server side

The second step of the MITM attack is the actual data changing step. This step consists
of modifying or altering the data going through the network to bring malicious changes to
the network state. For doing this, various tools can be used, such as Wireshark, Ettercap,
etc. These tools are capable of capturing the data packets going between client and server
through the attack PC, which now sits between this client-server network, "sniffing" the data
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between them. This is also hence known as "data sniffing", where an attacker passively gains
the information being exchanged between the client and server and can further analyse this
data to inject malicious attacks. In chapter 5, this MITM attack is implemented using the
tools mentioned above to disturb the industrial process controlled by ICS communicating
with Modbus protocol. This concludes the description of the MITM attack, and its results
are described in detail in chapter 5.

2-3-3 Denial of Service (DoS) attack

Denial-of-Service (DoS) attacks are implemented in order to halt the normal functioning of
the industrial control system. The line of action of these attacks is to overwhelm the client or
the server by injecting bulk messages, which take time for processing and hence will cause a
delay in reading vital information or even completely crashing of the communication between
client and server.

Modbus TCP protocol is vulnerable to such DoS attacks as it is a routable protocol. This
means that the Modbus TCP protocol allows third party devices to originate and inject DoS
attacks on the target victim IP address. Modbus RTU and Modbus ASCII are not routable
protocols as they work on the physical communication layer of RS-232 or RS-485. Yet, when
the network is spread over longer distances in a star topology, the serial lines can be injected
with DoS attacks.

As explained in section 2-1-2, Modbus TCP is an application layer protocol working over
TCP/IP protocol. This means that in Modbus TCP, Modbus messages are sent over the
layer of TCP protocol which used Ethernet cable to transfer the data. For establishing a
successful communication between a client and server using TCP protocol, an initialisation
procedure known as "three-way handshake" or "SYN-ACK" is followed. This can be observed
in figure 2-11.

Figure 2-11: Three-way handshake for TCP communication [6]

The procedure to establish a connection when a client sends a SYN (Sync) request to the
server. When the server gets this SYN request and is ready to respond, it responds to the
client with a SYN-ACK (Sync-Acknowledgement). The client then responds to this with an
ACK (Acknowledgement) message completing the three-way handshake between client and
server. A successful connection is established only when this procedure is completed, and
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then data can be transferred between the devices. When any of these three messages are not
successfully sent, the connection is not established, and a specific amount of memory from
the device remains blocked by such unresponded requests. In a DoS attack, this vulnerability
of TCP protocol is exploited by the attacker. The technique used for this DoS attack is TCP
SYN Flood.

TCP SYN Flood DoS attack

In this attack, the attacker utilises a vulnerability in a three-way handshake mechanism to
essentially exhaust the device’s memory and resources, such that it is then unavailable to
respond to legitimate requests of establishing a connection.

During this attack, the attacker on the network "floods" the server with a huge number of
SYN requests. The server keeps on responding to these SYN requests with the SYN-ACK
messages, hoping to receive the final ACKmessage from the client, establishing the connection.
However, the attacker does not send back the ACK response keeping the connections half-
open. At some point, the resources of the server are drained, and it cannot further respond
to any messages, even when they are coming from the legitimate devices on the network,
producing a Denial of Service attack.

Now, as the attacker is also sending a high number of SYN requests and receiving the same
number of SYN-ACK responses, the memory of the attacker device would also indeed be
drained, stopping the attacker PC’s functionalities as well. Therefore, to avoid this issue, the
TCP SYN Flood attack continuously sends these SYN requests from randomly generated,
fake IP addresses and ports. Hence, the ports of attacks PC does not get saturated with the
SYN-ACK messages, preventing it from being a victim of its own DoS attack. This procedure
is shown in figure 2-12, where the memory resource of the victim is diminishing due to the
SYN requests from the spoofed IP addresses, while the attacker remains fully functional.

Figure 2-12: TCP SYN Flood attack with spoofed addresses [7]

In this way, a DoS attack can be implemented on a plant controlled by ICS working on
Modbus protocol. In chapter 5 a DoS attack is implemented on a simulation of the NERD
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lab testbed, and the resulting plant behaviour is shown.

This chapter gives all the background knowledge, which is important to understand the work
performed during this thesis. In the first section of the chapter, a detailed account of Mod-
bus protocol along with its types and function codes was studied. In the second section, a
typical ICS scenario was discussed relating the roles of Modbus client and servers to HMI
and PLC respectively. The third section described reconnaissance attack with ARP sweep,
MITM attack with ARP poisoning and DoS attack along with their methodologies. These
methodologies are referred again in chapter 5 to generate and inject cyber attacks on the
simulated testbed during this thesis.
Now that this background knowledge about ICS is clear, the next chapter will analyse various
existing testbed, in operation at different research laboratories, for testing cyber attacks on
ICS.
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Chapter 3

Analysis of existing ICS testbeds for
cyber attack testing

In the previous chapter, a detailed account of Modbus industrial protocol and cyber attacks
injection on Industrial Control Systems (ICS) was given. The previous chapter also described
a typical ICS scenario in the real world. Now, in this chapter, these concepts are utilized
in order to analyse various testbeds which are already in operation across various research
institutes in the world.

The first five sections of this chapter describe architecture and functioning of five testbeds,
implemented in various research institutes. Further, for each of these ICS testbeds, a descrip-
tion of cyber attacks that are tested with the testbed is provided. The last section of this
chapter compares these testbeds in depth to draw conclusions on the approaches to build an
ICS testbed at Delft University of Technology (TU Delft).

3-1 Industrial control systems security testbed at Binghamton uni-
versity

The testbed [8] created at Binghamton university uses actual hardware to create the system
to be controlled instead of using a simulated plant. The ICS devices used are also actual PLCs
which make the testbed close the real-world ICS system. Using actual hardware of sensors
and actuator makes it possible to identify vulnerabilities to a higher extent concerning the
physical properties of communication and plant .

Figure 3-1 shows the architecture of the testbed with its components topology.

3-1-1 Functioning of the testbed

The plant to be controlled here is basically 2 motors coupled with each other, as seen at the
bottom of figure 3-1. An AC motor driver is used to control the voltage sent to the motors

Master of Science Thesis Vedang Ranade



26 Analysis of existing ICS testbeds for cyber attack testing

Figure 3-1: Architecture of the BU testbed [8]

to control their speed. The first PLC is connected to the RPM sensor and receives the values
from the sensor on analog input cards. The second PLC is connected to the motor driver.
This PLC runs the control code written in ladder logic to decide the control input and sends
it back to the motors. The two PLCs are connected over the same device network and can
communicate with HMI through this network. The PLCs send these values through to the
Personal Computer (PC) running HMI software over modbus protocol. An operator stationed
at this HMI station can hence visualize current values of the plant and can also change the
parameters such as set points in real time. The PLCs can be programmed through the
engineering station, which is connected through the control network to them. This situation
replicates the real world scenario in a control plant running on ICS, except the fact that the
control setup in this case is much smaller than the real world plant.

Communication between this entire control testbed takes place with Ethernet/IP protocol.
Rockwell Ethernet/IP modules are installed on the chassis of the PLC to send the Modbus
data to the HMI. RSLinx Enterprise communication server is used for sending and receiving
data between controller and HMI. The Modbus data packets which are exchanged on this
network are captured and analysed by using Wireshark [34], which is a real time-packet
analyzer.

The attack PC is connected to the same "control network" shown by green network in figure
3-1. This PC has the BU-testbed attack software running. First, a reconnaissance type of
attack (ARP scan) is performed on the ICS network. The attack is implemented on the net-
work by capturing data packets by poisoning ARP (Address Resolution Protocol) between
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PLC and HMI operator station. The static data of the plant i.e. the configuration informa-
tion about components, their make, model and limits of operations can be extracted by the
attacker. This is followed by injecting an altered control set point attack with MITM tech-
nique as discussed in section 2-3-2. The frequency operating limits of motors are manipulated
during the attack and hence speed of the motor was increased drastically which makes the
system crash with overproduction of voltage, this failure caused in this small setup of motors
generating electricity demonstrates the huge failures which can be caused with such a cyber
attack in the actual power generation plant.

The testbed also successfully implements DoS attack on the network which is very common
in real-world complex plants having internet connectivity to cover monitoring of the wide
area. A large flow of data packets carrying random information to the controller-HMI net-
work was created by the attacker PC. The network was unable to handle such large traffic
simultaneously and as a result crashed with the loss of communication.

3-1-2 Advantages and disadvantages of the testbed

The advantages and disadvantages of this approach can be stated as follows.

Advantages:
1. The testbed gives a simplified approach to analyse cyber security in ICS by reducing
complexity of the plant by taking a smaller control setup instead of the large plant network.
2. As no simulator is utilized to simulate plant, the cost of the testbed setup is low as
compared to the other testbeds listed ahead in this report, which utilize a plant simulator.

Disadvantages:
1. The testbed is not able to accurately replicate the real world scenario of ICS implemented
in a complex plant.
2. One of the most important limitations of this testbed is that it can not perform and observe
impact of cyber attacks on large scale control plants for which ICS is ideally used in the real
world.
3. Since the software tool used for injecting the cyber attacks on the ICS network is an
in-house developed component created at the BU under two Air Force grants, the testbed can
not be replicated easily universally.

3-2 Testbed for implementing attacks on cyber-physical systems
at Texas AM university

We will take a look at a testbed built for cyber attack generation for the application of smart
grids at Texas AM University [9]. This particular testbed is built to implement attacks on
a network communicating with Modbus TCP/IP protocol. The detailed architecture of this
testbed is given in figure 3-2. All of the components used in this testbed are according to
industrial standards and are universally available making it easy to verify and replicate the
results of this testbed.
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Figure 3-2: Architecture of the Texas AM testbed [9]

3-2-1 Functioning of the testbed

As shown in figure 3-2 (blue cabinet), RTDS is a real time electro-magnetic data simulator
used to simulate a power plant. Real-time output data is provided as analog and digital data
signals from the RTDS and is connected to a controller device. The RTDS simulates plant
with input values and gives out the digital and analog signals to the PXI module on the
corresponding channels. After receiving the values from RTDS i.e. the component replicating
plant in the real world, the PXI module working with Labview bridges RTDS and Opnet.
The PXI module in this setup works as the Modbus server i.e. PLC 1 and is programmed
with LabView to communicate with Modbus protocol. This Modbus server communicates
through an Ethernet switch to a Modbus client i.e. PLC 2, as shown in figure 3-2. The attack
PC is also given access to the network through an Ethernet switch and it injects the attacks
on the Modbus communication with Ettercap and LibModbus tools. A network simulator
called Opnet simulates a TCP/IP network and enables to emulate Modbus client and server
as a separate substation.

The network is analyzed with the Opnet network simulator. Modbus client generates a query
containing message structure of Protocol Data Unit (PDU) and function codes as described
in section 2-5, through "Tx" port. The query travels to the Modbus server and a response is
received from the Modbus client back to the master.
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3-2-2 Advantages and disadvantages of the testbed

Advantages:
1. The testbed integrates commercial tools such as real-time plant simulators and Opnet with
open source tools in Linux to generate cyber attacks. This makes it possible to easily rebuild
a similar testbed for the study of vulnerabilities in ICS.
2. The testbed used a RTDS to simulate a large, complex plant as in the real world scenario.
This makes it possible for the testbed setup to accurately replicate real world ICS scenario.
3. The testbed can also simulate large network with help of network simulator, expanding
the testing capabilities of the testbed.
4. This setup does not use any components that are manufactured in-house. Therefore, as all
of the components are universally available, either open source or with a license, this approach
is easily extendable in building new testbeds anywhere in the world.

Disadvantages:
1. The testbed does not use actual hardware for HMI workstation as used in the real world
ICS plants.
2. As the testbed simulates a network with virtual components, this can introduce a lag in
the communication producing a delay in message transmission.
3. The setup utilizes Opnet Modeller as the network simulator which has System-In-The-
Loop (SITL) simulation capabilities. This product has been discontinued and taken over by
another company called "Riverbed", which makes it highly priced, making this setup costly
to replicate.

3-3 Testbed for industrial security at Fraunhofer institute

This Fraunhofer IT Security Laboratory for Industrial control systems (ICS) is developed
for security research, and education of security personal.[10] The detailed architecture of the
testbed is given in figure 3-3. All of the components used in this testbed are according to
industrial standards and are universally available making it easy to verify and replicate the
results of this testbed.

3-3-1 Functioning of the testbed

As shown in figure 3-3, the testbed is divided in two sections. First is the physical part where
all the real-world ICS components are utilized to create an ICS network. The second part
is developed inside a virtualisation environment using virtual machines hosted on a single
physical machine. We first look at the physical part. A real-world process of disk drilling
on a rotary encoder is used as a plant. This plant is controlled using ICS components i.e.
PLC and HMI. The PLC used in this testbed is Siemens S7-300, which is commonly used
in various small to mid-sized industrial processes. The encoder inputs and motor outputs
are connected to the corresponding analog input and output cards on the PLC. This PLC is
connected to a real-world HMI, again from Siemens and is communicating over Ethernet cable
with S7 protocol, a proprietary industrial communication protocol from Siemens. Therefore,
this testbed utilizes all ICS components in a typical ICS scenario to control a small process.
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Figure 3-3: Architecture of the Fraunhofer testbed [10]

The left part of figure 3-3 shows the virtual part of the testbed. A virtualisation environment is
used to host three different virtual machines on a single server. These machines are connected
with the edge switch using virtual switch created with Open vSwitch. [35] The three virtual
machines hosted in this virtualisation environment are collectively referred to as 3 node cloud
cluster, as they are hosted on a single physical node. These three virtual machines are used to
serve following three purposes : 1. Virtual machine 1 as Engineering station to program PLC
and HMI. 2. Virtual machine 2 as attack PC to develop and inject attacks. 3. Virtual machine
3 for hosting attack detection tools. A firewall is part of the virtualisation environment to
protect the testbed from attacks coming from outside the institute network. This completes
the testbed setup.

In this testbed, it is assumed that the attacker has already gained the access to the plant
communication network and is able to inject arbitrary data on to the network. The attacker
also possesses the knowledge of the controlled process which enables him or her to modify and
inject messages to the PLC such that physical damage to the plant can be caused. [10] The
attacker therefore intercepts HMI-PLC communication using Man-In-The-Middle (MITM)
attack to make the disk holding pieces to be drilled, to rotate at high pace. This causes
damage to the work pieces due to random and inaccurate drilling actions. In this way, the
testbed successfully generates and injects MITM attack on the ICS network.

3-3-2 Advantages and disadvantages of the testbed

Advantages:
1. The testbed used all real-world components in a typical ICS scenario to build the network.
This allows the testbed to replicate the real-world ICS scenario closely enough to produce
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accurate results of attack injections.
2. As the attack PC is hosted as a virtual machine, it gives more flexibility for developing
attack scenarios and does not limit the attacker to be physically present at the site of plant
to launch an attack.
3. No in-house developed components have been used to develop this testbed. As commonly
used and globally available components are used in the testbed, this approach can be used to
recreate the test results with new testbed.
Disadvantages:
1. The testbed used real industrial process as the control plant. This reduced the flexibility
of the testbed to test impacts of cyber attacks on different ICS scenarios.
2. In this testbed, only a single attack i.e. basic MITM attack has been tested. This leave
room for development to generate other cyber attacks and test them.
3. Use of a virtualization environment limits the possibilities of creating a large virtual
network, as compared to a network simulator such as Opnet.

3-4 Supervisory Control and Data Acquisition (SCADA) cyber se-
curity testbed using Real-time Immersive Network Simulation
Environment (RINSE)

This testbed is developed to simulate and analyse cyber attacks in a power generation plant.
[11] Main components of this testbed and their role is described ahead. Figure 3-4 shows the
main components of the testbed along with its architecture.

Figure 3-4: Architecture of the RINSE testbed [11]

3-4-1 Functioning of the testbed

Figure 3-4 shows the architecture of the testbed. The data flow and working can be explained
as follows. A query is generated by the network client as an HMI does in the real ICS network.
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The query packets are sent via a proxy server on port 2001 visualized by upper green link in
figure 3-4. These packets are sent to the RINSE simulator 1 node through a Virtual Private
Network (VPN) tunnel. RINSE network simulator then processes these queries and pass
them to a virtual node corresponding to the power world server. The query is transmitted
to the server via a proxy server where the plant is simulated. The response from this server
to the Modbus client transmits through the same way. The port numbers here are flexible
in the sense that they can be changed to any other port numbers but they must be different
from each other. The testbed simulates Distributed Denial of Service (DDoS) attack on this
network. The attack is injected using the a virtual node (virtual PC) in the network simulated
with RINSE. The attack is injected using a simple command specifying attacker and victim
server as an arbitrary server in the simulated network. Effect of shielding against such an
attack is also studied with the help of this testbed [11].

3-4-2 Advantages and disadvantages of the testbed

Advantage:
1. The testbed combines multiple components of the testbed such as attacker and network
simulator together in the RINSE architecture,reducing the hardware requirement of building
the testbed.

Disadvantages:
1. The main disadvantage of this approach is that the testbed has no physical ICS components
as PLCs and neither the plant components of sensors and actuators. This makes the testbed
less suitable to analyse vulnerabilities in the real world ICS plants.
2. The network simulator used in the testbed i.e. RINSE is an in-house developed component.
This is not available for use to anyone outside the university making it very difficult to replicate
this testbed for further research.

3-5 TASSCS - Testbed for Analyzing Security of SCADA Control
Systems

This is a testbed built at the University of Arizona for generating and analyzing cyber attacks
on industrial SCADA system which communicates via Modbus TCP/IP protocol [12]. The
approach for building this testbed for implementing cyber attacks on ICS is explained ahead.
The testbed uses an HMI as Modbus client to receive data and send commands to the virtual
PLC controller, which acts as a Modbus server. Figure 3-5 shows the architecture of the
testbed with major components.

3-5-1 Functioning of the testbed

The PowerWorld simulation tool works as a virtual plant in this testbed as shown in figure
3-5. It is used to simulate an electric grid which gives input values from the sensors and

1The Real-time Immersive Network Simulation Environment for Network Security Exercises (RINSE) is a
tool for realistic emulation of large networks as well as network transactions, attacks, and defenses [11]
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Figure 3-5: Architecture of the TASSCS testbed [12]

output values to the actuators. PowerWorld is also used to visualise and analyse the impact
of cyber attacks, by observing the changed malicious values due to the attack on the HMI.
The virtual PLC hosted on a PC with Modbus RSim software works as a Modbus server in
this testbed. This PLC is connected to the PowerWorld plant via SimAuto tool. A large
network has been simulated between HMI and PLC with OpNet network simulator, which
also acts to monitor the traffic through the network. Entire communication uses Modbus
TCP/IP protocol.

An attack PC is introduced in the network which has access to the network at links between
the client and server. This attack PC performs a spoofing attack where sensor measurement
attack is injected on the system. A MITM attack is also performed by the attacker to change
the parameters of the components of a Modbus slave. Denial-of-Service (DoS) attack is
launched via the NMap tool 1 by the attacker and is studied in the testbed to observe the
performance of Autonomic Software Protection System (ASPS) tool [12], developed in-house
by Arizona university for defending such an attack.

3-5-2 Advantages and disadvantages of the testbed

Advantages:
The approach used for building this testbed is very similar to the one in section 3-1.The main
difference here is that this testbed uses a virtual PLC instead of the actual hardware. 1.
As this testbed uses a virtual PLC instead of real world PLC, this decreases the cost of the
testbed considerably.
2. This testbed also differs from the testbed at Binghamton as it uses a simulated, complex
plant as opposed to the small physical assembly of power generating motors used in the
previous testbed. This makes the testbed more accurate in replicating real world ICS scenarios
as compared to the testbed at Binghamton university.

1Website for NMap tool : https://nmap.org/book/man.html#man-description
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Disadvantages:
1. While using a virtual PLC decreased the cost of the testbed, it also makes the testbed less
suitable for observing attacks in real-world ICS networks as PLC which is at the core of real
world ICS network is omitted from the testbed.
2. The HMI used in this testbed is an in-house developed component making it difficult to
replicate this testbed for future research globally.

3-6 Comparison between various testbeds

In this chapter, we discussed four testbeds build at various universities in the world for research
purposes. Below in table 3-1 we do a tabular comparison between these testbeds which will
provide insightful guidance while formulating our own approach for building a testbed.

Generic
name of the
component
→ Analogous
component
in

BU Testbed
in section 3-
1

Texas AM
testbed in
section 3-2

Fraunhofer
testbed in
section 3-3

RINSE
testbed in
section 3-4

TASSCS
testbed in
section 3-5

Plant simula-
tor

No plant
simulator
(Motor con-
trol setup)

RTDS simu-
lator

No plant
simulator
(Disk drilling
setup)

PowerWorld
simulator

PowerWorld
simulator

Modbus server
(controller)

PLC (Allen
Bradley)

Labview
with NI PXI
module

PLC
(Siemens)

Virtual PLC Virtual PLC
with RSim

Modbus
client(HMI)

PC hosting
virtual HMI

PC hosting
virtual HMI

Siemens
HMI

Virtual HMI Virtual HMI

Network simu-
lator

No network
simulator
(Wireshark
as network
analyzer)

Opnet
(Commer-
cial)

Virtual Ma-
chine (Open-
vSwitch)
(Commer-
cial)

RINSE (In
house)

Opnet
(Commer-
cial)

Table 3-1: Analogous components between testbeds

In the testbeds that we discussed, two plant simulator are widely used, which are, Real Time
Digital Simulator (RTDS) and PowerWorld simulator. Both of these simulators are commer-
cially available where the user has to buy a license for its us. Both of these simulators are
able to simulate large industrial processes in real time. However, the PowerWorld simulator is
specially designed to simulate power systems and electrical grid lines. It supports simulation
of 60000 busses for simulating power market with simple graphical coding. As opposed to
this, the RTDS offers more flexibility to simulate various plants in different domains and is
not limited to power applications.
As for the Modbus servers used in different testbeds, a real world PLC has been used in
two of the five testbeds while a virtual PLCs i.e. a software simulating PLC’s behaviour has
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been used in two of the remaining three testbeds. The Texas testbed runs with LabView
software with PXI module to simulate server. Of these three options, a real world PLC
makes the testbed replicate the real world ICS scenario to the greatest extent. While the
virtual PLCs allow the user to program controller using IEC 61131-3, which is the standard
programming language used for programming real world PLCs; it will still not incorporate
physical connections of input and output signals. On the other hand, Labview will not use
industrial programming language, but it offers integration with NI PXI module which allows
the RTDS to be directly connected with the controller with physical Input and Output (IO)
connections. Therefore, of the three approaches, which each have their own advantages and
disadvantages, the approach where real world PLC is preferred as it combines the advantages
of both the remaining approaches, on the software as well as hardware side.
Out of the five testbeds, only the testbed built as Fraunhofer institute uses a real world HMI,
which makes it possible to setup a Modbus communication with the PLC reliably without
having develop own communication functions or use third party solutions for setting up the
communication. The real world HMI offers additional functions such as ruggedness, reliability
and easy troubleshooting which are not offered by the software solutions. Therefore, using a
real world PLC is the preferred choice while creating an ICS testbed.
As for the network simulator, two of the five testbeds use Opnet network simulator while one
testbed uses the in-house developed component called RINSE for this purpose. Opnet network
simulator has SITL simulation capabilities. However, this product has been discontinued and
taken over by another company called "Riverbed", which makes it highly priced, making this
setup costly to replicate. Otherwise, the user has to find out a comparable alternative for
Opnet modeller, however, none of the open source network simulators offer SITL capability.
The Fraunhofer institute uses a novel approach of using a virtualization platform instead of
network simulator. Using a virtualisation platform, a virtual switch is created, making it
possible for the attack PC to simulate its presence at a different geographical location than
the testbed and still inject attacks. This approach is also therefore preferred while developing
a testbed.
As we have looked at various approaches for building a testbed in this section, we discuss the
advantages in each of these testbeds that we will try to implement into our testbed. At the
same time we also summarize the disadvantages in these testbeds which we will try to avoid
while building testbed at NERD Lab. This comparison is given in the following table 3-2.
With this detailed analysis of various approaches of existing testbeds, some very important
observations can be made for formulating an approach to build a new testbed at TU Delft.
The new testbed should try to incorporate the advantages of these existing testbeds while
omitting the disadvantages discussed above. These key factors are given ahead.

1. The testbed at TU Delft should ideally try to avoid the use of any in-house developed
components. Use of in-house developed components such as virtual HMIs, which are
not made open source for use to fellow researchers makes the testbed unsuitable to
replicate in other places worldwide. This also makes it difficult to verify the results of
the testbed. Therefore, the testbed at TU Delft will try to use all components which
are universally available, avoiding the use of in-house developed components.

2. The testbed at TU Delft should aim to replicate the real world ICS scenario. From
the discussion about various approaches of testbeds in section 3-6, it is clear that using
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Sr.
No.

Name of the
testbed

Advantages Disadvantages

1. BU Testbed in
section 3-1

Simplified, low cost approach by
taking a real control setup in-
stead of the large plant network.

Unsuitable to replicate attacks
on large scale control plants for
which ICS is ideally used in the
real world. In house components
used.

2. Texas AM
testbed in section
3-2

Commercially available tools are
used to simulate complex plant
making it replicate the real world
scenario.

Does not use real world HMI
workstation.

3. Fraunhofer
testbed in section
3-3

Uses all real world ICS com-
ponents for accuracy and pro-
vide virtualisation environment
as network simulator alternative.

Used small scale hardware as a
plant limiting flexibility of test-
ing impacts of attacks.

4. RINSE testbed in
section 3-4

Combines multiple components
together to reduce cost of the
testbed.

No physical components neither
PLC nor for plant hardware. In
house network simulator is used
making the testbed hard to repli-
cate.

5. TASSCS testbed
in section 3-5

Use of virtual PLC reduces cost
of the testbed.

No use of real world PLC In-
house HMI is used.

Table 3-2: Advantages and disadvantages of various testbed approaches

largest possible number of real world ICS components will help in achieving this aim.
This includes the the use of actual PLC and HMIs. This also means that the testbed
should use a real time plant simulator for replicating a real world, complex plant making
the testbed mimic the real world ICS scenario.

This concludes the discussion on various approaches of existing testbeds in this chapter. The
next chapter will take forward the idea of building a new testbed Networked Embedded
Robotics in Delft (NERD) Lab in the TU Delft following the approach discussed above.
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Chapter 4

Design of ICS testbed at Delft
University of Technology

The last chapter analysed various existing ICS testbeds and compared their relative advan-
tages and disadvantages. Now, this chapter will utilise this knowledge to develop an ICS
testbed at Delft University of Technology (TU Delft), combining all the advantages in the
existing testbeds, while omitting the disadvantages in them.

To achieve this, in section 1, the functional requirements for the testbed at TU Delft have been
formulated. Section 2 formulates the functional requirements for each individual component
in the testbed at TU Delft. By analysing this information, a new approach has been developed
and a setup involved in the testbed at TU Delft is designed in section 3. The architecture
of this testbed is discussed and its detailed working is explained in section 4 of this chapter.
Section 5 gives the design for the entire testbed comprising of five test setups. Section 6 goes
into depths of the selection process followed for the components of this testbed. Section 7
gives the deeper electrical cabling diagram in order to build the lab. In the last section, the
dSPACE plant simulator is programmed to run the plant simulation.

4-1 Functional requirements for the testbed at Delft University of
Technology

1. The testbed should replicate real-world scenarios of ICS in plant control. This will be
a key feature in our testbed, allowing us to explore practical vulnerabilities of the ICS
setup as in the real world.

2. The testbed should be able to realise attacks on real world ICS which are typically used
for control applications of complex plants.

3. The testbed must have ICS components such as PLC, HMI which are able to commu-
nicate with each other via Modbus TCP. In addition to this, the PLC must be able to
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communicate with other PLCs via one more industrial control protocol such as Ether-
CAT, Profibus, etc. to ensure future extension of capabilities.

4. The testbed should include a component which is able to capture Modbus data packets
transferred between the components and is also able to visualise the flow of packets in
real time.

5. The testbed must be able to implement common cyber attacks as discussed in chapter
2.

6. In addition to these requirements, the testbed should aim to keep in-house developed
components to a minimum if not zero. The testbed should aim to use all components
which are either commercial and universally available or open source and free for use.
This will ensure the replicability of the testbed while ensuring good customer support
for the real world devices. This will also make the testbed mimic the real world ICS
scenario more closely.

7. The testbed should include multiple setups with ICS components so that they can be
operated simultaneously either for different applications or in connection with each other
for a single application.

4-2 Functional requirements for individual components in Delft
University of Technology testbed

1. Plant simulator - To replicate a large scale industrial plant, the testbed should include
a component eg. a plant simulator. The plant simulator should be able to simulate a
large, complex plant based on given analog input from the PLC and also should be able
to send analog output signals to the PLC for control purposes. The simulator must
simulate the process in real time and should be re-programmable to simulate various
industrial applications.

2. Programmable Logic Controller (PLC) - The PLC used in the TU Delft testbed must be
able to mimic the real world ICS scenarios accurately and should be universally available
to increase replicability of the testbed. Therefore, the PLC must be provided by one
of the major manufacturers in the control industry. The PLC must have the capability
to receive and send analog input and output data. The PLC should have capabilities
to communicate with other Modbus devices such as other PLCs, HMIs, etc. Further,
the PLC should support communication with other devices through at least one more
industrial communication protocol, for example, Profinet, EtherCAT, etc. This will
make our testbed ready to extend its capabilities for generation and testing of cyber
attacks on ICS with other industrial communication protocol.

3. HMI - An HMI used in TU Delft testbed should be able to replicate the real world ICS
scenario. To achieve this, the HMI should provide reliability of Modbus communication
with proprietary licence for Modbus protocol. The HMI should to re-programmable to
visualise different processes accurately. The software of HMI should have the capability
to be installed on a standard PC, to make it cost effective, without the need of any
other advanced hardware.
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4. Attack PC - The testbed must be able to implement common cyber attacks as discussed
in chapter 2. An attack PC should be running on an Operating System (OS) which
supports easy installation of appropriate software tools to generate cyber attacks. The
attack PC should have access to the same ICS network as that of the PLC and HMI, to
inject such attacks. The attack PC should have capability to simulate a scenario where
the attacker can be located at different geographical location and still make him or her
able to inject attacks on the testbed.

5. Network simulation - A network tool should be selected such that it is able to capture
Modbus data packets transferred between the components and is also able to visualise
the flow of packets in real time.

6. Network switch - The testbed should include an Ethernet switch with enough free ports
to connect all the ICS components. The Ethernet switch should allow free data flow
between all components of the ICS testbed, but at the same time, it should not allow
any other unauthorised device to be connected to the ICS network.

4-3 Architecture of the testbed : Single setup

In figure 4-1, we show the architecture of a single setup of the proposed testbed at TU Delft
NERD lab. The whole testbed consists of 5 such setups to be built at the NERD lab. This
entire setup is explained in section 4-5. The main components of this testbed along with their
functions are explained below.

Figure 4-1: NERD Lab testbed architecture : Single setup
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• dSPACE Simulator - This component represents a virtual industrial control plant that
will be controlled by ICS controller i.e. PLC. A large network of sensors and actuators
can be simulated in this dSPACE simulator in real time. This satisfies our criterion for
the plant simulator. The dSPACE simulator will simulate and pass the values of sensors
and actuators to the analog input card connected to the servers PLC 1 and PLC 2.

• PLC 2 (Modbus server 1) - A real-world PLC as PLC 2. The functions of this PLC are
listed as follows.
1. To read analog sensor data from the dSPACE simulator in the analog input card
connected to it and to write the analog output control values (actuator values) to the
dSPACE simulator via the analog output card connected to it.
2. To receive the reference values sent by the HMI and to pass the plant data in real
time for visualisation to the HMI.
3. To run the control logic programmed on it with the values received from the dSPACE
simulator as well as the HMI to achieve the desired output.
This PLC, which is the first controller of testbed, plays the role of Modbus Server,
responding to the queries generated by HMI in our network. In the future, the func-
tionalities of this PLC 2 can also be extended for watermarking and fault diagnosis.
We will select a PLC from one of the major providers in the industry such as Siemens or
Beckhoff. This will make the TU Delft testbed mimic the real world ICS scenarios more
accurately, while satisfying every functional requirement for PLC, as defined earlier.

• Ethernet switch 1 - A 48 port Ethernet switch will be used to connect the Modbus
devices with each other.

• PLC 1 (Modbus server 2) - Another PLC with the same structure as described above will
be used as our second controller, controlling another process on the dSPACE simulator.
This PLC 1 will also act as the controller of the plant. This PLC will generate queries
to receive data of sensor states from the dSPACE simulator, process the data and decide
on the necessary control input and will write the output data to dSPACE simulator to
change the actuator values as per the control strategy.

• Management Personal Computer (PC) with HMI (Modbus client) - The management
PC will serve two purposes. First, it will be used to install and manage all the softwares
required for programming PLC and HMI. Through this PC, the user can make changes
to the programs written on the PLC. Second, this PC will be running HMI software,
which will act as Modbus client visualising data from the PLCs. The management PC
running an HMI will be connected to the network and will be used to visualise real time
data of the process and send control set points to PLC1 and PLC2.

• Attack PC - A powerful PC will be used to host attack PC and is connected to the
Ethernet switch 1 giving it access to the ICS testbed network to perform cyber attacks.
The attack PC will be running on Linux OS and will have tools to generate and inject
attacks on the Modbus network. The two major tools will be Hping3 and Ettercap. The
Hping3 tool will help us generate spurious messages of Modbus protocol at a high speed
to launch DoS attack on the network. Ettercap is another tool which will help injecting
MITM attacks by capturing the data packets being transmitted between Modbus client
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and server. This PC can host virtual machine on it and connect them to the network
using a virtual switch called Open vSwitch. [35] This virtual switch is illustrated by the
Network switch 2 in the figure 4-1. Using a virtual switch overcomes the limitation of
the attacker being present at the plant site to launch the attack by simulating a scenario
where attacker is connected to the network remotely.

4-4 Functioning of the testbed : Single setup

The testbed will have a dSPACE simulator which will act as a virtual plant simulating the
sensor, actuator data. This data will be transmitted to the PLC 1 and PLC 2 via the analog
input cards on the same chassis as the Central Processing Unit (CPU) of the PLC. PLC 1
and PLC 2 will act as the controllers of the plant, receiving and forwarding analog input and
output signals from the HMI and taking the necessary control action on the plant. These
PLCs will control two individual processes, as parts of a single complicated process that are
performed after one another. In other words, the PLCs will control a batch process.

This data will be passed on to the HMI hosted on the management PC through a Modbus
connection established via an Ethernet switch 1. The PLC 1 and PLC 2 will send this data
to the HMI which will act as the Modbus client. The HMI will visualise real time data on
the screen and send commands to the server PLCs. An attack PC will be connected to the
network via Ethernet switch. This PC will host virtual machine as explained in here 4-3.
This virtual PC will act as the attack PC connected to the network with OpenV switch and
will be used to inject cyber attacks on the network. In future, the functionalities of PLC 2
can be extended in future to attack diagnosis or watermarking.

4-5 Architecture and working of the entire testbed

In the previous sections, the role and specifications of each component of the testbed was
described in detail, to further elaborate the working of the single setup of the testbed. In this
section, we will discuss how these individual setups come together to form the entire testbed
at TU Delft NERD Lab.

Figure 4-2 shows the entire testbed at TU Delft NERD lab. This testbed consists of five of
the test setups as described in section 4-3. The entire testbed, therefore contains five pairs of
ICSs as follows:

• ICS Setup 1 : PLC 1 and PLC 2 with Management PC 1

• ICS Setup 2 : PLC 3 and PLC 4 with Management PC 2

• ICS Setup 3 : PLC 5 and PLC 6 with Management PC 3

• ICS Setup 4 : PLC 7 and PLC 8 with Management PC 4

• ICS Setup 5 : PLC 9 and PLC 10 with Management PC 5
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Figure 4-2: NERD Lab testbed architecture : Entire testbed

The dSPACE simulator, which plays the role of plant, is connected to all the 10 PLCs. The
analog IO (Input/Output) cards on the PLC are connected to communicate these analog
signals with the dSPACE simulator. The structure of each PLC is therefore exactly similar.
Each pair has 1 management PC, shown by the label "Mgmt PC" in figure 4-2. This manage-
ment PC is used to program PLCs in each setup and has the necessary softwares installed on
it. This makes the reprogramming of the PLCs easier. Each management PC also runs the
HMI for its own setup. All these equipments are connected via a 48 port Ethernet network
switch and are communicating with each other on Modbus TCP protocol.

This entire setup has a common attack PC connected via a virtual switch i.e. Network switch
2, created with OpenV switch using Virtual Box and connected to Network switch 1. This
attack PC runs on Kali Linux OS and has the necessary softwares installed to launch cyber
attacks on this network of ICS testbed. With the use of this virtual switch, the limitation of
attack PC being continuously present at the site is tackled, as in this case, attack PC is running
as a virtual machine, connected to a virtual switch. Therefore, this simulates a scenario where
an attack can be injected by the attacker remotely. In this ways, the ICS testbed at TU Delft
is designed combining 5 individual setups, able to work simultaneously to mimic a real world
ICS scenario. In future, each of these setups can also used with different dSPACE simulators
to simulate different processes simultaneously, thus satisfying our functional requirements.
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4-6 Selection of the components for the testbed

After finalising the approach of the testbed, a detailed market analysis for the ICS compo-
nents was performed i.e. for PLC, Network simulator, HMI and a virtual machine software
(to host attack PCs on a single hardware PC). The selection criteria used to compare these
options and the reasoning for selecting each component is given in this section. The func-
tional requirements for the testbed as mentioned in section 4-1 were reviewed as reference
while shortlisting the ICS components. Only the options that satisfy these basic functional
requirements of the testbed were compared further. The criteria used for this comparison
were then features of the component, power requirements of the components, communication
protocols supported by the component, open or closed source licensing of the product, cost
of the product, etc.
Following such detailed comparison, a probable list of items from two providers was created.
These two providers are Beckhoff and Siemens. Then quotations were requested from both
these providers, thoroughly explaining them the requirements and application case of the
testbed. This process was done meticulously as these ICS devices cost in thousands of euros
and hence needed very careful assessment before ordering. After exchanging many versions
of the quotations, a final quotation was received and approved by both sided. These final
selected components along with their relevant specifications are given in the following :

1. Plant simulator(dSPACE simulator in section 4-3 ) - dSPACE simulator with model
number 1401/1514 is used in the testbed. This simulator is selected as it simulates
the process in real time, allowing to send analog input and output values to the PLC
and HMI, which physical connections through its connector. Additionally, the dSPACE
simulator is our preferred choice as it is able to simulate multiple different scenarios in
various industrial applications and is not limited to just one application.

2. PLC - According to the functional requirements laid out by us for the testbed in section
4-2, the PLC should be supplied by one of the major providers of PLC that is used
commonly worldwide. The PLC must have the ability of connecting analog I/O cards
to interface with the simulator. The PLC should be able to communicate with other
PLCs via Modbus TCP and one other industrial network protocol such as EtherCAT,
Profibus, etc. PLC should cost around 1K euros.
These requirements are best satisfied by Beckhoff C6030 ultra compact industrial PC
and is therefore selected for the testbed. It has mounting plate on the rear wall for the
free alignment of the connecting area. This feature, combined with its small size satisfies
the mounting requirements submitted by the TU Delft technicians at the NERD lab,
occupying less space for mounting. It has 4 Ethernet ports on the CPU itself, which
saves the need for a separate card for Ethernet connections. It runs on 24 V power
supply. It has high processing power with Intel processor with windows 10 OS, which is
sufficient for our test purposes at the NERD lab. Therefore, this CPU model is selected
for the the ICS testbed at TU Delft.
The CPU is combined with various cards which are powered internally to perform
various function. These are the accessories of the PLC. For each PLC, following cards
are ordered, which fit on a single chassis and their functions are given in list below.

– EtherCAT coupler (EK1100) : This card is used as a communication bridge be-
tween the CPU and other IO (Input/Output) cards. This card powers the IO cards
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and enables the CPU of the PLC to communicate with them.
– Digital input card (EL1008) : This is an 8 channel digital input card which allows

the digital sensor values from the field to be connected to the PLC.
– Digital output card (EL2008) : This is an 8 channel digital output card which

allows the digital actuator values from the PLC to be written on the actuator
plant side.

– Analog input card (EL3004) : This is a four channel analog input card which allows
the analog sensor values to be communicated to the CPU of the PLC.

– Analog output card (EL4004) : This is a four channel analog output card which
allows the analog actuator values to be written on the actuator on the plant side.

In addition to this, licences for the PLC software i.e. TwinCAT is bought to program
and operate this Industrial PC as PLC. This completes the setup of PLC installed in
the ICS testbed at TU Delft.

2. Management PC - According to the functional requirement in list 4-1, The PC should be
powerful enough to install and manage softwares for programming of PLCs and HMIs.
For this purposes, Dell Optiplex 7040 PC with high RAM , high memory (at least 1 TB)
and latest version of Windows or Linux operating system is finalised. The specifications
of this PC are sufficient for the functioning of the attack PC in the testbed. Additionally,
the HMI software from Beckhoff is also bought along with the Modbus TCP license to
run the HMI with Modbus TCP on the management PC of the setup.

3. Ethernet switch - The network switch is used to connect all PLCs, management PCs
and attack PC on the same network. For this purpose, a 48 port Ethernet switch has
been selected and set up in the NERD lab, which satisfies the purpose.

In this way, after a rigorous scanning and comparison procedure, to ensure selection of best
components for the testbed, the selection procedure was completed. To given even more
clarity, these components satisfy the functional requirements of the testbed discussed in the
list 4-1 as follows :

1. All these ICS are exactly the same equipments that are used in real world control
scenarios in the industry, this makes the TU Delft testbed mimic the real world ICS
scenario accurately, satisfying the functional requirement number 1.

2. The testbed used dSPACE simulator, which is able to simulate a large, complex indus-
trial process. This satisfies second functional requirement of having real world process
for the control purpose.

3. The PLC supports Modbus TCP and is can also be extended for the use with EtherCAT
industrial communication protocol. This satisfies our function requirement number 1
given in list 4-1, of PLC being able to support multiple communication protocols.

4. The attack PC of the testbed has various network analysers such as Wireshark installed
on it, enabling it to capture and visualise Modbus TCP data packets going through the
network.
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5. The attack PC is installed with Kali Linux, which is a specialised version of Linux for
testing cyber attacks. This ensures that common types of cyber attacks can be launched
with this testbed on the ICS, satisfying the functional requirement number 5 as given
in the list 4-1.

6. The requirement for replicability is satisfied as no in house developed components have
been used to construct this testbed and all the softwares (except the softwares bought
from Beckhoff for the PLC) are open source and free for use. This satisfies the last func-
tional requirement for the testbed as using these components ensures good replicability
of the testbed.

7. The last functional requirement is satisfied as five setups of the ICS components have
been designed to operate simultaneously in the testbed at Delft University of Technology.
These setups can be used for different applications or in connection with each other for
a single or multiple application. This testbed can, for this purpose, be also extended to
connect multiple dSPACE simulators to various setups.

This sections therefore presented a through discussion about selection procedure followed for
designing the testbed and gives clear reasoning at every step to help reader understand the
choices made by us in this design process. The next section further gives the electrical cabling
diagrams for these components to create the testbed.

4-7 Electrical cabling diagram for the testbed

In the above section, the detailed architecture of ICS testbed at TU Delft NERD lab is
discussed along with the process for selection of components. Once the components for
the testbed are finalised, it is important to ensure the correct electrical wiring for all the
components. This is because each ICS equipment has different power requirements and it
not handy to change the wiring scheme of these devices frequently. Therefore, it was very
important at this stage of the thesis to construct a detailed electrical wiring diagram for
the testbed, so that it becomes easier for the laboratory technicians at TU Delft to plan
accordingly.

Figure 4-3 gives a layout for electrical connection diagram for a single ICS setup of the testbed,
consisting of PLC1, PLC 2 and Management PC 1. This same electrical layout is repeated
for each ICS setup in the testbed as described in the list of pairs in section 4-5.
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Figure 4-3: NERD Lab testbed electrical diagram

As shown in figure 4-3, each PLC consists of following components :

• CPU : C6030

• EtherCAT coupler : EK1100

• Digital input card : EL1008

• Digital output card : EL2008

• Analog input card : EL3004

• Analog output card : EL4004

The details of these equipments have already been discussed in section 4-6. In this section,
the focus of description is therefore on the electrical cabling aspect for these components.

Each of the above mentioned components is mounted on a single chassis from Beckhoff. The
CPU as well as all of the cards have mounting slots on their side planes, through which the
power and communication signals are passed on.

The CPU of this PLC i.e. C6030 runs on 24 V power supply. Therefore, to provide this
input power, a 24 V power supply is used in the setup as shown in figure 4-3. This power
supply draws a current from input 230 V from the standard switchboard connection in the
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lab and supplies a constant output of 24 V and 10 A current. As these voltage and current
requirements are more than double of that of the PLC, one power supply per setup of 2 PLCs
is utilised in this design of the testbed.

This 24 V power supply is then connected to the input terminals of the CPU as well as the
EtherCAT coupler. These are the only 2 external connections that have to be made for the
power supply of the PLC. The remaining cards of the PLC i.e. analog input/output cards
and digital input/output cards are powered internally thought the bus connectors on the side
panes of each of the card on the chassis. This gives a huge advantage in designing as it reduced
the requirement for external cabling, making it simpler to implement, while also reducing the
cabling cost. This also eliminates the risk of having loose end of wires and short circuits.

On the other hand, other devices of the ICS testbed, namely, dSPACE simulator, management
PC, attack PC and network switch work directly on 230 V power supply and are hence
connected directly to the standard wall socket in the lab. The 230 V connections in this
diagram are shown in colour red while the 24 V connections are shown with colour green. All
Ethernet cables are shown with colour Blue.

Once this electrical connections are complete, the connections for data communication are
made. For that, the analog and digital Input and Output (IO) cards are connected with
standard 24 V cables with to the respective ports of the dSPACE simulator. The actual signal
values coming in from the plant and going into the plant from the PLC are communicated
via theses cables. The remaining communication between PLCs, management PC and attack
PC is done using the Ethernet cable connected through the network switch.

In this way, a detailed layout plan for electrical cabling for the ICS testbed was discussed in
this section.

4-8 Setting up the dSPACE simulator for testbed

After discussing this detailed design for testbed, the dSPACE simulator at TU Delft NERD
lab is set up in this section to complete the testbed. As shown in figure 4-4, the dSPACE
MicroAutobox II is a real time plant simulator which simulates any given model and produces
the analog and digital input and output signals through its pin outs. In figure 4-4, the left
side figure shows the back place of the MicroAutobox where the input power connection and
host PC connections are provided. On the front side, pin outs are given to which connections
can be made to extract real time analog and digital signals from the plant. Therefore, in the
testbed, the corresponding pins from this connector will be connected to the corresponding
channels on the analog IO cards of the PLCs.

The MicroAutoBox II works with 230 V input power supply and has Ethernet connectors to
be connected to the host PC to program the device. It runs on the IBM PPC processor with
16 MB primary memory for storage of programs and data files. It has total 32 channels which
can be used to connect analog inputs and 8 channels which can be used as analog outputs.

For the ICS testbed at NERD lab, this MicroAutoBox II is working as a plant, as described
earlier. Therefore, a typical industrial process which is, a two-tank level control process has
been modelled in MicroAutoBox II for this case. This process finds its application in process
control industry such chemical, food and oil and gas industry. This two tank level control plant
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Figure 4-4: dSPACE MicroAutoBox II [13]

is shown in figure 4-5. The process has 2 inputs as inflow 1 and inflow 2, going into the two
tanks and 2 outputs, which are the levels in the two tanks i.e. level 1 and level 2. Therefore,
the input flows are mapped on two of the analog input channels on the MicroAutoBox and
these signals will be controlled by the PLC. On the other hand, the level sensor outputs are
mapped to the two analog output channels on the MicroAutoBox and these readings will be
provided to the PLC via the analog input card on it.

Figure 4-5: Two tank level control process

The focus of this section is to program and set up the dSPACE simulator. As this process
of setting up a plant is unique and not well documented at NERD lab, this sections gives a
detailed procedure to set up the dSPACE simulator, which can be used as a documentation
for further work with dSPACE simulator.
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To model this plant in MicroAutoBox, the plant model first is created and implemented in
Simulink as a state-space model. To run this model on MicroAutoBox, it first needs to be
converted into a C code. To achieve this, a library called "Real-Time Interface" (RTI) is
provided by dSPACE and needs to be installed in Matlab. This library is activated when the
license key for dSPACE is inserted. Figure 4-6 shows the successful installation of RTI on
Matlab.

Figure 4-6: Real-Time Interface for MicroAutoBox successfully installed on Matlab

Once this RTI is properly installed, it is ready to be used in Simulink and contains predefined
blocks to read and write analog and digital signals from the dSPACE simulator. There are
various blocks such as Analog IOs, Digital IOs and can then directly be used in Simulink with
the plant model that we developed previously.

Figure 4-7: Plant model on dSPACE MicroAutoBox
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Figure 4-7 shows this plant model developed in Simulink and integrated with RTI to be run on
dSPACE simulator. In this figure, the output of the state space model i.e. the level 1 and level
2 in two tanks are connected to analog output channel numbers 1 and 2 respectively, using
"AIO DAC" block in RTI. The "DAC" in this block represents "Digital to Analog Converter".
Therefore, this block converts the digital value from the state-space output, converts it into
analog value and writes it on pins 1 and 2 on the MicroAutoBox. These plant outputs are
therefore connected to the analog input cards of the PLC to read the real time level values
as described already. Similarly, the control inputs coming from the PLC are connected to
Analog input pins 1 and 2 on the MicroAutoBox. These analog values are then read and
converted into digital values using the "AIO ADC" blocks, as shown in the left side of the
state space block in figure 4-7. In this way, the plant model is developed with in Simulink
incorporating the RTI library to run on dSPACE simulator.

Before this model is run on MicroAutoBox, it needs to be built and converted into a ".sdf"
file, which is then installed on the MicroAutoBox. Therefore, after developing this model, it
is built and RTI library translates this Simulink model into the C code and builds necessary
files to run this model on MicroAutoBox. While building this model, following configuration
parameters are to be set to appropriate options as shown in table 4-1.

Configuration parameter Option to be selected
Solver Fixed step with appropriate sample size
Hardware implementation Code generation target file should be se-

lected as "grt.tlc"
RTI simulation options →Initial simula-
tion state

RUN

RTI load options→Load application after
build

Uncheck

Table 4-1: Configuration setting to build dSPACE model

All the files necessary for running the model on dSPACE simulator are created automatically
by implementing the build command. The ".sdf" file from these files is significant to run this
model on dSPACE. The C code for this is provided in Appendix B. In order to run this built
model on dSPACE simulator an application called "Control Desk", developed by dSPACE is
used. The application is opened and relevant model number of MicroAutoBox is selected.
After that, the ".sdf" file corresponding to the plant model that we developed is selected and
this downloads the model on dSPACE MicroAutoBox. Once this model runs successfully on
dSPACE independently, the setup of dSPACE simulator is completed.

With the setup of dSPACE plant simulator, this chapter is concluded. This chapter presented
the design for the new testbed at NERD lab in TU Delft. Further, it discussed the testbed in
depth including its electrical cabling and documented the setup procedure for plant simulation
on dSPACE simulator. The next chapter will describe the simulated testbed approach followed
after completing the design of this testbed and setup of dSPACE plant simulator.
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Chapter 5

Simulation of the testbed

The previous chapter described the design for the Industrial Control Systems (ICS) testbed
for cyber attack generation at TU Delft. After completing the design process of the testbed,
the procurement procedure was scheduled and the order was placed with Beckhoff. However,
due to the ongoing Covid-19 crisis and time delays in the delivery of the components, we
decided to present a simulated version of this testbed. The primary goal while creating the
simulated testbed is that it should accurately replicate the actual testbed designed for Delft
University of Technology (TU Delft), which, in turn, replicates the behavior of ICS controlling
an industrial plant. This goal is achieved by designing a simulated version that mimics the
real world ICS scenario for controlling a two tank level control process, which is a common
application in industrial sector. By particularly selecting open source softwares for cyber
attack generation, it is ensured that the same attack methodology can be directly utilized to
implement cyber attacks on the actual testbed, once created at the TU Delft laboratory.

This chapter first describes the simulated testbed with its functional details. Further in section
two and three of this chapter, the Man-In-The-Middle (MITM) and Denial-of-Service (DoS)
attacks are injected on the testbed, following the techniques described in section 2-3-2 and
section 2-3-3 respectively. Further, the results of these cyber attacks are discussed in detail
giving the reader a clear picture of the hazards that can be created with these attacks.

5-1 Simulated testbed

Figure 5-1 shows the architecture of the simulated testbed used for implementing and testing
cyber attacks. The testbed consists of two hardware PCs, namely PC1 and PC2, on which
respective softwares are run to create the ICS components such as Programmable Logic Con-
troller (PLC), Human Machine Interface (HMI) and attack Personal Computer (PC). A third
PC is run on hardware PC1, with the help of Virtual Box, which is a virtualization platform.
The next two subsections will provide the details of the hardware and software components
of this stimulated testbed respectively.
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Figure 5-1: Architecture of simulated testbed

5-1-1 Hardware configuration of simulated testbed

The details of the hardware parts of the testbed and the roles that these PCs perform in
correlation with the proposed testbed at TU Delft are described ahead.

• PC1 - PC1 is the hardware PC that plays the role of HMI in the testbed. To correlate
with the actual testbed, this PC1 corresponds to the management PC on which HMI is
running. Therefore, PC1 acts as the Modbus Client in the simulated testbed, similar
to the HMI acting as the Modbus Client in the actual testbed. To reiterate, HMI is the
screen that displays the key real time values from the plant to the operator and allows
the operator to input the reference values to be sent to the controller. This is where
the plant operator is located on a plant site.

• PC2 - PC2 is the hardware PC that plays the role of PLC and plant simulator in the
testbed. To correlate this with the actual testbed, this PC2 corresponds to the PLC
in the actual testbed. Therefore, PC2 acts as the Modbus Server in the simulated
testbed, same as that in the actual testbed. On this PC2, a model of level control in
two interconnected tanks is created with Simulink. This makes the simulated industrial
process for our testbed.

• Attack PC - A virtual PC running on hardware PC 1 is used as an attack PC and is
added to the setup to generate and launch attacks into the network of PLC and HMI.
To reduce the hardware, this attack PC has been implemented as a Virtual PC using a
Virtualization software. A virtualization platform called "VirtualBox" is used to realize
this.

5-1-2 Software configuration of simulated testbed

Now that the hardware of this simulated PC is discussed, the software part of the this simu-
lated testbed is discussed below. We use various softwares installed on various PCs to simulate
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plant, PLC (Modbus server), HMI (Modbus client) and attack tools to generate cyber attacks.

HMI simulation on PC 1

On PC1, an HMI screen is created using the "App-designer" application with MATLAB.
Figure 5-2 shows this HMI screen running on PC1. Here, two scales with heights 0 to 10
feet are present, through which the reference heights of the tanks are input by the operator.
Matlab functions have been developed to pass the values from this HMI to the PLC on PC2
with Modbus TCP protocol. A Modbus communication toolbox provided by Matlab have
been used to establish a successful Modbus communication between HMI and the PLC. On
the right-hand side, two gauges are given, which display the real time values of heights in
the two tanks. A master switch is given to turn the Modbus communication ON and OFF
between the HMI and the PLC. This status of connection is shown with the indicator on the
HMI. Additionally, an indicator is provided for each tank as an alarm, which is triggered if
the liquid in the tank overflows.

Figure 5-2: HMI display
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Plant and PLC simulation on PC2

The PLC i.e. controller and plant for the testbed are simulated using Matlab and Simulink
softwares on hardware PC 1. A two tank level control process is simulated in this testbed using
Simulink. This process is selected particularly as it is one of the commonly found processes
in many of the large scale industrial plants, for which ICS are deployed. Undertaking this
process for injecting cyber attacks will enable the testbed to accurately mimic the real world
scenario. Figure 5-3 shows this process under consideration where the goal is to maintain the

Figure 5-3: Two tank level control process

level in the two interconnected tanks according to the set points given by the operator. The
process has two inputs i.e. manipulated variables as inflow 1 and inflow 2. There are two
controlled variables which are level 1 and level 2. This process has been modelled in Simulink
already in section 4-8. While creating this simulated version of the testbed, the same process
has been selected intentionally, to keep uniformity in both testbeds. By simulating the same
industrial process in the simulated testbed, it is ensured that the simulated testbed mimics
the original testbed as well as the real world ICS scenario.

Figure 5-4 shows a combined model created in Simulink for the two tank level control process.
This model combines the model simulated on dSPACE simulator with the simulated testbed,
by adding the MPC controller running in Simulink in place of actual PLC. This model gives
user an option to switch between which controller (either simulated or PLC) does the user
wants to use. In the PLC mode, the model takes inputs and outputs from the dSPACE
simulator and runs the logic from PLC. This is the mode to be used for actual testbed
designed with real hardware. In the second mode, the model uses a MPC controller designed
in Simulink (explained in the next paragraph) and uses the Modbus toolbox in Matlab to take
commands from HMI. This communication is made possible by creating two Matlab functions
which read and write data values through Modbus Transmission Control Protocol (TCP) to
and from the HMI. In this way, the model is carefully designed so that it can be used on the
the actual testbed and the simulated testbed, at users will.

Once this process is modelled in Simulink, a Model Predictive Controller (MPC) is designed
and deployed for the control of this process. MPC is one of the most famous techniques

Vedang Ranade Master of Science Thesis



5-1 Simulated testbed 55

Figure 5-4: Combined model for two tank level control process

used in the process industry for control applications. Therefore, it provides an advantage
that it already has ready-made blocks written in IEC61131-3 programming language, which
will be used for programming the actual PLC in the testbed. Additionally, MPC provides
better constraint handling to achieve optimal control of the process, which is required in this
application. Therefore, an MPC is chosen as the control strategy for this application.
Following parameters are selected for the MPC to achieve the optimal result for reference
tracking application.

• Prediction horizon = 30 seconds

• Control horizon = 5 seconds

• Input constraints : 0.5 m3/sec ≤ u(k) ≤7.5 m3/sec. A lower bound is put on the input
to avoid the dry running of the system which might create low pressure in the pipelines.

• Output weight =
[
103

103

]

• Input weight =
[
0.01
0.01

]
• The high output weight and low input weight ensures better tracking of the levels even

at the cost of high input flow, which is the aim of this control application.

The performance of this MPC is shown in figure 5-5. The plant is initialized with level of 3
feet in both tanks. The set points provided by the operator are 5 feet and 2 feet respectively
for both tanks. It is clearly observed that the controller tracks the given set points with
rise time of 3.86 seconds. This completes the description of the PC2 in simulated setup,
corresponding to PLC with the dSPACE simulator in actual setup. Further, to make this
MPC code ready for implementation on the actual testbed, the toolbox "Simulink PLC Coder"
has been utilized.[36] With help of this toolbox, the MPC code generated and modelled in
Simulink is converted into a structured text code, ready to be run on TwinCAT software for
programming Beckhoff PLC.
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Figure 5-5: Nominal performance of MPC

Attack PC simulation on PC1

As explained earlier, the attack PC is run on hardware PC 1 as virtual PC. A tool called
Virtual Box has been used to create and host this attack PC. In Virtual Box environment, a
PC with its own Internet Protocol (IP) address and Media Access Control (MAC) address is
created. This PC is connected to the network through a virtual switch which works on OpenV
switch. Using this "virtual" switch gives the attack PC flexibility to be located anywhere in
the world and not be limited to being physically present at the site of the testbed to inject
the attacks. Virtual Box is a virtualization software that supports use of OpenV switch to
connect the virtual PC to the network. This justifies the use of Virtual Box as virtualization
platform in this testbed and was an important criterion for its selection.

This attack PC runs on Kali Linux which is a version of Linux Operating System (OS),
designed specially for cyber security applications. The advantage of using Kali Linux is that
the OS has many of the tools which are used for launching cyber attacks, pre-installed in it.
To generate and launch cyber attacks in this thesis, three such tools are utilized. They are
namely; Ettercap, Hping3 and Wireshark. These tools are pre-installed in the Kali Linux,
which justifies the use of Kali Linux as the OS for the attack PC. However, these tools
are also available to be installed on any version of Linux OS. This concludes the design and
implementation of the simulated testbed which mimics the actual TU Delft testbed accurately
combining all the hardware available with open source tools.
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5-1-3 Comparison of simulated testbed with the actual testbed at Delft Univer-
sity of Technology

Before discussing the attacks on this testbed, it is important to understand the differences as
well as pros and cons of using this simulated testbed with respect to the real testbed. This
simulated testbed differs from the actual testbed in use of hardware as well as some of the
softwares used for simulation. Firstly, the simulated testbed uses a plant model simulated in
Simulink, whereas in the actual testbed, we are going to use the dSPACE simulator as the
plant. The dSPACE simulator is able to simulate complex industrial processes with greater
accuracy than Simulink. The dSPACE simulator will also provide the electric signals of
these Input and Output (IO)s through physical cables to the PLC. Such physical connections
between plant and controller can not be testbed with Simulink, in this simulated testbed.
This behavior makes the actual testbed replicate the real world ICS scenario more closely,
allowing us to test the vulnerabilities as well as impacts of cyber attacks on complex plants.

This case is also true about the controller used in the testbeds. The simulated version of
testbed implements the MPC with Matlab and Simulink against the real world PLC used
in the actual testbed. The real world PLC offers significant advantages over a controller
designed in Matlab such as high processing speed, reliability, ruggedness in operation, safety,
etc. These are the key parameters that make a PLC suitable for control of industrial plants.
Additionally, the programming language used in the PLC is IEC 61131-3 (also known as
structured text). We can also use different blocks which are predefined in PLC software
of Beckhoff. This programming might also present some unexpected challenges in the real
world scenario such as data format mismatch, connectivity issues, etc. These thing make a
PLC unique from a controller in Matlab but they can not be tested using just the simulated
testbed.

As for the attack PC, the simulated version follows the approach as that of the real testbed.
This gives an advantage that the cyber attacks developed and tested on the simulated testbed
can be directly implemented on the actual testbed, once the hardware with PLC and dSPACE
simulator is setup.

Another difference between the two testbeds which is worth noting is the Modbus communi-
cation setup. In the simulated testbed, we have defined and used Matlab functions based on
Modbus toolbox of Matlab. We need to recall these functions every time to ensure a successful
communication. This consumes a lot of time, depleting the processing power and reducing the
speed of the communication. In the actual testbed, we use a run-time proprietary license from
Beckhoff to facilitate Modbus communication. Use of proprietary license will offer more speed
in data transfer, increasing the capabilities of actual testbed as compared to the simulated
version.

From the above discussion, it is clear that the simulated testbed, although replicates the real
world ICS scenario closely enough to test cyber attacks, it still does not enable us to exact
test behaviour of real world ICS under cyber attacks. The impact of these cyber attack on a
large and complex plant also can not be observed with just the simulated testbed. Therefore,
we conclude this section with the key takeaway that the while the simulated testbed allows
us to perform initial testing of cyber-attack injection using appropriate substitutes for ICS,
we still need to build the actual testbed with ICS components to achieve our aim of studying
impacts of cyber attacks on real-world ICS.
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The next sections will give the results of theMITM attacks and DoS attacks injected on the
simulated testbed.

5-2 MITM attack injection and results

In previous section, a simulated testbed with HMI-PLC network controlling a two tank level
control process is prepared. The testbed also has an attack PC running with Kali Linux
having necessary applications for injecting cyber attacks. In this section, MITM cyber attack
is injected on this network following the methodologies in section 2-3-2 and section 2-3-1.

5-2-1 Altered control set point attack using MITM attack

During the normal operation of the ICS testbed, the operator sitting at the HMI i.e. Modbus
client, decides and inputs the set point values that are levels of liquid in the two tanks. The
PLC receives these set point values as the analog values contained in Modbus data packets.
Being analog values, these are then stored in the holding registers of the Modbus server i.e.
PLC. The MPC logic programmed in the PLC runs to achieve these set point values and sends
back the real time values of levels in the two tanks back to to the HMI. These values sent via
the Modbus communication are then displayed on the HMI with the Tank level gauges. This
process continues in real time to complete the ICS network under normal conditions.
Now, this attack aims to alter or modify the set points provided by the operator via input
set point scale on the HMI. The PLC controller therefore receives set point values that are
not intended by the operator, without the knowledge of the operator. This is achieved by the
means of MITM attack as explained in section 2-3-2
To launch a MITM attack, the attacker needs to have information about the network such
as IP addresses of the PLC and HMI and devices. To achieve this, a reconnaissance attack
using ARP poisoning technique is performed on the network. This procedure is explained in
detail in section 2-3-1 and section 2-3-2. To launch this attack, an open source tool called
"Ettercap" is utilized. This attack forms the first step of the MITM attack by providing the
attacker with IP and MAC addresses of the HMI i.e. PC1 and PLC i.e. PC2. The process of
ARP poisoning is followed to modify the ARP tables to link the MAC address of the attack
PC i.e. PC3, with the PC1 and PC2. Therefore, as shown in figure 2-8, the attack PC sits
in between the HMI and PLC, ready to intercept communication between them. The attack
PC now has the ability to intercept and visualize the Modbus packets being sent between
HMI and PLC and vice-versa. Therefore, the attacker captures these packets and alters the
significant bits in these modbus packets that correspond to the necessary information before
passing them on to the server i.e. PLC. To understand this, the structure of every Modbus
message is already explained in 2-1.
In order to perform the altered control set point attack, the set point value i.e. reference value
which is sent by the operator from HMI to the PLC needs to be changed by the attacker.
This is realized by developing and implementing "Ettercap Filters", which are able to process
and alter the data on the wire in real-time.
Whenever the operator inputs a value from the HMI with the scale, the HMI being Modbus
client, sends a "write holding register" command to the PLC i.e. the server. This query to
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write the data is shown in table 5-1. In this Modbus packet, the underlined 4 bits are the data
fields and hence contain the set point value as the data. In this attack, we have developed a
filter to alter the set point from a value of 2 feet to 9 feet, which is the overflow warning value
for the tank. Now, as the attack PC is intercepting these messages, it is able to modify the
specific bits in this message before passing it to the PLC. Therefore, the changed data bits
from 2 to 9 can be observed in the underlined bits in the Modbus packets in table 5-1. In
this way the MITM attack is implemented on this testbed to alter the set point which brings
the system at a position of overflowing.

Modbus write command sent by HMI and
captured by attack PC

Altered Modbus command passed on by the
attack PC pretending to be HMI

00 14 00 00 00 06 01 06 00 00 00 02 00 14 00 00 00 06 01 06 00 00 00 09

Table 5-1: Modbus data alteration

Figure 5-6: Altered control set point attack with MITM on HMI

Figure 5-6 shows this attack under operation on the HMI screen. Here, as described above,
the MITM attack is changing the set point value from 2 to 9 feet. This is clearly seen in figure
5-6 where the user input value (2 feet) is seen on the left hand side input scales. However, the
actual value of set point that is altered and passed on to the PLC is 9 feet, which is observed
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in the gauges on the right-hand side. Due to this attack, the system’s overflow alarms are
also triggered, all without the intention of the operator.

Similarly, figure 5-7 shows the analysis of this attack on the PLC side. Here, we can see that
initially when the attack was not injected, the controller was following set point levels of 2
feet in both tanks accurately. MITM attack was launched at 4.1 seconds, at which point the
set points in both the tanks suddenly go to 9 feet, whereas the HMI is still providing the
value of 2 feet as the set point. The controller then takes action on this new set point and
the levels in both tanks jump to overflow value of 9 feet, against the orders of operator.

Figure 5-7: Altered control set point attack with MITM on PLC

In this way, a MITM attack was implemented on the simulated testbed to overflow the
tanks, against the orders of the operator. This attack can therefore produce such hazardous
situations on a real world ICS plant as shown in this section. This completes the description
of altered control set point MITM attack with the results given in this section. In the next
section, MITM attack is utilized to entirely kill and hence stop the modbus communication
between the PLC and HMI.

5-2-2 Stop Modbus communication using MITM attack

In this section, the capabilities of MITM attack are explored further to stop the Modbus
communication between the HMI and PLC. To perform this attack, first ARP poising is
performed by the attacker on the network to obtain the IP addresses of the the PLC and
HMI. Then an Ettercap filter is developed where, these IP addresses are specified as the
source and destinations. This filter therefore, identifies and modifies the Modbus packets
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exchanged only between these two devices, without hampering the communication in rest of
the network.

Every time these Modbus packets are identified and captured by the attack PC, the filter
activates and drops these packets going to the destination. Similarly, it kills the Modbus
communication going on between the PLC and HMI. This attack therefore not only stops the
entire Modbus communication, but also stops the transfer of packets between the client and
server while doing so.

Figure 5-8: Stop Modbus communication attack with MITM on HMI side

Figure 5-8 shows this attack injected on the testbed on the HMI side. The Modbus com-
munication between HMI and PLC is killed which can be observed here as the Modbus
communication switch on HMI is ON but the indicator that shown status of communication
is OFF. Therefore, operator is unable to send any set point values to the PLC as well as
the HMI gets stagnated to the display the residual values of levels. Figure 5-9 shows the
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Figure 5-9: Stop Modbus communication attack with MITM on plant side

performance of the plant when under the attack. In this figure, the healthy i.e. nominal
operation of the plant is observed initially until 7.8 seconds, as both the tank levels follow
the reference given by HMI. But, after this point, the attack kills the Modbus communication
and therefore the reference values changed by the operator after this point do not reach the
PLC, as can be seen by the dotted maroon and dotted blue lines in figure 5-9. Figure 5-10
shows the error that "a communication link can not be created with the server i.e. PLC" on
the HMI.

Figure 5-10: Error on HMI

Next section described another MITM attack which exploits weakness in Modbus protocol
to exclude the Modbus packets reaching to the destination hampering communication in the
network.
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5-2-3 Invalid function code attack using MITM attack

This section describes how invalid function code attack is injected using MITM technique.
This technique follows the same basic methodology as described in section 5-2-1, only differ-
ence being that during this attack, the attacker alters the bits in the Modbus message that
correspond to the function code value, instead of changing the data fields.

As explained earlier, each Modbus query and response message between a client and a server
contains 2 bits known as function code. This function code tells the Modbus server what
action it is supposed to perform. These function codes and the corresponding actions are
given in table 2-5. Under normal situation, the function codes in query and response match
each other. If these codes are not supported by the destination device or do not match with
each other, the message is not transferred successfully. This called invalid function code
attack.

During this attack, the attacker therefore modifies the bits corresponding to the function code
fields. Hence, when the client sends query to write the holding register which corresponds to
function code of "06" (in Hexadecimal), the attacker captures and changes this bit to a value
of "2D" (in Hexadecimal), which is a function code not supported by the server. Therefore,
the message is not transferred and an error in Modbus communication is produced.

Figure 5-11: Error for invalid function code attack on HMI

Figure 5-11 shows the error produced due to this invalid function code attack on the HMI
side. Further, figure 5-12 demonstrates the HMI screen, when under this attack, where it
can be observed the that although the communication between Modbus devices is ON, the
actual data transfer of set point values is stopped. This is observed in the figure 5-12 as the
indicator for Modbus communicator is still ON unlike in figure 5-8, but the new values of
control set points are not passed to the PLC.

Lastly, figure 5-13 shows the performance of the plant when under the attack. Here, the
healthy operation of the plant is observed initially until 5.3 seconds, as both the tank levels
follow the reference given by HMI. After this point, the HMI produces an error and the newly
changed values of references after this point by the operator are not passed to the HMI.
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Figure 5-12: Invalid function code attack on HMI

Figure 5-13: Invalid function code attack on plant side

Vedang Ranade Master of Science Thesis



5-2 MITM attack injection and results 65

In this way various instances of MITM attack were created, injected and tested in section
5-2-1, section 5-2-2 and section 5-2-3. The only weakness in these attacks is that, the operator
sitting at the HMI screen can see that something is wrong with the control system. This can
be observed by the operator from the difference in the set point provided by him and the
actual level in the tank that is achieved by the controller as seen in figure 5-6. This can also
be observed by the errors generated on the HMI in case of the stop Modbus communication
and invalid function code MITM attacks. Therefore, as an extended measure, we tried and
tested a case where undetectable MITM attack is developed and injected by the attacker.

The words undetectable and stealthy are often used with the same meaning in daily con-
versations. However, for their use in scientific literature and to avoid any confusion of the
reader, we will define these terms here, to be referred to in the rest of this paper. There
exist various definitions of an undetectable cyber attack in the literature. Fabio Pasqualetti,
Florian Dörfler and Francesco Bullo, in their paper "attack detection and identification in
cyber-physical systems" define an undetectable attack as follows. "An attack is undetectable
(respectively, unidentifiable) if no monitor detects (respectively, identifies) the attack." [37]
Here a monitor is an algorithm with access to continuous-time measurements and knowledge
of the system dynamics.

Similarly, a stealthy attack also has been defined in multiple ways. One of the generic defini-
tions of stealthy is as follows. "The attack where skilled attackers conceals their manipulation
of the system and bypass intrusion detection by following the expected behavior of the system
closely, while still injecting enough false information into the system after a long period of
time to achieve their attack goals. Attacks of this kind are referred to as stealthy attacks."
[38] However, this definition of stealthy, depends to a great extent, on the type of detec-
tion mechanisms used in the system. Therefore, to present our results with clarity, for the
purpose of this report, we will refer to the definition of undetectable attacks given by Fabio
Pasqualetti, Florian Dörfler and Francesco Bullo as mentioned earlier. During these attacks,
the plant operator is "deceived" into believing that the system is performing perfectly, while
in reality, it is not. This is the reason that the attacks go undetected. In the next section,
such a case of undetectable MITM attack is developed and injected on the testbed.

5-2-4 Undetectable MITM attack

The attacks developed in the previous section are effective, yet there is a room for improvement
for the attacker to develop a more effective attack. In this section, this weakness in the
previously discussed attacks is tackled by developing an undetectable MITM attack. To
develop and launch this advanced attack, we make the assumption that the attacker has
deeper understanding of the process under operation, making him or her, the "skilled" attacker.
Unlike the previously seen attacks, this undetectable MITM attack modifies the control input
values to disturb the process, while still replicating the response of the system as under healthy
conditions on the HMI screen. As the set point level given by operator is achieved by the
indicator on the HMI screen, the operator sitting at the HMI does not notice any suspicious
activity and is deceived into believing that the plant is functioning normally. The attack
also does not produce any error on the HMI side and hence is undetectable in operation. As
the false sequence injected by the attacker follows the healthy system dynamics, this attack
cannot be detected by a monitor, as mentioned in the definition of the undetectable attack.
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During this attack, the attacker uses a similar technique as used while injecting altered control
set point attack in section 5-2-1, but extends it to make the attack undetectable from the
HMI screen.

To implement this attack, two different Ettercap filters have been developed and are used
simultaneously. The attack starts by changing the data bits in the query sent by the Modbus
client to the server PLC to write a control set point value. This alteration by the attacker is
shown in table 5-2. In this case, the operator is inputting a control set point of 9 feet. But
the attacker is changing this value from 9 to 5 and hence the PLC will still keep on receiving
the value of 5 feet as its set point.

Modbus write command sent by HMI and
captured by attack PC

Altered Modbus command passed on by the
attack PC pretending to be HMI

00 14 00 00 00 06 01 06 00 00 00 09 00 14 00 00 00 06 01 06 00 00 00 05

Table 5-2: Modbus data alteration between HMI to PLC communication in undetectable attack

In the second step, the attack again changes the data bits, but this time in the response
coming from the PLC to the HMI, to the query generated by the HMI to read level value.
A second Ettercap filter is used to gradually alter and replace the actual data bits with the
false data bits. This gradual and continuous insertion of data into Modbus packets makes
the level indicator increase values exactly as it would do in healthy operation (not under
attack). This ensures that the level indicator does not directly jump to the set point value,
but instead follows the healthy (when not under attack) response of the system to make the
attack undetectable for the plant monitor. This satisfies the definition of the undetectable
attack as fined the above section, making this a undetectable MIT attack.

Now, the PLC sends the value of 5 feet as its true value to the HMI. But, the attacker changes
this data value from 5 to 9 feet. Therefore, the value on HMI gauge for level 1 will now reflect
the value of 9 feet, which is indeed what the operator expects from the controller, as it follows
the set point given by him. This is shown in figure 5-14.
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Figure 5-14: Level followed on the HMI as per the set point during undetectable attack

However, this is not the actual value in the tank, as the data has been modified by the man-
in-the-middle attacker. The actual level in tank one is still only at 5 feet and yet, the HMI
gives a overflow warning. This can be verified by seeing the graph in figure 5-15. In this
graph, tank levels are plotted as the values received by the HMI and the actual tank level
in the process. In figure 5-15, the blue lines show the real tank level one in the tank, which
remains at 5 feet throughout the attack. The green line shows the tank level one, as shown on
the HMI. Due to the gradual injection of false values here, the response on the HMI follows
the expected response of the process closely. The level of 9 feet is achieved on the HMI as
expected by the operator, which completed the undetectable MITM attack.

Therefore, during this undetectable MITM attack, the operator sends control set point of 9
feet to level 1. The HMI also shows this value of 9 feet on the gauge for the tank 1. Hence,
the operator does not notice and suspect any malicious activity. But in reality, the level of
in tank one still remains to 5 feet.

Such an attack can produce really devastating effects on the ICS plant. The operator is bound
to take wrong decisions by seeing such false values of input and output and by thinking they
are real. With this demonstration, we have taken the MITM attack to a next level to create
undetectable MITM attacks.
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Figure 5-15: Difference in the actual tank level and level as observed on the HMI

With this detailed analysis of these MITM attacks, we move to the next section, where the
results of Denial of Service (DoS) attacks are discussed.

5-3 DoS attack injection and results

The last section described the MITM attack injection and discussed its results. This section
injects a different type of attack called DoS (Denial-of-Service) attack as explained in section
2-3-3.

DoS attack works on the principle of bombarding the PLC i.e. the server device with Sync
(SYN) connection requests at a very high rate and not complete the three-way handshake
by denying to send final Acknowledgement (ACK) (Acknowledgement) message, which is
necessary to establish a successful connection. This drains the resources of server to a point
where it cannot accept and respond to new connection requests from any other legitimate
devices and "denies to offer necessary service" to the client. Hence, called Denial of Service
attack.

In this section, a tool called "Hping3" 1 has been used to launch DoS attack on the simulated
testbed. This is a tool which generates and sends TCP/IP packets to the specified server
device with a specified time interval. This tool is pre-installed on Kali Linux and is also
supported on various other OS for Windows, Linux, Mac and OpenBSD.

1Documentation for TCP Flooding using Hping - Active Network Security Tool : http: // wiki. hping.
org/ 109
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To visualize the data traffic being injected during the attack to its results, another tool called
"Wireshark" [34] is utilized. Wireshark is a pack capture and analyzer tool. It is freely
available on Windows as well as on Linux OS. Using Wireshark, the real time packets being
sent on the TCP network can be visualized. The tool has been used to visualize the injection
of malicious TCP packets sent by the attacker using Hping3, which causes the Denial of
service, as explained above.

5-3-1 DoS attack using TCP SYN flood attack

In this section, a DoS attack with TCP SYN Flood technique was injected on the testbed.
In this attack, TCP SYN packets were generated and flooded on the Modbus TCP server i.e.
the PLC. In this attack, the IP address of the attacker is kept constant and SYN requests
are sent using multiple different ports on the same IP address. The results of this attack are
shown below.

Figure 5-16: Packet capture of SYN requests injected the attacker during the attack

Figure 5-16 shows the SYN Flood attack injected on the system. In this graph number of
SYN errors i.e. errors due to incomplete handshake are shown against time. The network is
running without any SYN errors till 50 seconds, where the DoS attack is launched by flooding
the PLC with SYN requests. During our attack, we sent the packets at the highest rate of
over 300000 SYN requests / 10 seconds, using different ports on the attack PC. This depleted
the memory resources of the PLC and the device became in-responsive at 76 seconds giving
the errors on the HMI, as shown in figure 5-17. This decreased the rate of SYN requests and
DoS attack was finally stopped at 120 seconds. This can be clearly observed in figure 5-16,
as the SYN errors fall to 0 after 120 seconds.
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Figure 5-17: Error due to DoS attack using multiple ports and same IP address

Figure 5-18: Performance of the system before and during the DoS attack

The performance of the plant when under this DoS attack is observed in figure 5-18. In this
figure, the red and blue lines (actual tank levels) show that the plant is performing normally,
tracking reference levels input from the HMI till 80 seconds. The reference provided by the
HMI (dashed-dotted maroon and sky blue lines) also match the reference values that are
received by the controller (green and magenta lines), indicating that that attack is not yet
effective. But, at 76 seconds the DoS attack becomes effective, stopping the communication
between HMI and controller. As a result new set point values that are input by the operator
at 80 second and 91 seconds i.e. after 76 seconds, can not reach the controller. This can be
observed in figure 5-18 by the difference in the HMI levels as sent by the HMI and actually
received by the controller after 80 seconds. This DoS attack, therefore, crashed our HMI-
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PLC communication by flooding SYN requests, making it unresponsive to new legitimate
input values, disabling the operator to change state of the plant.

This attack however is comparatively easier to block, as the attacker does not mask its IP
address and only uses different ports on its own IP address to send SYN requests. Therefore,
to mitigate this limitation and to make this attack more sophisticated and untraceable, a
second instance of DoS attack was designed and injected on the system, as explained in next
section.

5-3-2 Sophisticated DoS attack combining IP spoofing and TCP SYN flood
techniques

In this sections, in order to mitigate the limitation of above mentioned DoS attack, a sophis-
ticated DoS attack is implemented on the testbed. To achieve this, Hping3 tool has been
used in a different setting. In this case, the Hping3 tool still floods the PLC with TCP SYN
requests without completing the handshake same as earlier, but now it creates random "fake"
or "spoofed" IP addresses to send these requests. Due to this, the true identity of the attacker
is masked making it impossible for the victim to trace the source of attack i.e. attacker.
In this way, this sophisticated DoS attack makes it immensely difficult for the victim of the
attack to block all these IP addresses, altogether.

Figure 5-19: Error due to DoS attack due to DoS attack with multiple IP addresses

Figure 5-19 shows the error produced on the HMI side due to this DoS attack. The functioning
of the HMI is stopped in the same way as in the DoS attack below. The difference lies in
the IP addresses used to launch this attack that makes it impossible to locate and pinpoint
the attacker. This use of multiple "spoofed" IP addresses while launching the attack can be
observed in figure 5-20.
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Figure 5-20: Sophisticated DoS attack with multiple fake IP addresses

Here, it can be observed how various random IP addresses are used by the attacker to insert
the SYN queries in the network. Compare this with figure 5-21, where only a single IP address
to send all they SYN requests is used, making it easily detectable to cautious victim. Whereas,
as these randomly generated IP addresses do not even exists on the network in reality, they
never complete the three-way handshake, keeping all the connection requests open, draining

Vedang Ranade Master of Science Thesis



5-3 DoS attack injection and results 73

the resources of the PLC and eventually crashing it.

Figure 5-21: Sophisticated DoS attack with multiple ports on same IP address

This detailed analysis of MITM and DoS attacks along with the results of this attacks on
the simulated testbed completes this chapter. This chapter described the detail procedure
for developing and injecting different types of MITM and DoS cyber attacks. Using MITM
techniques, Altered control set point attack, Stop modbus communication attack and Invalid
function code attack were injected on the testbed. Whereas, using DoS techniques, TCP syn
flood attack was performed. Further, these both major types of attacks were extended in their
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capabilities. A more effective MITM attack was implemented by developing a undetectable
MITM cyber attack. Whereas, a sophisticated DoS attack was developed, which enabled the
attacker to hide its true identity, making it difficult for the victim to block this attack. This
concludes the detailed analysis of simulated ICS testbed for cyber attack generation developed
during this thesis.
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Chapter 6

Conclusion

ICS are widely used worldwide for control of industrial plants and they include all necessary
instrumentation such as sensors, Programmable Logic Controller (PLC), Human Machine In-
terface (HMI), actuators and all required communication infrastructure. With the advance-
ments in internet and increased need of automation due to Covid-19, these ICS are rapidly
being connected to the internet and are therefore facing increasing cyber threats. Through
our research, we identified this increasing risk of cyber attacks and recognized the need for
an ICS testbed to generate and test cyber attack on ICS at TU Delft. In this conclusion, we
have summarized our answers to the research questions formulated in section 1.

Q1. Which of the vulnerabilities of Modbus protocol in the real world ICS network can be
exploited with this testbed to launch cyber attacks on the ICS?

Ans. Modbus protocol employs a standard request-response messaging structure between the
client and the server. Modbus protocol is prone to cyber attacks due to its weaknesses
such as having no authentication of the client while accepting the message and absence
of encryption in communication. These vulnerabilities in Modbus protocol are exploited
to launch cyber attacks on this ICS testbed. In this testbed, MITM attack has been
injected on the testbed which captures the communication between client-server by
exploiting the weakness of lack of authentication and absence of encryption in Modbus
protocol. Whereas, DoS attack exploits the weakness of lack of authentication while
accepting the client requests in Modbus protocol.

Q2. and Q3. How are the main types of cyber-attacks on ICSs, namely Man-In-The-Middle (MITM)
attack and Denial-of-Service (DoS) attack implemented in real world? How can the two
attacks mentioned in point 2 be introduced in the ICS network modeled in the testbed?

Ans. A Detailed explanation about the methodologies for injecting these attacks on ICS is
elaborated during this report. We have used the same methodology to inject attacks on
the testbed that is used in the real world, making the testbed replicate the real world
ICS scenario accurately. MITM cyber attacks utilizes ARP poisoning technique to link
the attacker PCs IP address to the MAC address of client and server. Due to this, the
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attacker can now intercept all communication between client (HMI) and server (PLC)
of the ICS network of the testbed. In DoS attack, the attacker sends requests to makes
connection to the PLC at extremely high rate, without completing this connection. This
depletes the resources of PLC and makes it unavailable to service legitimate requests
from HMI, failing the ICS communication. In this way, MITM and DoS attacks are
introduced in the testbed, following the same method as done in the real world.

Q4. Which software can be utilized to launch the cyber attacks on the ICS network in this
testbed?

Ans. In this testbed, the attack PC runs on Kali Linux Operating System (OS), which is a
version of Linux OS, specially created for cyber attack analysis by pre-installing tools
for cyber attack generation on it. In this thesis, "Ettercap" tool has been utilized to
launch MITM cyber attack on the testbed. Whereas, "Hping3" tool has been used to
inject DoS cyber attacks. An analysis of data collected with the help of "Wireshark"
tool was also utilized to make cyber attacks effective.

Q5. What software can be used to monitor and capture the Modbus data packets to analyze
successful implementation of the cyber attack?

Ans. In this testbed, a tool called "Wireshark" has been used to monitor and analyse Modbus
data packets being transferred on the ICS network. This tool is also utilized to visualize
and plot graphs of packet transfer rates, which help us test cyber attacks injected on
the network.

Q6. What are the main hardware components needed to make this testbed replicate real
world ICS scenario accurately?

Ans. To replicate the real world ICS scenario accurately, the testbed needs to have real world
ICS components. A careful analysis of various approaches to design a testbed has been
carried out during the design process of the testbed. Further, the feasibility of these var-
ious approaches has been checked. After finalizing the design of the testbed, a detailed
comparison between different hardware components, provided by different manufac-
turers has been performed. Multiple rounds of negotiations and discussions with the
vendors have been carried out during this thesis, to ensure that all testbed requirements
i.e functional as well as economic requirements of Delft University of Technology, are
satisfied. Further, these components have been selected, and have been ordered from
Beckhoff company during this thesis. These components are Beckhoff PLC (Industrial
PC), Beckhoff HMI, Beckhoff analog and digital input and output cards for the PLC,
the EtherCAT coupler and a 24 V power supply as other accessories.

Based on the answers to these sub-questions, we are finally able to answer our main research
question as follows.

Q. Can a cyber-attack testbed be built in the NERDlab, which is able to replicate a real-
world ICS network with the accuracy needed to identify and test vulnerabilities of ICSs
working on Modbus protocol to cyber-attacks?
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Ans. Yes. A testbed using real world Industrial Control Systems (ICS) components from
brand Beckhoff has been designed during this thesis. This testbed uses Beckhoff PLC
and HMI to control a complex, real world industrial process simulated using dSPACE
simulator. The dSPACE simulator has been modelled. The testbed includes an attack
PC with Kali Linux OS which generates and injects MITM and DoS attacks on the
PLC-HMI network, using tools such as Ettercap and Hping3. A simulated version of
this testbed has also been created and cyber attacks have been injected on this testbed.

In this way, all the research questions formulated before starting this research have been
answered in this Master’s thesis and summarized here. This Master’s thesis is completed by
designing a testbed for cyber attack generation and testing at NERD Lab at Delft University
of Technology (TU Delft). Further, a simulated version of this testbed has been developed
and cyber attack have been generated, injected and tested on this testbed. During this thesis,
two major types of cyber attacks were injected on the simulated testbed, namely, MITM and
DoS attack. Using the MITM attack strategy, four attacks were tested. First, altered control
set point attack which altered the set point value sent by the HMI to the controller. As a
result, the plant achieved incorrect tank levels, against the order of the operator and triggered
the tank overflow alarms. Secondly, a stop Modbus communication attack was injected using
MITM strategy, which halted the entire communication between HMI and controller. This
disabled the operator from inputting new set point values and produced an error on the HMI
screen making it unresponsive. The third MITM attack i.e. invalid function code attack also
disabled the operator from inputting new set point values while, the Modbus communication
on the HMI screen was still ON. This made it even more difficult for the operator to identify
the exact nature of fault in the system. Further, a more sophisticated and undetectable
MITM attack was also injected on the testbed. This attack altered the set point values as
well as real time tank level values, as received by the HMI. This attack therefore caused the
tank levels reach to different values than intended by the operator, while still showing tank
level on the HMI as expected by the operator. This made the attack undetectable by the
plant operator and is therefore the most dangerous attack developed during this thesis.

Three types of DoS attacks were also performed on the testbed which different in the degree
of detectability of the attacker. In all DoS attacks, the controller of the plant became un-
responsive, resulting in broken controller-HMI communication. In the standard DoS attack
using TCP SYN flooding, the attacker Internet Protocol (IP) address was not hidden and
hence could be easily detected by the operator. This attack therefore can be easily stopped by
the plant operator by blocking the IP address of the attacker. However, in the unidentifiable
DoS attacks, we launched the DoS attack using various fake IP addresses and port addresses
which allowed the attacker to hide its identity. By using multiple random IP addresses, the
attack was made more difficult to shield against. This concluded our cyber attack generation
and testing on the simulated testbed for this thesis.

We also observed some future developments that can be implemented in this project. Firstly,
the ICS testbed that has been designed during this thesis needs to be implemented as soon as
the required components are delivered to the TU Delft NERD lab. Secondly, the simulated
testbed can be further improved if software PLCs are used to in place of controller developed
in Matlab. Using such industrial softwares will make the testbed replicate the real-world ICS
scenario even more closely than the present arrangement. During the process of creating the
simulated testbed for this thesis, we aimed to utilize only the open source and free softwares
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that would not require us to buy additional licences, as our main goal was to create a testbed
using actual hardware PLCs with Beckhoff. Additionally, the testbed can in future be utilized
to launch cyber attacks on more complex and more complicated plants. Further, an encryption
mechanism can be implemented in the testbed to study protection aspects from such cyber
attacks.

In future, the testbed can be extended to generate and test cyber attacks on ICS working on
other industrial communication protocols such as EtherCAT, Profinet, etc. To achieve this, we
have already made a provision while designing the testbed to add EtherCAT communication
to the Beckhoff PLC. Therefore, in future, this testbed can also be used to test and generate
attacks against other communication protocols. Lastly, in future, this testbed can be extended
in its capabilities to detect and protect against these cyber attacks. One of the two PLCs
that we have in each setup can be then used for this detection and prevention from cyber
attack purpose. This concludes our Master’s thesis report.
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Appendix A

Data sheets for testbed components

On the links below, the data sheets for all components from Beckhoff including the CPU,
analog and digital input and output cards, power supply and EtherCAT coupler are given.

All component data sheets

Beckhoff EL1008 digital input card

Beckhoff EL2008 digital output card

Beckhoff EL3004 analog input card

Beckhoff EL4004 analog output card

Beckhoff EK1100 coupler

Beckhoff power supply
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Converted code for model on dSPACE
MicroAutoBox

On the link below, the C code converted from Simulink model necessary to run the plant
model on dSPACE MicroAutoBox is given.

Converted model for dSPACE simulator
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Glossary

List of Acronyms

TU Delft Delft University of Technology
ICS Industrial Control Systems
PLC Programmable Logic Controller
LAN Local Area Network
HMI Human Machine Interface
TCP Transmission Control Protocol
IIoT Industrial Internet-of-Things
NERD Networked Embedded Robotics in Delft
MITM Man-In-The-Middle
DoS Denial-of-Service
RTU Remote Terminal Unit
IP Internet Protocol
MBAP Modbus Application Protocol
IO Input and Output
ARP Address Resolution Protocol
MAC Media Access Control
PDU Protocol Data Unit
SITL System-In-The-Loop
DDoS Distributed Denial of Service
VPN Virtual Private Network
SCADA Supervisory Control and Data Acquisition
PC Personal Computer
CPU Central Processing Unit
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OS Operating System
MPC Model Predictive Controller
SYN Sync
ACK Acknowledgement
LRC Longitudinal Redundancy Checking
CRC Cyclical Redundancy Checking
RINSE Real-time Immersive Network Simulation Environment
ASPS Autonomic Software Protection System
RTDS Real Time Digital Simulator
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