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Abstract

In 2022, there were over 26 million electric automobiles on the road, a 60% increase with regard to
2021 and more than 5 times the stock in 2018. As automobiles become more electric and systems get
increasingly complex, the safety requirements get more stringent. In 2011, the International Organization
for Standardization (ISO) established ISO26262 to provide guidance to the semiconductor industry on
the development process of safety essential ICs for automotive applications.

When evaluating the safety of a system parallel to the normal functional operation, traditional Design-
for-Test (DFT) techniques such as scan chain, Built-In Self-Test (BIST), Joint Test Action Group (JTAG),
and boundary scan are no longer viable options for two fundamental reasons. Firstly, safety assessment
in the context of automotive applications necessitates evaluation at an application level, going beyond
the capabilities of these techniques, which are primarily designed for structural and functional testing.
Secondly, during safety checks, it is imperative that the normal operation of the integrated circuit (IC)
remains uninterrupted, as the chip is often deployed in critical, real-time systems. These traditional
DFT methods, while effective during the IC manufacture and production before they are released in the
market, fall short of addressing the dynamic and application-specific safety concerns that arise during
the operational lifecycle of safety-critical systems in sectors like automotive engineering.

To address these challenges, fault injection has emerged as the necessary step for safety assessment.
15026262 explicitly recognizes fault injection as one of the most popular techniques for evaluating a
system’s safety and determining its Automotive Safety Integrity Level (ASIL). The safety metrics are
required for certification of a product with ASIL. Fault injection allows for the creation of realistic fault
scenarios and the assessment of how the system responds to these faults during normal operation,
aligning more closely with the dynamic and application-specific nature of safety-critical systems in
fields of automotive engineering.

Currently, many EDA companies provide Failure Mode Effects and Diagnostic Analysis (FMEDA)
platforms for IC safety evaluations. However, these tools are time-consuming and resource-intensive.
Additionally, as IC designs become more intricate, there is a reliance on fault reduction techniques such
as statistical sampling, which entails simulating only a mere 5% of the overall fault space. Thus, an
FPGA-based fault emulation system emerges as a promising approach to expedite this process.

The novelty of this work was in designing a dedicated platform tailored for the evaluation of safety-
critical systems for automotive applications such as Battery Management Systems (BMS). This platform
can execute the safety sequences on the system to evaluate the safety mechanisms implemented in the
design in the presence of random faults assuming the chip is in use in the car. Moreover, the fault
emulation activity provides the evidence necessary for the certification of products with ASIL level.
Furthermore, performing this activity during the development stage helps in designing the ICs with the
highest level of safety. The proposed FPGA-based fault emulation system efficiently overcomes three
key challenges: it decreases execution time dramatically provides a speed-up of 296x compared to the
simulation method, optimizes resource utilization, eliminates the tool license cost, and removes the
requirement for considerable fault space reduction. This platform can emulate a large fault population
of up to one million faults in less than three hours.
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Introduction

The Electric Vehicle was invented in 1834. However, due to the limitations associated with the batteries
and the rapid advancement in Internal Combustion Engines vehicles, EVs almost vanished from the
scene until the early 1970s. In the late 20th century due to the energy crisis, the interest in EVs was
rekindling [10]. In the last 2 decades, the electric vehicle markets have expanded at an exponential rate,
with sales exceeding 10 million in 2022. Electric vehicle sales have more than tripled in three years, from
roughly 4% in 2020 to 14% in 2022. Figure 1.1 shows the trends in sales of Electric cars from 2016 to 2023.
EV sales are predicted to remain sturdy through 2023. Over 2.3 million electric vehicles were sold in the
first quarter, representing a 25% increase over the same period the previous year. Sales are projected to
reach 14 million by the end of 2023, indicating a 35% growth year on year. As a consequence, electric
vehicles account for 18% of overall vehicle sales [20].

million
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Figure 1.1: Trends in sales of Electric cars, 2016-2023[20]

The electronics in these EVs must meet high functional safety and reliability requirements. Traditionally,
automotive manufacturers and system suppliers were in charge of functional safety criteria. However, as

1



1.1. Motivation 2

the complexity of electronics grows, the responsibility for addressing functional safety is also spreading
along the supply chain to semiconductor businesses and design tool suppliers. Functional Safety (FuSa)
is the idea of ensuring that automobile functions work reliably, even when something unexpected or
dangerous occurs, thus protecting individuals from unacceptable risk or damage.

In 2011, the International Organization for Standardization developed 15026262, which provides
guidelines on safety-related electronic and electrical systems in automobiles. This document [51] defines
a set of regulations that automotive chip development companies must follow in order to certify their
products for use in commercial vehicles. Furthermore, ISO26262 defines a fault classification system
known as Automotive Safety Integrity Levels (ASIL) with the goal of reducing potential dangers caused
by the faulty behavior of the electronics [50]. There are four levels of ASIL A, B, C, and D with D being
the highest degree of safety level.

In order to certify the products with ASIL level, there is evidence required that the system developed
for safety-related applications complies with all ISO26262 requirements. Currently, ISO26262 considers
fault injection as one of the mandatory steps in system validation activities. The industry now uses a
range of safety tools from EDA companies for Failure Modes, Effects, and Diagnostic Analysis (FMEDA).
However, as designs get more sophisticated, the fault injection process using simulations might take
days or even months.

The primary goal of this project is to accelerate fault injection by developing an FPGA-based emulation-
based platform for testing system safety in the presence of random faults. The rationale for the need
for such a platform is discussed in this chapter. Furthermore, various different techniques of testing
a system are explored, and it is emphasized that fault injection is necessary for assessing a system,
particularly for safety purposes. Following that, the significance of Functional Safety and the various
processes used in the development of safety-critical ICs are demonstrated. Second, the most recent
strategies in the field of fault injection are discussed. Finally, the project’s purpose and obtained results
are presented.

1.1. Motivation

Design for Testability (DFT) is a critical aspect of modern integrated circuit (IC) design, aiming to
ensure that electronic components and systems are easy to test and diagnose for faults or defects [17].
DFT emerged in the mid-20th century as semiconductor technology advanced and integrated circuits
became increasingly complex. Engineers and designers recognized the need for efficient testing methods
to identify manufacturing defects and ensure the reliability of electronic systems. As ICs grew in
complexity, traditional testing techniques proved inadequate, leading to the development of DFT [42].

In the early days of DFT, designers mainly relied on manual techniques to improve testability. These
included adding test points to the circuit layout, simplifying circuit structures to enhance observability
and controllability, and ensuring that faults were more easily detectable [63]. These rudimentary
approaches laid the foundation for more sophisticated DFT methodologies.

One of the seminal developments in DFT came with the introduction of scan design in the 1970s [65].
This method involved incorporating shift registers into the circuit to control the state of all flip-flops,
allowing for easy access and control during testing. Scan design significantly improved testability and
became a cornerstone of DFT. In the 1980s, the concept of Built-In Self-Test (BIST) gained prominence
[27]. BIST techniques involve embedding test generators and response analyzers within the IC itself,
enabling autonomous testing without external equipment. BIST reduced the reliance on external testers
and contributed to cost-effective testing. The Joint Test Action Group (JTAG) standard, introduced
in the 1990s [64], provided a standardized approach to testing and debugging PCBs and ICs. JTAG
utilizes a boundary scan chain to access and test various components on a board, enhancing testability
for complex systems. As ICs continued to grow in complexity, hierarchical DFT techniques emerged.
These approaches involved dividing the design into smaller manageable blocks, each with its own DFT
structures. Automatic Test Pattern Generation (ATPG) tools were developed to generate test patterns for
these hierarchical structures, reducing the complexity of test generation.

In the realm of safety-critical integrated circuits (ICs) especially for automotive applications, the challenge
lies not only in ensuring their functionality but also in verifying their performance under the most
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demanding real-world conditions where random failures could occur. Random faults are the ones
that can arise unexpectedly throughout a hardware element’s lifespan. When ICs are embedded in
systems that must operate seamlessly in situations such as self-driving cars navigating busy streets
delivering life-saving treatments, conventional Design for Testability (DFT) techniques face limitations.
These traditional methods, primarily tailored for controlled lab environments or manufacturing testing,
often fall short in simulating the dynamic and unpredictable scenarios encountered in operational use.
Consequently, testing safety-critical ICs while they perform their normal functions presents a unique
conundrum. In such cases, the most effective approach to guaranteeing their reliability and safety is
through fault injection testing conducted in parallel to their standard operation [55]. This methodology
allows for the rigorous assessment of ICs responses to random faults, ensuring they meet the stringent
safety requirements of ISO26262.

Moreover, in safety-critical applications like autonomous vehicles, ICs must perform their functions
while the system is in motion. Testing these ICs using DFT methods typically requires halting or
isolating them from the operational system, which doesn’t provide a realistic assessment of their
performance under actual conditions. The battery management system ICs used in hybrid vehicles,
for example, continually measure the voltage and current of the battery cells. To test this system for
random single-point faults, safety procedures are run in tandem with battery readings to guarantee the
system is not experiencing overvoltage or overcurrent [47].

To assure the functional safety of the products, several techniques for design known as Safety Mechanisms
(SM) such as logic redundancy, multiple processing paths, triple modular redundancy, fail-safe
mechanisms, and fault-tolerant patterns are incorporated in the safety-critical ICs [19]. These safety
features must be examined for random faults assuming the vehicle is in motion in order to provide
evidence for ASIL certification. Furthermore, this serves as proof of safety products to the OEMs, Tier
1 and Tier 2 customers. OEM stands for Original Equipment Manufacturer; these are the ultimate
product makers who deal with the vehicle’s final market release. Tier 1 suppliers create solutions that
are tailored to the completed product without substantial changes. Tier 1 must, however, employ parts
that allow for component manufacture. Tier 2 joins the picture here. These customers utilize these
safety-critical ICs.

To assess the safety mechanisms (SMs), various sets of safety sequences are created [43]. These sequences
are detailed in a document referred to as the Safety Manual, which is provided to the customers
for monitoring the ICs. During the verification process, fault injection is performed to evaluate the
Failure Modes, Effects, and Diagnostic Analysis (FMEDA). During fault injection, random faults such as
single-point, dual-point, or transient faults are injected into the system and various safety routines are
executed to examine the behavior at an application level [49][61].

Currently, the industry employs a variety of safety tools from EDA firms, such as Cadence’s Xcelium
Fault Simulator, a simulation tool used for executing Digital Fault Injection (DFI). Synopsys also offers a
VC Functional Safety Manager, which is a single platform for doing FMEDA. However, fault Injection
using a simulation tool becomes extremely time-consuming as the circuit complexity increases and the
fault space grows a few hundred thousand. These simulations take weeks or even months for a fault
space of 1M faults. As a result, there is a need to limit the amount of faults for simulations without
affecting the quality of the results. Statistical sampling [59], fault collapse [62], and formal approaches
[6][5] are some of the techniques used to reduce fault space. Statistical sampling, for example, aids in
minimizing the fault space by simulating only 5-10% of the total fault population. Though this method
guarantees that the results are unaffected, it is assumed that these defects represent the whole fault
space.

Furthermore, most modern systems are mixed signal in nature, and as complexity rises, simulations
using Analog Mixed Signal (AMS) Fault Injection and Digital Mixed Signal (DMS) Fault Injection
become exceedingly cumbersome when compared to fully digital fault injection. This is because of the
inherent complexity of analog and mixed-signal circuits, the need for continuous-time modeling, and
convergence challenges that contribute to slower simulation times compared to fully digital designs.
This necessitates the development of an environment that allows for hardware acceleration.

There are two ways of achieving hardware acceleration, one hardware emulators provided by the EDA
companies and secondly, the FPGAs. This emulation platform should be capable of modeling the
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Design Under Test, performing fault injection on the modeled hardware, and evaluating the system
by running the functional and safety . From the literature study, it was observed that for fully digital
circuits, the execution time grows almost linearly with the increase in the fault space. Secondly, the DMS
simulations are faster than the AMS simulations because, in DMS, the analog circuits are accurately
modeled using the SystemVerilog user-defined datatype EEnet and Real Number Modeling (RNM)
which provides acceleration over the actual schematics used in AMS simulations.

In the emulation world, particularly with FPGAs, significant hardware acceleration has been accom-
plished. However, there is some non-recurring cost at the start of the campaign owing to transferring
the design from ASIC flow to FPGA. Including additional logic to physically incorporate defects into the
design. Moreover, as seen in the graph, there is significant latency involved even for smaller fault spaces.
This is due to the campaign configuration on the FPGA before executing the fault injection. However, as
the fault space grows, the achieved speedup outweighs the simulation methods. As a result, this project
leverages the use of hardware acceleration gained using FPGAs. It focuses on developing a platform
capable of doing fault injection in order to assess the system’s safety by running the safety sequences
and evaluating the system in the presence of random faults. The primary objective is to reduce the
execution time of fault campaigns. Furthermore, this activity aids in resolving the limited availability of
resources and allows emulation of the complete fault population. For this experiment, the performance
assessment of the execution time for 1M fault space was considered.

In the next parts, the requirement of automotive functional safety in IC design is introduced. Following
this, some of the prior work in performing fault injection is discussed. Lastly, the scope of this project
and the expected outcome are presented.

1.2. Automotive Functional Safety in IC design

Safety in technological development is not a novel notion. It was widely used in applications such
as aerospace, military, and industrial machinery. As the technology progressed, the next-generation
automobiles are increasingly becoming electrified, and the introduction of self-driving automobiles
with Advanced Driver Assistance Systems (ADAS) drove the silicon designers towards creating even
more sophisticated automotive integrated circuits. These chips must operate as intended, without any
malfunctioning. This brings us to the realm of the Functional Safety (FuSa) concept. FuSa describes the
detection of potentially hazardous situations and the activation of preventative procedures to mitigate
them. For instance, if the car crashes in an accident, the sensors must detect the severity correctly and
deploy the airbags within a few milliseconds. Even in case of malfunction, the system should return to
a safe state where there is no unreasonable level of risk.

In 2011, the International Organization for Standardization (ISO) published ISO26262 [1], an international
functional safety standard that protects the safety of a vehicle’s electronics and electrical systems that are
installed in series production passenger cars with a maximum gross vehicle mass up to 3500 kg. In 2018,
the ISO26262 standard was amended to include all road vehicles, with new requirements reflecting
current technological advancements.

1SO26262 specifies many procedures for determining how FuSa should be managed. One of these
activities is determining the Automotive Safety Integrity Level (ASIL) that will be applied to the
application. It assigns a grade from A to D, with D being the highest safety-critical level that must
adhere to the most stringent testing. For example, Components like rear lights require merely an ASIL
A rating. Whereas Headlights and brake lights are often ASIL B, whilst cruise control is typically ASIL
C. And the airbags, anti-lock brakes, and power steering need an ASIL D grade, the highest level of
rigor devoted to safety assurance because the hazards associated with their failure are the greatest.

One of the example of ASIL D design is the Battery Management System (BMS) used in electric cars
to monitor cell voltage and current. This is illustrated below. Figure 1.2 presents a circuit diagram of
a battery monitoring unit. In this figure, the BMS IC is the core of the monitoring circuit. The 8-bit
AMTEL microcontroller employs a SPI bus to communicate with this IC and the various digital IOs.
The microcontroller’s job is to enable Controller Area Network (CAN) bus connection between the
monitoring IC and the Pack Management Unit (PMU), regulate cell data acquisition, and monitor the
balancing process. The microcontroller executes different functional and safety sequences in regular
time intervals to monitor the State of Health (SOH) and State of Charge (SOC) for the safety of the



1.3. State of the Art 5

Flyback
Converter for
Active Balancing

|

|

|

|

| 5V y 12
:IC supply I be

T

|

I

I

|

1

1

[ |
' M
|

|

— I
L—+— BuMsiC uC 8bit | | galvanic |
E ! (AMS) (Atmel) isolation |
I |
A I |

T I SFI CAN CAN>
I 1—N—/r [ l

| GND |

: : RS232 :
' | |
IR I e sty LEEPROM] |

Figure 1.2: Battery Monitoring and balancing circuit overview [8]

batteries.

1.3. State of the Art

The fault injection technique goes back to the 1970s when it was initially employed to trigger hardware
problems. Hardware Implemented Fault Injection (HWIFI) is a form of fault injection that seeks to
replicate hardware breakdowns within a system. The initial hardware failure tests consisted of simply
shorting connections on circuit boards and watching the effect on the system. Currently, there are four
major categories of fault injection, namely, Hardware-based fault injection, Software-based fault injection,
Simulation-based fault injection, and Emulation-based fault injection[29][69][36]. The overview of fault
injection techniques is shown in Figure. 1.3.

[ Fault Injection Methods ]

Hardware-based Software-based Simulation-based
Fault Injection Fault Injection Fault Injection
Contact Compile ! Fully .
[ based [Contactless] [ time ] [ Runtime ] [ digital DMS AMS Emulator Using FPGA

FPGA Circuit
Reconfiguration Instrumentation

The purpose of Hardware-based fault injection is to generate disruptive signals or events, or to change
the physical environment in which a device functions, in order to trigger incorrect behavior in electronic

Emulation-based
Fault Injection

Figure 1.3: Overview of Fault Injection Techniques



1.4. Thesis Contribution 6

equipment. This can be accomplished through direct contact with the target chip’s external pins or
using contactless methods such as heavy ion radiation or electromagnetic interference.

To target software applications and operating systems, a Software-based fault injection method is
employed. This approach is appealing since it is inexpensive and does not require any additional
hardware. The method has two kinds, depending on the time when a fault is injected. The Compile-time
fault injection method alters the source code or assembly code of the system before the start of execution
of the program. Whereas the Run-time faults are injected using special trigger events like interrupts to
activate faults.

The Simulation-based fault injection is carried out in three different ways,

1. Digital Fault Injection Simulation
2. Digital Mixed Signal (DMS) Simulation
3. Analog Mixed Signal (AMS) Simulation

To begin, the Digital Fault Injection approach involves building a simulation model of the system
under examination and faults using HDLs such as Verilog and VHDL.[52]. Second, for mixed-signal
architectures that include both digital and analog components, novel techniques for fault injection at the
system level are required. To perform the Digital Mixed Signal (DMS) simulations, the analog circuits
are accurately modeled using various methods like Verilog-A, Verilog-AMS, Real Number Modeling
(RNM), and SystemVerilog-based datatype EEnet. Finally, Analog Mixed Signal (AMS) simulates the
precise schematics of analog circuitry with digital interfaces and tests the system for different analog
faults like open, short, changing clock frequency and duty cycle and voltage and current spikes.

The final category is Emulation-based fault injection. This can be done in two ways, using hardware
emulators or employing FPGAs [22]. Various EDA vendors provide emulators like the Palladium
emulation platform offered by Cadence, the Veloce by Mentor Graphics, Zebu Server by Synopsys.
These platforms support the verification of designs up to several billion gates. Despite the high execution
speed and scalability of these emulators, the high price is a significant drawback.

The second option is the emulation of faults using FPGAs. There are two categories to perform emulation
of faults on FPGA based on the type of implementation [21].

1. Reconfiguration-based technique where one fault can be configured at a time using partial or full
FPGA reconfiguration [3],[56].

2. Instrumentation-based technique where additional hardware is integrated with the design to
enable fault activation from an external host [41],[40].

In this study, the instrumentation-based emulation approach is used, where a custom fault saboteur
is created to inject the fault into the design’s gate-level netlist. Previously, this approach was used
to examine the system’s functioning. This thesis applies the principles of fault injection on the
FPGA and safety-related techniques used in simulation-based fault injection to develop a system that
emulates random faults in order to evaluate the system’s safety on the FPGA and establish ASIL
levels, as mentioned in section 2.1.1. Chapter 3 delves further into the two forms of fault injection,
simulation-based and emulation-based, as well as the numerous strategies employed.

1.4. Thesis Contribution

The main goal of this thesis is to develop a fast and efficient platform to perform fault emulation on
the FPGA for evaluating the designs for safety-related automotive applications to determine the ASIL
level. There are several procedures involved throughout the development process of these ICs and even
beyond once the chip is in the field. With the growing demand for faster chip time to market, there is a
need to accelerate the development process. Furthermore, there are other factors such as labor cost,
and resources available which impact the overall process. This endeavor aims to speed up the fault
injection process in order to validate the functioning of Safety Mechanisms and provide diagnostics of
fault classification to certify the product for ASIL.



1.4. Thesis Contribution 7

1.4.1. Research goal

The primary goal of this research is to investigate the various techniques used in performing fault
injection. Moreover, to evaluate these methods and formulate an architecture that helps to expedite this
process. Currently, the fault injection activity is performed using extensive simulations which take days
or even months. The main limitation of the simulation-based FI is the significant software overhead
and availability of the resources. The simulation data provided by Analog Devices for one of their
Battery Management Systems (IC) developed for ASIL D level showed the execution time for the fault
injection activity to be 22 days. This is detailed in section 3.3. This work aims to bring this activity
from simulation to the emulation world, building an architecture with minimal software overhead, and
executing the fault campaign in less than 3 hours for a fault space of 1M.

1.4.2. Scope of the work

The state of the art revealed that FPGA-based fault emulation is one of the most feasible and cost-effective
ways of performing fault injection. The fault injection activity mainly serves two purposes, firstly the
diagnostic metrics of the fault campaign activity are required to provide evidence in order to certify the
product before releasing it in the market. Secondly, evaluating the system’s behavior in the field well
during the development stage helps in designing the systems with the highest level of safety.

To perform the fault emulation on the FPGA requires three main components, firstly an automated flow
that can map the design from ASIC to FPGA flow. Second, a hardware design that sits parallel to the
Design Under Test (DUT) on the FPGA that can perform the fault injection and evaluation of the system
on the FPGA, and lastly a software platform that can co-ordinate the fault campaign between the host
PC and the FPGA. In this work, all these components are developed and tested. The motivation of
the experiment is to evaluate the execution time of the fault campaign activity in comparison to the
simulation-based method and achieve a minimum of 250x speed up.

1.4.3. Thesis Contribution
The outcome of this work is to develop a fault emulation platform that is fast and universal to perform
the fault injection for a mixed signal system. There are three main components of this project,

1. First, a compiler was built to transform the gate-level netlist with a modular design for fault
injection. This was accomplished using a Python-based platform and the ANTLR tool, which
automatically deconstructs the netlist and implements the necessary changes without any manual
intervention.

2. Second, the architecture of the emulation platform to perform the testing on the targeted design
on the FPGA was developed. This design required to be fast enough to execute the functional and
safety sequences with minimum overhead. This activity was accomplished in two stages: first, a
simple architecture was developed, but had significant software overhead and was able to achieve
a speedup of 43.2x; second, the limitations of this architecture were realized and improved in a
final architecture with minimal overhead, allowing the time taken to execute the functionality of
the DUT to be the largest time factor in the calculation of the fault campaign’s execution speed
and a speedup of 296x was achieved.

3. Finally, a software platform to efficiently communicate the campaign configuration from the host
PC to the campaign manager on the FPGA was implemented, as well as record the outputs and
execute the final fault categorization, which is the final outcome of this effort.
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1.5. Report Organization

The rest of the report is divided into 9 chapters.
Chapter 2 describes the Functional Safety procedures used in the IC development process. It presents
the 1S0O26262 standard for automotive applications and discusses the various ASIL requirements.

Chapter 3 discusses the various fault injection techniques used for evaluating the safety-critical
integrated circuits. It discusses the various simulation-based methodologies and their limitations, as
well as lays the groundwork for the emulation-based approach.

Chapter 4 introduces the FPGA-based Fault Emulation platform developed in this work. This chapter
provides an overview of the system requirements and system specifications considered for this experi-
ment as well as touches upon the flow of this project.

Chapter 5 establishes the preparation of the design for mapping onto the FPGA. It gives details
about the gate-level synthesis and the netlist modifications with fault saboteurs.

Chapter 6 dives into the details of the two architectures experimented in this research. The various
blocks of the system and their functions are explained. The main constraints of the first architecture’s
efficiency are underlined, and it is described how this is overcome in the second.

Chapter 7 focuses on the performance of the two architectures and a comparison of the two. It
also provides the fault classification results for the second architecture which is the expected output of
this project.

Chapter 8 summarizes the results of this work, discusses the simplifications made in order to ex-
pedite the activity without affecting the target goal of reducing the execution time of the fault injection
activity, as well as mentions some of the limitations of the system.

Chapter 9 talks about the scope of future work. It illustrates how this project can be expanded
in various areas.



Background on Functional Safety
(FuSa) in IC design

The primary goal of Functional Safety (FuSa) in automobiles is to ensure the safety of human lives. The
idea is to build systems that are reliable even in the face of unforeseen events. Initially, the concept of
FuSa was applied to the development of electronics at a system level. But with increasing complexity
and growing heterogeneous systems, its relevance has been observed at the chip development level.
Today, automotive Original Equipment Manufacturers (OEM)s require safety-certified semiconductors
to manufacture cars with high safety standards that gain the trust of their customers. This prompted
EDA firms to see the tool development process as embracing the safety aspect. EDA companies like
Cadence provide state-of-the-art solutions that cover parts of the safety spectrum, such as FMEDA
(Failure Modes Effects and Diagnostic Analysis).

Moreover, the applicability of FuSa extends even beyond the IC development process. Electric vehicles
(EVs), for example, employ a large number of Li-ion battery cells to achieve battery pack voltages in the
hundreds of volts and capacities in the tens of kWh. These ICs necessitate safety measures not only
throughout the design phase but also during the lifespan of the device in which they are placed. This
draws focus on FuSa in the system on the fly.

In the following parts, the various safety aspects of the system and the standard followed during the IC
design process is illustrated.

2.1. Introduction to 1S026262

Most of the cars today consist of complex technology, advanced software control, and mechatronics
implementation. The risks posed by systematic and random hardware failures are also very high. Thus,
to mitigate these risks, ISO26262 was introduced to provide universal guidelines for semiconductor
development. The following are a series of standards provided by ISO26262 to achieve functional safety:

1. Offers a guide for the vehicle safety lifecycle and aids in designing tasks to be carried out during
the lifecycle stages of development, manufacture, operation, service, and decommissioning.

2. Presents a risk-based strategy for determining integrity levels in the automobile industry [Auto-
motive Safety Integrity Levels (ASILs)].

3. To eliminate unacceptable residual risk, ASILs are applied to identify which of the ISO26262 family
of standards are relevant.

4. Specifies criteria for functional safety management, design, implementation, verification, validation,
and confirmation measures

5. Describes the standards for customer-supplier relationships.

The process of developing a product is broken down into several stages, including the concept stage,
product development at the system level, manufacture, operation, service, and decommissioning. Figure

9
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2.1 shows a framework illustrating different activities during safety-related product development.
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Figure 2.1: 1SO26262 Framework for safety-related product development [66]

The first stage of the safety lifecycle is the item definition, during which a comprehensive description of
an item’s functioning and risks is established. This is followed by hazard analysis and risk assessment,
which evaluates the possibility of controllability, exposure, and severity of hazardous occurrences
in relation to the item. Then, based on the safety goals specified by the preliminary architectural
assumptions, a functional safety concept is constructed. Then comes the product development process
at the system level, this is explained using a V-model shown in Figure 2.2. Finally, throughout the
operation, service, and decommissioning phases, all requirements’ specifications are confirmed, and
instructions are given to assure functional safety during production. This phase runs in parallel with
the others.

2.11. Automotive Safety Integrity Level

Automotive Safety Integrity Level (ASIL) is a risk categorization methodology based on the ISO 26262
standard for Functional Safety for Road Vehicles. The ASIL is determined in 4 steps as shown in Figure
2.3 The item definition of a function of component/block of a system is analysed using Hazard Analysis
and Risk Assessment (HARA). This process requires the knowledge of ISO26262 framework and the
teams’s understanding of functional safety.

There are various activities performed in HARA such as,

1. Identify and categorize possible hazardous events, modes of operation, and environmental
circumstances

. Develop safety objectives in order to define a safe state
. Indicate assumed safety goals and their associated ASIL

. Summarize the customer’s information on hazard analysis and risk assessment

9 &~ W N

. To transform customer information in various formats into a standard format so that corresponding
safety activities can be carried out

6. To provide a solid foundation for further safety operations for the product development
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Figure 2.2: V-model shows the process of product development at system level [23]

HARA analyzes the three main criteria of ASIL, Severity, Controllability, and Exposure using the
equation 2.1.
ASIL = Severity x (Exposure x Controllability) (2.1)

Here, Severity is the measure of harm caused by the malfunction of the system to the people involved.
Controllability determines the extent to which the vehicle is under control of the driver if certain
operation of the system fails. The chance of a system failing or causing a dangerous condition is referred
to as exposure. Figure 2.4! depicts the metrics used for determination. As shown in the figure, ASIL is
classified into four classes: A, B, C, and D, with D being the highest safety level that demands more
rigorous verification. Because there are no specific safety objectives, it is anticipated that hazards will be
handled within the routine quality evaluation for the feature’s functioning when a feature is classified
as QM. The table 2.1 displays the minimum operating time (T) of a device "without faults" in relation to
its ASIL level and table 2.2 defines the random hardware failure rates.

H ASIL Minimum operation time (T) without errors (hour) H

A 1.2x10"h
B 1.2 x 1084
C 1.2 x 10%h
D 1.2x 10%h

Table 2.1: Minimum operation time without errors for ASIL classes[44]

H ASIL Random Hardware Failure Rate (FR) FR in Failure in Time (FIT)* H

D 1078 /hour 10 FIT
C 10~ /hour 100 FIT
B 1077 /hour 1000 FIT
A Irrelevant Irrelevant

*1FIT =10~ failuresperhour

Table 2.2: Random hardware Failure Rates (FR) in Failure in time (FIT) [44]

thttps: / /www.linkedin.com/pulse/asil-automotive-safety-integrity-levels-ratings-animesh-sarkar
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Figure 2.3: Steps in ASIL determination[44]

2.1.2. FuSa Verification process

The verification process followed under ISO26262 mainly defines the “WHAT”, “HOW” and “RESULTS".
The verification plan helps to define “WHAT” is the strategy of the process. Here the objective, method
of verification, pass/fail criteria, tools to be used, resources available and the regression strategy is
laid out. Secondly, the verification specification defines “HOW” the process is carried out. There are
checklists documented, simulation scenarios listed, test cases and objects are detailed, how different
versions of work-product will be maintained is discussed, and environment and configurations are
defined. Finally, all the results of the verification activities are documented. There are 5 types of
verification being performed throughout the cycle.

1. Design reviews through inspection/walk-through which is a formal review process
2. Verification through engineering judgement

3. Simulation of various test scenarios

4. Bench Testing

5. Fault Injection

This project focuses on fault injection type of verification. The major distinction between fault injection
activity for functional safety devices and other products is the verification of the system’s accurate
reaction. In general, fault injection is used to validate functional correctness. For example, if a defect
exists, the fault injection activity should report incorrect output of the system and identify the location of
the error; this aids in the design’s improvement through techniques such as fault tolerance. These flaws
might be random or systematic. However, they are assessed at the moment ¢ of the chip placement in
the automobile.

The purpose of fault injection for functional safety goods, on the other hand, is to analyze the behavior
of the chip placed in the automobile when it is in operation. For instance, consider a component shown
in Figure 2.5 is deployed in a hybrid car, while being driven, a stuck-at fault(random) occurs in the fan-in
of a flipflop X of the ALU logic at the Elementary sub-part level. This fault travels to the sub-part level
as wrong data is being prepared by the ALU. The fault further disrupts the data generated by the CPU
which results in wrong output of the Integrated Circuit at component level. This causes the actuator
output to deviate and cause harm at the system level. Thus, a safety mechanism for the component
is designed, and a safe state for the system is specified, to avoid and reduce the dangers produced by
random errors occurred in the system on the fly. This implies that if something goes wrong in the IC,
the safety mechanism is activated, and the system returns to a safe condition. Thus, the fault injection
activity for functional safety product development is used for following purposes:

1. To evaluate the diagnostic coverage of safety mechanism
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In the following parts of this section, certain terms defined in ISO26262 are explained.

Type of failures

A Cascading failure happens when a failure in one element creates problems in another. The element
that is producing the issue is referred to as the root element. Figure 2.6 shows an instance of the
occurrence of cascading failure. As seen in the figure, if some random fault occurs in Element A, and
this element serves some functions of Element B, then the fault in Element A will trigger a failure in
Element B.

Element A Element B

Failure Fault 2 | :> Failure

— ::> A — X ] B
Fault 1 Failure Fault 2 | :> Failure

X :D A X | B

Root
Cause

Figure 2.6: Cascading failure[1]

A Common cause failure occurs when two or more components of an item fail as a direct result of a
single event that is either internal or external to all elements. Figure 2.7 shows an instance of common
cause failure. Consider the two redundant blocks X depicted in the picture, and another Element B
delivers some information to both of them. Consider that the output of both of these duplicate blocks
has to be compared. Then, a failure in Element B will cause the identical fault in both the redundant
blocks, and the outputs of both will be impacted equally.

Element A
Root Cause

Fault 1 Failure
X => A
Fault 2 Failure
X :D B

Root Cause
Element B

Root
Cause

VR

Figure 2.7: Common cause failure[1]

Dependent failures, as the name implies, are two or more failures that are dependent on one other.
This does not imply that the product of all independent failures translates to the combined occurrences
of dependent failures. The dependent failures have the capacity to exhibit themselves simultaneously or
within a short time span to have a simultaneous impact. The common cause failures and cascading
failures are also included in the dependent failures. Consider, Figure 2.8, blocks X and Y of Element A
are dependent on each other, and in turn, facilitate the blocks X and Y of Element B. So any fault in
blocks X and Y in Element A has the possibility to affect the blocks X and Y of Element B similarly even
though these blocks are not connected to each other.
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Figure 2.8: Dependent failure

Independent failure also known as Single-Point fault occurs when each defect in the system is not
reliant on other faults. This is displayed in Figure 2.9.

Element A

Fault 1 i
:J—IQ X éI:::> Fa'g‘"e

i
Y

Figure 2.9: Independent failure

Dual point failure arises when two independent hardware faults exist in the system, resulting in a
violation of the safety goal. Figure 2.10 illustrates this fault. Here the two blocks X and Y are independent
of each other and cause two distinct faults in Element A.

Element A

Fault 1 i
:J—IQ . éI::> Fa"ﬁre
Fault 2 Failure
:}I_:) y éI:::> "

Figure 2.10: Dual point failure

Random failure can individually occur unpredictably during the lifetime of a hardware element.
However, these failures can be modeled probabilistically. Random defects can arise for a variety of
reasons, including heat stress, ageing, corrosion, and interactions with subatomic particles. Figure 2.11
depicts the connection of random failure with time.
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Systematic failures occur during the product development process as a result of human error or error in
the tool. These are deterministic faults that can be eliminated by enhancing the design and verification
processes.

Type of faults

The diagram below depicts all of the different types of hardware failures that can occur in a system.
There are two types of failure modes: Safety-related failure mode and Non-safety-related failure mode.
Non-safety related flaws do not breach any safety goals. There are five types of failures within the safety
related failure mode: safe fault, multi-point fault, latent fault, single-point fault, and residual fault.

Failure modes of hardware
element

Failure modes of non safety Failure modes of a safety
related HW element related HW element

[ Non safety related fault ]

Multi-point Latent Single-point Residual
[SafEfa”'t }[ fault J[ fault }[ faule fault

Figure 2.12: Type of hardware faults

A Safe fault is one that has little to no impact on the system'’s operation. These failures create a variation
in functioning that is within the system’s tolerances. A Single-point fault is a hardware fault present in
the element that leads to safety violation and there is no safety mechanism is place to detect it. Latent
fault is one that occurs in the safety mechanism (SM). However, a safety mechanism by itself does not
violate any safety goals; often, a defect in SM happens in conjunction with a single-point malfunction.
The next type of fault, as the name indicates, a Residual fault is created by a portion of the system yet
directly violates the safety goal. There is no safety mechanism in place to regulate this unpredictable
malfunction. Lastly, the Multi-point fault is a combination of two or more single-point faults or a
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single-point fault and a fault in the safety mechanism. The latter type of multi-point fault detection
requires duplication of the safety mechanism. Figure 2.13 illustrates the occurrences of different faults
and how it is detected by the safety mechanism (SM). The last type of fault which is not mentioned in
the above figure is Transient fault. This issue arises for a brief period of time. If the duration of this
defect exceeds the fault tolerance, it causes damage.

~ —r Safe
W) A\
SM SM & State
Correct
—{ Block I—" @y output —  Block
or Safe
State
Normal Operation Fault detected
—W)
LF SM
SM SM SM
Correct Violation
— fong Safe
—»  Block » oy Outhut L pige ¥ obfdatety | Bloc (v State
or Safe Goal
State
Latent Fault only Multi-Point Fault Multi-Point Fault
Detected

Figure 2.13: Fault occurrences and detection[32]

The two important faults are single-point faults and latent faults that cause the major issues. The
performance metrics required for these faults to qualify different ASIL classes is shown in table 2.3.

ASILA  ASILB ASILC ASILD
Single-point fault metric  Irrelevant >90% >97%  >99%
Latent fault metric Irrelevant >60% >80%  >90%

Table 2.3: 15026262 fault performance metrics [44]

Failure mode and Safe mode
The Failure mode is simply the state where something goes wrong in the system. When a failure occurs,
the system enters Safe mode. This is a state where unreasonable risks are mitigated.

Safety Mechanism

A random failure can occur at any moment in any aspect of the system owing to a multitude of factors
such as environmental conditions such as light radiation flipping a memory fit or thermal stress changing
the state in a key register. As a result, several safety mechanisms are developed to limit the impact
of these unpredictable hardware errors. Some of these approaches are addressed in [44], including
Error Correcting Codes (ECC), Dual and Triple Modular Redundancy (DMR/TMR), Lock step, DMR
Hardened Flip-Flops, Built-in Self Test (BIST), and Cyclic Redundancy Checking.

In Figure 2.14, the effect of faults with and without safety mechanisms is demonstrated. When an
element/item fails, the system continues to function normally until the fault tolerance is reached. The
fault is not detected for a specific time span known as the fault detection time interval. During this
time, various safety sequences are executed regularly to capture the presence of fault. Once the fault is
identified, the system returns to a safe state; the time necessary for this is referred to as the fault reaction
time interval. The fault detection and reaction time are combined to form the fault handling time. In
the absence of safety mechanisms, the minimal time span between the occurrence of a problem in an
item to a potentially dangerous period is known as the fault tolerant time interval.
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Figure 2.14: Safety related time intervals[1]

Fault classification

To evaluate the fault campaign, there are mainly two outputs observed, namely Functional Output (FO)
and the Checker Output (CO). The functionality of the system can be determined from the functional
output, and the checker output gives information about the faulty behaviour of the system. For instance,
if the output of a temperature sensor is to be measured and the threshold of the system under test is set
to a particular range. Now, if the sensor output deviates from the set range, the CO sets high and FO
shows the amount of deviation. Using the two outputs FO and CO, any fault can be classified into four

types:
e Unobserved Undetected (UU)
e Unobserved Detected (UD)
* Dangerous Undetected (DU)
* Dangerous Detected (DD)

When neither the functional nor the checker outputs are affected by the fault, the UU case occurs. UD
indicates that the functional output is undetected but the tool output is set. This situation is not harmful
since the user is aware that some functionality is not behaving properly. Thus, UU and UD can be
categorised as safe faults. The following one, DU, is the most perilous since the functional output is
detected whereas the checker output is not. In this test case, the user will be unaware that the system is
failing and posing a risk. The verification engineer’s purpose is to disclose the majority of DU situations
and indeed provide proof that the design meets all the safety requirements. The last case DD is equally
dangerous but it has been recognized, so any mishaps caused by it can be avoided.

The fault coverage can be calculated as:

DU

Fault coverage = DD DUt UD T UU

(2.2)

2.2. Example: Battery Monitoring System in Electric Vehicle

The transition to Electric Vehicles (EVs) in the automotive sector is accelerating. Lithium-Ion batteries
are a main component of electric vehicles. The presence of a considerable number of these batteries
is responsible for a range of risks such as electric shock, thermal events, and poisonous gas release,
necessitating the implementation of a Battery Management System (BMS) system with high functional
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safety standards. Furthermore, because lithium-ion batteries have changing performance depending on
environmental conditions, active monitoring of voltage, current, and temperature is essential to operate
the system efficiently. Due to the criticality of the BMS system, it requires a higher ASIL validation.

The BMS continuously monitors varying parameters in different operating modes and takes the necessary
actions to prevent cell degradation. In [54], some of the BMS functions are mentioned below,

1. Cell voltage and temperature monitoring
. Wake-up and sleep management
. Cell balancing

. Network management

9 &~ W N

. Fault management and isolation detection
6. Battery charge monitoring
Once the functionality of the BMS system is known, the system is evaluated using HARA to identify all

the critical points causing hazards. These hazards are categorized in terms of severity, exposure, and
controllability. Consider the table below illustrating the HARA activity for battery charge monitoring.

BMS Function Battery charge monitoring
Possible failure modes Failure in the charge monitoring functionality
Operational Scenarios Vehicle plugged in for charging while occupied
Hazard Impact (Vehicle Level) Toxic gas leak from parked car
Severity class (S) S3
Possible consequences Vehicle occupants lose consciousness and are

at risk of getting fatally intoxicated as a result
of the poisonous gas buildup within the passenger cabin.

Probability class (E) E4
Use cases Travel on the highway and make a charging stop.
Controllability class (C) C3
Controllability Assumptions Occupants are oblivious of the danger.

They may abandon the car owing to tiredness,
but they are unlikely to be aware of the origin
of the problem and therefore the essential solution.

ASIL C

Table 2.4: HARA example for BMS system

After determining the ASIL grade, safety goals for single or multiple hazardous incidents are developed.
These safety goals signify the top-level safety standards. They result in functional safety standards
for each hazardous event in order to avoid an erroneous risk. Table 2.5 presents the functional safety
requirements,

SG Description ASIL
Avoid exposing humans to high voltage electrical energy (HV E/E) B
Avoid Vehicle Thermal event that cannot propagate C
through the vehicle or damage to safety-critical components
Prevent the hazardous emission of poisonous fumes C
from the High Voltage Battery (when the car
is plugged in and charging).

Table 2.5: BMS Safety goals

Based on these requirements, the functional safety concept is drawn and the system architecture is
developed considering the ASIL grading. Table 2.6 displays a few functional safety requirements for the
BMS system.
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Functional Safety Requirement ASIL

Any cell voltage that falls below a certain C
threshold is considered an undervoltage fault

Any cell voltage beyond a certain threshold must C

be identified as an overvoltage malfunction

Any cell temperature that falls below a certain C
threshold is considered a temperature defect

Any cell temperature that exceeds a certain threshold C

is considered an excessive temperature malfunction

Table 2.6: FSRs for BMS system

Consider the above-mentioned first function of the Battery Management System (BMS) IC, which
continually checks cell voltage and current. Consider the following system design: three ADC converters
and an SPI serial protocol to convey digital voltage and current to the host. These ADCs are constructed
utilizing majority voters logic, which requires that the majority of redundant blocks provide the same
outcome. Random faults may be inserted into the ADCs and analyzed by performing multiple safety
sequences to test this system. This safety check must occur concurrently with the routine monitoring of
the battery cells’ voltages and currents.



State of the art in Fault Injection

Any electrical system may be examined for two types of behavior: positive and negative. Non-critical
systems are often evaluated for positive behavior, which implies that the functionality is checked for
correctness within the expected range of behavior. However, the risks associated with safety-critical
ICs, such as the battery management system IC in electric vehicles, are so significant that these ICs
also require negative testing. Furthermore, evaluating these chips solely before they are distributed
to consumers is insufficient. They must be constantly monitored for their behavior. For example, if
a random failure occurs in a system when the vehicle is in motion, it is important to determine how
fast the system can detect the fault and react to a failure. In such a case, the system should identify
the error before it causes excessive harm and return the system to safe mode, without affecting the
functionality, in a controlled manner. As can be observed, the criticality of the system dictates the
path of system verification throughout IC development. This leads us to the 'WHY’ fault injection is
required. Fault injection is an excellent strategy that allows the engineer to test the design at a system
level in every possible scenario. This helps in evaluating system behavior when the chip is in operation.
Performing fault injection activity at the development stage assists in gauging chip functioning in the
field, estimating the severity of the hazard, and reflecting on architectural improvements if required
that may be vital when designing ICs with high safety requirements.

The fault injection processes are performed in a variety of methods to target specific parts of the system
and evaluate its capacity to detect, respond to, and recover from defects in a safe and controlled manner.
The four types described in [57] explains "WHAT’ needs to be done during the fault injection activity,

1. Stimulus-based fault injection: This includes injecting faults into the system on purpose by
modifying input data, changing internal state, or triggering error conditions.

2. Structural fault injection: This process involves introducing faults by restructuring the source
code, changing the execution routes, or interfering with memory access.

3. Environmental fault injection: This type of FI entails exposing the system to situations that may
create defects such as temperature extremes, voltage fluctuations, or electromagnetic interference.

4. Timing fault injection: This includes changing the timing of system events, such as introducing
delays or race situations, in order to create failures.

During the functional verification phase, the design is examined for all structural flaws. This procedure
is primarily concerned with the design’s functional robustness. The test cases are developed to examine
the SOC for all of the intended scenarios and completeness, as well as to determine the system’s code
and functional coverage. Secondly, the Environmental faults in electronic circuits are more akin to
voltage spikes, representing external disturbances that can disrupt the normal operation of a circuit.
However, circuit designs are meticulously crafted to proactively mitigate these environmental faults
rather than introducing them intentionally. The clock monitors, supply monitors to monitor voltage
and current variations, and temperature sensors to detect temperature extremes are used for monitoring
environmental faults. Thirdly, in the context of Timing Analysis, engineers scrutinize extreme timing

21
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conditions, particularly at the boundary between analog and digital components in mixed-signal systems.
Parasitic extraction further enhances the validation process by assessing factors such as skews and device
variability. These meticulously designed circuits aim to minimize timing variations and complexities,
ensuring the absence of inherent timing violations. Instead, the primary concern revolves around
random faults that could potentially lead to logic failure. To counter these challenges, Automatic Test
Pattern Generators (ATPG) are deployed, operating at much higher frequencies than the circuit’s typical
operational frequency. This proactive approach serves as a safeguard against unforeseen disruptions in
logic integrity. Lastly, the Stimulus-based fault injection approach is investigated in this project. This
form of fault injection activity can be carried out in a variety of ways. The parts that follow will provide
an in-depth discussion of " HOW’ fault injection can be implemented utilizing different strategies.

3.1. Methods of performing Fault Injection

In this section, the two common ways of performing the fault injection to evaluate the system for safety
are discussed. The Simulation-based and Emulation-based methods displayed in Figure 3.1 are detailed

in the following parts.
[ Fault Injection Methods J

Hardware-based Software-based Simulation-based Emulation-based
Fault Injection Fault Injection Fault Injection Fault Injection
Contact Compile . Fully .
[ based J [Contactless] [ time ] [ Runtime J [ digital DMS AMS Emulator Using FPGA

FPGA Circuit
Reconfiguration Instrumentation

Figure 3.1: Various methods used for performing Fault Injection

To manufacture ASIL-certified goods, the ISO26262 standard requires a rigorous verification procedure
to be completed. The main goal is to demonstrate that the design is immune to random failures in the
system while the car is in motion and that it meets all ISO26262 standards. Because functional safety is
not confined to product inspection during development but extends even while the system is in use,
traditional fault modeling approaches such as ATPG and BIST are no longer applicable. Because these
methodologies can only be used to evaluate the system before the IC is released to the market. Thus, to
complete the safety verification, fault campaigns are run where defects are introduced, propagated,
and categorized. The fault classification is then utilized to provide the necessary safety metrics. The
overview of a typical fault campaign is displayed in Figure 3.2.

[ Simulation-based Fault Injection

. i
Fault List ] [ ASIL
Generation Fault determination
[ Emulation-based Fault Emulation ] :‘C\assmcanon-‘:

Safety

Figure 3.2: An overview of a Fault Campaign

The fault campaign is run in three stages,
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1. Fault injection phase where a single or dual fault is injected at a particular site in the design.

2. Execution phase where different functional stimuli and safety mechanisms targeting different
parts of the design are executed.

3. Fault classification phase uses two sorts of outputs, namely the functional output and the checker
output, to categorize the defect as harmful, unharmful, found, or undetected.

Currently, mainly simulation-based fault injection technologies are used in the industry. However, when
the complexity of the SOCs increases and the fault space grows into millions, this technique becomes
impractical for evaluating the whole fault space. As a result, several alternative approaches such as
formal verification and tactics such as statistical sampling are used to acquire the diagnostic coverage
proof necessary for product certification with the intended ASIL rating. Regardless of these solutions,
the time and money required are significant. The many state-of-the-art fault injection strategies are
explored in the following section.

3.1.1. Simulation-based Fault Injection
The fault injection simulation is carried out in three different ways,

1. Digital Fault Injection Simulation
2. Digital Mixed Signal (DMS) Simulation
3. Analog Mixed Signal (AMS) Simulation

The Digital Fault Injection method entails creating a simulation model of the system under consideration
and faults using HDLs like Verilog, VHDL [52]. The simulation of the fault campaign is performed
using various tools like Xcelium Fault Simulator by Cadence or the Unified functional safety verification
platform by Synopsys. Obtaining DFI findings involves several processes, including rating the test cases,
fault instrumentation, good simulation, fault simulation, and report generation, as demonstrated in
Figure 3.3 with an example of vManager Safety Client used to execute DFI.

Campaign configuration R

Fault Strobe Test Config
list list list(vsif) file
1

] ¢ v ]
ﬁmanager Safety Client \

Preparation
(prep)

—
Execution
(o_exec,o_rank,g_elab,fst,g_sim,f_exec)
—

Report

\_ (f_rprt) Y,
1l

Results
(Diagnostic Coverage)

Figure 3.3: Digital Fault Injection flow using vManager Safety Client

Before running a fault campaign, various parameters need to be configured shown as Campaign
configuration in the diagram. The Fault list contains the definitions of all the faults to be injected into the
design. The Strobe list provides information about the observation points. The Test list demonstrates
the testcases that need to be executed during the campaign along with their priority order. Lastly, the
Config file helps in defining the environment of the fault campaign. Once all these files are ready, the
campaign is performed in three steps, preparation, execution, and report. During the preparation stage,
a node is selected one at a time and the fault is injected. Then various functional and safety sequences
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are executed and the behavior of the system is recorded. First, these sequences are run when no fault
is present in the system and this is regarded as the golden run. Now, faults are injected one by one
and the outputs are recorded again. Based on these results, the faults are classified and a diagnostic
coverage is determined as discussed in section 2.1.2.

Furthermore, most systems nowadays are mixed signal in nature, comprising both digital and analog
components, necessitating the use of innovative approaches to execute fault injection at the system level.
To perform the Digital Mixed Signal (DMS) simulations, the analog circuits are accurately modeled using
various methods like Verilog-A, Verilog-AMS, Real Number Modeling (RNM), and System Verilog-based
datatype EEnet. In [2], the author presents modeling the analog circuits using Verilog-A and the
netlist generation flow for fault injection. More complex analog circuits can be designed using RNM
modeling. In [26], a SystemVerilog-based real number model for a Voltage-Controlled Oscillator (VCO)
is presented to improve simulation performance. The authors also compare VCO models utilizing RNM
and Verilg-AMS modeling. The SystemVerilog model achieves significant improvements in simulation
run time while maintaining acceptable accuracy.

While the DFI concentrates on the digital portion of the SOC, the analog portion consists of models
designed using EEnet, Wreal, and RNM modeling with a certain degree of accuracy. Thus, to verify
the actual analog schematics, Analog Mixed Signal (AMS) simulations are performed. AMS, like
Digital Mixed Signal Simulations, is concerned with the analog domain. To verify the system, detailed
schematics of analog circuitry with digital interfaces are employed. Because of the nature of the defects,
AMS fault injection is more difficult than fully automated DMS fault campaigns. In the analog realm,
there are many more faults than in the digital domain. The most common ones are open, short, changing
clock frequency and duty cycle and voltage and current spikes.

As the complexity and size of the design grow, considering the chip time to market, it is not feasible to
perform fault injection for 100% of the fault population. Thus, various strategies are applied to target
different aspects of verification and are discussed in the following parts.

To limit the number of fault nodes evaluated for performing fault simulations while maintaining the
quality of outcomes, a technique known as Statistical Sampling is employed. In a Statistical Sampling
Fault (SFI) campaign only a random portion of the total fault population is simulated, and the results
are extrapolated from a subset to a larger set. In [37], an approach is proposed to quantify these results
by rigorously evaluating the margin of error and confidence interval for SFI campaigns. This paper
presents a mathematical formula to derive the subset of faults that are representative of the total fault
population and error margin using the following equation 3.1 and 3.2 respectively,

N
n= 1 > N-1 (31)
tesX 2xpXx(1-p)
px(1-p) N-n
=1t 2
e x\/ - X N1 (3.2)

where n is the sample size, N is the total fault population, p is the estimated proportion of a fault
resulting in a failure, e is the margin of error, and t is the critical value corresponding to the confidence
level.

The confidence level is the likelihood that the precise number is inside the error interval. A confidence
level of 90%, 95%, or 99% is selected based on the ASIL level required as explained in table 2.3.

Using the equations above, the authors demonstrated that for a given fault population of size 150 trillion,
the sample space can be reduced to 30,000 injections ( reduction in experimental time by 7 orders of
magnitude), leading to a 0.57% margin of error with a 95% confidence level, or a 0.1% margin of error
with t=0.3464, accounting to a 27% confidence level, or a 1% margin of error with t=3.4641, which is
almost a 100% confidence level.

3.1.2. Digital Fault Injection Emulation
It is clear from the preceding discussion that Simulation-based fault injection has several constraints,
most notably the execution speed of the fault campaign. To accelerate this effort, emulation-based fault
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injection was investigated. The design is modeled on hardware, defects are physically inserted into
the DUT, and the system is subsequently assessed. This results in significant hardware acceleration
over software simulations. The next parts go through the various approaches for emulating the fault
injection activity.

The Emulation-based fault injection can be done in two ways, using hardware emulators or employing
FPGAs. In article [22], the emulators provided by various vendors are discussed. For example, the
Palladium emulation platform is offered by Cadence. This emulator can be used to build, allocate, run,
and debug during the design cycle with a maximum speed of 4MHz. The Veloce emulation platform
is another one that is offered by Siemens’s Mentor Graphics. This platform supports the verification
of designs up to several billion gates. Another EDA player, Synopses also offers an emulation system
called Zebu Server. This platform claims to be the fastest with a single rack system capacity of 1.2 billion
gates and a multi-rack system supports up to 10 billion gates. Despite the high execution speed and
scalability of these emulators, the high price is a significant drawback.

The second option is the emulation of faults using FPGAs. There are two categories to perform emulation
of faults on FPGA based on the type of implementation [21].

1. Reconfiguration-based technique where one fault can be configured at a time using partial or full
FPGA reconfiguration.

2. Instrumentation-based technique where additional hardware is integrated with the design to
enable fault activation from an external host.

The Serial Fault Emulation (SFE) approach in which each faulty circuit is emulated separately, im-
plemented using the reconfiguration technique to evaluate single stuck-at faults in digital systems
was attempted as early as 1996 [9]. In [11], the Serial Fault Emulation method was improved by two
speed-up techniques, first, all independent faults are identified and emulated parallelly, second, to
inject multiple faults, extra circuitry is added during the design phase to inject faults. Furthermore, the
multiple bitstream generation problem is addressed by simply shifting the contents fault injection chain
to activate one fault at a time[28]. Another approach to dealing with multiple FPGA reconfiguration,
Dynamic partial reconfiguration (DPR) is presented in [24]. Dynamic partial reconfiguration (DPR) is a
feature that allows only a piece of the FPGA to be reconfigured without shutting down the FPGA or
deleting the whole of the configuration. This article discusses two approaches of DPR implementation.
A partial bitstream is created based on the difference between a reference bitstream and the target
design in a difference-based DPR flow. This method is helpful for making minor modifications to the
FPGA's setup, such as modifying memory content and lookup-table entries. The module-based DPR
flow divides a design into distinct modules, and faults are injected into a smaller sub-circuits HDL file,
thus reducing the compilation time. Many approaches with the Reconfiguration method are discussed
in [3],[56],[4],[60],[16], however, the Instrumentation-based approach outweigh the former in terms of
speed of execution.

In [41],[40], an Instrumentation-based approach that challenges the previous method was presented.
Here, an autonomous emulation strategy is discussed and three techniques of circuit instrumentation
are compared in terms of speed of emulation. First, a mask-scan approach where an additional flipflop
is integrated with all the sequential elements of the design as shown in Figure. 3.4. These additional
flipflops indicate where fault is inserted.
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Figure 3.5: Flip-flop replacement for the State-Scan emulation technique[40]

In the second method, a state-scan technique is applied where all the sequential elements of the design
are connected together to form a scan chain, and the state of each element is recorded in RAM. The
circuit replacing the original flipflop in this technique is shown in Figure. 3.5 During fault emulation,
these states are controlled and evaluated.

The last practice was to replace every flop in the design with a time-multiplexed technique as shown in
Figure. 3.6.

In this diagram, two flip-flops are utilized to alternately run the flawed circuit and the golden run,
resulting in time multiplexing. A third flip-flop serves as a failure mask, and a state flip-flop is utilized
to prevent restarting the emulation from scratch every time. This approach is much quicker than
the previous ones since it detects fault effects without rerunning the entire testbench. This improves
the performance of transient fault emulation by some order of magnitude when compared to the
simulation(1300us/fault)[41]. Furthermore, [40] provides improved performance and comparison of
all three methods, mask scan, scan state and time multiplexed. The performance reported mask scan
technique is 4.1us/ fault, for state scan roughly 11 us/fault, where as for time-multiplexed technique
is 0.57 us/fault.

In [39], yet another unified environment is introduced and compared against FPGA partial reconfiguration
method. The proposed architecture can inject exhaustive fault sets (129.75 million faults) in an extremely
short time (fault rate in the order of us/fault) at a 400% flip-flop and 320% LUT additional area cost.
Partial Reconfiguration, on the other hand, can inject subsets of faults (10000 faults) at medium rates
(fault rate in the order of 0.1s/fault) at an extra area cost of 163% in flip-flops and 217% in LUTs.

In an Instrumentation-based solution, two code modification techniques, Saboteur and Mutant are
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employed [53]. For the first technique, an extra circuit for injecting faults known as saboteur is integrated
with the design [21]. All saboteurs have an enabling signal, they remain inactive during the normal
operation of the system and faults are activated when the relevant fault site enable signal is triggered.

- N

Saboteur

Inj_en

A

(a) Adding saboteur to the input parts (b) Adding saboteur to the output parts

Figure 3.7: Adding saboteurs at fault sites [21]

In the second technique, when the fault injection phase is active, a mutant is administered in place of the
original component; otherwise, the mutant is inactive. The biggest disadvantage of this strategy is that
the mutant must be recompiled for each new configuration. This is why, in comparison to Saboteurs,
this practice is less commonly utilized.

With technology nodes shrinking and SOCs becoming more complex, the engineers are urged to conduct
more rigorous pre-silicon verification of the design. This has further encouraged the fault injection
activity to analyse the behaviour of the ICs in the presence of random and intentional faults. Apart from
system complexity, the security aspect of the IC also plays an important role for certain applications.
To evaluate the hazards caused by the system malfunction in the presence of random faults, real-time
scenarios are created and emulated on FPGA platforms. Identifying the failure modes at an early stage
of design helps in producing safer chips. To perform fault injection on FPGA, several environments
setups are available. In [12], an environment architecture demonstrated to perform fault campaign on
FPGA is shown in Figure. 3.8. In this figure, there 4 main components of the architecture are

1. Fault List Manager is in charge of producing the list of faults to be injected into the system, as
well as the input data and any designer indications (e.g., the most crucial areas of the system).
Furthermore, it is in charge of putting strategies in place to reduce the size of the fault list by
consolidating comparable issues or deleting faults.

2. Fault Injection Manager is at the heart of the Fault Injection environment, organizing the selection
of a new fault, its injection into the system, and the monitoring of the subsequent behavior.
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Figure 3.8: Overview of Fault Injection environment [12]

3. Result Analyzer analyzes the output data produced by the system during each fault injection
experiment, categorizes problems based on their impact, and generates statistical statistics.

4. FPGA board consisting of Design Under Test (DUT) and fault injection interface.

The Speed-up factor of upto 60x was reported against gate-level simulation-based Fault Injection
approaches. Another similar architecture exhibited in [68] is shown in Figure. 3.9a and Figure. 3.9b
explains the fault emulation process.

The components of the architecture like Injection Manager, Result Analyzer work similar to what was
described in the previous example. Additionally in this example, Emulation controller is implemented
in the FPGA sends the input vectors and controller vectors to the Fault-Free Circuit and Faulty Circuit.
The performance of the FITVS approach is compared to fault simulation using Modelsim for same
design. FITVS has a performance of around 8us/fault, whereas Modelsim simulation takes 1.04s/fault.
Various architecture are attempted to improve the execution speed. Related architectures to evaluate
Single Event Upset (SEU) for digital system are demonstrated in [34], [30], [48], [67], [13]. [34].

The state of the art methodology for FPGA-based Fault Emulation is presented in [33]. The Meta model
architecture demonstrated in this article is shown in Figure. 3.11.

First, DUT is modified with saboteurs using a framework shown in Figure. 3.10. The saboteurs technique
which enables fault injection is similar to what was discussed previously in this section. To improve the
area overhead due to saboteur, the saboteurs are introduced only for the logic where fault injection is
targeted in GL granularity, remaining logic is maintained at RTL level. Then, synthesis is performed
maintaining the GL/RTL mixed design.

The fault injection flow is described in Figure. 3.12. This flow’s three key components are the Fault
List, Fault Controller, and Fault Analyzer. The fault injection occurs automatically in the majority
of the architectures stated above, and the results are accurate, however, the fault campaign is done
manually. The fault campaign procedure is likewise automated in this research. There are three types
of fault campaigns that can be used: statistical fault injection, which tests a subset of total faults, direct
fault injection, which allows the user to inject faults into a specified set of signals, and exhaustive
fault injection, which tests all potential fault locations. The fault campaign output is transferred to the
Post-Processor, where the faults are classified into three types: silent, latent, and failure. A silent fault
is one that does not propagate to the primary output. The latent fault goes to the internal important
registers rather than the principal output. When a fault is detected at the primary output, failure ensues.
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Figure 3.12: Fault injection metamodel [33]

All of these outputs are preserved in block RAM and can be accessed by the host outside of the FPGA.

Every fault has a state preserved in the block RAM; as the number of faults increases, this becomes a
constraint in terms of scalability; so, another approach known as on-the-fly emulation was considered
to enhance this. This approach replicates the DUT, thus there are now two DUTs, one for Fault Injection
DUT(FIDUT) and second is Golden. The fault is injected into the FIDUT, and the outputs of both DUTs
are compared on the fly during the emulation. This resolves the block RAM constraint. The experiments
were performed on RISCV processor consisting of 5 CPU stages, Instruction Fetch (IF), Instruction
Decode (ID), Execute (EX), Memory (MEM) and Write Back (WB). The performance metrics of on-the fly
emulation against simulation are displayed in table 3.1.

CPUstage Faults Emulation Emulation Simulation Overhead
Injected campaign  runtime campaign
hh:mm:ss ss:ms hh:mm:ss
IF 12799 02:27:50 64.054 42:20:56 17.28
ID 16803 03:13:50 84.094 67:17:54 20.91
EX 27616 03:33:57 138.213 168:52:18 47.57
MEM 1298 00:38:10 6.491 09:23:56 14.82
WB 493 00:27:14 2.462 03:51:16 8.56

Table 3.1: On-the-fly emulation technique runtime values [33]

This example gives an excellent model for conducting fault campaigns, however, it cannot be used
to determine ASIL levels, as stated in section 2.1.1. This method also ignores the safety measures
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implemented in the design of safety-critical automotive ICs. In an ideal world, there is no golden
DUT, and defects are only diagnosed with the assistance of safety mechanisms integrated into the
design, which is also not addressed in the preceding example. A detailed explanation of this project’s
contribution is provided in section 1.4.3.

3.2. Selected method for Fault Emulation

In the preceding section, two emulation approaches were presented: one that used FPGAs and the
other that used emulators offered by EDA firms. The latter is a costly alternative, and the resource
constraint for this activity utilizing simulation also applies here, as the number of cores accessible is
determined by the number of licenses acquired by the company. As a result, it is clear that FPGA-based
fault emulation is one of the most practical methods for performing fault injection. Currently, Xilinx
FPGAs on the market are significantly less expensive than the tool licenses given by EDA companies.
Despite the fact that the FPGA-based approach requires one-time non-recursive efforts to translate the
design implemented in the ASIC flow onto the FPGA, the speed-up achieved by performing the activity
on FPGA outweighs the one-time effort.

3.3. Benchmark

To evaluate and compare the performance of the FPGA-based fault emulation platform to be developed
in this project, the simulation performance of one of the Battery Management System (BMS) ICs was
used. Table 3.2 presents the various parameters involving in performing the Digital Fault Injection (DFI)
using the Xcelium Fault Simulator (XFS) by Cadence.

Description Unit | Value Value Thesis Target Value
Max cores available for 160 50
Digital Fault Injection
Realtime duration of a functional s 1072 1072 1072
pattern, including classification
Number of faults 640K 640K 640K
Single DMS simulation duration s 3x10% | 3x10°
Campaign duration (w/o overhead) s 6x10° | 1.92x 10°
(overhead ~ 50%)
Campaign duration days | 6.94 22.22 < 2hours

Table 3.2: DFI performance of Battery Management System IC using Cadence Xcelium Fault Simulator

The simulations described above were carried out using statistical sampling, with just 5% of the overall
fault population simulated. This demonstrates that when the fault space expands, simulation of the
complete population becomes nearly impossible due to the limited amount of resources available for
a certain activity. This emphasizes the need to develop a platform that not only enables hardware
acceleration of the fault campaign activity but also eliminates resource dependency for this activity.



Fault Emulation System Development

4.1. Project Overview

As seen in the preceding section, FPGA-based emulation is one of the most viable and cost-effective ways
to do fault injection. The Xilinx FPGAs are significantly less expensive than the tool licenses provided
by EDA vendors. A medium-sized FPGA with a million logic gates costs around 5,000 euros, but the
licenses by EDA firm cost many tens of thousands of euros. Furthermore, the FPGA-based solution is
not only less expensive, but it also eliminates the resource availability limitation. Thus, FPGA-based
fault emulation provides the best hardware acceleration to speed up the fault injection activity.

Previously, fault emulation on FPGA has been attempted to evaluate the functionality of the system
in the presence of faults. However, not much work has been done to evaluate the system for safety.
This work focuses on the design strategies and the platform required for testing safety-related designs,
especially for automotive applications. For example, consider Battery Management Systems (BMS) used
in electric vehicles. To manufacture extremely safe chips for the automotive industry, it is necessary
to examine the behavior of the ICs in the event of a random failure assuming the vehicle is in motion.
The host system of the crucial ICs continually analyzes its behavior by running the safety sequences
every few milliseconds and takes the appropriate action between the safe time intervals. Moreover,
these safety checks need to be performed in parallel to the normal operation of the system. The fault
injection activity enables engineers to examine system behavior in the face of a defect on the fly during
the IC development phase, facilitating the design of ICs with high safety requirements and a low risk of
failure. The safety metrics produced from the fault injection activity serve as proof of the FMEDA for
the product and are critical in certifying the IC.

Before delving deep into the system’s development process, it is critical to grasp the needs and
specifications. Some of the system requirements and specifications for this task are provided below.

4.2. System requirements

Now that the various system tasks of the fault emulation platform are identified, there are several
requirements that this system must adhere to. While designing the architecture for this project, the
following key parameters were prioritized: speed of execution of the fault campaign, cost-effectiveness
of the hardware, and system scalability. Keeping these parameters in mind, the system requirements
are detailed below,

1. Should be faster compared to the traditional simulation-based FI. The DFI simulations roughly
take 22 days for a fault population of size ~ 600K faults with 50 tool licenses. The system should
be able to complete the same task in roughly ~ 3hrs.

2. Results should be 100% accurate compared to the results obtained from the simulation-based FI.
3. Should be complete in terms of all the types of fault that will be tested (SPF, DPF and TF).

32
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4. Should be scalable. (The system should be feasible for 100% of the fault population). For this
experiment, the maximum fault population size of 1M faults is assumed.

5. Should be easy to integrate or fully replace with the existing digital mixed signal (DMS) verification
flow. The main constraint in completely replacing the DMS simulations with the fault emulation
system is the modeling of Analog circuits. However, most of the analog models can be accurately
mapped on the FPGA using SystemVerilog datatype Wreal, which has a digital nature.

4.3. System specifications

FPGAs are the most feasible solution that provides hardware acceleration to perform digital fault injection.
They are cheap compared to the EDA providers which makes them an economical solution. Moreover,
FPGAs also solve the resource constraint and the activity can be performed independently. However,
when the design grows considerably complex, there is the possibility to integrate multiple FPGAs and
extend the fault injection activity but this comes at a cost of some initial setup like synchronization
between the multiple FPGAs. Thus, designing a medium-sized fault campaign of size 1M faults on a
single FPGA board that only costs a few hundred euros is the most feasible implementation of the fault
injection activity. Mentioned below are the system specifications to fulfill the system requirements,

1. The FPGA should be large enough to accommodate the design of roughly 1M gates.

2. The design after modifications to map onto the FPGA must be equivalent to the original design to
ensure that the functionality is intact.

3. The design of the fault saboteur should be robust to run all types of fault campaigns (SPF, DPF,
TF).
4. The two main elements programmed on the FPGA are the Design Under Test (DUT) and the logic

performing the fault injection. The architecture of the system managing the fault campaign should
be designed with optimal area in order to accommodate large DUTs.

5. The fault injector logic should be designed to execute the injection process faster than the real-time
execution of the functional and safety sequences in order to achieve the maximum total fault
campaign execution speed.

Keeping the system requirements and specifications in mind, the overview of this work demonstrating
the various steps involved is introduced in Figure 4.1.

)

Design Under Test (DUT) Netlist_modified
(¥,.8v) Preprocessing the (v,.5V)
DuT

—

%% " (- K
[ [ ASIL
P —— ! Fault List | |:> FPGA-based Fault Emulation |:> " Fault \ |:> determination
- 1 CI 1 :
Prepare . Yeelooe”
Fault Campaign T T
> A
D — ¢ Safety
'Sequences)

Figure 4.1: An overview of Fault Emulation using FPGA

There are four key tasks in this experiment. To begin, the Design Under Test (DUT) must be prepared
for testing; second, the fault campaign must be configured; third, the fault campaign must be carried
out; and lastly, the fault classification is done and the results are used to calculate the safety metrics.
Based on the tasks, three action flows are devised, namely the pre-processing flow, the hardware design
flow, and the software design flow and are outlined in the following sections.

4.4. Pre-processing Flow

The first step in the fault emulation activity is to get the design ready for testing on the FPGA. The
primary objective should be to ensure that the design does not lose functionality throughout the revision.
The steps involved in this flow are displayed in Figure 4.2. This activity consists of two parts, mainly the
Gate Level Synthesis and secondly, modification of the generated netlist using Python framework.



4.4, Pre-processing Flow 34

e -
s

1

+ gliblib |

“ _——e==' Gate Level Synthesis Netlist
(GLS) (.sv)

Design Under Test (DUT)
{.v,.5v)

Netlist_modified
:D Netlist Modification |:> (V)

&
Netlist Modifier s
(-py) !
!

:
otherlogs |

Figure 4.2: Process Flow

To begin with, synthesis is conducted to convert the Verilog RTL design into a technology-specific Gate
Level netlist. The Cadence Genus synthesis tool was used for this. Secondly, the netlist cannot be
directly programmed onto the FPGA. it requires provision to create faults in the nodes of the gates in
the netlist. Thus, a Python-based compiler is developed using ANother Tool for Language Recognition
(ANTLR) parser that recognizes the structured Verilog or SystemVerilog netlist, decomposes the various
elements of the code, and then translates the desired parts.

After modifying the netlist, it is critical to review the functioning. A logic equivalence check (LEC) is
done for DUT versus the revised netlist for this reason. This task is carried out using a Conformal tool
from Cadence which uses adaptive proof technology for checking RTL-gate comparisons. This tool
analytically assesses all of the situations in both the cases and outputs if the two are equal. The design is
now FPGA-ready for testing.

4.4.1. Hardware Design Flow

Once all design modifications have been completed and the netlist is ready for testing, a platform is
necessary to run the fault campaign. The Hardware Design Flow displayed in Figure 4.3 depicts the
many components that are programmed on the FPGA. The primary goal of this flow is to develop
an architecture of the Host Debug Interface (HDI) slave surrounding the DUT that controls the fault
injection, runs the safety sequences, and records the output of the system behavior. While designing
the HDI slave, three primary features were kept in mind: the speed of the fault injection in the DUT,
minimal software and hardware overhead while executing the functional and safety sequences, and the
minimum area consumption to allow maximum space for the DUT. For this experiment, a Xilinx Arty
A7 100T FPGA was chosen. As a result, the supporting FPGA design tool Vivado was employed to
synthesize the design and generate bitstream to be programmed on the FPGA. The design of the HDI
slave and its interfaces with the DUT are explained in detail in Chapter 6.
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Figure 4.3: The Hardware Design Flow

4.4.2. Software Design Flow

The last component of this project is the Software Design Flow. Once the hardware is programmed on
the FPGA. In order for the HDI slave to run the fault campaign on the FPGA, it requires campaign data
such as fault type, type of campaign, fault activation and deactivation time, and safety sequences. This
project experiments with two sorts of faults: Stuck-at-1 (SA1), where a node is permanently trapped at
logic high, and Stuck-at-0 (SA0), where the node is locked at logic low. And three types of campaigns
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are used: Single-Point Fault (SPF), where only one fault is active at a time in the system, Dual-Point Fault
(DPF), when two faults are active at the same time, and Transient Fault (TF), where the fault is present
for a short period of time and then vanishes. The Host Debug Interface (HDI) master as shown in Figure
4.4 is a Python program designed to transmit this information from the host PC to the FPGA using a
serial communication protocol. In this case, UART serial protocol is exercised. Here, two channels of
USB to UART are used, one for transmitting the fault information from the Host PC to the FPGA and the
second one for receiving the functional outputs back from the FPGA to the Host PC. Finally, the results
are utilized to carry out the fault categorization and establish the appropriate ASIL-level safety metrics.

A i
Host Debug Interface (HDI) |
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Figure 4.4: The Software Flow

In the next chapter, detailed information on the processing of the Design Under Test (DUT) is provided.
Because the project required extensive preparation of DUT, hardware, and software design, some
simplifications were permitted by the stakeholder during the preprocessing stage to speed up the
development process which are discussed in the chapter 5. However, these do not affect the performance
of the outcome.



Pre-processing of DUT

To accomplish fault injection in the netlist on FPGA, a fault must be physically created in the design.
Thus, several considerations must be made while mapping the design to be tested on the FPGA. As
previously described in section 4.4, the design must first be synthesized and then revised to map
onto the FPGA. The many processes done throughout the synthesis process and netlist translation are
detailed in this section. To begin, some simplifications were made during synthesis to ease the mapping
of gate-level netlist onto the FPGA. These consequences are discussed in further detail below.

5.1. Performing Gate-Level Synthesis

Gate-level synthesis is the process of converting a high-level hardware description into a netlist of
logical gates and flip-flops. The Cadence Genus synthesis tool [25] was employed for this purpose. It
optimizes the design for factors like area, power consumption, and timing constraints. The process
involves mapping the design to a target technology library, which includes standard cells.

Given the project’s complexity, some simplifications were made during the GLS with the future phases of
this experiment in mind, particularly while translating the netlist onto the FPGA with custom-designed
fault injectors. These simplifications were evaluated before hand and realized that they do not impact
the project’s performance or completion. Based on these criteria, the four simplifications are as follows.

5.11. Simplifications during the Gate-Level Netlist
1. Netlist Flattening - To translate the netlist with fault injector, the Python-based compiler is
required to recognize the Verilog structure of the netlist and modify the required parts. Typically,
the synthesized netlist is hierarchical in nature, which makes it slightly difficult to deconstruct
the netlist at different abstraction levels and then modify the input nodes. Thus, to simplify the
development of the Python script, the Netlist Flattening constraint was exercised during the design
GLS. However, it must be noted that this does not affect the execution performance of the campaign.

2. No DPT option - Design For Testability (DFT) is primarily used to facilitate efficient and effective
testing of integrated circuits and electronic systems. DFT techniques, such as scan chains and
built-in self-test (BIST) structures, enable the generation of test patterns automatically. ATPG tools
create a set of test vectors that can be applied to the circuit to detect and diagnose faults, ensuring
thorough testing of the design. However, adding DFT during the GLS requires additional effort
while mapping the netlist on the FPGA. The FPGA does not have an inbuilt scan flops like the other
flops like D flipflop. These need to be custom-designed and included while mapping the netlist
onto the FPGA. As this does not affect the motivation of this project to evaluate the execution
speed of the fault campaign, the DFT option was not included during the design’s GLS.

3. No clock-gating - Clock gating is a power-saving technique used in ASIC design to reduce dynamic
power consumption by selectively disabling the clock signal to specific circuit elements when they
are not in use. This technique helps conserve power in situations where parts of the circuit do not
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need to operate continuously, such as in low-activity portions of the design or during idle states.
However, FPGAs are often unsuitable for clock gating, unless particular design strategies are used,
if the clock gating is done straight out of fabric on the FPGA, the FPGA synthesis tool will issue
a warning about the skew injected. Furthermore, at very high frequencies, this skew becomes
challenging to control. Thus, in this work, no clock gating technique was implemented in any part
of the Design Under Test to ease the transformation of design from ASIC flow to FPGA.

4. As a consequence of the previous simplification, no faults were injected into the Clock tree.

5. Lastly, the Technology library during GLS was restricted to a limited number of cells mainly
inverter, AND, OR, XOR, and DFF to ease the burden on the netlist modification script using
Python.

When transitioning designs from the ASIC flow to the FPGA, a design attribute occurs during RTL
synthesis owing to the implementation of the Safety feature. This is seen below, and it demonstrates
how this attribute is emulated on the FPGA.

5.2. Skew between clock-trees

Designing safety-critical integrated circuits entails more than just ensuring functioning. The system
must be designed considering the occurrence of random failures in the environment and the system’s
response in their presence in mind. The system must be capable of recognizing these random errors and
reverting to a safe condition within the time frame specified before an unmanageable danger occurs.
Because of this, certain design strategies are used to ensure that the system operates safely even in the
face of random defects. One of the ways is described in the next part, and it is explained how this
strategy followed in the ASIC flow is replicated on FPGA.

5.2.1. Artificial skew generation FPGA

The 15026262 standard describes the many design strategies that are used in a SoC to make it Safety
Compliant. Some of the approaches employed in safety-compliant devices include redundancy, self-
testing, signal monitoring, voltage supply monitoring, and watchdog timers. The essential component
of these devices is redundancy. Redundancy is employed in a variety of ways in car equipment. Many
safety-compliant devices include redundancy techniques such as lockstep, ECC, CRC, and checksum

[35][18][46].

Redundancy is the installation of extra components in addition to those required for vital functions
to boost the system’s dependability and availability. The M-out-of-N (MooN) scheme is one of the
redundancy techniques explained in [19]. An M-out-of-N (MooN) system has N identical components
and operates on the premise that if at least M out of N components perform properly, the system is
error-free. Triple Modular Redundancy (TMR), which is actually a 2003 system, is an example of this
displayed in Figure 5.1.

Component#1
(2003 System)
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Component#2 >
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Voter
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{2003 System)

Figure 5.1: Example for Triple Modular Redundancy (TMR)[19]

In TMR, if at least two (majority) of the three components perform well, the system is deemed functioning.
The design under test in this study consists of logic duplication, one known as the functional block and
the second as the safety block, as illustrated in Figure 5.2.
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Figure 5.2: Example for duplication for logic safety mechanism

In this case, the functional and safety blocks must be routed independently of one another during
synthesis; otherwise, a phenomenon known as Dependent Fault Initiator (DFI) may occur. A DFI arises
when a single root cause propagates across the circuit, affecting all of the redundancy components
in the same way. To prevent this, during synthesis, the clock to all the redundancy components is
routed independently. For instance, if the clocks to both Functional and Safety blocks were not routed
separately, then a fault in the common clock will trigger a problem in both the blocks similarly causing
both the outputs to fail in the same manner, thus the detect will go unnoticed. Because of this, all the
possibilities of common cause effects must be eliminated during the design implementation. Due to the
process, there is a slight skew that is introduced in the clock tree of the two components. This skew is
one of the design traits of the ASIC flow, thus to imitate this skew in FPGA, a high-frequency clock
of 200MHz was used to create a skew between the redundancy components as shown in Figure 5.3.
The skew between the two clocks of redundant logic must be less than half the period of the clock;
otherwise, a logic error will occur.

Functional clock tree Safety clock tree
.............................. S 1

|
|:|I> Functienal clock |

Safety clock

Figure 5.3: Skew due to DFI avoidance in ASIC flow imitated in FPGA

Once the netlist is generated, before programming it on the FPGA, it is important to build a provision
that allows the fault to be injected in every node of the gate in the netlist. All these nodes must be
connected with each other in a chain-like fashion. Moreover, the fault injection in any of the nodes in
the fault chain must be controllable and observable. Additionally, the fault’s activation and deactivation
time must be programmable at runtime. The next section demonstrates the process of building the fault
injection logic and how the insertion of these cells is automated using the Python framework.

5.3. Modifying the GL netlist

The modification of the netlist is done only once at the beginning of the campaign. To achieve this
task with minimum manual work, a framework is required that recognizes the structured Verilog or
SystemVerilog netlist, decomposes the various elements of the code, and then translates the desired
parts. ANTLR (ANother Tool for Language Recognition) [45] parser was used for this, which acts as a
generator for reading, processing, executing, or interpreting structured text SystemVerilog code. Figure
5.4 illustrates various steps involved in the modification of the netlist using ANTLR in the Python
framework.

This tool employs two grammar files, VerilogLexer.g4 and VerilogParser.g4, which include a series of
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Figure 5.4: Block diagram demonstrating the process of translation of the SystemVerilog netlist with fault saboteurs

tokens and actions that specify how Verilog and SystemVerilog code structures should be deconstructed,
and each piece of the code is parsed as a token. The VerilogLexer.py then uses these grammar files to
create the tokens for the Verilog or SystemVerilog input file, in this case, the netlist is the input file which
is tokenized. The VerilogParser.py uses these tokens to generate an Abstract Syntax Tree (AST) along
with two other Python files known as Listener and Visitor which are tree-walking mechanisms in its
runtime library [58]. Both use a depth-first algorithm. The primary distinction between the two is that
the process of traversing the tree cannot be controlled via a listener. The routines can only be invoked
when the tree’s walker encounters a node of the relevant kind. Whereas, the path of the tree can be
customized using the visitor; the values can be returned from each visitor function and the visitor can be
stopped traversing at any point of the tree. In this work, the Visitor was used to traverse to each module
instance definition in the AST and list all the nodes of those instances. Finally, the Modifier verifies the
list of all the instances in the netlist using the technology standard cells database, glib.v, as shown in the
figure, and then edits all the input nodes in the netlist to include the fault injectors. The fault saboteurs
as shown in Figure 5.5 areinserted only at the inputs of the gate to minimize redundancy and optimize
the area on the FPGA. All of the fault saboteurs are linked in series through a long shift register in a
chain-like pattern via all of the gates in the netlist as illustrated in Figure 5.6. The modification of the
netlist is run in an automatic fashion using a Python script. This script uses the ANTLR package which
decomposes the SystemVerilog (SV) netlist into an abstract syntax tree. In this case, every instance of a
gate in the SV code generates a sub-branch, with the signals acting as the leaf node. These leaf nodes are
then changed with additional code to provide fault injection hooks. The resulting file of this procedure
is Netlist_modified.sv. Along with this, various log files are generated, which include a record of all
translations done to the original netlist.

Fault
_ Fault Saboteur|

Fale | D . 1  Logic T}

Fault
—1 Fault Saboteur]

DFF

SCLK

—P

Figure 5.5: Adding fault saboteur at every input of the gate in the netlist



5.3. Modifying the GL netlist

40

FSO

FS1

AND

FS2

FS3

Figure 5.6: All fault saboteurs form a fault chain pattern

OR

5.3.1. Design of Fault Saboteurs
As discussed above, the netlist generated by the synthesis tool is not ready to perform fault injection on
the FPGA. To inject a fault at a particular node of the gate requires some additional control logic, which
activates and deactivates the fault. These are known as Fault Saboteurs (FS), the block diagram of which
is displayed in Figure 5.7.
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Figure 5.7: Block diagram of Fault Saboteur

The FS’s primary function is to generate stuck-at-1 and stuck-at-0 faults that can be controlled at runtime.
Furthermore, because the FS would be tied only to the input of every gate in the netlist as illustrated in
Figure 5.8. As shown in the block diagram above, the FS circuit consists of 4 inputs and 2 outputs and
their functionality is as below,

1. D_CLK is a clock signal used to shift the sequence in the FS chain to inject fault as a desired node.

Q1 = W N

. SR_I is the shift register input.

. IN is the functional input.

. SR_O is the shift register output. This signal is tied to the shift register input of the next FS.

. OUT is the functional output. This signal is the output of the multiplexer.

When SR_O_1 and SR_O are 0,1, a stuck-at-0 fault is created and the OUT goes to zero as soon as
EN goes high, otherwise the output OUT = IN.
When SR_O_1 and SR_O are 1,0, a stuck-at-1 fault is created and the OUT goes high when EN
goes high at runtime, otherwise the output OUT = IN.



5.3. Modifying the GL netlist 41

=5[> SR_O SR_| It

|
E —

H

|

H Saboteur

i D_CLK SR_O It

= = ! our,_ D lo
B EN |'| Saboteur

T — ]

PSR Flilt DFF

| —— aboteur SCLK.

Figure 5.8: All fault saboteurs form a fault chain pattern

6. EN is a global enable signal that helps in controlling the timing of fault activation and deactivation.
When this signal is held low, there is no fault injected and the functional input IN is directly passed
to the functional output OUT. When this signal goes high, the corresponding SA1 or SAO fault is
activated. This signal greatly helps in activating the fault during the runtime. For instance, this
signal provides flexibility to fault the fault after the startup diagnostics of the design. Additionally,
it can also create a transient fault where the node can be tied to high or low only for a certain time
interval.

5.3.2. Insertion of Fault Saboteurs

The Fault Saboteur (FS) is automatically inserted into the netlist using a Python-based script described
in section 5.3. The insertion of FS is demonstrated by using a sample netlist of 1 AND gate, 2 OR gates,
and a D-flipflop. The FS must be attached to every gate input without altering the functionality. This is
shown in Figure 5.9.
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Figure 5.9: All fault saboteurs form a fault chain pattern

In this work, three forms of fault campaigns are tested as detailed below,

1. Single Point Fault occurs when just one fault is injected into the design at a time. Once enabled,
this defect remains inserted until the system behavior is evaluated.

2. Dual Point Fault where two faults are present at the same time. In this case, both faults are
activated at the same time and stay stuck until the safety sequences are executed.

3. Transient faultis created by inserting one fault at a time. This fault can be activated and deactivated
at runtime during the execution of safety sequences.

First, consider single point fault injection at FS2. Since each FS takes two shifts to inject a fault,
introducing a fault at FS2 will require six clock cycles. The pattern to be shifted for SA1 and SAQ is
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000001 and 000010 respectively. This is demonstrated using the waveforms shown in Figure 5.10a and
Figure 5.10b.
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(a) Single point stuck-at-1 fault at FS2 (b) Single point stuck-at-0 fault at FS2

Second, the method of fault injection in dual point faults differs from that in SPF. When two faults are to
be produced, the fault saboteur site cannot determine the number of clock cycles. In this case, the total
number of clock cycles is equal to the number of fault saboteurs in the netlist. Consider, for example,
introducing faults at FS2 and FS4. Figure 5.11a and Figure 5.11b depicts Stuck-at-1 and Stuck-at-0
respectively.

W2 03 als s 7lsle 00 213 4s e ! 2 03 40506 7 1818 10 11 1213 14 15 118

b_cik : D_ClK

SRII

RO

12

RO2

L - T
| N

(a) Dual point stuck-at-1 fault at FS2 and FS3 (b) Dual point stuck-at-0 fault at FS2 and FS3

Lastly, the transient fault is created in the same manner as the SPF. However, in this case, the fault

activation and deactivation may be controlled at runtime. This is illustrated in Figure 5.12a and Figure
5.12b.
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(a) Transient fault at FS2 where output is held high (b) Transient fault at FS2 where output is held low
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5.4. Logic Equivalence Check

The final step in design preprocessing is the Logic Equivalence Check between the Design Under Test
and the revised netlist with fault injectors. This activity is critical for concluding that the modifications
do not affect the functionality of the netlist. To perform this activity Conformal tool by Cadence was
employed [14].

The technique requires two independent revisions of a design with the same expected functionality.
Conformal then compiles the RTL descriptions of these designs, creating an internal representation. The
tool’s core functionality revolves around meticulously comparing these internal representations to ensure
functional equivalence. It examines combinational and sequential logic, as well as interconnections,
seeking any differences.

To begin with, the Design Under Test RTL design in Verilog is supplied as the golden design. This is
then elaborated using the technology library file same as the file used for GLS. The modified netlist
is provided as the revised design. To elaborate the modified netlist, the Verilog definitions of the
technology library as given. Once, both the golden and revised designs are elaborated. The constraint is
applied to the revised netlist to bypass the fault injection mechanism. That is, the clock used to activate
the fault saboteur D_CLK is set to zero. In addition, the global enable signal EN, which activates the
fault, is set to zero. This signifies that the fault injection logic in the modified netlist has been disabled.
The tool is then set to compare the DUT and the modified netlist. Figure 5.13 illustrates the equivalency
report obtained after elaborating on both RTL design and the modified netlist at the gate level. It
displays the number of gates present in each version of the design. Now, both designs are compared
with the constraint explained above. Figure 5.14 shows the equivalence check output by conformal. It
can be seen that there are no non-equivalent points present between the two designs indicating that
under the condition of global fault enable EN and fault saboteur clock DcLK tied low, both the designs
are equivalent. This activity concludes that the design has been successfully transformed to map onto
the FPGA.
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Summary Golden Bevised

Design-modules 11 4597

Library-cells 140 2351

Primitives Golden Revised
INEUT * B a
CUTEUT 1 1
AND * 130 13914
BUF * 4 0
OFF * 184 3240
DLAT * 0 1532
TNV * 38 T453
MU * 580 0
NOR * 16 4596
CR * 24 2078
WIRE * 2 0
XKMOR * 4 0
KOR * 7 0

—————— word-level —-—————————————————

ADD * 2 0
GT * 4 0
LT * 2 0
SUBTRACT * 2 0
WMLTX * 126 0
WSEL * 4 1532
—————— den't care ---—-—-—"1-1-71-7->-——"""-"-—-"-—-"--"-
¥—assignments 34 0
Total 1425 32813

Figure 5.13: Logic Equivalence Check report for design vs modified netlist with fault saboteurs

Compared points PO DFF Total

Compared points DEF Total
Inverted-equivalent 8 8

Figure 5.14: Logic Equivalence Check output for design vs modified netlist with fault saboteurs



Design and Verification

The fundamental goal of this project is to create a fast and effective platform for fault emulation on the
FPGA. As introduced in chapter 4, the main task of this system is to acquire campaign information
from the host PC, categorize the various data, run the fault campaign, execute the functional and safety
sequences, and then provide the DUT output back to the PC for fault classification. Based on the
different tasks, four interfaces are realized as illustrated below,

1. The Communication interface is responsible for serially transmitting the campaign data from the
host PC to the FPGA.

2. The Fault Interface controls the injection of a fault (Stuck-at-1, Stuck-at-0) at a time for different
type of campaigns (SPF, DPF, TF).

3. The Functional Interface is used to execute the functional and safety pattern on the Design Under
Test.

4. The Analog Interface enables communication between Analog and Digital components. However,
because the DUT architecture is entirely digital, this interface was not evaluated in this study:.
However, the fault emulation system developed is capable of supporting this interface.

In this work, two designs of fault emulation systems have been investigated. The first architecture was
developed with a minimum number of hardware components required to perform the task discussed
above. This architecture was heavy on software programming which caused the major issues in the
latency due to the Operating System (OS) and high-level Python libraries like Pyserial and Pyftdi. To
minimize the software overhead, a Microcode-based architecture was built. This platform is a good
balance between the software and hardware implementation. This chapter covers the two designs
and highlights the advantages as well as the disadvantages. A brief verification of the system is also
discussed.

6.1. Purely Programmable-based Architecture

To begin with, a simple architecture was drawn as shown in Figure 6.1. This consists of three main
interfaces, namely the communication interface, the fault interface, and the functional interface.

45
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Figure 6.1: The initial architecture of HDI slave

The communication interface is used to send fault data from the PC to the FPGA. For this purpose, a high-
speed FT2232HQ FTDI chip is employed. This is a popular USB-to-serial bridge controller manufactured
by Future Technology Devices International (FTDI). It features two independent UART /FIFO channels
and is commonly used for interfacing USB with various serial communication protocols such as UART,
SPI, I2C, and JTAG. The FT2232HQ is widely employed in embedded systems, programming/debugging
tools, and other applications requiring USB connectivity for serial communication. In this architecture,
one of the UART channels is used as a fault information channel. The Host Debug Interface (HDI)
master is a piece of software on the PC that accepts campaign-related information from the user and
sends it to the FPGA through this channel.

Once fault information from the PC is received through the UART, it is processed and made accessible
to the fault injector. The fault interface’s task is to govern the injection of a fault into the DUT. This
interface precisely controls the fault’s activation and deactivation during the runtime of the safety
routines. For example, in the case of a single-point or dual-point fault, the fault remains active at the
specified location throughout the execution period of the functional and safety sequences. However, for
transient faults, the duration of the fault’s active time can be controlled using the fault interface.

Finally, once a fault has been introduced into the system, the functional interface facilitates system
evaluation by performing the safety sequences. Section 7.1 describes the safety sequence tested in this
case. The functional interface, which is the FT2232HQ chip’s second serial communication channel, is
developed utilizing SPI master written in Python.

6.1.1. Software Implementation

The Host Debug Interface (HDI) master is a piece of software that is mainly responsible for two tasks.
Firstly, collect the campaign configuration data from the user and transmit it serially through UART to
the FPGA using channel A in the block diagram. The communication bus for this architecture with fault
information is shown in Figure 6.2. As demonstrated in Figure 6.3, the TOC field contains information
about the type of campaign. The next two fields include information about the fault site. This is done
using two 24-bit variables. Only fault site 1 is relevant in the event of Single-Point Fault (SPF) and
Transient Fault (TF), whereas fault site 2 is kept at zero. Fault site 2 is used for Dual-Point Fault (DPF).
The following two 24-bit values represent the fault’s activation and deactivation times. The last two
values provide the assertion and de-assertion times of the Design Under Test reset.
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Fault Info TOC | Faultsite 1 | Faultsite 2 | Fault_EN_active | Fault_EN_deactive | por_n_act| por_n_deactive
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Figure 6.2: Communication bus for fault campaign
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Figure 6.3: Type of campaign field of the communication bus

The second task of the HDI master is to execute the functional and safety sequences on the Design
Under Test through the SPI protocol using channel B.

During the implementation of these two channels, it was realized that this architecture adds a lot of
software overhead which greatly affects the performance of the fault campaign. Channel A employing
UART was implemented using the Python library pyserial [38]. This adds software overhead primarily
due to the way serial communication works and how the operating system manages it. When the data
is sent or received over a serial port, it is usually done byte by byte. PySerial often buffers data to
ensure a consistent and reliable flow of bytes, which introduces overhead. Moreover, the operating
system handles the low-level communication with the serial port hardware, which introduces some
overhead. This includes context switching between the application and the OS kernel. Additionally,
serial communication usually involves sending binary data, but Python operates with text-based strings.
Thus, encoding and decoding operations also introduce some overhead.

Similarly, the second channel implemented using the SPI controller library (spi.controller) in PyFtdi [7]
provides a Python interface for interacting with Serial Peripheral Interface (SPI) devices using FTDI
USB-to-SPI bridges. While PyFtdi is designed to be efficient and provide a high-level interface for SPI
communication, it does introduce some software overhead. Firstly, PyFtdi communicates with FTDI
USB devices over the USB bus. USB communication inherently involves software overhead because the
data must be serialized, sent over the USB bus, and then deserialized on the other end. This involves
interaction with USB device drivers and the operating system’s USB stack. Secondly, being a Python
library, PyFtdi operates within the context of the Python interpreter. This introduces some overhead due
to Python’s dynamic typing, memory management, and interpretation of Python code. Additionally,
PyFtdi uses internal buffers to optimize the data transfer. These buffers introduce a small amount of
software overhead to manage and maintain them.

As a result of numerous factors, the two interfaces contribute a significant amount of overhead. The
communication channel adds a 12ms overhead for each fault, while the functional interface adds a 7ms
overhead for every safety sequence. This demonstrates that when the number of safety sequences rises,
the time required to execute the safety pattern increases significantly, adding to the overall campaign
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latency.

Thus, taking into consideration the software overhead for both channels, it was determined that this
architecture needed to be improved in order to resolve the latency problem to accomplish the project’s
performance objective of execution time for the campaign of less than 3 hours.

The fault emulation findings and performance data for this architecture are shown in section 7.2. The
limitations of this design were identified and the next section shows the enhanced version of the
emulation system.

6.1.2. Advantages

1. Despite the fact that this design adds a lot of software overhead, it is versatile in terms of fault
setup. Here, a single fault with SA1 or SAO fault can be specified individually for SPF, DPF, or TF.

2. Second, this approach allows for greater flexibility in executing safety sequences. This enables the
execution of any form of sequence, such as conditional or branching sequences.

3. Thirdly, this design is easily adaptable to any DUT. If the DUT employed serial protocol other than
SPI as used in this case. It is simple to implement using the PyFtdi serial library.

4. Additionally, in situations where the DUT consists of ADCs with long conversion times, the
software overhead is relatively substantial. In this situation, the real-time required to complete the
operation exceeds the software overhead, hence the software overhead is no longer a constraint.

6.1.3. Limitations
1. The major limitation is the software overhead which adds huge latency to the execution time of
the fault campaign. This overhead is unavoidable in serial communication libraries like PySerial
and PyFtdi due to the fundamental requirements of data serialization, buffering, operating system
interaction, and high-level language execution.

6.2. Architecture 2

The prior design failed to meet the fault campaign’s target execution time. The main challenge was the
software overhead in the communication and functional interfaces. The latency was mainly due to the
operating system and the usage of high-level Python libraries pyserial and pyftdi.spi for UART and SPI
communication respectively. The two interfaces contributed an estimated 54ms overhead per failure,
which is a significant amount for running a 1M campaign.

In this architecture, the overhead problem was addressed in two ways. First, the UART protocol was
exploited to determine the maximum number of bytes that can be transferred in a single packet of UART
transactions. Figure 6.4 displays the graph of the time taken to transfer 15M bytes of data through
UART in various chunk sizes per transaction. It can be observed that as the number of bytes per
transaction increased, the time taken reduced significantly. However, there is a limit to the maximum
amount of bytes that may be sent without any data packets being lost. This limit is determined by
several factors, including the USB protocol itself and the capabilities of the FTDI chip and its associated
drivers. Firstly, the USB is a packet-based protocol, and data is transmitted in packets or frames. The
maximum packet size for a USB endpoint is determined by the USB specification (e.g., USB 2.0 or USB
3.0). In this work, USB 2.0 was exercised. Additionally, the FTDI chip itself has limitations on the
maximum payload it can handle in a single USB transaction. Moreover, it was noticed that above 8K
bytes per transaction, the reduction in the time taken on an average per byte was marginal. Table 6.1
presents the time taken for data transfer using UART for different chuck sizes. From this experiment, it
was observed that data transmissions exceeding 9000 bytes exploded the transmit and receive buffers,
resulting in communication failure. This indicated that the maximum limit had been reached. Because
the difference in average time per byte between 7500 and 9000 bytes per transaction was minimal, and to
avoid data loss in very high packet sizes, 7500 bytes per transaction was determined to be the optimum
bytes per transaction to safely transfer the data using UART. This led to the idea of sending information
for multiple faults at a time.

The second issue was the overhead in the SPI communication when the safety routines were being
executed. This overhead could be minimized in two ways. One approach was to implement a high-speed
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Figure 6.4: Data transfer through UART using Python in Linux operating system

microcontroller on the FPGA alongside the DUT, that can run the safety routines with minimum
overhead between the consecutive sequences. This prompted the development of low-level device
drivers in C-programming for performing the functional interface. The second method was to implement
a microcode-based architecture that can decode the safety sequences and execute them. The latter was
chosen considering the software and hardware implementation complexity.

Bytes per transaction | No of transactions Time taken (s) | Average time per byte (us)
to transfer 15M bytes
750 20006 382 25.4
1500 10003 209 13.9
3000 5002 135 9.02
4500 3335 110 7.35
6000 2500 96 6.44
7500 2000 86 5.77
9000 1430 81 5.43

Table 6.1: Time taken to transfer 15M bytes of data through UART in varying chunk size per transaction
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Figure 6.5: Architecture 2 of the fault emulation system

The block diagram of the final architecture is presented in Figure 6.5. The design is divided into two
major components: the Fault Injection System (FIS) and the Functional Decoder System (FDS). As seen
in the diagram, they comprise the Host Debug Interface (HDI) slave. The FIS is primarily responsible
for injecting the fault into the DUT, whereas the FDS is in charge of executing the safety procedures. In
this architecture, the design of the two interfaces that produced the significant overhead is reimagined.
Instead of using UART and SPI for communication and functional interfaces, the HDI master uses two
UART channels, one for conveying fault injection and the other for DUT functional outputs. In the next
section, the function of each block is explained.

6.2.1. Building blocks of the architecture

The campaign manager on the FPGA denoted as the Host Debug Interface (HDI) slave in the block
diagram consists of seven major sub-blocks, namely the two UART modules, one for fault information
and the other for functional outputs, second, the UART Memory to store the data received from the
HDI master, Fault Injector module to create faults in the Design Under Test, Safety Sequence Decoder to
decode the three types of safety commands discussed in the previous section and the SPI master to
communicate with the DUT.

To begin with, the UART1 receiver takes the incoming data from the HDI master on the PC side and
validates it using a 16-bit CRC polynomial CCITT. A cyclic redundancy check (CRC) is a program that
detects errors in digital networks and storage devices. Data blocks entering these systems are assigned
a brief check value depending on the remainder of a polynomial division of their contents. When the
data is retrieved, the computation is performed again, and if the check values do not match, remedial
action against data manipulation can be taken [15]. In this work, the CRC-16 CCITT with polynomial
0x1021 is used. Due to the large amount of bytes in the transaction, the CRC module is added to ensure
that no data bytes are lost during transmission. Only once the CRC block validates that the correct
information has been received is it written to memory and made available to other blocks.

To communicate between distinct blocks in a regulated manner, a finite state machine is implemented.
This is illustrated in Figure 6.6 with a bubble diagram. The machine enters the FRAME_START state
only when the two variables p_uart_data_rcvd and data_valid are asserted, as shown in the figure. The
variable p_uart_data_rcvd indicates that the proper number of bytes have been received, and data_valid
ensures that the information received is accurate.

Moving forward, after the data has been validated by the CRC, it is written to the UART Memory
and categorized into several fields. The next block fault injector takes the fault information, interprets
the type of campaign and faults, and then injects one fault at a time. The start of the fault injector
activity is shown in the bubble diagram by asserting the variable fault_injection_start. The injector
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Figure 6.6: Finite state machine illustrating the steps in executing the fault campaign

sets the variable fault_injection_done to high after the fault is produced at the specified location. The
FAULT_INJECT state is now complete.

Next comes the FUNCT_INTF, where the functional and safety sequences are executed. The UART
memory supplies the safety sequence and the number of command information to the Safety Sequence
decoder block. This module decodes the sequences and prepares the functional interface to be carried
out by the SPI master. The start of execution of sequences by the SPI master is indicated by the variable
funct_intf_start. Once all the commands are run, the end of this stage is signaled by setting the flag
funct_intf_done high. Additionally, the output of the Design Under Test is recorded by the Safety
Sequence decoder and put onto the FIFO to be transmitted back to the HDI master for fault classification
through the UART?2 transmitter.

This completes a full cycle of evaluating the system for a single fault. In the next state FAULT_DONE, the
fault counter is incremented, and if there is sufficient space in the FIFO to accommodate the functional
output, the injection of the next fault is initiated. The cycle continues until all the faults in the frame
of UART are examined. The total number of faults per transaction is determined from the Campaign
Preamble variable np. Once the frame is complete, the system goes to the final state FRAME_DONE.
The frame counter is incremented and the completion of the frame is indicated to the HDI master along
with the frame counter through the UART1 transmitter. Once, the HDI master receives this packet, the
next transaction is initiated. Similarly, all the transactions are executed and the final execution time is
recorded for the performance evaluation of this project.

In addition, if the FSM becomes stuck in any of the states and enters the deadlock state, the HDI master
provides a timeout mechanism. Depending on the requirements of the Design Under Test, a specified
timeout is configured. If the frame completion signal is not received within this time limit, a reset signal
can be programmed using the UART?2 receiver to reset the HDI slave and restart the campaign.
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6.2.2. Software Implementation

The drawbacks of the prior architectural software implementation were identified, and this architecture
delivers an improved version that offers promising performance in campaign execution time. To begin,
the communication bus in this architecture has been optimized, as seen in Figure 6.7. As previously
stated, the ideal amount of bytes per UART transaction is 7500. Table 6.2 shows configurations of the
different parameters involved in the communication bus that has been optimized based on the optimum
bytes in the UART transaction.

Symbol Value Unit Description
nsc 63 Number of safety commands
nr 1023 Number of faults in a single transaction of UART
Cprg 16 bit Nng + nsc
Campaign Preamble
Finfo 72 bit Fault Information
Type of campaign, fault activation, and deactivation time
Fsites 24 x 1023 bit Fault sites
24552 Relative position of fault in the XCELL chain
Sss 2B bit Safety Sequences
32768 Numerous safety sequences encoded one after the other
CRC 16 bit CRC16-CCITT
Tr 57440 bit Total number of bits in the communication bus
7180 bytes

Table 6.2: Configuration of parameters present in the communication bus
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Figure 6.7: Communication bus for architecture 2

The various parts of the communication bus are explained below,

1. Campaign Preamble is divided into two parts: the number of safety commands in present the
long Safety Sequence and the number of faults to be tested in a single frame of UART. This is
displayed in Figure 6.8.

2. Fault Information describes the type of campaign, the time of fault activation and deactivation,
and the time of DUT reset assertion and de-assertion. This experiment evaluates three types of
campaigns: single-point fault, dual-point fault, and transient fault campaigns. In addition, two
types of failures are tested: stuck-at-1 and stuck-at-0. This information is applicable to all the
faults investigated in a single transaction.

3. Fault sites include information about the location where the fault must be established. SPF and
DPF encode this field differently. The site information for SPF provides relative shifts of the
position, whereas the exact fault location is supplied for DPF. For instance, consider an example
where the length of the fault chain is 6. The number of shifts and clock cycles required to inject
the fault for SPF, DPF and TF are illustrated in Figure 6.9, 6.10 and 6.11 respectively. The time
required to inject the faults is optimized to 2 clock cycles per fault, as seen in Figure 6.9. As a
result, the injection speed is directly correlated to the frequency of the clock. The experiment used
a 200MHz clock because that was the maximum testable frequency available for the FPGA used in
this research. Furthermore, when the design netlist expands and the fault chain lengthens, the
time required to inject the fault does not change. As a result, the limit for optimizing the fault
interface has been reached. A comparable method, however, cannot be implemented for DPF.
Because the two faults in the chain are random, the entire chain must be scanned to inject the
faults. As a result, the length of the chain influences DPF injection time.
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4. Safety Sequences is a series of commands designed to assist in system evaluation for safety. These
sequences enable the testing of the safety measures implemented in the Design for safety-related
applications. Three commands were developed to assess a design: Payload, Wait, and GPO. They
are built in a CISC style, with the LSB 2 bits determining the type of command (0 - Payload, 1 -
Wait, and 2 - GPO). The Payload command carries read /write data to be serially transmitted to
the Design. The structure of the Payload command is depicted in 6.12. The LSB 2 bits are utilized
to recognize this command, the next 6 bits identify the number of data bytes in the Payload, and
the remaining 2° bits decide whether each byte in the Payload data is a read or write type. After
that, the data bytes are attached. The length of the BCD bits and OHE bits is constant, while the
length of the Payload data bytes is variable based on the BCD value. In this work, this instruction
is used to execute a register file read /write; the read type of data byte is indicated with a place
value of 1 in the relevant OHE bit, and the write type of data byte is indicated with a place value
of 0. Wait is the second type of command. This instruction can be used when the DUT has to
execute certain operations and the output is only accessible after a specific time interval. For
example, while reading an ADC’s output, a Payload instruction can be issued to commence the
ADC operation, followed by a Wait command to establish a delay that allows the ADC to conduct
the operations. After a sufficient amount of time has passed, another Payload instruction may be
issued to read the ADC outputs. Furthermore, when a specific GPO output is asserted, the third
kind of command, GPO, may be utilized to begin carrying out a particular action in the DUT.

All the data required by the Host Debug Interface (HDI) slave for executing the fault campaign is
collected from the user using a Python-based code, packaged in the form of a communication bus
as displayed in Figure 6.7 and sent to the HDI slave using channel A through UART indicated as
the Fault Information Channel in Figure 6.5.

MSB LSB
Campaign
Preamble
16 bits L 11
|
(np) (ms¢)
10 bits 6 bits
Figure 6.8: Campaign preamble in the communication bus
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Figure 6.9: Example for injecting single-point fault in the fault chain
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Figure 6.10: Example for injecting dual-point fault in the fault chain
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Figure 6.12: Safety Commands: Payload, Wait and General purpose output (GPO)

6.2.3. Advantages

1. All three interfaces of the campaign emulation system are designed to have minimum overhead.

2. The HDI slave and master architectures are universal enough to test majority of the designs. The
only thing that needs to be changed is the functional interface master. For example, in this work,
the Design Under Test includes the SPI protocol, hence an SPI master is constructed on the HDI
slave side. If the Design Under Test changes and contains a different serial protocol, such as I2C,
the SPI master must be replaced by an I12C master, while the rest of the HDI slave components
remain untouched.
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6.2.4. Limitations
1. Currently only three safety sequences are developed. If the Design Under Test requires additional
routines to be tested. This requires a change in the CISC architecture of the safety commands.

2. The Safety Sequences are pre-determined and sent through the communication. Thus, the
execution of functional routines that involve condition execution or branching is not supported by
this architecture.

6.3. Verification methodology

Functional verification is a critical step in the design process, ensuring that digital systems operate as
intended and meet their specifications, which is essential for the reliability and performance of electronic
devices and integrated circuits. Traditionally, a thorough verification process is carried out, as seen
in Figure 6.13. It consists of a left "V" representing the design phase and a right "V" representing the
verification phase. In the design phase, high-level requirements are defined and refined into detailed
specifications, while in the verification phase, tests and checks are performed to validate that the design
meets those requirements.

Concept Preliminary Critical Integration and EE;EESE_ o
Phase | Design Phase Design Phase Test Phase rph:?;n

| =
A y Validation \\ ppa—
sl \ _ /1 tests
L:_ J
|
Verification T

\

Analysis and /1 - \
architecture N T i

Verification I

r\\ Unit, model, and
z subsystem tests

=

Coding, prototyping,
and engineering model

Inte-gratlon fesis

Figure 6.13: V-model shows the process of product development at system level [23]

Every design has a verification IP designed for it. This process typically follows the steps below,

1. First, the design specifications are defined and creation of a verification plan is outlined. This
includes functional requirements, performance metrics, and corner cases.

2. Testbench environment using SystemVerilog and UVM is created. These test benches generate test
vectors, monitor the DUT’s behavior, and check the results for correctness. Then, the simulations
are performed using tools like ModelSim or Cadence Incisive.

3. Additionally, assertions are embedded in the testbench to capture design constraints and properties
that must hold true.

4. The coverage metrics are analyzed to determine how thoroughly the design has been tested.

5. Formal verification tools are used to perform exhaustive analysis and prove properties about the
design.

6. Lastly, once all verification objectives are met and the design is deemed correct, it can be signed
off for production.
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However, due to the limited time available to complete this project. The system was validated utilizing
directed testing during simulations, and the inspection approach was followed to validate the system
on FPGA. A brief verification plan for testing the fault emulation system was drawn keeping all the
critical functionality points in mind. The system was verified using the following test case,

1. Send correct campaign data through the communication interface and observe the behavior.
Based on the test case, some of the critical points for verification of the system are listed below,

1. Uart1 receiver signals the reception on data from the HDI master only when the correct number of
bytes are received.

2. If the data received is incorrect, verify that the transaction is dropped and indicated to the HDI
master via Uart] transmitter along with the frame count.

. Verify that the fault injector block injects the fault at the right location in the DUT.
. Verify the enable of fault EN is activated and deactivated as per the designed resolution.

. Verify the power on reset of the DUT (por_n) is asserted and deasserted for the designed resolution.

N Q1 = W

. Verify that the safety sequences are decoded correctly. Check if the payload data is decoded
correctly. Check the resolution of the WAIT command. Verify that when the Command Code (CC
=11), the functional interface is dropped as this code is not used.

7. Verify that the right number of bytes are transmitted to the host by the Uart2 transmitter.

6.3.1. Inspection of signals in the Fault Emulation system

Consider the case where the communication bus is appropriately setup with the correct number of
bytes and the fault campaign is run. Figure 6.14 depicts the onset of a stuck-at-1 fault at fault position 1.
This waveform explains the fault sabotage signals. Take note of the three signals in this waveform: EN,
CS_n, and F1_CS_n. The EN is the global enable signal that controls the activation and deactivation of
the fault. CS_n is the original input node of a gate in the netlist. F1_CS_n is the modified input node of
the gate. The power-on-reset (por_n) is an active low reset to the Design Under Test. Once, this signal
goes high, it indicates the start of execution of the functional interface. After the start of functional
interface, the global fault enable signal is used to random activate the fault as shown in the waveform.
Here stuck-at-1 fault is activated at 540 ns after the por_n signal goes high. As soon as the EN goes
high, the modified input node creates a fault in the netlist. It can be seen that after the fault enable is
active the original input continues to change, whereas the modified input is stuck at 1. This verifies the
third point in the verification that the fault is injected at the right location in the netlist.

Figure 6.15 displays the execution of a single transaction of UART containing 4 faults. Firstly, observe
the signal Uart_data_received in the waveform, this goes high only when the right number of bits are
received by the UART1 receiver on the FPGA. The next signal Data_valid is the output of the CRC
block which validates that the received data is correct. Once the data is validated, the fault injection
phase begins for fault site 1 which is indicated by the signal fault_injection_start. Once the fault is
created, the fault_injection_done flag is set as shown in the figure. Now the functional and safety
sequences are executed in the presence of fault at location 1, and the outputs are sent to the HDI master
on the PC side over the UART2 transmitter. The execution of the functional interface is done when
the variable funct_intf_done is set to high. This completes one cycle of fault injection and functional
evaluation. Similarly, all the faults in the transaction are tested. Since, this example has only four faults
in a single transaction, when this is complete, the Frame_done signal is set and this is notified to the HDI
master that the transaction is complete and the HDI slave is ready for the next transaction. Similarly,
all transactions are completed, and the execution time for the entire campaign is recorded. This is the
performance figure targeted in this work.
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Figure 6.14: Create of a Stuck-at-1 fault at fault site 1

Figure 6.15: Example: execution of fault campaign for a single transaction of UART containing four faults



System Evaluation

This chapter introduces the Design Under Test for this work andsummarizes the performance of both
emulation systems for the DUT and gives fault classification outcomes. It compares the two designs
and their advantages as well as their disadvantages.

7.1. Design Under Test

For proof of concept, a simple system was implemented consisting of SPI serial communication protocol
as shown in Figure 7.1 is designed. The logic is replicated here to create redundancy in order to identify
all single-point failures by comparing one SPI interface against another. The Safety Mechanism (SM) in
this example is the XOR gate, which detects the difference in the outputs of the functional and safety
SPl interfaces and flags their mismatch as the checker output.

System Top
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i (FO) 1
1 1
! MISO_F !
k| clk = !
L or_n Vo ______.
] | i ;
i CSn ) v sm :
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e B 2o |
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T = Safety '
' SCLK S '
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! MOSI_S i SM — Safety Mechanism
! ! FO — Functional Output
e T T T T T T T T T ' CO - Checker Qutput

Figure 7.1: Overview of DUT implementing the logic redundancy safety strategy and XOR-based Safety Mechanism

The detailed block diagram of the Design Under Test consisting of the SPI protocol and register file to
perform register write/read is shown in Figure 7.2. The register file has 5 address spaces and can be
accessed for read /write using the addr variable of width 3 bits. The first four spaces addr = {0,1,2, 3}
are used to perform functional read /write and the last address space with addr = 4 is reserved for the
checker output.
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Figure 7.2: Overview of the Design Under Test

The SPI master is used to interface with the DUT; the functional interface between the SPI master and
the DUT is depicted in Figure 7.3.

clk
—_—
por_n
C5 n
SPI master SCLK System Top

v

L A

MOSI
MISO

A 4

i
o

< D

Functional Interface

Figure 7.3: Functional Interface to the DUT

The Safety Sequence (SS) used to detect the single-point faults for this example is as follows,

1. Write 8-bit first checkerboard data 8'hAA to register with addr = {0,1,2,3}.

2. Read data from the address space previously written and compare it to 8 hAA. This is the first
functional output FOL.

3. Write 8-bit second checkerboard data 8’h55 to register with addr = {0,1,2,3}.

4. Read data from the address space previously written and compare it to 8'h55. This acts as the
second functional output FO2.

5. Read data from address space addr = 4. This is the checker output (CO). If there is a fault in the
system and it is detected, this output will have logic one, the output will be zero.

6. Clear the register with checker output for the execution of the next functional sequence by writing
1 to the register with addr = 4.

Both the Functional Output (FO) and the Checker Output (CO) are read through the functional part SPI
output highlighted in all the waveforms. These two outputs are used for fault classification.
First, the design is simulated without any fault, this is known as the golden run. The simulation output
for the golden run is shown in the waveform in Figure 7.4.
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Figure 7.4: Simulation output for golden run, FO1 = 8'hAA, FO2 = 8’h55, CO = 8'h00

To evaluate the design for the detection of the four types of flaws, Detected Dangerous, Detected
Non-Dangerous, Undetected Dangerous, and Undetected Non-Dangerous, four distinct scenarios are
produced, as illustrated below,

1. The Undetected Non-Dangerous (UU) fault can be generated by injecting fault in the Safety
Mechanism as shown the Figure 7.5. If Stuck-at-0 fault is introduced at Fault_Detect signal in the
Design. This fault does not affect the functionality of the system and hence is unharmful.

2. The Detected Dangerous (DD) fault can be created by injecting SA1 fault in one of the data
bits while performing register write. This is shown in Figure 7.6. From the waveform, it can be
observed that the FO1 is not the same as in the golden run and this is detected as the CO = 3.In
this case, the system can be taken to a safe state.

3. The Non-Dangerous Detected (UD) fault can be produced by injecting fault in the safety part
of the system as shown in Figure 7.7. Here both FO1 and FO2 are the same as in the golden
run, however, the fault in the safety part is detected by the SM. Since the fault is detected, it is
unharmful as the functionality is unaffected.

4. The Dangerous Undetected (DU) fault is created by tying the wr_n signal of the functional part
to zero as shown in Figure 7.8. This creates a fault in the read part of the checker output. This
shows that the DUT is not designed with adequate safety levels and extra strategies must be
implemented to enhance the safety of the design, where this fault does not go undetected. This is
the most dangerous type of fault. The goal is to design the system with as less of these faults as
they can lead to hazardous events. The primary requirement for certifying a product with ASIL-D
is to show evidence that there are less than 1% of DU faults. However, the objective of this project
is not to test the most safe design but to build a platform that can detect all type of faults.

Figure 7.5: Simulation output for fault type Undetected Non-Dangerous(UU), FO1 = 8'hAA, FO2 = 8’h55, CO = 8'h00
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Figure 7.8: Simulation output for fault type Undetected Dangerous (DU), FO1 = 8’h00, FO2 = 8’'h00, CO = 8'h00

The classification of faults is done by comparing the faulty run against the golden simulation as shown
in table 7.1. In this example, there are two functional outputs FO1 and FO2, so the functional output is
determined as

FO = FOlfuulty # POlgolden | Fozfaulty # Fozgoldm (7-1)

and the checker output is determined as
CO=#0 (7.2)
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Golden uu DD UD DU
run {FO,CO} =1{0,0} | {FO,CO} ={1,1} | {FO,CO}={0,1} | {FO,CO} ={1,0}

FO1 8’hAA 8'hAA 8'hAE 8'hAA 8’h00
FO2 8'h55 8'h55 8'h55 8h55 8h00
CcO 8h00 8’h00 8h03 8’h03 8’h00

FO (FO1 | FO2) 0 0 1 0 1
CcO 0 0 1 1 0

Table 7.1: Classification of faults

7.2. Performance of Purely Programmable-based Architecture

The DUT designed for this experiment was tested using the first architecture that was introduced in
Figure 6.1. The communication interface as explained in section 6.1 transfers fault information from the
Host Debug Interface (HDI) master on the PC side to the Host Debug Interface (HDI) slave on the FPGA.
However, while running the fault campaign, this transfer comes with a software overhead as shown in
Figure 7.9. There is an overhead of ~ 12ms between the successive transfers. This adds a huge latency
to the execution time of the fault campaign.
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Figure 7.9: Software overhead during the transfer of fault information using the communication interface

Moreover, the execution of safety sequences using channel B as shown in Figure 6.1 also contains an
overhead of ~ 7ms between two successive SPI commands as shown in Figure 7.10.
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Figure 7.10: Software Overhead during execution of the safety sequences

Taking into account all the software overhead, the table 7.2 displays the various parameters involved in
running the campaign, and the anticipated time is formulated.
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Symbol | Value | Unit Description
trtd 42 %1073 S Realtime duration of
a functional and safety patterns
Nfauits 640K Total number of faults
in the campaign
tsingle 20 x 1073 s Time taken to transfer information of
a single fault from the host PC to the FPGA
trclock 5x 1077 S Periof of clock for injecting the
fault at the desired location

Table 7.2: Campaign configuration parameters for Architecture 1

The total execution for performing the fault campaign of size 1M faults using architecture 1 can be
formulated as below,

Tiotal = Nfaults(Xtci + tfclock X Nfaults X2) + trta (7.3)
= 640000 X 20 X 1072 + (5 x 1072 x 640000 x 2) + 42 x 1073

= 4.38 x 10%seconds
=12.22hours

Out of the total execution time, the software accounts for roughly 10 hours which is 85% of the total
time. Therefore, the execution time does not meet the requirements of this project. Thus, in Architecture
2, the limitations of this design were recognized and improved. The performance of the redesigned
architecture will be presented in the next section.

7.3. Performance using Architecture 2

The major software overheads that occurred in Architecture 1 were overcome in this design as discussed
in section 6.2. In this design, the overhead caused by the communication interface between the PC
and the FPGA was distributed by delivering fault information for more than one fault at a time. This
lowered the overhead incurred for each defect. The optimal number of faults per UART frame was
determined to be 1023 faults as explained in the section 6.2. The time taken to perform fault injection
for 1023 faults and run the safety sequence illustrated in section 7.1 is displayed in Figure 7.11. The
different parameters involved in the fault campaign for this architecture are explained in table 7.3.

Symbol Value Unit Description
Nfaults 640K Total number of faults in the campaign
Nsingle 1023 Faults per frame of Uart
N frames % Number of Uart frames
trtd 10 x 102 S Realtime duration of a functional and safety patterns
tsingle 20 x 1073 S Time to transmit information of 1023 faults
+ safety sequence from the host PC to the FPGA using Uart
trelock 5x 1077 S Period of the clock for injecting the fault at the desired location

Table 7.3: Campaign configuration parameters for Architecture 2

The total execution time for performing the single-point and transient fault campaign with a fault space
of 640K faults is calculated as shown below,
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Figure 7.11: Time taken to execute the single frame of Uart consisting of 1023 faults

tsinol
Ttotul(SPF,TF) = Nframes X nsingle(nm‘ngle
single
20 x 1073
1023
= 6.482 x 10%seconds
= 1.8hours

Toverhead640Kfaults = 23ms

+ (tflock X Nfaults X2) + tred) (74)

= 626 x 1023( + (5% 1077 x 640K x 2) + 10 x 107%)

Toverheudperfault =120us

7.4. Fault Classification Results

Fault classification diagnostics are required as evidence to certify integrated circuits (ICs) for Automotive
Safety Integrity Level (ASIL) in the context of automotive safety-critical applications. ASIL is a risk
classification system defined in the ISO 26262 standard as explained in section 2.1.1, which is used
in the automotive industry to assess and manage the safety of electronic systems. Fault classification
diagnostics are essential because they give precise information on the nature and behavior of faults that
may arise in integrated circuits (ICs) used in safety-critical systems. This data is critical for calculating
the possible impact of errors on system safety and building suitable security mechanisms. Furthermore,
these safety metrics demonstrate to consumers that design methods like redundancy, error detection
and correction, and other safety measures are effective in providing the greatest degree of safety and
dependability in automotive electronics.

The fault classification is performed using the two outputs, namely the functional and checker output
as shown in Figure 7.12. The main goal is to capture most of the Dangerous Undetected faults. For
instance, for ASIL-D design, the Dangerous Undetected faults must be less than 1% of the total fault
population. If the diagnostic coverage of the fault classification is not according to the expected ASIL
level required, this activity helps in improving the safety mechanisms implemented in the design.
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Figure 7.12: Fault classification matrix

The final output of this experiment is the fault classification for the Design Under Test and is displayed
in Table 7.4. Some random nodes from the netlist were selected showcasing all the four type of faults.

Fault_site | Input Node | Modified Node | Fault Type
1 CS_n F1_CS_n DD
2 n_629 F3_n_629 DD
3 n_628 F5_n_628 UD
4 n_626 F14_n_626 uu
5 n_627 F25_n_627 DU*
6 n_624 F76_n_624 uu

Table 7.4: Fault Classification

The Fault site indicates the location of the fault in the long fault chain, the Input node is the input of a
gate in the netlist, the modified node is the node where the fault is created and the last category is the
fault type. It can be seen that the system is capable of detecting all four types of faults. As previously
stated, the goal of this experiment was not to test the safest design, but to provide an FPGA-based fault
emulation platform where the design could be evaluated for all forms of faults. Therefore, this goal is
met.

7.5. Performance Results

The main objective of this project is to provide a fault emulation platform that aids in the acceleration of
fault injection activities as compared to the simulation-based technique. For a fair comparison to the
simulation benchmark introduced in section 3.3, the fault campaign was run for the same fault space of
640K faults. The real-time duration of the execution of the functional interface was also set as per the
benchmark to 10 x 1072s. The performance of architectures 1 and 2 in comparison to the benchmark is
shown in Table 7.5.
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Description Unit | Value Value Architecture 1 | Architecture 2
Max cores available for 160 50
Digital Fault Injection
Realtime duration of a functional s 1072 1072 3.5%x1072 1072
pattern, including classification
Number of faults 640K 640K 640K 640K
Single DMS simulation duration s |[3x10%2] 3x10?
Campaign duration (w/o overhead) | s | 6x10° | 1.92 x 10° 4.38 x 10* 6.482 x 10°
(overhead ~ 50%)
Campaign duration days | 6.94 22.22 1.8 hours

Table 7.5: Performance comparison of Architecture 1 and 2 against the simulation benchmark

7.6. Limitations of the Fault Emulation System and Future Work

This project comprises several components, including design preparation and mapping to the FPGA,
hardware development for the fault manager, and software implementation for communication between
the host PC and the FPGA. Thus, to achieve the completion of the task within the limited time frame,
some simplifications were granted by the stakeholders. These are listed below with their implications
and how these can be achieved in future work.

1. During gate-level synthesis, five simplifications were made to expedite the development of this
platform: Netlist Flattening, No DFT option, No clock-gated design for evaluation, No faults
tested in the clock tree, and limited cells in the technology library. These options did not affect the
evaluation of the performance of fault campaign. However, it greatly eased the process of mapping
the ASIC gate-level netlist onto the FPGA with fault injectors. To avoid these simplifications,
further work will necessitate system improvements. In reality, the actual netlist is hierarchical;
this will necessitate an enhancement of the Python-based compiler to recognize and interpret
hierarchical netlists. Second, to integrate DFT, an additional step will be necessary during the
netlist translation from ASIC to FPGA flow. Because FPGAs do not contain scan flops by default, a
special design of the scan flop is necessary, as well as a method of inserting them into the netlist.
To evaluate the Design Under Test consisting of gated clocks, special design strategies need to be
implemented to bring the design into the FPGA. Lastly, the Python script used for the translation
of netlist must be improved to include all the standard cells in the technology library.

2. Whenever a new system is designed, it requires extensive verification to eliminate the possibility
of systematic errors. Typically a V-model-based verification process is followed in verifying the
system. However, due to the limited time frame, the platform developed was verified using
waveforms and simple test cases for different scenarios. This activity was limited to critical points
and was not done exhaustively. In the future, this activity can be expanded to create a structural
verification environment using SystemVerilog and UVM.

3. The fault emulation platform requires post-processing of the outputs. In this work, a simple
Python-based setup was implemented to perform the fault classification and record the diagnostic
metrics. However, this work can be expanded to include a more sophisticated GUI-based platform
to report the ASIL determination and safety metrics.

4. Today most of the systems are mixed-signal in nature consisting of both Analog and Digital parts.
In this experiment, only a purely digital circuit was tested, however, the emulation platform
is designed in a way to support the Analog Interface. Thus, in future work, complex systems
consisting of analog models using EEnet, Real Number Modeling, and Wreal datatype along with
the digital parts can be designed and tested on the emulation system.



Conclusion

Today, electric cars are dominating the automotive market. When designing ICs deployed in these cars,
safety is one of the primary concerns. In this project, the various steps involved in designing the chip for
safety-related purposes were explored. Fault injection is one of the major activities performed during
the production of such ICs to provide evidence in order to certify the product with ASIL level. The
safety metrics of this activity also serve as a proof to the OEMs that the safety measures implemented in
the design are sufficient.

Currently, a simulation-based method is used for performing fault injection. This has certain limitations,
mainly, a large execution time for running the fault campaigns, availability of tool licenses and its
cost, and the need for reduction of fault space as designs grow complex. For this experiment, the
performance numbers for Battery Management System (BMS) IC developed at Analog Devices were
taken into account for comparison. For a fault space of 640K faults, the time required to accomplish the
fault injection activity was recorded to be 22 days.

Thus, to overcome the above challenges, various fault injection techniques were explored during
the literature study of this research and it was concluded that FPGA-based fault emulation is one
of the most feasible and cost-effective ways to carry out this activity. Based on the limitations and
requirements, detailed system requirements and specifications for the emulation-based platform were
formulated. The three major characteristics prioritized are fault campaign execution speed, hardware
cost-effectiveness, and system scalability. Following that, the project was divided into three major
sections. The Pre-processing process prepared the Design Under Test for FPGA testing. This comprised
gate-level synthesis to transform the RTL design to a gate-level netlist and then modifications were made
to include custom-designed fault saboteurs at the gate nodes in the netlist. Then the logic equivalence
check was between the DUT and the modified netlist to ensure that the functionality of the design was
not lost in the alterations. Now, the design is ready for testing on the FPGA.

The second main task was to develop the hardware surrounding the DUT to control the fault campaign.
The fault manager consisted of two main elements. First, the Host Debug Interface (HDI) master was
implemented on the host PC side whose job was to collect all the campaign-related parameters from the
user, prepare the communication bus, and transmit the data to the Host Debug Interface (HDI) slave
on the FPGA. HDI slave is responsible for supervising the entire fault campaign. It consists of two
sub-blocks, namely, the Fault Injection System and the Functional Decoder System. After receiving the
campaign data from the HDI master, it instructed the Fault injector to perform the injection of fault one
at a time. The safety sequence decoder then sends the data to the SPI master to execute the functional
and safety sequences. The outputs of the DUT were recorded back by the decoder and then put onto
the FIFO to be transmitted out of the FPGA back to the HDI master. The final task of the HDI master
was to use the functional and checker output and provide the fault classification which is the expected
result of this experiment. These diagnostics serve as evidence for the ASIL certification of the product.

In this work, two types of architectures were experimented and the total execution time for running
the fault campaign including the software overheads were compared. The first architecture provided
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a performance of roughly 13 hours to run the fault campaign of the size 640k faults. The large
execution time was due to the software overhead in the communication and functional interface. These
shortcomings were improved in architecture 2 which gave a performance of 1.8 hours for the same fault
population size. Similarly, with a fault space of 1M faults, the fault campaign execution duration was
2.8 hours. Therefore, the target execution time of less than 3 hours is met. As a result, a 296x speedup
was achieved as compared to the simulation-based fault injection approach.
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