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Abstract

Following the design of more efficient blockchain consensus algorithms, the execution layer has emerged
as the new performance bottleneck of blockchains, especially under high contention. Current parallel

execution frameworks either rely on optimistic concurrency control (OCC) or on pessimistic concurrency

control (PCC), both of which see their performance decrease when workloads are highly contended,

albeit for different reasons. In this work, we present NEMO, a new blockchain execution engine that com-
bines OCC with the object data model to address this challenge. NEMO introduces four core innovations:

(i) a greedy commit rule for transactions using only owned objects; (ii) refined handling of dependen-
cies to reduce re-executions; (iii) the use of incomplete but statically derivable read/write hints to guide

execution; and (iv) a priority-based scheduler that favors transactions that unblock others. Through

simulated execution experiments, we demonstrate that NEMO significantly reduces redundant computa-
tion and achieves higher throughput than representative approaches. For example, with 16 workers

when running on the Delft High Performance Center (DHPC) supercomputer, NEMQO’s throughput is up

to 42% higher than the one of Block-STM, the state-of-the-art OCC approach, and 61% higher than the

PCC baseline used.
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Introduction

Blockchain technologies have been rapidly evolving since Bitcoin [30], which demonstrated that finan-
cial services can be implemented in a decentralized manner [8, 40]. Another key milestone was the
introduction of the Ethereum Virtual Machine (EVM) [21], which allows transactions to invoke code spec-
ified as a smart contract [14, 34]. Smart contracts extended the range of possible uses of blockchain
technologies [28]. However, while the potential of blockchains has been unfolding, they have also been
facing adoption issues. In the eye of the public, one of the main limitation of blockchain technologies
is their lower performance compared to traditional services [28, 39]. For example, Bitcoin [30] and
Ethereum [21] can, respectively, only commit 7 and 30 transactions per second (TPS). In compari-
son, Visa can process up to 65,000 per second [28]. In addition, traditional blockchains like Bitcoin
and Ethereum execute transactions sequentially to ensure that all validators end up in the same state,
which significantly limits their execution throughput, as it fails to efficiently utilize modern multicore CPU
architectures [33, 39].

Since consensus was the primary performance bottleneck in early blockchains such as Bitcoin and
Ethereum [32], efficient transaction execution was not a critical concern, and coupling transaction or-
dering with consensus was a reasonable design choice. However thanks to recent approaches that
improve the performance of consensus algorithms [2, 7, 17, 38], the performance bottleneck has been
shifted to transaction execution [22, 24, 31, 32, 33, 36]. As a consequence, modern blockchains [42,
43] have adopted a modular software architecture where consensus is decoupled from execution follow-
ing an Order-Execute model [13]. These lazy blockchains [41] decouple components for independent
optimization.

1.1. Research Questions

This thesis explores the topic of blockchain execution, which currently represents the primary bottleneck
in overall blockchain performance. We look to improve the performance for high contention workloads
since blockchain workloads are inherently contended [22, 27, 31, 33]. To do so we will look to maximize
parallel execution to take advantage of modern CPU architectures. This leads us to the following main
research question:

How can parallelism be used to maximize the throughput of blockchain execution for high contention
workloads?

To answer that question we must first look at the following sub-questions:
R@Q1 What are the characteristics of high contention workloads?

RQ@Qs Where does the current state of the art fall short? What are their limitations?

RQ@3; How can we maximize parallel execution whilst managing conflicts? And how can we effectively
manage these conflicts?
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1.2. Contributions

This thesis looks to answer the research questions devised. The main contribution of this work can be
found in Chapter 4 that delves into the design of the NEMO, our novel protocol. The main contributions
of this thesis are the following:

» Research the current blockchain execution protocols, discuss their strength & weaknesses, and
identify a gap in the state of the art.

+ Design NEMO a novel protocol to address the gap in the state of the art.
» An implementation of the NEMO protocol written in Rust.

+ A thorough evaluation of NEMO, which includes various different settings and different levels of
contention. NEMO is compared to the current state of the art as well as to sequential execution, to
evaluate its potential impact on the performance of blockchains.

1.3. Thesis Outline

Chapter 2 gives some background information needed to fully understand the rest of the thesis. Chapter
3 goes over related work and also compares the features of the state of the art to that of our NEMO
protocol. Chapter 4 goes over how the NEMO protocol works and the intuition behind its design as well
as its overall philosophy. Chapter 5 describes our implementation of the protocol. Chapter 6 goes
over how the protocol was evaluated, the results obtained and the main takeaways from those results.
Finally, Chapter 7 concludes this thesis and explores future work.



Background

This chapter provides some background information needed to understand the topic. It covers what a
blockchain is, their development leading to the state of modern blockchain technology, and dives into
the specifics of the Sui blockchain as our solution targets their data model. The chapter also provides
background on the different types of concurrency control, and concludes with a clear description of the
problem this work looks to solve.

2.1. Blockchains

A blockchain maintains a trustable distributed ledger, structured as a deterministic replicated state
machine [40]. It allows validators to agree on a sequence of transactions submitted by clients on the
network [28]. Transactions on a blockchain look to modify the state in some way. During execution, a
transaction will read certain values and write certain values to the ledger. The read set comprises of
all values that a transaction reads and the write set comprises of all values that a transaction writes.
These sets are usually not available prior to execution, as they depend on the global state at the time
of execution. While some assume that every value written must also be read, we do not make that
assumption. Instead, for a value to be both read and written it must explicitly be included in both sets.
This allows transactions to write values without having to read them first.

A blockchain is said to be public if anyone can join as a validator, whereas a permissioned blockchain
only grants access to authorized participants. Public blockchains focus on security and reliability, whilst
permissioned blockchains focus on throughput [15].

Most modern blockchains have adopted a modular architecture where the consensus is decoupled from
the execution following the Order-Execute paradigm [13]. In this paradigm, consensus first validates the
transactions, orders them and propagates them to all the validators. All the validators then individually
execute the transactions [6]. For this to work, the execution step has to yield the same result for all
validators, which is why Bitcoin [30] and Ethereum [21] opted to sequentially execute the transactions
in order. This heavily limits their throughput as it fails to efficiently utilize the multiple cores available in
modern computers [33], resulting in a throughput of around 7 transactions per second (TPS) for Bitcoin
and around 30 TPS for Ethereum, both drastically less than the 65,000 TPS Visa is capable of [28].

Parallel execution looks to address this issue by parallelizing the workload in order to increase the
throughput. Doing so comes with a new set of challenges however, as it must ensure that execution
yields the same result for all honest validators. This requirement is called deterministic serializability,
and states that the effect of the parallel execution should be the same as sequentially executing all
transactions according to a given order [24, 33, 35]. Modern blockchains like Aptos [43] and Sui [42]
use parallel execution, yielding substantial improvements compared to Bitcoin and Ethereum but are
still unable to reach the required throughput for widespread adoption. While consensus had historically
been the bottleneck on performance [22, 24, 31, 32, 33, 36], this has now been shifted onto the execu-
tion layer thanks to recent advances in consensus [2, 7, 17, 38]. As a result, there has been a renewed
interest in improving the throughput of blockchain execution.
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2.2. Concurrency Control

Blockchain workloads are naturally highly contended [22, 27, 31, 33] requiring some mechanism to
ensure that conflicts are dealt with in order to satisfy deterministic serializability. Conceptually there are
two main approaches, either execute conflicting transactions in order or detect that they were executed
out of order. The former is pessimistic concurrency control (PCC) (also called static parallelism), while
the latter is optimistic concurrency control (OCC) (also called dynamic parallelism).

Pessimistic concurrency control (PCC) aims to execute conflicting transactions in order, ensuring that
the system ends up in the same state as if it had sequentially executed all the transactions. This is
usually done through the use of locks that a transaction must acquire before being able to execute.
These locks ensure that the transaction has exclusive access to the values it needs, preventing data
races. Other conflicting transactions have to wait until the locks are released before they can acquire
them and execute. The order in which the locks are granted is critical, and must be the same for every
validator.

The problem with this approach is that for a highly contended workload it will lead to a lot transactions
being executed sequentially with the extra overhead of acquiring and releasing locks. This fails to utilize
all the available resources, and leads to a lot of waiting around. Another problem with this approach in
the context of blockchains, is that it requires knowing ahead of time what transactions are conflicting.
This means that the read and write sets of all transactions must be known before execution, which is
hardly ever possible [29, 33].

Optimistic concurrency control (OCC) assumes that there are no conflicting transactions and that they
can all be executed in parallel. This often results in conflicting transactions being executed out of order
which is why transactions have to go through an extra validation step before being committed. If this
validation step detects a conflict then the transaction must be re-executed. This can potentially happen
multiple times. OCC performs great on low contention workloads, as transactions are executed in
parallel with minimal re-executions. However, in a high contention scenario it will lead to a lot of re-
execution which can lead to cascading aborts, where aborting a transaction leads to more transactions
being aborted.

Optimistic Pessimistic Cheap Operation
Execution Acquire bottleneck under Expensive Operation
high contention Bottleneck
l potential l
re-executions

Validation Execution

Commit Commit

N\ \

Figure 2.1: Difference between Optimistic and Pessimistic Concurrency Control

Figure 2.1 shows the difference between OCC and PCC in the context of blockchains. Whilst both
approaches experience a loss in performance under high contention, it is for different reasons. OCC
has the problem of cascading aborts, whereas PCC ensures every transaction is only executed once
but is bottlenecked by the acquire phase.

2.3. Data Model

The underlying data model of a blockchain has a big impact on the nature of transactions, greatly
affecting the performance of the blockchain. Bitcoin uses the unspent transaction output (UTXO) model
where coin transactions are the main way of storing data. Ethereum uses the account data model,
giving smart contracts their own account address which can be used to enable buying and selling digital
tokens among other things [37]. In the account model a global state is maintained, and transactions can
modify that state but do not carry full information about the end state [12]. This puts a bigger burden on
validators, as they need to verify that transactions do not conflict with one another potentially causing
a bottleneck [3]. This also limits the potential for concurrency as it increases the frequency of conflicts.
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More recent blockchains have looked to use other data models to enable more parallelism. Aptos [43]
and Sui [42] are both built on top of the Move virtual machine [9] (VM) , which enables the definition
of custom resource types. Sui has leveraged this to develop their innovative object data model, where
the basic unit of storage is an object with its own global address. This reduces the number of conflicts
between transactions and makes it easier to detect conflicts. We will discuss the the object data model
more in depth in Section 2.4.2.

At a high level, a transaction looks to perform some action on the global state. This usually requires
reading certain values and writing some results. The underlying data model affects how the values
are stored. In every model there is some potentially empty set of values read by the transaction called
the read set and some potentially empty set of values written by the transaction called the write set. A
conflict between two transactions is when the write set of one transaction overlaps with either the read
or the write set of another transaction. In such a situation the order in which these transactions are
executed matters as it can affect the final state of the system. The data model used affects how the
global state of the blockchain is represented and how transactions interact with that global state, which
has an effect on the frequency of conflicts.

2.4. Sui

Sui [42] is a decentralized smart contract platform, which focuses on low-latency and is maintained
by a permissionless set of validators [10]. It follows the Order-Execute paradigm and does so using a
modular approach which decouples execution from consensus [31]. Sui has a native token called SU/
which is used to delegate stake and pay gas fees [42]. It uses a proof-of-stake consensus mechanism,
meaning that validators lock up a certain amount of SUI tokens as collateral and are rewarded with
more tokens for processing transactions [19]. The more collateral they offer, the larger their stake and
thus the larger their voting power. The key feature of Sui is its object-centric data model in which the
global state is represented by the state of all objects. This data model enables more parallelism, as
it makes it easier to detect conflicts and non-conflicting transactions can be executed simultaneously
[10].

2.4.1. Object Data Model

In Sui, the basic unit of storage is an object with its own global address. Objects are long-lived and
make up the global state, so in order for a validator to replicate the state it must replicate the set of all
objects [10].

There are three different ownership rules for objects, the first one are read-only objects which as the
name indicates, cannot be mutated. Consequently, they can be used in transactions concurrently with
no risk [10]. Even though these objects have an owner, it does not affect the authorization to use them
[42]. The second type of objects are owned objects, which have an owner field that can either be an
address representing a public key or the unique identifier of another object. In the case that the owner
is an address, transactions can only use and mutate the object if the transaction is signed by the owning
address. Access to an owned object can only be granted to one transaction per epoch [10, 42]. This
means that there cannot be two transactions conflicting on an owned object. Crucially, the gas budget
of a transaction is paid using an owned object which naturally prevents double spending [10]. In the
case that the owner is another object, the child object can only be used if the parent object is included
in the transaction and the transaction is allowed to use the parent object. The third type of object is
shared objects, which have no owner and can be mutated by anyone. Consequently, transactions using
shared objects go through consensus to establish an order between potentially conflicting transactions.

A transaction in Sui takes in objects as input and produces new or modifies existing objects as output
[11]. Transactions are atomic, meaning that if they abort at some point then the transaction has no
effect at all and objects remain the same as they were prior to the transaction [42]. A transaction is
said to be simple if it does not involve shared objects, in which case it can bypass consensus taking
a fast path to execution. A transaction is said to be complex if it involves shared objects. Complex
transactions must go through consensus. Two transactions are said to be conflicting if they have the
same shared object as input and at least one of them is mutating that object. Two transactions that are
not conflicting can be executed in any order, since executing them in any order will result in the same
outcome. This also means that non-conflicting transactions can safely be executed in parallel.
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There are two main advantages of the object data model, the first one is that there is a distinction
between owned, immutable and shared objects. This reduces the frequency of conflicts since trans-
actions do not need to touch the shared state, increasing the potential parallelism in the workloads.
Furthermore, transactions have greater control over the resources they need allowing them to use the
bare minimum. The second main advantage is that giving each object its own global address makes
it easier to identify the objects that a transaction uses. Using this we can statically derive the set of
objects that a transaction can use, which is useful when it comes to concurrency control.

2.4.2. Concurrency Control in Sui

Sui uses PCC to execute conflicting transactions in order. For this to work Sui needs to know the
read/write sets of all transactions ahead of time [4]. Unfortunately, accurately identifying the read/write
sets of a transaction ahead of time is hardly ever possible [29, 33]. This is because they depend on
the logical path taken by the smart contract, which often depends on the application state at the time of
execution. A solution that other works have found is to have application developers pre-declare an ex-
haustive list of resources a transaction can use. Having entries missing results in the transaction being
aborted, which often leads to overestimating the resources needed [29, 31]. This results in phantom
conflicts reducing the potential parallelism of the workload which negatively affects the performance of
the system.

As mentioned in Section 2.4.1, in Sui each object has its own global address. Transactions that want
to use an object need to refer to it using this address, which makes it easier to identify what objects
a transaction needs without putting the burden on application developers. This approach provides an
exhaustive list of all the objects that a transaction may use. During execution it is likely that transactions
only use a subset of these objects depending on the logic and global state at the time of execution.
This is an area for improvement which we will come back to in Section 4.3.4 when discussing how NEMO
handles concurrency control.

2.4.3. Transaction Lifecycle
Now that we have an understanding of the core concepts of Sui, let us dive into the complete lifecycle
of a transaction shown in Figure 2.2.

finality settlement
prevalidation @ ordering @
(2] (5]
validator 1 g c =
_ %) 2 7} ) o
validator 2 s - c = o
O O ) =3 ~
o) Q ? 0 S
< < c Qo )
o O o 3 e
validator n O o
direct fast path f \
client
(3] o o
make assemble assemble effect checkpoint
transaction certificate certificate certificate

Figure 2.2: Overview of all the steps in one Sui epoch, taken from [10]

Step @ is initiated by the user when they create and sign a transaction to mutate objects. This transac-
tion is then broadcasted to all validators by the client, which in turn perform some initial validation (step
@) to prevent things such as transaction spamming or double spending. In this step, the validator will
also look to acquire a mutex for every owned-object transaction input, ensuring that this is the first valid
transaction seen using this input and enforcing that only one transaction use a given owned object per
epoch. If the transaction is valid and the validator was able to aquire the mutexes, then the validator
will return the signed transaction to the client. In step @) the client collects signatures from a quorum of
validators to form a transaction certificate. The client then broadcasts the transaction to all validators
again (with the certificate). In step @ the validators check the validity of the certificate and respond to
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the client. If the client receives a quorum of responses it ensures fransaction finality. This means that
the transaction will eventually be executed, meaning that it will show up on the ledger but that its effects
are not yet known. It could be for example that the transaction execution exceeds the gas budget, in
which case this constitutes a successful execution with a failure message resulting in the transaction
showing up in the ledger with a failure code. Step @ of the process is the consensus stage that orders
the certificates. Simple transactions can take the fast path and skip this step altogether.

Execution
Worker

Execution
Worker

Execution

> [ ]
Sequencer Manager

Execution
Worker

Figure 2.3: Components of Sui Execution

Step @ is the execution step and can actually be broken down further, as shown in Figure 2.3. Se-
quencing takes the set of transactions outputted by consensus and is tasked with defining an order. The
key is that it is only looking to enforce a causal order (happens-before relationship) between conflict-
ing transactions [42], ensuring consistency across validators whilst still giving room for parallelization.
This is done through the use of version numbers, with the object key (ObjKey) being made up of the
(Objld, Version) tuple [10]. The sequencer goes through all transactions and assigns each object in its
read set a version number, which defines what version they must take in as input. The version of an
object is only increased if a transaction mutates it, creating a causal relationship between conflicting
transactions. This means that transactions reading a certain version of an object are independent of
one another, but must be executed before a transaction that would mutate the object to its next version
[10]. As discussed in Section 2.4.2, this requires complete prior knowledge of the transactions’ read-
/write sets, which imposes some constraints which we will come back to in Chapter 4. The execution
manager is then tasked with keeping track of the objects and their different versions, as well as schedul-
ing transactions for execution. A transaction is only ready for execution once all the object versions
it needs are available, ensuring that the causal order defined by the sequencer is followed. Once a
transaction is ready, the execution manager will delegate execution to one of the available execution
workers. This worker then runs the transaction using the Move VM [9] and returns the output objects
along with their updated version numbers. Once a quorum of validators has executed a transaction, its
effects are final.

In step @, the client can assemble the signatures from validators to create an effect certificate if these
validators represent a stake quorum for the epoch in which the transaction is valid. This certificate
can be used as a proof of the effects of a transaction. Finally, step @ is for the validator to create a
checkpoint.

An epoch finishes when a quorum of stake votes for the epoch to end, at which point reconfiguration
is triggered. This includes registration of new validators, stake recalculation, preparation of the new
committee, checkpointing and handover. Handover terminates the epoch dropping all the lock stores,
meaning that OwnedLock is only released here ensuring that owned objects are only referenced by
one transaction per epoch.

2.5. Problem Description

As discussed, blockchains have changed a lot since their inception showing a lot of promise, but still
struggle to find mainstream adoption. One of the main reasons for that is their throughput fails to match
the requirements for widespread adoption. Recent advances [2, 7, 17, 38] have been able to improve
the state of the art, but have mostly focused on the consensus layer as it has historically been the
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bottleneck. Thanks to these advances the bottleneck has now been shifted onto the execution layer
[22, 24, 31, 32, 33, 36].

Improving the throughput of the execution layer is a difficult task and is usually done through parallelism.
The problem is that blockchain workloads are inherently contended [22, 27, 31, 33] which limits the
degree to which the workload can be parallelized. Concurrency control then becomes key to ensure
deterministic serializability while achieving good performance. Some work has been done to improve
the throughput of execution, but performance drops off massively for highly contended workloads.

Our work will focus on improving the throughput of the execution layer for high contention workloads.
To do that we will focus on efficiently exploiting the limited parallelism available to the fullest, building on
top of the state of the art and incorporating features from related fields. Whilst the resulting throughput
numbers might be less eye popping than those of other works that optimize for low to medium contention
workloads, the resulting protocol should have greater practical applications.



Related Work

Blockchains remain a hot topic of research with the state of the art constantly changing. This chapter
surveys the current state of the art research in the field of blockchain as well as adjacent fields that can
provide inspiration for our work. It also emphasizes the current state of the art blockchain execution
engines, highlighting their capabilities as well as their shortcomings. Finally, it provides a clear gap in
the current state of the art that this work looks to address.

3.1. Consensus

The papers discussed in this section relate to consensus, and are included to discuss the recent
progress made which has shifted the bottleneck onto the execution layer.

Narwhal and Tusk

Narwhal and Tusk [17] is an efficient byzantine fault tolerant (BFT) consensus algorithm that separates
the task of transaction dissemination from transaction ordering. One of its key features is that consen-
sus is achieved on metadata making blocks much smaller, greatly improving performance. It consists
of two main parts, first Narwhal is a DAG-based mempool protocol that guarantees optimal throughput
under asynchrony and second Tusk which is a asynchronous wait-free consensus protocol that when
combined with Narwhal only needs to order block digest certificates, which are much smaller than the
complete block. Narwhal and Tusk is one of the recent advances which has helped lift the bottleneck
imposed by consensus, as it was able to reach up to 160,000 TPS with about 3 second latency.

Narwhal blocks consist of hashes of batches rather than transactions, where a batch is a group of
transactions created by a worker node. This allows for scaling out, as there can be multiple workers
per validator creating batches and sharing the hash of that batch with the primary for inclusion in a
block. As a result Narwhal is able to increase its throughput linearly with the number of workers each
validator has without increasing latency.

Narwhal can be used by any partially synchronous consensus algorithms (such as Hotstuff [2]) to im-
prove their throughput, but works best when combined with Tusk. Tusk is an asynchronous consensus
algorithm presented in the paper that improves upon DAG-Rider [25] turning it into an implementable
system. Tusk receives the partially ordered DAG that was created by Narwhal and creates a total order
without additional communication.

Mysticeti

Mysticeti [7] is a family of DAG-based Byzantine consensus protocols that looks to combine high
throughput with low-latency. It introduces two protocols, the firstis MYSTICETI-C which is a low-latency
consensus protocol, and the second is MYSTICETI-FPC which extends it with a fast path for transac-
tions that can forego consensus. Mysticeti has been adopted in production by Sui replacing Bullshark
[38].
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The main problem that Mysticeti looks to solve is that of latency. A lot of DAG-based consensus pro-
tocols scale well in terms of throughput, but come with high latency (around 2-3 seconds). This is
problematic as it leads to poor user experience and prevents low-latency applications from adopting
blockchains. The main reason for this latency is that these protocols rely on certified DAGs, which uses
consistent broadcast. Mysticeti uses uncertified DAG and as a result it able to commit blocks within 3
message rounds, as opposed to 6 for Bullshark.

Mysticeti operates in a sequence of logical rounds. For every round, each honest validator proposes
a unique signed block. A block includes references to blocks from prior rounds, as well as new trans-
actions. Once a block contains references to at least 2f + 1 blocks from previous rounds, the validator
signs it and sends it to other validators. The first link should be to the block from the same author in
the previous round. Mysticeti protocols then operate by interpreting the structure of the DAG to reach
decisions, and they do so by identifying two main patterns the skip pattern, and the certificate pattern.
The skip pattern occurs when at least 2f + 1 blocks in the following round do not support a block. The
certificate pattern is the opposite, in that it is when at least 2f + 1 blocks in the subsequent round sup-
port a block, which can then be certified. These patterns allow for implicitly obtaining certificates that
hold the same guarantees as Narwhal.

The evaluation of Mysticeti showed that it was able to reach higher throughput with lower latency when
compared to state of the art consensus protocols like Bullshark [38] and Narwhal [17] used in combina-
tion with HotStuff [2]. The evaluation showed that under ideal conditions Mysticeti was able to provide
sub-second latency with up to 400,000 TPS, which was significantly better than the other protocols. A
similar trend could be found when evaluated in the presence of faults. The performance of Mysticeti
was also seen in production where it lowered the latency by 4x.

3.2. Deterministic Databases

The papers included in this section represent the state of the art in the field of deterministic databases.
While the workloads are very different, deterministic databases also require deterministic serializability
and follow the Order-Execute architecture. These papers have been included, as improvements made
to deterministic database execution can serve as inspiration for improvements to blockchain execution.

DOCC

Deterministic and Optimistic Concurrency Control (DOCC) [20] is a scalable protocol for deterministic
databases. It looks to improve the performance of deterministic databases by lazily enforcing the
predetermined order. It does so by optimistically executing transactions in parallel and constraining the
validation order of dependent transactions. Concretely, it means that a transaction can only perform
validation once all previous conflicting transactions have been committed. If the validation step fails
for a transaction, then it is immediately retried and can directly be committed after it is done executing.
DOCC does not need any prior knowledge about the transactions, instead opting to validate the results
of execution. This helps improve the generality of deterministic databases.

One optimization that DOCC makes is to use a multi-version design. Instead of updating a record in
place, transactions create a new record for each version. This makes it possible to remove conflicts
between a read and a later write, since the older version can always be read.

Another optimization that DOCC makes is to speed up retries through data pre-fetching. Retrying
transactions introduces a bottleneck which hurts performance. In order to speed up the process, DOCC
introduces record placeholders containing a pointer to the latest record. This helps reduce the time
needed to access records, lowering the cost of retrying a transaction.

Gria

Gria [44] is an efficient deterministic concurrency protocol for deterministic databases. Gria organizes
transactions in batches, and uses an innovative auto-scaling batch size to adapt to different workloads.
It also uses a multi-version structure to avoid write-after-write conflicts. Putting it altogether it is able to
achieve good performance, without the need for prior knowledge of the read/write sets.

Gria groups transactions into batches and transactions within a batch are split up into different groups.
Each group is executed independently by a worker thread, and transactions in the same group run



3.3. Miscellaneous Blockchain Papers 1

sequentially. When all groups have finished executing, each transaction performs cross-group conflict
validation. This approach aims at limiting the amount of failing validations by executing large portions
sequentially whilst utilizing all the available resources. The initial batch size is configured by the user,
but following that the batch size is based on the number of committed transactions in the previous
batch. The idea being that a large batch size is more suitable for low-contention workloads, whilst a
small batch size works better for high-contention workloads. Having the batch size be dynamic allows
it to adapt to the different scenarios.

Gria uses a multi-version structure using a lock-free version chain, to avoid write-after-write conflicts.
Each record maintains a version chain organizing versions from old to new through a doubly linked list,
with the first version coming from the last snapshot. Versions must be traversed one by one from old
to new, and so there is no need for a lock on the whole version chain but only on the previous/next
pointer of each version. Since transactions update data to different versions, it removes write-after-write
conflicts that can happen when transactions overwrite each other in the commit phase.

Dodo

Dodo [45] is a deterministic concurrency control algorithm for distributed databases. Dodo looks to
improve scalability in multi-node and multi-core settings, without the need for any prior knowledge. It
does so by processing transactions in batches and applying some optimistic optimizations. Dodo also
uses a multi-version scheme (similar to that of Gria [44]) to eliminate the write-write conflict between
transactions.

Each batch is divided into three phases: execution, validation and commit. In the first phase worker
threads will pop transactions from the global transaction queue and execute them. In the second
phase, threads are assigned a validation task in a round-robin fashion. The validation task verifies the
transaction for read-write conflicts. In the third phase, transactions that passed validation are committed
sequentially until a failed validation is detected. Once that is the case, all later transactions in the batch
are aborted and will need to be re-executed in the next batch. Having transactions organized into
batches allows Dodo to better make use of the resources available in a multi-core setting.

The first optimistic optimization that Dodo makes is the lazy decision mechanism. Dodo assumes that
the write set of a transaction will not change from one execution to the next. This means that if a
transaction passed validation in the current batch then it can also pass it in the next batch. Dodo uses
this assumption to prevent cascading aborts, and only schedules transactions to be validated again in
the next batch rather than re-executing the entire chain of aborted transactions.

The second optimistic optimization that Dodo makes is the early-write visibility mechanism. Dodo
assumes that the access count of records in the write set remains the same between executions. Using
this assumption frees up dependent read transactions since they do not need to wait for the transaction
to execute. Instead the write is visible to them ahead of time, thus the name of the mechanism.

3.3. Miscellaneous Blockchain Papers

The papers in this section are all related to blockchains, but target different parts of the system. They
are all looking to improve performance, but have very different ways of going about it. They have been
included as they represent the current state of the art and give an insight into some of the research that
is currently being done to improve blockchain performance.

Hyperledger Fabric

Most blockchains have a Order-Execute architecture where a consensus protocol orders transactions
and propagates them to all peers, which then all individually execute these transactions. Hyperledger
Fabric [6] introduces a novel Execute-Order-Validate architecture which aims to improve resiliency,
flexibility, scalability and confidentiality. This approach is drastically different as it executes transactions
before reaching a final agreement on their order, the idea being that it enables concurrent execution of
transactions.

One of the main criticisms that hyperledger fabric makes of the Order-Execute architecture is sequential
execution. In a typical Order-Execute architecture, all peers will receive the same block that has been
agreed upon and will execute all transactions sequentially to reach the same state. As hyperledger
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fabric points out, this is a problem as it introduces a potential performance bottleneck both in terms of
latency and in terms of throughput. In order to remove this bottleneck it must be possible to execute
transactions in parallel, which is not easily done for smart contracts. This leads hyperledger fabric to
look for a different paradigm, where transactions are already executed before consensus.

Hyperledger fabric works as follows, first in the endorsement phase a client sends transactions and
each transaction is then executed whilst also recording its output. After that comes the ordering phase
which consists of using a consensus protocol to produce blocks, which are then broadcasted to all
peers. Each peer then validates the state changes from all transactions and verifies the consistency
of the execution. Since validation is deterministic and all peers validate transactions in the same order,
they all reach the same conclusion. The advantage of this approach is that not all peers need to execute
all transactions, and that transaction execution can be done in parallel. Furthermore, it does not require
any prior knowledge about the transactions’ read/write sets, as they are discovered during execution.
The disadvantage is that if there are a lot of conflicting transactions in the same block it will lead to a lot
of transactions being disregarded in the validation step. This means that for high-contention workloads,
there would be a lot of transactions executed that end up being disregarded leading to poor throughput.
This is an issue as having transactions conflict is much more likely with smart contracts compared to
with simple transactions.

Nezha

Nezha [46] is a concurrency control scheme for DAG-based blockchains, that aims to improve on
conventional conflict graphs in order to enhance concurrent transaction processing. Having concurrent
transaction processing would lead to higher throughput as it could take advantage of modern multi-
core architectures. The issue is that processing multiple blocks concurrently will increase the number
of conflicting transactions, which causes more problems.

Conflict graphs are often used to represent conflicting transactions, and the partial order between them.
The limitation of this approach is that there is still a significant amount of work to go from a conflict
graph to a total order on transactions. Nezha uses a different approach mapping transactions to the
corresponding address rather than capturing dependencies between pairs of transactions. Using this
it creates a new address-based conflict graph where edges are now used to represent address depen-
dencies. This graph can then be used to derive a total order between transactions by successively
sorting transactions on each address.

OptMe

OptMe [35] is a deterministically orderable concurrency control algorithm, which looks to exploit par-
allelism among transactions to increase the throughput. Whereas traditional blockchains will execute
transactions according to the total order defined by consensus, OptMe instead looks to create a more
optimal schedule where as many transactions as possible can run concurrently.

The schedule that OptMe generates maintains the partial order between conflicting transactions that is
defined through consensus. In order to do that OptMe must be able to identify conflicting transactions,
which it can only do if it knows the transactions’ read/write sets. OptMe does not assume that this knowl-
edge is available and instead pre-executes transactions in order to retrieve the read/write sets. Using
this information OptMe then constructs a key-based dependency graph (KDG), which is essentially the
same as the ACG defined by Nezha [46]. The main advantage of using such a graph is that it can
be constructed in parallel by using a divide-and-conquer approach. During graph construction, OptMe
is able to detect transactions that may violate serializability in an epoch and abort such transactions
early. It then uses topological sorting on the graph to come up with the schedule and uses inter-epoch
reordering to optimistically reorder the aborted transactions.

OptMe orders transactions into epochs, where transactions from an epoch can only start executing
once all transactions from the previous epoch have already been committed. Epochs are made up of
multiple so called sequences, which are a set of independent transactions. The order of sequences
affects the commit order of transactions in the same epoch, whilst transactions of the same sequence
can be committed in parallel. The lifecyle of a transaction is its start time, which is just its epoch
number, and its end time which is defined by both its epoch and sequence number. Two transactions
are said to be concurrent if their lifecycles overlap. Consequently, two transactions of the same epoch
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are concurrent and transactions from different epochs are not. Dividing the schedule up as such is
useful for ensuring that conflicting transactions do not interfere with one another. The main thread can
then evenly distribute transactions within the current epoch to multiple threads for concurrent execution.
After this execution OptMe checks if the read and write sets of the transaction match the estimate gotten
from pre-executing the transaction. If the sets are equal then the transaction is considered valid and
can be committed in parallel. If the sets are not equal OptMe will check if the actual sets are disjoint
from those of other transactions in the epoch, in which case the transaction can still be committed in
parallel. If there are conflicting transactions OptMe will mark the transaction as invalid, and simply
executes all invalid transactions in a sequential manner.

Anthemius

Anthemius [31] recognizes that the performance of parallel execution engines largely depends on the
nature of the workload. This is the case because conflicting transactions require concurrency control
which all experience drops in performance under high contention. As a result of that, a single popular
application can bottleneck the execution and limit the throughput. Anthemius is a block construction
algorithm that looks to optimize the throughput of parallel execution by constructing blocks that can
be executed in parallel efficiently. To achieve this, Anthemius looks to make block assembly sensitive
to transaction dependencies and execution complexity, charging clients more for accessing popular
resources. Anthemius is modular and can seamlessly be integrated into any blockchain, fitting in right
before consensus as shown in Figure 3.1.

Mempool — Anthemius —_—> Consensus »| Execution Engine
Send Tx Batches Send Block Bi

Figure 3.1: Integrating Anthemius, taken from [31]

In order to construct what Anthemius calls "good blocks” that can be executed in parallel efficiently,
Anthemius needs some information about the transactions. These so called hints, should give an idea
of what resources a transaction will access during execution as well as an estimation of their execution
time. This information does not have to be complete however and Anthemius does not assume their
correctness either. Incorrect information will degrade the performance of the system, as it will either
lead to re-execution if the execution engine is optimistic, or it will lead to aborted transactions if the
execution engine is guided.

Anthemius uses two parameters to quantify the execution complexity of a block. The first one is gas
which represents the computational power needed, similarly to in Ethereum. The second parameter
is a concurrency parameter ¢ representing the systems ability to parallelize. Combining the two gives
that the maximum capacity of each block is ¢ - gas.

Anthemius consists of two main elements, the batch handler and the batch scheduler. The batch
handler polls batches of transactions from the mempool and gives them to the batch scheduler, which
in turn tries to include them into the current block. The batch scheduler provides feedback about the
success rate, which is used to adjust the inclusion policy. This looks to prevent creating blocks that are
too small or blocks that are too difficult to schedule.

Scheduling interdependent transactions is an NP-complete problem, but constructing near optimal solu-
tions can be done in polynomial time. This remains too costly to have on the critical path of consensus,
as the gains may not outweigh the construction time. Anthemius does not look to achieve a near-
optimal scheduler but instead focuses on preventing popular applications from creating a bottleneck.
The secondary objective is to delay transactions that access multiple hot resources, as it makes it
harder to schedule subsequent transactions. Anthemius is able to do so in linear complexity relative
to the number of transactions per block, which experimentally resulted in a speed-up of up to 240%
compared to the base parallel execution.
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3.4. Blockchain Execution

The papers in this section are the most relevant, as they all relate to blockchain execution. They vary a
lot in their approaches, ranging from OCC to sharded execution. These papers were included as they
represent the state of the art for blockchain execution engines.

ParBlockchain

ParBlockchain [5] adapts the Order-Execute paradigm to permissioned blockchains to create what they
call the OXll paradigm. In this paradigm consensus establishes the contents of a block and also creates
a dependency graph defining the causal order between conflicting transactions. For this to be possible,
ParBlockchain assumes that the read/write sets of transactions are either pre-declared or that they can
be obtained via static analysis. Following consensus, the block along with the dependency graph is
multicasted to all executor nodes. These nodes are then responsible for executing the transactions,
but crucially not every executor needs to execute every transaction.

OXIl consists of a set of nodes in an asynchronous distributed network where every node is connected
to every other node with a point-to-point connect. There are three types of nodes: clients, orderers and
executors. Clients send operations that are to be executed by the blockchain. Orderers are responsible
for validating these requests and ordering them into a block. Any consensus protocol can be used
here, as ParBlockchain uses a modular architecture. Executors should then execute and validate
transactions, update the ledger and blockchain state, and multicast the state after execution.

In ParBlockchain executor nodes are only responsible for one application and only execute transactions
related to that application. A transaction can only be executed if all its ancestors in the dependency
graph are committed. This means that upon receiving a block an executor node can be in one of
three scenarios. The first scenario is that there are no transactions for the application that the node
is responsible for, in which case the node will remain in a passive state. In this case it will only listen
to commit messages and update the ledger state once it has received sufficient commit messages
for a transaction. The second scenario is that there are transactions for the application, but that these
transactions only depend on transactions related to the same application. In this case the executor node
can simply execute the transactions according to the dependency tree, independent of other executors.
In this case, it will multicast a single commit messages once all the transactions are done executing.
The third scenario is that there are transactions for the application and they depend on transactions
that belong to a different application. When this is the case the execution of these transactions will
have to wait on the result of the execution by the other node. To optimize the third scenario executor
nodes in ParBlockchain will check if another application depends on the execution result of one of its
transactions. If it is the case, the node will multicast a commit message immediately after executing
the transaction to minimize how long nodes are left waiting.

The architecture of ParBlockchain closely ties its performance to the way in which transactions are
dependent. ParBlockchain will struggle in a scenario where two executors are responsible for different
applications, but the dependency tree shows a lot of dependencies between their transaction. That is
because the executors will have to communicate a lot with one another and will often be left waiting
for messages. This causes a lot of overhead and also leaves executors idle a lot. Another problem is
that it could be that one application experiences a big spike in traffic, which will lead to unequal load
distribution among executors. This results in the sharding not having the horizontal scalability that was
hoped for. Nevertheless, ParBlockchain gives an idea of what sharded execution could look like, the
way in which nodes can communicate with each other and the challenges that come with it.

PEEP

PEEP [15] is a parallel execution engine for permissioned blockchains that implements pessimistic
concurrency control. It follows the Order-Execute architecture, meaning that blocks are only executed
after consensus has been achieved. Transactions are executed concurrently through the coordination
of the scheduling layer, and updates are then applied to the underlying state trie. The scheduling is
deterministic ensuring that different nodes obtain the same result without having to communicate with
one another. In order for this to work, PEEP needs to know the read/write sets of all transactions before
execution. To this end, PEEP assumes that the read/write sets can be known in advance via execution
simulation or static analysis.
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In order to achieve parallel execution PEEP contains 2 key components, the lock manager and the
thread scheduler. The lock manager is implemented on a single thread and grants locks to transactions
in a predefined order. A transaction becomes active once it has acquired all the locks it needs and can
then be delivered to the buffer of the thread scheduler for execution. The thread scheduler is then
tasked with assigning transactions to worker threads. Transaction updates are written into a buffer
which is later flushed to the state trie using a parallel update. All locks are released once execution
finishes making them available for other transactions.

PEEP has two main limitations, the first one being that it requires complete knowledge of the read/write
sets. This is hard to obtain and often involves having to overestimate the sets in practice. The second
limitation is that acquiring and releasing locks introduces a significant overhead. For high contention
workloads this overhead could nullify any gains made from parallel execution.

Block-STM
Block-STM [23] is a parallel execution engine for smart contracts that uses optimistic concurrency
control (OCC). ltis currently being used on the Aptos [43] blockchain in production proving its practical
efficacy. The result of the parallel execution is equivalent to the sequential execution of transactions as
defined by the total order of transactions in the block, but each transaction may have to be executed
several times.

One of the biggest selling points of Block-STM is that it can dynamically detect dependencies which
improves the generality of the protocol. Block-STM optimistically executes transactions gaining infor-
mation about the read/write sets. This provides two main advantages over simulated execution, the
first one being that if there are no conflicts for the transaction then it will only execute once and the
second advantage is that the write-set estimate is going to be more accurate, as it is more up-to-date.

Block-STM starts off by receiving a block containing n transactions, which defines a total order tz; <
txg < ... < tx,. The goal is to execute these transaction efficiently through parallelism whilst reaching
the same final state as sequential execution. In Block-STM a transaction may be executed several
times, and each execution is called an incarnation. An incarnation is aborted if it needs to be re-
executed, incrementing the incarnation number. A version is a tuple consisting of the transaction index
and an incarnation number. In order to enable concurrent read and writes, Block-STM uses an in-
memory multi-version data structure MVMemory, which for each memory location stores the latest value
written per transaction as well as the associated transaction version. When executing, a transaction
will first look to read values from MVMemory written by the highest transaction that appears before it, and
will resort to reading from storage if it there is no entry. This means that the first transaction in a block
is going to be reading every value from storage. For each incarnation, Block-STM maintains a read
set containing the memory locations read with their corresponding version, and a write set containing
the updates made by the incarnation as a (memory location, value) tuple. This information is needed
to detect conflicts when validating a transaction. Validation happens after execution, with a validation
task being created once execution finishes. These validation tasks can also be executed in parallel,
but when a transaction fails validation (aborts), then all higher transactions have to be validated again.
Validation consists of checking that the current most up to date reads match up with the reads that
incarnation used for execution. If the validation task fails then all locations in the write set are marked
with ESTIMATE, to indicate that the value is out of date and likely to be overwritten. A dependency
is indicated by having a read to a memory location marked as ESTIMATE by a lower transaction. One
optimization that Block-STM implements is to immediately abort a incarnation when such a dependency
is detected, since we already know that re-execution will be needed. Using the write set from the last
failed incarnation allows Block-STM to discover dependencies between transactions efficiently through
optimistic execution. Another optimization is to postpone execution of transactions that read a value
marked as ESTIMATE until the blocking transaction has been re-executed, avoiding unnecessary re-
executions. Once there are no more tasks to run and all transactions have been validated, then Block-
STM will commit the whole block at once in order to reduce the amount of synchronization involved.

The scheduling of tasks is managed by the collaborative scheduler, and is crucial to the overall perfor-
mance of the system. Being that the resulting state should be identical to that of sequential execution,
the scheduler will prioritize tasks associated with lower transactions. This does not mean that tasks
will be executed sequentially however, as the scheduler will look to utilize all the available threads. In
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order to track the tasks that can be scheduled, the scheduler maintains an ordered set V' containing
validations tasks and an ordered set E containing execution tasks. Upon first receiving a block, the set
V will be empty since validation tasks are created as a result of execution and the set E will contain
the initial incarnation of all transactions.

To better understand how the protocol works, let us go through an example scenario. Suppose that
the block that has been agreed upon by consensus consists of 3 transactions ordered tx < taxs < tzs
and that there are two threads available. Initially, we have V = 0, E = {(tx1,1), (tx2,1), (tz3,1)} and
because the scheduler prioritizes lower transactions it will schedule ¢z, and tx, for execution. In this
scenario both transactions read from the same memory location A, then because MVMemory is initially
empty, both transactions have to read from storage. Say that ¢x; writes to location A whilst ¢tz writes
to a different location B. In our scenario the execution of ¢tz finishes before that of tx,, creating
a validation task for tx, which is scheduled. It also keeps the read set for validation purposes and
applies the write set to MVMemory (shared memory).

In this scenario, the validation of tx5 successfully passes before tx; has finished execution, and so the
scheduler starts executing tx3 that reads from location C' and writes to location C. Both tx; and tz3
finish execution, creating two new validation tasks. Since ¢z, wrote to a location that it previously did
not write to (since it is the first incarnation), it also creates a new validation task for tz,. As mentioned
earlier the scheduler prioritizes based on index, so it decides to run the validation tasks for tx; and
txo. The validation task for tx; passes since all its reads are up to date, but the validation for ¢z, fails
since it read an outdated version of A and so the incarnation is aborted. This means that the location
it wrote to in MVMemory is marked as ESTIMATE in case there are higher transactions reading that value.
The scheduler then re-executes tx> and runs the validation task for tx3. The validation task for ¢tz
passes since all reads are still up to date and the execution of ¢z5 results in the creation of a validation
task for tz5. Since the second incarnation of tx5 did not write to any new location, there is no need
to re-validate tx3 and so once the validation for tx, passes the entire block can be committed. This
scenario is summarized in Figure 3.2.

] e 123 123 123 123 123 123 123
Execution running R
Validation running
Validation passed Start executing Validate tx2 Start executing Validate tx1, Re-execute tx2, Validate tx2 Commit block
tx1, tx2 tx3 re-validate tx2 validate tx3

Figure 3.2: Block-STM example scenario

The scenario described above and shown in Figure 3.2 shows the different states incarnations can be
in. It also shows how the scheduler works to prioritize tasks associated with a lower transaction. Even
with that however, the scenario demonstrates how tasks will not be executed strictly sequentially as
task duration is heterogeneous and Block-STM looks to use all of the available resources.

Through this optimistic execution Block-STM is able to achieve outstanding results on a set of indepen-
dent transactions, as it is able to fully parallelize them and not have to abort any. Under high contention
workloads however this could lead to a lot of aborts resulting to a lot of duplicate work being done. Fur-
thermore, this is amplified by cascading aborts in the presence of a long chain of dependencies.

RapidLane

RapidLane [29] is an extension for parallel execution engines aiming to optimize performance for con-
tended workloads. It does so by allowing the engine to capture computations in conflicting parts of
transactions and defer their execution until a later time. RapidLane is integrated into Block-STM [23]
and deployed into production on the Aptos [43] blockchain.

RapidLane introduces deferred objects which are objects expected to be frequently mutated by trans-
actions. They are useful for eliminating read-write conflicts by using a heuristic to predict whether or
not a transaction succeeds and logs the deferred computation. Then during the commit phase, the
execution engine calculates the correct value and validates the decision. If the decision was correct
the transaction can be committed, otherwise it needs to be re-executed.

Another contribution made is the enhancement of Block-STM with a rolling commit mechanism. Block-
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STM uses a lazy commit mechanism, where the blockchain state is only updated once per block in order
to reduce the synchronization overhead. This does not work well with RapidLane however as values
are only revealed in the commit phase, and so if the commit is only done once at the end, revealing
a value would require traversing the entire block accumulating deltas. Furthermore, delaying commits
as such increases the length of the speculative chain which degrades the predictions. To address this,
RapidLane proposes a novel rolling commit mechanism which enables the system to determine when
a transaction will no longer be re-executed and can thus already be committed. A transaction ¢z; can
be committed at time T if tz;_; is committed and the latest validation for tz; succeeded.

RapidLane showed some promise, but the overall performance of the system heavily relies on the per-
formance of the heuristic, as incorrect decisions lead to sequential re-execution in the commit phase.
This means that a poor heuristic could cripple the performance of the system. Another issue is that
RapidLane restricts the types that can be wrapped into a deferred object to integer counters and small-
sized strings (up to 256 bytes). This reduces their applications and limits the practical impact of Rapid-
Lane.

Chiron

Chiron [32] aims to accelerate parallel execution of smart contracts on straggler nodes by using hints
extracted during the normal execution at non-straggling nodes. The reason for doing that, is that
blockchains like Sui [42] or Aptos [43] only allow stragglers to catch up by downloading signed check-
points. This is problematic, as it lowers the security of the system by making it such that a single honest
party is no longer able to act as a whistle-blower. Chiron looks to make it possible for straggler nodes
to catch up through guided parallel execution rather than through signed checkpoints.

Chiron is built on top of Block-STM [23], and so transactions are first executed before later having the
execution result validated. In order for straggling nodes to catch up, Chiron execution must be able
to consistently outperform that of Block-STM which it does through guided parallel execution. The
idea is that straggling nodes can request hints from active nodes that have already executed a block,
and leverage these hints to avoid conflicting transactions executing at the same time eliminating all
re-executions. These hints do not need to be complete and can also be incorrect. This will not threaten
the safety of the system, it will only affect its performance. If a transaction fails validation indicating
an incorrect hint, Chiron falls back on Block-STM for the remaining transactions. It will also adjust
the trust it has in the node from which it got the incorrect hint, so that over time it can find an honest
non-straggling node to extract hints from.

The hints obtained contain the read/write sets of transactions to identify dependencies, along with the
gas representing the complexity of the execution and the sum of the gas costs of the chain of parent
transactions. Chiron uses this information to build a dependency graph and also maintains two queues,
one containing priority transactions and another containing standard transactions. A transaction that
has no parents in the dependency graph is ready to be executed and can be added to one of the task
queues. If the transaction has children in the graph, indicating that other transactions depend on it,
then it is added to the queue for transactions with higher priority. Chiron will first look to execute the
transactions of higher priority, and only once that queue is empty will it execute those in the other queue.
Once a transaction is executed it resolves the dependencies other transactions have on it. This way
Chiron is able to resolve dependencies earlier, increasing the parallelism available in the remainder
of the workload. The experimental results showed a speed up of up to 30% when compared to plain
Block-STM, but performance is heavily reliant on the quality of the hints.

Shardines

Shardines [18] is an execution engine that looks to achieve horizontal scalability. It identifies three
layers of a blockchain: consensus, execution and storage, with the goal to scale each of them indepen-
dently. Previous work has already been done to scale out consensus horizontally via Narwhal-based
quorum store [16] and sharding of the storage layer has also already been deployed. Shardines looks
to scale execution horizontally by having multiple execution workers each running Block-STM [23].

The challenge of building a sharded execution protocol revolves around conflicting transactions, as
they cannot be executed in parallel. Instead, access to the shared state must be serialized to maintain
consistency which imposes a bottleneck on execution. While conflicting transactions on the same node
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are taken care of by Block-STM, cross-node conflicts are not and instead require cross-node communi-
cation. In order to reduce cross-node communication, Shardines tries to partition transactions across
shards in a way that reduces cross-shard communication. This is done via hyper-graph partitioning
where each transaction is a node and each resource is a hyperedge connecting all transaction that ac-
cess it. Minimizing cross-shard communication then reduces to minimizing the number of shards that
a hyperedge spans, which is called fanout. Resources with a fanout of 1 do not need cross-shard com-
munication since all the conflicting transactions are dealt with by Block-STM. In order to construct such
a hypergraph, Shardines needs to know the read/write sets of all transactions ahead of time, which
they get through static analysis. This process runs for each block, meaning that shards are dynamic
in that the resources each shard accesses varies from one block to the next. The number of executor
shards is configurable but static, meaning that it cannot grow if there is a sudden spike in traffic.

Another vital aspect of Shardines is the novel micro-batching and pipelining they use throughout the
entire execution flow. The idea is to split a block into smaller batches and have them pipeline through the
various stages of executions. Shardines identifies 5 stages of execution and makes it such that not all 5
batches are ever in the same stage. This helps mitigate the delays caused by serializing/deserializing
large data chunks as well as network delays from transmitting large packets.

Shardines is able to achieve impressive results for fully parallelizable workloads, as it is able to scale
out horizontally. However, it is not efficient for high contention workloads as it either results in limited
sharding opportunities or in a lot of cross-shard communication.

Pilotfish

Pilotfish [26] is a blockchain execution engine that was built specifically for lazy blockchains. Itis builtin
such a way that the state is distributed among several workers, allowing it to be scaled out horizontally
by adding more workers. One of its major selling points is that not every machine needs to hold all the
data, continuing the separation between data dissemination and consensus which was a major selling
point of lazy blockchains. Pilotfish was built for the Sui [42] blockchain, and so it assumes that the
read/write set of transactions are known ahead of time. Execution results in the same state as if all
transactions had been executed sequentially ensuring that all validators end up in the same state.

The overall architecture is that each validator replicates the state of the system represented as a set of
objects, and each validator is composed of multiple workers. One of these workers serves as a primary
and participates in consensus. A validator also has several SequencingWorkers that fetch and persist
client transactions in batches. Consensus can then be achieved on batch digests. A validator also
has several ExecutionWorkers, where each worker stores a subset of the state and only executes a
subset of transactions. These different components can run on dedicated machines or be collocated
with other components.

Execution is triggered after consensus with the primary sending the committed sequence to all Sequenc-
ingWorkers and ExecutionWorkers. The SequencingWorkers then observe the commit sequence and
load all batches from storage that they hold. They then parse each transaction of the batch to de-
termine which objects it contains and compose a ProposeMessage for each ExecutionWorker. The
ExecutionWorkers also await a ProposeMessage from each SequencingWorker and parse every trans-
action included in that message to extract all the objects of the read and write sets. This information
is used to keep track of all dependencies between transactions. ExecutionWorkers maintain a list of
pending transactions for each object for which they are responsible for. A transaction is then ready to
be executed once it reaches the head of all the pending lists it is in. The ExecutionWorker will then load
all the objects the transaction reference and send them along with a ReadyMessage to the dedicated
ExecutionWorker which is responsible for executing the transaction. This dedicated ExecutionWorker
is chosen deterministically based on the number of objects of the transaction it already contains, in order
to limit the amount of data traveling over the network. Once that worker has received a ReadyMessage
from all the relevant ExecutionWorkers it will execute the transaction and send a ResultMessage to all
ExecutionWorkers containing the new state of the objects referenced by the transaction. Upon receiv-
ing this message a worker will update each object in their local object store, remove all occurrences of
the transaction from the pending lists and trigger the next execution.

Pilotfish only supports crash fault tolerance, and requires each validator to dedicate multiple machines
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for each ExecutionWorker. This internal replication means that when a crash inevitably occurs, Pilotfish
can continue its operation. In order to support the crash of F' workers, Pilotfish needs to have N =
2f + 1 workers. A cluster is then formed of one instance of every worker, whilst a shard is all the
instances of the same ExecutionWorker. During normal operation workers only communicate with their
own clusters, and inter-cluster communication is only related to checkpointing. However if a worker
crashes, then the other workers in the cluster can switch to communicating to the same worker in a
different shard. There are two recovery mechanisms, reconfiguration and checkpoint synchronization.
In reconfiguration, when a worker crashes the workers that were dependent on reads from it will look
for a different worker from that shard and get the reads from them instead. When reconfiguration fails
checkpoint synchronization needs to be performed for all workers. In the extreme scenario where all
ExecutionWorkers of a cluster crash, the cluster can be recovered by booting a new cluster with the
same peers set.

ParallelEVM

ParallelEVM [27] recognizes that blockchain workloads suffer from the hot spot problem that results
from highly skewed data accesses. To address this, it uses a novel operation-level concurrency con-
trol algorithm, which handles conflicts at the operation level rather than at the transaction level. This
increases the amount of work that can be done in parallel and has a greater impact for high contention
workloads. The issue with this approach is that it relies on the assumption that conflicts only affect a few
operations. If that were not the case then the increased parallelism would be very limited. ParallelEVM
was developed for Ethereum where this assumption holds, but it remains unclear whether it holds for
other blockchains and for the object data model.

3.5. Summary of Related Works

Before going into our contributions its good to get an overview of the related work covered, and see how
they compare to one another. Table 3.1 does exactly that, with the last line showing how our protocol
(NEMO) compares to the work discussed. The table also contains Sui execution as an entry to highlight
its characteristics even though it was not discussed in this chapter, since it was previously discussed
in Section 2.4.

Execution Paradigm | Transaction Model Application occ/pce | Efficient under
high contention
DOCC [20], Gria [44], Dodo [45] OE - Deterministic Database OoCcC
Hyperledger Fabric [6] EQV UTXO Blockchain Paradigm ocC x
Nezha [46] OE Account Scheduling Hybrid -
OptMe [35] EV Account Scheduling Hybrid x
Anthemius [31] OE Model Agnostic Block Construction Hybrid -
ParBlockchain [5] OoxXll Account Blockchain Execution PCC ®
PEEP [15] OE Account Blockchain Execution PCC E3
Block-STM [23], RapidLane [29] OE Resource Blockchain Execution OoCC k3
Chiron [32] OE Resource Straggler Execution Hybrid v
Shardines [18] OE Resource Blockchain Execution Hybrid E3
Pilotfish [26], Sui [10] OE Object Blockchain Execution PCC ®
ParallelEVM [27] OE Account Blockchain Execution Hybrid (4
NEMO (this work) \ OE Object Blockchain Execution oCcC v

Abbreviations: OCC = Optimistic Concurrency Control; PCC = Pessimistic Concurrency Control;
EOV = Execute-Order-Validate; OE = Order-Execute; EV = Execute-Validate;
OXIl = Order-Execute-V2; UTXO = Unspent Transaction Output

Table 3.1: Comparison of Related Work



Designing NEMO

This chapter presents the NEMO protocol for blockchain execution. It begins with the intuition of the
protocol, its philosophy and what it is trying to accomplish. After that it goes into detail about all the
optimizations made and their purpose. Finally, it ends with a comparison between the lifecycle of a
transaction in NEMO and in Block-STM [23].

4.1. Intuition

Blockchains still lack the necessary throughput to support mainstream adoption, with execution being
the current bottleneck [22, 24, 31, 32, 33, 36]. Exploiting the parallelism in smart contract executions
is a clear way to increase throughput of execution [22, 33]. Current approaches have looked to do this,
but struggle in scenarios of high contention. This is problematic as blockchain workloads are naturally
highly contented [22, 27, 31, 33], which limits the practical application of blockchains.

In order to execute transactions in parallel, there must be some sort of concurrency control implemented
to deal with conflicting transactions. This is either done by executing conflicting transactions in order
using pessimistic concurrency control (PCC) or by validating execution results when using optimistic
concurrency control (OCC). As discussed in Section 2.2, both approaches have their limitations when
it comes to high contention workloads. The advantage that OCC has however is that it is able to
use all of the parallelism available in the workload. This is critical for high contention workloads, as
there are limited opportunities to parallelize the workload. In fact, previous work has shown that the
performance obtained from lock-free execution is better than that obtained from lock-based execution
under scenarios with hotspots [47]. The shortcomings of OCC are that this optimism often leads to
frequent re-execution, which results in a lot of duplicate work being done. In order to achieve the best
performance under high contention, NEMO must take advantage of every opportunity to parallelize whilst
limiting redundant work.

This is the philosophy of NEMO, to be cautiously optimistic in order to avoid the effect of cascading
aborts that OCC protocols suffer from under high contention. To achieve this NEMO looks to use all of
the available information in order to intelligently schedule transactions, avoiding known conflicts whilst
utilizing all of the available resources. NEMO optimizes for high contention scenarios and is willing to
trade some performance under low contention for better performance under high contention.

4.2. System Model

NEMO uses Block-STM [23] as a starting point, and as such it has the same system model. Similarly
to Block-STM, NEMO is a blockchain execution engine that uses OCC, but is built targeting the object
model. NEMO takes in the output of consensus and executes the transactions to update the state. The
input that NEMO takes should be an ordered set of transactions. NEMO then executes the transactions in
parallel to improve the throughput, but yields the same result as sequential execution.

20
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4.3. NEMO Details

This section explains how the NEMO protocol works, how it optimizes for performance under high con-
tention and what it is looking to achieve.

4.3.1. Overview

NEMO'’s overall approach is to build on top of Block-STM, but to be less optimistic in order to limit re-
dundant work and avoid cascading aborts. The core architecture remains the same and is depicted in
Figure 4.1.

Perform validation +
Thread coordinate execution

Ask for a new task
once executor is done
to keep thread busy

Storage

Store objects
from last commit

Scheduler

Thread

Prioritize tasks L]

MVMemory

based pn order of - Temporary store of
transactions in block - objects from this
Thread epoch

Figure 4.1: Block-STM Core Architecture

The scheduler is shared across all threads and is responsible for giving tasks to the different threads.
In Block-STM, it prioritize tasks based on the order of transactions as defined by the block, whilst also
trying to keep all the threads busy at all times by assigning them a task as soon as one is available.
There are two types of tasks that a thread can be given: a transaction execution task or a transaction
validation task, neither of which can be aborted. For an execution task a thread will try to read all inputs
from the Multi-Version Memory (MvMemory) store, but it could be that there is no entry in which case the
thread needs to read the last committed version from storage. All writes are done to MVMemory and the
final value at the end of the epoch is committed to storage. For validation tasks the thread reads the
latest available version of each input, similarly to an execution task, and then compares that version
with the version that was read when the transaction was executed, ensuring that all inputs are still up to
date. The key is that MVMemory is shared across all threads and so when validation fails for a transaction,
all entries written by that transaction are marked as ESTIMATE to indicate to other transactions that they
should not read this value. The scheduler also tries to keep track of dependencies to avoid known
conflicts that would likely lead to re-execution.

In order to adapt Block-STM to the object data model changes have to be made in some of the compo-
nents. The biggest change that has to be made is in MVMemory which needs to be altered to now store
multiple versions of objects. Similarly, storage also has to be altered to work with the object model and
has to support the different kinds of objects. The VM component that actually executes the transactions
also needs to be modified to work with objects. The remainder of the logic relating to scheduling and
coordination can remain the same.

In the following sections we will describe the different optimizations that NEMO does and what they are
trying to achieve. All these optimizations target high contention scenarios and are looking to improve
the throughput of the system.

4.3.2. Greedy commit rule

The first optimization that NEMO can make is a direct consequence of using the object model. As dis-
cussed earlier in Section 2.4, Sui guarantees that every owned object will only be used by one transac-
tion per epoch. This means that access to a owned object at execution time is guaranteed to be conflict
free. Consequently, a transaction that only uses owned objects is guaranteed to be independent of all
other transactions which means it will never fail the validation step and only needs to be executed once.
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Knowing this we can skip validation altogether which we call the greedy commit rule. This means that
transactions that do not interact with the shared global state can directly be committed after execution.
This provides a true fast-path for such transactions, as Sui already allows such transactions to bypass
consensus.

High contention workloads will not contain many such transactions if any, which means that this opti-
mization is unlikely to have a significant impact for such a scenario. Nevertheless, this optimization is
essentially "free” and should have some impact for low contention workloads. Furthermore, this also
helps improve the latency of transactions that do not interact with the shared state and also opens up
opportunities for future work which we will discuss in Chapter 7.

4.3.3. Limit re-executions

Transaction execution is the costliest operation in terms of time, so limiting the number of times a
transaction is re-executed is crucial. This is further exacerbated by the fact that tasks cannot be aborted,
and occupy a thread for a significant portion of time. The key to performance when using OCC under
high contention, is to limit the number of re-executions and to avoid prematurely triggering re-execution
if it is likely to fail validation later on.

DOCC [20], which was discussed in Section 3.2, is an OCC protocol for deterministic databases. One
of its characteristics is that a transaction is only validated once all previous write transactions it de-
pends on are committed. This is to avoid having validation fail too often which then in turn triggers
re-execution. Having this system in place effectively means that a transaction can be executed at
most twice assuming that all read/write sets stay the same between different executions of the same
transaction.

This logic is very restrictive and can lead to a lot of transactions waiting on a single re-execution. NEMO
adapts this logic to prevent it from creating a bottleneck, but still limits premature re-executions. One
of the issues with limiting when validation can occur, is that it delays finding out that a transaction will
require re-execution and is used as a proxy to prevent premature re-executions. NEMO looks to validate
earlier, in a similar manner to Block-STM, but make it so that a failed validation does not automatically
trigger an immediate re-execution. This way we can combine the best of both worlds, and have early
knowledge of failed validations without premature re-execution. To achieve this, NEMO needs to extract
more information about dependencies from execution.

Block-STM is only able to detect dependencies if execution read in an object marked with the ESTIMATE
flag. This prematurely aborts execution and marks the dependency. The scheduler then ensures that
the transaction is not re-executed until the transaction it depends on has successfully been re-executed.
This optimization is useful and helps prevent unnecessary re-executions, but does not go far enough.

NEMO looks to extract knowledge about the dependencies even when execution succeeds. This infor-
mation can then be used in case the transaction fails validation and requires re-execution. Prior to
triggering this re-execution NEMO will check whether a transaction has any dependencies, in which case
it will wait for those transactions to be re-executed first. This way NEMO is able to avoid prematurely re-
executing a transaction that later gets re-executed again. This optimization will have a higher impact in
high contention scenarios, as those have a lot more dependencies between transactions which results
in more frequent re-execution.

Another optimization that NEMO makes in order to limit re-executions, is to only resolve dependencies
once the blocking transaction passes validation unlike Block-STM that resolves dependencies after a
successful execution. This will make it so that transactions are blocked for longer, but will mean that
once a dependency is resolved it is less likely to cause issues later on. This is to avoid having long
chains of dependencies re-execute several times, resulting in recurring cascading aborts.

4.3.4. Incomplete hints

One of the main advantages of using the object model is that it makes it easier to identify what resources
a transaction uses [10]. This is because every object has its own globally unique identifier which is used
by transactions to refer to shared objects [42]. This way it is possible to statically detect the exhaustive
sets of objects that a transaction may use. However, it is not possible to know exactly which objects
will actually be used during execution as that depends on the transaction logic and the global state
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at the time of execution. This leads Sui to use the exhaustive set of objects as the read/write sets of
a transaction in order to avoid any potential conflicts. The issue with this approach is that it is overly
pessimistic and fails to fully utilize the available parallelism. This is especially problematic for high
contention scenarios since there are already limited opportunities for parallelism.

Block-STM goes the other way, assuming it knows nothing about the read/write sets of all transactions
and that all transactions are independent. This optimistic approach ensures that Block-STM takes
advantage of all the parallelism opportunities present in the workload, but while it may work well for low
contention workloads it will lead to a lot of re-execution under high contention. This approach also fails
to utilize the information that is statically available when using the object data model.

NEMO looks to strike a happy medium between the two, where it is able to leverage partial knowledge
about the transactions’ read/write sets whilst remaining optimistic and taking advantage of every op-
portunity to parallelize. To achieve this, NEMO assumes that it is possible to statically obtain partial
information about the read/write sets thanks to the object model. Unlike Sui’s prior knowledge however
it should not be exhaustive, and instead should only contain objects that are guaranteed to be used
during execution. If no such knowledge is available then NEMO will fall back on the logic of Block-STM.
Obtaining such partial knowledge should be doable in practice thanks to the object model and NEMO
can then utilize this information to avoid known conflicts.

To illustrate how the prior knowledge that NEMO looks to use differs from that of Sui, let us look at the
example logic shown in Figure 4.2.
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Figure 4.2: Example of Potential Smart Contract Logic

In this example the condition is based on the value read for object A and affects what object the
transaction writes to. In such a case, Sui would have statically extracted the following sets: read =
{A}, write = {A, B, C} in order to avoid any possible conflicts during execution. The prior knowledge
that NEMO is looking for on the other hand would be: read = {A}, write = { A}, as those do not depend
on the condition and are guaranteed to be needed for execution.

NEMO then uses this prior knowledge to identify dependencies between transactions before executing
any transactions. It does so by pre-processing all the transactions in the block and marking all known
write entries as ESTIMATE to indicate to later transactions that we know a write will happen here. It then
goes through all the objects in the prior knowledge read set and checks if it reads an ESTIMATE marker.
If it does, then a dependency has been uncovered and the transaction must wait for it to be resolved
before it can be executed. This way it is able to execute known conflicting transactions in order. After
execution the dependencies are updated using the information extracted (as previously explained),
since that information is more up to date than the prior knowledge. This will have the greatest impact
for high contention workloads, as optimistically assuming all transactions are independent will result in
the most problems for such a workload. Furthermore, pre-processing all transactions has a cost and
has to be done sequentially, so in order for it to be worthwhile it must identify a significant amount of
conflicts. When this tradeoff becomes worthwhile is hard to tell, and is something we look to answer in
Chapter 6.
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4.3.5. Priority Scheduling

The Block-STM scheduler prioritizes tasks purely based on the transaction index. This logic is simple
and prioritizes earlier transactions to resolve dependencies through execution. The issue with this
approach is that it fails to use all the available information. The scheduler could use the information it
has about dependencies obtained either through execution or via incomplete hints, to guide execution.
This way a later transaction on which other transactions depend could be scheduled before a earlier
transaction that no transactions depend on.

Chiron [32], one of the papers discussed in Section 3.4, showed how guided execution built on top of
Block-STM could look and managed to achieve up to 30% speedup. Chiron was made to help straggler
nodes catch up with the help of hints obtained from validators that are ahead. It then uses these
hints to perform guided execution, but falls back on Block-STM execution the moment one transaction
fails validation. This means that in order for Chiron to achieve better performance than Block-STM, it
requires accurate and complete hints to avoid any validations failing.

NEMO takes inspiration from this approach, but unlike Chiron it never falls back on Block-STM and also
uses priority scheduling for both execution and validation tasks. In NEMO, the scheduler maintains a
priority queue of tasks where the score associated with a task is the number of direct dependencies.
The order of tasks is based on descending score then followed by ascending index in case of a tie.
Whenever a thread asks for a new task, the scheduler will pop the task at the front of the priority queue.
New tasks have to go through the scheduler, that inserts it into the priority queue. The scheduler also
maintains a set of the tasks currently in the queue in order to avoid inserting a duplicate task. It is worth
noting that in the case where no prior knowledge is available all transactions will initially have a score
of 0, and so the priority queue ordering will behave in the same manner as Block-STM. If there is some
knowledge of dependencies available, then this will prioritize executing the blocking transactions first
which should make the remainder of the workload more parallelizable.

To illustrate how this priority scheduling can help improve the performance, let us take the scenario
depicted in figure 4.3.
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Figure 4.3: Priority Scheduling Example Dependency Graph

In this scenario we have 6 transactions, with the total order based on their transaction index. The depen-
dency graph shows the knowledge we have about the conflicts between transactions. This knowledge
may have come from either prior knowledge or previous executions. Let us assume that all transaction
take the same time to execute and that there are only two execution workers available. In that case
scheduling transactions purely based on their transaction index, as Block-STM does, would result in
the execution schedule depicted in Figure 4.4a. As we can see, when the scheduler decides to sched-
ule tx3 it is not able to schedule anything else concurrently since all remaining transactions depend
on it, leaving one worker idle. Whereas using the priority scheduling of NEMO would give the execution
schedule depicted in Figure 4.4b. The reason it is able to execute the transactions more efficiently is
that it prioritizes the blocking transactions, in this case transactions tx3 and tz4, which resolves the de-
pendencies. NEMO still executed ¢z, concurrently to tx3, in order to keep all the workers busy and avoid
having any workers idle. This shows how prioritizing blocking transactions can lead to dependencies
being resolved earlier, which helps make the remainding workload more parallelizable.
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Figure 4.4: Comparison Between Different Execution Schedules

4.4. Transaction States

This section covers the different states a transaction can have in Block-STM and compares it to NEMO.
This helps show how the optimizations come together to shape NEMO, and how it is optimized for high
contention scenarios.

Before going into the different states a transaction can take in NEMO we first have to understand the
different states in Block-STM. Figure 4.5 illustrates the different transaction states in Block-STM and
how to transition from one to another.
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Figure 4.5: Block-STM Transaction States

All transaction are initially in the ReadyToExecute state, as Block-STM assumes all transactions are in-
dependent. The scheduler then prioritizes transactions based on their transaction index and schedules
them for execution, putting them in the Executing state. This execution can have one of two outcomes,
the first outcome is when an object marked as ESTIMATE is read which indicates that a dependency
was uncovered and takes the transaction into the Aborting state until the dependency is resolved. In
Block-STM a dependency is resolved when the blocking transaction is re-executed. The second pos-
sible outcome is a successful execution, in which case the transaction goes into the Executed state
resolving any dependencies other transactions may have on it. Once a transaction is executed it needs
to be validated, remaining in the Executed state until its validation task is scheduled. If the transaction
passes validation then it remains in the Executed, whereas if the validation fails then the transaction
goes into the Aborting state. This is different from the other way of getting to the Aborting state, as it
only stays in this state until all entries it wrote are marked with the ESTIMATE flag, which takes very little
time. Once that is done the transaction goes back into the ReadyToExecute state for the next incarna-
tion, as it needs to be re-executed. Block-STM finishes when all transactions are in the Executed state
and there are no more tasks left to be scheduled, in which case it proceeds to lazily commit the entire
block.

NEMO introduces two new states for transactions to be in. The first one is the Waiting state, which
is used to differentiate between the two ways to reach the Aborting state in Block-STM. The Waiting
state in NEMO is for transactions that are waiting on a dependency to be resolved, whereas the Aborting
state in NEMO is short-lived and used while a transaction is being aborted. The second state that NEMO
introduces is the Validated state, which is for transactions that have passed validation. This state is
needed, because in NEMO a dependency is considered resolved only once the blocking transaction has
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been validated and this state makes it possible to quickly check if that is the case. The different states
of NEMO and their transitions are shown in Figure 4.6.
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Figure 4.6: NEMO Transaction States

Transactions can either start in the ReadyToExecute state if there are no known blocking transactions or
in the Waiting state if the prior knowledge available shows a dependency. A transaction in the Waiting
phase remains in that state until all blocking transactions have passed validation. Similarly to Block-
STM, once a transaction is scheduled for execution it enters the Executing state. If the execution reads
an object marked as ESTIMATE, then it marks the dependency and goes into Waiting. If the execution
succeeds then one of two things could happen, the first option is that the transaction did not use any
shared objects in which case it can directly be committed bypassing validation altogether and reaching
a terminal state. This was the greedy commit rule discussed in Section 4.3.2. The second option is that
the transaction did use shared objects thus requiring validation, in which case it goes into the Executed
state. Transactions in this state wait for the validation task to be scheduled. If the validation passes then
the transaction goes into the Validated state and resolves any dependencies other transactions may
have on it. The Validated state is not necessarily a final state, as transactions may be re-validated. If
validation or re-validation fails then the transaction enters the Aborting state and marks all the objects it
wrote with the ESTIMATE flag. From there the transaction either goes back to ReadyToExecute for the
next incarnation if it does not depend on any transactions, or it goes into Waiting if it does. The latter is
only possible thanks to the extraction of knowledge that NEMO does even when execution is successful,
as described in Section 4.3.3. Having the transaction go back into Waiting until the dependency is
resolved avoids prematurely re-executing it. Once all transactions have either been committed or are
in the Validated state and there are no more tasks left, NEMO will commit the remaining transactions
concluding the epoch.

Comparing the lifecycles of NEMO and Block-STM, we notice that transactions can spend more time
blocked by others in NEMO than in Block-STM. This is accordingly with NEMO’s philosophy, as it tries to
be less optimistic than Block-STM and utilize all the available information to avoid doing unnecessary
work. Under high contention this should translate into higher throughput and fewer resource utilization.



Implementation Details

This chapter presents the implementation details of the NEMO protocol, written in Rust and incorporated
into the contention simulator. As discussed in Chapter 4, NEMO uses Block-STM [23] as a starting point
and so the first step was to implement Block-STM. We opted to re-write Block-STM in order to keep
the implementation simple and to stick as closely as possible to the pseudo-code from the paper. This
implementation also had to be adapted to work with the object data model and NEMO then uses it as a
starting point. The code for our implementation is publicly available *.

5.1. Contention Simulator

The contention simulator is a proprietary piece of software developed by IOTA 2, that makes it possible
to simulate blockchain workloads locally. This is extremely practical for developing blockchains, as
running a blockchain requires advanced hardware and several machines, making it hard to test if an
implementation is working as intended. The contention simulator allows us to generate synthetic work-
loads according to some parameters, have them go through consensus to output a block of transaction
and then simulate the execution of that block.

Transaction execution is problematic when developing software locally, as each transaction is executed
in a virtual machine. To avoid this the contention simulator instead allows us to simulate execution.
Instead of actually executing the transaction, the thread will simply sleep for a certain amount of time
and record the read/write sets of the transaction. For this to work the read/write sets of all transactions
have to be determined when the workload is generated, and only made available after execution to
simulate the discovery of information through execution. The limitation of this approach is that it forces
all incarnations of the same transaction to have the same execution duration and the same read/write
sets. This is not realistic, as transaction execution depends on the global state at that time which can
change from one incarnation to the next and there is always some randomness involved affecting the
duration. Nevertheless, transaction simulation simplifies things a lot and remains fairly realistic. Taking
into consideration that NEMO focuses on improving the scheduling of tasks, it makes sense to simulate
execution as that is not the focus of our work and should not affect the results in a significant manner.

5.2. Base Block-STM Implementation

The first step of the implementation was to have a working version of Block-STM that worked with the
object data model and interfaces properly with the contention simulator. For the Block-STM code we
tried to stick as closely as possible to the pseudo-code from the paper, in order to keep the implemen-
tation as straightforward as possible. To actually adapt Block-STM to the object data model requires
adapting how the global state is represented, but since we simulate execution by just sleeping the
thread we only need to change the Storage and MVMemory modules from Figure 4.1. In fact, since we
are not actually executing the transactions we do not care about the actual values of the objects and

Thttps://anonymous.4open.science/rlnemo-DFC2
2https://www.iota.org

27



5.3. Components of NEMO 28

simply need to store the version read. This means that we can remove the Storage module altogether,
and instead just identify that we would have read from storage when an object is not found in MVMemory.
The versions of the objects read and written needs to be kept track of, in order for the validation step to
have the intended effect. The pseudo-code of Algorithm 1 demonstrates the logic used for simulating
execution.

Algorithm 1 Simulated execution

1: function execute(txn)

2: sleep(txn.duration_ms) > Sleep thread
3 Scheduler.increment_num_executions() > Metric: Keep track of number of executions
4: read_set < {}

5: write_set < {}

6 for all access € txn.shared_objects do

7 if access is read then

8 result < SharedMemory.read(access.object_id, txn.txn_id) > Read from MVMemory

9: if result == ReadError(blocking_txn_index) then
10: return (blocking_txn_index, {},{}) > Uncovered dependency
11: else if result == Ok(version) then
12: read_set < read_set U {(access.object_id, version)}
13: else > result == NotFound
14; read_set < read_set U {(access.object_id, None)} > None means read from storage
15: end if
16: end if
17: if access is write then
18: write_set < write_set U {access.object_id} > Always write to MVMemory
19: end if
20: end for
return (None, read_set, write_set) > No blocking txn

21: end function

After simulating execution (line 2), we go through all the objects accessed by the transaction. This
simulates finding out about the read/write sets of a transaction through execution. If a dependency is
encountered then the index of the blocking transaction is returned (line 10). Otherwise we keep track
of the version of an object that was read, as it will be needed for validation. Crucially, the version None
indicates that the object was read from storage (line 14). We also keep track of all the objects the
transaction writes to. It is worth noting that an object access can be both read and write in which case
it is added to both sets.

Adapting the MVMemory module to work with the object data model is rather straightforward, because we
do not need to store the actual object values since we are simulating execution. Instead of the key of the
underlying map being (memory location, txn_index) it should be replaced with (object_id, txn_index).
Accessing the data stored in MVMemory should be done using the object_id, with the remaining logic
staying the same.

5.3. Components of NEMO

The implementation of NEMO is composed of several modules, in a similar manner to the core archi-
tecture of Block-STM as depicted in Figure 4.1. The first module is scheduler which is shared across
all threads, and is responsible for giving tasks to the different threads. This is done via the next_task
method, that worker threads will call once they are free. The executor module contains the logic that
runs on each worker thread, including the execution simulation. This module has to communicate with
the scheduler module but also the mvmemory module, which is the shared memory from/to which
transactions read/write.

The last module is the nemo module which interfaces with the contention simulator. Our implementa-
tion of NEMO was done in such a way to allow turning certain options on and off. So for example, nemo
takes in a boolean indicating whether priority scheduling should be enabled or not. This allows us to test
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out different versions of the NEMO protocol. In order for the protocol to fit with the rest of the contention
simulator it must derive the Executor trait, which enforces that it implement the execute transactions
method. This method takes in a block of transaction and produces a set result type. The nemo mod-
ule is also responsible for pre-processing and using random sampling to obtain the prior knowledge
about transactions. It then spawns the different worker threads and also joins them once they are all
done executing. Finally, it verifies that the final state is correct to ensure that the execution worked as
intended.

5.4. Failed Ideas

Before going on to the evaluation of the NEMO protocol, let us briefly discuss some ideas that were
experimented with but did not prove to be useful.

One idea was to invert the logic around the ESTIMATE marker. So whereas Block-STM adds the
ESTIMATE marker when a transaction fails validation, we tried making it such that the marker is added
on every write and removed when the transaction passes validation. This was an attempt to be more
pessimistic by considering every write to be uncertain until it had passed validation preventing other
transactions from using it prematurely. We envisioned that this would yield better performance for high
contention scenarios at the cost of performance in low contention scenarios, but instead found that it
gave worse performance in all scenarios whilst increasing the code complexity. As a result we decided
to remove it altogether.

Another idea was to split the block into several partitions, where execution of one partition could only
begin once the previous partition had been committed. The idea was that this would help break up
the long dependency chains to avoid cascading aborts. We predicted that having smaller partitions
would yield better performance for high contention but found no improvement in performance with a
significant increase in code complexity. This also meant that the block was no longer committed all at
once, and so the state validation had to be done after every partition which added significant overhead.
In the end we decided to remove it altogether.

There was also the idea to extend the partitioning idea with auto-scaling partitions, to fit the contention
level. This idea was inspired by the deterministic database paper Gria [44], that was discussed in
Section 3.2, and managed to implement such a feature. We never got around to implementing this
idea as the partitioning idea failed to be deliver performance.



Evaluation

In this chapter we evaluate the performance of NEMO and compare it state of the art. To this end, we
devised 6 different scenarios with varying levels of contention to understand how well it performs in
different settings and gathered a variety of metrics. The most important metric for our purposes is
throughput, as that is the main limiting factor for mainstream blockchain adoption. These experiments
look to answer the following questions:

Q1 What effect does adding more workers have? Is it the same for all protocols?
@2 What effect does prior knowledge have? How about partial prior knowledge?

Qs What effect does increasing the contention level have on performance? Is it the same for all
protocols?

Q4 |s NEMO able to outperform the state of the art? If yes, how?

6.1. Setup

Unless stated otherwise, all the evaluations are done locally using the contention simulator described
in Section 5.1, running on a MacBook Pro with a Apple M3 Pro chip with 18 GB of memory and 11 cores
(5 performance and 6 efficiency). All code was written in Rust and ran using release mode. Unless
stated otherwise, we ran 10 trials for every data point and computed the mean and standard deviation.
For all graphs we plotted the mean with the standard deviation being the error bars.

6.1.1. Metrics
To understand how well our system performs and in order to be able to compare it, we must record
certain metrics during execution. The following are the metrics collected:

Duration: This is the main metric we are interested in. We want our protocol to execute all the transac-
tions as quickly as possible. Taking the block size and dividing it by the duration gives the throughput,
measured in transactions per second (TPS). For NEMO and Block-STM [23] that lazily commit the entire
block at once, the duration is a direct measure of latency.

Number of Re-executions: This is only applicable for NEMO and Block-STM, and measures how many
times transactions are re-executed. We expect there to be an inverse relation between the number
of re-executions and duration, as more re-executions indicates more redundant work. Having fewer
re-executions but a longer duration could indicate that some workers are idle which represents an
inefficient use of the available resource and would warrant further investigation.

Number of Validations: This is only applicable for NEMO and Block-STM, as those are the only ones
with a validation phase. Similarly to the number of re-executions, having more validations indicates
more redundant work being done but does not necessarily mean a less efficient system. Being that
validation is a lot cheaper than execution, it is going to be less impactful on the overall duration. In fact,
it could be worthwhile to favor re-validation over re-execution.
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Number of Greedy Commits: This is only applicable for NEMO, as it was one of the optimizations made
(refer back to Section 4.3.2), and counts how many times the greedy commit rule is used for a given
workload. Whilst it is unlikely to be significant for high contention workloads, it may prove valuable in
other situations.

6.1.2. Parameters

There are a lot of parameters available to us for generating synthetic workloads with the exact charac-
teristics we are looking for. Let us cover all of the parameters available, their impact and the settings
used. A summary of this information can be found in Table 6.2.

Number of Transactions: The first and maybe the most obvious parameter is the number of trans-
actions. In general having more transactions will give more conflicting transactions and also longer
dependency chains, both increasing the contention level. However, more transactions also reduces
the random variations in measurements that can be caused by outliers. Unless stated otherwise, we
set the number of transactions to 5000.

Number of Workers: The number of workers affects how much work can be done in parallel. So
if there are 8 workers it means that 8 transactions can be executed simultaneously. Increasing the
number of workers can lead to increased throughput as more work can be done in parallel, but can
also result in more conflicting transactions being executed out of order leading to more re-executions.
There is no default setting as we will be varying the number of workers a lot in the different scenarios
to evaluate how it affects the performance of the various protocols. Of course, increasing the number
of workers will have no effect on sequential execution.

Computation Cost: As described in Section 5.1, we sleep threads to simulate execution. The com-
putation cost of a transaction is randomly sampled according to some distribution, and determines the
number of milliseconds the thread will sleep for. It is important to choose a setting that is realistic, as
it has a big impact on the throughput of the system. The available distributions to sample from are:
Constant and LogNormal, and unless stated otherwise we sample from the LogNormal(2.0,0.5) dis-
tribution. This gives an expected value of around 8.4, a median of around 7.4 and a 90th percentile of
around 14.0, which is the amount of milliseconds the thread will sleep for to simulate execution. This
gives us a distribution where most transactions have a short duration with some outliers that can last
significantly longer, simulating the natural variation between transactions.

Total Object Count: This parameter affects how many shared objects there are. In general having
a larger number will naturally mean the workloads are less contended, whereas a smaller number of
objects will result in more contention. Of course it is not the only parameter affecting the contention
level. Unless stated otherwise this is set to 20 as it offers a good amount of freedom to generate
workloads of varying contention levels.

Number of Objects per Transaction: The number of objects per transaction is randomly sampled from
a distribution and affects how many shared objects each transaction uses. This represents the number
of objects that are a part of the exhaustive set of objects a transaction can use during execution. The
available distributions are: Constant, Poisson and LogN ormal. Each transaction randomly samples an
integer according to the distribution where a larger number will result in a higher likelihood of conflicts.
If the transaction samples 0 then it indicates that it does not touch the shared state and represents
a simple transaction, as described in Section 2.4.1. The distribution and its parameters have to be
chosen carefully in combination with the total object count and are vital in creating scenarios of different
contention levels.

Object “Hotness”: The “hotness” of an object determines its likelihood to be used by a transaction. A
hot object has a high likelihood of being used by a transaction. This likelihood is defined by a distribution
and once the number of objects used by a transaction is set, it must sample that many times from
this distribution to determine which object it uses (without duplicates). The available distributions are:
Uniform and Zipf. The distribution and its parameters have a big impact on the nature of the conflicts,
going hand in hand with the number of objects per transaction distribution.

Read Frequency: Once a transaction has sampled how many and which object it uses, it must then
determine whether it reads the object, writes to the object or both. The read frequency is a decimal
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between 0 and 1 indicating the probability that a transaction only reads an object. For every object it
uses, it randomly samples to determine if it only reads the object or if it also writes to the object. This
affects the frequency of conflicts, as a conflict occurs when a transaction reads and another transaction
writes. Unless stated otherwise, we set the read frequency to 0.35 which gives each shared object used
a 35% chance of only being read.

Read Frequency Given Write: This parameter only comes into play if an object access was sampled
as not being read only. Then it must determine whether it only writes or it also reads. This parameter
is a decimal between 0 and 1 that determines how likely it is to read from an object given that it already
writes to it. Unless stated otherwise, we this to 0.65 which gives each shared object being written
a 65% chance of also being read. Combined with the read frequency this means that every shared
object used by a transaction has a 77.25% chance of being read and a 65% of being written to. This
information is displayed in Table 6.1.

Event Expression Probability
Only Reading P(RN—-W) 0.35
Only Writing P(-RNW) 0.2275
Both Reading and Writing P(RNW) 0.4225
Total Reading P(R)=P(RNW)+ P(RN-W) 0.7725
Total Writing PW)=PRNW)+ P-RNW) 0.65

Table 6.1: Probabilities of Reading and Writing Objects

Percentage Actual Access: For each object in the exhaustive read/write set, this parameter deter-
mines the likelihood of the transaction using it during execution. It is given as a decimal between 0 and
1, where a smaller number will indicate a greater overestimate by the exhaustive set and setting it to 1
means no overestimate. Unless stated otherwise, we set this parameter to be 0.9 giving each object
in the exhaustive read/write set a 90% chance of being used during execution.

Percentage Prior Knowledge: This controls the likelihood of an object access being known ahead of
time. This is given as a number between 0 and 100, where 0 means that there is no prior knowledge
and 100 means that there is complete prior knowledge of all the read/write sets. For every object
access we sample a number between 0 and 100, and if it is less than the percentage prior knowledge
parameter, then the object access is added to the set of prior knowledge. This way we can simulate
having partial knowledge of a transaction’s read/write sets ahead of time. We also experimented with
having complete prior knowledge for some transactions and no prior knowledge for others, where the
percentage affects how likely a transaction is to have complete knowledge, but felt like that was less
realistic. As described in Section 4.3.4, having partial knowledge of transactions’ read/write sets is
realistic when using the object data model and this parameter helps us figure out the impact that it has
on performance.

Table 6.2 contains a summary of all the parameters discussed.

Parameter Effect Default Setting
Num. Transactions Block Size 5000

Num. Workers Amount of Transactions Executed Simultaneously Varying
Computation Cost Simulated Execution Duration LogNormal(2.0,0.5)
Total Object Count Amount of Shared Objects Available 20

Num. Objects per Transaction Number of Shared Objects used per Transaction Scenario Dependent
Object “Hotness” Likelihood of using an Object Scenario Dependent
Read Frequency Likelihood of only Reading Shared Objet 0.35

Read Frequency Given Write Likelihood of Reading & Writing Shared Object 0.65
Percentage Actual Access Likelihood of Using Object from Exhaustive Sets 0.9
Percentage Prior Knowledge Likelihood of Having Prior Knowledge About Shared Object Access Varying

Table 6.2: Summary of Parameters
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6.1.3. Baselines

Alongside the results of NEMO we also plot the results for sequential execution, Block-STM and a PCC
baseline. We chose to compare it to sequential execution to get an idea of how much work is being
done in parallel. The ideal scenario would be for the throughput to scale linearly with the number of
workers which is unlikely to happen, but we can see how far away we are from that. We compare NEMO
to Block-STM as it is currently the state of the art OCC execution engine that NEMO looks to build upon.
We also plot the PCC baseline to get an idea of how well NEMO does compared to Sui execution.

We chose not to implement Sui execution in its entirety since there is no pseudocode available and so
it would require diving deep into the Sui production code. Instead we implemented the PCC baseline,
which uses the exhaustive read/write sets to enforce the causal order between conflicting transactions.
Unlike NEMQ, this can be done without having to sleep threads to simulate execution and the execution
duration can be determined from adding all the transaction durations that were scheduled on the same
worker. This way of determining the execution duration is practical since it takes a lot less time, but
means that the implementation has zero overhead. As a result, the performance of the PCC baseline is
likely superior to that of Sui execution. Similarly to Sui execution, a transaction is only ready to execute
after all its dependencies have been executed. The scheduling logic is different however, as Sui relies
on the tokio ' library to schedule tasks, which it does in a non-deterministic manner. The PCC baseline
schedules transactions based on when they first became ready and assigns them to the next worker
that is free. We do not expect this difference in scheduling to have a drastic impact on performance,
and so PCC baseline should give a good idea of how Sui execution would perform.

We would expect sequential execution, Block-STM and PCC baseline to have the same performance
regardless of the percentage prior knowledge, since none of them makes use of this prior knowledge.
As such, in an experiment where we vary the percentage prior knowledge we would expect the base-
lines to give a perfectly horizontal line where any variation is purely noise that comes from random
sampling. When evaluating the throughput of NEMO it is then more telling to compare it to the baselines,
rather than looking at the numbers in isolation. For graphs showing the number of re-executions we
will not include the PCC baseline and sequential execution they never re-execute transactions.

The code for all the baseline implementations along with the code for NEMO is publicly available 2.

6.2. Scenarios

In order to evaluate the performance of NEMO under different conditions, we devised 6 different scenarios.
Each scenario specifies the parameters it uses, and if a parameter is not specified then it means that
the default value listed in Table 6.2 was used.

6.2.1. Single Worker

The first scenario consists of using a single worker to prevent any sort of parallelism and get an insight
into the overhead of the different protocols. For this scenario we set the prior knowledge percentage to
always be 0. In order to ensure that none of the transactions make use of the greedy commit rule, we
set the number of objects used per transaction to always be 1. The parameters for this scenario can
be found in Table 6.3.

Parameter Setting
Num. Transactions 1000
Num. Workers 1
Num. Objects per Transaction Constant(1)
Object “Hotness” Uniform
Percentage Prior Knowledge 0

Table 6.3: Parameters for Single Worker Scenario

We opted to lower the number of transactions to 1000 in order to speed up the experiments without

Thttps://crates.io/crates/tokio
2https://anonymous.4open.science/r/nemo-DF C2
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having a noticeable impact on the results. For this scenario we only care about the throughput since
no transactions fail validation which means that the number of re-executions is always going to be 0.
The results can be found in Table 6.4.

Protocol Mean (TPS) Standard Deviation
Sequential Execution 127.21 1.90
Block-STM 106.36 1.62
PCC Baseline 127.21 1.90
NEMO 106.09 1.42
NEMO w/o priority scheduling 106.63 1.79

Table 6.4: Results for Single Worker Scenario

Looking at the results in Table 6.4, we see that NEMO does introduce some overhead compared to
sequential execution, but that the overhead is similar to that introduced by Block-STM. So while a
16.6% overhead is significant, the gains from being able to parallelize execution will outweigh it and
NEMO is on par with the state of the art. As expected, the PCC baseline does not introduce any overhead.

6.2.2. Fully Parallelizable

The fully parallelizable scenario is the best case scenario for Block-STM, as its very optimistic assump-
tion holds. The goal of this experiment is to see how well NEMO is able to scale in ideal circumstances,
even if those are not realistic.

Parameter Setting
Num. Workers Varies
Num. Objects per Transaction Constant(0)
Object “Hotness” Uniform
Percentage Prior Knowledge 0

Table 6.5: Parameters for Fully Parallelizable Scenario

The parameters for this scenario can be found in Table 6.5. To ensure that the workload is fully par-
allelizable we set the number of objects per transaction to always be 0. Once that is set the object
hotness has no effect. Similarly the percentage prior knowledge also has no effect. The only setting
that varies for this scenario is the number of workers, for which we tried 4, 8, 12 and 16. The only metric
we measured was throughput, since the number of re-executions is always 0 and every transaction is
greedily committed.
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Figure 6.1: Fully Parallelizable Scenario Results

Looking at the results shown in Figure 6.1, we see that NEMO performs identically to Block-STM for fully
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parallelizable workloads but worse than the PCC baseline. This was expected as PCC baseline does
not have any overhead. Comparing NEMO to Block-STM we see that both scale linearly (with overhead)
with the number of workers, and since NEMO uses the greedy commit rule it should have lower latency.

6.2.3. Low Contention

This scenario looks to simulate a realistic baseline contention where there is some limited contention.
This is to evaluate the performance of NEMO under regular conditions to ensure that we did not over-
optimize for high contention workloads.

Parameter Setting

Num. Workers Varies

Num. Objects per Transaction LogNormal(0.25,0.25)
Object “Hotness” Uniform
Percentage Prior Knowledge Varies

Table 6.6: Parameters for Low Contention Scenario

The parameters for the low contention scenario can be found in Table 6.6. We chose to sample the
number of objects per transaction (N) from N ~ LogNormal(0.25,0.25), giving us an expected value
of around 1.33, a median of around 1.28 and a 90th percentile of around 1.77. The object hotness (H)
samples from H ~ Uniform to give all shared objects the same likelihood of being used. Combining
these two settings should give little contention that is evenly spread across the shared objects. We
then varied the number of workers (4, 8, 12 & 16) as well as the prior knowledge percentage (0%, 25%,
50%, 75%, 80%, 85%, 90%, 95% & 100%).
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Figure 6.2: Low Contention Scenario: Number of Re-executions vs % Prior Knowledge

Looking at the number of re-executions, shown in Figure 6.2, we see that having partial knowledge
can actually cause the number of re-executions to rise when using priority scheduling. Whilst this
may be surprising at first it does make sense, as the priority scheduling is based on the number of
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known dependencies. This means that a later transaction that is known to block another one will
be scheduled before a earlier transaction where no dependencies are known. This is the intended
behavior, but in a setting with limited prior knowledge it often means that the earlier transaction does
block other transactions but that we are not aware of it. This results in a lot of conflicting transactions
being executed out of order which explains the increase in the number of re-executions. On the other
hand, when priority scheduling is not activated we see that having partial prior knowledge is successful
in reducing the number of re-executions.

Another interesting point is that increasing the number of workers tends to increase the number of
re-executions overall. This makes sense, as having more transactions executing at the same time
means it is more likely for transactions to be executed out of order. This effect is more pronounced for
Block-STM than for NEMO.
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Figure 6.3: Low Contention Scenario: Throughput vs % Prior Knowledge

Looking at the resulting throughput, shown in Figure 6.3, we see that the PCC baseline achieves the
best throughput. Increasing the prior knowledge leads to a marginal improvement in the throughput of
NEMO, such that it is able to outperform Block-STM but not the PCC baseline. We can also see that in
order for priority scheduling to work effectively, it is crucial to have complete prior knowledge as that is
the only setting for which it outperforms Block-STM.

The results show that there is an inverse relation between the number of re-executions and throughput,
although it is not very pronounced. This is because in a low contention setting, the number of re-
executions is low overall as the optimistic assumption that all transactions are independent is closer to
holding. In fact, we notice that as the number of workers increases the benefit of partial prior knowledge
grows. This is because when keeping all other parameters the same, increasing the number of workers
leads to more out of order execution requiring more re-executions.

6.2.4. Medium Contention
For the medium contention scenario we want to increase the congestion level, and simulate a scenario
where some objects are more commonly used than others. To do this we kept all the parameters the
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same except for the number of objects per transaction and the object hotness.

Parameter Setting

Num. Workers Varies

Num. Objects per Transaction LogNormal(0.5,0.5)
Object “Hotness” Zipf(20,1.1)
Percentage Prior Knowledge Varies

Table 6.7: Parameters for Medium Contention Scenario

Table 6.7, contains the parameters for this scenario. The number of objects per transaction (N) now
samples from N ~ LogNormal(0.5,0.5), giving an expected value of around 1.87, a median of around
1.65 and the 90th percentile is around 3.13. The object hotness (H) is sampled from H ~ Zipf(20,1.1),
where the 20 comes from the total number of objects default value. The second parameter affects
how skewed the distribution is. This gives us that the hottest object has around a 31% chance of being
sampled, the second hottest around a 15% chance and the third around a 9% chance of being sampled.
This is already quite skewed, which is why we only slightly increased the expected number of shared
objects used compared to the low contention scenario, as the skewed object hotness will already result
in higher contention.
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Figure 6.4: Medium Contention Scenario: Number of Re-executions vs % Prior Knowledge

Looking at the number of re-executions, shown in Figure 6.4, we find a similar trend as in the low
contention scenario but with a higher number of re-executions across the board. This advantages
NEMO which is able to halve the number of re-executions when given 80% prior knowledge. With priority
scheduling, we see that it starts outperforming Block-STM at 75% prior knowledge for 16 workers. This
indicates that it performs better relative to Block-STM when there are higher number of re-executions
and is promising for the high contention scenario.
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Figure 6.5: Medium Contention Scenario: Throughput vs % Prior Knowledge

Looking at the resulting throughput, shown in Figure 6.5, we see that the PCC baseline performs the
best for 4 workers but that it does not do as well as the others when the number of workers increases,
to the point that it performs the worse than Block-STM for 16 workers. Increasing the prior knowledge
leads to a significant increase in throughput for NEMO when priority scheduling is disabled. When priority
scheduling is enabled, we see that complete prior knowledge is required to outperform Block-STM. This
explains why Chiron [32] opted to fall back on Block-STM after one failed validation, as that indicates
incomplete or incorrect prior knowledge. When operating with full prior knowledge we see that priority
scheduling is beneficial and achieves a higher throughput than when it is disabled.

6.2.5. High Contention

This scenario is the most important, as it was the scenario for which NEMO was optimizing for. This
scenario looks to simulate the hot spot problem, a defining feature of blockchain workloads in which
highly skewed data accesses lead to a highly contended workload [27]. The parameters used for this

scenario are the same as for the medium contention scenario except for a more skewed object hotness,
and can be found in Table 6.8.

Parameter Setting

Num. Workers Varies

Num. Objects per Transaction LogNormal(0.5,0.5)
Object “Hotness” Zipf(20,2.5)
Percentage Prior Knowledge Varies

Table 6.8: Parameters for High Contention Scenario

The object hotness (H) now samples from H ~ Zipf(20,2.5) which is more skewed than previously.
This gives us that the hottest object has around a 75% chance of being sampled, the second hottest
around a 13% chance and the third around a 5% chance of being sampled.
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Looking at the number of re-executions, shown in Figure 6.6, we find a similar trend as we did for the
medium contention scenario only more pronounced. We find that NEMO with priority scheduling performs
a lot better relative to Block-STM as it did for the previous scenarios.

Looking at the resulting throughput, shown in Figure 6.7, we see that increasing prior knowledge leads
to increased throughput and that even partial knowledge can lead to a significant performance gain.
This is a similar trend to that observed for the medium contention scenario, but even more pronounced
as for 8 workers NEMO without priority scheduling already significantly outperforms Block-STM at 75%
prior knowledge with a throughput of 664 TPS compared to 573 TPS for Block-STM which represents
a 15.9% improvement in throughput. As was the case for medium contention, we observe an inverse
relation between the number of re-executions and throughput. We also find that NEMO with priority
scheduling is able to reach the best peak performance, as it is able to reach the best performance with
full prior knowledge. Whilst it still suffers a severe drop in performance when the prior knowledge is
incomplete, that is less pronounced as for the medium and low contention scenarios. With full prior
knowledge we find that for 8 workers NEMO reaches 848 TPS compared to 565 TPS for Block-STM
which is a 50.1% improvement in throughput. This significantly outperforms the 30% improvement that
Chiron [32] was able to achieve using hints. When comparing NEMO to the PCC baseline we find see
that it is only able to outperform it when there is a high percentage of prior knowledge available. When
given full prior knowledge with 16 workers NEMO is able to outperform the PCC baseline by 35.0%.
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Figure 6.8: High Contention Scenario: Throughput vs Num. Workers

We were also interested in seeing if adding more workers could lead to more throughput. Figure 6.8
plots the throughput of the various protocols against the number of workers for different prior knowledge
percentage levels. From these graphs we can see that adding more workers would not yield higher
throughput except if there is full prior knowledge available. For the 75% and 90% prior knowledge
setting we can see that throughput has actually already plateaued since having 12 workers.

6.2.6. Delft High Performance Computing (DHPC)

In order to reduce the overhead experienced by NEMO we also ran experiments on a more powerful
machine. We made use of the Delft High Performance Computing (DHPC) center [1] with 2GB of
memory per CPU. The scenario ran was in between the medium and high contention scenario, and the
full list of parameters can be found in Table 6.9. For this experiment we opted to only run 5 trials per
data point instead of the usual 10, due to the limited access we had to the DHPC center.

Parameter Setting

Num. Transactions 10000

Num. Workers Varies

Num. Objects per Transaction LogNormal(0.5,0.5)
Total Object Count 50

Object “Hotness” Zipf(50,2.0)
Percentage Prior Knowledge Varies

Table 6.9: Parameters for DHPC Scenario

We chose to increase the number of objects to 50 and to change the object hotness to lower the
contention level slightly to compensate for increasing the number of transactions to 10,000. This results
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in the hottest object having around a 63% chance of being sampled, the second hottest around a 15%
chance and the third around a 7% chance of being sampled. Lowering the contention level ever so
slightly allows us to experiment with larger numbers of workers which the DHPC can handle.
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Figure 6.9: Number of re-executions depending on assumed proportion of prior knowledge

Looking at the number of re-executions, shown in Figure 6.9, we see similar results to that found for
the medium and high contention scenarios. This indicates that the amount of redundant work done by
NEMO and Block-STM is of the same order as it was when we were experimenting locally.
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Figure 6.10: Execution throughput depending on assumed proportion of prior knowledge

Looking at the throughput, shown in Figure 6.10, we see similar results to those found for the medium
and high contention scenarios except that the PCC baseline performs a lot worse relative to NEMO and
Block-STM. In fact, we see that for 16 workers Block-STM is able to outperform the PCC baseline.
This is because the PCC baseline experiences zero overhead because of its implementation, but that
advantage is reduced when running experiments on the DHPC. This gives us a better indication of the
performance of the PCC baseline, and we can see that for 16 workers NEMO achieves a 27.1% higher
throughput at 75% prior knowledge and a 60.8% higher throughput for 100% prior knowledge.

L400] ~E- Block-STM -%- Block-5TM 220073 Block-STM
% NEMO_no_pq 1400 & NEMO_no_pq S f— 2000} & NEMO_no_pq
3- Sequential - sequential - - 1800 “# Sequential

- PCC Baseline 1200] —F~ PCC Baseline - PCC Baseline

12001

Throughput (TPS)
Throughput (TPS)
Throughput (TPS)

12 1 12
Num. Workers Num. Workers Num. Workers

(a) 75% Prior Knowledge (b) 90% Prior Knowledge (c) 100% Prior Knowledge

Figure 6.11: DHPC: Throughput vs Num. Workers



6.3. Results Discussion 42

We also experimented with having more than 16 workers to see if adding more workers could increase
throughput further. Looking at the results in Figure 6.11, we see that throughput mostly stagnated when
increasing the number of workers from 16 to 24 except for the case when there is full prior knowledge.
This indicates that having more workers would not increase throughput and that having 16 workers is
better suited for this workload.

6.3. Results Discussion
Based on these evaluations we can answer the questions devised at the start of this chapter.

Q1: What effect does adding more workers have? lIs it the same for all protocols?

Regarding @, throughout the experiments we observed that increasing the number of workers leads
to an increase in throughput except for sequential execution. Across the different scenarios we saw
that all other things being equal, increasing the number of workers led to increased contention. This
was most noticeable when looking at the number of re-executions for NEMO and Block-STM. This meant
that increasing the number of workers did not yield a linear increase in throughput and eventually
performance plateaued. We can conclude that the number of workers should be chosen wisely to
maximize performance without having unnecessary costs.

Q2: What effect does prior knowledge have? How about partial prior knowledge?

For Q> we can say that prior knowledge leads to an increased throughput, but we did uncover that
partial prior knowledge has a negative impact on NEMO when using priority scheduling. From that we
can conclude that priority scheduling should only be used if there is a high amount of prior knowledge
available. When using NEMO without priority scheduling, we found that partial prior knowledge was
effective at reducing the number of re-executions and that it translated to throughput.

Q3: What effect does increasing the contention level have on performance? Is it the same for all
protocols?

Regarding @3, the evaluations showed that increasing the contention level decreased the throughput
across the board. Comparing NEMO to the baselines we see that relative to the protocols, NEMO performs
a lot better under high contention. This is due to the increased impact that prior knowledge has on
performance. We also found that the PCC baseline was the most negatively affected by contention, as
it had the best throughput for low contention but was outperformed by Block-STM and NEMO for high
contention.

Q4: Is NEMO able to outperform the state of the art? If yes, how?

Regarding )4, we can say that yes NEMO was able to outperform the state of the art and that it was most
significant for high contention workloads. Comparing NEMO to Block-STM we saw that NEMO was able
to reduce the number of re-executions across all scenarios, which translated to increased throughput.
The largest difference was found in the high contention scenario with 8 workers where NEMO achieved
a 30.9% higher throughput than Block-STM when given 90% prior knowledge and a 50.1% higher
throughput when given full prior knowledge. Comparing NEMO to the PCC baseline, we saw that NEMO
had a lower throughput for low contention workloads but a higher throughput for high contention. As
mentioned in Section 6.1.3, the implementation of the PCC baseline has zero overhead. This effect
was minimized when using the DHPC center to run the experiments. This gave us that for 16 workers
NEMO was able to achieve a 45.4% higher throughput than the PCC baseline for 90% prior knowledge
and a 60.8% higher throughput when given full prior knowledge.

Overall the evaluation showed that NEMO was able to perform well in a variety of scenarios, and was
able to outperform state of the art protocols by using partial prior knowledge. We also found that while
priority scheduling was able to achieve the best performance when full prior knowledge is available, its
performance dropped massively when there was only partial prior knowledge available. This indicates
that priority scheduling should only be used if full prior knowledge is available, and explains why Chiron
[32] is only used for straggler execution. We did find however that NEMO without the priority scheduling
was able to benefit greatly from partial prior knowledge which is encouraging because as explained in
Section 4.3.4, obtaining partial prior knowledge is definitely realistic when using the object model.



Conclusion

Throughput remains the limiting factor for mainstream blockchain adoption, with execution being the
current bottleneck. The root of the issue is the skewed data access that is typical of blockchain work-
loads and leads to increased contention levels. This limits the parallelism available in the workload and
requires concurrency control to ensure that all validators end up in the same state. The purpose of this
thesis was first to research the current state of the art blockchain execution protocols, understanding
their strengths and weaknesses. From there we designed NEMO to build upon the state of the art, specif-
ically targeting high contention workloads. We also implemented the NEMO protocol and evaluated it
for a variety of workloads, comparing it to the current state of the art. The results indicate that NEMO
effectively advances the state of the art for high contention workloads.

Let us circle back to the beginning of this thesis and address the research questions. Below are the
research questions asked, and a summary of their answers.

RQ1: What are the characteristics of high contention workloads?

Blockchains have highly skewed data accesses which creates contention between transactions. Hav-
ing such hot spots results in a high number of conflicting transactions that require concurrency control.
This limits the parallelism available in the workload. Consequently, both optimistic and pessimistic con-
currency control experience drops in performance for high contention workloads, limiting the throughput
of blockchains.

RQ,: Where does the current state of the art fall short? What are their limitations?

The current state of the art blockchain execution protocols are able to use parallel execution, but strug-
gle for high contention workloads. They are either too pessimistic, failing to exploit the limited paral-
lelism available or they are too optimistic, resulting in a lot of redundant work being done. Optimistic
approaches have shown more promise, but fail to use all of the available information.

RQ3: How can we maximize parallel execution whilst managing conflicts? And how can we effectively
manage these conflicts?

This thesis demonstrated how optimistic concurrency control could be enhanced with knowledge about
dependencies to avoid known conflicts. This relies on the use of the object data model that increases
parallelism and enables obtaining prior knowledge about the transactions’ read/write sets. Leveraging
this information allows NEMO to remain optimistic whilst avoiding cascading aborts that typically plague
optimistic protocols under high contention.

Ultimately, we have concluded that intelligent parallel execution can be used to maximize the throughput
of blockchain execution for high contention workloads, with the design and implementation of NEMO
contributing to the state of the art.
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7.1.

Future Work

As with all research, there are limitations to this work that warrant further investigation. The most
obvious continuation of this work, is to build on the evaluation of NEMO using it on real workloads. This
could then be extended to using a variant of the NEMO protocol in production depending on the results.
This however consists more of engineering work than research.

The following points provide ideas for future research:

One of the main contributions of NEMO is the use of partial prior knowledge to reduce redundant
work. While we are confident that such knowledge can be extracted statically, there is currently
no work doing so. Researching how static analysis can be used to extract the partial prior knowl-
edge used by NEMO is an idea for future work. This work would likely have a large emphasis on
engineering however.

Our evaluation showed that while NEMO performed the best for high contention workloads, it was
the PCC baseline that had the best performance for low contention workloads. Having some
mechanism to identify the contention level of a workload and automatically adapt the execution
protocol could be an area of research. This could involve tweaking the parameters of the protocol,
similar to how Gria [44] auto-scales the batch size, or could mean changing protocols altogether.

One of the main limitations of NEMO is its reliance on shared memory. This is problematic as it
limits the number of workers and prevents it from scaling out horizontally. Research has already
been done on sharded execution, but approaching it with the knowledge of NEMO and focusing
on high contention workloads could yield interesting results. This could involve clustering con-
flicting transactions to have them all on the same machine and/or postponing highly conflicting
transactions to create isolated clusters.

NEMO focuses on improving the scheduling of execution and relied on simulated execution for the
performance evaluation. Transaction execution for blockchains is a field ripe for research. One
idea could be to use the information gained from a previous execution of a transaction to speed
up re-execution. This was something explored by DOCC [20], which used data pre-fetching to
speed up transaction re-execution for deterministic databases. Similar concepts could be used
to enhance NEMO by speeding up transaction re-execution.

NEMO introduced the greedy commit rule, identifying that simple transactions will always be inde-
pendent. Currently, these transactions are able to take a fast-path to be executed as soon as
possible. Research could be done to see if these transactions could instead go to a buffer when
all workers are busy with complex transactions. The transactions in the buffer could then be ex-
ecuted when there are idle workers. This would increase the latency for simple transactions in
order to have better resource utilization.

The result of NEMO execution is equivalent to sequentially executing the output of consensus,
restricting the scheduler’s ability to parallelize the workload. Developing a protocol that is deter-
ministic, but that effectively utilizes transaction reordering to maximize throughput is a potential
avenue for research.

Finally, a paper surveying the field of blockchain execution could be interesting to gather all of the
information in one place. This could also include benchmarking the work surveyed to compare the
performance of the different approaches and to establish the current state of the art performance.
This field is rapidly evolving with new papers being published all the time, and yet there has been
no survey paper written as of now.

Although we have highlighted several potential directions, the scope for future work remains wide and
goes beyond the ideas listed.
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Additional Graphs

This appendix contains some graphs that were made, but that we did not discuss in the evaluation
section due to their minimal significance. Instead we include them in this appendix for completeness.

Low Contention Scenario
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Figure A.1: Low Contention Scenario: Throughput vs Num. Workers

Figure A.1 shows that for this scenario all protocols (except sequential execution) would benefit from
having more workers. There is no indication of a plateau and throughput appears to scale linearly with
the number of workers.

Medium Contention Scenario
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Figure A.2: Medium Contention Scenario: Throughput vs Num. Workers

Figure A.2 shows that for this scenario increasing the number of workers would likely increase the
throughput for all protocols (except sequential execution). However, we can already see a decline in
the benefit of adding more workers indicating that a plateau is approaching.
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