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Abstract

This thesis explores the integration of (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM)
in Body Coupled Communication (BCC) using the Galvanic Coupling (GC) method. The goal is to
provide a method of private communication in a noisy channel for devices in and around the human
body. Various parameters, including frequency, electrode dimensions, electrode inter-distances, and noise
levels, are evaluated. Results demonstrate that FSCSSM allows reliable communication in highly noisy
channels, achieving a data rate of 9.6 kbps at a Signal-to-Noise Ratio (SNR) of -9dB. The impact of body
composition is highlighted, showing its significance in single-body communication. The communication
in single-body is extended by evaluating body-to-body communication, enabled by touch, as well. This
research provides valuable insights for designing robust BCC-FSCSSM systems.
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Preface

In our daily lives, we often gravitate towards the latest technologies and gadgets, embracing the newest
trends without fully considering how these ”things” communicate and exchange information. Many users
lack the knowledge or motivation to understand the extent of privacy risks associated with using new
digital consumer applications. As someone who values privacy, I believe that the engineering community
should play a role in safeguarding the privacy of their product’s users.

Body Coupled Communication, a field of research dating back to at least 1996 (which happens to be my
birth year), initially focused on private communication. However, upon further exploration, I discovered
that over the years, the emphasis on body communication has often prioritized data rate rather than
privacy. This led me to take a step back and contemplate the possibility of developing a novel method
for reliable and private body-coupled communication. In my view, establishing a strong foundation will
ultimately enable the creation of a system with data speeds tailored to specific applications, rather than
the other way around.

When I contemplate the potential of body-coupled communication, my imagination runs wild with
possibilities. By confining signals within the body, we not only enhance privacy in communication but
also alleviate congestion in free-space bandwidth. In crowded areas, for instance, playing music through
Bluetooth headphones can lead to interference when many individuals are using Bluetooth-based wear-
ables like smartwatches and headphones. These wearables typically do not require high data rates, and
they consistently make contact with the human body, making them ideal candidates for body-coupled
communication. Being able to contribute to technologies that benefit human beings and have the poten-
tial to reach a wide range of users is something that truly excites me.

Drawing inspiration from the concept behind LoRa, I aim to apply my skills as a student of Electrical
Engineering and Embedded Systems. This project will involve delving into Chirp-Spread-Spectrum
communication methods, designing hardware, and programming embedded devices, all to explore and
implement body-coupled communication.

My general interest lies within engineering, not research. For that reason, I looked up to doing a master’s
thesis because of the vast amount of research that has to be performed. But, in the end, I’m grateful
that my supervisors gave me this opportunity and handed me a topic which I found very interesting
after all. I would like to thank, Dr. Sujay Narayana and Dr. RangaRao Venkatesha Prasad, for taking
the time with me, sitting down with me to find this very suitable and challenging topic and helping me
to accomplish my work. A special thanks to Dr. Sujay Narayana for being in contact with me daily and
guiding me through this process.

Also, during work, I had a lot of help from fellow students for gathering data. I would like to thank them
for their patience, time and help. Lastly, I could not close off this section without thanking my friends
and family for supporting me over the last period in which I worked on this thesis.

Mart Haarman

Delft, The Netherlands
20th January 2024
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Chapter 1

Introduction

By the day, the number of devices with the need for communication with one another increases. Part
of these devices focus on applications in and around our bodies. With the growth of the number of
devices and the Internet of Things (IoT), the necessity for private communication is not far behind. Just
a few months ago it became known that Neuralink, a startup founded by the famous Elon Musk, has
obtained approval from the U.S. Food and Drug Administration (FDA) to start clinical trials with brain
implants[43]. These brain implants have the purpose of allowing the brain(human) to communicate with
computers. At the time of their publication, a team of neuroscientists in Swiss allowed a paralysed man
to walk again using a wireless, digital bridge between brain implants and the muscles[36]. The implants
in his head communicate wirelessly with a headset. These forms of communication between man-made
devices should be reliable and secure since human safety is an important, involved factor. But also, this
communication should be private since it could contain sensitive information and the communication
should also not be interrupted by an occupied bandwidth. In this thesis, I’m trying to provide a secure
and stable method for wireless communication between devices in and around the body using Body
Coupled Communication (BCC). BCC has two important advantages. First, it is a more private form
of communication than Radio Frequency (RF) by coupling the signal to the body and preventing signal
leakage. Second, bandwidth gets occupied only in, and very near to, the human body, preventing the
flooding of available bandwidth in free space. This thesis will propose a method for a very robust and
reliable means of using BCC, which allows applications to use BCC in the future for every use.

1.1 Background

This thesis combines (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) with Body
Coupled Communication (BCC) as a novel approach for private communication. A bit of background is
provided here on both these topics to understand what BCC is, why it has a private characteristic and
what FSCSSM does to make BCC reliable.

1.1.1 Body Coupled Communication

Data transfer between devices can happen wirelessly or using wires. Bluetooth and WiFi are the most
commonly known forms of wireless communication. For wired communication, a landline or internet
cable are commonly known examples. Wired communication is fairly secure and cannot be sniffed unless
physically making a connection with the wire. Wireless communication, however, is all around us and
an attacker can pick up any signal that devices around transmit or receive. Although these signals are
often encrypted, they still contain information that can be of use and encryption can be broken.
Devices in and around the body that need communication with other devices can choose between wires
and wireless but wires cause practical implications. For implants, for example, wireless is preferred such
that they can be placed with minimal occupation of space and wires sticking out of a human body are
not ideal and could even be dangerous (think of getting caught up by something). Because a human
body is constantly moving, a cable could wear out or limit movement.
Wireless communication might sound like the perfect solution. A downside is that wireless communic-
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ation is often power-hungry and uses bandwidth that other devices might also want to use. Moreover,
the signal is radiating in all directions and does not form a direct link between the transmitting and
receiving devices. The latter can be used to intercept a signal.
Body Coupled Communication (BCC) is a means of communication with aspects of both wired and
wireless communication. No physical wires are used but the signal does not radiate out in free-space so
it cannot be intercepted without physical touch. In BCC, a signal is coupled to the human body (or any
subject) and all the receiving devices are touching the same body to receive the signal.

The idea of BCC was first found by Zimmerman in 1996 [60]. In his paper, he describes that two
researchers formed the idea of transmitting data through the body. One research focused on finding
a means to interconnect body-borne information appliances, while the other group looked into apply-
ing electric field sensing for position measurement. From the two works, it was concluded that the
Electromagnetic (EM) field that propagates through the body can carry information, implying that data
can be transmitted using this EM field.

In BCC, either an EM field, a current or both are propagating through the human body from the
transmitter to the receiver. Using low frequencies and low transmission power, the signal does not leak
into the free space. Frequencies range from about 20kHz to about 30MHz but, as will be seen later on,
more ranges have been studied as well.

To fully grasp what is propagating through the human body, one needs to understand the concept
of EM waves. These waves are a type of energy propagating through a medium (the human body in
this case) in the form of electric and magnetic fields oscillating perpendicular to each other and to the
direction they travel in. These waves do not need a physical material to propagate through, they can
also move in a vacuum. Visible light, light which humans can see, is also based on EM waves with
frequencies from 430 to 750 THz (terahertz). Ships can signal S.O.S. codes to each other using light,
which is an example of communication using EM waves. Other (commonly known) examples that use
EM waves are Bluetooth and WiFi which have a base frequency of 2.4GHz or 5GHz(WiFi only). Sound
is an example sample of a wave that cannot travel through a vacuum. Sound cannot propagate through
a vacuum since sound requires molecules to oscillate, leading to a small airwave.

While EM waves do not require a medium to propagate through, since it does also propagate in a
vacuum, it doesn’t mean that a medium cannot weaken an EM wave. The human body has multiple
layers such as skin, muscle, fat and bones which all influence the strength of waves and they are affected
differently per frequency. Movement of the body can also affect the gain in the body and in addition,
the body can pick up external signals, forming a noisy channel. Mostly for that reason, Radio Fre-
quency (RF) is often chosen for applications in and around the body that communicate wirelessly with
each other.

A signal can be coupled to the human body in various ways. Two of them are Galvanic Coupling (GC)
and Capacitive Coupling (CC). These methods both make a device touch the body with one or two elec-
trodes, which are conductors through which electric current enters or leaves a system. In his work[60],
Zimmerman proposed a personal area network by using CC as a coupling method. His prototype used a
frequency of 330kHz. CC is a coupling method that uses one signal electrode which is touching the body,
and another reference electrode which couples, through the air, with ground. The latter coupling forms
a return path and requires a (large) reference point that all devices couple to. The coupling is like in a
capacitor where two plates couple with a dielectric in between. GC is a method in which two electrodes
touch the body and an electric field arises between the two electrodes, forming a path for current to flow
through the body. This method does not form a path through air to earth-ground, such as CC does and
so, the signal is fully focused on the human body channel.

Main advantages of BCC are:

• Limited occupation of bandwidth in free-space. Since all the signal is coupled into the body,
devices communicating on other bodies or outside of the human body are not interfered with by
the signal.
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• Not interceptable without physical touch. The signal is confined to the body and not radiated
into the free space. Attackers cannot intercept the signal without physically touching the body.
For this reason, the signal is private and more secure.

• Power efficient. The signal does not have to radiate into free space and transmission powers can
be kept at a low level.

• Does not require an antenna and hence can have a small package form. The signal is
coupled using (small) electrodes. For that reason, no antennas are required and the package can
be kept small.

1.1.2 Galvanic Coupling

As mentioned, multiple methods can be used to couple a signal to the body. The most common meth-
ods are Galvanic Coupling (GC) and Capacitive Coupling (CC). This thesis has focused on Galvanic
Coupling. The working of GC is briefly elaborated on in this section, more detail is provided in Chapter 3.

While CC was the first method to be introduced, Handa et al. introduced GC in 1997 [12]. An ECG
signal was modulated into a very small current to be picked up by a receiver on the wrist. For both
devices, they used two electrodes using only a power of 8µW [12].

As was shown by Handa et al., Galvanic Coupling is a means of coupling a signal to the human body by
making use of two electrodes[12]. An Electromagnetic (EM) field is created between the two electrodes
by applying a potential difference between the two. This potential difference is modulated accord-
ing to a modulation scheme which in this case is (Frequency Shift) Chirp Spread Spectrum Modula-
tion (FSCSSM). The EM field propagates through the body channel, like in a waveguide, and forms
a path for the current to flow. Receiving devices are provided with a potential difference across the
electrodes caused by the EM field passing through them. A downside of GC is that much attenuation
occurs and that has to be accounted for in the system. Moreover, there is a safety aspect since current
is directly injected into the human body. The latter, however, should not be an issue when safety regu-
lations are taken into account.

Main advantages of GC are:

• Does not require a signal path outside of the human body. The return path of the current
comes directly from the reference electrode. No reference point is required as is in capacitive
coupling. This allows operation at all places without compromise.

• Privacy. Since there is no air-coupling as is in CC, the signal is confined to the body and hard to
intercept.

• Reduced Sensitivity to Body Movement. The relative electrode placement does not change
when the body moves. In capacitive coupling the electrode reference coupling changes when the
body moves. The stable signal is advantageous in scenarios where the body is mobile or moving a
lot.

1.1.3 Frequency Shift Chirp Spread Spectrum Modulation

Frequency Shift Chirp Spread Spectrum Modulation or Chirp Spread Spectrum Modulation, FSCSSM
and CSSM in short, is a method for modulating a signal to let the signal contain digital information.
In Body Coupled Communication (BCC), multiple methods can be used to store information such as
simply switching on the signal for sending a digital one and switching off the signal for sending a digital
0. The latter method is called ”On-Off-Keying”. Most methods, however, either require much transmis-
sion power and/or are prone to interference. For applications in and around the body, such as implants,
power efficiency is essential since implants often rely on energy harvesting or batteries that should last
for a long period of time.

(Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) is a modulation scheme that spreads
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out digital information over both time and over a range of frequencies (bandwidth) but has a narrow
cross-correlation peak in (matched) filters. The whole available bandwidth is used in this modulation
technique. Using the whole bandwidth makes communication slow but reliable. The characteristics of
FSCSSM make a modulated signal have a distinct waveform which leads to a very narrow but high peak
when correlating the received chirp with the expected signal. This effect allows communication below the
noise floor which is equal to an Signal-to-Noise Ratio (SNR) of 0dB. An SNR of 0dB effectively means
that the average noise power is equal to the average signal power. Even when the average noise power
is greater than the average signal power, this modulation technique allows for successful demodulation
and retrieval of the intended digital data, up to a certain ratio.

The modulation of FSCSSM is a combination of, on the one side, transmitting a very narrow (short
duration) but high-power pulse and, on the other side, transmitting a pure, single-frequency sine wave.
A sine wave has an equal amplitude and a single frequency throughout the signal and lasts for a given
period, allowing for low power transmission since the power is spread over time. Transmitting a high-
power but very short pulse requires a lot of (instantaneous) power but the advantage is that its frequency
spectrum is wide-band. A wide-band signal has the advantages of high capacity, noise resilience and high
data rates.

The ”chirp” in FSCSSM indicates that the waveform has a chirp characteristic in which there is not
a single frequency but a sinusoidal-like waveform constantly increasing its frequency. The beginning of
such a signal or chirp has lower frequencies with longer lasting periods compared to the frequencies at the
end of the chirp. An example of such a chirp is provided in Fig. 1.1. The power is spread over the whole
chirp by making the signal last for a while, like in a sine wave. By making the whole signal a sweep from
one frequency to another over the whole bandwidth, the wide-band effect of a short high-power pulse is
put into the signal. The details of how FSCSSM works, along with more visualisations is provided in
Chapter 3.

0.0 0.5 1.0 1.5 2.0 2.5 3.0
time [s]

−1

0

1

am
pl

itu
de

Chirp Example

Figure 1.1: Example of a chirp

Radar systems make use of signal chirping since it requires little power, travels long distances and has
a very narrow correlation peak when filtering. A narrow correlation strength provides for high dis-
tinguishability between objects that are located closely to each other. The power efficiency and long
distances are achieved because of the chirping’s robustness to interference as well as the efficient decod-
ing possibilities. A reason for this modulation scheme being efficient is that it can be undersampled by
the receiver and on those samples a single multiplication and Fourier Transform (FT) is sufficient to
demodulate the chirp into a symbol.

A single chirp does not directly indicate that data is encoded into the signal. The chirp can be di-
vided into smaller parts. By moving one part or more parts from the end of the chirp to the front of the
chirp, data is encoded into the chirp. Essentially, this looks like a cyclic frequency shift and that’s where
the name Frequency Shift Chirp Spread Spectrum Modulation comes from.

In FSCSSM each chirp has a symbol value meaning that each chirp can have a value between 0 and
2 to the power of the amount of bits in the symbol. A symbol is a given amount of bits forming one
piece of data. The amount of bits in a symbol is determined by the Spreading Factor (SF). The SF tells
in how many pieces each chirp is divided. The amount of pieces is equal to 2SF and each of those pieces

4



is called a chip. Each chip lasts for a period of 1
bandwidth . The bigger the spreading factor, the longer a

whole chirp will last (lower data rate) but the more noise the signal can take.

Main advantages of FSCSSM are:

• Power efficiency. The signals require low power due to their characteristics and ease of (de-)
modulation, allowing for low energy usage.

• Robust to noise. Because of the wide-band effect and high distinguishability of the signal mod-
ulated with FSCSSM, the signal can be demodulated even when the SNR is below the noise floor
of 0dB.

• Dynamism. The scheme can be adapted by changing the centre frequency, bandwidth and the
spreading factor. Each can be set accordingly for the channel that the chirp has to propagate
through and the noise in that channel. All three factors pose a trade-off between data rate,
resilience to noise and reliability.

1.1.4 Motivation

Nowadays, wireless communication is secured using the encryption of data that is being transmitted
through the air, from device to device. The privacy of the communication is as good as the encryption of
data in which often the metadata, that is attached to the packet information, is not encrypted. Besides,
the more devices communicate in a given area, the more crowded the available bandwidth becomes and
interference is more likely to occur. Confining the signal to the very near vicinity of and within the
human body is an ideal method for making the signal resilient to leaking and interception. In a desired
situation, all human bodies would have their wearables communicating by confining their signals to the
near vicinity of the human body. In such a situation, these devices would not interact or interfere with
devices on another body, so the available bandwidth would not flood. This is where Body Coupled Com-
munication (BCC) comes in. BCC is a method of communicating in which the (human) body becomes
the medium for the signal that carries information, to propagate through. This means that communica-
tion happens between devices that are in or on the body. Think of medical applications such as implants
or entertainment applications such as earbuds or smartwatches.

Research on BCC has been going on since 1996 when it was introduced in a paper by Zimmerman[60].
Yet, only very limited real-life applications are in use that make use of it. Models have been proposed
and a lot of aspects have been looked into and yet the main reason seems reliability issues. Medical
applications could have the main benefits of a system using BCC because of its low profile and high
level of security but such a system should, as expected, be very reliable. For that reason, this thesis will
evaluate resistivity to noise. (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) could
offer the reliability that BCC needs and that devices in and around the body need to communicate and
the evaluations are used to show that.

T.G. Zimmerman proposed his Personal Area Network (PAN) [60] in the context of secure commu-
nication. In his proposal, the method used for coupling the signal to the human body was called
Capacitive Coupling (CC). Studies on new concepts have been published throughout the years after
1996. These other methods contain Galvanic Coupling (GC)[4], Magnetic Coupling (MC)[32] and a
combination of GC and CC. Those works improved data rate and tried to achieve a more stable channel
for a communication method called BCC which is part of a more global scope named Wireless Body
Area Network (WBAN), but robustness to noise was barely addressed.

Combining BCC with FSCSSM could offer a low-power, more robust and privacy-targeted method for
communication. The main purpose of this thesis is to provide a proof of concept in which FSCSSM is
used as a modulation scheme and validate its reliability concerning noise. Such proof of concept might
form a baseline for further research and development of systems using the technology suggested in this
thesis. Since the applications of BCC are not only limited to medical applications but also include social
applications, this thesis provides insight into extending the body channel to other bodies by means of
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touch. Such extension is called ”inter-body communication”.
Using GC as a coupling method contributes to the privacy aspect by not having to rely on a return path
coupling through the air and helps by providing a stable path for the signal to flow through.

1.2 Problem statement

In Zimmerman’s proposal[60], the method used for coupling the signal to the human body was Capacitive
Coupling (CC). Studies on new concepts have been published throughout the years after 1996. These
other methods contain Galvanic Coupling (GC)[4], Magnetic Coupling (MC)[32] and a combination of
GC and CC. The works up to now mainly focus on data rate for which the highest data rates are
achieved using CC. By looking at data rate, approaches proposed so far tend to move away from one of
the aspects that make Body Coupled Communication (BCC) so powerful: secure and private commu-
nication. A more private method for coupling the signal is GC but this method also suffers more from
attenuation in an already noisy channel.

In short, a system is needed to overcome a highly noisy channel using low frequencies while taking
into account the main reason for this system which is enabling a secure and private communications
system.

1.3 Research questions

Given the former problem statement and desire of the system outcome, a research question to be asked
and answered in this thesis is How does (Frequency Shift) Chirp-Spread-Spectrum Modulation
contribute to the performance improvement of Body Coupled Communication with the
use of the Galvanic Coupling method, while keeping in mind the original intention of body
coupled communication? To answer the main research question, some supporting questions have to
be answered as well. The proposed additional research questions are listed here.

• What parameters define the reliability of Body Coupled Communication (BCC) and what should
their values be?

• What are the limitations in which the BCC is a secure communication method?

• How does (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) improve reliability in
comparison with research proposals from related or comparable works?

1.4 Scope and limitations

This thesis is meant to evaluate whether (Frequency Shift) Chirp Spread SpectrumModulation (FSCSSM)
is a good modulation scheme for Body Coupled Communication (BCC) and helps to set reliable commu-
nication in a body channel. While numerous aspects could be evaluated, the evaluation system is mainly
designed and evaluated for the intended purpose which is to show that, with FSCSSM, BCC can achieve
communication below the noise floor. This system will not be designed to compete with other works in
terms of data rates although they will be evaluated. Signal leakage and radiation is not evaluated with
this prototype but related works are used as a reference for signal leakage and radiation outside of the
body channel. To show the effect of applying FSCSSM, frequencies achievable with available hardware
are used and not the frequencies most desired for BCC because that might require other hardware.

In this thesis, Signal-to-Noise Ratio (SNR) will be evaluated for distance and body composition, centre
frequency and bandwidth, distance between the electrodes, in- and output gain and both single-body-
and body-to-body communication, solely using Galvanic Coupling (GC) as coupling method.
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1.5 Challenges

The summary of work to present is an evaluation of Body Coupled Communication (BCC) with (Frequency
Shift) Chirp Spread Spectrum Modulation (FSCSSM) as a modulation scheme using Galvanic Coup-
ling (GC). Combining these three methods, of which BCC and FSCSSM were not related until now,
poses some challenges.

The first challenge is hardware. A microcontroller will most likely not be able to sample at a high
rate (microsecond order) and perform operations after each sample. Dedicated hardware is not around
for this task so a workaround needs to be found using hardware that is available for the public.
An example could be using an Field Programmable Gate Array (FPGA). They still require a bit of
knowledge and skill to program but do offer the resources to achieve this task. Another one could be
using Software-Defined-Radio (SDR), which also requires a certain skill set.

When using GC as a means of coupling the signal to the human body, attenuation (especially at low
frequencies) poses a challenge. The signal is weak and noise does easily add up to such a signal. The re-
ceiver should be able to filter, amplify and demodulate the received signal that has a weak signal strength.

Measurement errors pose another challenge. The body channels are different per day and even per
hour. Temperature and body state change continuously and the body moves around. Measurements will
have to be performed fully and not interrupted to be continued later, while some of them may take a while.

No implementation of FSCSSM has been found for BCC. That makes sense when this thesis proposes
the combination as a novelty but does also mean that the whole implementation has to be completely
custom-built. Building this system could be time-consuming and hard to debug.
The most commonly known implementation of FSCSSM itself, but not on BCC, is LoRa. Their hardware
is closed source and the exact build of their packets is not published. Especially on how to synch with
the preamble is not much detail available.

While research has shown many prototypes for a number of modulation schemes, only a few of them
have their implementation published in detail. Compared to those works therefore is hard since building
exact copies is hardly feasible.

1.6 Thesis outline

An outline of this thesis is provided herein which explains the structure of this thesis. In each section, the
answers to the main research question and its sub-questions are gradually elaborated. Starting with this
introduction where the general explanation of the system is provided along with the problem definitions
and the research questions. Other useful related work is summarized, evaluated and accommodated with
comments that compare to this thesis, in Chapter 2; Related Work. Using these related works, a theory
of the proposed system combining (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) and
Body Coupled Communication (BCC) is provided in Chapter 3; Theory. Using the theory and related
work, a system model is composed. In Chapter 4 for both the transmitter, body channel and receiver a
model is provided. For each model, the BCC and FSCSSM parts are discussed. These models describe
how system components are designed for a prototype that can be used in evaluations. The outline of
the model is understanding the components with relation to hardware and understanding the required
steps to modulate and demodulate the digital data into an analogue signal and vice-versa. However,
the Very-high-speed Hardware Description Language (VHDL) design on the Field Programmable Gate
Array (FPGA)’s and software-based implementation is explained in Chapter 5; Frequency Shift Chirp
Spread Spectrum in Body Coupled Communication. With the models and implementation that have
been described up till Chapter 5, the whole system is evaluated and answers to the research questions
can be provided. These evaluations and answers are incorporated in Chapter 6; Evaluation. Concluding
remarks, discussion and conclusions are given in Chapter 7; Conclusions. Finally, Chapter 8 provides
suggestions for future work based on the findings of this thesis. The Bibliography and Appendix are
attached at the end of this thesis.
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Chapter 2

Related work

The work presented in this thesis combines work put into and research on Body Coupled Communic-
ation (BCC) (or Human Body Communication (HBC)) and theory on (Frequency Shift) Chirp Spread
Spectrum Modulation (FSCSSM) to improve stability in terms of symbol error rate. The goal is to keep
the secure and private features of BCC intact.
Throughout the years since Zimmerman’s work [60], sufficient amounts of research have been put into
the broad variety of parameters involved in establishing an BCC channel. This section outlines that
research and elaborates on choices made for this specific thesis, based on that research.
Specifically, related works are checked considering frequency, data rate & bandwidth, modelling & char-
acterization of the human body channel, privacy, safety, the state-of-the-art work and finally FSCSSM.

2.1 Frequencies and data rate

The body has a capacitive, frequency-selective characteristic, meaning that no flat frequency response
is present throughout the body. Besides the frequency selective characteristic, since every human body
is slightly different, all human bodies have different frequency selective characteristics compared to each
other as well. These different characteristics make a reliable and stable transmission of data harder to
achieve because no single optimal frequency region exists for all bodies.

Often, the data rate is related to frequency with a higher frequency yielding a higher data rate. A
high frequency is desired for fast data transmission but a too high frequency leads to signal leakage in
Body Coupled Communication (BCC) which is a privacy concern. In this section, conclusions will be
discussed regarding frequencies, data rate and signal attenuation. These comparisons will look into both
intra- and inter-body communication and both galvanic- and capacitive coupling methods. Intra- and
inter-body communication is also referred to as single-body- and body-to-body communication respect-
ively.

An IEEE Standard has already been created regarding BCC. Part 15.6, 802.15.6 of the IEEE Standard
for Local and Metropolitan Area Networks, suggests a centre frequency of 21 MHz for BCC. That,
however, is not by definition the most desired frequency for BCC given the purpose for which BCC is
applied. Moreover, the standard does not discuss the coupling method.

Multiple works provide insight into what frequency ranges could be applied to BCC. The main con-
siderations of frequencies to be applicable to BCC are signal leakage, signal interference and gain(or
attenuation). The most researched coupling method in BCC is Capacitive Coupling (CC). In 2014,
Kiberet et al. performed research on the human body as an antenna concerning Human Body Com-
munication (HBC) with CC as a coupling method. According to their research, provided in [19], the
human body has a highly antenna-like effect in the regions of 50MHz and 80MHz due to its length.
Moreover, Radio broadcast signals play a role from around 88 − 108MHz, according to [5] which also
researched with CC as a coupling method. Those broadcast signals can easily interfere with the human
body channel. This interference is very likely because, due to the length of the human body or parts of it,
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signals with these frequencies are picked up easily by the human body[5]. The reasoning for this is that
the wavelengths of that frequency match double the length of the human body. Besides antenna effect
and interference with other sources such as the Frequency Modulation (FM) band, higher frequencies
tend to travel outside the body more easily than lower frequencies. In [56](CC), it is stated that 30MHz
already poses too much signal leakage into free space. Das et al. did look into covert BCC and found
that 23.88MHz was their theoretical limit for leakage-free BCC [6](CC). With those research findings
taken into consideration, the 21MHz centre frequency suggested by IEEE 802.15.6 is on the safe side
but close to the theoretical limit. As it turns out, most other works that will be mentioned below have
chosen frequencies lower than 21MHz. Besides, for Galvanic Coupling (GC) it was found that optimal
frequencies are way lower, around 1 to 4MHz [22](GC) while most of the works mentioned above are
using or looking into CC as coupling method.

Work Year Coupling method Interbody Frequency Data rate Bit Error Rate

[60] 1996 CC no* 400kHz 2.4kbps -

[42] 2004 CC yes - 10mbps 4.7 ∗ 10−8

[38] 2009 CC no 20MHz 10mbps -

[53] 2012 GC no 50kHz, 100kHz 5kbps -

[13] 2012 CC no 100kHz − 100MHz 10mbps 10−3

[50] 2014 GC no 125kHz 100kbps -

[34] 2015 CC yes 5MHz 200kbps 10−3

[44] 2016 GC yes 10.7MHz 57.6kbps -

[40] 2016 CC yes 100MHz 100mbps -

[23] 2017 CC yes < 1MHz 130kbps 3.2 ∗ 10−6

[48] 2018 CC yes 2− 8MHz - -

[27] 2018 GC yes 10.7MHz - -

[17] 2019 GC no 100MHz 100mbps 10−9

[14] 2019 CC yes 20MHz 445kbps -

[7] 2019 GC yes 10.7MHz 9.6kbps -

[25] 2020 CC no 1MHz 8kbps -

[8] 2021 GC yes 10.7MHz - -

[56] 2022 CC yes 415kHz 10′s kbps -

Table 2.1: Table with BCC prototypes and their results. GC = Galvanic Coupling, CC =
Capacitive Coupling. *The paper by Zimmerman describes inter-body applications but
does not provide an inter-body prototype.

In Table 2.1, various works have been summarized that all have created a form of prototype to test their
hypotheses. From this table, it can be observed that only two works ([13] & [17]) exceed the suggested
limit of 23.88MHz. With such a frequency, it is questionable whether this is true BCC or more profits
from radiating signals.

A lot of research, among a few shown in Table 2.1, uses the 10.7MHz centre frequency. The reas-
oning for this is that these works are almost all established by the same research group and they have
based their centre frequency use on another research group, active on the topic of BCC. They found 10
MHz to 50MHz to be one of the most optimal frequency regions to transmit signals through the human
body [10] with. The reasoning for that is not specifically mentioned although most likely the components
that they used dictated such frequencies. Other works from this research group are listed here:

1. [9] - Develops one of the first intra-body BCC prototypes using a 10.7MHz carrier frequency
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achieving 9600 bps using Frequency Shift Keying (FSK).

2. [10] - Concludes that CC is superior to GC in terms of gain and high-speed communication.

3. [37] - As a novelty, an electro-optic (EO) sensor is developed as the receiver for BCC yielding a
more sensitive receiver (7.3 times more sensitive).

4. [38] - A continuation to their 2004 research with the EO sensor provides an insight into the principles
of BCC with an EO sensor. 10Mbps data communication is achieved.

5. [2] - Relations between transmitter electrode dimensions in GC and the received voltage are made
in this work.

6. [39] - Evaluates the effect of the ground loop in CC in terms of signal strength.

7. [55] - Poses a study into the direction of electric field lines and direction of electric current in both
GC and CC.

8. [27] - ”A set of transmitter/receiver modules was designed to facilitate human body communication
(BCC) between pairs of users.” The prototype makes use of FSK at a 10.7MHz carrier frequency.

9. [30] - The work proposes an equivalent circuit model of the human body seen by the receiver to
allow for a better Analogue Front End (AFE) design in the receiver for GC.

10. [28] - One of the group’s first works of inter-body communication where they look into the signal
propagation of BCC within two touching bodies.

In 2003, the group described the types of coupling that could occur among which GC as waveguide-
coupling and CC as electrostatic-coupling [9]. In that work, they chose 10.7MHz as the frequency
since the chips used in their prototypes are widely available for their use in FM-Radio [9](CC). A few
of their works also look into and make use of, EO-sensors in the receiver, allowing for a higher sensit-
ivity on the receiver side [37](CC) [38](CC) which was discarded in their later works for unknown reasons.

In Table 2.1, where prototypes have been listed, it is shown that most data rates are in the order
of kilo-bit-per-second (kbps) to a few Mega-bit-per-second (Mbps). Only a few stand out obtaining
Mbps orders, of which all of them have frequencies in the order of 100MHz. Such frequency was earlier
discarded as a valid and private use for body-coupled communication frequency. Another remark on the
list is that research with higher data rates is using CC as the coupling method except for the work using
the 100MHz centre frequency. By ignoring those works, it can be concluded that BCC is not about high-
speed data communication but rather private and secure communication. From the table it is observed
that two works achieve a 10 Mbps data rate, both of them use EO-sensors in the receiver. Both of them
do not use a carrier wave but implement direct logic-high and logic-low voltages on the electrodes as ones
and zeros. In [38](CC) the frequency is provided to be 20 MHz and due to their Manchester encoding,
that yields a 10Mbps data rate. In [42](CC) a 10 MHz frequency is estimated since it was observed that
they make use of On Off Keying (OOK) as an encoding scheme. Such schemes cannot be used below
the noise floor and implementing techniques such as Direct-Sequence Spread Spectrum (DSSS) would
either require a higher transmit frequency to obtain the same data rate or would, thus, yield a lower data
rate for the same transmit frequency. The Signal-to-Noise Ratio (SNR) is not directly stated in either
of these two works, but [42](CC) shows that they could achieve a 0.04% Packet Error Rate (PER) for
intra-body communication and 3% PER for inter-body communication. For intra-body that corresponds
to a 4.7 ∗ 10−8 Bit Error Rate (BER) in their work[42].

A very detailed analysis of frequency regions in BCC was performed by Li et al. in 2017 [22], spe-
cifically for the body channel used with the GC method. They find that the best frequency region to
use in GC is between 2 and 4 MHz for intra-body communication and between 1.5 and 2.1MHz for
single-body communication, which complies with their theoretical models. For higher frequencies, the
attenuation quickly becomes worse. While other works mention that higher frequencies might be op-
timal, these are either applied in CC or do not take into account that radiation starts to occur.
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2.2 Modelling and characterization of the human body channel

To understand the behaviour of signals coupling to and propagating through the body, models and chan-
nel characteristics of the human body are required. Various works provide models and characteristics
for both Galvanic Coupling (GC) and Capacitive Coupling (CC).

The models have been found for three different frequency regions. The first region is the frequency region
up to 1 MHz ([3], [24], [1], [57], [26]). There is the frequency region between 1 MHz and 21 MHz ([19],
[22], [30], [58]) which is most often referred to in literature for Body Coupled Communication (BCC)
applications. Other publications describe characteristics for frequencies spanning both the two regions
mentioned and/or higher frequencies.
Higher frequencies tend not to be interesting for BCC applications for privacy reasons [6] and, as is
already mentioned in the previous section, they are not suited for GC due to their tend to radiate out-
side of the body.

A method used for modelling is Finite Element Method (FEM), in which the body is seen as a fi-
nite amount of small elements and the analysis of each small element combined is the analysis of the
whole.
In [29], a FEM model is created of two (simplified) human bodies to simulate the effects of frequency,
modulation scheme and termination in the sense of impedance, on (over the air) capacitive coupling
between two bodies. The frequency in this model is swept from 100 kHz to 1 GHz. They look into the
possibility of snooping and successfully decoding a signal. What they find is that, for CC, the possibility
to attack a system is possible for the CC coupling method but highly depends on the strength of the
signal at the transmitter. The attack is easily prevented by having a low signal strength, especially for
lower frequencies (< 1MHz).
Over-the-air capacitive coupling is modelled, simulated and measured using FEM in [58] as well, for
frequencies between 1 and 10 MHz, which is the near-field region. By doing so, the distance at which
the signal can be snooped using another body can be simulated. The obtained model can simulate the
channel characteristics for the near field (1-10 MHz, 0 - 1.5m) with a maximal error of 0.92 dB according
to real measurements. Again, this research does not include the GC coupling method and they make no
comments regarding privacy but the general finding is that lower frequencies have less channel gain and
are, thus, less susceptible to attacks.
These FEM models confirm that the first frequency region is most optimal concerning privacy.

The research in [3] provides models for both GC and CC in the same paper. That work aims to find
an application range for both techniques. For CC, distance was not considered to be a relevant issue
up to 150 cm. The leakage however is deemed more relevant for these higher frequencies. A different
frequency range is used for CC in this research. For GC the experiments were evaluated from 0 to
200kHz and for CC the frequencies evaluated range from 1 to 100MHz. For GC, this range was found to
be 15 cm. In the publication, distances greater than 15 cm were not measured so attenuation of greater
distances is not reported. In [1], distances up to 50 cm have been reported in models, only within the
Electro-Quasi-Static (EQS) frequency region.
The EQS region contains frequencies 1MHz. For those frequencies, the electro-quasi-static approxim-
ation can be applied. By applying the electro-quasi-static approximation, Maxwell’s equation can be
simplified to the Laplace equation in their work. While not used in this thesis, this indicates that at
lower frequencies, models can be simplified. In [22], a model is proposed which achieves inter-body com-
munication through a handshake, up to 240 cm but the frequency region in their model is up to 6 MHz
and so, according to some definitions, no longer in the EQS region and, thus, deemed less/not private. In
that same model, the optimal frequency for inter-body communication was found between 2 and 4 MHz
when using GC, while being between 1.5 and 2.1 MHz for BCC on a single body. As was mentioned in
the previous section, they did verify their calculations using actual measurements which did fall in line
with the calculations.

In Table 2.2, a list of literature is presented with publications that do model the channel that is used
in their BCC research. It can be deduced that almost all works come up with some kind of Equivalent
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Circuit (e.c.) model to characterize the human body channel. Not only the body is modelled as a channel,
but also the air between two bodies. In [29] & [58], the effect of inter-body coupling without touch is
modelled and compared with measurements, to look into private communication. These researches were
previously mentioned in the FEM analysis works and their general finding is that lower frequencies have
less radiation effect but both of the works are concluding based on analysis of CC.

Inter-body coupling with touch, which means a physical connection between two bodies, is modelled
in [22] & [1]. These models take into account body composition (layers) such as bone, skin, muscle and
fat and analyze the effect of those layers, the effect of distance and the effect of various frequencies. Both
these proposals are providing models for GC. They conclude that lower frequencies have less attenuation,
so higher frequencies are better in terms of signal propagation. However, the model in [22] states that, for
single-body communication, the optimum is between 1.5 and 2.1MHz and for intra-body communication
between 2 and 4 MHz. Higher frequencies have a fast slope downward in terms of attenuation and are
worse in that regard.

The effect of using either one or two electrodes in the transmitter is modelled in [11]. In that work,
the conduction currents that are induced between the two electrodes provide an electric field which is
modelled in a simple rec-tangled shape. The methods used for these models are Method of Moments
(MoM) and Finite Difference Time Domain (FDTD). From this research, it is concluded that by adding
a ground electrode (moving from CC to GC), the electric field strength is stronger and thus, the received
voltage strength is as well. The same relation between using a ground electrode touching the body in
the transmitter is modelled in [57]. The modelling of the ground electrode in the transmitter makes the
coupling a mix of GC and CC because the transmitter is then following the GC type of BCC. Since the
receiver is not using a ground electrode that touches the human body, the receiver is operating according
to the CC type of BCC. This latter research highlights the importance of keeping surrounding signal
sources in mind because these easily interfere in systems using CC as a coupling method. The model
built allows for analysis of interference in the surroundings from 0 to 250kHz.

Paper Coupling Model type Frequency region Inter-body

[3] CC & GC e.c. 10 kHz - 1 MHz no

[11] mix MoM, FDTD & e.c. 0 - 100 MHz no

[19] GC e.c. 200 kHz - 10 MHz no

[35] CC FEM & e.c. 1 - 100 MHz no

[49] CC e.c. 0 - 100 MHz no

[2] CC e.c. 10, 21 & 100 MHz no

[22] GC e.c. 200 kHz - 6 MHz yes

[31] CC FEM 20 - 150 MHz no

[30] CC e.c. 10 MHz no

[24] CC e.c. 100 kHz - 1 MHz no

[1] GC FEM 10 kHz - 1 MHz yes

[29] CC e.c. & FEM 100 kHz - 1 GHz yes

[57] mix e.c. 0 - 250 kHz no

[58] CC e.c. & FEM 1 - 10 MHz yes

[26] GC e.c. & FEM 0 - 1 MHz no

Table 2.2: Overview of research using models of the body channel
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2.3 Privacy

One of the main reasons for using Body Coupled Communication (BCC) is its capability of providing a
private communications channel. Private, since intercepting the signal becomes hard without touching
the body, to which the signal is coupled. BCC was first introduced by Zimmerman in [60] and already in
his paper, one of the first reasons mentioned is: ”A low-frequency carrier (less than 1 megahertz) is used
so no energy is propagated, minimizing remote eavesdropping and interference by neighbouring PANs”,
in which PAN stands for ”Personal-Area-Network”. The focus of this work is on providing a reliable
communications channel to support the possibility of a private channel. As is seen in evaluations later
on, and shown by other related works previously mentioned, lower frequencies are worse in propagating
through the body compared to higher frequencies such as those around 80MHz-90MHz[41]. For that
reason, the modulation scheme must be robust and (Frequency Shift) Chirp Spread Spectrum Modula-
tion (FSCSSM) is proposed as a method to provide such a robust modulation scheme.

In his work[60], Zimmerman states that the use of near-field communication is the ideal solution and that
this suggests operation frequencies between 0.1 and 1MHz. Why that is, he doesn’t mention and neither
does he explain what those values are based on. In a broad survey ([41]) the argument of radiation is
found and stated that the frequencies should be below 300MHz for it not to radiate due to the wavelength
having about the same length of the body channel. The frequency of 300MHz, however, was one of the
largest estimations found for a private channel, especially compared to the frequency region mentioned
by Zimmerman in [60]. In [6] (Capacitive Coupling (CC)), a calculation is provided to obtain a threshold
frequency for leakage. The frequency threshold indicates a frequency above which ”the leakage signal
out of the human body is picked up in the air medium”[6]. This frequency threshold is 23.88MHz.

It was mentioned already in the previous section that in [29], Nath et al. looked into using another
body as a capacitive coupler to pick up the signal from another body. This is possible since two bodies
can couple together in terms of capacitance. The capacitance is found about 80pF at 10cm and decreases
(not linearly) to less than 10pF at 5m. Their work states that at least an SNR of 5dB is required at the
receiver. When the rightful receiver was intended to receive a signal with an Signal-to-Noise Ratio (SNR)
of 30dB, the snooping device at a 5m distance received less than 5 dB. However, at 10cm the intended
device still received a signal with SNR of about 25dB. When the intended SNR was 10dB, it was received
as about 4dB at the snooping device at 10cm. Sending signals with a low SNR helps prevent attackers
from picking up and successfully decoding the signal. That is if 5dB indeed is the valid threshold. In
FSCSSM this is not the case since that modulation can operate below the noise floor of 0dB (SNR).
In their research it is shown that however strong the SNR at the transmitter might be, the decay over
distance has the same slope. Given that, an estimation could later be based on this slope for at what
difference the signal can be sniffed for this thesis. Different from this thesis is that their work is based
on a capacitive coupling method and also higher SNRs are required to decode a message successfully.
The latter is not the case as this thesis is targeting to decode signals below the noise floor.

Most research into sniffing attacks is provided for CC as a coupling method. Just as the previously
mentioned research. Tomlinson et al., however, did research the possibility of a side-channel sniffing
attack on a system based on Galvanic Coupling (GC) in [45]. In their work, the over-the-air effects
were tested up to 15cm for both GC, CC and a combination of the two. It was found that GC was less
susceptible to sniffing compared to CC. At a distance of 13cm, the system making use of GC hit the
noise floor for the sniffing device. The transmit power applied in their evaluation is, most likely, -2dBm.
The latter is important but not explicitly stated for the over-the-air evaluation in their paper.

Given the research performed by Tomlinson et al.[46] on GC that concludes that GC is less prone
to leakage than CC with about a 15 to 20dBV difference and that CC is already hard to sniff for low
SNR at short distances.
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2.4 Noise

When the focus is placed on designing a system that provides reliable communication, it is useful to have
an estimation of what noise levels are present inside the channel and to verify how other research has
approached communications with (highly) noisy channels.

The noise present in the human body was measured by Varga et al. in [48]. They measured Signal-
to-Noise Ratio (SNR) for the frequencies 2, 4 and 8 MHz in various locations. The measurement was
performed by measuring the signal on a device on various parts of the human body, transmitted by
another device on the body for which both used Capacitive Coupling (CC) as coupling method. In their
work[48], it was found that 8MHz centre frequency achieved a lower SNR for communication compared
to 2 and 4MHz with 2 being the worst (highest) SNR. For the 2MHz signal, they provided measurements
where a 0dB SNR was found. This would mean that the body channel was highly noisy and the received
noise had an equal amount of average power as the original signal. Most modulation schemes would
not be able to recover a signal when receiving a signal of 0dB SNR. For the same subject, the SNR on
4MHz was about 18dB (graphical estimation), indicating that a higher centre frequency is attenuated less.

Using these measurements, for lower frequencies (< 2MHz), it is found that the channel can be very
noisy and with the privacy perspective in mind, a communications scheme that is prone to noise is sug-
gested. However, these conclusions were found for channels making use of CC while this thesis proposes
Galvanic Coupling (GC).

Wegmueller et al. performed measurements on a channel using GC[52]. They found that, on a short
distance the achievable SNR was 37dB at best. A measurement on the thorax gave them a measurement
of 26dB SNR at best. The electrodes used were electrodes using a sort of gel enabling higher interactivity
with the body. This could be beneficial in short-term medical environments but not for daily wearables.
The Shannon Channel Capacity theorem is applied in their paper stating that, for the achieved SNR
of 37dB at a bandwidth of 100kHz and a centre frequency of 200kHz, a data rate of 1.26Mbps can be
achieved. A keynote must be placed that for this evaluation, the electrode sizes were quite large sizes
which is not practical either. about 560mm2. For medical applications or daily use, a maximum of
100mm2 is more likely, achieving a lower SNR.

2.5 State of the art

Currently, there are not a lot of works having prototypes with the use of Galvanic Coupling (GC) as a
coupling method. The works that are, have been listed in the table below.

Work Year Interbody Frequency Data rate

[53] 2012 no 50kHz, 100kHz 5kbps

[50] 2014 no 125kHz 100kbps

[48] 2018 yes 8MHz 3.5kbps

[7] 2016 yes 10.7MHz 9.6kbps

[8] 2021 yes 10.7MHz 57.6kbps

Table 2.3: Related works comparable with this thesis

From these works, not a single one can achieve communication below the noise floor. Data rates are not
high either, but that is not expected to be improved by this work since noise is the main focus. Research
in the table that tackles inter-body communication uses frequencies from 8MHz or above which is not
looked into in this thesis. When a higher data rate is desired, other tradeoffs have to be made and most
likely, Capacitive Coupling (CC) is more desired.
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2.6 Frequency Shift Chirp Spread Spectrum Modulation

The theory of (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) is widely available but
the known implementation of it is LoRa. LoRa is a communications method often used in Internet of
Things (IoT) which stands for ”Long-Range”. As the name says, it offers very long-range communica-
tion possibilities which is mainly due to the implementation of FSCSSM. While FSCSSM is not only
implemented by LoRa, it is the most known example of implementation and therefore a lot of research
on FSCSSM is with regard to LoRa.

The theory found is mostly based on a few resources. In [47] the mathematic model of the LoRa
(de-) modulation is proven, as stated by the author, for the first time. Their model is the basis of the
modulation scheme implemented in this thesis. The theory section (Chapter 3.3) will refer to most of the
equations provided in their work. In their research[47], only the mathematical orthogonality of chirps
with different symbol values is provided but from those, one can deduct the mathematics for the dechirp-
ing process. These mathematics are more explicitly explained in [33]. The mathematics provided in [33]
explain how the actual dechirping process is performed while the mathematics in [47] explain why the
dechirping process is valid actually working. These works combined form the base for the implementation
of FSCSSM in this thesis.

There is one more team of researchers (Knight and Seeber) that reverse-engineered LoRa-PHY, which
is the physical implementation of LoRa[20]. In LoRa, a preamble is used as a repetition of chirps with
the symbol value 0. According to [20], one such a chirp is not sufficient but ”once de-chirped and passed
through an FFT, a preamble may be identified if enough consecutive FFTs have the same argmax”[20].
That sentence is quoted since later in this thesis, it is shown that with the number of samples taken in
this prototype such an implementation leads to too many positive false flags. It is also found in their
work that LoRa implements a few extra features to increase the success rate of symbols. Gray-coding
is implemented to prevent off-by-one errors and whitening is applied to introduce extra randomness for
clock synchronisation. The most relevant of extra implementations is the addition of Forward Error Cor-
rection (FEC). In LoRa, a Hamming FEC is applied such that the receiver has additional information
to verify and potentially correct the received signal. Adding a means of FEC could increase the success
rate of the transmission.

Dechirping the chirp into a symbol can be done using either multiplication and performing a Fourier
Transform (FT) as is performed in [20], [47] and [33] but can also be done using a correlation which is
done by [21]. The correlation is, however, more inefficient since for each potential symbol (the amount de-
pends on the spreading factor), a correlation has to be performed with the received signal. What’s more,
is that the multiplication in the dechirping process is a multiplication with another default waveform.
In [20] this is called a down chirp, in [47] this is called the complex conjugate of a pure upchirp. A pure
upchirp has a symbol value of 0, so no shifting has taken place. This multiplication is a multiplication
with the base down chirp. However, various researchers use different terminology. In [33] it is found that
this is referred to as the complex conjugate of a pure up-chirp. In [20] this is called a down chirp and in
[54] its called a ”base down chirp”.

From these works, also various namings for FSCSSM are used. [20], [54] and [33] use ”Chirp Spread
Spectrum Modulation” and [21] and [47] use ”FSCM” which means ”Frequency Shift Chirp Modula-
tion”. In this thesis, it is decided to use (Frequency Shift) Chirp Spread Spectrum modulation. The part
”Frequency Shift” emphasizes the actual cyclic shift in the frequency domain to modulate a given sym-
bol, while ”Chirp Spread Spectrum” indicates the spreading of a signal over a bandwidth of frequencies
forming a ”chirp”.

With respect to noise and Signal-to-Noise Ratio (SNR), of the referred works here, [33], [47] and [54] do
evaluate the effect of FSCSSM. In [47] the Bit Error Rate (BER) is compared between FSCSSM and
Frequency Shift Keying (FSK) for multiple SNR levels. It was found that FSCSSM outperforms FSK
in frequency selective channels (such as the human body). In [54] simulations estimate that LoRa can
operate up to -20dB SNR (for an Spreading Factor (SF) of 12) which indicates that this modulation
scheme allows for operation below the noise floor. In [33] the same conclusion is drawn where multiple
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spreading factors are compared to each other on SNR versus symbol error rate.

While these works each contribute to LoRa with new modulation and demodulation proposals, for this
thesis, the most relevant sections are the theory on FSCSSM. For more robustness, the referred research
can be applied to strengthen this thesis’ implementation in future work.

2.7 Safety

In Body Coupled Communication (BCC), an electromagnetic signal is coupled to the human body. Safety
is of the essence. By using battery-operated devices, Wegmueller et al. guarantee that the devices are not
connected to mains power thus preventing any dangerous voltages into the system [51]. The devices need
to be electrically separated in this thesis to prove operation on battery-operated devices. By applying
this idea to the transmitter prototype in this thesis, their safety measure can be adapted.

As is stated by [59], at these frequency levels the most obvious effect is (tissue) heating. In addi-
tion, from [59] it is found that the system may not induce current or apply voltages above levels stated
by IEEE Std. C95.1 2019 [16] and International Commission on Non-ionizing Radiation Protection (IC-
NIRP) guidelines [15]. From these regulations it is concluded, by [59], that The maximum harmless
induced current in BCC should be lower than 20mA at a frequency range of 100kHz to 110MHz.

2.8 Conclusion

From all the research on Body Coupled Communication (BCC), of which only the ones most important
were mentioned here, it is found that Galvanic Coupling (GC) is not the most commonly known coup-
ling type mostly due to the lack of data rate. Due to the lack of data rate, a lot of works discard the
privacy argument for which BCC was intended by Zimmerman ([60]) in 1996 in the first place. Besides
privacy, the noise aspect is barely looked into either. The focus of the thesis is therefore to transmit at
low signal strength, through a highly noisy channel by using (Frequency Shift) Chirp Spread Spectrum
Modulation (FSCSSM) in BCC.

The body channel is found to be frequency selective and noisy. As was found by the research on FSCSSM,
the modulation scheme FSCSSM allows for operation below the noise floor and does outperform other
modulations such as Frequency Shift Keying (FSK) especially in frequency selective channels.
Moreover, FSCSSM is used in long-range applications which could have a positive effect in a channel
with high attenuation.

The demodulation process of FSCSSM could be inefficient when cross-correlating all possible symbols
but a mathematical trick allows efficient demodulation with the use of a multiplication followed by an
Fourier Transform (FT) while undersampling the received signal. Compared to the signal length, very
few samples are required and the effort of demodulation is limited which results in a (power) efficient
system.
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Chapter 3

Theory

The theoretical description of the key components used in this work is described in this chapter. Theory
on the modulation scheme used and the electrical characteristics of the receiver circuit is provided and
explained.

3.1 Body Coupled Communication

In Body Coupled Communication (BCC), a signal is transmitted by coupling a signal to the body. For
coupling a signal to the body, three main methods have been provided by research. The three methods
are Galvanic Coupling (GC), Capacitive Coupling (CC) and Magnetic Coupling (MC). Between GC and
CC, there is the most similarity. The three methods have been depicted in Figures 3.1, 3.2 & 3.3.

Figure 3.1: Galvanic
Figure 3.2: Capacitive

Figure 3.3: Magnetic

3.1.1 Galvanic Coupling

In Body Coupled Communication (BCC) using Galvanic Coupling (GC), the human body is used as a
waveguide. A wave-guide poses a medium in which an Electromagnetic (EM) wave can propagate (is
”guided”). Two electrodes, per device, are touching the body, with some spacing between the electrodes
(inter-distance). This setup is depicted in Fig. 3.1. The two electrodes are provided with a potential
difference (voltage difference) across them by having one of the electrodes equal to the transmitter’s
ground potential or other reference potential and the other electrode having a modulated potential
voltage. The modulated signal has a potential voltage changing according to the modulation scheme
which is (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) in this work. The potential
difference applied across the two electrodes creates an electric field within the body, driving the flow of
electric current through the body tissues. The field is initially created just like in a capacitor. This field
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forms a path for a (small) current to flow through the body to receiving devices. This is depicted in
Fig. 3.4, where points A are the transmitter’s electrodes and points B represent the receiver’s electrodes.
The other way around, for the receiver, an electric field between two points will create a potential
difference across the two electrodes.

Figure 3.4: Simple electrical model of the human arm for Galvanic Coupling. [18]

E∗
Tx =

VTx

d · ε
(3.1)

V ∗
Rx = ERx · d · ε (3.2)

The (total) Electric Field strength between the two electrodes of a transceiver can be calculated by
Eq. 3.1, where V is the applied potential voltage difference across the two electrodes, d the distance
between them and ε is the permittivity of the body in that distance voltage across the electrodes. The
unit of E is V/m. In reverse, the potential voltage difference across the receiver electrodes can be cal-
culated by Eq. 3.2 where ERx is the electric field strength between the receiver’s electrodes, propagated
from the transmitter throughout the human body. It must be noted that the field has spread out across
the body exponentially and also parts of it have leaked out of the body, so ERx ≪ ETx (ERx is way
smaller than ETx). An important sidenote to both Eq. 3.1 and Eq. 3.2 is that these formulas are very
simplified. In addition to the electric field creating a potential difference across the two electrodes of the
receiver, an electric current flow enters the receiver as well. This current flow was possible due to the
electric field created by the transmitter.

The potential difference is altered according to some encoding of the message that is supposed to be
transmitted using this method. EM waves transport EM energy from the transmitter to the receiver
like this, with the human body as the propagation medium. The propagation speed of that wave is
about the speed of light. The receiver can either use one signal electrode or a signal electrode in com-
bination with a reference (ground) electrode touching the body. Any received potential difference with
the reference is decoded into a payload. Depending on the purity of the received energy, the decoded
payload is correct or not. Energy from other sources might cause interference. However, since most of
the energy is directed into the body and no floating ground reference is required for this method, GC is
less susceptible to interference than, for example, Capacitive Coupling (CC). The current that is flowing
from the signal electrode to the reference electrode on the transmitter, however, is a very small current
and therefore, the created EM wave is weak. This might cause issues with the noisy human body as
a communications channel. The medium, through which the signal is propagating, is the human body.
The electrical characteristics in terms of resistance, inductance and capacitance, differ throughout the
body and per layer of the body. For that reason, since nobody is the same, the signal behaves differently
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in different bodies. To understand better what is happening, models have been composed that describe
the electrical characteristics of the human body in terms of impedance, based on research. A basic model
explaining the prior theory is found in [18] and is depicted in Fig. 3.4.

Figure 3.5: Advanced electrical model of the human arm for Galvanic Coupling. [18]

In the figure, electric-field-intensity (current-density) vectors are used to represent current flow paths
in GC. The body is simplified in this model but in Fig. 3.5, a more advanced model is depicted that
takes into account multiple layers of the human arm. Please note that bones have not been used in this
model and neither the longitudinal characteristics of fat. The reason for not taking into account these
characteristics is that their impedance was found to be very high in comparison with the other factors
in this model, so they would not contribute to signal propagation.

3.1.2 Capacitive Coupling & Magnetic Coupling

The coupling method Capacitive Coupling (CC) is the most used coupling method in research, which is
also referred to as ”electrostatic” coupling. The reason for that is that the signal is attenuated less in the
body when CC is used[10]. One electrode touches the human body and the other electrode is pointed
away from the body. The signal electrode that touches the human body couples an Electromagnetic (EM)
signal into the body. The other electrode is a reference electrode. The reference electrode is often the
device’s ground potential and is meant to couple with earth-ground ”through the air”. Coupling ”through
the air” creates a capacitive reference. This is depicted in Fig. 3.2. Since the human body does the same
and the receiver does so too, a potential voltage reference is established on all components in the system.
When the signal electrode changes its potential voltage (data modulation), a potential voltage difference,
across the signal electrode and earth-ground, causes an EM field inside the body. The field is measured
by the receiver and so changes in the field are picked up and demodulated back into meaningful data.
Just like a model exists for Galvanic Coupling (GC), an electrical model was created for the signal
propagation in CC. This model is depicted in Fig. 3.6.

In the model depicted in Fig. 3.6, the human body is simplified with a resistor and a capacitor in parallel.
These components form the impedance that the signal is subjected to. Depending on the location of
the transmitter and/or receiver device(s), the body characteristics could change a bit with, for example,
added leakage capacitance with earth-ground. The capacitance in parallel with the resistance forms im-
pedance together. The impedance description of this model, which was provided by both [35] and [58],
can be elaborated more into the layers of the human body just like the model from GC depicted in Fig. 3.5.

Another method for coupling the signal into the human body is Magnetic Coupling (MC). For this
coupling to work, a coil is wrapped around tissue or a limb. In Fig. 3.3 a coil is wrapped around the
arm, for example. Alternating current flowing through a coil will create an alternating magnetic field in
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Figure 3.6: Electrical model of the human body for Capacitive Coupling. [35] & [58]

the coil. Because the human body (tissue) is the inside of the coil, the magnetic field will be coupled
to the human body and so a receiver, configured in the same method using a coil, will be receiving a
signal since a changing magnetic field in a coil will induce a changing electric current in the coil. The
magnetic field strength in the centre of a coil is described by Eq. 3.3. Rewriting that equation for the
receiver yields the current induced in the coil of the receiver in Eq. 3.4. The magnetic field strength in
the centre of the receiver coil is described in Eq. 3.5. In these equations, N are the number of loops of
the coil, µ is the permeability of the medium and R is the radius of the coil. Since the receiver does not
receive the full strength of the transmitted magnetic field B, the receiver’s magnetic field is described as
factor η times the transmitted magnetic field, plus noise. The reason for not receiving the full strength
of the transmitted magnetic field is due to the spreading of the field throughout the body and potential
leakage. The strength-per-area of the B field reduces with an exponential factor per unit distance from
the transmitter.

B =
NµI

2R
(3.3)

IRx =
2R ∗BRx

Nµ
(3.4)

BRx = ηBTx +Bnoise = η
NµITx

2R
+Bnoise (3.5)

For this method of coupling, a practical downside makes this method obsolete. The device must al-
ways manage to wrap a piece of tissue or limb with multiple conducting loops making a full electrical
connection.

3.2 Potential Reference

Communication between devices is established by transmitting electrical signals. These signals are
picked up as a potential difference with respect to another potential reference voltage. Often, in wired
communications, for example, two wires are used and a potential difference across them is created by
the transmitter. The receiver picks up that difference by measuring the potential difference across the
two wires. The receiver can consequently decode the transmitted signal. In wireless communication, the
air or transmission medium will act as just one of those wires. The other wire, the reference, is either
a shared ground or, often in battery-based devices, the alternating signal is referenced to a potential
based on the device’s battery. Body Coupled Communication (BCC) is practically the same as wireless
communication in that sense that there is one ”wire” (the body). The picked-up signal will be a potential
difference across the receiver electrode and the receiver’s potential reference electrode. The receiver’s
potential reference electrode is (often) directly electrically connected to the battery’s negative terminal.
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Electrically speaking, energy in electrical signals is not in the wires but between the two potentials.
Having both a signal wire and a reference wire (ground) means that the energy is transported between
those wires to the receiver and most of the energy is contained. In wireless communication, the energy
spreads in all directions, not focusing its energy in one direction, and so the receiver will have to deal
with a weaker signal in the first place. That is why in BCC, the circuit needs to be designed such that
any slight changes in energy (data) are amplified and received. During evaluation, the devices must be
electrically separated to ensure the operation of communication when, for example, battery-operated
devices around the body are used in applications.

3.3 Frequency Shift Chirp Spread Spectrum Modulation

A more steady communication can, in theory, be established using the properties of (Frequency Shift)
Chirp Spread Spectrum Modulation (FSCSSM) in Body Coupled Communication (BCC). Why that is,
is explained here. In FSCSSM, the transmitted signal is spread out over a bandwidth to allow for a very
advantageous Signal-to-Noise Ratio (SNR). To understand why that is, first, a few terms in this method
are addressed.

The ”C” in FSCSSM stands for ”Chirp”. In FSCSSM, data is modulated into an analogue electrical
signal. That signal is formed by creating an alternating current with linearly increasing frequency over
a period of time. The frequency is ”swept” over time through the available bandwidth.
As an example, when the bandwidth is 20kHz and the centre frequency is 100kHz, all frequencies used
in the sweep have a value between 90kHz and 110kHz. The actual frequencies used in this work are
different and explained later. If such frequency sweep had been performed in the audible frequency range
using sound waves (moving air particles), the human would hear a so-called ”Chirp”. That chirp would
be a sound changing from a low to a higher frequency over a period of time. However, because this kind
of frequency sweep in the audible range sounds like a chirp, is not the main reason for it to be called
a chirp. Chirp is an abbreviation for ”Compressed HIgh-Resolution Pulse”. The signal is a sweep of
frequencies starting at the centre frequency minus half the bandwidth and ending at the centre frequency
plus half the bandwidth.

Chirping is used in radar technology because it forms a compromise between sending a single-frequency
waveform and a ”perfect” delta function. Single-frequency waveform makes it hard to distinguish mul-
tiple targets on the radar since multiple reflections have various delays of which correlation might overlap.
On a low-power signal, noise added to this signal makes it even harder to measure delay. A filter in the
frequency domain would show a narrow-band waveform. When using a delta function pulse as the signal,
the power would have to be instantaneous and very high which is hard to achieve. This would, however,
provide the ability to distinguish multiple targets that are located close together. An ideal delta function
would include all frequencies equally in the frequency domain, a wide-band signal. A chirp signal results
in a wide-band signal (not as wide as the delta function) and a low-power signal (power is spread out
over time). Plus, correlating the chirp yields a very narrow peak allowing for high distinguishability and
because of that, the signal is robust against noise.

This chirping was visualized in the introduction and is once more depicted in Fig. 3.7. The figure shows
how a chirp signal will look in amplitude over time and how the frequency increases linearly over time.
Note that this is purely a visual example and not a representation of the real frequencies and time periods
used in this work.

When a receiver applies a matched filter on the received signal, the peak of correlation would be narrow
and high. This cross-correlation of a received signal with a matched filter, over time, is displayed in
Fig. 3.8. Only when the signal fully overlaps the matched filter (reference signal), does the correlation
peak. This indicates that another signal received a little later or earlier in time can be easily distinguished
from another signal.

Chirping itself, however, does not directly pose a method for encoding and decoding (modulation and
demodulation) your message but it is merely a method used for the transport of your message. The logic
behind FSCSSM is that a cyclic frequency shift can be applied to the chirp to pose a set of bits. The
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Chirp Example

Figure 3.7: Example of a chirp and its frequency behaviour
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Figure 3.8: Cross-correlation between a matched filter and a received signal at multiple
moments in time.

amount of frequency shift is the modulation technique applied. A cyclic shift means that a part at the
end of the chirp (as depicted in Fig. 3.7) can be moved to the front of the chirp. This would result in a
chirp that looks like the one in Fig. 3.9.

The number of bits, or possible cyclic shifts, possible in FSCSSM is given by the so-called Spreading
Factor (SF). The SF indicates in how many chunks the chirp is divided and for how long one chirp will
last. Such a chunk is what is called a ”chip”. Each chirp has 2SF chips. For example, if the SF equals 3,
the chirp can be cyclically shifted into 8 different positions to represent a value from 0 to 2SF − 1 = 7.
Each one of those 8 different positions can be transmitted. The chirp that is shifted into one of those
positions is called a ”symbol”. So when the SF is 3, the symbol value of a chirp can be one from the set
{000, 001, 010, 011, 100, 101, 110, 111}. Each shift has the size of one chip from a time perspective.
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Figure 3.9: Example of a chirp and its frequency behaviour, after a cyclic shift

N = 2SF (3.6)

Tchip =
1

bandwidth
(3.7)

Tchirp = N ∗ Tchip =
2SF

bandwidth
(3.8)

The number of chips, which is equal to the number of different values the symbol can have, is N as
provided in Eq. 3.6. The total duration time of one chirp is determined by the amount of chips in the
chirp. The duration of one chip is given by Eq. 3.7 which yields the duration of the whole chirp to be
calculated with Eq. 3.8. Eq. 3.8 indicates that a larger bandwidth will reduce the chirp duration and a
larger spreading factor will increase the chirp duration. The logic behind those duration times can be
explained. When the bandwidth is increasing, the frequency differences between chips are increasing as
well. There is less necessity for spreading information over time because there is a more notable difference
between chips. However, when the spreading factor increases, the time over which the amount of chips
(which is also increasing according to Eq. 3.6) are spread needs to be increased as well. That is because
to keep the same level of distinguishability between chips, each chip’s duration should not decrease for
the same bandwidth and so each extra chip adds up one Tchip to the total chirp time Tchirp.

Assuming that the SF (and thus N) is given, the receiver should correlate each incoming chirp with
N potential chirps. Each of those possible chirps to correlate with is representing one out of N symbols.
Fig. 3.7 and Fig. 3.9 are a visual example of two chirps each with different symbol values. It has to be
noted, however, that N increases exponentially with an increasing SF. For a larger SF, the receiver must
correlate the received chirp with a large number of potential symbol values. Doing so is a computationally
expensive task so an easier, faster and less power-consuming method is useful. Using a mathematical
trick, as explained in [47], under-sampling the chirp by taking N samples, multiplying those samples
with a ”down-chirp” and submitting those multiplied samples to an N-Point Discrete Fourier Trans-
form (DFT) will yield a peak at the frequency equal to the transmitted symbol value. In Fig. 3.7 a
so-called ”up-chirp” is depicted. A down-chirp is a chirp starting at a high frequency and ending at a
lower frequency. That is simply an ”up-chirp” flipped around its x-axis in the figure. However, in the
real world, there is a bit more complexity to it. The down-chirp is the complex conjugate of an up-chirp.
The up-chirp is a chirp with a symbol value of zero.

The maths that allow the more efficient algorithm to work, assume that all signals are complex analytical
signals. The depicted signals in Fig. 3.7 and Fig. 3.9 are not complex signals, they are ”real” signals
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without any ”imaginary” component. A receiver could either sample both I/Q signals, In-Phase(I) and
Quadrature(Q), or sample the incoming signal at Nyquist Sampling rate (Fs ≥ Fmax) and apply a
Hilbert-Transform to acquire the complex analytical signal.

c(nTs + kT ) =
1√
2SF

ej2π[(s(nTs)+k)mod 2SF+k−k]kT B

2SF (3.9)

c(nTs + kT ) =
1√
2SF

(ej2π2
SF k2T B

2SF )︸ ︷︷ ︸
base up chirp

(ej2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
a pure wave at frequency s(nTs) Hz

(3.10)

c(nTs + kT )|s(nTs)=0 =
1√
2SF

(ej2π2
SF k2T B

2SF ) (3.11)

Provided in [47] is Eq. 3.9, which is an equation describing the chirp-value, in complex form, for symbol-
value s(nTs) at sampling point k. In the equation for the symbol value s(nTs), s is the list of symbols
to be transmitted in a package, for which the outcome is the symbol at the nth symbol period Ts. This
equation (3.9) describes the mathematics that can be applied to an under-sampled (complex) signal.
The sampling rate, specifically, should be equal to 1

B in which B is equal to the bandwidth of the chirp.
When N samples of the received (ideal) chirp are taken, the values of those N samples can be described
with this equation by iterating over k. There is, however, one change made to Eq. 3.9 compared to how
it is presented in [47]. This change is the addition of [+k−k] which is equal to 0 and so the mathematical
outcome of the equation is not altered. Although the outcome is not changed, this addition makes it
possible to rewrite Eq. 3.9 into Eq. 3.10, without changing the definition and/or outcome. In Eq. 3.10
it can be noted that there are two parts to the equation of which one is a base up-chirp, a chirp with
symbol value 0, and the other is a pure wave at frequency s(nTs) Hz, which is the symbol value of the
chirp. A pure base-up-chirp is provided in Eq. 3.11 which is derived from Equations 3.9&3.10. Removing
the base up chirp component from the received signal would leave a pure wave at frequency s(nTs) Hz
(the symbol value) from which the frequency can be obtained using an N-point DFT.

Removing the base-up chirp can be achieved by multiplying the received chirp at N samples, sampled at
rate 1

B , with the base-down chirp. Similar to how Eq. 3.11 was obtained, Equations 3.12, 3.13 can be
used to obtain the base-down-chirp described in Eq. 3.14.

c∗(nTs + kT ) =
1√
2SF

e−j2π[(s(nTs)+k)mod2SF+k−k]kT B

2SF (3.12)

c∗(nTs + kT ) =
1√
2SF

(e−j2π2SF k2T B

2SF )︸ ︷︷ ︸
base down chirp

(e−j2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
a pure wave at frequency s(nTs) Hz

(3.13)

c∗(nTs + kT )|s(nTs)=0 =
1√
2SF

(e−j2π2SF k2T B

2SF ) (3.14)

In summary, the receiver only needs to know the N values of a base-down-chirp, which can be calculated
when the SF is known, to calculate the symbol value of the received chirp, using an N-point DFT. The
N samples are taken with a sampling rate Fs = 1

B in which B is the bandwidth. The sampling rate is
way smaller than the sampling rate required according to Nyquist so this is under-sampling.

A full summary of the sampling and dechirping process is visualized in Fig. 3.10. The figure shows
the received signal, in which a frequency change is taking place after the 3rd peak, indicating that the
symbol value of this chirp is 1. The third waveform is the received signal, multiplied by the down chirp
that is shown in the 2nd waveform. These are all complex waveforms in the actual dechirping process,
having a real and imaginary component.
For a Spreading Factor of 4, a total of 16 samples are taken of the multiplied signal, evenly spread. The
samples taken are seen in waveform 3 and the wave they create is shown in the 4th waveform. A sine-
wave with a single frequency is the result of those samples and this wave is shown in the 4th waveform of
Fig. 3.10. The DFT of that sampled wave is shown in the bottom waveform of Fig. 3.10. The absolute
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DFT peaks at 1, indicating that this received chirp has a symbol value of 1. Note that 16 samples are
provided and the 4th waveform shows 1 period for those 16 samples. For a chirp with symbol value 0, the
samples differ very little in value and so their DFT becomes zero. Its process is visualized in Fig. 3.11
and for a chirp with symbol value 8, the visualization is given in Fig. 3.12. For all the representations,
the amount of periods can be compared to the symbol value. When the symbol value is greater than
half the amount of chips, greater than 8 in this example, the amount of periods visible in this view is
no longer corresponding to the symbol value. The result of the DFT is actually based on the amount of
turns that the phasor makes for the given set of samples.
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Figure 3.10: Dechirping steps of a chirp with symbol value 1

According to the work in [47], the received signal is described in Eq. 3.15 in which w(nTs + kT ) is a
zero mean white Gaussian noise, describing noise that can occur. The noise might be present, but as
described is the spreading feature of FSCSSM allowing for a SNR below zero dB. The multiplication
with the base-down-chirp of the sampled received signal is described in Eq. 3.16.

r(nTs + kT ) = c(nTs + kT )︸ ︷︷ ︸
chirp with symbol value s(nTs)

+ w(nTs + kT )︸ ︷︷ ︸
White Gaussian Noise

(3.15)

d(nTs + kT ) = r(nTs + kT ) ∗ e−j2π k2

2SF (3.16)

Effects on data-rate and Packet Error Rate (PER) are controlled by trade-offs in bandwidth usage and
spreading factor. Changing the centre frequency does not directly result in different data rates or PER
but might be beneficial for better performance given the channel the signal is propagating through. In
the human body, it was found that a higher frequency results in better throughput, which is a matter
elaborated on later. A decrease in bandwidth results in a longer chirp time but a longer chirp time does
not directly mean better yields. The longer chirp time is a result of the mathematics required to make
FSCSSM work with a decrease in bandwidth, given eq. 3.16. The upside of increasing bandwidth is that
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Figure 3.11: Dechirping process
symbol value 0
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Figure 3.12: Dechirping process
symbol value 8

frequency differences between the frequencies at sample intervals are more distinct. The greatest benefit
is yielded by increasing the spreading factor, in terms of being prone to noise. Using Fig. 3.13, one
can see that the use of a higher spreading factor yields different behaviour on the dechirped signal of a
signal having symbol value 7. The result shown depicts that the absolute DFT in the dechirping process
outputs a more flat and near zero result on frequencies that are not zero for a higher spreading factor
compared to a lower spreading factor. Another result is that the amplitude of the DFT on the symbol
value (7) of the signal is higher and distinct compared to those of lower spreading factors. Both the
ideal situation (no noise is present) and the non-ideal situation (the SNR is -6dB) have been simulated
and visualized in Fig. 3.13. The noise applied to each signal (all having a different spreading factor)
is different since the signals all have a different structure due to their different spreading factors. This
yields the visually different peaks or dips in the lines, seen in Fig. 3.13, in comparison with each other.
Despite those different behaviours, the effect of the SF on noise resistivity is clear. A higher spreading
factor in the modulation provides a more robust communication system.

The downside of increasing the SF, is that such an action would increase the Chirp Time and so the
data rate will decrease according to eq. 3.8 and these effects are shown in Fig. 3.13.
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Chapter 4

System Model

The prototype presented for this thesis is aiming to establish a private and most of all reliable form
of Body Coupled Communication (BCC). Having such a form of communication could form a base for
either new research into achieving higher data rates and/or real-life applications that require such private
and reliable communications. In this section, the prototype model is described.

4.1 High level overview

In this work, data is to be transmitted from a transmitter to a receiver through a body channel using
Galvanic Coupling (GC). The high-level overview can be split up into three parts which are, as depicted
in Fig 4.1, the transmitter, the body and the receiver.

The transmitted signal is based on (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM)
which was chosen because of its (in theory) ability to be used below the noise floor. In the theory
chapter (Chapter 3), the working principle is described and the parameters for FSCSSM are provided in
the system model of FSCSSM.

Figure 4.1: High-level overview of the system model

It is shown (in Fig 4.1) that, per device, two electrodes will touching the human body. Connecting two
electrodes is done to meet the definition of GC which is making the system act like a wave-guide-based
communications system, us the body as the medium or channel. What is important to note, is that the
two ground signals are not shared ground. They could be, but common applications of this system would
be battery-powered and do not share ground. The transmitter and receiver should be able to commu-
nicate without shared ground reference so this prototype is splitting the grounds to avoid misconceptions.

For both the transmitter and the receiver, a Field Programmable Gate Array (FPGA) is used to process
the signals. The FPGA’s used in this system both are the Nexys 2 Spartan-3E FPGA Trainer Board.
The Very-high-speed Hardware Description Language (VHDL) design for these devices is written in a
software called Xillinxs ISE 14.7. Reasons for using a FPGA are the relatively high sampling rates re-
quired in combined with the processing of those samples. Samples are taken in the order of microseconds.
In this prototype, every time a sample is taken, a full Hilbert transform is applied on 128 samples fol-
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lowed by the dechirping process. This cannot be achieved by using a (normal) microcontroller. For that
reason, a FPGA is chosen since it can be completely optimised for this task and do parallel processing of
those tasks at hand. The two systems are, as shown in Fig. 4.1, interconnected by the body as a channel
or means of signal medium.

4.2 Transmitter

4.2.1 Body Coupled Communication

The transmitter creates a (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) based signal
and couples it into the body using Galvanic Coupling (GC). In addition, the transmitter should not share
common ground (potential reference) with the receiver. The transmitter consists of a Field Program-
mable Gate Array (FPGA) powered by a power bank to eliminate common ground. The FSCSSM signal
is a 10-bit valued output of the FPGA which is connected to a Digital to Analogue Converter (DAC).
The DAC chosen is a MAX5184BEEG+ by Maxim Integrated which has an option for 10-bit input. A
DAC with, for example, Serial Peripheral Interface (SPI) is not desired since the update frequency would
be too low to create a smooth wave at the frequencies chosen. The structure of the transmitter is shown
in Fig. 4.2.

Figure 4.2: High-level overview of the transmitter

The analogue output signal of the DAC is subjected to a non-inverting Operational Amplifier (op-amp)
configuration. The op-amp used is an OPA2863DR by Texas Instruments. This op-amp is a low-power,
110-MHz rail-to-rail amplifier allowing amplification from exactly 0V and the update frequency is suf-
ficient for our application. Since the exact frequencies were unknown prior to this thesis, it is now
concluded that an op-amp with lower frequency capabilities could be used when this would lead to more
(power-) efficiency. The op-amp’s gain can be set using a potentiometer which is the feedback resistor.
Another fixed resistor acts as the ground resistor in the feedback circuit. The full schematics can be
found in Appendix B.

The DAC is set up according to its datasheet. The output from the op-amp is twisted into a pair
of wires with the other wire being connected to the transmitter’s ground potential. The wires are con-
nected to a pair of electrodes on a double-sided Velcro strap, forming the electrode pair for GC. The
electrodes are two pieces of copper sheeting, cut into small rectangles

4.2.2 Frequency Shift Chirp Spread Spectrum Modulation

On the transmitter, the Field Programmable Gate Array (FPGA) creates a 10-bit signal that is fed to a
Digital to Analogue Converter (DAC), yielding a single analogue signal. The 10 bits together form the
chirp wave created by the FPGA. Each bit is provided with its own wire to the DAC along with a wire
for the update signal on the DAC. More detail on how the output of the FPGA is generated, is provided
in Chapter 5.
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4.3 Body channel

The chosen coupling type is Galvanic Coupling (GC). This coupling method requires two electrodes per
device of which one is the device’s ground potential. The other electrode is used to transport the signal
either from or towards the body. A human body is used as the channel.
Since GC is the chosen method for communications, the reference electrodes of both the transmitter and
receiver should be connected to the human body. Devices that are intended to use a system like this are
wireless and operating on battery. Using a battery means that, because there is no physical connection
between the devices except for the human body, they do not have a common ground potential. In testing,
devices should therefore be electrically isolated from each other to mimic such a scenario.

4.4 Receiver

4.4.1 Body Coupled Communication

The receiver has not only to perform the digital aspect of demodulating the received signal but it has to
pick up an analogue signal from the body and perform filtering, amplification and the analogue-to-digital
conversion on that signal before the digital aspect. An Analogue Front End (AFE) is designed for the
prototype of this thesis to perform that task.
The electrodes touching the body are picking up not only the signal but also a lot of noise. The first step
is filtering unwanted frequencies by applying a band-pass filter which is a combination of a High-Pass
Filter (HPF) and a Low-Pass Filter (LPF) in series. The HPF only allows frequencies above the set
cutoff frequency to pass and the LPF does the opposite, it only allows frequencies below its set cutoff
frequency. The filtered signal is passed onto an Operational Amplifier (op-amp) to amplify the signal.
The attenuation of the signal in the body channel is about −29dB (factor 0.035). This factor is calculated
from Figures A.1 & A.2 which show measurements performed on the human body with both receiver
and transmitter touching the human body using electrode-bracelets placed 1cm apart from each other
on the same limb (arm). An example of the described circuit is provided in Figure B.3, which is the
same circuit used for the prototype in this thesis.

The filtered signal is passed onto an op-amp, which is the same type as used in the transmitter, an
OPA2863DR by Texas Instruments placed in a non-inverting amplifier configuration. A potentiometer
is used as the ground resistor and the feedback resistor is fixed. The feedback resistor has a value of
580 kΩ. The amplified signal is fed into an Analogue to Digital Converter (ADC). The ADC used is
an 8-bit ADC of the type MAX11116AUT+T by Maxim Integrated. The eight bits are not fed parallel
to the Field Programmable Gate Array (FPGA) but in series using Serial Peripheral Interface (SPI). A
high-level overview of the receiver configuration is provided in Fig. 4.3.

Figure 4.3: High-level overview of the receiver

4.4.2 Frequency Shift Chirp Spread Spectrum Modulation

The Field Programmable Gate Array (FPGA) that is the brains of the receiver, obtains the chirp signal
in digital form from the Analogue to Digital Converter (ADC). The ADC is provided with a 6.25MHz
clock signal from the receiving FPGA. The frequency of 6.25MHz used for the ADC could theoretically
be higher in this setup as well but it was chosen to keep a lower value like this such that the system
is more easily debugged on the oscilloscope used in the setup. The oscilloscope is a 4 channel Rigol
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DS1104-Z-plus with a bandwidth of 100MHz and a sampling rate of 1Gsa/s.

Every sample period, the Chip-Select signal is pulled low by the FPGA and one 8-bit readout will
be transmitted to the FPGA by the ADC. The readout is taken by the ADC when the Chip-Select
is pulled down. The ADC used in the prototype is the Maxim Integrated MAX11116 with an Serial
Peripheral Interface (SPI) communication link. The receiver’s logic is run on a Nexys2 FPGA just like
the transmitter. The output will be received payload and a flag to indicate when the payload is presented.

The process of dechirping in this prototype is described here, but the implementation (in Very-high-
speed Hardware Description Language (VHDL)) is provided in Chapter 5. First, the FPGA samples the
analogue signal at a sampling rate set to make sure, given the bandwidth, that 128 samples are taken
for every chirp. The sampling rate depends on the spreading factor and bandwidth. An amount of 128
samples is chosen since the Fast Fourier Transform (FFT) -cores used in the FPGA only take arrays with
lengths that have a power of 2. Taking only 64 samples would be under-sampling (Nyquist) and taking
more samples (256) would create a buffer that takes too long for the FFT -core in VHDL to process for
the current sampling rate. A visualisation of those 128 samples, taken of a chirp with symbol value 0, is
provided in Fig. 4.4. From this visualisation, one can conclude that per period, more than two samples
are taken at any time and hence, the Nyquist sampling theorem is met.
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Figure 4.4: Chirp with symbol value 0, showing the 128 ADC/FPGA sampling points

The 128 samples taken, are, as can be seen in Fig. 4.4, real valued and not complex. However, (Frequency
Shift) Chirp Spread Spectrum Modulation (FSCSSM) is based on, as explained in section 5, complex
signals because FSCSSM was intended for Radio Frequency (RF) communication with In-Phase and
Quadrature signals. To obtain the analytical and complex signal that is normally obtained with IQ
signals, a Hilbert transform is applied to the 128 samples taken. It will be later mentioned that from
those 128 samples, only 16 samples are effectively used. The number 16 is based on the Spreading Factor,
which is set to 4 in this work. A spreading factor of four indicates that the chirp is split into 24 = 16
chips as mentioned in the theory.

Applying the Hilbert transform to only those 16 samples would be beneficial in terms of resources,
but the Hilbert transform will be incorrect since the true signal is under-sampled in that case. For that
reason, the sampling rate should meet the Nyquist sampling theorem and 128 samples are chosen here
to meet the Nyquist Sampling theorem Fsample ≥ 2 ∗ (Fcentre +

Bandwidth
2 ). From those 128 complex

values, according to the dechirping process, 16 samples, equally spaced, are taken. One sample per chip.
Those are multiplied with the down-chirp. The down-chirp is the complex conjugate of an up-chirp. The
up-chirp is a chirp with a symbol value of 0. From those 16 down-chirp-multiplied values, the FFT is
taken and its absolute value yields 16 frequencies and the magnitude of those 16 frequencies indicates
the occurrence of that frequency. The frequency with the most occurrences is the value of the chirp.

The calculation of the chirp value is performed after collecting each single sample, so 128 times per
symbol. A preamble is used to locate where each chirp ends and begins. Every time the calculation of
the chirp value happens, the system (during the preamble phase) assumes that a single sample is the
closing sample of the chirp (the 128th sample). The last 128 samples have been stored, including the
last sample mentioned here, and those are used to calculate the chirp value. That chirp value is stored
in a buffer with the size of n times 128. Once, 128 calculations are spaced apart, the buffer matches the
preamble pattern, and the system assumes that it has synced with the preamble. A flag can be triggered
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for every 128 samples for as long as the payload is transmitted. The length of the payload is indicated
by the first chirp after the payload. The length equals the value of that specified chirp, plus 1. Since a
chirp can take up a value of 0 to 15, a value of 1 is added to indicate the length since a length of 0 is
never to be expected and the throughput is maximized to a payload length of 16.

Not only is the maximum frequency of the system limited to the clock frequency of the FPGA but
a custom clock divider cannot create all frequencies below the main clock frequency either. This is
because, with a clock period of 20ns (frequency of 50MHz), the frequency of the clock divider should
be a multiple of 20ns. For this reason, the sampling period in the receiver can be only a multiple of 20
ns. Since the sampling frequency has a direct relation with the bandwidth, only a selection of band-
widths can be applied. The bandwidth has a direct effect on the maximum centre frequency that can
be applied, in combination with the spreading factor. For these evaluations, a spreading factor of 4 is set.

Due to the system having to take 128 samples into a Hilbert Transform, putting a sample in every
clock cycle with a clock frequency of 50MHz (20ns), a new sample from the signal can be taken only
after every 128 clock cycles (2.56µs).

1

Fsample
≥ NFFT

Fclock
⇒ Fsample ≤

Fclock

NFFT
=

128

50, 000, 000
= 390625Hz (4.1)

In eq. 4.1 it is determined that using this FPGA with 128 sample points, the sampling frequency of
the receiver can be no more than 390.625kHz. The 128 sample points are the number of samples for a
complete symbol (chirp), which is determined in section 3.3, and so the amount of samples per chip is
calculated by N

2SF . Given the amount of samples per chip and the period of one chip in eq. 3.7, there is
a ratio between the Bandwidth and the sampling rate given in eq. 4.2.

Fsample

Bandwidth
=

NFFT

2SF
(4.2)

Combining equations 4.1 and 4.2 gives a maximum bandwidth for this system in eq. 4.3.

Bandwidth ≤ 2SF × Fclock

N2
FFT

=
16 ∗ 50, 000, 000

1282
= 48, 828.125Hz (4.3)

Since a Hilbert transform is to be applied to obtain an analytical signal, the sampling rate should comply
with Nyquist. To comply with the Nyquist sampling theorem, the sampling rate Fsample should be at
least twice the maximum frequency in the system. The maximum frequency is the centre frequency plus
halve the bandwidth (eq. 4.4).

Fsample ≥ 2× (Fcentre +
Bandwidth

2
) ⇒ Fcentre ≤

Fsample −Bandwidth

2
(4.4)

Unfortunately, during this phase and before improvements, miscalculations took place which led to lower-
ing the maximum centre frequency by the amount of the bandwidth. Doing so yields eq. 4.5. Evaluations
have been performed with these lower maximum centre frequencies but can now also be performed with
centre frequencies that indirectly comply with the Nyquist sampling theorem.

Fcentre ≤
Fsample −Bandwidth

2
−Bandwidth (4.5)

The combination of equations 4.1, 4.2, 4.3 and 4.5 provide a list of bandwidths that can be tested in this
prototype with the given maximum centre frequency. One last requirement for options in the list is that
the sampling frequency must be a multiple of 40ns, which is twice the clock period of the FPGA. This is
true since the clock divider can change the value of the new clock only at every rising edge of the main
clock. The list of frequency and bandwidth settings provided by these requirements is given in Table 4.1.
The list is provided by iterating over all possible bandwidths and can be extended by decreasing the
bandwidth step size. Lower bandwidths can be used as well and the list could be extended to way lower
frequencies, which go beyond the purpose of these tests.

35



Bandwidth [Hz] Maximum centre frequency [Hz] Symbol duration [µs] Sampling frequency [Hz]

39,062.5 97,656.25 409.6 312,500

31,250 78,125 512 250,000

25,000 62,500 640 200,000

15,625 39,062.5 1,024 125,000

12,500 31,250 1,280 100,000

Table 4.1: Frequency settings used in the evaluations
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Chapter 5

Frequency Shift Chirp Spread
Spectrum Modulation in Body
Coupled Communication

A full model of the prototype is elaborated on in the previous chapter, Chapter 4. The chirps in the
prototype are transmitted and received by a Field Programmable Gate Array (FPGA) since such a device
can (easily) achieve processing speeds required for sampling at micro-second levels. In this chapter, the
Very-high-speed Hardware Description Language (VHDL) design (implementation) of the transmitter
and receiver are elaborated on. For both the transmitter and receiver, this chapter will explain that
processing is not only taking part on the FPGA but on a computer as well and it will explain why that
is.

5.1 Transmitter

The transmitter will convert symbols of a given value into analogue chirps which in turn are coupled
to the human body. A packet (message) contains a preamble (multiple symbols), a delimiter, a length
symbol and the payload symbols. All the symbols may be symbols with different symbol values so their
chirps will have different characteristics. For ease of programming and ease of varying parameters, the
chirps are prepared in Python.

A list of the whole message in analogue chirp form is provided sample by sample given a sampling
frequency FsampleTx

. Each value in the list corresponds to the voltage created by the Digital to Ana-
logue Converter (DAC) at a given sample index. A list of frequencies is composed given the bandwidth
and centre frequency and the number of samples calculated from the sampling frequency. Per chirp, the
list of frequencies is cyclic-shifted such that the frequency shift is indicating the symbol value according
to the theory for (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM). Using the shifted
list of frequencies, a sinusoidal wave is created. The wave is formed by iterating over each frequency in
the list and per iteration calculating the cumulative sum of all frequencies, up to the current frequency,
divided by the total amount of frequencies. In other words, the list with sampled and cyclic shifted
frequencies is converted to a list of phases. A piece of pseudo-code is shown to provide a more visual
explanation of what is used to obtain the list of phases and the chirp.

1 frequencies = {shift frequency to frequency B, frequency A to shift frequency}

2 phases = cumulative sum of frequencies

3 chirp = sine(2π * phases)

The list of samples is formatted into a list. The whole list can be pasted in the Very-high-speed Hardware
Description Language (VHDL) design for the transmitter. The transmitter makes use of a virtual clock
component (clock divider) to output a new sample of the list at the sampling rate.
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The Field Programmable Gate Array (FPGA) clock frequency is 50MHz in this prototype. For a
sampling frequency of 2.5MHz, every 10th rising edge of the FPGA clock, the virtual clock changes
state from 0 to 1 or 1 to 0. With a sampling frequency of 2.5MHz, a centre frequency of 78125Hz
and a bandwidth of 31250Hz, one symbol has 1280 samples. The list will be as long as 1280 samples
times the amount of symbols to be transmitted. In the prototype, the message ”m” is sent which is
0x6d in hexadecimal form and divided over two symbols of each 4 bits, this would be a 6 (0b0110)
and a 13 (0b1101). The preamble chosen is 0,4,8,12,15 in their binary form of 4 bits each. These val-
ues have been chosen since each of them is different and every bit is used at least once. Doing so, a
clear distinction between the sent symbols is found but there is a recognizable pattern. Using the same
symbol, for example, 0, could lead to the same positive false flags repeated which is not desired. The
preamble is separated with the delimiter of value zero followed by the length of the message which is 2
(0b0010) in this case. The redundancy of the preamble is chosen by the receiver, but the transmitter
sends each symbol from the length and payload trice for triple modular redundancy. The total amount of
symbols is 5+1+3+3×2 = 15. The list will have a size of 19200 samples in the prior mentioned settings.

Per the sample transmitted, each bit is taken as a single output of the FPGA and each output is
wired to the DAC. The DAC builds the analogue value from those bits. For each sample, ten bits have
been used to compose the value since that is the amount that the DAC can take at once.

5.2 Receiver

The receiver is a bit more complex compared to the transmitter when it comes to Very-high-speed Hard-
ware Description Language (VHDL) Design. Yet, a part is still analyzed in Python in the end due to
ease of use and limited resources available on the Field Programmable Gate Array (FPGA).
At the sample rate FsampleRx

, the receiver is sampling the analogue real-valued received signal. The
sampling rate in the receiver is determined using a virtual clock designed in VHDL. The virtual clock
is, just like the one in the transmitter, a clock divider and works the same.

The Analogue to Digital Converter (ADC) is making use of Serial Peripheral Interface (SPI) and for
that reason another sampling module is designed in VHDL to provide a virtual clock between the ADC
and collect the SPI data. The sampled data is stored in a First-in-First-out (FIFO) buffer with a size
of 128 samples. The buffer is another component in VHDL. The buffer is used as input for the Hilbert
transform. The Hilbert transform component makes use of a pre-designed Fast Fourier Transform (FFT)
and Inverse Fast Fourier Transform (IFFT) module provided by the Xilinx CORE Generator of which
the settings are provided in 5.1. The designed component for the Hilbert transform takes the 128 samples
into the FFT component sample by sample at the rate of the system clock (50MHz) and repeats this
process of taking 128 samples at the rate of the designed virtual clock. Because the 128 samples are
taken into the FFT quicker than the sampling period, the FFT is idled for a given amount of clock cycles
to match the sampling period. The Hilbert transform takes the FFT of N samples, sets the 2nd half of
the FFT output to zero and the whole is them subjected to an IFFT. The IFFT component is, just like
the FFT component, built using the Xilinx CORE Generator.

Settings for the IFFT component are similar except for the following items:

• Precision Options: data width = 18, factor width = 12

• Input Data Timing: No offset

The real-valued signal is now sampled and buffered into a buffer the size of one chirp. The buffer is
converted into an analytical signal having both the real and complex component. Using the analytical
signal, the mathematics that apply to (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM)
can be applied. To apply the maths, the analytical signal is under-sampled such that from the 128
samples, only 16 are taken equally spaced apart. The selection is right away applied in the Hilbert
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Setting Value

Channels 1

Transform length 128

Target clock frequency 50MHz

Implementation option Pipelined, Streaming I/O

Data format Fixed point

Precision options Data width:9; factor width: 12;

Scaling options Unscaled

Rounding modes Truncation

Optional pins CE

Output ordering Natural order (no cyclic prefix insertion)

Input data timing 3 Clock cycle offset

Number of stages using Block RAM 0

Reordered buffer Distributed RAM

Complex multipliers Use 3-multiplier structure

Butterfly Arithmetic Use CLB logic

Table 5.1: The settings for the pre-designed FFT component, using the Xilinx CORE Gen-
erator

component.
The 16 samples that have been selected are forwarded into the dechirper. The dechirper performs a mul-
tiplication with the downchirp (also undersampled to 16 samples) using the downchirp component. The
downchirp samples are pre-calculated in Python and each one of them are placed in a VHDL function
format with its name corresponding to the sample index. The down-chirp multiplications are all binary
multiplications, the Python script helps to quickly build the correct-valued functions for the down-chirp
multiplications. The down-chirped samples are submitted to another FFT but this FFT is not a pre-
designed FFT component. This component, however, is a custom VHDL design. Once again a custom
built Python script creates the VHDL design for the N-Point FFT.

The FFT design can be scaled using this Python script, which was not required in the end but still
useful to obtain a better understanding of how an FFT is actually performed. It was chosen to use
a custom built FFT since the pre-defined would use resources that where no longer available. Those
resources were mostly used by the Hilbert transform. The absolute values of the dechirped signal are
compared to each-other and the index at which the value is the highest is assumed to be the symbol value
of the chirp. To obtain the absolute values of the dechirped signal, they are multiplied by themselves
using a pre-designed multiplier from the Xilinx CORE Generator. Settings for the CORE Generator,
just like those for the FFT and IFFT are listed here.

• Multiplier type: parallel Multiplier

• Input Port A and B data type: signed

• Input Port A and B Width: 11

• Multiplier Construction: Use LUTs

• Pipeline Stages: 0

Now that the signal is dechirped, a synchronisation component stores a large buffer of past dechirped
values. Note that at each new sample taken from the analogue signal, the whole process is repeated,

39



so only once every 128 samples the actual chirp value is obtained at the correct moment in time. That
moment in time is where the sample matches with the end of the chirp. To find that point, the synchron-
isation component looks back in time where, 128 samples apart, the received symbol values do match
those of the expected preamble. Using the synchronisation point, a message-decomposer component pro-
cesses received data. The output of the dechirper, synchronisation component and message decomposer
component are forwarded to physical outputs of the FPGA such that a logic-analyzer can pickup those
outputs and store them in a digital format. A Python script can analyze the stored data from a Comma
Separated Values (CSV) file.
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Chapter 6

Evaluation

The goals of this thesis are to provide a prototype of Body Coupled Communication (BCC) with the use
of (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) and measure the effects of changing
parameters from this prototype. The effects of parameter changes should provide an insight into the
performance of the combination of BCC and FSCSSM. The performance indication could be used as a
guide for further designing this system and/or determining its benefits over other systems.

Parameters that could influence the system’s performance are transmitter gain, body composition, dis-
tance, electrode dimensions, electrode inter-distances, receiver gain, frequency, bandwidth, spreading
factor and noise levels. All contributions of these parameters should, at some level, be looked into and
for each of those, one or more tests are performed to do so.

6.1 Frequency, bandwidth & data rate

Since the human body is frequency selective and the modulation technique is all about changing fre-
quency, evaluating the effect of changing the centre frequencies is one of the reasonable things to do.

6.1.1 (Centre) Frequency

In this system, the centre frequency has no direct effect on the data rate. This conclusion can be drawn
by taking a look at eq. 3.8 which is the time of a single chirp, for which the centre frequency is no para-
meter. To show that this parameter does not affect the overall data rate, a plot is created with settings
applied to the model in this thesis. The plot is shown in Fig. 6.1 and also the parameter bandwidth is
included to show that the bandwidth does influence the data rate. As expected from eq. 3.8, when the
bandwidth increases, the data rate does so too as is shown in Fig. 6.1, which is a simulation.
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Figure 6.1: Relation between data rate and both the centre frequency and bandwidth
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This is a simulation, however, and no real-world experiment. In this simulation (Fig. 6.1), the effect of
the centre frequency is not measured. An evaluation with the following parameters was performed, to
obtain the actual effect of changing the centre frequency.

• Input voltage: 3V

• Bandwidth: 12500Hz

• Distance between Transmitter (Tx) and Receiver (Rx): 5cm

• Inter-distance: 1cm

• Spreading Factor: 4

In this evaluation, of which the result is shown in Fig. 6.2, multiple centre frequencies have been evaluated
with a fixed bandwidth. For each evaluation, the receiver gain was adjusted to the minimum gain for
which the receiver can receive and decode the messages with an error of 0%.
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Figure 6.2: Relation between the received signal strength and centre frequency

From the evaluation it becomes clear that a higher frequency requires less gain. Less gain is required
since the signal is propagating through the body better and more signal strength is received at the re-
ceiver. This conclusion is not a direct cause of the use of chirps. However, it does suggest that using a
higher centre frequency in the chirp results in a better chance of decoding the message successfully. Using
Signal-to-Noise Ratio (SNR), this conclusion is looked into further. While the gain is system-specific,
SNR is not.
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Figure 6.3: Relation between the Signal-to-Noise-Ratio and the centre frequency

In Fig. 6.3 the relation between the centre frequency and the SNR is depicted. This figure backs up the
conclusion that with a higher centre frequency, the signal propagates through the body better compared
to lower centre frequencies. The highest centre frequency in Fig. 6.3 (orange line) can achieve a 100%
reception rate with worse SNR compared to a lower centre frequency (blue line).
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From these two evaluations, the suggestion is presented that higher (centre) frequency performs bet-
ter. That suggestion must be provided with a different perspective because, as is concluded from prior
research, a higher frequency also means more probability of signal leakage. A trade-off between the
amount of signal allowed to leak and the level of propagation is present.

6.1.2 Bandwidth

An important measure of a communications system is the data rate. Data rate is not the key in this
thesis but privacy and reliability are. However, since the data rate is bandwidth-dependent and different
bandwidths have different frequency footprints, the data rate is indirectly evaluated as well. For all
bandwidths, the required receiver gains are set to achieve a 100 percent reception rate.

• Input voltage: 3V

• Centre frequency: 31250Hz

• Distance between Transmitter (Tx) and Receiver (Rx): 5cm

• Inter-distance: 1cm

• Spreading Factor: 4

The expectation is that, when noise is limited, the received signal strength will be affected only with a
very small factor by the bandwidth. More bandwidth should allow more spreading of the signal compared
to noise but a downside is visible from the centre frequency analysis. Increasing the bandwidth will take
up a broader frequency spectrum and the distance from the centre frequency is increased using a broader
bandwidth. At low frequencies, which are used in the prototype built for this thesis, the part of the
bandwidth below the centre frequency will have fewer propagation benefits compared to the frequencies
in the bandwidth above the centre frequency. That note means that not the whole frequency range in
the bandwidth will have the same ease of propagating through the channel.

The effect of using different bandwidths is shown in Fig. 6.4. In this evaluation result, the effect of
bandwidth, indeed, seems negligible. The differences between measurements are within less than 1 dB
and are most likely due to measurement errors rather than the true effect of the bandwidth. The latter
conclusion is drawn due to the differences not being linear over the bandwidth spectrum.
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Figure 6.4: Relation between the received signal strength and the chirp bandwidth

These results are in line with the expectations found by Ahmed et al. in 2020([1]). In their work,
the attenuation slope is gradually decreasing as the frequency increases. For low frequencies, the gain
required in this prototype is large and the attenuation in the work of Ahmed et al. is very low. The
slope to the next measured frequency is steep in this evaluation and in their work. For the higher
frequencies evaluated these slopes are not as steep in either works. The effect of why higher frequencies
are better in propagating is explained in [18]. Quoted from their work: ”At lower frequencies, the
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dielectric property of the skin is dominated by the outermost layer of the skin called stratum corneum
(SC), which is composed of dead and flat skin cells” - ”The effect of SC vanishes as frequency increases;
this phenomenon is manifested by the decreasing skin impedance.” [18].

6.2 Spreading factor

The two aspects that influence data rate and resistance to noise are the bandwidth and the spreading
factor. Increasing the latter is beneficial as was shown in Fig. 3.13. Doing so, however, requires a large
part of the receiver to be rewritten. In this work, this is not evaluated and the theory is used as the
basis for motivating that a larger spreading factor should benefit reliability to noise.

6.3 Electrode inter-distances and dimensions

In various related works, the dimensions of electrodes and the distances between the two electrodes of
a pair (inter-distance) are proven to affect the received signal strength. Both of these factors have been
evaluated for this work and they are compared concerning Signal-to-Noise Ratio (SNR).

6.3.1 Inter Distance

As was described by eq. 3.2, the received signal strength is expected to be dependent on the inter-
distance. An evaluation will be performed where the inter-distance on the transmitter is varied between
0.5cm and 3.5cm for the same variety of distances on the receiver inter-distance.
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Figure 6.5: Relation between the received signal strength and the inter-distance of electrodes

From this graph, shown in Fig. 6.5, the effect of changing the inter-distances becomes clear. Except for
inter distances of 5 and 10mm, the received signal strength increases for a greater inter-distance. The
distances between the electrodes are nowhere near the wavelength, half of the wavelength or a quarter of
the wavelength of the transmitted signal. This conclusion is important because it shows that the system
behaves more like a capacitive coupled system the greater the distance between the two electrodes of one
device, rather than a galvanic coupled system. Due to body impedance, the current flowing between the
two plates becomes very limited the greater the distance. According to the formula of the electric field
generated between two plates, found in eq. 3.1, the electric field generated should become smaller with
greater distances. However, given prior research, it is also known that a capacitively coupled system has
a stronger signal strength. Requiring less gain, as is shown in Fig. 6.5, for a greater inter-distance means
that the signal strength received is stronger. Since the signal strength is becoming stronger, the conclu-
sion is drawn that, to use a system that behaves like a waveguide, it’s best to keep the inter-distances
small. However, for 5 and 10mm the behavior seems unpredictable. An inter-distance of 15mm to 20mm
is suggested as being optimal.

The 15mm to 20mm electrode inter-distance is suggested as being optimal not only due to the received
signal strength but also because of practical reasons. Often, wearables are small so this system should
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integrate easily. For medical applications devices are either implanted, for which dimensions matter, or
they are worn on the body surface and are, thus, desired to be discrete.

Given the results in Fig. 6.5, the inter-distances 1, 2 and 3cm (or 10, 20 and 30mm respectively) are
evaluated once more but not concerning the minimum required gain for a 100% reception rate, but for
the symbol error rate per Signal-to-Noise Ratio (SNR).
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Figure 6.6: Relation between the received signal error per SNR and the inter-distance of
electrodes

The results of the evaluation are depicted in Fig. 6.6. From these results, it can be concluded that
the inter-distance of the receiver has the most influence on the system. The limited number of evalu-
ation points in this experiment enforces the side note that conclusions drawn on this experiment are not
strong. However, the receiver is best to be kept at a centimetre inter-distance rather than two and the
transmitter is a little less of an influence but best to be kept around 1cm as well.

For both evaluations regarding the inter-distance, the system has been provided with the following
parameters.

• Input voltage: 3V

• Centre frequency: 97656.5

• Bandwidth: 39062.5Hz

• Distance between Transmitter (Tx) and Receiver (Rx): 5cm

• Spreading Factor: 4

However strong these findings may be, both evaluations do not match the expectations found in related
work. Arai et al. found in 2016 that increasing the inter-distance would increase the received voltage [2].
Differences might be related to either one or two factors. In their work, communication is established
by touching an object which has the receiver. For this reason, the turning point might be occurring
at greater inter-distances but this is not confirmed. Another difference between this and the research
from Arai et al. is the orientation of the electrodes. Their electrodes are placed in series concerning the
path of propagation while in this thesis, the electrodes are placed in parallel. The latter has not been
evaluated in this thesis but might be an interesting evaluation for future work. For wearable applications
or medical applications, the inter-distance is small in an ideal situation and has the least signal loss.
From what it looks like, the work in [2] has the least loss at greater inter-distances but the difference
with this work at the same distance for different orientations has not been compared.
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6.3.2 Electrode dimensions

To verify the effect of electrode dimensions on the received signal strength, three different dimensions of
electrode pairs are created and evaluated with a 5cm distance between the transmitter and receiver and
1cm inter-distance.

Three electrode dimensions are considered. In all evaluations, the electrode dimensions of the Transmitter
(Tx) were set to the same dimensions of the Receiver (Rx). These dimensions were (15mmx20mm,
10mmx10mm, 5mmx5mm). The evaluation clearly shows that smaller electrode dimensions have a
weaker received signal. For the largest electrode dimensions, the system achieved 0% error from -9dB
Signal-to-Noise Ratio (SNR). A 0% error rate was not achieved for the smallest electrode dimensions
and only at -3dB SNR for the electrode dimensions with 10mm x 10mm dimensions.
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Figure 6.7: Relation between the received signal error per SNR and the dimensions of
electrodes

These evaluations were performed with the output gain kept the same for each dimension, which might
not be the best gain overall. This mention is provided since from these results, a statement that the
smallest electrode dimensions cannot achieve a high SNR is not by definition true. The maximum
achievable SNR for the smallest electrode dimensions was not evaluated.
In this evaluation, the following parameters were used in the system.

• Input voltage: 3V

• Centre frequency: 97656.5

• Bandwidth: 39062.5Hz

• Distance between Tx and Rx: 5cm

• Inter-distance: 1cm

• Spreading Factor: 4

While the inter-distance evaluations performed for this thesis were not directly in line with the results
from related works, the effects of electrode dimensions were. In [2], larger dimensions had received bigger
potential differences in voltage compared to smaller dimensions. This result was also found in this thesis
and greater dimensions allowed for transmission with a signal of SNR -9dB without loss of data.

6.4 Amplifier and Receiver gain

The signal strength is determined not only by frequency and electrode configurations but also by the
voltage at which the signal is coupled to the body (the input voltage). The relation between input voltage
and gain required at the receiver is evaluated. Amplification at both ends requires power and the more
amplification required at either end, the less power-efficient the system becomes. A less power-efficient
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system is not desired since the modulation scheme (Frequency Shift) Chirp Spread Spectrum Modula-
tion (FSCSSM) is considered very power-efficient. The power efficiency provided with this scheme in
Body Coupled Communication (BCC) could allow for applications which rely on battery-less operation,
such as implants.
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Figure 6.8: Various effects of the input voltage

The effect of input voltage and the effect of output voltage is visualized in Fig. 6.8 using three evalu-
ations. The first evaluation shows how the received voltage is affected by changing the input voltage
on the transmitter. From this evaluation, the received voltage is changed most between 0.5V and 1V
from which the voltage gradually increases with a lesser slope. With that finding one can conclude that
using more input voltage means using more power with lesser effect from after around 1V. A side note
is that this does not have to be 1V exactly, since the effect is only tested at a few input voltages. The
same effect, however, is found in terms of required gain. Between 0.25V and 1V the gain required in this
system for a 100% reception rate has a steeper slope compared to the slope between 1V and 2V.

The last evaluation shows that the symbol error rate switches from about 100% to 0% within a window
of 1V. When the error was set to be mediocre around 5V input voltage, the symbol error rate was found
to be about 100% at 4.5V input voltage and about 0% around 5.5V input voltage.

These experiments were performed using the following system parameters:

• Bandwidth: 12500Hz

• Centre frequency: 31250Hz

• Distance: 5cm

• Inter-distance: 1cm
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6.5 Transmission distance and body composition

Devices that make use of Body Coupled Communication (BCC) for communication with other devices
in and around the body, can be placed at any location close to or (relatively) far away from each other
at any undefined location. At any of the placed locations, these devices should be able to transceive
messages without error. Even, as is evaluated in this thesis, the devices should be able to transceive to
devices on another person’s body who is touching the host body. Various related works have (success-
fully) tried to model the human body or even two human bodies touching in terms of BCC characteristics
so best practices of where to place BCC devices are known. For medical applications, however, the most
optimal spot for communications could be the worst spot to place a device for other reasons which might
be more important. For these reasons, the desire is for the BCC system to be able to operate at each
and any location. The prototype devices are placed at various distances from each other on the human
body and spots having a different body composition. By finding weak spots or distances, the system can
be evaluated for performance at those spots when the gain is tweaked. The desired result is having a
system that can communicate without error with each and any device anywhere on the body or even in
and around another person’s body who is touching the host body.

In wireless communication, transmission distance is a factor in the received signal strength. For that
reason, distance is evaluated in this work as well. A series of distances is evaluated on multiple persons.
In this series, the distances are 5, 10, 20, 30, 40, 80, 100, 120 and 140cm. Because electrodes are placed
on bands designed for the arms, the electrodes cannot be placed on parts of the body like the torso. The
results are compared to the 5cm distance at which the gain is set such that the reception rate is expected
to be 100%.
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Figure 6.9: Relation between the distance and symbol error rate

The measurement results are depicted in Fig. 6.9, for all persons. Where a linear increase in error rate
vs distance is expected, these results show otherwise. Even per distance, the results for various persons
are very different. An explanation for this is found in body composition. For each person, the body
composition is very different. Where 140cm is about always from one wrist to the other or at least one
lower arm to the other lower arm, the median error between the same lower arm and the other lower arm
is very similar. Given this finding, the distance is not found as the factor with the most impact on the
error rate but the position at which electrodes are placed is. Muscle areas are found to have the worst
conditions for BCC.

Applying the electrodes on positions not regarding distance but the body parts, the results are more in
line with each other. This can be seen in the evaluation where body-to-body communication is evaluated.
In Table 6.1 the error is graphically provided for various positions where the transmitter is placed on
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one body and the receiver on another body. The two bodies (persons) are touching by holding hands.

Position A1 [%] B1 [%] A2 [%] B2 [%]

furthest wrist - furthest wrist 27.11 0.0 93.99 0.0

nearest shoulder - nearest shoulder 0.0 0.0 36.36 0.0

nearest wrist - furthest wrist 0.0 0.0 0.0 0.0

nearest wrist - nearest shoulder 0.0 0.0 11.69 0.0

nearest wrist - nearest wrist 0.0 0.0 0.81 0.0

Table 6.1: Relation between the electrodes position and symbol error rate in body-to-body
communication. (Ax = Symbol error rate threshold gain duo x, Bx = Symbol error rate
normal gain duo x)

While distance on a single body was not found to be a culprit, in body-to-body communication this
factor starts to pose a problem as is found in Table 6.1, in the columns indicated by the letter ”A”. Also,
the shoulder, where the muscle is found, is an example of being in a tough position to achieve communic-
ation with threshold settings as was concluded from the distance evaluation. Table 6.1 is accompanied by
measurements at higher receiver gain to show that, even at worst conditions, communication is possible
with an error rate of 0%. The columns with those results are indicated by the letter ”B”.
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Figure 6.10: Relation between the position and impedance of the electrodes in body-to-body
communication

An attempt was made to clarify the results using impedance. For the positions at which body-to-body
evaluations were performed, the impedance is also being measured. The error rate occurring over distance
can be related to the overall impedance that is the largest measured at the greatest distance. Shown in
Fig. 6.10. The error rate related to body composition, however, is hard to clarify using these impedance
measurements. While the conclusions on the matter regarding body composition from related works still
hold, the evaluations performed in this work do not provide a quantified verification.

All the evaluations in this section were performed with the following system parameters, while the
other factors were changed according to the measurement as mentioned.

• Input voltage: 2.6V

• Bandwidth: 12500Hz
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• Centre Frequency: 31250Hz

• Inter-distance: 1cm

• Spreading factor: 4

By Ahmed et al. it was concluded that for a frequency of 10kHz, the signal is confined in the skin and fat
layers while at higher frequencies (1MHz) the signal is limited to the surface of the body [1]. This same
conclusion is found by Kibret et al. in [18] where they graphically show the influence on the impedance for
all four layers of the human through which the signal can propagate (skin, muscle, fat and bones). They
find that fat is about constant in terms of impedance and the other three layers decrease in impedance
over frequency. However, while the impedance of skin drops by a factor of about 10 from 20kHz to 1MHz,
the other layers do not drop in terms of impedance that much which explains the findings of Ahmed et al.

Muscle and fat have relatively large impedances and since, at low frequencies as used in this thesis,
they play a role in propagating the signal, body parts with lots of fat and or muscle have worse results
as was found in this thesis. Moreover, thick skin at low frequencies can affect the signal negatively since
the skin, especially at low frequencies, has a very high impedance.

In this evaluation, it can be concluded that body position (composition) is more important (at lower
frequencies) than distance when considering single-body communication. In [22] this can be seen as well.
While their work might not conclude directly the relation between distance and body composition, their
measurements which were performed on the upper arm location where muscle and fat are more in play
have a lower attenuation and not a linear decrease compared to the difference between the other two
locations where they measured. With the conclusion of this thesis about body composition being more
important for the lower frequencies, their results might also be affected by this phenomenon without
them being aware of that.

6.6 Noise levels

One of the main aspects of this research is reliability. Reliability is the most important argument for
using (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) in this work and comparing its
effect to other modulation schemes in Body Coupled Communication (BCC). Specifically, the reliability
concerning noise is of interest. The body is a noisy antenna and not just prone to picking up signals
meant for BCC but, for example, 50Hz is a very present signal. Using a bandpass filter already reduces
much of the noise but FSCSSM is known for being able to go below the noise floor. To measure the
effect of noise on the system, the transmitter signal is created with various levels of Signal-to-Noise
Ratio (SNR), starting at 0dB and going down to -16 dB. Received signal strength is hard to measure
but the percentage of messages that can be decoded is not.

For each SNR in the range of 0dB to -16dB, a record of 4 to 10 seconds is taken and the amount
of packages that could not be decoded is the error level as a measure of how well this system performs
in terms of stability and reliability.

• Input voltage: 3V

• Bandwidth: 12500Hz and 31250Hz

• Centre frequency: 31250Hz for BW=12500Hz, 78125Hz for BW=31250Hz

• Distance between Transmitter (Tx) and Receiver (Rx): 5cm

• Inter-distance: 1cm

• Spreading Factor: 4

• Receiver gain: most optimal for each SNR
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Figure 6.11: Relation between the SNR and error rate

In Fig. 6.11, three evaluations are combined for comparison. The effect of SNR is evaluated for two
different bandwidths and also the difference between transmission with triple modular redundancy and
transmission without triple modular redundancy is evaluated. The worst result is found when using the
lowest bandwidth possible and using no triple modular redundancy. Yet, even this modulation achieves
communication with an SNR below the noise floor. For the same bandwidth and centre frequency, triple
modular redundancy is applied to allow for a bit more redundancy, yielding communication with about
0% error when having an SNR of -6dB. When increasing the bandwidth to 31250Hz, about 0% error is
achieved during communications with an SNR of -7dB. During all evaluations, the best SNR achieved
was -9dB whilst having a 100% packet reception rate. This result is seen in Fig. 6.7. The centre frequency
for this result is at 97656.5Hz, the bandwidth at 39062.5Hz and the input voltage was 3V. Using these
parameters, a data rate of 2.4 kilo-symbols per second is achieved at a SNR of -9dB without error.

These noise levels were not found in any other related work that is making use of Galvanic Coup-
ling (GC) and is keeping an eye on privacy. Yet, it must be noted that data rate is a trade-off in which
privacy is often discarded too easily.

6.7 Analytical signal

In the theory, model and implementation chapters, it is explained that the receiver takes 128 samples
per symbol and performs a Hilbert transform on those to obtain an analytical signal of the received,
real, signal. According to the maths provided in Chapter 3, a complex signal has to be undersampled
with the frequency of 1

bandwidth . The samples are to be multiplied with a down chirp (complex con-
jugate of a chirp with symbol value 0) in its complex form. From that multiplication, the Discrete
Fourier Transform (DFT) will provide the symbol value of the chirp signal. Because some remarks had
been found during the dechirping process simulations, the absence of complex signals is evaluated as well.

These evaluations are pure simulation results of processing a signal in one of the following three methods:

1. Obtain the analytical signal of the received signal and multiply it with the down chirp in its complex
form.

2. Multiply the received signal in its non-complex form with the down chirp in its complex form.

3. Multiply both the received signal and the down chirp in their non-complex form with each other.
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When a Hilbert transform is applied in the first method, the analytical signal is then undersampled and
multiplied with the down chirp in its complex form. In the other two methods, the received signal is not
subjected to a Hilbert transform and it is directly undersampled before multiplication.

This evaluation is important since not having to perform a Hilbert transform could spare a lot of re-
sources in hardware. Not having to use a Hilbert transform could lead to a more power-efficient decoding
process, could allow for a higher spreading factor and could even make this process be implementable on
micro-controllers rather than specific hardware such as an Field Programmable Gate Array (FPGA).

6.7.1 Method 1

Method 1 is the method used throughout this thesis. This method requires a Hilbert transform.
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Figure 6.12: Dechirp process method 1

In Fig. 6.12 the process is visualized using method 1. As is expected, the frequency response is flat and
shows a peak on bin 15, which is the symbol value of the chirp used in this simulation. The other bins
are valued at zero. This result is as expected and can be used as a comparison for the other two methods.

6.7.2 Method 2

Method 2 is the method that takes the received signal as is and undersampled. That undersampled
signal is multiplied by the down chirp. The results are visualized in Fig. 6.13.

The frequency response still shows a peak at bin 15, which is the transmitted symbol in the simulation.
However, there is another frequency component visible in the multiplication waveform of Fig. 6.13,
showing that this method is not as ideal as method 1. However, the important conclusion here is that
the received signal can be taken as a real-valued signal without the need for a Hilbert transform. The
signal, however, will be less resilient to noise. That can be overcome by increasing the spreading factor
which is easier to do when resources are not used for a Hilbert transform. Increasing the Spreading
Factor requires fewer resources than the Hilbert transform would.

6.7.3 Method 3

In method 3, both the received signal and the down chirp are in their non-complex form and multiplied
together. The result is visualized in Fig. 6.14. According to the frequency spectrum, there is no clear
distinction between bin 1, bin 3, bin 13 and bin 15. Due to that ambiguity, the system could not detect
which symbol value was assigned to the chirp and the payload would be lost.
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Figure 6.13: Dechirp process method 2
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Figure 6.14: Dechirp process method 3

6.7.4 Theory

To explain and confirm whether the simplified method 2 can be used and why method 3 cannot, the
maths from Chapter 3 are verified for these methods. The equation for a complex chirp is once more
provided in Eq. 6.1 but slightly simplified. Using Euler equations, the real component of a complex wave-
form can be obtained as is shown in Eq. 6.2. To obtain only the real part of the transmitted waveform,
the transformation shown in Eq. 6.2 is also applied to Eq. 6.1.

c(nTs + kT ) = (ej2π2
SF k2T B

2SF )︸ ︷︷ ︸
base up chirp

(ej2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
a pure wave at frequency s(nTs)

(6.1)

y = cos(x) + isin(x) = eix → Re(y) = cos(x) =
eix

2i
+

e−ix

2i
(6.2)

For method 2, the real part of Eq. 6.1 is multiplied with the (complex) base-down-chirp from Eq. 3.14.
This yields the equation presented in Eq. 6.3 which has three parts, parts A, B and C.
The first component, component A, is a pure wave at frequency s(nTs). The second component, com-
ponent B is the base-down-chirp with the frequencies multiplied by a factor of two. The last component,
component C, is the complex conjugate of the pure wave at frequency s(nTs).
The Fourier Transform (FT) will have a high-valued output for the frequency of component A, the pure
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wave at frequency s(nTs). The FT will also have peaks on the frequency response at the other frequencies
due to component B and component C, but these are smaller compared to the amplitude at frequency
s(nTs) since they are spread out over the frequency spectrum. For this reason, the true symbol value
can be obtained from the chirp signal.

d(nTs + kT ) =

(ej2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
A

+( (e2(−jπ2SF k2T B

2SF ))︸ ︷︷ ︸
B

× (e−j2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
C

)

2i
(6.3)

For method 3, only the real components of both the base down chirp and received chirp are multiplied
by each other. The resulting equation now has four components, components D, E, F and G, given in
Eq. 6.4. Components D and E are pure waveforms at frequency s(nTs) but E is D’s complex conjugate.
This would lead to two equally sized peaks on the FT. From this, the intended symbol value cannot
be obtained from dechirping the received chirp. This method could still be used by using only half of
the available bits. For example, when an Spreading Factor (SF) of 4 is used, the symbol could have a
value from 0 to 15. When transmitting a chirp with symbol value 7 in this example, the bins 7 and 9
will be equally high from the FT. When sending a 5, the bins from the FT will be highest and equally
high at 5 and 11. That means that, if you were to transmit only symbol values with a value from 0 to
7, the second half (8 to 15) could be discarded and the symbol can still be decoded by looking at either
the bins between 0 and 7 or 8 and 15. Whether checking two peaks rather than one features an extra
redundancy was not evaluated. It was found in simulations that this method works best for spreading
factors greater than 4.

d(nTs + kT ) = (ej2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
D

+

(e−j2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
E

+

((e2(−jπ2SF k2T B

2SF ))× (e−j2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
F

)+

((e−2(−jπ2SF k2T B

2SF ))× (ej2π[s(nTs)]kT
B

2SF )︸ ︷︷ ︸
G

)

(6.4)

Concluding, method 2 can be used to save resources on hardware. For the same spreading factor, the
resilience to noise is smaller. When more resources are available due to not using the Hilbert transform,
however, increasing the Spreading Factor to overcome the noise resilience, does not require many extra
resources but has still a negative effect on the data rate.
Method 3 makes the multiplication more power efficient since only real components have to be multiplied.
The downside of this method is that only half of the symbol values for the selected SF can be used.

6.8 Conclusion

This thesis proposed the use of (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) in Body
Coupled Communication (BCC) and the impact of varying parameters on its performance was evalu-
ated. Also, the maximum data rate and lowest error-less Signal-to-Noise Ratio (SNR) were assessed.
The evaluated parameters were transmitter gain, body composition, Receiver (Rx) and Transmitter (Tx)
distance, electrode dimensions, electrode inter-distances, receiver gain, frequency, bandwidth, spreading
factor, and noise levels. The evaluations provided insights into the behaviour of the BCC-FSCSSM sys-
tem under different conditions.
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As was already known, centre frequency has no direct influence on data rate, but evaluations revealed
that higher centre frequencies had better propagation and allowed for lower SNR. While the centre
frequency does not directly improve the data rate, the bandwidth does.

The electrode dimensions- and electrode inter-distance evaluations showed that larger inter-distances
might not improve the received signal. From the evaluations, the best inter-distance is suggested to be
valued between 1 and 2cm. However, it can be concluded that the inter-distance measurements are hard
to perform and not solid. They are not in line with related work. The electrode dimensions do provide
a clear result in which smaller electrode dimensions provide less received signal strength in comparison
with larger electrode dimensions. The best SNR (lowest) was achieved with the largest electrode dimen-
sions.

In the transmission distance and body composition evaluations it was found that, for single-body com-
munication, the body composition is the leading factor while the distance between Tx and Rx is less
important. Especially for low frequencies, the propagation path makes use of muscle tissue and is highly
affected by the amount of muscle present. Body-to-body communication was evaluated as well, for the
most remote arm of one body to the most remote arm of another body, communication was possible
without error.

Noise levels were evaluated by varying SNR, demonstrating the robustness of the BCC-FSCSSM system
in handling noise. Triple modular redundancy was shown to improve communication reliability, even in
low SNR conditions.

The mathematics of FSCSSM, in Chapter 3, do function but might be simplified by making a trade-off
between noise resilience, the use of resources & lack of data rate for increasing the spreading factor and
the use of resources for a Hilbert transform. The simplification would be to not obtain the analytical
signal from the received signal. One method to not having to make these trade-offs would be sampling
both In-Phase and Quadrature signals which might require additional hardware.
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Chapter 7

Conclusions

The use of (Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) in Body Coupled Commu-
nication (BCC) using the Galvanic Coupling (GC) coupling method allows communication with highly
noisy channels, up to -9dB Signal-to-Noise Ratio (SNR). Evaluations have shown the possibility of body-
to-body communication by touch and the relation between frequency, input voltage and received voltage
strength is shown. A higher frequency is found to benefit the system but the upper limits found in
related work have not been evaluated in this system. The prototype in this evaluation can communicate
to devices all over the body and even at every distance on another body without errors as shown in
section 6.5. The greatest achievable data rate of this system, which also achieved communication in
a theoretical SNR of -9dB, was 2.4 kilo-symbols per second, in which one symbol is 4 bits, having a
total data rate of 9.6 kbps. This improves [48] & [53] and matches [7] of which the first and last use
centre frequencies of 8MHz and higher, which was not in the ideal region according to [22]. In terms of
noise, all related works have been improved for which none operates beneath the noise floor of 0dB SNR.
The finding that, for the low frequencies used in this system, body composition is more important than
distance, was not yet stated in related works.

Concluding, this thesis provides valuable insights into the performance and considerations for designing
BCC-FSCSSM systems. The results contribute to the understanding of key parameters influencing the
system’s reliability and pave the way for further advancements in BCC technologies.

With that, the research questions have been asked and with their answers, a prototype was composed
that allowed the answering of the main research question as follows:

How does (Frequency Shift) Chirp-Spread-Spectrum Modulation contribute to the per-
formance improvement of Body Coupled Communication with the use of the Galvanic
Coupling method while keeping in mind the original intention of body coupled communic-
ation?
By using low frequencies, the signal can be coupled into the human body and with the use of FSCSSM,
signals with very low signal strength can be transmitted through a highly noisy channel up to a total
SNR of -9dB whilst achieving 9.6 kbps data rate.
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Chapter 8

Future Work

The prototype in this thesis shows what Body Coupled Communication (BCC) can achieve using
(Frequency Shift) Chirp Spread Spectrum Modulation (FSCSSM) with Galvanic Coupling (GC) as a
coupling method, but does so only on a prototype scale. The frequencies used are not in the ideal range
according to related work and, while the privacy aspect is important for BCC, signal leakage was not
evaluated.

It is recommended that research is conducted in which the prototype of this work is implemented in
the frequency range found most suitable for GC which is between 1.5 and 2 MHz (on a single body) or
between 2 and 4 MHz (on body-to-body communication)[22].

Some research did look into leakage, as was shown in Chapter 2.3 and using their conclusions, the
frequencies suggested above and the frequencies used in this thesis are far below the frequency values
that lead to leakage. However, this thesis’ prototype implements FSCSSM which is intended to be very
robust and is used in long-range applications. Because of those two facts, it is suggested for future
work to measure the actual reception of the signal outside of the intended body channel. If needed, new
limitations for frequencies and input power could be set for GC with FSCSSM from that research.

Arai et al. had different electrode orientations in their work. They placed the electrodes in series
with respect to the direction of propagation of the chirp signal. This work placed the electrodes in par-
allel. The comparison between the two orientation was not evaluated. Such an evaluation is suggested
to be performed.

As was found in Chapter 6.7, there might be a possibility to use more simplified maths and that might
reduce the number of resources in the receiver. As a future work, it is suggested to evaluate perform-
ance differences between using the analytical signal for dechirping and using the real-valued signal for
dechirping.
In the related work, Chapter 2.6, a reference to [20] is provided about matching the preamble in LoRa.
When using only the real-valued signal, there is no longer the need for sampling according to the Nyquist
Sampling Theorem and only 2SF samples have to be taken. Doing so, less positive false flags of finding
the preamble will arise and a preamble existing out of a repetition of chirps with symbol values can
be implemented. Verification of whether such a preamble gives more redundancy is suggested. More
redundancy could increase the symbol success rate.

LoRa PHY has implemented FSCSSM on a physical chip, of which the details are closed-source. Closed
source it may be, its operation is validated and for that reason, a simple method for using FSCSSM in
BCC might be down-mixing the output of a LoRa chip to the frequencies desired. In the receiver, these
could be up-mixed again for another chip to receive and decode the data. With such an implementation
a micro-controller can be connected and used to communicate. It is suggested to test this method. If
this method were to work, it would become more accessible for development.

Lastly, other modulation schemes have not been tested on this prototype so the evaluation of this
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prototype can only be compared to other research. Comparing the performance of FSCSSM with other
modulation schemes in the same environment and experimental setup would provide more detailed in-
sights and is thus suggested as future work.
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Appendix A

Oscilloscope measurements

Figure A.1: Input voltage of a chirp measured across the transmitter electrodes on the body
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Figure A.2: Out voltage of a chirp measured across the receiver electrodes on the body
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Appendix B

Electrical schematics

Figure B.1: Schematic of the transmitter circuit used in this thesis.
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Figure B.2: Schematic of the receiver circuit used in this thesis.

Figure B.3: Example schematic for an analog-front-end that can be used on the Body
Coupled Communication (BCC) receiver.
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