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Executive Summary

The Internet of Things (IoT) will soon impact the lives of thousands of people as numerous loT devices are
emerging in the consumer market. Consumers goods consist of products designed for the consumption
of final consumers. Even though loT applications are expected to improve people's lives, security is often
lacking in current loT devices. Vulnerabilities in these type of products pose serious risks to the security
and privacy of consumers. Compared to traditional electronics, loT devices are endowed with internet
connectivity that can be exploited by hackers in remote attacks. Several attacks on loT products that can
threaten the security of a large of number actors have already been observed. To minimize the risk of
attacks, developers and vendors need to identify vulnerabilities in time before any malevolent individual
can exploit them.

In recent years, as part of vulnerability management practices, many organizations have started to
implement crowdsourced security methods such as Bug Bounty Programs (BBPs) and Responsible
Disclosure Policies (RDPs). BBPs and RDPs are programs that involve the participation of ethical hackers
in the security processes of organizations, reporting vulnerabilities to companies in exchange for
monetary rewards or recognition. These methods present the benefit that thousands of hackers can work
together with companies to identify and patch vulnerabilities. Empirical research suggests that BBPs and
RDPs effectively augment existing vulnerability management practices by companies. However, the
application of these programs in the field of IoT has never been studied.

There are many questions open regarding the potential and future adoption of Bug Bounty Programs and
Responsible Disclosure Policies. The research aim is to study and expand the literature on security
practices for loT, focusing on the application of BBPs and RDPs, and to conduct an interview-based
investigation with experts in order to provide practical recommendations for companies to enhance
vulnerability management practices for loT consumer goods. For this research, the literature on loT
security and security practices is confronted with empirical data from expert interviews. The empirical
data was gathered during an internship at Deloitte in the Netherlands. In total, 19 interviews with
cybersecurity experts from different companies in the field were collected for this thesis.

The results are employed to generate recommendations for companies to improve their vulnerability
management practices with the use of BBPs and RDPs. The recommendations are directed to companies
developing, manufacturing, and commercializing consumer loT devices that want to enhance the security
of their products. The main contributions of this research consist of practical and tangible security
recommendations for companies to tackle IoT vulnerabilities in consumer goods, which will help enhance
the overall loT security practices. Moreover, our findings raise attention on the societal risks derived from
the unsafe deployment of vulnerable IoT products into the consumer market. We create awareness on
the loT security challenge, and present a call for further actions from companies, consumers, and
regulators in the loT domain.

Keywords: loT Security, Vulnerability Management, Bug Bounty Programs, Responsible Disclosure,
Ethical Hacking, Crowdsourced Security Methods.
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Chapter 1 — Introduction

In recent times, due to advancements in the Internet of Things (IoT), numerous loT devices are emerging
in the consumer goods market (O’Neill, M. 2016). Even though loT is expected to improve people's lives,
security is often lacking in current loT devices. Vulnerabilities in these type of products pose serious risks
to the security and privacy of consumers (McFadden et al., 2019, O’Neill, M. 2016). In order to prevent
any damage to people from the use of 10T, developers and vendors have the central role to enhance the
security of this type of products.

One solution to minimize the risks connected with insecure loT products is to identify and patch
vulnerabilities in time before they can be exploited. Over recent years, as part of security practices, many
organizations have started to implement so-called Bug Bounty Programs (BBPs) to identify vulnerabilities.
BBPs involve external security researchers, known as “ethical hackers” or “white hats”, reporting
vulnerabilities to companies in exchange for monetary rewards (Zhao et al., 2016). Organizations allow
security researchers to perform ethical hacking on their systems to identify flaws that their internal
security teams do not identify (Finifter et al., 2013). Empirical results indicate that BBPs significantly
contribute to security of organizations (Zhao et al., 2017). However, at the moment, BBPs are mainly
implemented to identify vulnerabilities in software applications, such as websites (HackerOne, 2018).
There is very limited information regarding the adoption of BBPs to test the security of loT. A possible
obstacle to the adoption of BBPs for loT is that hackers need to have physical access to a device to test
the hardware. The need of physical proximity prevents the scalability of BBPs online as in the case of
software applications.

An additional practice that involves the participation of ethical hackers identifying and reporting
vulnerabilities to companies to coordinate a secure disclosure of security flaws is Responsible Disclosure
Policy, known also as Responsible Disclosure (RD). RDPs, are rules and guidelines that firms establish to
allow external security researchers to hack their systems without facing legal actions (Cavusoglu et al.,
2005; HackerOne, 2018). In particular, RDPs are there to avoid episodes where a vulnerability is found and
publicly disclosed before companies have patched the security flaw. The risk is that a malicious individual
could exploit such information in the meantime. The difference between RD and BBPs is that typically RD
does not involve a monetary reward or bounty (HackerOne, 2018). Both BBPs and RD are part of a
particular category of Ethical Hacking, defined by Zhao et al.,, in 2016, as Crowdsourced Security.
Crowdsourced security methods are increasingly being adopted as different studies and empirical cases
effectively demonstrate their ability to augment existing security practices (Zhao et al., 2017; Gartner Inc.,
2018). Moreover, several commercial crowdsourced security platforms have emerged (e.g., HackerOne,
ZeroCopter, BugCrowd) and successfully facilitate the process of managing these programs for
organizations, broadening the appeal of crowdsourced security (Zhao et al., 2016).

At the moment, it is not clear whether BBPs and RDPs are in use in the field of 10T, and if there are barriers
for their application in this domain. In this study, we expand the literature on security practices for loT,
focusing on the application of BBPs and RDPs. Furthermore, we conduct an interview-based investigation
with experts, in order to provide practical recommendations for companies to enhance vulnerability
management practices for consumer loT products. The results are used to generate recommendations to
improve vulnerability management practices with the use of BBPs and RDPs. The recommendations are
directed to companies developing, manufacturing, and commercializing consumer loT devices that want
to enhance the security of their products.



1.1 Problem Definition

The advent of loT will soon impact the lives of thousands of people. By 2020, over 20 billion loT devices
are expected to be deployed worldwide (Gartner Inc., 2017, Zhang et al., 2017). In particular, the
consumer segment already accounts for an estimated 60% of the total installed base of loT devices
(McFadden et al.,, 2019). Consumers goods consist of products bought for the consumption of final
consumers rather than by companies to manufacture other goods. Compared to traditional electronics,
loT products are endowed with internet connectivity and are often part of complex networks of connected
devices. In this context, insecure products can compromise the security of an entire network (Lee, & Lee,
2015). As a result, it is easier to perform scalable attacks on loT with much serious consequences than
attacks on normal devices, (Zhang et al., 2017).

There are different problems determining the general lack of 10T security. One of the reasons for the
current state of security practices for loT is the existence of a multi-actor problem. In fact, there are
vendors, manufacturers, integrators, and platform suppliers establishing a value chain of different
companies behind every loT product (HOst et al., 2018). According to Pen Test Partners, 2018, most firms
mistakenly assume that someone else in the supply chain addressed the product security. The same
behavior is reported by Host et al., 2018, stating that companies in advanced phases of the value chain
tend to rely on product manufacturers for the identification of vulnerabilities. In the end, none of the
actors in the value chain considers security. Additionally, there is a lack of guidance and industry standards
among organizations to promote a secure deployment of loT products (Pen Test Partners, 2018).

Furthermore, the majority of entrepreneurs focus on the business potential of loT without considering
the technological implications. In order to address loT product security, firms need to have an
understanding of different aspects such as hardware, firmware, APls, and communication protocols.
Frequently, companiesinvestinginto loT, in particular startups, lack all this knowledge (Zhang et al., 2017).
Nevertheless, Pen Test Partners, 2018, reports that companies still keep on developing a good business
plan, forecast the cash flow, and start investing money or go to the financial market for funding. Right
after, suppliers are contracted, prototypes developed, and production starts. Following some months, the
new product hits the market but nobody has paid any attention to security. In this respect, a related
problem is that technological, societal, and competitive pressure are all pushing enterprises to be
constantly innovative. As a result, 10T applications are growing and spreading. However, the pace of
innovation is not in line with the development in terms of product security (Host et al., 2018). Competitive
pressure is causing loT products to be part of hyper-accelerated development cycles that frequently leave
security unaddressed (Lee, & Lee, 2015).

As a consequence of the aforementioned problems, security practices are often lacking in current loT
deployment. The commercialization of poorly tested devices presents the risk that loT products can be
easily targeted in cyber-attacks (McFadden et al., 2019). In particular, Zhang et al., 2017, describe that loT
devices in the consumer market, present higher chances to be vulnerable compared to the industrial loT
counterparts that are usually protected by enterprise firewalls and managed by professionals. There are
several cases of attacks on consumer loT products already reported. In many cases, these attacks generate
severe threats not only to the device’s owner but to third parties as well, determining a societal menace.
For instance, in 2015, hackers demonstrated that they could remotely take control of a Chrysler jeep via
its network-connected entertainment system, while a person was driving (O’Neill, 2016). The previous
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security flaw could have been used, for instance, in the case of a terroristic attacks. Moreover, vulnerable
products have been exploited to compromise the security of large networks and to perform scalable
attacks. In 2016, a massive attack left much of the East Coast of the United States without Internet
connection. In that occasion, a hacker exploited frequently used username and passwords, set as default
by developers and manufacturers, to take control of millions of CCTV cameras and routers. All the devices
were connected to create an army of small computers to produce a massive Distributed Denial of Service
(DDoS) attack (Fruhlinger, 2018). DDoS attacks are explained in section 2.1. The previous case
demonstrates how vulnerabilities in consumer 10T can be used to perform network attacks on larger
organizations and institutions. There are several other cases of dangerous attacks already reported. The
risks resulting from unsafe loT devices raise concerns about a precarious future related with loT
technology (O’Neil, 2016).

In conclusion, as companies increasingly race to get l1oT devices to the market, security is often left behind,
resulting in vulnerable devices that are easy targets for hackers. Several attacks have already been
demonstrated. The number of attacks will increase if security is not properly addressed. Companies need
to invest in security practices in order to identify vulnerabilities before attacks increase in the future.
Crowdsourced security methods, in particular, Bug Bounty Programs and Responsible Disclosure, can
effectively contribute to the security practices of organizations. Crowdsourced methods present the
benefit that thousands of hackers work together with companies to identify vulnerabilities at a lower cost
compared to conventional vulnerability identification practices, such as Pen Testing (Synax, n.d.). In
particular, BBPs have proved to be highly cost-effective tools for organizations to identify and patch
vulnerabilities in the software domain (Laszka et al., 2017; Finifter et al., 2013). As a result, this practice
has gained increasing attention from the industry and the academic world. Nevertheless, the adoption of
BBPs and RD for loT security is still limited, and there are many questions open regarding their possible
application in this field. Therefore, the aim of this research is to analyze and expand the literature on
security practices for 1oT, focusing on the application of BBPs and RD in order to provide practical
recommendations for companies to enhance their security practices.

1.1.2 Knowledge Gaps

Theoretical research, as well as empirical work, has indicated the benefits that Crowdsourced Security can
provide in the field of vulnerability management for product security. BBPs and RDPs present a remarkable
potential to enhance enterprise security practices. However, the current literature of Crowdsourced
Security is still very limited. In particular, research investigating how organizations can harvest the
potential of crowdsourced methods for 10T security is lacking. At the moment, the following knowledge
gaps exist:

& A compelling study that investigates security practices for loT products and that identifies best
practices for vulnerability management by companies is missing.

Research investigating the adoption of crowdsourced security methods by companies in loT is absent.
In particular, the state of adoption, benefits, limitations, and barriers for the adoption of BBPs and
RDPs need to be determined.

A
W
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& Practical recommendations for companies to leverage BBPs and RDPs to enhance vulnerability
management in loT are also missing.

1.1.3 Problem Statement

The thesis problem statement is as following:

The pace of innovation of IoT products in the consumer market is not in line with the implementation of
security measures. The insecure state of consumer loT devices poses serious risks for the security of people
and society. For this reason, developers, manufacturers, and vendors of loT products have the central role
to enhance loT security. Crowdsource security methods have the potential to significantly contribute to
current security practices for loT. In particular, practical recommendations for organizations to leverage
Bug Bounty Programs and Responsible Disclosure Policies to increase the current state of loT security are

missing.
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1.2 Scientific and Practical Relevance

1.2.1 Scientific Relevance

The scientific world has identified the need to improve loT security practices (Asplund & Nadjm-Tehrani,
2016). Initial research on BBPs and RDPs, has proved the validity of these methods as a means to enhance
the vulnerability management process of companies. However, the current literature of crowdsourced
security methods is still very limited, as they have only recently gained the attention of the scientific public
(Kuehn & Muller, 2014). Our research continues the study of crowdsourced security and expands the
current literature by investigating the possible application of BBPs and RDPs in the context of 10T security
practices. In particular, the conjunction of IoT security practices and crowdsourced security methods
constitutes a novel field of investigation.

1.2.2 Practical Relevance

In the near future, loT will have a major impact on people’s lives. At the moment, security is the main
concern for the successful implementation of this technology. loT networks of connected devices will
operate through automated processes while supporting sensitive data but several episodes proved the
poor security of 10T devices. Companies need to invest in security practices in order to increase the
security of loT products. Crowdsourced security methods, in particular, Bug Bounty Programs and
Responsible Disclosure Policies, can effectively contribute to the security practices of organizations. Our
research offers important insights and recommendations for improving security practices for IoT, in
particular by introducing a novel practice to test security and manage vulnerability disclosure with
crowdsourced methods. Moreover, our study creates awareness on the risks resulting from the
commercialization of insecure 10T products in the consumer market, and raises attention on the need to
improve security for loT.

1.2.3 Relevance to The Management of Technology

The MOT program educates students as technology managers and responsible decision makers (TU Delft,
n.d.). In particular, the program covers how to deal with corporate social responsibility and how to prevent
threats from the design of technology. In this respect, 10T is one of the main trends in future technology.
In order to design secure loT products, firms need to have an understanding of different technological
aspects. However, the majority of entrepreneurs focus on the business potential of loT without
considering the technological implications. Moreover, firms face trade-offs between security and other
business drivers, such as time-to-market, functionality, and costs, that hinder the implementation of
security practices. The way in which companies will shape the design of this technology will have a major
impact on people's life. The present security state of loT products poses several risks for people,
company’s reputation, and society at large. Technology managers need to consideration the implications

13



consequent to the design of loT products. Our research analyzes the reasons behind the current lack of
loT product security. Furthermore, recommendation for companies are defined to increase the
integration of security into loT products, in order to improve the future design of this technology.

14



1.3 Research Objectives and Questions

The objective of this research is to provide practical recommendations for companies to enhance
vulnerability management practices for l1oT consumer products. The deliverable consists of:

Analysis on the current state of loT security practices, including the reasons for the lack of security.
Analyses on the possible application of Bug Bounty Programs and Responsible Disclosure Policies,
including the current state of adoption, benefits, limitations, barriers and best practices.

Practical security recommendations for companies to leverage BBPs and RDPs, in order to enhance
vulnerability management practices in loT.

<

We note that this study does not intend to cover all the potential causes for the lack of security practices
in 10T, nor to provide an absolute solution to cure the loT security problems. Instead, our focus is to
provide practical and tangible recommendations to enhance loT vulnerability management with
crowdsourced methods, in order to augment the overall 10T security practices.

1.3.1 Main Research Question

The thesis main research question is the following:

& MRQ. How can developers, manufacturers, and vendors of consumer IoT products enhance

vulnerability management practice with Bug Bounty Programs and Responsible Disclosure?

The aim of this research is to provide practical recommendations for companies to enhance security
practices for consumer loT products with crowdsourced security methods. The main research question
investigates how companies can leverage on BBPs and RDPs to enhance their security practices. In
particular, the answer to the main research question provides practical insights and recommendations for
companies to leverage crowdsourced security methods to enhance vulnerability management.

1.3.2 Sub-Questions

& SQ1. What is the current state of security practices by developers, manufacturers, and vendors of

consumer loT products?

The answer to the first sub-question generates an overview of the current state of security practices for
loT consumer products. In particular, we focus on security practices used by companies for vulnerability
management. Additionally, we investigate whether there is any difference in the security attitudes
between different types of companies. The findings from this question are important to understand how
BBPs and RDPs can fit and improve current security practices by organizations.

& SQ2. What are the reasons for the lack of security practices by developers, manufacturers, and

vendors of consumer loT products?

15



In order to understand the potential of crowdsourced security methods, we investigate the reasons
determining the current lack of security in loT products. In fact, the reasons responsible for the lack of
security practices could undermine effectiveness adoption of crowdsourced methods.

& SQ3. What is the current state of Bug Bounty Programs and Responsible Disclosure in loT,

including the rate of adoption, benefits, limitations, and potential barriers?

There is very limited information regarding the adoption of RD and BBPs for loT. For this reason, we
investigate whether companies are already implementing these methods to test loT products.
Subsequently, we analyze benefits, limitations, and possible barriers for RD and BBPs in loT. In particular,
a possible obstacle to the adoption of BBPs is that hackers need to have physical access to a device to test
the hardware.

® SQ4. What are the potential best practices for companies to enhance the vulnerability

management of loT products?

The answer to the fourth sub-question provides general recommendations on the best security practices
that companies can follow to increase the security of 10T products. The objective is to assess whether
crowdsourced security methods are considered by security experts as best practices and to understand
how BBPs and RDPs can be combined with conventional security practices.

& SQ5. How can companies leverage Responsible Disclosure and integrate it with conventional

security solutions to enhance the vulnerability management of loT products?

The fifth sub-question addresses the way in which companies can adopt RD as part of vulnerability
management practices. The aim is to analyze the potential of RD as a security practices for loT and to
develop practical recommendations for companies to implement such programs and integrate it with
conventional security practices.

& SQ6. How can companies leverage Bug Bounty Programs and integrate them with conventional

security solutions to enhance the vulnerability management of loT products?

The last sub-question investigates the viability of adopting BBPs for testing the security of loT products.
The results from the interview-based analyses are used to generate recommendations on the best
practices for companies to leverage on BBPs and integrate them with conventional security practices for
loT products.

16



1.4 Research Method

The thesis methodology consists of qualitative research based on literature survey and expert interviews.
Chapter 3 is entirely dedicated to the presentation of the research methodology. In order to answer the
research questions, the development of novel theory was needed, leading to the choice of qualitative
research. The strategy to collect the data is based on semi-structured interviews with cybersecurity
experts from different companies in the field.

1.4.1 Qualitative Research

In contrast with quantitative research that typically seeks causal determination, qualitative research is
used to generate understanding and conclusions on uncertain phenomena (Hoepfl, 1997). Qualitative
research does not have a standard structure and is commonly based on interviews and surveys methods
(Smith, 2015). Limitations of these methods are that the researcher is closely involved this creates room
for bias (Bouwman, 2018). In addition, findings from qualitative research lack generalizability. The thesis
methodology is largely based on the Streubert and Carpenter model (1999), defining the steps of a
gualitative research cycle (see Figure 1).

Select a Social
Content and
Research

Draw Explicate
Conclusions Research Beliefs

Obtain Ethical

Review Literature
Approval

Establishing
Scientific Rigor of
Findings

Select
Participants

Theory Collect Empirical
Development Data in the Field

Data Analysis

Figure 1. The Qualitative Research Cycle (Streubert, & Carpenter, 1999).
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1.4.2 Expert Interviews

The data collection method consists of semi-structured interviews with experts. Many qualitative studies
use semi-structured interviews with a small sample of population members to explore the diversity of
perceptions and behaviors in the population (Jansen, 2010). Semi-structured interviews entail that the
interviewer prepares a series of questions and lists them on a general interview plan. Typically, the
structure of the questions is repeated across the interviews, however, questions might be asked to the
interviewee in a different order. In addition, the list of questions might change between interviews, as
additional themes become relevant or questions are left out (HOst et al., 2018)

1.4.3 Research Approach

The research approach for this thesis consisted of three main phases: Preparation, Data Collection, and
Results Evaluation. Each phase incorporated different sub-stages. The preparation phase was dedicated
to the development of the research proposal and to conduct the literature review. The data from the
literature was then used to design the questionnaires for the semi-structured interviews during the
second phase of the study. The data collected during the interviews were analyzed and evaluated in order
to draw conclusions in the last phase. In the Data Collection phase, the interview protocol was derived
from the literature, and the experts for the interviews were selected. After the data collection the data
was coded and analyzed. In the last phase, results were evaluated and the conclusions drawn. The
research approach’s overview is portrayed in Figure 2.

1 - Preparation @ 2 - Data Collection @ 3 - Results Evaluation @

Experts Selection

Research Proposal

Results and
Recommendations

Discussion and Conclusion

E_ ) Semi-structured Interviews E /

Literature Review

Data Analysis

Figure 2. Research Approach.

1.4.4 Reader Guide



The report structure consists of six chapters (see Figure 3). In Chapter 1, the research topic is introduced
and the research problem, objective, and questions described. Following, in Chapter 2, we present the
literature review. At first, background information on IoT security is presented. Then, the literature
concerning crowdsourced security methods is discussed. In Chapter 3, we cover the research
methodology. In Chapter 4, the main results from the expert interviews are reported. Subsequently, in
Chapter 5, the results are combined with the literature review facts to generate a research discussion.
Lastly, in Chapter 6, the thesis conclusions and reflections are stated.

Chapter 1 I(_Z_l;aptter 2 Chapter 3 Chapter 4 Chapter 5 Chapter 6
Introduction IRZ:/aiel\J/;e Methodology Results Discussion Conclusions

Figure 3. Thesis Outline.
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Chapter 2 — Literature Review

In the previous chapter we introduced the research topic. Moreover, the research problem, objectives,
and questions were defined. In this chapter, we present the literature review on the main themes
mentioned in the Introduction and Problem Definition sections. In particular, two are the main topic areas
investigated: The loT Security Challenge and Crowdsourced Security Methods. The scientific reports
included in the literature review on The |oT Security Challenge and Crowdsourced Security were published
between 2014 and 2019, and between 2005 and 2019, respectively.

Firstly, background information on loT is presented. Following, the literature concerning the current state
of vulnerable loT devices in the consumer good market is reported. For the first sections, academic papers
were mainly adopted together with some industry reports. Section 2.1, covers a portion of the literature
addressing the causes behind the current lack of security practices by companies and the main problem
areas. We note that this study does not intend to cover all the potential vulnerabilities in loT nor to provide
an proper analyses to the reason for the current state of 10T security practices. Instead, our focus is to
provide practical recommendations to enhance the overall |oT security practices.

The main focus of our investigation is the literature addressing the intersection between Crowdsourced
Security and loT security practices. In particular, the chapter presents a comprehensive analysis on Ethical
Hacking and Crowdsourced Security methods. We analyze the current studies regarding Bug Bounty
Programs and Responsible Disclosure Policies. However, the academic work on these topics is still limited.
For this reason, the major part of the literature on BBPs and RDPs was gathered from company reports,
such as HackerOne’s. Moreover, for industry-specific insights both on loT security and crowdsourced
methods, we utilized Deloitte's research tools, including reports from Gartner and internal materials.

2.1 The Security Challenge for loT

The Internet of Things (loT) is recognized as one of the most important areas in future technology (Lee, &
Lee, 2015; Deloitte, 2019). The term IoT envisions an extended network of Internet-connected devices
interacting and exchanging data collaboratively to achieve complex applications. Deloitte, 2018, defines
loT as a suite of technologies and applications that equip and connect devices to generate information,
provide instant data analysis, and accomplish smart action (Deloitte, 2018). In this respect, an loT device
can be any dedicated physical object with embedded technology, that communicates, senses, or interacts
with the external environment.

% Drivers for loT Adoption

loT applications are rapidly growing and expanding to several fields. Gartner predicts over 20 billions
internet-connected ‘things’ by 2020, resulting in approximately 3 connected devices per human on the
planet (Gartner Inc., 2017). Digicert, a technology company based on digital security, identifies the main
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drivers behind the fast lIoT expansion by defining the concept of “digital transformation wave” (Digicert,
2018). The digital transformation (DT) seeks to optimize firms’ operational performance and customer
experience through loT technologies in a way that was previously impossible for companies. Four are the
major advantages that companies seek from loT applications as presented in Figure 4.

EXTERNAL
BENEFITS
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©
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CUSTOMER
EXPERIENCE
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INCREASE
OPERATIONAL
AGILITY " EERICIENCY

Figure 4. Drivers for the Increasing Adoption of 10T (Digicert, 2018).
% The loT Architecture

A typical loT architecture (see Figure 5) consists of different layers including Physical Layer, Network Layer,
Process Layer, Application Layer, and Business Layer (Khan et al., 2012). loT architectures adopt different
components, such as sensors, smart gateways, data centers, cloud solution, software, and user interfaces
to perform complex tasks (HOst et al., 2018; Lee, & Lee, 2015). Moreover, common loT processes include:
collecting data, processing information, communicating to the cloud, and creating final applications
(Pawar, & Ghumbre, 2016). As a result, an loT architecture consists of a very complex system that involves
the integration of many different components, protocols, and technologies.

. Manages the whole IoT system, including applications, profit
Business Layer models, and user’s privacy.

Application Layer Responsible to deliver application specific services to the user.

Preaass Evar Stores, analyzes, and processes huge amounts of data. Employs
Y data bases, cloud computing, and big data processing modules.

Network Laver Transfers the sensor’s data between different layer through
b Y networks such as wireless, 3G, Bluetooth, RFID, and NFC.

2 Sensors sense and gather information about the internal and
Physical Layer )
external environment.

Figure 5. Classic loT Architecture (Eureka!, 2018).
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2.1.1 Vulnerable Devices in The Consumer Goods Sector

In this section, we present the literature concerning the security state of consumer loT. The consumer
market consists of products that are purchased by individuals for personal use rather than manufacturers
to produce other goods. Examples of consumer loT products are smart-home devices, smart phones, voice
assistants, medical devices, and cars. According to Gartner, as reported by McFadden et al., 2019,
consumer loT accounts for an estimated 63% of the total installed base of IoT devices (See Figure 6). In
this respect, several studies in the literature describe that the majority of consumer loT devices lack
security.
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Figure 6. Installed Base of Consumer loT Devices (McFadden et al., 2019).

+ Vulnerable IoT Devices

The literature indicates that security is often lacking in loT. In 2015, Lee & Lee, found that several types of
loT devices missed essential security measures such as data encryption, secure web interfaces, firmware
updates, and software protection. A study from Hewlett Packard (HP), in 2014, revealed that
approximately 70% of the most commonly used consumer loT devices, including TVs, webcams, home
thermostats, door locks, and home alarms, were affected by serious vulnerabilities. HP found a total of
250 security flaws in 10 devices that were tested, with an average of 25 vulnerabilities per device.
Moreover, 80% of tested devices failed to require a password with sufficient complexity, and 70% did not
encrypt communication. A significantly data is that 90% of tested devices contained at least one piece of
personal consumer data that could be exposed (Hewlett Packard, 2014).
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Furthermore, in 2017, Zhang et al., developed a study on the severity of vulnerable 10T devices in relation
with the ease of performing scalable attacks. The research describes that consumer loT devices are more
vulnerable compared to the industrial counterparts that are commonly managed by professionals and
protected by enterprise firewalls. In particular, the study performs a panoramic data collection on
consumer loT attacks reported from 2010 to 2016, both in the literature and online. In total, information
about 107 unique loT attacks was collected. Among the incidents, 31 were described in academic papers,
and 76 in web reports. The data set is available online and updated periodically by the authors. The results
indicate that during the years the counted attacks on consumer loT have increased from almost zero
incidents reported on the web in 2010, to hundreds of episodes in 2016. The results show that the majority
of the attacks during the last years were registered in the field of home automation. In particular, the
number of episodes in home automation between 2014 and 2016 remained approximately constant
around 15 episodes per year, whereas the attacks reported on other areas such as wearable technology,
smartphones, and vehicles, decreased. The majority of attacks reported by the study might indicate that
home automation is the field where products are more insecure. The research results are presented in
Appendix 9.

% Risks Resulting from Vulnerable loT Devices

In 2019, McFadden et al., conducted a comprehensive study assessing the state of security on consumer
loT devices. They concluded that the recent loT growth has been accompanied by increasing concerns
about security and privacy as security is often lacking in consumer loT devices. The exploitation of the
vulnerabilities in this type of products can cause direct threats to the safety and privacy of users and third
parties. In particular, insecure loT products can be used to spread malware or launch large scale attacks
(McFadden et al., 2019). As stated by O’Neill, 2016, the growing volume of network-connected loT devices
has enabled for novel attack methods and attack targets for hackers. Bertino and Islam, 2017, reported
that the large number of insecure loT devices constitutes an easy and attractive target for hackers. In
particular, 10T are at higher risks of exposure for six major reasons from the system and device perspective
(Bertino & Islam, 2017):

loT systems do not have well-defined perimeters as they can continuously change.

loT systems are highly heterogeneous with respect to communication medium and protocols.

loT systems often include devices not designed to be connected to the Internet or for being secure.
loT devices can often autonomously control other loT devices without human supervision.

loT devices could be physically unprotected and/or controlled by different parties.

The large number of devices increases the security complexity.

li.{/ li.{/ li.{/ li.{/ li.{/ li.{/

In this context, the large number of vulnerable IoT devices is attractive target to create so-called
"botnets". A botnet is a network of infected devices or that are used for various malevolent purpose, such
as Distributed Denial of Service (DDoS) attacks (Bertino & Islam, 2017). A DDoS is a cyber-attack meant to
shut down a device or network, to prevent the access of the intended owner (Technopedia, n.d.).
Moreover, the number of malware families targeting 10T has recently multiplied (Symantec, 2016). A
malware is a software designed to damage or gain unauthorized access to a computer system that can be
used to create botnets. In this respect, weak loT systems are an easy target. Malware can take over loT
devices and add them to botnets. In most cases, the infection of a device might go unnoticed. Malware
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can propagate among different devices, such as home routers, security cameras, printers, but also
industrial control systems (Bertino & Islam, 2017, Symantec, 2016). The recurrent problem with loT
products is that default passwords are almost never changed, making it easy for hackers to gain access to
the device. As previously described in Chapter 1, in 2016, a massive attack left much of the East Coast of
the United States without Internet connection. In that occasion, a hacker exploited frequently used
username and passwords, set as default by developers and manufacturers, to take control of millions of
CCTV cameras and routers. All the devices were connected to create a botnet from an army of small
computers to produce a massive Distributed Denial of Service (DDoS) attack (Fruhlinger, 2018). These
types of attack can cause substantial harm at a local, national, or even global scale (McFadden et al., 2019).

4 The Reasons for The Lack of Security

There are different studies in the literature investigating the reasons for the lack of security in 1oT. In this
section, we cover some of the studies about this topic. Subsequently, in Chapter 5, we expand the
discussion by comparing the reasons stated by scholars with the interview results.

In 2018, Pen Test Partners, a cybersecurity services company, conducted an analyses regarding the
reasons why the security of consumer loT devices is poorly addressed. As already mentioned in Chapter
1, they identified a multi-actor problem. The cause of the problem is that there is a value chain of different
companies behind every loT product and most firms mistakenly assume that someone else in the supply
chain addressed the product security. The same behavior is reported by Host et al., 2018, stating that
companies in advanced phases of the value chain tend to rely on product manufacturers for the
identification of vulnerabilities. A second problem recognized by Pen Test Partners, is that the investment
required for the production phase determines a very limited budget left for security. A further issue
according to the company, is that once products are on the market, there are security flaws that cannot
be fixed through product updates. For this reason, the products remain insecure in the hands of
consumers. Additionally, there is a lack of standards and guidance for IoT security (Pen Test Partners,
2018). Lastly, Pen Test Partners reports the case of firms that simply do not consider product security.

Another comprehensive study on the security of consumer loT products was performed by McFadden et
al., in 2019. The authors conclude that weak loT security is rooted in economic factors rather than
technical ones. Specifically, they identify 3 economic factors determining the lack of security measures:

€ Asymmetric information: Consumers are not able to recognise loT products with good security
from those with poor security. Therefore, manufacturers are not rewarded by consumers for
investing in effective security measures.

@ Misaligned incentives: The costs of an loT device security breach are suffered by the device owner
and not the manufacturer or the service provider. As a result, manufacturers do not have strong
incentives to incorporate effective security in their products.

@ Externalities: Compromised devices can be used to conduct attacks on third parties. The costs are
again suffered by the attack target and not the manufacturer or the service provider.
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Another problem is rooted in the lack of understanding of the technological implications of loT. Gartner
indicates that loT security might be beyond the understanding of average IT manager’s skill set (Gartner
Inc., 2017). In order to address loT product security, companies and technology managers need to have
an understanding of different technical aspects such as hardware, firmware, APls, and communication
protocols. Frequently, companies investing into loT, in particular startups, lack all this knowledge (Zhang
et al., 2017). In particular, Zhang et al., 2017, point out that several loT products are the results of an
increasing number of startup companies that entered this market. According to the researchers, the vast
majority of startups accounts for less than 10 employees and their obvious priority is to develop functional
rather than secure products (Zhang et al., 2017).

Conclusively, according to O’Neill, 2016, companies race to get loT products to market and do not take
the time to consider the security of their devices. As reported also by Lee and Lee, 2015, there is
technological, societal, and competitive pressure pushing enterprises to be constantly innovative. In this
context, investing in security might be perceived as a costly and time-consuming obstacle. In particular,
the literature describes that enterprises targeting end-users do not have security as a priority and are
generally driven by time-to-market (Zhang et al., 2017).

2.1.2 Main Problem Areas

The literature presents a broad number of academic works covering the main challenges for loT security.
Typically, the main problem areas reported by scholars consist of Confidentiality, Integrity, and Availability
(CIA), Access Control, Privacy, Trust, Communication, Authentication, and Implementation flaws
(Mahmoud, et al., 2015; Pawar, & Ghumbre, 2016; Zhang et al., 2017). In this context, The Open Web
Application Security Project (OWASP), provides a unified list concerning the principal loT security
weaknesses to consider by manufacturers, enterprises, and consumers. Table 1., describes the top ten
vulnerabilities according to the OWSAP Top Ten 2018, in combination with the vulnerability impact from
the OWASP Top Ten 2014.
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Table 1. OWASP Top loT Vulnerabilities (OWASP, 2018; OWASP, 2014).

Vulnerability

Security Weakness

Impact

Use of easily brute forced, publicly available, or
unchangeable credentials, including backdoors in
firmware or client software

Insecure credentials can grant
unauthorized access to deployed
systems, data loss or corruption, and can
lead to complete device takeover

Unneeded or insecure network services running on
the device itself, especially those exposed to the
internet, that compromise the confidentiality,
integrity/authenticity, or availability of information

Insecure network services can result in
data loss or corruption, denial of service
or facilitation of attacks on other devices
or allow unauthorized remote control

Insecure web, backend API, cloud, or mobile
interfaces in the ecosystem outside of the

Device. Common issues include a lack of
authentication/authorization, lacking or weak
encryption, and a lack of input and output filtering

Insecure Ecosystem Interfaces allows the
compromise of the device or its related
components

The lack of ability for a device to be updated
presents a security weakness. This includes lack of
firmware validation on the device, lack of secure
delivery (un-encrypted in transit), lack of anti-
rollback mechanisms, and lack of notifications of
security changes due to updates.

Unsecured update mechanisms could
lead to compromise of user data, control
over the device and attacks against other
devices

Use of deprecated or insecure software
components/libraries that could allow the device
to be compromised. This includes insecure
customization of operating system platforms and
the use of third-party software or hardware
components from a compromised supply chain

Insecure software, firmware, and
hardware components could lead to
compromise of user data, control over
the device and attacks against other
devices

User’s personal information stored on the device
or in the ecosystem that is used insecurely,
improperly, or without permission

An insecure collection of personal data
along with a lack of protection of that
data can lead to compromise of a user's
personal data

Lack of encryption or access control of sensitive
data anywhere within the ecosystem, including at
rest, in transit, or during processing

Lack of transport encryption can result in
data loss and could lead to the complete
compromise of the device or user
accounts

Lack of security support on devices deployed in
production, including asset management, update
management, secure decommissioning, systems
monitoring, and response capabilities

Lack of Device Management prevent IT
personnel to remotely manage, track,
troubleshoot and secure devices

Devices or systems shipped with insecure default
settings or lack the ability to make the

the system more secure by restricting operators
from modifying configurations.

Insecure default settings can result in
data loss or corruption and can lead to
the complete compromise of the
device/user accounts

Lack of physical hardening measures, allowing
potential attackers to gain sensitive information
that can help in a future remote attack or take
local control of the device

Insufficient physical security could lead
to compromise of the device itself and
any data stored on that device
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2.2 Vulnerability Management

Vulnerability management is a pro-active approach, in the area of cybersecurity practices, with the
objective of ensuring that vulnerabilities are identified and fixed across the product's lifecycle. The main
phase of the vulnerability management process consists vulnerability assessment, vulnerability
mitigation, and patch management. Each phase includes different steps as reported in Figure 7. In
particular, insights from TechTarget and from the Deloitte cyber security capability model (see Appendix
3), were used as an inspiration to create the process overview.

Vulnerability Management

This process should include regular network scanning, firewall logging,
0 [Te A LI AT penetration testing or use of an automated tool, such as a vulnerability
scanner.

Vulnerability

Assessment This involves analyzing network scans and pen test results, to find

ENO AT G EELIIESE anomalies suggesting that a malware attack or other malicious event,
have taken advantage of a security vulnerability or could possibly do so.

This process includes evaluating whether the identified vulnerabilities
G ABIGE IS could be exploited by classifying the severity of a vulnerability and the
level of risk.

Vulnerability
Mitigation

This is the process concerns how to prevent vulnerabilities from being

Mitigating Vulnerabilities exploited before a patch is available or in the event there is no patch.

Patch . o is i i i
Patching Vulnerabilities This is the process of developing patches and applying them to all the

Management affected areas.

Figure 7. The Vulnerability Management Process.

In the next sections, the main Ethical Hacking methods for vulnerability management are described. We
define two categories of ethical hacking consisting of Conventional and Crowdsourced Security Methods.
Among conventional methods, we cover only Pen Testing given that this is the most established method,
as used widely in the IT industry. However, there are also other methods in this area, such as Red Teaming.
Subsequently, we present an extensive analyses of crowdsourced security methods. In particular, we
define Bug Bounty Programs and Responsible Disclosure Policies as the main crowdsource approaches. In
order to avoid any confusion to the reader, we present a relation tree diagram (see Figure 8), to display
the relation between the different security concepts and methods that are discussed.
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Figure 8. Ethical Hacking Methods for Vulnerability Assessment.

Ethical Hacking Methods

Security Approach

2.2.1 Ethical Hacking

The term hacking, refers to unauthorized intrusion into a computer or a network. Therefore, the figure of
the hacker has typically a negative connotation. However, ethical hacking envisages security experts,
called also “white hats” or simply “security researchers”, who attack a computer system on behalf of its
owner in order to identify vulnerabilities to prevent other malicious hackers from exploiting them
(Chandrika, 2014). Ethical hackers, hack without malicious intent, only to report vulnerabilities to improve
the security of products and organizations. There are two main methodologies, that we cover in this
research, in which companies can adopt ethical hacking: Penetration Testing and Crowdsourced Security
Methods.

Chandrika, in 2014, describes that with modern technology any system, website, app, and device, that is
based on internet connectivity, can potentially be hacked. Despite significant progress in software
engineering practices, most often software remains insecure (Zhao et al., 2017; Choi, et al., 2010;
Cavusoglu et al.,, 2005). The rise of cyber-crime is leading organizations to deploy hack-preventing
strategies to protect their systems. In this context, governments and firms are finding in ethical hackers
powerful allies to fight security threats. The following, are the main benefits of ethical hacking as identified
by the EC-Council, 2019:

Preventing data from being stolen and misused by malicious attackers.
Discovering vulnerabilities from an attacker’s point of view to fix weak points.
Implementing a secure network that prevents security breaches.

Protect networks with real-world assessments.

Gaining the trust of customers and investors by ensuring security.

Defending national security by protecting data from terrorism.

XXX
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Moreover, according to the CEO of EC-Council, “Government agencies and business organizations today
are in constant need of ethical hackers to combat the growing threat to IT security. A lot of government
agencies, professionals and corporations now understand that if you want to protect a system, you cannot
do it by just locking your doors” (EC-Council, 2019).

4+ Penetration tests

Penetration Testing, or simply Pen Test, is a subclass of ethical hacking that comprises a set of methods
and procedures designed to test and protect an organization's security (Baloch, 2014). Pen tests involve
different phases including the identification of entry points, attempting to break in, and reporting back
the discovered security flaws (Rouse, n.d.). Pen tests are commonly adopted by companies, as part of
vulnerability management practices to identify vulnerabilities. Traditional penetration tests can be
performed by certified pen testing firms, independent ethical hackers, and consultants. In most cases,
companies hire pen testers to perform regular hacks. However, as reported by Baloch, in 2014,
penetration tests demand a great deal of money out of a company's budgets. In fact, these services are
commonly paid per hour regardless of the result (Synac, n.d.). Moreover, Bugcrowd, a major commercial
crowdsourced security platform, believes that pen tests alone are no longer sufficient for effective risk
reduction (Bugcrowd, 2018). According to Bugcrowd’s experts, 2018, the following are the major
limitations of pen testing:

®  Traditional pen testing is performed by one or two pen testers, using a standardized methodology.

It is unrealistic that this approach alone can find all of the vulnerabilities.

Traditional pen tests are periodic point-in-time exercises. With today’s Agile and DevOps
environment, applications are constantly changing and updating. Testing once or twice a year,
results in leaving new code untested for months.

The output of a pen test is a long report that requires companies to go through thousands of
findings with little context on remediation advice.

Pen tests are expensive.

A
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4 Crowdsource Security Methods

As an alternative to Pen Testing, companies can nowadays adopt Crowdsourced Security Methods. In this
research, we consider principally two methodologies of crowdsourced security: Responsible Disclosure
Policies (RDPs) and Bug Bounty Programs (BBPs). These methods involve the participation of large
numbers of ethical hackers, reporting vulnerabilities to companies in exchange for rewards that can
consist of money or uniquely recognition. Empirical studies indicate that RDPs and BBPs effectively
contribute to vulnerability management practices, and typically result in more cost-effective deals for
organizations (Laszka et al., 2018; Gartner Inc., 2018; Finifter et al., 2013). Moreover, several of the main
tech companies, such as Google and Facebook, are increasingly relying on these methods to enhance their
security (Zhao et al., 2017). As a result, the adoption of crowdsourced methods by organizations is
growing. Granter Inc., predicts that by 2022, approximately 50% of companies will employ BBPs and
related services as security testing practices (Gartner Inc., 2018). In 2018, Gartner Inc. presented their first
report addressing the emerging topic in technology of "Bug bounties and Crowdsourced Security Testing
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Methods"(Gartner Inc., 2018). Gartner reports that crowdsourced security testing methods have
confirmed their ability to effectively augment existing security testing applications. Gartner identifies at
least four different categories of crowdsourced security methods (see figure 9), that are extensively
presented in Appendix 8. Community Programs and Public and Private Programs, refer both to BBPs
applications. Responsible Disclosure is a category on its own. Management Platforms can be used to
manage both BBPs and RDPs.

More Than Just Bug Bounties

Community Programs Public And Private Programs
Ongoing or time-limited Typically a set duration
May be scoped Scope well defined
All members of a vendor Limited participation; may
community compared to pen tests
Early or late in deployment

Management Platform
Support all program/services
Enable evaluation and triage
workflow

Monitor activity and
coverage for managed
programs

Responsible Disclosure
Program Management
Ongoing administration
Receive and triage, deliverto
organization

Bounty payment

Figure 9. Crowdsourced Security Testing Methods (Gartner Inc., 2018).

% Comparing Penetration Testing and Crowdsourced Security Methods

In this section, we present a comparison of pen tests and crowdsourced methods based on the literature.
Penetration tests consist of one or two people conducting security tests for a limited period of time, at
the expense of a fixed cost. Crowdsourced methods, allow potentially thousands of hackers working on a
security target (Gartner Inc., 2019). As reported by Laszka et al., 2018, Edmundson et al., in 2013,
conducted an experiment where security researchers were requested to identify a series of security
vulnerabilities present in a code. The results indicated that none of the participant was able to accomplish
this task alone. However, when the researchers collected a random sample of 50% of the participants, the
probability of finding all of the security flaws increased to 95%. As a result, security researchers
cooperating together have increased chances to identify vulnerabilities. For this reason, Bugcrowd,
believes that BBPs and RDPs introduce a more effective and efficient way to identify and manage
vulnerabilities (Bugcrowd, 2018). Moreover, instead of a point-in-time test, crowdsourced methods
enable continuous testing. A further difference is that conversely to pen tests, hackers are only paid the
moment that a valid vulnerability is reported. The benefits of crowdsourced methods over conventional
pen tests, are presented in Figure 10.
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Penetration Testing

Days-Weeks. Variable due to
delays in finding available pen
testers and appropriate skills

Point-In-Time.

1-2 pen testers with variable
skillsets

Pen testers paid per hour
regardless of results

10-60 man hours of active testing
in 1 week period

One cumulative report hand-off

Little-No support following final
report

Figure 10. Comparing Traditional Pen Testing with Crowdsourced Methods (Synax, n.d.).

Onboarding

Vulnerability Reporting

Vulnerability Management

®

Crowdsourced Testing

Testing community can be active
within 1 hour

Extreme flexibility. From week-
long to continuous year-long
testing window

Hundreds of ethical hackers from
around the globe

Ethical hackers paid only for valid
vulnerabilities

Hundreds of hours of active
testing in 1 week period

Reporting in real-time and highly
prioritized final report

Variable. Depending on whether
the tests are performed through
platforms
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2.3 Crowdsource Security Methods

In this section, the literature on Responsible Disclosure Policies and Bug Bounty Programs is presented. In
particular, the academic work on these topics is still very limited. For this reason, the majority of the
literature, specially concerning RDPs, was gathered from company reports.

2.3.1 Responsible Disclosure Policies

Responsible Disclosure Policies (RDPs), known also as Coordinated Vulnerability Disclosure (CPD) or simply
Responsible Disclosure (RD), consist of rules and guidelines from companies that allow individuals to
report vulnerabilities to organizations (Hackerone, 2018). In particular, they provide clear guidelines on
how to report a potential security flaws to companies and set a procedure for a controlled and responsible
disclosure of vulnerabilities. Cavusoglu et al., 2005, described that most of the software vulnerabilities are
typically discovered by benign users. In this context, individuals might feel responsible for reporting the
vulnerability to the vulnerability owner organization. However, several times, companies lack a dedicated
channel for individuals to report vulnerabilities. According to HackerOne, 2018, in such situation, three
different events might happen:

®  Failed disclosure: After looking for and not finding an appropriate contact, the hacker gives up. As a

result, the vulnerability is not reported and remains. HackerOne, 2018, indicates that approximately
1in 4 of discovered vulnerabilities are not reported by hackers because companies lack a RDP.
Vulnerability is reported but information is lost: Even in the cases where a vulnerability is correctly
reported, the information can get lost. Firms that have multiple contact points, including customer
support lines, emails, and social media pages, and lack a RDP, can very easy lose track of a reported
vulnerability. Eventually, only in some cases the security team will be informed about the
vulnerability.

Full disclosure: After looking for and not finding an appropriate contact, the hacker will release the
information publicly online without coordinating with the company. Besides the reputational
repercussion for the company, there is the risk that malicious hackers exploit the vulnerability to cause
damage before the company is able to release a patch.

li.,/
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Consequently, without a RDP, reporting vulnerabilities might result in a very complex process both for
ethical hackers and companies (see Figure 11).

32



Ethical hacker finds
vulnerability

l

Hacker attempts to
contact organization

X Y
FAILED DISCLOSURE FULL DISCLOSURE
Hacker gives up and Organization receives Hacker releases the
vulnerability remains message vulnerability info
online

»

Message forwarded to
IT N Message forwarded to

tech support

v

1 Message forwarded to
security team ol Message forwarded to
tech support

A 2

<

Message gets lost

Vulnerability is passed
to engineering

Figure 11. The Chaotic Process of Reporting a Vulnerability Without a RDP (Hackerone, 2018).

4 Benefits of Responsible Disclosure Policies

In other to solve the aforementioned issue, organizations had to create a safe channel to coordinate with
ethical hackers. As a consequence, companies started to provide rules for submitting vulnerabilities to
their security team, and to allocate resources to follow the process (HackerOne, 2018). Due to RDPs firms
benefit from nearly free advice of ethical hackers to enhance their security. RDPs effectively improve the
vulnerability management process of reported vulnerabilities. The improved process with a RDP
compared to the case of Figure 11, is shown in Figure 12.

33



Company Hacker

Company develops Ethical hacker finds
RDP vulnerability
I I

Company allocate
resources to build
capabilities to handle
the process

v

Organization receives
message

v

Acknowledge receipt —-—> Hacker is informed

v

Verify report

Hacker attempts to
contact organization

Vulnerability

verifiad? Hacker informed

Patch vulnerability

Vulnerability Disclosure

Figure 12. Responsible Disclosure Process Flow (Hackerone, 2018).

A responsible disclosure process results in an easy win both for companies and researchers. According to
Bugcrowd, n.d., a responsible disclosure policy is the first step from companies to protect themselves
from an attack and from the premature release of vulnerability to the public. HackerOne, 2018, claims
that no organization is too small or too large to benefit from a RDP. Moreover, a RDPs are easy to set up
and cheap relatively to maintain. The simplest versions require only of an online page that states what
type of security flaws are within the testing scope and a dedicated contact address to report the findings
(Bugcrowd, n.d.). In most cases, companies do not pay any monetary reward to researcher for their
assistance but provide them with a token of appreciation or public recognition. On the other hand, a
benefit for ethical hackers is that RDPs should protect researchers from companies’ legal actions for
breaking the security of their systems. For this reason, it is important for organizations to include a
declaration to reassure ethical hackers that, when acting in good faith, there will be no legal action against
them (Hackerone, 2018).

4 Rate of Adoption of Responsible Disclosure Policies
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Even though RDPs has the potential to improve organizations’ security practices, the data collected
presents that RDPs are implemented by very few organizations. Every year, HackerOne realizes a survey
study to investigate the adoption of RDPs among the Forbes Global 2000 List, covering the world’s most
valuable public companies. The results from 2017, indicate that 93% of organizations do not have any
public RDP, or any channel to report vulnerabilities (Hackerone, 2018). Therefore, only 7% of the sample
seemed to adopt RDPs. From this data, we deduce that the rate of adoption of RDPs among companies is
still very limited. Moreover, HackerOne, in 2018, published a report presenting the current state of
policies to support the adoption of RDP in EU member states. The results, present that very few countries
have an advanced state of policies for RDP as depicted in Figure 13 (Hackerone, 2018). According to the
report, The Netherlands was the first country to activate policies to support RDPs. The Dutch policies offer
full protection to hackers, while for instance France, offers only limited protection to researchers. Ten
other EU countries are developing some kind of policy. All the other countries have little or absent national
related activity on RDPs.

[] No information available

M No activity on the topic

Discussion planned for 2018

[] Ongoing discussion

[ Implemented policy for specific sectors or partial protection for the researcher
M Policy established with full protection for the researcher

Figure 13. RDP Policies in Europe: A Mapping of the State of Play by Country (HackerOne, 2018).

2.3.2 Bug Bounty Programs

Bug Bounty Programs (BBPs), known also as Bug Bounties, are crowdsourced security testing programs
that monetarily reward ethical hackers who successfully discover and report vulnerabilities to companies
(zhao et al., 2016). Organizations offer bounties to enhance vulnerability management, and to prevent
zero-day vulnerabilities (Finifter et al., 2013). Research upon BBPs has been conducting only recently,
companies, such as Google, started adopting them in 2010 (Kuehn & Mueller, 2014; Finifter et al., 2013).
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Previously to that period, in 2008, Just et al., conducted research on software vulnerability tracking,
suggesting the importance of rewarding researchers that were communicating vulnerabilities to
companies. Moreover, the study suggested the idea of introducing researcher's reputation as part of
vulnerability tracking programs, and to provide tools and rules for reporting bugs in a structured way (Just
et al., 2008). All of the prior elements are now fundamentals of BBPs.

There are two different approaches to Bug bounties: Public and Private programs (Gartner Inc., 2018;
Zhao et al., 2017; Laszka et al., 2018). Public programs essential allow entire communities of ethical
hackers to participate. They typically consist of large scale BBPs and can be both time-limited or ongoing.
Organizations such as Facebook and Google, typically allow everyone to participate (Zhao et al., 2017). On
the other hand, Private programs are invite only a selected sub-group of hackers, are generally scoped to
specific targets, and are limited in time (Gartner Inc., 2018). Private programs tend to take place through
commercial bug bounty platforms where hackers are selected based on reputation, skills, and experience.
According to Zhao et al., 2017, private BBPs have a much higher percentage to provide valid reports.

Moreover, companies can decide to launch independent BBPs, or to rely on the services of commercial
bug bounty platforms that facilitate the process of building and maintaining BBPs for organizations (Laszka
et al., 2016, Zhao et al., 2016). Commercial platforms are becoming critical components for RDPs and
BBPs, as they match the security services of ethical hackers with the demand of organizations. Typical
features of these platforms include: tracking the progress of researchers, assessing code coverage,
controlling the program’s scope, handle financial transactions, serving as a point of contact for conflicts
between white hackers and companies or even law enforcement, and providing real-time information on
the stratus of discovered vulnerabilities to both researchers and companies (Laszka et al., 2018; Gartner
Inc, 2018). Platforms also allow companies for the selection of skillful individuals for Private BBPs based
on rankings Zhao et al., 2017. In this respect, scholars have tried to define the main differences between
independent and platform based BBPs. Zhao et al., 2017, found that BBPs hosted on platforms have a
higher rate of valid reports due to better identification practices for participants, that can be used for
quality-control policies.

Lastly, we present all the possible approaches identified from the previous literature for BBPs in the
following table:

Table 2. Overview of the Possible Approaches for BBPs.

Public Programs Private Programs

Independent Public and Independent Private and Independent
HERGI G E:EHCE Public and Platform-Based Private and Platform-Based

4 Bug Bounty Programs and Responsible Disclosure

BBPs present numerous elements in common with Responsible disclosure. The main difference between
the two is that BBPs constitute an actual invite from companies to hackers to hack their systems in
exchange for monetary rewards. RDPs are not proactive invites for researchers to hack, but are rather
there to coordinate the disclosure of security flaws that ethical hackers might identify independently.
Moreover, RDPs do not generally offer monetary rewards to hackers (Bacchus, 2017). BBPs and RDPs,
today, allow hackers to report vulnerabilities in a regulated manner to companies. Moreover, emerging
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platforms, such as HackerOne or ZeroCopter, is boosting the adoption of crowdsourced security services
(zhao et al., 2016)

4 Benefits and Limitations of Bug Bounty Platforms

There are different benefits that BBPs offer to companies to enhance security. In particular, the
advantages of crowdsourced security over pen testing previously presented in section 2.2.1 apply to BBPs.
Finifter et al., 2013, suggested that BBPs are a more costed-effective method to identify vulnerabilities
compared to conventional methods. Moreover, BBPs have the advantage of engaging with broad
communities of hackers resulting in greater chances to discover different types of vulnerabilities given the
disperse skillset of the participants (Finifter et al., 2013). The previous result was demonstrated by
Edmundson et al., 2013, with an experiment where security researchers were requested to identify a
series of vulnerabilities in a code. None of the participant was able to accomplish the task alone. However,
when the researchers collected a random sample of 50% of the participants, the probability of discovering
all of the security flaws increased to 95% (Laszka et al., 2018). Further empirical research describes that
hackers experience increasing difficulties to find vulnerabilities in companies participating in BBPs,
suggesting that BBPs effectively contribute to increase security (Zhao et al., 2017).

While empirical results present that BBBs have a significant potential to contribute to security, there are
also several obstacles for companies in running these programs. In particular, the key challenge for
companies is presented by a substantial number of invalid reports submitted by of hackers. Research
describes that there is abundant noise that companies need to manage resulting from low-value reports
(Lazka et al., 2016). In 2018, Laszka et al. presented that the percentage of invalid reports commonly
ranged between 35% and 55%. Another challenge consists of efficiently distribute valuable but scarce
hacker effort across organizations over time. Multiple hackers taking part into BBPs partially compete with
each other resulting in duplicate reports of same vulnerabilities. However, in those cases, only the first
submission is rewarded. BugCrowd, in 2015, described that approximately 40% of the submissions were
duplicates.

4 Rate of Adoption of Bug Bounty Programs

In recent years, Bug Bounty Programs are becoming a significant part of organizations' security ecosystem.
Companies are increasingly launching independent BBPs or are joining platforms that facilitate the
management of these programs (Laszka, et al., 2016). Even institutions, including the U.S. Department of
Defense and the European Commission, are adopting BBPs to enhance their security (Finifter et al., 2013;
Hackerone, 2019). According to Gartner Inc., 2018, BBPs have demonstrated their ability to effectively
augment existing security testing activities and support the effective management of vulnerabilities. In
addition, commercial crowdsourced security platforms, such as HackerOne and Bugcrowd, are promoting
the adoption of BBPs (Laszka et al., 2016; Zhao et al., 2017; Finifter et al., 2013). Gartner Inc., predicts that
by 2022, BBPs and crowdsourced methods will be employed by more than 50% of enterprises up from
less than 5% today (Gartner Inc., 2018). However, the majority of the current bug bounties is directed
towards website vulnerabilities, and more in general software applications (HackerOne, 2018). According
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to data collected by HackerOne, 2018, less than 2% of the hackers registered on their platform research
security flaws in 10T (see Figure 14). From this data, we conclude that the rate of adoption of BBPs for loT
devices is marginal.

Other

Websites

Figure 14. What Hackers on HackerOne Hack for Bounties (HackerOne, 2018).

4 Best Practices for Bug Bounty Programs

In 2017, HackerOne, presented the “Bug Bounty Field Manual”, a report that describes how to plan,
launch, and operate a successful BBP (Bacchus, 2017). In this respect, the crowdsource security company
advises organizations to follow a five stage process for BBPs:

Assessment: Companies need to assess the bug bounty approach that is best according to their
capabilities. HackerOne offers an assessment questionnaire to help companies in this step. Moreover,
before starting a BBP, companies should already be active with vulnerability management practices
to ensure that a sufficient amount of vulnerabilities have been previously identified and fixed.

Preparation: Companies stating a BBP will have more vulnerabilities to manage. For this reason,
organizations need to ensure a solid process to evaluate and fix the vulnerabilities. At the same time,
they have to allocate sufficient resources to support the ongoing program.

Champion Internally: Companies need to define a BBP leader that will be responsible for the success
of the program. Together with the leader, the company has to create a bug bounty team to take
charge of related processes.
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Launch: Before launching the program, companies have to consider whether they want to offer a
public or private program. Subsequently, the company has to define the scope of the program. The
advice for organizations new to BBPs, is to start with small programs. Moreover, it has to be decided
whether to adopt the assistance of a platform or launch an independent BBP.

The Post Bounty: Once the company has been able to successfully manage the first BBP, the next step
is to scale up. This entails more hackers, a broader scope, and increasing rewards. It might seem
counterintuitive but organizations should aim to find more vulnerabilities to reach overtime almost
complete coverage. In addition, security only improves when bugs are fixed, not when they are found.
For this reason, it is important for companies to identify the internal vulnerability owner that can
provide a solution to the vulnerability.
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2.4 Chapter Conclusion

Vulnerable IoT products that support sensitive data from individuals are becoming lucrative targets for
hackers that seek to steal such information or to perform network attacks. Under these conditions, attacks
on loT systems can result in major safety risks. In particular, the literature indicates that insecure loT
products can be used to spread malware or launch large scale attacks. There are different studies
investigating the reasons for the lack of security in loT. Among the main reasons, research reports the
presence of a multi-actor problem due to the involvement of several firms in the value chains for loT
products, where firms mistakenly assume that someone else in the supply chain addressed the product
security. Another major problem is rooted in the lack of understanding of the technological implications
of 1oT by companies. In this context, the rise of cyber-crime is leading organizations to deploy hack-
preventing strategies to protect their systems.

In order to boos security, firms and governments are finding in Ethical Hacking a powerful tool to fight
security threats. Ethical hacking envisages security experts who attack a computer system on behalf of its
owner, in order to identify vulnerabilities. In particular, our investigation focused on Crowdsourced
Security Methods. Specifically, we examined the literature regarding two main methodologies of
crowdsourced security: Responsible Disclosure Policies (RDPs) and Bug Bounty Programs (BBPs). These
methods involve the participation of large numbers of ethical hackers, reporting vulnerabilities to
companies in exchange for rewards that can consist of money or uniquely recognition. The academic work
on these topics is still limited. For this reason, the majority of the literature that we analyzed regarding
RDPs and BBPs originated from company reports. Empirical studies indicate that RDPs and BBPs effectively
contribute to vulnerability management practices, and typically result in more cost-effective deals for
organizations. Moreover, crowdsourced methods have the advantage of engaging with broad
communities of hackers resulting in greater chances to discover different types of vulnerabilities given the
disperse skillset of the participants. However, even though BBPs and RDPs have a remarkable potential to
improve vulnerability management, few companies are implementing these methods. Additionally, the
data depicts that less than 2% of hackers participating in BBPs research security flaws in loT.

From the literature analyses, we concluded that the research concerning the adoption of crowdsource
security methods for loT is still scarce. In particular, the state of adoption, benefits, limitations, and
barriers for adopting BBP and RDPs in loT needs to be further investigated. In the following chapters, we
dive into this yet unexplored area, by carrying out a qualitative investigation to explore how to apply
crowdsource methods for improving loT vulnerability management. The next chapter covers the research
methodology for our study.
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Chapter 3 — Research Methodology

The objective of this research is to investigate a possible application of crowdsourced security methods
to derive recommendations for enhancing the vulnerability management of loT. However, based on our
extensive literature review, there are insufficient studies on this subject. For this reason, we decided to
conduct an exploratory research based on a qualitative approach. Qualitative research seeks for
understanding of new phenomenon and it is generally used to generate possible conclusions and theories
(Hoepfl, 1997). In this chapter, we present the research methodology that was adopted as part of our
investigation to collect and analyze the data. Given the exploratory nature of this study, our research
consists of extensive literature survey (covered in the previous chapter) and semi-structured interviews
with industry experts.

3.1 Semi-Structured Interviews

Qualitative research does not have a standard structure. Frequently, this types of study are based on
interviews and surveys methods (Smith, 2015). In particular, many qualitative studies use semi-structured
interviews with a small sample of population members to explore the diversity of perceptions or behaviors
in a population (Jansen, 2010). Semi-structured type of interviews inquires a series of prepared questions
listed on a general interview plan (see Appendix 1 for our interview guide). The structure of the questions
is typically repeated across the interviews, but questions might also be asked in a different order. In
addition, the list of questions might change between interviews as additional themes become relevant to
be asked or questions are left out (HOst et al., 2018). The final intent of semi-structured interviews is that
all questions should be asked and framed in similar terms. The reason is to allow a cohesive set of data to
emerge to be compared in the data analysis. However, in the semi-structured interview method the
researcher is closely involved with participants, and this can alter the objectivity of the data (Bouwman,
2018). For this reason, findings from this type of research tend to lack generalizability. In order to reduce
the risk of data contamination for this study, we repeated the same structure across the interviews.
Moreover, we recorded the interview answers to preserve the original information for the data analyses.
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3.2 Data Collection

In this section, we describe the data collection methodology. Our study is based on two types of data.
Descriptive data, gathered with desk research for the literature survey, and empirical data, derived from
semi-structured interviews with industry experts.

3.2.1 Desk Research

Desk research was conducted to gather the descriptive data for the literature survey. In particular, the
collected data was clustered into two main categories: The loT Security Challenge and Crowdsourced
Security Methods. Most of the academic papers for this study were found with the Google Scholar search
engine. For industry-specific insights both on loT security and crowdsourced security, we utilized
Deloitte's research tools, including internal material and reports from Gartner. In addition, the data was
complemented with material from a wide range of other sources including company reports, online
articles, and videos. The scientific reports included in the literature review on The IoT Security Challenge
and Crowdsourced Security were published between 2014 and 2019, and between 2005 and 2019,
respectively.

The desk research process was carried out with human inspection. At first, we focused on articles
published by scholars on loT security. Filters were adopted to perform specific queries on the search
engine. Keywords associated with our research corresponded to loT security, 0T security challenges, loT
security measures, and loT and crowdsourcing. As a next step, we identified the most relevant papers on
security challenges and practices, and excluded the others. Regarding the data addressing real case
examples of vulnerable loT devices, we included a large number of online reports by security firms and
security blogs. For the literature on crowdsourced security, we acknowledged that there is a limited
number of academic work addressing this subject. In particular, scientific investigation on RDPs is scarce.
We included in our analyses the majority of the academic papers currently published on RDPs and BBPs,
and we further complemented this data with reports released by cybersecurity companies, in particular,
HackerOne and BugCrowd.

3.2.2 Expert Interviews

The main results of this research are based on the data gathered from expert interviews that were
conducted during an internship period at Deloitte in the Netherlands. The data collection methodology
described in this section was used to gather empirical data to answer the thesis research questions.

+ Interview Protocol

In order answer to the research questions, we collected the opinion of cybersecurity experts in the field
of loT security hacking and ethical hacking practices, including crowdsourced methods. During a
preparation phase, earlier to the expert selection, an interview protocol was developed including the
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interview questionnaire. The questions are divided similarly to the literature review, in two categories,
covering loT security practices and ethical hacking methods for vulnerability management in loT. In
particular, the interview protocol was inspired by the survey design of two related works found in the
literature, namely Attitudes and Perceptions of IoT Security in Critical Societal Services — By Asplund &
Nadjm-Tehrani, (2016), and Security Vulnerability Management for loT Systems — an Interview Study, by
Host (2018), (see Appendix 2 and 3).

The questionnaires were structured in two main blocks for a total of 14 questions. The first group covered
the topics concerning loT security risk, security perception, measures from companies, and advice on
possible best practices. The second, focused on responsible disclosure, bug bounty programs, and the
adoption of crowdsourced security methods in the 1oT domain. The interview guide is displayed in
Appendix 1. In particular, the literature indicated that companies lack awareness on the importance of
loT security. For this reason, we tried to validate this condition by asking experts on the way that
companies perceive security and the measures that they adopt to manage vulnerabilities. Moreover,
guidelines on best practices for vulnerability management were scarce in the literature, thus we
investigated what are possible best practices according to the experts. Given the research gap where the
adoption of crowdsource security methods in 1oT is still left open, the second group of questions
investigated the application of crowdsourced security methods in IoT, including the state of adoption,
benefits, limitations, barriers, and possible best practices for adopting BBP and RDPs.

The data gathering took part in one round of semi-structured interviews with industry experts. We
repeated the same structure across the interviews, and when additional themes become relevant to be
asked, more open discussions are applied. The majority of the interviews were realized as face-to-face
with the experts, and in the rest of the cases consisted of remote video interviews. All of the interviews
were recorded with the consent of experts, in order to preserve the integrity of the data and to allow the
researcher to listen to the audio files in the data analysis. Each interview lasted for approximately 30 to
45 minutes.

4 FExperts Selection

In this section, we discuss the interviewees selection process. It is typically not possible to investigate the
behavior of an entire population. For this reason, a sampling method is adopted to allow the deduction
of conclusion about a population, based on a sample of the population members (Ben-Shlomo et al.,
2013). We adopted a nonprobability sampling technique, specifically a judgment sampling, where only a
limited number of elements in a population have the chance to be selected based on their expertise in
the subject investigated (Sekaran, 2000).

In our study, we define an "expert" as an individual with considerable knowledge on loT security hacking,
including ethical hacking practices and crowdsourced methods. During an internship period at Deloitte in
the Netherlands, we firstly identified interview candidates from the network of professionals within
Deloitte Global. A list of possible participants was developed from the employee profiles listed on the
Deloitte international network portal, connecting more than 186,000 Deloitte personnel. By adopting
profile filters, 17 experts were selected based on their experience with loT security, ethical hacking, and
crowdsourced security methods. The Deloitte professionals that we identified have different years of
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project experience in loT security and ethical hacking, as they mentioned on their profiles. Moreover, the
experts hold experience in different industries and have different roles and levels within the company.
After the selection phase, an email was sent to all the candidates, including a description of the research,
its objectives, and an invite to participate in an interview. In the end, among the 17 candidates, only 10
decided to take part in the study.

In addition to the previous group, 6 additional security experts from 8 other companies agreed to
participate in our research. Initially, the companies were selected based on the literature. We decided to
directly contact many of the firms operating in the field of crowdsourced security that we had
encountered in the literature review, such as HackerOne, Pen Test Partners, Intigriti and other
organizations. Eventually, some experts from these companies decided to take part in our interviews.
Similarly to the first group, all of the participants have a background in loT security and ethical hacking. In
particular, three people come from a vulnerability coordination and bug bounty platform, three from
penetration testing companies, and two from a hardware security conference and training organization.
Additionally, one interview was done with members of a multinational company that develops and sells
loT consumer products worldwide. At the end of the data collection phase, we were able to consult with
19 experts, coming from 9 different companies, spread across 5 different European countries. All the
relevant information regarding the interview participants is displayed in Table 3. The name of the
companies (except Deloitte) and in general of all the interviewees is kept anonymous for privacy reason.

Table 3. Interview Participants.

Expert Company Position Years of Focus industry loT Security  Ethical Hacking
Experience Expertise Expertise
Deloitte — The | Senior Consultant, 4 years, 5 Primary:
A Netherlands Risk Advisory months Financial Services High Low
Secondary:
Government and Public
Services
Deloitte — The | Senior Consultant, 3years, 7
B Netherlands Risk Advisory & months General Consultancy High Medium
Ethical hacker
Deloitte — The Manager, Risk 6 years, 3 Primary:
C Netherlands Advisory months Energy, Resources and High Low
Industrial Products and
Services
Deloitte — The | Senior Consultant, 2 years, 9 General Consultancy High Medium
D Netherlands Risk Advisory months
Deloitte —The | Senior Consultant, 1year, 11
E Netherlands Risk Advisory & months General Consultancy Medium High
Ethical Hacker
Deloitte — The Senior Manager, 1vyear, 4 General Consultancy
F Netherlands Risk Advisory months High High
Deloitte — The Manager, Risk 3 years, 10 Primary:
G Netherlands Advisory & Ethical months Technology, Media and High High
Hacker Telecom
Deloitte — Senior Manager, 3 years, 8 Primary:
H Hungary Consulting months Technology, Media and High Low
Telecom
| Deloitte — Senior Consultant, 0 years, 8 General Consultancy Medium Low
Germany Risk Advisory months
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Deloitte — Senior Manager, 0 years, 7 Primary:
United Risk Advisory months Financial High Medium
Kingdom Services, Banking
Bug Bounty Not
Platform A — CEO Mentioned Cyber Security Medium High
The
Netherlands
Bug Bounty 1vyear
Platform B — Advisor Cyber Security Medium High
Belgium
Bug Bounty Team Member Not
Platform C - & Ethical Hacker Mentioned Cyber Security Medium High
The
Netherlands
Penetration CEO, & Ethical Not
Testing Hacker Mentioned Cyber Security High High
Company A -
The
Netherlands
Penetration Co-founder, & Not
Testing Ethical Hacker Mentioned Cyber Security High High
Company B —
United
Kingdom
Hardware Not
Security Co-founder Mentioned Cyber Security High High
Organization
—The
Netherlands
Hardware Not
Security IT Team Member Mentioned Cyber Security Medium High
Organization
—The
Netherlands
Automated Not
loT Security Co-founder Mentioned Cyber Security Medium None
Analyses
Platform —
The
Netherlands
Multinational Not
Electronics IT Team Members Mentioned Conglomerate Medium Low
Company —
The
Netherlands

3.2.4 Sampling Method

According to Sekaran (2000), for certain studies, judgmental sampling is the only meaningful way to
investigate a specific phenomenon. Accordingly, we focused on a sample of experts that could provide us
with the information sought by our research. As a result, subjects were selected on the basis of their
expertise. In our case, as previously mentioned, we defined an "expert" as an individual with considerable
expertise in the field of cybersecurity, specifically on loT security hacking, ethical hacking practices, and
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crowdsourced methods. Moreover, |oT Security and Crowdsource Security have only recently become a
subject of exploration in the academic and professional domain. We argue that judgmental sampling was
the only viable sampling method for obtaining the right information sought by our research. The main
benefit of this sampling technique, is that it allowed us to reach substantial results on the investigated
field by employing a small sample of the population and limited resources. In addition, it is worth noting
that our sample is based on a population of security experts working as security advisors. Consequently,
our research takes the point of view of experts that are generally providing solutions to companies that
face security problems. Therefore, the generalizability of our findings to the entire population should be
done with care.

4+ The Deloitte Bias Risk

In this qualitative study, one limitation is that only experts that were conveniently available participated
in the interviews. Within judgmental sampling, there is a risk of selection bias. There is clearly a lot of
input from Deloitte in the case of this thesis that can lead to bias. In fact, 76% of the empirical data
collected (13 interviewees out of 17), originates from interviews with Deloitte employees. The potential
bias can compromise the opportunity for generalization the research conclusions. However, as we will
present in Chapter 5, most of the results from the Deloitte interviews were confirmed by the interview
findings with the other companies’ experts. Moreover, the results present general insights on the research
topics. We believe that there is no commercial dependency and interest on the application of
crowdsourced security methods for loT from Deloitte, as the company does not provide advice on these
matter. Most of the experts’ knowledge on ethical hacking comes from private life interests or previous
working experiences, as stated by many interviewees. In addition, the research was conducted with a high
degree of independency from the researcher.
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3.3 Reliability, Validity, and Generalizability

According to Sekaran (2000), conclusions derived from qualitative research need to be plausible, reliable,
and valid. In the case of qualitative research, reliability and validity have a different connotation from the
definitions used in quantitative investigation. These principles are addressed in this section.

3.3.1 Reliability and Validity

In qualitative research the concept of reliability is based on category reliability and inter-judge reliability
(Kassarjian, 1977). The first, refers to the researcher's ability to formulate competent definitions of
categories to classify the qualitative data. The latter is based on the degree of consistency between codes
processing the same data. Similarly to the reliability case, the principle of validity is divided in internal and
external validity. Internal validity that measures the accuracy to represent the data collected. External
validity is the degree of generalizability of the findings to other contexts and settings (Sekaran, 2000). In
order to ensure validity, Sekaran, 2000, describes the following two methods:

©  Supporting generalizations by counts of events: In order to respect this principle, the conclusion of
our research are based on the most frequent codes registered from the expert interviews.

li.,/

Ensuring representativeness: In order to ensure representativeness, Sekaran, advices the selection
of deviant cases to provide a strong theory test. In our study, we included cases that could contradict
our theory. In particular, with did not based the data collection exclusively on crowdsourced security
experts. Instead, we included the input of industry competitors, namely Penetration Testing
Companies A and B.

3.3.2 Generalizability

In scientific investigations, generalizability refers to the wider range of applicability of the results and
conclusions, from one to other settings (Sekaran, 2000). In our case, the applicability of our findings is
based on the authority of the sample that was selected for the interviews. Due to the fact that the experts
that participated in the research were predominantly from the Netherlands (13 experts), and more in
general all from Europe, the results should be generalized with care to other countries and the whole
security industry. In fact, security practices are different among countries. Some countries are advanced
whereas others are still learning. In the western world, cybersecurity is generally mature but there are
still many regions where responsible disclosure and bug bounties are just too sophisticated methods at
the moment. For this reason, the recommendations are directed to companies belonging to the western
cybersecurity industry that are developing, manufacturing, and commercializing consumer loT devices.
Nevertheless, several of the proposed recommendations might be also generalized to all firms that want
to improve their security by implementing BBPs and RDPs that are mature enough in terms of security
practices. We believe that the public will be able to determine the extent to which the findings and
recommendations can be generalized and applied.
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3.4 Data Analyses

In qualitative data analyses, there are few well-established rules and guidelines to analyze the data
(Sekaran, 2000). In the following sections, we discuss our approach, based on the work of Miles &
Huberman, (1994). The approach consists of three main steps: Data reduction, Data display and Drawing
of conclusions.

3.4.1 Data Reduction

Data reduction consists of the process of coding and categorizing the data (Sekaran, 2000). Typically, this
phase is very important because by coding and categorizing the data, the researcher can start to notice
patterns and relationships in the data.

At first, all the audio recordings of the interviews were transcribed and converted into written documents.
Subsequently, the next step consisted of coding the data. Coding is defined as the creative and iterative
process of labeling words, sentences or entire paragraphs to reduce and rearrange the data in a
meaningful way. Once the codes were generated from all the transcripts, we conclude the data reduction
process with the Categorization. As a result, the codes were organized and categorized in different groups.
For our research, the coding and categorization were realized adopting ATLAS.ti, a computer program for
the qualitative analysis of large bodies of textual data. The tool was very handy and allowed us to structure
and optimize the overall reduction process.

Moreover, as part of the data reduction, 2 of the 19 interviews conducted, were excluded from the data
analysis because not sufficiently relevant. The reason is that two of the companies, namely Automated
loT Security Analyses Platform and Multinational Electronics Company, did not have the required
expertise in 10T security and ethical hacking as the other ones in our study. In the end, 17 transcripts were
included in the data analyses.

3.4.2 Data Display

Data display refers to the method of presenting the data, which is also important to identify patterns in
the data. There are many different ways to data display. The most common ones include tables, charts or
graphs each of them containing the most relevant information. In the end, the main purpose of the data
display is to facilitate the eventual drawing of conclusions. From the coding process, we extrapolated
categories and created conceptual groups on an Excel file. The file categorizes all the participants to the
interviews. During the data analyses, we were able to determine the frequency in the data for each
category counting the number of experts that were referring to the same conclusion. The full coding table
is visible in Appendix 4.

3.4.3 Drawing Conclusions

The final step of the data analyses was drawing conclusions from the qualitative data. Drawing conclusion
can be considered as the essence of qualitative research because it is the point where a researcher
provides an answer to the research question (Sekaran, 2000). After the identification of common themes
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in the data reduction, we linked the categories, compare them, and thought of contrasts also with the
data in the literature. Finally, after all these steps, we attempt to provide a logical explanation for the
observed patterns and to determine our conclusions. In the next chapter, we present the results from the
data analyses.

49



Chapter 4 — Results

In this chapter, we present the results of the interview analyses. The results are based on the identification
of common themes and concepts from the data reduction. In particular, we determined key codes and
categories by counting the frequency of different experts referring to the same concept. In order to
provide more insights and transparency on the interview analyses, we present a results overview in Table
4. In section 4.1, we present the results on the current state of loT security practices, including the reasons
for the lack of security practices. Following, section 4.2 presents the findings on crowdsourced security
methods, including the current state of adoption, benefits, limitations, and barriers for RDPs and BBPs in
loT. Finally, in section 4.3, we describe the results concerning the practical recommendations for
companies to leverage BBPs and RDPs, in order to enhance vulnerability management practices in loT,
and some additional recommendations to boost loT security practices. In order to preserve the anonymity
of the participants, we do not use the real names of the experts, but we refer to them with descriptive
names (see Table 3). Moreover, the results described in this chapter will be used to answer our research
guestions in Chapter 5.
Table 4. Results Overview.

High-Level Category Concept/Code Counts  Percentage
(out of 17)
=  loT security is not properly implemented 10 59%
=  Awareness on the importance of loT security is missing both from 7 41%
industry and consumers

=  Incentives for companies to implement security are scarce 7 41%

= Hardware security is a problem for loT 4 24%

=  Hardware security cannot be updated once products are on the market 7 41%

State of loT Security = There are technical problems for loT security 3 18%

Practices
And =  Companies focus on functionality, time to market, and costs, leavening 9 53%
Security Problems security unaddressed

= Companies care on security only if reputation is at stake 4 24%

=  Companies are not security mature 3 18%

= Consumer demand for secure products is inadequate 6 35%

= Consumer loT goods is more vulnerable than other 10T sectors 6 35%

=  There is the need for more regulation 7 41%

=  Companies now care more about security 4 24%

= Budget is Not the problem 4 24%

= BBPs effectively enhance security practices 9 53%

=  BBPsin loT are already happening 5 29%

=  Monetary incentives are fundamental 5 29%

Bug Bounties .

. Protect company reputation 5 29%

= (Clear policies and resources from companies are required 7 41%

=  Adoption of BBPs will increase in the future 7 41%

=  Hardware is the main problem 9 53%




Obstacles for The
Adoption of BBPs in
loT

Solutions for BBPs in
loT

Responsible
Disclosure Policies

Security
Recommendations for
loT, integrating
BBPs and RDPs

Hardware hacking skills are scarce 3 18%
Incentives for hackers on loT are missing 2 12%
Budget is Not the problem 4 24%
Companies are not security mature enough 2 12%
Companies do not understand BBPs 3 18%
Companies do not trust hackers 4 24%
Conferences 4 24%
Create events 9 53%
Hackathons 9 53%
Private in-house BBPs 7 41%
Using crowdsourced platforms to identify hackers for private in-house 2 12%
BBPs

Increasing incentives for hackers 6 35%
Adopting BBPs for testing loT software 18%
It is not a testing method 2 12%
It is a testing method 3 18%
Coordinates the disclosure of vulnerability found by ethical hackers 6 35%
Requires clear policies 6 35%
Incentives for hackers to engage with RDP are missing 3 18%
Companies sue hackers 7 41%
Adoption of RDPs will increase in the future 7 41%
Design secure products in the development phase 7 41%
Offer BBP after security maturity 6 35%
Adopt BBPs after pen tests 4 24%
Adopt a combination of BBPs and Pen tests 7 41%
Adopt pen testing to test security 7 41%
Implement secure design practices 4 24%
Adopt code reviews 3 18%
Follow OWASP/security guidelines 2 12%
Every type of company should offer BBPs 29%
RDPs should be in use by every company 9 53%
The use of crowdsourced platforms is recommended 3 18%
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4.1 The State of Security Practices in The loT Consumer Sector

The main result is that there is a general lack of security practices for loT, as the literature suggests. In
particular, the experts believe that the driver for security in consumer products is missing, at this moment.
However, as a few experts point out, security practices always vary from company to company. The results
also suggest that some companies are starting to care more about security.

4.1.1 Security in loT Consumer Good Sector

The results from the expert interviews suggest that security is not properly implemented by developers,
manufacturers, and vendors of consumer loT products. In particular, 10 out of 17 experts believe that
security is not properly implemented by most companies in the consumer goods sector (see Figure 15).
However, not all the experts agree on this view. In particular, expert C explains that the attention on
security always varies from company to company.

58,8 % of the Experts Believe that Security Is Not Properly
Implemented for 10T Consumer Products

100%
80%
60%
40%
20%
0%
Security is not properly Security Is Actually Companies Are Starting to
implemented for consumer Implemented for loT Understand the Importance of
loT products Consumer Products Security

M Experts Agreeing M Total Sample

Figure 15. Security in loT Consumer Goods.

%+ Different Attitudes and Perceptions from Type of Company

In this section, we try to understand whether there is a difference in security attitudes by firms, based on
factors such the size, age, or industry of the company. The main result is that the size of a company does
not seem to affect the level of security, whereas age and industry might do so. Few experts believe that
technology startups, even lacking the resources of bigger companies, understand better the importance
of security. On the other hand, old established companies in certain industries, such as banking or medical,
that want to move into loT, might face bigger challenges to recognize the importance of security given
that they lack deep technical knowledge.
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Moreover, experts report that there are sectors where companies are more likely to address security
given the higher risk of facing reputational repercussions by product security incidents. These include loT
products in the area of medical devices and cars. However, according to experts, consumer goods are not
part of the previous sectors. In particular, expert C mentions: "I do not see any driver for security in
consumer loT products at this moment”. The results present that 6 of the experts consider that consumer
goods are more exposed to vulnerabilities than other sectors. Expert G points out that the main problem
is presented by "cheap devices".

35,5 % of the Experts Reported that Consumer loT Products Are More Exposed
to Vulnerabilities than Other Sectors

100%
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0%
Consumer loT Products Are Consumer loT Products Are Neutral
More Exposed Than Other loT ~ Secure Than Other |oT Sectors
Sectors

M Experts Agreeing M Total Sample

Figure 16. Consumer loT Products Are More Exposed to Vulnerabilities than Other Sectors.

Contrary to the opinion of the previous experts, J believes that companies in the consumer loT market, in
particular startups, are actually aware of the importance of security: “Retail companies that produce end-
products for consumers, such as Fitbit, or other loT powered end products, they quite understand that
security is relevant and they understand that something about security must be done. | see also new
companies that emerged recently, usually startups built by younger people, they understand security and
privacy implications, although they might not have a security and privacy expert on the team. They do
understand that something should be done about security”.

We conclude this sub-section by presenting the aforementioned findings in Table 5.
Table 5. Attitudes and Perceptions on loT Security from Type of Company.

Different Attitudes and Perceptions on loT Security from Type of Company
Result Description Interview Quote

The results do not suggest a strong | "If you compare a startup to a multinational,
Company Size Is Not a correlation between the size of a company | then the big firm will probably have more
Security Driver and level of security. Therefore, it is not the | resources to invest in security. But we cannot
case that a big company equals big budget | always say that a big company equals big budget
for security. for security because we have seen in the past

that this does not hold true. Very often big
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Some Sectors Are More
Security Driven than
Others

The Consumer loT Sector Is
Not Security Driven

companies will realize the importance of security
only after an accident.” (expert D).

The results indicate that there are some
categories of 10T consumer goods, such as
medical devices and cars, for which security
is better addressed. Furthermore, loT
products that are adopted in sensitive
environments require  for  security
implementations. As an example, the
experts mention that the military and baking
sectors present high-security standards on
loT products.

"Cars are increasingly becoming loT. The lifespan
of a car can easily reach 20 years. Those cars
need to have security patches available for all
those years. Therefore, companies need to be
able to provide security updates” (expert H).

The results present that consumer goods
are more exposed to vulnerabilities than
other sectors. Expert G points out that the
main problem is presented by "cheap
devices".

"I do not see any driver for security in consumer
products at this moment” (expert C).

“When you have very cheap devices, they will
not have any kind of security. The reason is that
for companies to set a low price, also the

production costs have to be low” (expert D).

4+ Vulnerability Management Practices by Companies

Lastly, we describe the results on the vulnerability management practices by companies. Experts describe
that the most common practice for vulnerability management is pen testing. However, some experts
consider that pen testing is not sufficient. Expert C, explains that: “Pen testers tend to focus on major risk
drivers and they do not look to all the attack factors”. Additionally, to pen testing, there are other security
practices that firms should implement, such as code reviews. However, the experts do not see much of
these practices across companies.

In contrast to the previous opinion, expert J believes that many loT companies have recently started to
implement different security measures: "During the last decade a lot of things have improved. From
security assessed after the market launch to the initial stages of the product development. There are a lot
of companies that do, such as code reviews. There are even more companies starting to think about how
to define security requirements and tests against those requirements. And there are even a few companies
that started thinking about security and privacy as their competitive advantage”.

4+ Some Companies Now Care About Security

Few experts indicate that the previous situation might be changing as companies become more aware of
the security value. As mentioned by expert I: “There is a huge lack of security and most companies are not
fully aware of the importance of security. But nowadays this is changing”. Furthermore, expert J presents
a very unique opinion on this topic. He believes that the current view on loT security shared by most of
the experts is outdated: “I think there is the idea for which consumers are not paying for security.
Therefore, companies cannot invest in it. If they do, products will be more expensive and they will go out
of the market. | think that is a traditional view. But in many cases that is changing, especially in consumer
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products. | think there are a lot of customers who start asking about security and if the vendors don't
provide it then they go out of the market".

4.1.2 Causes for the Lack of Security in Consumer IoT Products

The results indicate that companies lack the incentive to invest in security. The reason for the lack of
incentive comes from the attitude of consumers, that fail to demand companies for secure products. In
order to have secure products, customers need to realize that is also their behavior that will determine
the level of security of 10T products. Moreover, companies fail to understand the importance of security
practices and have premature security measures in place. The lack of regulation is also one of the reasons
limiting the action of firms. In the end, the results indicate that the current lack of security is largely caused
by the combined unawareness on the value of security, from both companies and consumers.
Furthermore, a technical problem is that companies cannot fix vulnerabilities in the hardware once the
products are on the market. Normally, after a vulnerability is identified, companies are able to release
software updates to improve the security of a device. In the case of 10T, it is often not possible to do the
same to fix vulnerabilities in the hardware. We present the aforementioned results from the data analyses
more in detail in Table 6, followed by the interview data.

Table 6. Causes for the Lack of Security in Consumer IoT Products.

Causes for the Lack of Security in loT
Cause / Sub-Cause Description
1) Companies Lack The results indicate that firms lack the incentives to invest in security. According to

Incentives to
Invest in Security

1.a) Security Does Not Pay
Off for Companies

1.b) Companies Focus on
Time-To-Market

1.c) Companies Focus on
Functionalities

1.d) Companies Focus on
Cost Reduction

expert H: "The main problem is that incentives are currently missing”. There are several
problems described by the experts that negatively impact security practices.

According to the majority of the interviewees, companies do not invest in security because
they do not perceive it as beneficial in terms of returns. According to expert H: “loT
manufacturers do not want to create secure products. The reason is that security is not
something that pays back. It only costs money, but actually, the client does not pay for
it".”

Companies that want to stay on top of the market need to be first commercializing new
ideas. For this reason, security is left out of development and production phases. Expert
K describes: “The problem with IoT is that most of the companies want to be fast at
developing products, to be the first ones on the market. For this reason, most often security
is just cut out”.

Due to the growing number of 10T products on the consumer market, companies need to
develop better features than competitors to attract consumers. As mentioned by expert
B: “The problem in IoT is that now there are more and more devices that are available for
people. This causes issues that companies will spend more time implementing nice
features, rather than look into product security”.

In other to be competitive on the market, companies need to manage costs. According to
expert F: "Security is not a leading criterion for product development. Firms rather look for
the cheapest solution and not even think about security. | think that's the problem”.
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2)

Companies Are
Not Security
Mature

Hardware-Related
Problems

3.a) Hardware Patches Are
Problematic

3.b) Companies Do Not

Test Hardware Security

4)
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Consumers Do Not
Demand Secure
Products

Regulation Is
Missing for
Consumer loT

Lack of Security
Awareness and
Understanding

A second main problem is that companies have very limited expertise in security practices.
Experts mentioned that most of the companies are not “mature” in terms of security and
they do not test the security of their device. According to expert |: "The problem is that
most of the companies are still in a very immature. So they have some kind of security
process, but they still need to improve”. According to expert J, maturity is defined as:
“Having the device tested and knowing that most of the bugs are already solved”.

The results indicate the hardware is one of the most important elements affecting the
degree of security in 1oT. There are two main problems involving the hardware. Firstly, it
is difficult for companies to release vulnerability patches for loT devices once they are in
the market. Secondly, companies forget testing hardware security.

One of the major obstacles for 10T security is that several hardware vulnerabilities are
unfixable. According to expert H: “In IoT security, it is infinitely more complicated to fix
bugs, because there is usually no way to install security updates and patches”.

Due to the problem 3.a), companies should test hardware security before the product
launch. However, the results suggest that companies are not aware of the importance of
testing the hardware. As expert B mentions: “I think right now companies do not invest in
securing the hardware”.

According to many experts, consumers underestimate security. Expert C mentions: "An
issue when it comes to consumer loT products, is that consumers do not care that much
about security. If someone wants to buy a webcam, they will not spend 2 euros to have an
encrypted product. Consumers will buy the cheapest device".

Experts describe that there is no regulation on consumer loT products. Expert O reports:
“There is no regulation. We are reliant on protecting the data based on the GDPR, that is
useful. Some European state laws that are useful as well. But there are no strict regulations
around the Internet of Things security”.

Experts indicate that the current lack of security in loT is mainly the result of the absence
of security awareness both from companies and consumers. According to expert O: “There
are all sorts of reasons behind the poor security in loT, but fundamentally, it all comes
down to a lack of understanding and awareness on the importance of security”. As expert
D, claims: “Awareness. It all starts with awareness. Until companies and people will not
realize that they need security, then we will never have security in loT.

Causes for the Lack of Security in Consumer loT Products

Incentives for
companies are
missing

Companies are
not security
mature

Awareness is
missing

Consumer do not
demand secure
products

Hardware is a
problem

Regulationis
missing

B Experts Agreeing M Total Sample
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Figure 17. Causes for the Lack of Security in Consumer loT Products.

Before moving forward, we share the opinion of expert F, on the current lack of security in loT. He believes
that the lack of security in 10T is the result of a recurrent problem in the digital world. He explains that the
current lack of security is in part a cyclical problem of digital technologies. According to him, every time
there is a new technology security will always be neglected. The expert believes that this is also the case
with loT: "We started with computers with no security, then over the years, security increased and
companies became mature. So right now we are very security savvy on computers. Then mobile phones
came, and we started all from zero again. There was no protection and problems started to occur. So
people thought there was a need for security and they started implementing it. But now there is loT, and
we have the same issue again”.
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4.2. Crowdsourced Security Methods in loT

This section presents the result analyses on crowdsourced security methods, including the current state
of adoption, benefits, limitations, and barriers for RDPs and BBPs in |oT. In particular, the results add little
information to the literature findings on the current state of adoption of RDPs and BBPs in loT. However,
we were able to confirm that the adoption of BBPs for IoT is still minimal. The data that we collected on
this subject regards expert G’s opinion: “Bug bounties in loT are already running right now. However, my
calculated guess is that only 2% of the entire bug bounty is done for loT. So it is not a large amount”.

The results concerning the benefits and limitations of RDPs and BBPs expand the findings described in
Chapter 2. Regarding the reasons for the limited adoption of crowdsourced methods, the results provided
us with several new insights. Among the main reasons that we identified, some companies still do not
understand or see the benefits of crowdsourced methods. In particular, some of them are still very
aggressive against ethical hackers that report vulnerabilities. Moreover, we also identify the “hardware
obstacle” as one of the main barriers for the scalability of BBPs in loT. However, the interview results
provide also with several innovative solutions to allow BBPs in the loT domain.

4.2.1 Benefits and Limitations of Responsible Disclosure and Bug Bounty Programs

4 Benefits and Limitations of Responsible Disclosure Policies

Experts identify many benefits from responsible disclosure. In particular, they believe that companies,
ethical hackers, and society all benefit from RD. According to expert C, responsible disclosure is a quick
win for companies to get free advice and avoid some reputational damage. Moreover, RD helps to attract
people that want to test your security. Ethical hackers benefit from it because it guards them against the
risk of legal persecution. Society benefits because zero-day vulnerabilities are prevented. However, the
experts also indicate that a limitation of RD is that researchers may lack incentives to engage with it.
According to expert E: "The problem of responsible disclosure is that it pays you nothing for your time, but
still it expects you to provide details about the vulnerabilities you find”. A second limitation mentioned by
few experts is that RD is not supposed to be considered as a security testing method. For this reason, it
cannot ensure security coverage like pen testing or other methods does. According to them, RD is more
of a tool for companies to engage with the researcher and to prevent that people disclose vulnerabilities
that they find. Expert I, claims: "Responsible disclosure policy is not related about identified vulnerabilities,
but to avoid possible incidents and episodes where you disclose a vulnerability without any kind of patch
or remediation.

4 Benefits and Limitations of Bug Bounty Programs

According to the majority of experts, BBPs are very beneficial tools for companies to test security. In this
respect, many are the advantages mentioned. In particular, experts believe that BBPs are a great way for
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companies to engage with the population of security researchers. Expert |, affirms that companies can
really use BBPs to improve their security by incentivizing people to detect vulnerabilities in their systems.
In addition, by finding vulnerabilities before they are exploited, companies can protect their reputation
and avoid having to pay for any damage to consumers in the case they get hacked. Expert | claims: “/ think
if you pay a bounty it will be always cheaper than actually having to pay the fines or the repercussion that
might happen after a company is hacked". Moreover, several interviewees stated that BBPs provide
cheaper and more accurate results than pen tests. Expert Q reports: “Bug bounty programs give
companies almost a free pen test from several people and a fresh perspective on how to hack their
product”. According to expert D: “With bug bounties, there is always going to be high chances that
researchers find some vulnerabilities. Because if you have a hundred people, and passionate people
because they would not be there otherwise, then you will have more results than a pen test”. In particular,
experts consider that companies can save a lot of money if they properly understand how to combine pen
testing and bug bounties. Lastly, ethical hackers can make a living out of bounties. Therefore, BBPs
consists of a lucrative work for many individuals.

Regarding the limitations of BBPs, the results present scarce information. Instead, there are several
insights on the obstacles preventing the application of BBPs and more in general of crowdsourced security
in loT. We present these findings in the next section. Before moving forward, we summarize the results
on the benefits and limitations of RDP and BBP in Table 7.

Table 7. The Benefits and Limitations of Responsible Disclosure and Bug Bounty Programs.

Benefits of Responsible Disclosure
=  Prevents irresponsible disclosure
For = Helps to attract people that want to enhance your security
Companies = Companies benefit from almost free advice
=  Protects reputation
For Ethical = Guards against the risk of legal persecution
Hackers
For Society Zero-day vulnerabilities are prevented
Limitations of Responsible Disclosure
For = |s does not ensure security coverage
Companies = Incentives are not sufficient to attack hackers
For Ethical = |t pays researchers nothing for their time but still expects them to
Hackers provide detailed reports
Benefits of Bug Bounty Programs
= Allow to effectively engage with security researcher communities

For =  Provide an almost inexpensive form of pen testing
Companies =  Protect companies’ reputation and to avoid financial repercussions from
security incidents
For Ethical = Allow to making a living out of bounties

Hackers
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4.2.2 The Reasons for the Limited Adoption of Responsible Disclosure and Bug Bounties in loT

The interview results generated numerous insights on the reasons for the limited adoption of RDPs and
BBPs in IoT. Among the main reasons that we identified, there are companies that still do not understand
crowdsourced ethical hacking. Crowdsource security has only recently gained the attention of the
cybersecurity industry, and it seems to be still too radical as an approach for many companies. Some
others do not see the benefits of crowdsourced methods. In particular, some firms are still very aggressive
against ethical hackers that report vulnerabilities. Moreover, in certain firms lack the capabilities to
manage these type of programs or are not mature enough in terms of security practices.

Looking into more specific loT problems, the results describe that ethical hackers lack incentives for
participating in RDPs and BBPs for IoT. In this respect, we identify one of the main barriers for the
scalability of BBPs in 10T, consisting of the “hardware obstacle”. The security of loT products depends to
a large extent on the hardware security. For this reason, in the case of BBPs for loT products, researchers
need to have physical access to the device to test the hardware. The problem is that for practical reasons
companies cannot provide physical devices to all of the researches willing to participate in BBPs. At the
same time, researchers miss sufficient incentive to buy the products themselves for testing them. In
addition, in order to hack loT, hardware hacking skills are needed. However, the experts state that there
are limited people with such skills at the moment. The previous obstacles could also be a reason for the
minimal employment of bug bounties in the field of IoT. The results from the data analyses are presented
in more detail in Table 8, followed by the interview data.

Table 8. The Obstacles to the Adoption of RD and BBPs in loT.

Obstacles to the adoption of RD and BBPs in loT

Companies Do Not Experts consider that many companies fail to understand that in order to protect their products and
Understand reputation, they can benefit from external help. As expert C claims: “Firms want to protect their
Crowdsourced product and the company reputation. But they don't realize that it's better for them to be open rather
Security than close to external help”. In particular, BBPs seem to be still too radical as an approach. According
to expert O: "Companies still do not understand how to use bug bounty. It is quite too progressive.
The whole idea of rewarding people to break their products requires quite a lot of forwarding
thinking”. Sometimes, companies are also scared of hackers. Expert K describes: “People are still
scared of hackers. That's mostly what we see. And it's mostly a board decision in the companies. So
somebody in the company wants to try bug bounty and he goes up to the board, but they say: ‘What?
No way! We do a pen test. We don't know who are these hackers”. In the worst cases, companies
even take legal action against the hackers reporting vulnerabilities to them.

(001 ERIEFACHNEE The results describe that security maturity is a major problem. Several companies are not ready to
Security Mature adopt crowdsourced security, in particular BBPs in l10T. Expert F mentions: "/ think the biggest issue
is that the world of IoT still is not prepared enough to do bug bounties. | don't think they are security
savvy enough to be able to handle a bug bounty”.

Companies Lack The results suggest that companies might lack the capabilities to handle crowdsourced methods. In
Capabilities fact, according to expert K, there are many companies willing to use RD and BBPs, but it is difficult
for them to handle the whole process.

Incentives for Expert B describes that when companies want to start RD or offer a BBP for loT, most researchers
Researchers to Are will not be interested in the program. In particular for BBPs, expert M believes that the problem is
Missing that ethical hackers are not really motivated to buy loT products in order to hack them because they
cannot be sure to get a reward. As expert D describes: "Researchers don't have sufficient incentives.
With bug bounties in loT hackers have to buy a device and invest time, and then they don't know
whether they will get any money back. They will not do that”. In addition, expert Q points out that in




order to hack the hardware, the researcher has to disassemble the device. At that point the device
becomes useless and to keep on testing the hacker needs to buy a new device.
Obstacles to the scalability of BBPs in loT

How to Test the Bug bounties in loT present a major obstacle compared to BBPs in software. Expert D describes: "In
Hardware Is the a regular bug bounty the researcher has access to an URL, an API, etc. They can very easily start
Main Problem hacking. With loT products is different. There is not only software running but also a hardware. So
how do you get the hardware tested in a bug bounty? Hackers need to have the device itself. And |
think that's the biggest issues". In order to overcome such problem companies can deliver the
hardware to people. However, there are also problems for companies to deliver the hardware to
hackers. According to expert E: “When it comes to bug bounties in IoT, the problem is how are
companies going to deliver that hardware to all the researchers. It is not possible to provide the
hardware to all the researchers because this will cost firms lots of money. In this case, they are not
selling, but just sending products for free to these people”.

Hardware-Hacking The results indicate that software hacking and hardware hacking are different practices that require
Skill Are Scarce very different skills. In order to test loT security, researchers need both. However, most hackers are
proficient in software hacking but not in hardware hacking. Expert J reports: “The main issues is that
IoT is a very specific field. So you do not always have people that know how to hack it”. The main
evidence is provided by expert K, the CEO of Bug Bounty Platform A: “We have a lot of young hackers
who do only web security. They have no clue on how to look into a physical device. So we need hackers
capable of working with hardware. So the combination of software and hardware hacking skill will
work perfectly in the future”.

Obstacles for the Adoption of RD and BBPs in loT
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Figure 18. Obstacles for the Adoption of RD and BBPs in loT.

4.2.3 Possible Solutions for The Adoption of Bug Bounty Programs in loT

Previously, we described that the key problem that companies have to solve in order to adopt BBPs in loT
is how to provide hackers with the devices. In this section, we present possible solutions that experts have
already experienced or that they believe would enable BBPs in loT.



Even though companies cannot deliver the hardware to researchers individually, they can still try to create
events for hackers to participate in bug bounties. In this case, they can set up events, such as hackathons,
were hackers are invited to test the security of IoT products. Moreover, instead of organizing the events
by themselves, companies can also join security conferences and invite participants to find vulnerabilities
in their products in exchange for rewards. However, the previous two solutions do not allow companies
to directly control who gets access to their devices. There might be some situations where companies
have some critical assets, and they actually do want to select skillful individuals to test their technology.
In this case, companies can set private BBPs where a limited number of hackers are selected to test the
device. In the case of loT, experts indicate that firms can set this type of BBPs to either invite researchers
to private events or to send very trustworthy individuals some samples of the device to test. These are
only some of the ways how BBPs sin 10T could be offered. In particular, we note that organizations have
to be very creative to make BBPs viable in 10T. The solutions identified in this thesis are described in Table
9, followed by the interview data.

Table 9. Possible Solutions for The Adoption of Bug Bounty Programs in loT.

Possible Solutions for The Adoption of Bug Bounty Programs in loT

Create Events Such as Even though companies cannot deliver the hardware to researchers individually, they can
Hackathons still try to create bug bounty events. As suggested by expert D, companies could also think of
organizing hackathons to test the security of loT devices, with actually rewards for
participants: "A very good idea is to invite people locally and organize a hackathon for the
hardware. The hackathon can be in the company, or they just rent a location and provide
some pizzas. And about the cost, | do not think companies need much budget for it”. Expert |,
believes that hackathons are actually a very good way to test loT devices.

Employ Security Instead of creating events by themselves, companies can take their devices to security
Conferences conferences where participants can try to hack them in exchange for rewards. As expert E
describes: “There are conferences with thousands or hundreds of researchers attending. Then
firms could join those conferences to provide a number of IoT devices and then invite
researchers who are already in the conference to hack on those devices. And if they find
something they get a bounty. So companies don't need to send those IoT devices, there are
no additional costs because the event is already set up during the conference, and they can
take the products back after the conference”. According to expert Q, this practice is already
there. He mentions: "A solution for bug bounties is happening in conferences, where
companies bring their products and then hackers can test it and be rewarded if they find
vulnerabilities".




i i el R el Companies can invite an elite group of hackers to test loT products in exchange for rewards
Programs per vulnerability. According to expert E, an additional benefit of this solution for companies
is that hackers would also agree not to release any information regarding the program. The
expert explains: “If something critical is found or the company is concerned about its
reputation, the private program means that nothing will be published. No one would know
that there was a bug bounty program and no one would know about any vulnerability found
in your application”. Moreover, we previously mentioned that shipping devices is not
practical for BBPs in loT. However, according to expert G, in the case of private BBPs,
companies can try to send samples of products to small groups of hackers.

I ToNITe LV e a Lo atiiv | Experts believe that companies should provide more incentives if they want ethical hackers
to Researchers to engage with BBPs in loT. For instance, they could return the cost of the product to hackers
that find a vulnerability. However, expert K reports on this option: “We have tried to motivate
vendors to start a bug bounty program where hackers buy the device themselves, but on the
first valid report, they refund the money of the product. This would be a very good motivation
for people because then they can have that product for free. But it was really hard to convince
vendors to do that”. Another suggestion for companies was to create a ‘Hall of Fame' to give
credit to hackers that successfully report vulnerabilities. The idea is that there are people
that care about status even more than money, and this could promote the adoption of BBPs
in loT.

Employ Bug Bounty The results suggest that companies can still offer BBPs to test the software of loT products.
Programs to Test loT As expert J reports: “Companies can still use bug bounties to test certain parts of devices over
the internet. So you don't necessarily always need to have access to the loT device”. There are
still many advantages of testing the software of an loT device, as expert E mentions: "/ have
seen a company publishing the OS they used on the hardware and then asking top researchers
to test it. The OS typically includes everything that needs to be tested. All libraries, all the
source code, the web application, databases, etc. So to solve the hardware issue, this
company didn't deliver the hardware, but they delivered the operating system that they used
on that hardware. But this cannot work for all types of loT devices”.

Software
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Figure 19. Possible Solutions for The Adoption of Bug Bounty Programs in loT.



% Limitations of The Proposed Solutions

According to expert J, the aforementioned solutions present several limitations: “By limiting BBPs to only
physical gatherings we out scope 70% or 80% of researchers that work on bug bounties from other
countries. In my view, there is very few that can be done to solve this problem. To test loT devices you need
hardware hacking and you need access to the device. Also, very few people know how to hardware
hacking. Moreover, few people are motivated to buying the device. The idea where you buy a device to
test it, that is not really how bug bounties work. That is more someone who is really passionate about a
certain device. But he is one in 10,000. At the moment, all the bug bounties and responsible disclosures
are based on scalability and trying to get over as many researchers as possible".
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4.3 Integrating Bug Bounty Programs and Responsible Disclosure with Conventional
Security Practices to Enhance loT Vulnerability Management

In this section, we present the results on the best practices for companies to boost loT vulnerability
management and to integrate RDPs and BBPs among security practices. We start by describing the
recommendations on possible best practices for vulnerability management in loT. Subsequently, possible
best practices for leveraging RDPs and BBPs in |oT are presented. Regarding BBPs in |oT, incentives for
both ethical hackers and companies are the most crucial element. In this respect, companies shall take
initiative to provide more incentives to researchers through the means of sharing hardware and setting
up credit/reputation system to recognize active participation. In the implementation, BBP shall be applied
after Pen Test to achieve a balance between cost and efficiency of detecting vulnerabilities.

4.3.1 Best Practices for Vulnerability Management in loT

The main recommendation for companies is that security should be a parallel process of different
practices, starting from the product design. Implementing security from a design stage makes it easier the
process of vulnerability management because once those companies realize security from the beginning,
it is less likely that they will face vulnerabilities. Secondly, experts advocate to always have some kind of
security testing process. A possible best practice consists of using a combination of pen testing and bug
bounties.

An ideal security process is highlighted by expert J: "Security should be a parallel process. You build in
some tests in your software development life cycle, you do code reviews, you do secure design, and you
have security requirements. Then whenever there is a release you do pen testing to make sure you follow
a methodical process that validates that the security requirements are indeed implemented. But then in
parallel with all of it, you also have a responsible disclosure policy on your website together with a bug
bounty. This way you'll be able to cover other classes of vulnerabilities that pen testers missed."

A further recommendation from an organization perspective is to move the budget for security from IT to
Risk. The recommendations identified are described in Table 10, followed by the interview data.

Table 10. Best Practices for Vulnerability Management in loT.

Best Practices for Vulnerability Management in loT

Start with Security Companies should direct security efforts to the early stages of the development process of loT
from the Design products. Implementing security from a design stage facilitate vulnerability management because once
Phase security is executed from the beginning, it is less likely that firms will face vulnerabilities. As mentioned
by expert I: "The security level of loT, will depend on what companies do in the development. | think
that the most important point is that security in loT should start from the design. If companies design
secure products or just if they take into account the security during the whole development lifecycle, it
is less likely that they will have security issues afterward and it will be easier to solve them”. This can be
done by following secure design principles, such as the Secure Development Life Cycle (SDLC).

Testing Products for Experts indicate to always have some kind of security testing practice, in particular, pen testing. There
Vulnerabilities are different procedures that companies can apply to test security. As mentioned by expert J, among
the security testing practices there are pen testing, red teaming, responsible disclosure, and bug
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bounties. A best practice consists of the combination of pen testing and bug bounties to test security.
According to interviewee O: “Manufactures should not be launching out products without a very
thorough pen test. Additionally, bug bounties should be there to ensure that vulnerabilities that pen
test missed are addressed”.

Moving the Security Keeping the budget for security within the IT is insufficient to cover the loT vulnerabilities. Expert K
Budget from IT to reports: "A lot of companies have their budget for security in IT. Hence, the IT department is responsible
Risk for securing everything within the company, such as networks, products, and websites. But the IT budget
typically few. So it is very difficult to invest in loT security. Instead, most of our clients, have put the
security in the hands of the department responsible for risk. So if something goes wrong with security,
that costs money, and they need to prevent it. By having security in the risk budget, it is much easier to
get funds to secure and test loT”.
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Figure 20. Best Practices for Vulnerability Management in loT.

4.3.2 Leveraging Responsible Disclosure for Vulnerability Management in loT

In this section we present the best practices for leveraging RDPs in loT. The results indicate that experts
recommend the implementation of RD to all type of companies, in particular for those dealing with loT.
According to expert C: “Responsible disclosure definitely benefits companies. Especially with loT
technology. In 10T, there are too many relation and multiple places where you can make an error. This is
unavoidable. So then as a company, you should be open for the feedback. It is free advice. And it really
improves the quality of your products and protects your reputation”. Moreover, expert B states:
“Responsible disclosure should definitely be there, regardless if it is loT. Any company should have an email
address in case somebody finds something wrong, so that the problem can be reported before someone
exploits the vulnerability”. Moreover, being open-minded is a condition to utilize crowdsource ethical
hacking. The next step is to define policies for what happens after a vulnerability has been reported. In
addition, companies need to define the internal processes to be able to accept and process the incoming
reports.



53% of the Experts Recommends RDPs to All Type of Companies

All companies should implement responsible
disclosure
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Figure 21. Experts Recommending Responsible Disclosure to All Type of Companies.

#+ Elements of Effective Responsible Disclosure Policies

The interviewees report that in order to have an effective responsible disclosure, the first step is to be
open-minded. Many companies nowadays still do not trust this practice and in particular the goodwill of
the ethical hackers. Such behavior limits and hinders the effectiveness of RDPs. Secondly, companies need
clear policies and clear rules. Finally, and most importantly, firms need to have a process to fix the
problem.

Additionally, in order for responsible disclosure to work, companies have to make sure to communicate
effectively with hackers. In order to manage the communication with security researcher, companies can
also hire crowdsourced security platforms. K describes: "We have security experts that are in charge of
communicating with hackers. So if somebody submits something which is not relevant for our client, then
we have an expert explaining to the hacker that this isn't relevant. And if it's serious, we help the client as
well to fix the problem.” Another important element that companies need to consider is to reward hackers
for their effort in order for them to stay motivated on testing their security. The interview results are
presented in Table 11.

Table 11. Best Practices for Responsible Disclosure.

Best Practices for Responsible Disclosure
Be Open Minded The first step for a company is to be open-minded. As expert C claims: “Firms want to
protect their products have to realize that it's better for them to be open rather than close
to external help”.
Establish Clear It is important to define clear policies and rules. Expert D claims: "Responsible disclosure is
Policies and Rules not as straightforward as just putting a website up. Companies really need to think about
the process thought. They need to think about which type of vulnerability do they want to
be informed. Who is going to take care of it, how much money do they want to spend on it,
and how much time”.
[[eTeeR =N EHeIN T Companies need to allocate sufficient resources and define processes to administrate the
and Define RDP. As expert J describes: “If you are a company and you start a responsible disclosure on
Processes Around your website, then you also need to set up a process around it. You need a detection
RD mechanism, a response procedure in place. If a company does not have this capacity, then
it is useless”.
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Patch the Next to the process to analyze the reports, companies need to be able to actually fix the

Vulnerabilities bugs. Expert A points out: "If you disclose vulnerabilities without a patch, you will give
possible attackers the time to exploit the vulnerability and to get access to users' data”.
Effectively In order for responsible disclosure to work, companies have to make sure to communicate
Ol PIeC RV B effectively with hackers. Expert K reports: "In most cases, hackers submit something but do
Researchers not get any response. And then the hacker gets angry and releases the information. Then
companies have a problem. But if you keep in contact with them, you can make it work".
Reward Companies need to reward hackers for their effort in order for these individuals to stay
Researchers motivated. Benefits that companies can offer can be public recognition, objects, or even

money. According to the expert G: “There should be a benefit in responsible disclosure for
the researcher. It can also be giving credit and recognition. People care for status, and that
motivates people to keep on searching. Otherwise, only a much small subset of people will

look at your security”.

& Conditions to avoid

Before starting with responsible disclosure, companies should make sure to have some product security
already in place. As explained by expert J: “I have seen companies going wrong with responsible disclosure
by putting on the market products which had a huge number of flaws. And then the responsible disclosure
started sending them hundreds or thousands of scripts. | think that is when responsible disclosure is wrong.
Because then you have to deal with answering thousands of people, go through long reports, and
eventually also pay them money. So they should keep in mind that responsible disclosure is not a
replacement to pen test or any of this. Pen tests or code review are still necessary steps”.

4.3.3 Leveraging Bug bounty Programs for Vulnerability Management in loT

In the previous sections we presented that expert always recommends the adoption of RDPs. The results
indicate that also BBPs are a best practice for the vulnerability management of companies. However,
according to the experts, companies should already be active with vulnerability management practices
before implementing a BBP.

35% of Experts Recommend BBPs to All Companies Already Active with
Vulnerability Management Practices

Companies already active with vulnerability management _
should always use BBPs
Companies should always implement 67s | EEEEEE
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Figure 22. Experts Recommending the Adoption of Bug Bounty Programs to Companies.
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Furthermore, the elements that were discussed for effective RD in the previous section, apply also in the
case of BBPs: In order to have an effective BBP, organizations need to be open to the idea of having
hackers testing their security. Companies need clear policies and rules for hackers. At the same time, they
have to allocate sufficient budget and resources and define internal processes, to be able to accept and
process the reports and actually fixing the vulnerabilities.

In this section we present additional guidelines that cover both technical and organizational aspects for
an effective deployment of BBPs in loT.

% Integrating Bug Bounty Programs into loT Security Practices

Before starting with BBP, companies should already be active with vulnerability management practices to
ensure that a sufficient amount of vulnerabilities have been previously identified and fixed. Otherwise,
BBP can turn into a very expensive and ineffective approach for companies to identify vulnerabilities. In
the case of companies that developed a product and never tested it, the untested product will typically
have many vulnerability issues. When BBP is used immediately on this product, hackers will start reporting
a large number of vulnerabilities and for each vulnerability there is a price. It is possible that a company
will pay a very high amount in a very short period of time, much more than what to be paid for a Pen Test.
For this reason, the second recommendation is to adopt BBPs after pen testing.

Experts advise to start with pen testing, and then use BBPs to find additional vulnerabilities. With pen
testing, companies pay a fixed amount and are able to find the major security flaws. For this reason,
companies should do a pen test so that most of the bugs are eliminated upfront, and then have their
product onto the bug bounty. Because if they rely completely on a bug bounty and they have pay for all
the bugs, then a pen test might be cheaper.

Moreover, administrating a BBP can be very demanding for firms that have little experience with
crowdsourced security, or in general with security practices. For this reason, experts recommend to
companies not familiar with these topics, to start with the help of security platforms. Platforms, present
the benefits that there is always an experienced researcher who helps companies to validate every type
of vulnerability. Moreover, they have a reporting system where it is easier for companies to manage
vulnerabilities. Platforms can also make this easier to attract hackers and to invite skilled researchers.
Otherwise, firms have to ask themselves if they want to do all of this by themselves, instead of just paying
a platform company.

Finally, experts recommend to all companies that have never adopted BBPs, to start with small trials.
Particularly with the help of platforms. The recommendation for companies is to take a small tour around
the different programs available on platforms such as HackerOne or BugCrowd. Then start BBPs in a
controlled manner, setting a small budget and seeing what happens. In particular, interviewees believe
that all companies should test security with BBPs, especially for consumer loT devices that are part of the
private life of people. The interview results are presented in Table 12, followed by the interview data.

Table 12. Best Practices for Integrating Bug bounty Programs into Security.

Best Practices for Integrating Bug Bounty Programs into Security

69



Be Already Active with
Vulnerability Management
Practices

Adopt Bug Bounty
Programs After Pen
Testing

Small/Medium Enterprises

Should Consider Starting
with Platforms

Start with a Small Trial

Companies should be already active with vulnerability management practices and should trust
their level of security before implementing a BBP. Otherwise, BBP can turn into a very expensive
and ineffective approach for companies to identify vulnerabilities.

Expert G states: “If you have just designed a device and never tested it, starting a bug bounty
program would not be my recommendation. Because people will identify a lot of vulnerabilities,
and that will cost the company a lot. | think that is when bug bounties are wrong, because then
they are more money than a pen test”.

Expert's advice is to start with pen testing, and then use BBPs to find additional vulnerabilities.
With pen testing, companies pay a fixed amount and are able to find the major security flaws.
As expert E suggests: "l would recommend in the first place pen testing, not a bug bounty.
Companies should do a pen test so that most of the bugs are eliminated upfront, and then have
their product onto the bug bounty. Because if they rely completely on a bug bounty and they have
pay for all the bugs, then a pen test might be cheaper”.

Experts recommend the use of platforms to small and medium-size organizations or in general
to all companies that do not feel confident administrating a BBP alone. Expert F states: “Bug
bounties are much more complicated than companies would think. In the case of platforms, there
is always an experienced researcher who helps companies to validate every type of vulnerability.
Moreover, they have a reporting system where it is easier for companies to manage
vulnerabilities. Platforms can make this easier to attract hackers and to invite skilled researchers.
For this reason, | think that for small and medium enterprises, they have to ask themselves if they
want to do all of this, instead of just paying a company to do it for them”.

Experts recommend to all companies that have never adopted BBPs, to start with small
trials. Particularly with the help of platforms. As expert E suggests: “I would recommend
companies to just take a small tour around the different programs available on the
platforms like HackerOne or BugCrowd. Start where it's all done in a controlled manner.
Set a small budget and see what happens. | think that al companies should do something
with bug bounties, especially for consumer devices that are part of the private life of
people”.
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Figure 23. Best Practices for Integrating Bug bounty Programs into Security.
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Chapter 5 — Discussion

The defined objective of this research is to derive tangible recommendations for companies developing,
manufacturing, and commercializing consumer loT products, by combining BBP and RD with existing
security practices to further boost overall loT security. In this chapter, an answer is provided to the
research questions. By linking the categories, comparing them, and seeking contrasts with the data in the
literature, we attempt to provide a logical explanation for the observed patterns and to determine our
conclusions. We start by providing the answers for each of the sub-research questions that have been
formulated in Chapter 1. Thereafter, we state the conclusion for the thesis main research question. This
is followed by a discussion of the results.

5.1 The Current State of Security Practices by Developers, Manufacturers, And Vendors of
Consumer loT Products

In this section, we provide an answer to the sub-question (SQ1): What is the current state of security
practices by developers, manufacturers, and vendors of consumer loT products?

The literature presented in Chapter 2, describes that loT devices are in most cases vulnerable, due to little
security consideration of companies (Singh et al., 2016). In particular, Zhang et al., 2017, suggest that
consumer loT products, might be more vulnerable compared to industrial loT devices. The same study
also describes that enterprises targeting the consumer market, do not have security as a priority, but are
generally driven by other business drivers. The interview results confirmed the literature results and
provided additional insights.

The data analysis indicates that 58,8% of the interviewees believe that security is not properly
implemented by developers, manufacturers and vendors of consumer loT products. The interview data is
reported in Figure 15, from Chapter 4.

58,8 % of the Experts Believe that Security Is Not Properly
Implemented for 10T Consumer Products
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Figure 15. Security in loT Consumer Goods.
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4 Different Attitudes and Perceptions from Type of Company

However, not all the experts agree on this view. In particular, the interviewees suggest that the attention
on security varies between companies.

The results indicate that firm’s size, whether the company is a startup or a multinational, does not affect
the level of company security practices. In this respect, Zhang et al., (2017), affirmed that most products
in the loT industry are produced by start-ups, which oftentimes lack sufficient resource to build security
protection. One of the experts described a similar situation. Expert K reports: “Most of the new loT
products are an idea of small teams that, after pitching the idea, obtain the support of an investor. At that
point, for the startup, the issue is becoming the first one on the market. So the main focus in on mass
production, cheap components, and as soon as they implement a functional software they launch it on the
market without security”. However, the rest of the experts believe that being a small company does not
prevent firms to invest in security. There are many practices, included crowdsourced security, that
companies with limited resources can adopt even with little budget. We discuss some of these practices
in the next sections.

On the other hand, company age and industry might affect the security attitude of firms. In fact, few
experts believe that technology startups might understand the importance of security better than old
established companies. Moreover, experts report that there are market sectors where companies are
more likely to address security given the higher risk of facing reputational repercussions by product
security incidents. These include consumer loT products such as medical devices and cars. In addition,
devices design to be adopted in sensitive environments, such as military and banking sector are also more
secure. However, according to the experts, consumer goods are not security driven as the previous
sectors. In particular, expert C mentions: “/ do not see any driver for security in consumer loT products at
this moment”. The results present that 35,5% of the experts consider that consumer goods are more
exposed to vulnerabilities than other sectors (see Figure 16).

35,5 % of the Experts Reported that Consumer loT Products Are More Exposed
to Vulnerabilities than Other Sectors

100%
80%
60%
40%
20%
0%
Consumer loT Products Are Consumer loT Products Are Neutral
More Exposed Than Other loT ~ Secure Than Other loT Sectors
Sectors

B Experts Agreeing M Total Sample

Figure 16. Consumer loT Products Are More Exposed to Vulnerabilities than Other Sectors.
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Lastly, few experts (24%) reported that nowadays the attitude of companies towards security might be
improving. In particular, one of the experts, interviewee J, held a strong contrasting opinion on the
security state of consumer loT devices: “I think there is the idea for which consumers are not paying for
security. Therefore, companies cannot invest in it. If they do, products will be more expensive and they will
go out of the market. | think that is a traditional view. But in many cases that is changing, especially in
consumer products. | think there are a lot of customers who start asking about security and if the vendors
don’t provide it then they go out of the market”. However, we believe that the number of companies
active with security in the consumer loT market is still limited.
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5.2 Causes for the Lack of Security in Consumer loT Products

In this section, we provide an answer to the sub-question (SQ2): What are the reasons for the lack of
security practices by developers, manufacturers, and vendors of consumer loT products?

There are different studies that we identified in the literature investigating the reasons for the lack of
security in loT. The results from our interview study confirmed many of the literature findings and
presented additional insights. In particular, the literature indicates the presence of a multi-actor problem
due to the involvement of several firms in the value chains for loT products, where firms mistakenly
assume that someone else in the supply chain addressed the product security. Another major problem is
rooted in the lack of understanding of the technological implications of lIoT by companies. According to
the expert interviews, the current lack of security in 10T is the result of the absence of security awareness
both from companies and consumers. As stated by expert O: “There are all sorts of reasons behind the
poor security in loT, but fundamentally, it all comes down to a lack of understanding and awareness on
the importance of security”. We elaborate that the lack of awareness is the reason for added problems,
such as companies failing to understand loT security, the scarce security demand from costumers, and the
lack of regulation on consumer loT goods. As a consequence, we believe that sufficient incentives for
companies to invest in security are missing. Our root-cause analysis is presented in Figure 24.

Problem Lack Of Security For loT
Products
Primary Reason Companies Are Not Security Incentives For Companies To Hardware and Technical
Mature Invest In Security Are Missing Problems
Secondary Reasons Customer Demand For . o
: Regulation Is Missing
Security Is Low
Root Cause
Awareness Missing On
Security Value

Figure 24. Root Cause Analyses on the Reasons for the Lack of Security in loT Products.

& The Lack of Incentives to Invest in Security
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Our analysis indicates that companies lack the incentive to invest in security. The reasons for the lack of
incentive comes from the attitude of consumers, that fail to demand companies for secure products, and
from the competitive pressure that pushes enterprises to be constantly innovative.

The same first issue is already reported by McFadden et al., in 2019. According to their research there is
asymmetric information for which consumers do not recognize loT products with good security.
Therefore, manufacturers are not rewarded by consumers for investing in effective security measures.
The interviewees, state that companies do not invest in security because they do not perceive it as
beneficial in terms of returns. According to expert H: “loT manufacturers do not want to create secure
products. The reason is that security is not something that pays back. It only costs money, but actually, the
client does not pay for it”. In order to have secure products, customers need to demand and reward
companies for secure loT products.

A second problem recognized by Lee and Lee, 2015, is the technological, societal, and competitive
pressure pushing enterprises to be constantly innovative. In this context, investing in security might be
perceived as a costly and time-consuming obstacle. In particular, Zhang et al., 2017, describe that
enterprises targeting consumer products do not have security as a priority and are generally driven by
time-to-market, and that their priority is to develop functional rather than secure products. Accordingly,
the experts report that companies that want to stay on top of the market need to be first commercializing
new ideas. For this reason, companies focus on time-to-market as expert K describes: “The problem with
loT is that most of the companies want to be fast at developing products, to be the first ones on the market.
For this reason, most often security is just cut out”. Moreover, due to the growing number of loT products
on the consumer market, companies need to develop better features than competitors to attract
consumers. As mentioned by expert B: “The problem in IoT is that now there are more and more devices
that are available for people. This causes issues that companies will spend more time implementing nice
features, rather than look into product security”.

4+ Companies Fail to Understand the Importance of Security

The empirical results describe that companies fail to understand the importance of security practices and
have premature security measures in place. The reason might be rooted in the lack of understanding of
the technological implications of loT. Gartner indicates that loT security might be beyond the
understanding of the average IT manager’s skill set (Gartner Inc., 2017). In order to address loT product
security, companies and technology managers need to have an understanding of different technical
aspects. Frequently, companies investing into loT, in particular startups, lack all this knowledge (Zhang et
al., 2017). Moreover, our results present that companies might lack the required expertise to understand
the security implications of 10T technology. The interviewees report that companies in IoT have very
limited expertise in security practices. Experts mentioned that most of the companies are not “mature”
in terms of security and they do not test the security of their device. According to expert |: “The problem
is that most of the companies are still in a very immature. So they have some kind of security process, but
they still need to improve”.
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% The Hardware-Related Problems

According to Pen Test Partners, 2018, a further issue, is that once products are on the market, there are
security flaws that cannot be fixed through product updates. For this reason, the products remain insecure
in the hands of consumers. The same problem is reported in our expert interviews. According to expert
H: “In IoT security, it is infinitely more complicated to fix bugs, because there is usually no way to install
security updates and patches”. Normally, in software security, after a vulnerability is identified, companies
are able to release software updates to improve the security of a device. In the case of 10T, it is often not
possible to do the same to fix vulnerabilities in the hardware. Moreover, the interview results indicate the
hardware is one of the most important elements affecting the degree of security in loT. For this reason,
companies should test hardware security before the product launch. However, the results suggest that
companies are not aware of the importance of testing the hardware. As expert B mentions: “/ think right
now companies do not invest in securing the hardware”.

#+ The Lack of Regulation

The lack of regulation is also one of the reasons limiting the action of firms. Pen Test Partners, 2018,
reports that there is a lack of standards and guidance for loT security. Accordingly, the experts’ opinion
collected describes that there is no regulation on consumer loT products. Expert O reports: “There is no
regulation. We are reliant on protecting the data based on the GDPR, that is useful. There are some
European state laws that are useful as well. But there are no strict regulations around the Internet of
Things security”.

Finally, we present the results from the data analysis on the reasons for the current lack of security in
consumer loT products.

Causes for the Lack of Security in Consumer loT Products
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Figure 17. Causes for the Lack of Security in Consumer loT Products.
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5.3 Crowdsourced Security Methods in loT

In this section we answer the sub-research question (SQ3): What is the current state of Bug Bounty
Programs and Responsible Disclosure in 10T, including the rate of adoption, benefits, limitations, and
potential barriers?

In order to boos security, firms and governments are finding in ethical hacking a powerful tool to fight
security threats. However, from the literature analyses, we concluded that the research concerning the
adoption of crowdsourced security for loT is still scarce. In particular, the state of adoption, benefits,
limitations, and barriers for adopting BBP and RD in loT deserved a thorough investigation. The results
from the expert interviews present several insights regarding this yet unexplored sphere.

5.3.1 Benefits and Limitations of Responsible Disclosure and Bug Bounty Programs

Empirical studies from the literature indicate that RDPs and BBPs cost-effectively contribute to
vulnerability management practices of organizations. Crowdsourced methods have the advantage of
engaging with broad communities of hackers resulting in greater chances to discover different types of
vulnerabilities given the disperse skillset of the participants. In this section we present the results from
the expert interviews on the benefit and limitations of these methods.

4 Benefits and Limitations of Responsible Disclosure

The literature described that many vulnerabilities are typically discovered by benign users (Cavusoglu et
al., 2005). In this context, individuals might feel responsible for reporting the vulnerability to the
organization. However, several times, companies lack a dedicated channel for individuals to report
vulnerabilities. In this case, we identified 3 possible scenarios from the work of HackerOne, 2018.

& Failed disclosure: After looking for and not finding an appropriate contact, the hacker gives up.

HackerOne, 2018, indicates that approximately 1 in 4 of discovered vulnerabilities are not reported
by hackers because companies lack a RDP.
& Vulnerability is reported but information is lost: Even in the cases where a vulnerability is correctly
reported, the information can get lost. Eventually, only in some cases the security team will be
informed about the vulnerability.
Full disclosure: After looking for and not finding an appropriate contact, the hacker will release the
information publicly online without coordinating with the company.

<
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25% of Identified Vulnerabilities Might Go Unreported Because
Companies Lack a RDPs

= Vulnerabilities Identified and Not
Reported

Vulnerabilities Identified By Hackers

Figure 25. Vulnerabilities Not Reported by Hackers Because Companies Lack a RDP (Hackerone, 2018).

Consequently, without a RDP, reporting vulnerabilities might result in a very complex (see Figure 11). The
main benefit of RD is providing a convenient solution to the aforementioned issue. As reported by
HackerOne, 2018, with RDPs firms benefit from nearly free advice of ethical hackers to enhance their
security. The interview results are in line with the previous statement. As expert C claims: “/ would
personally say that responsible disclosure is a quick win to get free advice and avoid some reputational
damage”. Experts identify many benefits from responsible disclosure. In particular, they believe that
companies, ethical hackers, and society, all benefit from RD. Companies get free advice and avoid some
reputational damage. Ethical hackers benefit from legal protection. Society benefits because zero-day
vulnerabilities are prevented.

However, the results indicate that a limitation of RD is that researchers may lack incentives to engage with
it. According to expert E: "The problem of responsible disclosure is that it pays you nothing for your time,
but still it expects you to provide details about the vulnerabilities you find”. Moreover, according to some
interviewees, RD is not supposed to be considered as a security testing method. For this reason, it cannot
ensure security coverage like pen testing or other methods does.

4 Benefits and Limitations of Bug Bounty Programs

There are different benefits reported in the literature regarding BBPs. Finifter et al., 2013, suggested that
BBPs are a more costed-effective method to identify vulnerabilities compared to conventional methods.
Several interviewees stated that BBPs provide cheaper and more accurate results than pen tests. Expert
Q reports: “Bug bounty programs give companies almost a free pen test from several people and a fresh
perspective on how to hack their product”. Moreover, BBPs have the advantage of engaging with broad
communities of hackers resulting in greater chances to discover different types of vulnerabilities given the
disperse skillset of the participants (Finifter et al., 2013). Our empirical results suggest the same. According
to expert D: “With bug bounties, there is always going to be high chances that researchers find some
vulnerabilities. Because if you have a hundred people, and passionate people because they would not be
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there otherwise, then you will have more results than a pen test”. According to the majority of experts,
BBPs are very beneficial tools for companies to test security. In addition, by finding vulnerabilities before
they are exploited, companies can protect their reputation and avoid having to pay for any damage to
consumers in the case they get hacked.

While empirical results present that BBBs have a significant potential to contribute to security, there are
also several obstacles for companies in running these programs. Research describes that there is abundant
noise that companies need to manage resulting from low-value reports (Lazka et al., 2016). In 2018, Laszka
et al. presented that the percentage of invalid reports commonly ranged between 35% and 55%. Another
challenge consists of efficiently distribute valuable but scarce hacker effort across organizations over time.

Table 7. The Benefits and Limitations of Responsible Disclosure and Bug Bounty Programs.

Benefits of Responsible Disclosure
=  Prevents irresponsible disclosure
For = Helps to attract people that want to enhance your security
Companies = Companies benefit from almost free advice
=  Protects reputation
For Ethical = Guards against the risk of legal persecution
Hackers
For Society Zero-day vulnerabilities are prevented
Limitations of Responsible Disclosure
For Is does not ensure security coverage
Companies = |ncentives are not sufficient to attack hackers
For Ethical = |t pays researchers nothing for their time but still expects them to
Hackers provide detailed reports
Benefits of Bug Bounty Programs
Allow to effectively engage with security researcher communities
For =  Provide an almost inexpensive form of pen testing

Companies =  Protect companies’ reputation and to avoid financial repercussions from
security incidents
For Ethical = Allow to making a living out of bounties

Hackers

5.3.2 The Adoption of Responsible Disclosure and Bug Bounty Programs in loT

The data from the literature survey and the expert interview provided us with limited information on the
adoption rate of RD and BBPs in 10T. The literature data presents that RDPs are implemented by very few
organizations. Every year, HackerOne realizes a survey study to investigate the adoption of RDPs among
the companies listed in the Forbes Global 2000. The results from 2017, indicate that only 7% of the
organizations adopted RDPs. For RD, we were not able to collect any loT specific data.

Regarding the adoption of BBPs, the literature describes that these programs are becoming a significant
part of organizations' security ecosystem. Gartner Inc., predicts that by 2022, BBPs and crowdsourced
methods will be employed by more than 50% of enterprises up from less than 5% today (Gartner Inc.,
2018). However, the majority of the current bug bounties is directed towards website vulnerabilities, and
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more in general software applications (HackerOne, 2018). According to data collected by HackerOne,
2018, less than 2% of the hackers registered on their platform research security flaws in loT (see Figure
14). Interestingly, from one of the interviews, the same rate of adoption was mentioned for BBPs in loT.
Expert G states: “Bug bounties in loT are already running right now. However, my calculated guess is that
only 2% of the entire bug bounty is done for loT. So it is not a large amount”. From our research, we
conclude that the rate of adoption of BBPs for loT devices is marginal.

Other

Internet Of Things

Firmware
Downloadable Software

Android Mobile

Websites

Figure 14. What Hackers on HackerOne Hack for Bounties (HackerOne, 2018).

5.3.3 The Reasons for the Limited Adoption of Responsible Disclosure and Bug Bounties in loT

Regarding the reasons for the limited adoption of crowdsourced methods in 10T, we were not able to
collect any data from the literature. However, the results provided us with several new insights.

The experts describe that there are companies that still do not understand or see the benefits of
crowdsourced methods. Crowdsource security has only recently gained the attention of the cybersecurity
industry, and it seems to be still too radical as an approach for many companies. In particular, some of
them are still very aggressive against ethical hackers that report vulnerabilities.

Looking into more specific loT problems, the results describe that ethical hackers lack incentives for
participating in RDPs and BBPs for IoT. In this respect, we identify one of the main barriers for the
scalability of BBPs in IoT, consisting of the “hardware obstacle”. In the case of BBPs for loT products,
researchers need to have physical access to the device to test the hardware. The problem is that for
practical reasons companies cannot provide physical devices to all of the researches willing to participate
in BBPs. At the same time, researchers miss sufficient incentive to buy the products themselves for testing
them. In addition, in order to hack IoT, hardware hacking skills are needed. However, the experts state
that there are limited people with such skills at the moment. The previous obstacles could also be a reason
for the minimal employment of bug bounties in the field of loT.
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Obstacles for the Adoption of RD and BBPs in loT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
Companies do not Companies are not Incentives for ethical How to test the Hardware-hacking skill
understand security mature hackers to are missing hardware is the main are scarce
crowdsourced security problem

M Experts Agreeing M Total Sample

Figure 18. Obstacles for the Adoption of RD and BBPs in loT.

4 Possible Solutions for The Adoption of Bug Bounty Programs in loT

Previously, we described that the key problem that companies have to solve in order to adopt BBPs in loT
is how to provide hackers with the devices. Even though companies cannot deliver the hardware to
researchers individually, they can still try to create events where hackers can join to participate in bug
bounties. In this case, they can set up events, such as hackathons, where hackers are invited to test the
security of loT products. Moreover, instead of organizing the events by themselves, companies can also
join security conferences and invite participants to find vulnerabilities in their products in exchange for
rewards. However, the previous two solutions do not allow companies to directly control who gets access
to their devices. There might be some situations where companies have some critical assets, and they
actually do want to select skillful individuals to test their technology. In this case, companies can set
private BBPs where a limited number of hackers are selected to test the device. Otherwise, companies
can still use BBPs to test the software of 10T products. The identified solutions are listed in Figure 25.

Create Events Such as Hackathons
Employ Security Conferences

Offer Private Bug Bounty Programs

Provide More Incentives to Researchers
Employ Bug Bounties to Test Software

Figure 25. Possible Solutions for BBPs in loT.
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Possible Solutions for The Adoption of Bug Bounty Programs in loT
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Figure 19. Possible Solutions for The Adoption of Bug Bounty Programs in loT.

% Limitations of The Proposed Solutions

The aforementioned solutions present limitations. At the moment, all the bug bounties and responsible
disclosures are based on scalability and trying to get over as many researchers as possible. By limiting
BBPs to only physical gatherings we out scope the majority of researchers that work on bug bounties from
other countries, such as India. The experts state that there is very few that can be done to solve this
problem. To test loT devices researchers need access to the device. Also, very few people know how to
hardware hacking. Moreover, few people are motivated to buying the device in order to participate in
BBPs.
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5.4 Integrating Bug Bounty Programs and Responsible Disclosure with Conventional
Security Practices to Enhance loT Vulnerability Management

In this section, we state the conclusion for the thesis main research question (MRQ): How can developers,
manufacturers, and vendors of consumer loT products enhance vulnerability management practice with
Bug Bounty Programs and Responsible Disclosure?

In order to state the research conclusion, we provide an answer to the last 3 sub-research questions:

(SQ4). What are the potential best practices for companies to enhance the vulnerability management
of loT products?

(SQ5). How can companies leverage Responsible Disclosure and integrate them with conventional
security solutions to enhance the vulnerability management of loT products?

(SQ6). How can companies leverage Bug Bounty Programs and integrate them with conventional
security solutions to enhance the vulnerability management of loT products?

5.4.1 Best Practices for Vulnerability Management in loT

In order to make the process of vulnerability management easier, the results describe that companies
should implement security from the design. The overall idea, is that once those companies realize security
from the beginning, it is less likely that they will face vulnerabilities.

Secondly, the experts recommend to always have some kind of security testing practice, in particular pen
testing. There are different procedures that companies can apply to test security. As mentioned by expert
J, among the security testing practices there are pen testing, red teaming, responsible disclosure, and bug
bounties. A best practice consists of the combination of pen testing and bug bounties to test security.
According to interviewee O: “Manufactures should not be launching out products without a very thorough
pen test. Additionally, bug bounties should be there to ensure that vulnerabilities that pen test missed are
addressed”. A further recommendation from an organization perspective is to move the budget for
security from IT to Risk. In fact, keeping the budget for security within the IT is insufficient to cover the
loT vulnerabilities.

An ideal security process is highlighted by expert J: "Security should be a parallel process. You build in
some tests in your software development life cycle, you do code reviews, you do secure design, and you
have security requirements. Then whenever there is a release you do pen testing to make sure you follow
a methodical process that validates that the security requirements are indeed implemented. But then in
parallel with all of it, you also have a responsible disclosure policy on your website together with a bug
bounty. This way you'll be able to cover other classes of vulnerabilities that pen testers missed".
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Best Practices for Vulnerability Management in loT
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Figure 20. Best Practices for Vulnerability Management in loT.

5.4.2 Leveraging Responsible Disclosure and Bug Bounty Programs for Vulnerability Management
in loT

In 2017, HackerOne, a report that describes how to plan, launch, and operate a successful BBP (Bacchus,
2017). The company suggests 5 stage process. In this respect, Preparation, Champion Internally, and The
Post Program, apply also in the contest of RD:

4

Assessment: Companies need to assess the bug bounty approach that is best according to their
capabilities. Moreover, before starting a BBP, companies should already be active with vulnerability
management practices to ensure that a sufficient amount of vulnerabilities have been previously
identified and fixed.

Preparation: Companies stating a BBP will have more vulnerabilities to manage. For this reason,
organizations need to ensure a solid process to evaluate and fix the vulnerabilities. At the same time,
they have to allocate sufficient resources to support the ongoing program.

Champion Internally: Companies need to define a BBP leader that will be responsible for the success
of the program. Together with the leader, the company has to create a bug bounty team to take
charge of related processes.

Launch: Before launching the program, companies have to consider whether they want to offer a
public or private program. Subsequently, the company has to define the scope of the program. The
advice for organizations new to BBPs, is to start with small programs. Moreover, it has to be decided
whether to adopt the assistance of a platform or launch an independent BBP.
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¢ The Post Bounty: Once the company has been able to successfully manage the first BBP, the next step
is to scale up. In addition, it is important for companies to identify the internal vulnerability owner
that can provide a solution to the vulnerability.

Many of the previously recommended practices are reported also in the expert interviews as presented
in Table 11 and Table 12. In particular, the interviewees report that in order to have an effective RD or
BBP, the first step is to be open-minded. Many companies nowadays still do not trust this practice and in
particular the goodwill of the ethical hackers. Such behavior limits and hinders the effectiveness of
crowdsourced security. Secondly, companies need clear policies and clear rules. Finally, and most
importantly, firms need to have a process to fix the problem.

Be Open Minded

Establish Clear Policies

and Rules

Allocate Resources and
Define Processes Around
RD

Patch the Vulnerabilities

Effectively Communicate
with Researchers

Reward Researchers

Table 11. Best Practices for Responsible Disclosure.

Best Practices for Responsible Disclosure
The first step for a company is to be open-minded. As expert C claims: “Firms want to protect their
products have to realize that it's better for them to be open rather than close to external help”.

It is important to define clear policies and rules. Expert D claims: "Responsible disclosure is not as
straightforward as just putting a website up. Companies really need to think about the process
thought. They need to think about which type of vulnerability do they want to be informed. Who is
going to take care of it, how much money do they want to spend on it, and how much time”.

Companies need to allocate sufficient resources and define processes to administrate the RDP. As
expert J describes: “If you are a company and you start a responsible disclosure on your website,
then you also need to set up a process around it. You need a detection mechanism, a response
procedure in place. If a company does not have this capacity, then it is useless”.

Next to the process to analyze the reports, companies need to be able to actually fix the bugs.
Expert A points out: "If you disclose vulnerabilities without a patch, you will give possible attackers
the time to exploit the vulnerability and to get access to users' data”.

In order for responsible disclosure to work, companies have to make sure to communicate
effectively with hackers. Expert K reports: "In most cases, hackers submit something but do not get
any response. And then the hacker gets angry and releases the information. Then companies have
a problem. But if you keep in contact with them, you can make it work".

Companies need to reward hackers for their effort in order for these individuals to stay motivated.
Benefits that companies can offer can be public recognition, objects, or even money. According to
the expert G: “There should be a benefit in responsible disclosure for the researcher. It can also be
giving credit and recognition. People care for status, and that motivates people to keep on
searching. Otherwise, only a much small subset of people will look at your security”.

Table 12. Best Practices for Integrating Bug bounty Programs into Security.

Be Already Active with

Vulnerability Management

Practices

Adopt Bug Bounty
Programs After Pen
Testing

Best Practices for Integrating Bug Bounty Programs into Security

Companies should be already active with vulnerability management practices and should trust
their level of security before implementing a BBP. Otherwise, BBP can turn into a very expensive
and ineffective approach for companies to identify vulnerabilities.

Expert G states: “If you have just designed a device and never tested it, starting a bug bounty
program would not be my recommendation. Because people will identify a lot of vulnerabilities,
and that will cost the company a lot. | think that is when bug bounties are wrong, because then
they are more money than a pen test”.

Expert's advice is to start with pen testing, and then use BBPs to find additional vulnerabilities.
With pen testing, companies pay a fixed amount and are able to find the major security flaws.
As expert E suggests: "l would recommend in the first place pen testing, not a bug bounty.
Companies should do a pen test so that most of the bugs are eliminated upfront, and then have
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their product onto the bug bounty. Because if they rely completely on a bug bounty and they have
pay for all the bugs, then a pen test might be cheaper”.

SUELVAYECIT NS {5 Experts recommend the use of platforms to small and medium-size organizations or in general
Should Consider Starting to all companies that do not feel confident administrating a BBP alone. Expert F states: “Bug
with Platforms bounties are much more complicated than companies would think. In the case of platforms, there
is always an experienced researcher who helps companies to validate every type of vulnerability.
Moreover, they have a reporting system where it is easier for companies to manage
vulnerabilities. Platforms can make this easier to attract hackers and to invite skilled researchers.
For this reason, | think that for small and medium enterprises, they have to ask themselves if they
want to do all of this, instead of just paying a company to do it for them”.

Start with a Small Trial Experts recommend to all companies that have never adopted BBPs, to start with small
trials. Particularly with the help of platforms. As expert E suggests: “I would recommend
companies to just take a small tour around the different programs available on the
platforms like HackerOne or BugCrowd. Start where it's all done in a controlled manner.
Set a small budget and see what happens. | think that al companies should do something
with bug bounties, especially for consumer devices that are part of the private life of
people”.

Moreover, in the case of RDPs, companies have to keep in mind that is very important to maintain an
effective communication with hacker throughout the whole reporting process. Companies need to reward
hackers for their effort in order for these individuals to stay motivated. Finally, before starting with
responsible disclosure or bug bounties companies should make sure to have some product security
already in place. This point is made more clear in the next section.

4+ Additional Recommendations for the Integrating of Bug Bounty Programs into loT Security
Practices

Before starting with BBP, companies should already be active with vulnerability management practices to
ensure that a sufficient amount of vulnerabilities have been previously identified and fixed. Otherwise,
BBP can turn into a very expensive and ineffective approach for companies to identify vulnerabilities.

In the case of companies that developed a product and never tested it, the untested product will typically
have many vulnerability issues. When BBP is used immediately on this product, hackers will start reporting
a large number of vulnerabilities and for each vulnerability there is a price. It is possible that a company
will pay a very high amount in a very short period of time. As expert G states: “If you have just designed a
device and never tested it, starting a bug bounty program would not be my recommendation. Because
people will identify a lot of vulnerabilities, and that will cost the company a lot. | think that is when bug
bounties are wrong, because then they are more money than a pen test”. To illustrate the cost related
with a BBP in the event that a company has never tested the product’s security, we present a theoretical
graph in Figure 26. We note that there is no supportive data to validate the form and steepness of the
cost curve.



Net Costs (€)

4
60K =

40K ==

20K m—

10K sy

SK

Product Security /
Time

Figure 26. The Cost Curve of a BBP for a Product Never Tested.

In this respect, the literature reports that there is a key challenge of BBPs for companies, presented by a
substantial number of invalid reports submitted by hackers (Lazka et al., 2016). In particular, Lazka et al.,
2016, have attributed such problem to misaligned incentives for validating reports in BBPs. We argue that
the reason for the large numbers of invalid reports might be rooted in the incorrect adoption strategy of
BBPs by companies. As our results present, once a firm starts a BBP for a product that has never been
tested, hackers willimmediately start reporting a large number of vulnerabilities. Instead, once companies
have previously identified the majority of the vulnerabilities, for instance with a pen test, we suppose that
the number of low-value reports in a BBP would decrease. This lead to our second recommendation: adopt
BBPs after pen testing. Experts advise to start with pen testing, and then use BBPs to find additional
vulnerabilities. With pen testing, companies pay a fixed amount and are able to find the major security
flaws. For this reason, companies should do a pen test so that most of the bugs are eliminated upfront,
and then have their product onto the bug bounty. Because if they rely completely on a bug bounty and
they have pay for all the bugs, as described previously, then a pen test might be cheaper.

Based on the previous advice, our final recommendation is to launch BBP after a certain state of maturity.
Before starting with BBP, companies should already be active with vulnerability management practices to
ensure that a sufficient amount of vulnerabilities have been previously identified and fixed. Our suggestion
of adoption sequence of security design, integrating conventional testing methods, such as pen testing,
followed by crowdsourced approaches (see Figure 27).
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Figure 28. Recommended Adoption Strategy for BBPs.
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Figure 23. Best Practices for Integrating Bug bounty Programs into Security

5.4.3 Responsible Disclosure and Bug Bounty Programs Are a Best Practice for Vulnerability
Management in loT

Finally, we present the results recommending the implementation of RD and BBPs to all type of
companies, in particular for those dealing with loT. The literature review indicated that RD and BBPs
effectively contribute to vulnerability management practices, and typically result in more cost-effective
deals for organizations (Laszka et al., 2018; Gartner Inc., 2018; Finifter et al., 2013). In 2018, Gartner Inc.
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reported that crowdsourced security testing methods have confirmed their ability to effectively augment
existing security testing applications. As a result, the adoption of crowdsourced methods by organizations
is growing. Granter Inc., predicts that by 2022, approximately 50% of companies will employ BBPs and
related services as security testing practices (Gartner Inc., 2018). In our study we investigated the
potential of adopting crowdsources security for loT vulnerability management. The results from our
research indicate that RD and BBPs are indeed a best practice to enhance the vulnerability management
of loT devices. According to expert C: “Responsible disclosure definitely benefits companies. Especially
with loT technology. In loT, there are too many relation and multiple places where you can make an error.
This is unavoidable. So then as a company, you should be open for the feedback. It is free advice. And it
really improves the quality of your products and protects your reputation”. Moreover, expert E mentions:
“I would say bug bounty is beneficial for every company because 10T is a critical asset. | would call it critical
because accidents in loT could really cause physical damage. So for whatever the company type, whatever
the company assets, | would recommend it”.

53% of the Experts Recommends RDPs to All Type of Companies

All companies should implement responsible
disclosure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B Experts Agreeing M Total Sample
Figure 21. Experts Recommending Responsible Disclosure to All Type of Companies.

35% of Experts Recommend BBPs to All Companies Already Active with
Vulnerability Management Practices

Companies already active with vulnerability management _
should always use BBPs
Companies should always implement 67s | EEEEEE.
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Figure 22. Experts Recommending the Adoption of Bug Bounty Programs to Companies.
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5.5 Chapter Conclusion

To tackle our research question “How can developers, manufacturers, and vendors of consumer loT
products enhance vulnerability management practice with Bug Bounty Programs and Responsible
Disclosure?”, our main recommendation is that companies should implement security from the design of
products. Then whenever there is a release you do pen testing to make sure you follow a methodical
process that validates that the security requirements are indeed implemented. But then in parallel with
all of it, you also have a responsible disclosure policy on your website together with a bug bounty. This
way you'll be able to cover other classes of vulnerabilities that pen testers missed.

In specific to BBP, incentives for both ethical hackers and companies are the most crucial element. In this
respect, companies shall take initiative to provide more incentives to researchers through the means of
sharing hardware and setting up credit/reputation system to recognize active participation. Our
recommendation is to launch BBP after a certain state of maturity. Before starting with BBP, companies
should already be active with vulnerability management practices to ensure that a sufficient amount of
vulnerabilities have been previously identified and fixed. In implementation, BBP shall be applied after
Pen Test to achieve a balance between cost and efficiency of detecting vulnerabilities. For 1oT hardware
challenge, given that shipping loT hardware such as a smart car to testers is generally not feasible, we
recommend organizing hacking events which can take the form of a live one to two-day hacking events.
Such bug bounty event can connect the team from company together with the crowd of ethical hackers
in a highly interactive environment to accelerate the discovery of critical vulnerabilities in lIoT hardware
and software. Alternatively, conferences and private BBPs can also be adopted.

For RD, we recommend the implementation of RD policies to all type of companies, in particular for those
dealing with loT. For companies, being open-minded is a condition to utilize crowdsource ethical hacking.
The next step is to define policies for what happens after a vulnerability has been reported. In addition,
companies need to define the internal processes to be able to accept and process the incoming reports.

Nevertheless, we acknowledge that security practices are different among countries. Some countries are
advanced whereas others are still learning. There are many regions where responsible disclosure and bug
bounties are just too sophisticated methods at the moment. For this reason, the recommendations are
directed to companies advanced with security practices in western industries. Several of the proposed
recommendations might be also generalized to other firms. We believe that the public will be able to
determine the extent to which the findings and recommendations can be generalized and applied.

5.5.1 Further Policy Recommendations

To improve the security of consumer loT devices, action will need to be taken by stakeholders, including
companies, consumers, and institutions. In this study we have presented some recommendations for
company action. To be effective, further solutions are expected to involve policymakers and industry to
strike a balance between security and allowing innovation within the loT market (McFadden et al., in
2019).
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McFadden et al., in 2019, suggested a number of potential actions to address the security of consumer
loT devices. Many of the proposed action were also identified by the interviewees in this study. Therefore,

we present the same recommendations. In particular, they encourage manufacturers to adopt a ‘security-
by-design’, as we also advise in our research. The security measures, concern action against both inward
and outward threats, in order to protect both consumers and third parties. The actions are depicted in
Figure 29, and are described in greater detail thereafter. They are listed in order of the possible cost and
difficulty of implementation. In particular, scholars propose the adoption of vulnerability disclosure, which
is one of the main elements of our study. In particular, they also present RD as one of the most viable and
cost-effective measures to enhance the security of consumer loT devices. Additionally to this action, we
also recommend the adoption of bug bounty programs.
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Figure 29. Potential Actions Against Poor loT Security (McFadden et al., in 2019)

Consumer Guidance: Industry and policymakers should promote awareness on consumer loT
security, and provide advice to users. In particular, delivering information to consumers on the risks
of insecure.

Government Procurement: Governments should leverage their position as major procurers to
request companies for improved product security. The developments in security might spill over into
the consumer market.

Vulnerability Disclosure: Industry and policymakers should support responsible disclosure of
vulnerabilities in consumer 1oT. In particular, to reduce the legal risks faced by hackers. Currently,
researchers can face legal threats for their actions, as we also present in our study.

Trust Marks: Industry and policymakers should create a trust mark for secure loT products. A trust
mark would increase consumers’ capability to discriminate between insecure devices. Such mark,
would also raise the public awareness about cybersecurity issues. Several of the interviews from our
study also mentioned the possibility of developing a trust mark for consumer.

Security Principle Compliant: Policymakers should require that consumer loT devices must comply
with a set of generalized security principles such as necessary software/firmware updates, preclude
easily-guessable passwords, and manufacturers complying with vulnerability disclosure action.
Prosecute Misleading Claims: Policymakers should prosecute companies that create misleading
claims on security. This measure would incentivize firms to either increase security or better
information about their products.
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& Mandated Security Standards: If the above actions are not effective, regulators could mandate a
minimum set of security requirements for loT devices.

In particular, few experts in our study believe that the lack of security in 10T can be corrected only if the
government mandate for security. On the other hand, expert F reported: "I think that if you have to be
forced by regulations to implement security, that is exactly the same as not caring about security. If firms
do security because they have to, that is the wrong motivation to do security. | believe that companies
need to enhance security not because they have to but because they want to. | think that needs to happen
with loT”.

Finally, it is important to acknowledge that the risk from vulnerable loT devices is a global problem given
that countries face risks from insecure devices in other regions. The growth in l1oT connected devices
across the world will increase security and privacy issues if action is not taken. For this reason, national
and cross-national multi-actor efforts, should be encouraged where possible to enhance the security of
consumer loT devices.
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Chapter 6 — Conclusions

This study provides a first look into the potential of BBP and RD for loT vulnerability management. Besides
sharing insights on integration path, we also reveal hidden pitfalls and blind spots that deserve special
attention from loT stakeholders. As a solid step to demystify the potential of crowdsource ethic hacking
for loT, our work tackled the major research question, “How can developers, manufacturers, and vendors
of consumer loT products enhance vulnerability management practice with Bug Bounty Programs and
Responsible Disclosure?”. For loT vulnerability management, our recommendation is to launch BBP only
after companies have performed initial security testing and fixed the problems. The objective of BBP and
RD policies should always be to provide additional support in finding undetected vulnerabilities, and never
to be the only security practice. Follow-up procedures also need to be defined when vulnerabilities are
found. Our findings raise the awareness on loT security and present the global risk from vulnerable loT
devices. The growth in loT connected devices across the world will likely increase security and privacy
issues. For this reason, we call for further action from companies, consumers and regulators, for a multi-
effort, to enhance the security of consumer loT devices.

6.1 Academic contribution

There are multiple ways in which this study contributes to academic research. Firstly, little research is
currently available on the topic of Bug bounties and Responsible disclosure. This thesis extends the
academic work in this field and presents various insights on BBPs and RDPs. In particular, regarding the
current state of adoption, benefits, limitations, barriers, solutions, and best practices. These topics were
covered based on the consolidation and comparison of data from other studies and from interviews with
experts in the field. Secondly, the combination of loT security with crowdsource presented a completely
novel research field. We believe that all the results presented on RDP and BBP in the field of 10T consist
of very interesting material for the industry, but also scientific world.

6.2 Practical contribution

The presented research provides several tangible recommendations and potentially new options for
stakeholders to tackle loT-oriented vulnerabilities in consumer goods, which will help enhance the overall
loT security practices. The results present several recommendations for organizations from experienced
security consultants that can be used to improve security practices. Moreover, the study demonstrates
the threats posed to the security and privacy of people by the state of vulnerable loT devices. Our findings
raise the awareness on loT security and present a call for further actions from companies, consumers and
regulators in the consumer loT domain.

6.3 Final Reflection
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This thesis project has made several contributions, of both scientific and practical value. Previous research
has investigated the potential of crowdsourced security methods. But this project, is the first that
investigated the application RD and BBPs for loT vulnerability management. Therefore, a void in the
literature is addressed. The collaboration with Deloitte has been key, and made it possible to collect the
valuable opinion of experienced security consultants. Moreover, we collected additional insights on the
research topic by attending security conferences to seek qualified interviews. We acknowledge that
crowdsourced security is still an avant-garde topic in the cybersecurity industry. For this reason,
application is still limited and scientific research is scarce. Having more time, we would have attended
more security events to encounter more field experts and companies involved with crowdsourced
security.

6.4 Limitations

In this qualitative study, one limitation is that only experts that were conveniently available participated
in the interview. Within judgmental sampling, there is a risk of selection bias. Therefore, the
generalizability of our findings to the entire population should be done with care. In addition, it is worth
noting that our sample is based on a population of security experts working as security advisors.
Consequently, our research takes the point of view of experts that are generally providing solutions to
companies that face security problems. We did not yet include in our study experts from other types of
companies, and they might have a different view on the problems.

6.5 Future research

The results of this thesis are based on interviews with cybersecurity experts. In terms of future research,
further empirical research might be conducted to investigate the perception of companies adopting BBPs
and RDPs in 10T to assess the generalizability of our results. Moreover, follow up studies can be conducted
to investigate the validity of our analyses. A possibility would be extending the same type of study to a
broader population of experts, to leverage additional data sources. Lastly, the solutions that we identified
for BBPs in loT have never been mentioned by any research in the field and need to be further explored.
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Appendix

1. Interview Guide

Interview Guide for Enhancing Vulnerability Management for loT
with Bug Bounty Programs and Responsible Disclosure — by
Gianluca Limon De Jesus

Interview opening

recording.

Interviewer present himself, present the research, and obtain consent for audio

Interview questions

A) On loT security risks, perceptions and measures

Questions

Notes

vulnerability management practices in loT?

1. To what extent is security perceived as an important issue by companies | If it is not, why
that design, develop, and sell loT products in the consumer goods market? | not?
2. Is there any difference in the way companies address security based on
factors such as the firm’s size, age, or industry?
3. To what extent do companies have a define process for vulnerability If not, why not?
management when it comes to loT products? If yes, what
process?
4. What should be possible best practices by companies to identify and
evaluate vulnerabilities in [oT?
B) On the application of crowdsourced security methods in loT
Questions Notes
5. Do you believe that Bug Bounty Programs and Responsible Disclosure can | If yes, how?
improve vulnerability management practices in loT systems? If no, why?
6. For what purpose should companies adopt one or the other?
7. To what extent do companies adopt responsible disclosure policies? If not, why not?
8. How can companies leverage responsible disclosure to enhance
vulnerability management practices in loT?
9. To what extent do companies adopt bug bounty programs with IoT | If not, why not?
products?
10. How can companies leverage Bug bounty programs to enhance
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11. According to HackerOne, at the moment only 1.6% of bug bounty
programs have to do with loT. What are obstacles for the adoption of BBPs
inloT?

12. To what extent should companies make use of intermediary platforms | How?
(e.g. HackerOne)?

13. Gartner predicts that by 2022, 50% of companies will be adopting BBPs,
what would benefit the broader use and adoption of responsible
disclosure and bug bounties in IoT? What would benefit the broader
adoption of BBPs and related services at the moment?

C) Conclusion

Question Notes

14. Do you have any other comment or remark about this interview?

2. Questionaire for Attitudes and Perceptions of loT Security in Critical Societal Services — By
Asplund, M., & Nadjm-Tehrani, S. (2016).

General background questions

What is your formal role in the organisation?

What types of customers/clients does the organisation have?
Approximately how many customers/clients do you have?
Questions on loT

What do you associate with the term “Internet of Things”?

Is 10T relevant in your field on a 5-10 year horizon?

a) Followup question if no: Do you not consider X to be part of IoT?
Can you see loT contributing value to your sector (within 5-10 years)?
a) New services

b) Better services

c) Reduced costs

d) PR and marketing

e) Other

What factors do you believe will enable faster integration of IoT in your field?
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a) Improved technical solutions
b) Knowledge of customers and operators
c) Guidelines for deployment of loT
d) Regulation
e) Lower costs
f) Other
What are the obstacles to introduction of loT in your sector?
a) Lack of security / reliability
b) Costs
¢) Maintenance
d) Unproven technology
e) Lack of usability
f) Lack of know-how
g) Regulation
h) Other
Risks, threats and critical infrastructure
What risks or threats to you associate with loT in your sector?
How severe do you rank the risk (low, medium, high) of:
a) Communication failure
b) Power failure
c) Failing equipment
d) Data loss
e) Confidentiality loss
f) Integrity loss
g) Deliberate hacking

h) Malicious code

What is the reliability/availability of power and communication to your critical operations today?
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a) How well are your communication requirements met by your current Internet
connection?

What do you think the requirements on power and communication will be in 20257

What kind of measures/actions are needed to deal with the potential obstacles/risks that you have
identified and thereby enable a faster adoption of 10T?

Do you have any final comments?

3. Questionnaire for Industrial Practices in Security Vulnerability Management for 10T Systems
— an Interview Study, by Martin Host (2018)

A) Background about the company and the product

A.1 Interviewer present themselves, presentation of study, and obtain consent (incl. audio record)
A.2 Interviewee presents him/herself

A.3 Tell us more about the product (architecture, functionality, customers, degree of OSS)

A.4 Tell us more about the company (age, maturity, history) <short!>

A.5 Tell us more about the development process, and the update process.

- Which roles (integrator, end-user, sysadmin, support, etc.) are involved in the update process and what
do they do?

A.6 Where in IoT architecture [sensor/actuator, gateway, cloud, Ul]?
A.7 Where in value chain [component producer, integrator, owner, support system developer, other]?

A.8 To what extent is security important for the product and in the development? What goals can
attackers have for your product?

A.9 What type of attacks do you think is the largest threat for you?

A.10 Anyone responsible for security?

B) Questions about identification and evaluation (focus on OSS, but proprietary can also be discussed)
B.1 How do you identify vulnerabilities? l.e what process?

Who is responsible for identification? I.e. what is the organization?

- project management involvement?

- architect involvement?

- support/maintenance involvement?

B.1 If you don't identify vulnerabilities in any structured way,
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- why not? conscious decision? what about the future?

- who do you think should do this? - how should it be done?
B.3 Based on what information do you identify vulnerabilities?
- chat, forum, mailing list
- CVE database, NVD, technical news
- Paid service? E.g. some consultancy firm?

B.4 How is evaluation done (process)?

- who evaluates? - What factors? - who takes decisions? - how are security issues prioritized vs other
work? - formal decision forum?

B.5 What kind of information would you need in order to better assess vulnerabilities?

- for better decision quality

- for faster decisions

B.6 How do you communicate decision outside the company, with whom do you communicate?
B.7 To what extent is experience and knowledge from earlier evaluations used?

- documentation?

- Knowledge management system?

B.8 Do you follow up to what extent your decisions are correct?

- if yes, how?

- if no, why not?

C) Questions about implementation/distribution of changes (focus on OSS, but proprietary can also be
discussed)

C.1 How is implementation/patching done? Relation to other development processes?

- What roles are involved in the decision? (product management, project management, architect,
support/maintenance, customer support)

- Differences compared to other maintenance?
C.2 How would you like to implement changes? what main improvements can you see?
C.3 How is delivery/deployment carried out?
- Do you keep track of updated products (device management)?
- Push from central server, pull from devices, need physical person to go to each loT device

D) Questions about quality indicators
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D.1 How high is the confidence that decisions made about vulnerabilities are correct?
- How many % of these decisions are correct (your estimate)?
D.2 How much relative effort (and relative lead time) do you spend on
> identification
> evaluation & decision
> implementation
> V&V
> deployment
- what major changes do you want to make?

D.3 What fraction of the developers have insight about how to take action when new vulnerabilities are
discovered?

- what fraction do you want?
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4. Coding Table

Company Hardware.io |HypaSec | YesWeHack | ZeroCopter | Deloitte |Pen Test Partners Deloitte
Region The Netherlands | Belgium |Germany |Hungary
|

Expert Q | » | ~ ] ~m | x | F | E | 6 ] p | c | B | A 3 ] o | T | 1 | ®

G
IoT security is not properly implemented
Awareness is missing
Incentives for companies are missing -
Hardware is a problem
Hardware cannot be updated
hnical loT pi for security
C focus on ft time to marker, costs
Companies care on security only if reputation is at stake
Companies are not security mature
C do not di d secure pi
Consumer goods are more vulnerable than other sectors
There is the need for more regulation
Companies now care more about security
Budget is Not the problem
Design secure products in the development phase
BBP after security maturity
BBPs after pen tests
Combination of BBPs and Pen tests
Pen Testing to test security
Security Recommendations Secure design
Code reviews
OWASP/guidelines
Recommends BBPs to every company
Recommends RDP to every company
ds the use of crowdsourced platforms
BBPs effectively enh security p!
BBPs in loT are already happening
On Bug Bounties Offers money as an incentive
Protect company reputation
Require clear policies and resources from companies
Hardware is the main problem
Hardware hacking skills are scarce
Incentives for hackers on loT are missing
On Obstacles For BBPs infoT | UL UL L RS TY IEL L]
Companies are not security mature enough
Companies don't understand BBPs
Companies don't trust hackers
Conferences
Create events
Hackathons
Solutions For BBPs in loT Private BBPs
Platforms to identify hackers
Increasing incentives
Use BBPs for Software
It is not a testing method
It is a testsing method
Coordi I bility di:
Lo 1 B AT L [ ) Requires clear policies
Incentives for hackers to engage with RDP are missing
Companies sue hackers
Adoption of BBPs and RDP will increase in the future

=5

Security Problems

NN WAOAWN WANDUVOEABNANWLWOYD TULLOYO WOUNWAEADIRATADETONWAOWI B2
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5. Deloitte Cyber Security Capability Framework
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6. Crowdsourced Security Testing Programs According to Gartner Inc, (2018)

Community Programs: Large-scale bug bounty programs open to all members of a CSSTP vendor's security
research community. In many regards, these programs mimic classic bug bounty programs. Vetting and
evaluation of researchers vary from limited or essentially nonexistent, to extremely thorough. Entry into
the community may be available to virtually all comers. Such programs are typically time-limited in
duration, although they may also be ongoing. In the latter case, the program may well fall under the
purview of a responsible disclosure program, as described below (Gartner Inc, 2018).

Public/Private Programs: These represent a more constrained and narrowly scoped bug bounty. Although
such programs may be open to all members of a CSSTP vendor's security research community, these
programs are more often limited to an invited subset of the community. Individuals may be sought out
based on overall skills level, familiarity with a particular technology (for example, Internet of Things [loT],
automotive, mobile and specific application frameworks). Programs are usually tightly scoped in both
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their duration and the specific elements of an application to be tested. Specific areas of the application,
or classes of vulnerabilities, may be considered out of scope. In some respects, such engagements are
more similar to traditional penetration or red team testing efforts, and may be conducted early in the
development cycle (that is, during unit or preproduction testing). Given the more constrained, and
presumably better vetted, nature of the crowd, such programs are likely to appeal to firms specifically
concerned about exposing intellectual property or sensitive data (Gartner Inc, 2018).

Responsible Disclosure Program Management: It's increasingly important organizations operate
responsible disclosure programs (particularly, technology vendors and organizations that are highly
dependent on technology and applications for delivery of products and services). These programs —
which provide for the timely receipt, evaluation and response to vulnerability reports — provide a means
for researchers to coordinate the disclosure of security vulnerabilities (and, ideally, their mitigation) with
the vendors responsible for the flaw. Such programs are considered a vulnerability management best
practice, and were included in the most recent draft of the U.S. NIST Cybersecurity Framework, the more
widely known name for the Framework for Improving Critical Infrastructure Cybersecurity. This voluntary
program is aimed at increasing the protection and resilience of critical infrastructure (Gartner Inc, 2018).

Management Platform: Originally, most bounty program management platforms were directed more
toward security researcher participants, and provided information such as leaderboards (enabling an
element of gamification) and information about available bounties. The scope of these platforms has
expanded, and is becoming a critical component of a bug bounty program offering. Evolving systems now
allow both researchers and bounty sponsors to perform a number of tasks. These include tracking the
progress of researchers, assessing code coverage, controlling the scope researcher access to specific
application components, and providing visibility to both security researchers and the buyers of discovered
vulnerabilities and their status (Gartner Inc, 2018).

7. Panoramic Data Collection On 107 Unique loT Attack Incidents Spanning From 2010 To
2016 loT Attacks Reported In The Literature And Online. (Zhang, et al., 2017).

= Trend of Filtered Web Reports on IoT Security
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» Distribution By Year
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