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Abstract
Event-based cameras—sensors that asyn-
chronously record pixel-level brightness changes
rather than full image frames—are often assumed
to be privacy-preserving due to their sparse vi-
sual output. This thesis investigates how physical
sensor configurations, including temporal band-
width, contrast thresholds, leak noise, and spatial
resolution, affect the trade-off between data util-
ity and biometric privacy risk. We introduce a
cross-domain evaluation framework that measures
identity leakage using reconstructed event streams
and a frozen pre-trained face recognition model.
Our results show that event streams retain sufficient
facial structure for accurate identification. We fur-
ther identify a privacy paradox in which reducing
temporal bandwidth increases attacker perfor-
mance by denoising the signal, while background
leak noise effectively disrupts reconstruction and
lowers identification accuracy. Privacy effective-
ness also varies substantially with subject motion,
and the apparent benefits of resolution scaling are
largely explained by domain mismatch. Overall,
the findings suggest that static sensor configura-
tions cannot guarantee anonymity, highlighting the
need for threat-aware sensor design and adaptive
privacy safeguards. The code used in this research
is available at: https://github.com/Stunner070/
research-project-bsc-cse-tudelft

1 Introduction
Event-based cameras are neuromorphic sensors that asyn-
chronously report pixel-level brightness changes instead of
capturing full image frames at fixed intervals [1]. This
event-driven sampling provides low latency and high dy-
namic range while reducing redundant information in static
regions. These properties make event cameras attractive for
high-speed robotics, AR/VR, and smart surveillance. At
the same time, because raw event streams often appear as
sparse edge patterns rather than textured RGB images, they
are frequently considered more privacy-preserving than con-
ventional video. Figure 1 shows the difference between an
RGB and Event-camera.

This perceived anonymity is particularly important in sen-
sitive environments. Event cameras are increasingly consid-
ered for always-on systems such as in-home robots, wearable
augmented-reality glasses, and smart surveillance devices,
where continuous RGB recording may be legally restricted or
socially unacceptable. However, if recognizable faces can be
reconstructed or matched from these event streams, the sensor
no longer provides the assumed privacy protection. Instead,
it may allow identity information to leak in settings where
conventional cameras would be considered too invasive.

Recent work has challenged the assumption that event data
is naturally anonymous. Event-based representations have
been shown to support recognition, reconstruction, and lo-
calization tasks [1]. Ahmad et al. introduce event-driven per-

Figure 1: Top Row: RGB Camera, Bottom Row: Event-based Cam-
era. Source: https://www.mdpi.com/2076-3417/13/18/10357.

son re-identification (ReID) benchmarks and models, show-
ing that event-frames or voxel grids can be used to match in-
dividuals across camera views, despite the absence of full in-
tensity images [2]. Follow-up work on event anonymization
further shows that privacy protection must be designed ex-
plicitly rather than assumed from the sensing modality alone
[3]. Event cameras have also been shown to support face
recognition directly, suggesting that facial identity can be re-
covered from event streams even without full intensity images
[4]. More recent work has extended event-based ReID with
cross-modality and temporal collaboration approaches, fur-
ther demonstrating the potential for identity inference from
event streams [5; 6]. These results underline that event data
can carry rich biometric information, but they do not address
how sensitive such information is to low-level sensor choices
such as contrast thresholds, leak rate, or temporal bandwidth.

Similarly. Kim et al. demonstrate that event cameras can
support visual localization in real-world environments while
also emphasizing the need for explicit privacy safeguards [7].
Together, these studies suggest that event cameras may retain
more identity-related information than is commonly assumed.

In parallel, the event-vision community has developed
realistic video-to-event simulators that provide fine-grained
control over virtual sensor behavior. Simulator surveys
cover tools such as ESIM, v2e, DVS-Voltmeter, and related
datasets, highlighting the maturity of this research ecosys-
tem [8]. In particular, v2e converts standard RGB video into
synthetic event streams while exposing key sensor parame-
ters, including spatial resolution, contrast thresholds, thresh-
old variability, and leak/noise rates [9]. These simulators
make it possible to keep scene content fixed while varying
the sensor configuration, which is essential for studying how
much identity information is encoded under different hard-
ware settings.

Despite these developments, privacy protection in event-
based vision remains underexplored compared with tradi-
tional RGB pipelines. Existing event-based ReID work of-
ten assumes a single physical sensor or simulator configura-
tion and focuses on representations, models, or anonymiza-
tion mechanisms [2; 3; 5]. Privacy-aware localization work
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Figure 2: Overview of the methodology, from RGB video input and event-camera simulation to event-domain representations, reconstruction,
and identity-risk evaluation.

focuses mainly on architectural safeguards rather than on the
information content of the event signal itself [7]. Unlike these
works, we treat the sensing hardware itself as the variable
under investigation. Rather than proposing a new represen-
tation or model, we keep the reconstruction and recognition
pipelines fixed and systematically vary physical sensor pa-
rameters to study how much identity information remains
available to an attacker under different configurations.

A key open question is therefore how much identity infor-
mation is present in event-based representations and how this
depends on the underlying sensor configuration. In particular,
it remains unclear how parameters such as resolution, contrast
thresholds, and noise levels affect an attacker’s ability to infer
identity when the underlying scene content is held fixed.

This thesis addresses that gap by studying the relation-
ship between event-camera sensor configurations and identity
leakage in event-based representations. We focus on event-
derived representations called event-frames and model the at-
tacker as a strong person re-identification system operating
directly on these representations. The main research question
is:

How does the ability of an attacker to infer
identity from event-based representations vary
across different event-camera sensor configu-
rations, when the underlying scene content is
fixed?

To answer this question, we define an attacker model and
a qualitative notion of privacy risk for event-based ReID. We
then propose an evaluation protocol in which video-to-event
simulation generates multiple event datasets from the same
RGB sequences under systematically varied sensor parame-
ters. This setup allows us to empirically characterize how
identity inference performance changes across configurations
and provides a first step toward understanding how sensor-

level choices affect privacy risks in event-based vision sys-
tems.

The remainder of this thesis is structured as follows. Chap-
ter 2 describes the methodology, including the attacker threat
model and representation formats. Chapter 3 presents the ex-
perimental setup, including dataset construction, sensor con-
figurations, and evaluation metrics. Chapter 4 reports the em-
pirical results of the privacy–utility evaluation. Chapter 5 dis-
cusses the physical interpretation of the findings, and Chapter
6 concludes with directions for future work.

2 Methodology
2.1 Overall Approach
This work evaluates how event-camera sensor settings affect
identity leakage when scene content is fixed. The method fol-
lows a simulation–attack pipeline. Identity-disjoint RGB face
videos are converted into synthetic events under controlled
sensor configurations and encoded as event-frame sequences.
A fixed attacker pipeline then reconstructs and matches facial
identities using pre-trained models. Changes in attacker per-
formance are interpreted as changes in biometric privacy risk.
Figure 2 illustrates the complete methodology pipeline.

The methodology isolates sensor effects from data effects.
Each configuration is applied to the same VoxCeleb2-derived
clips, so differences in recognition accuracy arise from sim-
ulated sensor behaviour rather than from identity, pose, or
illumination changes in the source data.

2.2 Attacker Model and Privacy Notion
Let x be an event-derived representation and y ∈ Y its corre-
sponding identity label. We model the attacker as a high-
capability adversary who intercepts event streams and at-
tempts to recover user identity. The attack pipeline consists

2



of a reconstruction network (E2VID [10]) that converts asyn-
chronous events into grayscale frames, followed by a frozen,
pre-trained RGB face recognition backbone fθ : X → Rd.

Biometric privacy risk is evaluated through a cross-domain
retrieval framework. The gallery contains baseline facial em-
beddings, while the queries are embeddings extracted from
reconstructed event streams generated under different sensor
configurations. Privacy risk is quantified by retrieval per-
formance: higher identification rates indicate that identity-
relevant information remains recoverable despite the applied
sensor configuration.

2.3 Sensor Configuration Space and Simulation
Event-camera output depends on resolution, ON/OFF con-
trast thresholds, threshold mismatch, photoreceptor band-
width, refractory period, leak events, and polarity asymme-
try [1; 8]. Real devices expose these effects through coupled
bias parameters, so an exhaustive sweep is impractical. We
therefore use one baseline configuration and one-parameter
perturbations that represent realistic operating regimes.

Synthetic events are generated with v2e [9], which models
contrast-triggered events, photoreceptor filtering, pixel mis-
match, shot noise, and leak events. The controlled parameters
are:

• spatial resolution of the virtual sensor array;
• positive and negative contrast thresholds (C+, C−);
• threshold variability σth;
• photoreceptor cut-off frequency;
• background leak rate;
• polarity asymmetry through unequal ON/OFF thresh-

olds.
Following bias-tuning work, we focus on parameters that

dominate event rate, signal-to-noise ratio, and polarity bal-
ance [11; 12]. The evaluated variants are: 346×260 versus
640×480 resolution; baseline versus high-sensitivity thresh-
olds; high versus reduced photoreceptor bandwidth; baseline
versus high leak rate; and symmetric versus ON-dominant
thresholds. Section 3.3 gives the numerical settings.

2.4 Event-Derived Representations
An event stream is an asynchronous sequence of events ei =
(xi, yi, ti, pi), where each event records the location, times-
tamp, and polarity of a brightness change. To support both
utility evaluation and adversarial reconstruction, we use two
representation formats.

For the Intrinsic Structural Evaluation (Path A), events are
accumulated over a fixed integration window ∆T into two-
channel event-frames, yielding a tensor X ∈ RH×W×2 con-
taining ON and OFF event counts. This representation di-
rectly reflects the simulated sensor output and is used to eval-
uate structural utility.

For the Adversarial Reconstruction Attack (Path B),
the event stream is retained in its native HDF5 format
(events.h5). E2VID processes the continuous event pack-
ets sequentially using a recurrent ConvLSTM-based architec-
ture to reconstruct grayscale image sequences, preserving the
temporal information required for identity inference.

2.5 Face Re-Identification Backbone
The face recognition backbone used by the attacker is a deep
embedding network (FaceNet [13]) pre-trained on large RGB
face datasets (e.g., VGGFace2). Crucially, the model is kept
frozen throughout all experiments, and its weights are not
fine-tuned or adapted to the event domain.

This constraint is central to the methodology: the face
recognition network is not treated as a variable system under
test, but rather as a standardized measurement tool. Because
the embedding space is optimized strictly to differentiate hu-
man identities based on clean facial geometry, its downstream
retrieval performance serves as an indicator of information
leakage in the sensor data. If a physical parameter change
alters the data stream such that E2VID can only reconstruct
strongly degraded features, the frozen backbone will fail to
compute a matching embedding vector, indicating effective
hardware-level privacy protection.

2.6 Evaluation Scope and Threat Model
The evaluation framework assumes an identity-labeled video
dataset organized specifically for cross-domain biometric re-
trieval. Instead of conventional training, validation, and test
splits, the data is partitioned into a clean baseline Gallery
and a parameter-altered Query set. The Gallery represents
a pre-existing enrollment or watchlist database, while the
Query set contains samples generated under different sensor
configurations. This setup directly models a real-world re-
identification attack scenario, where an adversary attempts to
match event-derived observations against a high-quality ref-
erence database using a fixed biometric recognition system.

3 Experimental Setup
3.1 Datasets and Identities
Experiments are conducted using a curated, identity-disjoint
subset of the VoxCeleb2 dataset [14; 15]. To ensure a con-
trolled evaluation setting, the dataset is instantiated on a fixed
subset of 300 video clips representing 51 unique celebrity
identities.

The same 300 source clips are reused for every experimen-
tal configuration to ensure a controlled comparison. As a re-
sult, observed differences in the evaluation metrics can be at-
tributed solely to the manipulated sensor parameters rather
than to variations in identity, pose, lighting conditions, or
scene content. Furthermore, both clip-level and identity-
level annotations are preserved, allowing multi-clip evalua-
tion while capturing variability within the same identity.

To evaluate adversarial privacy risk, standard machine
learning partitions are replaced by a strict cross-domain bio-
metric retrieval protocol. Within the 300-clip subset, one
clip per identity is designated as the search probe, yielding
51 Queries composed of parameter-altered event reconstruc-
tions. The remaining 249 pristine baseline video tracks popu-
late the attacker’s reference Gallery. This configuration mod-
els a realistic privacy threat, directly measuring whether the
altered sensor stream retains enough biometric structure to
link a subject to a pre-existing, high-fidelity watchlist.
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3.2 Data Preprocessing Pipeline
Prior to event simulation and feature extraction, raw video
clips undergo a standardized preprocessing pipeline to ensure
compatibility with the evaluation framework and neural ar-
chitectures:

• Bounding-Box Face Cropping: Bounding box meta-
data is used to tightly crop faces within each frame, re-
moving irrelevant background context so downstream
networks evaluate pure facial geometry rather than pe-
ripheral artifacts.

• Temporal Discretization: Continuous, asynchronous
event streams are sampled and discretized into memory-
mapped NumPy arrays, creating discrete event frames
compatible with standard deep learning frameworks.

• Channel Stacking Adaptation: Because FaceNet ex-
pects 3-channel RGB inputs while E2VID outputs
single-channel grayscale images, the reconstructions are
duplicated across three color channels to bridge this ar-
chitectural gap.

3.3 Event-Camera Simulation and Sensor
Configurations

Synthetic events are generated using the v2e simulator [9],
starting from a standard DAVIS346 baseline configura-
tion [16]. Secondary characteristics—such as threshold vari-
ability (σth = 0.02) and the refractory period (0.5ms)—
remain fixed throughout all experiments to isolate the effects
of the primary hardware parameters [12; 8]. The physical pa-
rameters are systematically altered to test specific hypotheses
regarding biometric leakage [11; 17].

For each parameter, we select a single perturbation that
is both realistic for current hardware and large enough to
induce a measurable change in event statistics. The base-
line settings are chosen to match typical DAVIS346 operat-
ing points reported in bias-tuning work [12; 17] and manu-
facturer documentation [16]. The adjusted values (for exam-
ple, halving the photoreceptor cut-off frequency or increasing
the leak rate by roughly one order of magnitude) fall within
the bias ranges used in these studies and in practical tuning
guides, while keeping the computational load manageable for
a multi-configuration evaluation. Table 1 summarizes the pa-
rameters and their perturbation.

The controlled parameters are:

• Spatial Resolution: Compares the baseline to a modern
VGA-resolution configuration (e.g., DVXplorer [16]) to
test whether denser spatial detail inherently increases
identity leakage [8].

• Contrast Thresholds: Evaluates a high-sensitivity con-
dition to determine if preserving smaller facial bright-
ness changes aids the attacker or simply introduces re-
dundant activity [12; 18].

• Photoreceptor Bandwidth: Applies a low-pass fil-
ter to test whether slower front-end dynamics success-
fully suppress identity-relevant micro-motions or inad-
vertently act as a hardware denoiser [1; 11].

• Background Leak Rate: Injects additional background
noise to measure its efficacy as a privacy mask [19; 8].

• Polarity Asymmetry: Introduces an ON-dominant
threshold imbalance to reflect practical hardware bias-
tuning constraints [11; 17].

Sensor Parameter Baseline Adjusted
Spatial Resolution 346× 260 640× 480

Contrast Thresholds (C+, C−) (0.2, 0.2) (0.1, 0.1)

Photoreceptor Bandwidth 200Hz 100Hz

Background Leak Rate 0.1Hz 5Hz

Polarity Asymmetry (C+, C−) (0.2, 0.2) ON-Dominant (0.15, 0.25)

Table 1: Sensor parameter configurations used in the controlled sim-
ulation study.

3.4 Model Architecture
The attacker’s reconstruction stage uses a pre-trained E2VID
model [10], with in-memory storage (store to ram=True) to
track sequential event volumes. The facial recognition layer
uses a frozen FaceNet [13] backbone pre-trained on VG-
GFace2. The embedding extraction pipeline uses the same
temporal sampling strategies (e.g., uniform multi-frame av-
eraging with n = 5) and spatial normalization layers across
both the baseline and all parameter-altered datasets, ensur-
ing that model capacity remains fixed across the parameter
sweep. Figure 3 illustrates the visual transformation from the
original RGB input to the E2VID-based grayscale reconstruc-
tion used by the attacker.

Figure 3: Comparison between original RGB input and E2VID-
based event reconstruction used by the adversarial retrieval pipeline.

3.5 Evaluation Metrics
To assess the impact of scaling event-camera sensor param-
eters, the evaluation framework splits into two evaluation
paths: Intrinsic Structural Utility (Path A) and Adversarial
Biometric Retrieval (Path B).

Intrinsic Structural Metrics (Signal Domain)
Path A treats the raw event-frame representations as a phys-
ical data stream and quantifies structural degradation caused
by sensor-parameter changes relative to the baseline control.

• Structural Similarity Index (SSIM): SSIM measures
the preservation of structural information between the
baseline frame x and the parameter-adjusted frame y by
comparing local luminance, contrast, and spatial struc-
ture [20; 21]. Unlike pixel-wise error metrics, SSIM em-
phasizes perceptually relevant structural differences and
is therefore well suited for evaluating the preservation of
facial geometry. The metric is computed as:
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SSIM(x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ2

y + c1)(σ2
x + σ2

y + c2)
(1)

where µx and µy represent the local pixel means, σ2
x

and σ2
y represent the local variances, σxy is the local-

ized cross-covariance, and c1, c2 are stabilizing con-
stants used to prevent division-by-zero errors.

• Peak Signal-to-Noise Ratio (PSNR): PSNR assesses
the logarithmic ratio between the maximum possible sig-
nal power and the Mean Squared Error (MSE) intro-
duced by parameter scaling [20; 21]:

PSNR = 10 · log10
(

MAX2

MSE

)
(2)

where MAX represents the maximum potential floating-
point value of the normalized event tensor grid. In sce-
narios where a parameter configuration leaves a static
video track unchanged, the baseline and altered frames
are mathematically identical, yielding MSE = 0 and
making the standard PSNR calculation infinite (∞). To
preserve stable statistical aggregation and avoid skewing
the dataset mean, identical pairs are assigned a standard
ceiling fallback value:

PSNR = 60.0 dB if MSE = 0 (3)

Adversarial Retrieval Metrics (Threat Domain)
Path B evaluates biometric privacy risk through cross-domain
retrieval. Retrieval performance serves as a proxy for iden-
tity leakage, with higher matching accuracy indicating that
more identity-related information remains recoverable from
the event-derived representations.

• Rank-1 Accuracy: Quantifies the probability that the
closest match retrieved by the attacker’s embedding
comparison belongs to the true identity of the query
subject, as in standard face identification and privacy-
protection evaluations [21]:

Rank-1 =
1

Q

Q∑
q=1

I(Rank(q) = 1) (4)

where Q is the total number of query clips and I is an
indicator function returning 1 if the top match is correct,
and 0 otherwise.

• Mean Average Precision (mAP): Evaluates the distri-
bution and quality of the attacker’s entire ranked search
space across all identities. It is computed as the mean of
the individual Average Precision (AP) scores across the
query set [21]:

mAP =
1

Q

Q∑
q=1

APq (5)

Given that the evaluation dataset configuration estab-
lishes an identity-disjoint protocol where each query clip
maps to one correct corresponding video track in the
gallery, the individual clip precision simplifies to a di-
rect inverse function of the true match’s position:

AP =
1

Rank of True Match
(6)

• Attack Success Rate (ASR): ASR typically measures
how often an attacker successfully bypasses a predefined
verification threshold in face recognition systems [21].
However, because this evaluation uses a threshold-free,
closed-set identification task, an attack is considered
successful when the correct identity is retrieved as the
top match. Under this definition, ASR is equivalent
to Rank-1 Accuracy. To avoid redundancy, we report
Rank-1 Accuracy as the primary measure of identifica-
tion risk and omit ASR from subsequent analyses.

3.6 Implementation Procedure
Algorithm 1, provided in Appendix A, summarizes the end-
to-end implementation used for each sensor configuration.
The procedure keeps the source identities, gallery construc-
tion, reconstruction network, and biometric backbone fixed
while varying only the event-camera parameters under evalu-
ation.

4 Results
This chapter presents the empirical findings of the cross-
domain biometric retrieval experiments. By evaluating the
300-clip VoxCeleb2 subset across the established hardware
configurations, we quantify the precise impact of physical
sensor scaling on both intrinsic data utility and adversar-
ial privacy risk. The results are structured progressively:
Section 4.1 details the macro-level metric averages, Section
4.2 maps these configurations within the theoretical privacy-
utility trade-off space, Section 4.3 isolates the asymmetric ef-
fects of individual parameter changes, and Section 4.4 ex-
amines the statistical variance across individual video tracks.
Figures shown in this section are also visible in the Appendix.

4.1 Macro-Level Evaluation Results

Config. SSIM µ SSIM σ PSNR µ PSNR σ Rank-1 mAP
baseline 1.0000 0.0000 60.0000 0.0000 0.5098 0.4743

contrast 1 0.6825 0.3455 21.5556 12.9986 0.2941 0.2483

cutoff 100 0.8073 0.3062 27.9284 14.7623 0.5882 0.4922

leak 5 0.7337 0.3617 26.4514 14.9348 0.2157 0.1730

on symmetry 0.5999 0.4062 20.1695 14.2704 0.5294 0.4656

resolution 640 0.5560 0.3988 19.7021 15.8493 0.0980 0.1279

Table 2: Macro-Level Evaluation Metrics showing structural utility
and biometric retrieval risk across tested sensor configurations.

To establish a high-level understanding of sensor configu-
ration impacts, this section aggregates the performance met-
rics across the entire query dataset. Table 2 presents the
global mean structural utility (SSIM, PSNR) alongside the
cross-domain retrieval risk (Rank-1 Accuracy and mAP) for
the baseline and each parameter-altered configuration. In the
table, µ denotes the mean value across the evaluated query
clips, while σ denotes the standard deviation, which captures
how much the metric varies between clips.

As shown in Table 2, the baseline configuration establishes
a Rank-1 recognition rate of 50.98% alongside perfect struc-
tural utility. Adjusting the spatial resolution to 640 × 480
yields the most significant reduction in privacy risk, dropping
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Figure 4: Privacy–utility trade-off overview across the evaluated sensor configurations.

Rank-1 accuracy to 9.80%, though this is accompanied by a
severe drop in mean SSIM (0.5560). Conversely, reducing the
photoreceptor bandwidth (cutoff 100) results in an unex-
pected increase in attacker success, raising Rank-1 accuracy
to 58.82%. Finally, injecting background leak noise (leak 5)
effectively reduces Rank-1 accuracy to 21.57% while main-
taining a relatively moderate mean SSIM of 0.7337.

4.2 Privacy-Utility Trade-off Space
Evaluating a privacy-preserving sensor requires analyzing
data utility and biometric risk simultaneously rather than in
isolation. To visualize this relationship, the privacy–utility
trade-off plot maps each hardware configuration as a discrete
operating point across four pairings of utility and privacy met-
rics. The optimal hardware configuration theoretically oc-
cupies the high-utility, low-risk quadrant of these coordinate
spaces.

Figure 4 maps the hardware configurations across distinct
metric pairings. The baseline configuration consistently
anchors the high-utility, high-risk regions of the plots. The
resolution 640 parameter appears clearly in the bottom-
left quadrant across all charts, indicating severe structural
degradation alongside minimized attacker success. Mean-
while, the leak 5 parameter positions itself centrally, achiev-
ing a strong reduction in retrieval metrics while retaining a
PSNR above 26 dB. The cutoff 100 configuration uniquely
shifts upward in risk relative to the baseline, highlighting its
paradoxical effect. Conversely, contrast 1 shifts diagonally
downward, reflecting a steep, coupled loss in both utility and
privacy domains. Finally, the on symmetry configuration
drops sharply in structural utility but maintains a high privacy
risk profile, indicating a highly inefficient privacy trade-off.

4.3 Asymmetric Parameter Effects
While the absolute metrics provide an overall view of the
privacy–utility trade-off, they do not clearly show the effect of
individual sensor parameters. To address this, we perform a
metric-delta analysis, where each metric is compared against
the baseline configuration. This analysis reveals how each
parameter change affects privacy and utility, helping identify
configurations that achieve meaningful privacy improvements
with only limited reductions in utility.
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Figure 5: Metric deltas relative to the baseline sensor configuration.

The delta visualization in Figure 5 highlights the trade-
offs between privacy and utility across sensor configura-
tions. The cutoff 100 setting increases both Rank-1 Ac-
curacy and mAP, indicating greater identity leakage despite
a small decrease in SSIM. In contrast, the contrast 1 and
resolution 640 configurations reduce privacy risk but also
cause substantial losses in utility. The leak 5 configuration
provides the most favorable trade-off, achieving a large re-
duction in privacy risk while only moderately affecting util-
ity. Finally, the on symmetry configuration significantly de-
grades utility but offers little improvement in privacy.
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Figure 6: Clip-level metric distributions across the evaluated sensor configurations.

4.4 Clip-Level Variance and Distribution
Global averages provide an overall view of performance, but
they can hide differences between individual clips caused by
factors such as head movement and lighting conditions. To
assess the consistency of each sensor configuration, the clip-
level analysis examines the distribution, variability, and out-
liers of both the structural and retrieval metrics across the 51
query clips.

Figure 6 shows the distribution of structural and retrieval
performance across the query dataset. The SSIM distributions
for contrast 1 and on symmetry exhibit large interquar-
tile ranges and long whiskers, indicating that their impact on
structural preservation varies considerably between clips. In
the retrieval distributions (Average Precision), configurations
such as leak 5 successfully lower the median performance,
but several high-performing outliers remain. This suggests
that some identities retain enough facial information to be
correctly retrieved despite the added noise.

5 Discussion
The results of our experiments suggest that event cameras
should not be assumed to be inherently private. In the
baseline setting, the Rank-1 recognition rate remains rela-
tively high, indicating that in our reconstruction and retrieval
pipeline raw event streams preserve enough facial structure
for a standard RGB face recognition model to identify sub-
jects after reconstruction. However, the results also show that
privacy and utility change substantially across sensor configu-
rations, sometimes in counter-intuitive ways. The limited pri-
vacy improvement of the on symmetry setting suggests that
although polarity imbalance reduces signal quality, enough
facial geometry remains for identity information to be recov-
ered.

5.1 The Privacy Paradox of Temporal Bandwidth
The most unexpected finding is the behavior of the
cutoff 100 configuration. A straightforward privacy as-
sumption would be that reducing sensor fidelity, such as cap-
ping the temporal bandwidth at 100 Hz, should weaken facial

features and improve privacy. Instead, this setting increased
the attacker’s success rate.

This effect can be explained by the denoising behavior
of temporal low-pass filtering. High-frequency background
noise is suppressed, while slower facial motions, such as
blinking or speaking, remain visible in the event stream. As a
result, the reconstruction network (E2VID) receives a cleaner
signal and produces smoother, more recognizable facial re-
constructions. These observations indicate that sensor degra-
dation does not necessarily improve privacy in our setup; in
some cases, removing noise can make the attack easier.

5.2 Background Noise as an Effective Privacy
Filter

In contrast to temporal bandwidth reduction, adding back-
ground leak noise through the leak 5 configuration provides
a more effective privacy intervention. Uniform background
events sharply reduce attacker accuracy, while the structural
utility of the signal is only moderately degraded.

This effect is linked to the way the reconstruction attacker
operates. E2VID relies on temporally coherent event patterns
to estimate image intensity over time. Random leak events
disrupt this continuity and interfere with the recurrent mem-
ory used during reconstruction. The resulting facial images
become smeared and less useful for FaceNet matching. In
our experiments, controlled hardware-level noise appears to
be a practical way to reduce facial recognition risk without
fully destroying the scene structure.

5.3 Resolution Mismatch and the Cross-Domain
Artifact

The resolution 640 configuration produces the largest
drop in attacker success. However, this result should not
be interpreted as evidence that higher resolution is inherently
more private. Instead, it reflects the sensitivity of the attacker
model to spatial mismatch between query and gallery images.

In the evaluation setup, high-resolution query recon-
structions are compared against a lower-resolution baseline
gallery. Changing the sensor resolution changes the scale and
alignment of reconstructed facial features. Because FaceNet
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is sensitive to facial alignment, the embeddings no longer
match reliably across the two domains. The observed drop
in accuracy is therefore mainly an artifact of comparing mis-
matched resolutions, rather than a confirmed loss of biomet-
ric information. A stronger attacker with a matching high-
resolution gallery could likely reduce or remove this appar-
ent phenomenon. Given our cross-domain evaluation, res-
olution scaling appears less reliable as a privacy filter than
background noise injection.

5.4 The Impact of Subject Movement
The clip-level analysis shows that sensor-level privacy protec-
tion is not uniform across subjects. The wide variation in the
results indicates that privacy depends strongly on the motion
dynamics of the captured person.

Event cameras respond to brightness changes. A subject
with rapid head movement generates many events, produc-
ing a stronger signal that can remain identifiable even under
stricter sensor settings. In contrast, a nearly static subject
generates fewer events, making the facial structure easier to
suppress. This highlights a potential limitation of fixed hard-
ware settings in our evaluation: a configuration that protects
a mostly stationary subject may still leak identity information
when the subject moves more actively.

5.5 Limitations
Although the v2e simulator provides detailed control over
sensor parameters, it cannot fully reproduce all physical
effects present in real hardware, such as lens distortions,
temperature-dependent bias changes, or manufacturing-level
pixel variation [8]. The evaluation also relies on a frozen
FaceNet model as a standardized privacy measurement
tool [13]; a stronger attacker could train a custom model di-
rectly on noisy or parameter-shifted event data and potentially
recover additional identity features.

A further limitation is that we only evaluate a single per-
turbed setting per sensor parameter, rather than a dense sweep
across the full bias range. Our findings therefore map lo-
cal trends between a baseline configuration and one realis-
tic perturbation per parameter, but do not fully character-
ize how privacy and utility evolve across all possible values.
The reported privacy–utility trade-offs should be interpreted
as properties of this particular simulation and retrieval setup,
rather than as definitive bounds for all event-based vision sys-
tems.

6 Conclusions and Future Work
This thesis investigated whether event-based cameras are in-
herently privacy-preserving by examining how identity infer-
ence varies across different sensor configurations when scene
content is fixed. In our simulated setup, the baseline re-
construction and face-recognition pipeline achieved a Rank-1
identification rate of approximately 51% (Table 2), demon-
strating that event streams can retain substantial biometric in-
formation. These results suggest that event cameras should
not be assumed to provide inherent anonymity.

We further found that privacy risk varies considerably
across sensor configurations. Reducing temporal bandwidth

unexpectedly increased attacker success by acting as a hard-
ware denoiser, whereas injecting background leak events con-
sistently reduced identification performance while preserv-
ing moderate structural utility. Privacy effectiveness also de-
pended strongly on subject motion, indicating that static sen-
sor configurations cannot guarantee uniform protection. Fi-
nally, the apparent privacy gains from resolution scaling were
largely attributable to cross-domain spatial mismatch rather
than a true loss of identity information.

Future Work
Several directions remain for future research. First, these
findings should be validated on real hardware, such as DAVIS
or DVXplorer sensors. Second, privacy leakage should be
evaluated against stronger event-native re-identification mod-
els rather than RGB-based attackers. Finally, future systems
should investigate adaptive privacy mechanisms that dynam-
ically adjust sensor parameters and combine hardware-level
filtering with software-based anonymization techniques.

Declaration of AI Usage
During this project, artificial intelligence tools (Google Gem-
ini, Claude, and Perplexity) were used in a supportive role
for literature search, code debugging, and language polishing.
All AI-generated suggestions were critically reviewed, and
any included material was verified against primary sources.
The research questions, experimental design, implementation
decisions, and scientific interpretation of the results are my
own. AI tools were not used to generate novel results or write
sections without my supervision.

Responsible Research
This research studies privacy risks using datasets containing
identifiable subjects. To ensure ethical compliance, evalua-
tions strictly adhere to dataset licenses, and no raw biometric
data is redistributed; only code, configuration files, and ag-
gregate statistics are released. The methodology prioritizes
reproducibility by fixing all simulation parameters (e.g., v2e
version, random seeds) and freezing the attacker model prior
to evaluation, preventing uncontrolled model tuning.

A core ethical challenge lies in balancing privacy with sen-
sor utility, as extreme privacy filters can destroy the struc-
tural data required for a camera’s intended tasks. While these
methods could theoretically be misused to improve identity
inference, our explicit objective is to identify safer hardware
configurations and advocate for privacy-aware sensor design
combined with explicit software anonymization.
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A Implementation Procedure

Algorithm 1 Cross-domain biometric retrieval evaluation pipeline

Require: Source clips V , identity labels Y , sensor configuration set S, E2VID reconstructor R, frozen FaceNet encoder F
Ensure: Structural metrics and retrieval metrics for each sensor configuration

1: Select an identity-disjoint subset of 300 clips spanning 51 identities
2: Assign one clip per identity to the query set Q and all remaining clips to the pristine gallery G
3: Extract gallery embeddings EG ← {F (g) : g ∈ G}
4: for all sensor configurations s ∈ S do
5: for all query clips q ∈ Q do
6: Simulate event stream esq from q using configuration s
7: Reconstruct image sequence x̂s

q ← R(esq)
8: Compute structural scores between x̂s

q and the baseline representation
9: Extract query embedding zsq ← F (x̂s

q)
10: Rank all gallery embeddings in EG by embedding similarity to zsq
11: Record Rank-1 correctness and average precision for q
12: end for
13: Aggregate SSIM, PSNR, Rank-1 accuracy, and mAP across all queries
14: end for
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B Enlarged Result Figures

Figure 7: Enlarged privacy–utility trade-off overview across the evaluated sensor configurations.
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Figure 8: Enlarged metric deltas relative to the baseline sensor configuration.
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Figure 9: Enlarged clip-level metric distributions across the evaluated sensor configurations.
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