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Abstract—Failure prediction models can be significantly benefi-
cial for managing large-scale complex software systems, but their
trustworthiness is severely affected by changes in the data over
time, also known as concept drift. Thus, monitoring these models
against concept drift and retraining them when the data changes
becomes crucial in designing reliable failure prediction models. In
this work, we evaluate the effects of monitoring failure prediction
models over time using label-independent (unsupervised) drift
detectors. We show that retraining based on unsupervised drift
detectors instead of periodically reduces the cost of acquiring true
labels without compromising accuracy. Furthermore, we propose
a novel feature reduction for unsupervised drift detectors and
an evaluation pipeline that practitioners can employ to select the
most suitable unsupervised drift detector for their application.

Index Terms—failure prediction, machine learning monitoring,
concept drift, concept drift detection

I. INTRODUCTION

Failures in large-scale software systems generate service
interruptions [1] and are challenging to manage due to their
complexity [1]. Consequently, plenty of attention has been
directed toward automated techniques that use Artificial In-
telligence (AI) and machine learning (ML) to detect failures
(AIOps) [1], which are also referred to as failure prediction
models. It has been observed that failure prediction models are
efficient solutions for handling system issues which can detect
around 70% of a system’s failure within 10 minutes [2].

Although beneficial, failure prediction models suffer from
temporal quality degradation in accuracy caused by changes in
data over time, also known as concept drift [1], [3], [4]. Thus,
concept impacts the reliability of failure prediction models [5].
In this paper, concept drift refers specifically to data changes
that degrade the accuracy of failure prediction models.

To overcome the effects of concept drift, previous work
proposes to periodically retrain (update) failure prediction
models [3]–[5]. However, this comes with both computational
effort [6] and hidden deployment costs such as compliance ver-
ification [7] and integration with a larger software system [8].
Lyu et al. [6] propose retraining only when a label-dependent
drift detector identifies a significant accuracy drop. However,
this approach assumes immediate access to true labels, which
is often impractical, as labels may require manual annotation
by engineers once the root cause of failure is understood [2].

Continuously monitoring failure prediction models by veri-
fying whether concept drift occurs is a promising solution [3],

[4] since practitioners can understand when the model’s
outcome is reliable and can be used for decision making
purposes [5]. However, using a label-independent drift detector
could eliminate the necessity of gathering true labels. Two
label-independent techniques to monitor data against concept
drift in ML systems were proposed by researchers from
industry [8]–[10], namely monitoring the skewness of the
features and monitoring changes in data distribution over time.
Similarly to [6], these techniques can be used to identify when
the model requires updating [8], [11]. However, their effective-
ness in preserving the accuracy of the failure prediction model
has, to the best of our knowledge, not yet been assessed.

The contributions of this study are threefold. (1) We assess
existing label-independent concept drift detection techniques
on three popular open-source failure prediction datasets. (2)
We propose a novel feature-reduction technique based on the
model’s feature importance ranking that can be incorporated
with an existing unsupervised data distribution-based drift
detector. (3) We present a replicable evaluation pipeline for
identifying suitable unsupervised drift detectors for specific
failure prediction models1. In this work, we answer the fol-
lowing research questions:
RQ1: Can monitoring the skewness in features individually

indicate concept drift?
a) Can changes in specific features indicate concept drift?
b) Is the proportion of changing features an indicator of

concept drift?
RQ2: Can monitoring changes in data distribution over time

indicate concept drift?
a) To what extent can data distribution-based drift detec-

tors identify concept drift?
b) What is the effect on the failure prediction models’

accuracy and costs (retraining and label costs) of
retraining based on a data distribution drift detector
vs periodically?

II. RELATED WORK

Concept Drift Definition and Evaluation: Concept drift
generally refers to changes in the data that occur over time [12]
and can be monitored using concept drift detectors [13].

1Replication Package: https://github.com/LorenaPoenaru/aiops failure
prediction
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Multiple drift detectors were proposed for classification prob-
lems [12]. Supervised drift detectors monitor model accu-
racy changes, while unsupervised drift detectors monitor data
characteristics, such as the data distribution [13]. Although
supervised detectors indicate degradation in the model’s per-
formance, they need immediate labels, which is sometimes
impractical in real-world applications. Unsupervised detectors,
which don’t need labels, are, thus, more suitable.

Concept drift detectors are evaluated in two manners: as-
sessing the drift detection accuracy and assessing the per-
formance of an ML model over time. Drift detection ac-
curacy measures the ability to distinguish between drifts
and non-drifts, but requires knowledge of the exact drift
occurrence [13], [14], which is often unknown in real-world
scenarios. Previous work proposed a technique that uses a two-
proportion Z-test on the error rate to label testing batches into
drift and non-drift, which allows the evaluation. Assessing the
performance of an ML model over time is usually preferred in
the real world since knowledge regarding the moment of drift
occurrence is not required [12]. This assessment technique
compares the performance (e.g. accuracy, ROC-AUC, etc.) of
periodically retrained ML models to those retrained based on
drift detection to understand whether the drift detector can be
used as a retraining indicator [13].

AIOps Models Degradation due to Concept Drift: AIOps
models enhance software delivery and quality [1] but suf-
fer from performance degradation over time due to concept
drift [1], [3], [4], [6], [15]. For example, defect prediction
models trained on past data do not generalize well to fu-
ture data [3], [16]. This is a consequence of changes in
the operational data (concept drift) caused by uncontrollable
factors such as user workloads or hardware/software upgrades.
Monitoring and periodically updating these models is nec-
essary to mitigate concept drift [3], [4], [15]. The effects
of retraining failure prediction models based on supervised
detectors have been previously researched [6] while retraining
failure prediction models based on unsupervised drift detectors
received less attention.

Unsupervised Concept Drift Detection: Industry practition-
ers use unsupervised data monitoring techniques to identify
data changes/concept drift [8]–[10]. Best practices include
monitoring the skewness of features over time [9] and
monitoring data distribution over time [8]–[10]. The skew-
ness of features can be monitored by assessing changes from
training to testing data for each individual feature or the
percentage of skewed features [9]. Industry practitioners also
recommend monitoring the data distribution over time by
comparing the estimated data distribution from the training
and testing features [9], [10], [17], [18]. However, the effec-
tiveness of these techniques has not been assessed previously
in failure prediction models. Research on unsupervised drift
detection [12]–[14] identifies two types of change detection
techniques: statistical tests and distance-based drift detectors.
Statistical tests identify drift by checking whether there is a
significant difference between the data distribution from the

train set and the test set. Distance-based detectors measure
the distance between these distributions and detect drift if the
distance exceeds a predefined threshold [14].

III. DATA AND FAILURE PREDICTION MODELS

We employ three publicly available AIOps datasets, the
Backblaze Disk Stats Dataset, the Google Cluster Traces
Dataset, and the Alibaba GPU Cluster Trace Dataset. These
datasets were previously used to build failure prediction mod-
els [3], [4], [6].

The Backblaze Disk Stats Dataset [19] contains informa-
tion about various types of hard disk drives from different
manufacturers [20]. It was used to design disk failure predic-
tion models [3], [20], [21]. Similar to previous work [3], [4]
we are using around 7M data samples corresponding to 12
months of data collected during 2015.

The Google Cluster Traces Dataset [22] contains infor-
mation about traces extracted from real-world large cluster
systems. It was used [3], [23] to design job failure prediction
models. The dataset contains 625K samples and was collected
for 29 days (May 2011).

The third dataset, the Alibaba GPU Cluster Trace
Dataset [24], was recently publicly released (2021) by the
Alibaba Group and contains workload traces collected from a
production cluster containing over 6,000 GPUs. It was used
to build a job failure prediction model [6]. The data was
collected for two months, July to August 2020 [25], and
contains approx. 701K samples.

Model and Features. Random Forests is a commonly used
tree-based classifier in failure prediction models [3], [4], [6],
[20], [21], [23]. In our experiments, we employ the Random
Forests classifier to build failure prediction models for all three
analyzed datasets. Furthermore, we include Random Forests
in our experiments since they are well-researched in terms of
feature importance ranking extraction [26], [27], which is a
crucial part of our proposed drift detection method. We build
a monthly disk failure prediction model using the Backblaze
dataset, a weekly model using the Alibaba dataset, and a daily
model using the Google dataset.

For all three datasets, we employ the same features as
previous work [3], [4], [6], [20], [21], [23]. The exact features
are described in our replication package.

Model Building Pipeline. All the failure prediction models
studied in this paper are built by replicating previous works’
approaches [3], [4], [6], [20], [21], [23]. The first step in
creating the failure prediction models is data preprocessing
through scaling using StandardScaler2. Scaling is performed
since features have varying degrees of magnitude, which
affects the classification training. To mimic a realistic scenario,
we fit the scaler every time on the period of data corresponding
to the training data and only then apply it to the testing
data. We further apply undersampling with a ratio of 1:10 to
reduce the severe class imbalance in the Google and Backblaze

2https://scikit-learn.org/stable/modules/generated/sklearn.preprocessing.
StandardScaler.html
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datasets. We do not apply it to the Alibaba dataset, since
the classes are relatively balanced (1:3 imbalance ratio). The
last steps of building the failure prediction model are training
and hyperparameter tuning, for which we use Randomized
Search [6]. To avoid bias we repeat all experiments using 10
different random seeds.
Detecting Drift/Changes in Data. To detect data changes,
we select the Kolmogorov-Smirnov statistical test given its
popularity in unsupervised drift detection [12]–[14], [28]. This
statistical test verifies the similarity between two data distribu-
tions. We did not consider distance-based drift detectors since
they require users to predefine drift thresholds for each dataset.

IV. EXPERIMENTAL DESIGN

This section describes the experimental design used to
answer the two research questions. RQ1 and RQ2.a. require
a drift detection accuracy assessment, which can only be
performed after extracting the ground truth regarding the
batches that are labeled as drift and non-drift. RQ2.b. requires
a model performance preservation assessment.

A. Extracting Drift/Non-Drift Batches

To extract the ground truth regarding when concept drift
occurs, we follow the same technique as previous work [3]. In
Figure 1, we depict the pipeline used to identify concept drift
between datasets extracted from two different periods, P1 and
P2. We train an ML model using the data from the first period
(P1) and test it on the data from the second period (P2). The
training error rate is computed by performing a 10-fold cross-
validation on Data P1 and the testing error rate is obtained by
testing the model on Data P2. On the two error rates, we apply
a two-proportion Z-test to assess whether there is concept drift
between the datasets from two different periods:

Z =
ϵtest − ϵtrain√

ϵ(1− ϵ)( 1
ntrain

+ 1
ntest

)
(1)

where ϵtrain is the prediction error rate on the training set,
ϵtest is the prediction error rate on the testing set, ϵ is the
overall prediction error rate, ntrain is the length of the training
set and ntest is the length of the testing set.

The null hypothesis of the Z-test is that there is no sig-
nificant difference between the ML model’s performance on
datasets extracted from the two different periods, thus it is a
non-drift batch. The null hypothesis is rejected when the p-
value of the Z-test is lower than 0.05, suggesting that there is
a drift batch.

B. Monitoring the Skewness of Features Individually

In this work, we monitor the skewness of features by
evaluating whether either monitoring changes in features in-
dividually or the percentage of features that change over time
can indicate that a batch is labeled as drift or non-drift.

Monitoring changes in features individually. We apply
the Kolmogorov-Smirnov statistical test on two consecutive
periods of the same individual feature to assess how each
feature is changing over time. We determine whether every

Data P1

Data P2

Trained ML
Model

10-fold Cross Validation

ML Classifier

Testing

Error Rate Train

Error Rate Test

Z-test

Concept Drift

Non-Concept Drift

Fig. 1. Obtaining the ground truth. Pipeline to assess the presence of concept
drift between two batches (Data P1 and Data P2).

two consecutive periods corresponds to a drift batch or a non-
drift batch. We further count the number of times the feature
changes in a drift batch and non-drift batch respectively.
With this experiment, we aim to understand whether changes
in specific features are more associated with drift or non-
drift batches. If changes in one feature are more linked to
drift batches than non-drift batches, monitoring that feature
could indicate unsupervised model performance degradation
for failure prediction models.

Monitoring the percentage of features that change over
time With this evaluation strategy, we aim to understand
whether the number of features that change from one period
to another can be an indicator that the model’s performance
is degrading. Therefore, we apply the Kolmogorov-Smirnov
statistical test on two consecutive periods of each individual
feature. We count how many features have changed between
these two periods and we determine whether the associated
batch is labeled as drift or non-drift. This evaluation strategy
assumes that, if more features are changing between two
periods, there is a higher chance of having a drift. Thus,
we aim to understand whether AIOps practitioners can use
the number of features that change as an unsupervised model
degradation indicator. We further support our observation by
analyzing the correlation coefficients between the number of
features that change and the batch label (drift/non-drift), which
should be close to 1 or -1 to suggest that the number of features
that change is a good indicator of drift.

C. Monitoring Changes Data Distribution

1) Assessing the Drift Detection Accuracy of Drift Detec-
tors: The state-of-the-art techniques identify drift by mon-
itoring how the distribution of the data in the training set is
changing compared to the distribution of the data in the testing
set [14]. In terms of the number of features included to derive
the data distribution, we analyze two data distribution drift de-
tection techniques. The first technique we refer to as KS ALL
identifies drift by estimating the data distribution from all
the features used to train the failure prediction model [14].
Concept drift detection research suggests that feature reduction
through Principal Component Analysis (PCA) should be ini-
tially applied to the features before estimating the distribution
for a more accurate drift detection [29], [14]. Therefore, the
second evaluated technique referred to as KS PCA initially
reduces the dimensionality of the features using PCA and then
estimates the data distribution.

3

Authorized licensed use limited to: TU Delft Library. Downloaded on July 23,2025 at 11:08:51 UTC from IEEE Xplore.  Restrictions apply. 



We propose a model-driven unsupervised drift detector that
takes into account the most relevant features of the model
while making predictions. Our technique includes a feature
reduction that computes the data distribution of solely the
features that are relevant to the model. With every model
training, we compute the feature importance (FI) ranking, sort
the features based on their ranking in importance, and select
the features whose importance value is higher than the mean
importance values. Therefore, we estimate the data distribution
of solely the most important features and apply the KS
statistical test to identify drift. Similar to previous techniques,
drift is detected when the null hypothesis of the KS statistical
test is rejected. We are referring to this technique as KS FI. To
extract the feature importance ranking we employ techniques
previously used for classifier predictions explainability [26],
[30], [31]. The most common metric to compute the feature
importance (FI) ranking is the mean decrease in impurity
(MDI) [30], [32], [33] also known as Gini importance. For
each feature, this technique calculates the total decrease in
impurity (loss) computed for each random split [30].

Evaluation Metrics. We employ three metrics in our evalua-
tion strategy, the True Positive Rate (TPR), the True Negative
Rate (TNR), and the Balanced Accuracy. The TPR shows
the percentage of correctly identified drifts, the TNR shows
how many non-drifts are correctly identified and the balanced
accuracy shows the overall correctly classified drifts and non-
drifts. The best value of each metric is 1.0.

2) Assessing the Effects of Retraining based on Drift Detec-
tion: We aim to understand the effect of retraining based on
drift detection vs retraining periodically, which is the current
state of practice for failure prediction models [3], [4]. In
Figure 2 we illustrate the difference between the two retraining
techniques. In the case of periodic retraining, every time new
data becomes available the model is retrained. The new data
is included in the retraining data and the old data is discarded,
a retraining strategy called the sliding-window approach, also
used in previous work [4]. The drift detection-based retraining
strategy comes with the assumption that if no drift is detected,
the new available data is similar to the one that the model is
already trained on, thus retraining the model on the new data
does not necessarily bring new information. Therefore, in this
evaluation strategy, retraining is performed solely when drift
is indicated by a drift detector. As depicted in Figure 2, only
batch B, where the drift was identified, is included in the
training set while batch A is not included since there is no
drift identified. This evaluation strategy helps in reducing not
only the number of times the model requires retraining, but
also the costs of obtaining labels for retraining. Thus, from
our example, the true labels from AIOps practitioners are not
required for batch A. In terms of drift detection, we employ the
same data distribution drift detection techniques as previously,
namely KS All, KS FI, and KS PCA. Furthermore, for this
experiment, we use a model that is never retrained, which we
refer to as static model as a baseline.

Evaluation Metrics We evaluate the effects of retraining

based on drift detection compared to periodical retraining
using three metrics. The first metric, ROC AUC is related to
the performance of the failure prediction model’s performance.
This metric shows how well these models distinguish between
failures and non-failures. The other two metrics, the effective-
ness per unit of retraining cost (ERC) and the effectiveness per
unit of labeling cost (ELC) are derived from cost-effectiveness
analysis [34]. The ROC AUC takes values between [0, 1],
where 1 corresponds to perfect prediction.

The ERC metric was proposed and used by previous
work [6] to determine the benefits of different model retraining
strategies for failure prediction models. This metric is calcu-
lated using Equation 2, where the portion of retrainings refers
to the percentage of time periods that require updates, while
the performance improvement is the percentage of ROC AUC
improvement over the static model. A higher ERC corresponds
to a more cost-effective strategy.

ERC =
Performance Improvement

Portion of Retrainings
(2)

Although the ERC metric can be used to determine the cost-
effectiveness with respect to the retraining frequency, it does
not take into account the costs of labels. Therefore, we propose
another cost-effectiveness metric, namely the ELC, which is
defined by Equation 3. Similarly to ERC, the performance
improvement shows the improvement of ROC AUC percentage
over the static model, while the portion of labels represents
the number of required labels to perform drift detection-based
retraining divided by the total number of labels that are used to
perform periodic retraining. Therefore, this metric determines
how much the performance improves with respect to the label
annotation costs. A higher ELC corresponds to a more cost-
effective strategy.

ELC =
Performance Improvement

Portion of Labels
(3)

V. EXPERIMENTS

A. Monitoring the Skewness of Features Individually

Monitoring changes in features individually. This ex-
periment aims to answer RQ1.a. In Figure 3 we depict the
feature change rate for each individual feature used for each
failure prediction model. This rate is calculated by dividing
the number of times a feature changed in a drift/non-drift
batch by the total number of drift/non-drift batches. A feature
change rate of 100 shows that this feature has changed in all
the drift/non-drift batches, while a feature change rate of 0
shows that this feature has never changed.

The idea behind this experiment is to discover whether
specific features change only in drift batches since changes in
those features can indicate drift. From Figure 3 we can observe
that in the Google and Alibaba datasets, some features only
change in drift batches, but this trend does not apply to the
Backblaze dataset. However, the ”Smart 193 Raw Diff” feature
from Backblaze is changing more in drift batches compared
to non-drift batches. This shows that changes in ”Smart 193
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Fig. 2. Retraining periodically vs retraining based on drift detection strategies.

Raw Diff” can indicate drift, but it should not be used as the
only drift indicator it might raise false positives when detecting
drift. Furthermore, we can see that the majority of features do
not change over time in the Backblaze dataset.

For the Google data, our experiments suggest that most of
the features are changing in a similar proportion for both drift
and non-drift batches. The only exception is the feature ”Diff
Machine” which has only changed within drift batches with a
feature change rate of 0.06.

In the case of the Alibaba dataset, 6 out of 12 features
only change in drift batches, namely ”Avg GPU Work Mem”,
”Avg Mem”, ”CPU Usg”, ”GPU Work Util”, ”Max GPU Work
Mem” and ”Max Mem”. These features refer mostly to the
used resources when predicting job failures, such as GPU,
CPU, or memory. However, due to the limited data availability
in Alibaba, we only have one batch representing non-drift.
Monitoring the percentage of features that change over
time. This experiment aims to answer RQ1.b. We depict our
results regarding the effect of monitoring the percentage of
features that change over time in Figure 3.

Our findings indicate no clear distinction between drift
batches and non-drift batches when evaluating the percentage
of features that change from one period to another across all
three datasets. Figure 3 shows that in some cases (e.g. drift
batches M3 4 of Backblaze, P8 9 of Google, and W2 3 of
Alibaba) drift batches have a lower percentage of features
that change compared to non-drift batches (e.g. non-drift
batches M11 12 of Backblaze, P28 29 of Google and W1 2
of Alibaba). This observation is supported by low correlation
coefficients obtained when correlating the percentage of fea-
tures that change with the drift/non-drift batch label.

B. Monitoring Data Distribution

Assessing the Drift Detection Accuracy of Drift Detectors.
With this experiment, we answer RQ2.a. We assess how well
each drift detection technique is able to identify the testing
batches corresponding to drift or non-drift. In this manner,
we assess the drift detection accuracy for each detector. We
show our results in Table I, where we can notice that data
distribution techniques accurately detect the non-drifts in the
Backblaze disk dataset, while in the job data (Google and
Alibaba) they accurately identify drifts. None of the techniques
detects the only non-drift batch (W1 2) in the Alibaba dataset.
The KS PCA achieves the highest score (0.90) when detecting

TABLE I
DRIFT DETECTION ACCURACY METRICS FOR THE THREE DRIFT

DETECTORS (KS ALL, KS PCA AND KS FI). WITH BOLD WE DEPICT
THE HIGHEST VALUE FOR EACH METRIC FOR EACH DATASET.

Metric KS All KS FI KS PCA
Balanced Accuracy 0.65 0.01 0.73

Backblaze True Negative Rate 0.09 0.05 0.05
True Positive Rate 0.80 0.78 0.90
Balanced Accuracy 0.63 0.52 0.52

Google True Negative Rate 0.94 0.82 0.65
True Positive Rate 0.10 0.00 0.30
Balanced Accuracy 0.57 0.28 0.28

Alibaba True Negative Rate 0.66 0.33 0.33
True Positive Rate 0.00 0.00 0.00

non-drifts in both Google and Backblaze datasets. The fact
that KS PCA outperforms KS ALL in identifying non-drifts
suggests that reducing the dimensionality of the features when
detecting drift prevents an excessive false positive rate.
Assessing the Effects of Retraining based on Drift De-
tection. In this experiment, we assess the effects of includ-
ing a drift detector in the maintenance pipeline of failure
prediction models on their performances with the purpose
of answering RQ2.b. We simulate a maintenance scenario in
which the failure prediction model is retrained only when
drift is indicated by one of the three evaluated drift detectors,
saving both retraining times costs and retraining true labels
costs. The results are summarized in Table II, where we
present five retraining techniques, Static, Periodic and the
three drift detection retraining techniques, KS All, KS FI and
KS PCA. The static retraining technique refers to the situation
in which the model is never retrained. The periodic retraining
technique refers to the situation in which the model is retrained
periodically. We use Static and Periodic as our lower and
upper baselines in terms of ROC AUC. The other three
drift detection retraining techniques refer to the situations in
which the model is retrained every time the unsupervised drift
detector, KS All, KS FI, and KS PCA respectively, indicate
the need to retrain.

From Table II we can notice that retraining based on
a drift detector with feature reduction (either PCA or our
proposed technique based on feature importance) preserves
the performance of the model over time. These retraining
strategies achieve similar performance with periodic retraining
in the cases of Backblaze and Google (96% and 83% respec-
tively) and similar performance in the case of Alibaba (61%
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Fig. 3. (Left column) Feature Change Rate (in percentage) in Drift/Non-Drift Batches. (Right column) Ground Truth. Batches that contain drift and non-drift
for all 3 datasets.

TABLE II
EFFECTIVENESS RETRAINING BASED ON DRIFT DETECTION VS STATIC
(LOWER BASELINE) AND PERIODIC RETRAINING (UPPER BASELINE),

MEASURED IN TERMS OF THE PERFORMANCE OF THE MODEL
(ROC AUC), PERCENTAGE OF RETRAININGS REQUIRED (RETRAININGS),
EFFECTIVENESS PER UNIT OF RETRAINING COSTS (ERC), PERCENTAGE

OF LABELS REQUIRED (LABELS), AND EFFECTIVENESS PER UNIT OF
LABEL COSTS (ELC). BEST RESULTS (HIGHEST ROC AUC, ERC, AND

ELC AND LOWEST RETRAININGS AND LABELS) OUT OF THE 3 DRIFT
DETECTION TECHNIQUES IN BOLD.

Strategy ROC AUC Retr.(%) ERC Labels(%) ELC

B
ac

kb
la

ze

Static 0.92 - - - -
KS All 0.96 100 0.040 100 0.040
KS FI 0.95 78 0.042 72 0.042

KS PCA 0.96 95 0.042 95 0.042
Periodic 0.96 100 0.040 100 0.040

G
oo

gl
e

Static 0.77 - - - -
KS All 0.83 86 0.070 87 0.069
KS FI 0.81 89 0.036 84 0.047

KS PCA 0.83 95 0.057 89 0.062
Periodic 0.83 100 0.060 100 0.060

A
lib

ab
a

Static 0.58 - - - -
KS All 0.58 0 0.000 0 0.000
KS FI 0.61 35 0.090 35 0.086

KS PCA 0.60 25 0.080 20 0.102
Periodic 0.62 100 0.040 100 0.040

compared to 62% achieved by periodic retraining). KS FI
obtains the highest ERC score for Backblaze (0.042 and 0.090)
Alibaba, making it the best technique for optimal performance
with minimal retraining. Furthermore, it also achieves the
highest ELC score for Backblaze (0.042), showing that using
this retraining strategy is the best compromise between the
performance and the required number of labels. KS PCA
yields similar scores for Backblaze but with higher retraining
and labeling costs.

The KS PCA retraining technique is the most efficient from

the model performance perspective for Backblaze and Alibaba,
achieving high ELC scores (0.042 and 0.102, respectively).
For Alibaba, it requires the fewest retraining times (25%) and
labels (20%), with only a 2% ROC AUC loss compared to
Periodic. KS ALL is the best retraining technique for the
Google dataset, with the highest ERC (0.070) and ELC (0.069)
scores. However, KS ALL is too sensitive when detecting drift
for Backblaze, achieving similar performance with Periodic,
and ineffective for Alibaba, achieving similar performance
with Static.

VI. DISCUSSION

In this section, we answer each research question and
discuss the findings resulting from our experiments.

Monitoring the Features Individually. Some features are
linked with concept drift, but they should not be used alone
as a drift indicator. However, monitoring the percentage of
features that change is not a good indicator of concept drift
for disk or job failure prediction models.

We demonstrate that changes in specific features (RQ1.a)
can be linked with drift. Still, it cannot be used alone as a
drift indicator, although considered best practice in monitoring
machine learning systems [9]. Our results show that some
features used to create job failure prediction models change
only in drift-labeled batches. Examples are one feature, namely
“Diff Machine” in Google dataset, and six features, namely
“Avg GPU Work Mem”, “Avg Mem”, “CPU Usg”, “GPU
Work Util”, “Max GPU Work Mem” and “Max Mem” in
the Alibaba dataset. The features that change in the Alibaba
dataset are related to the used resources (memory, CPU, and
GPU), and for this dataset, they solely change during drift
batches. However, the features related to the used resources
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(disk, memory, CPU) in the Google dataset change in both
drift and non-drift batches. This shows that the features related
to used resources are not generally an indicator of concept
drift and AIOps practitioners should identify which features
indicate model degradation for their AIOps models. Regarding
disk failure prediction, there was no feature changing in
solely drift batches. The only feature that exhibited changes
in more drift batches than non-drift batches is the “Smart 193
Raw Diff” (Load Cycle Count) feature. However, our results
indicate that using this feature as a concept drift indicator leads
to many false alarms.

Monitoring the proportion of features that changed was
not linked with concept drift for either of the evaluated
AIOps datasets. This shows that although considered best
practice in concept drift monitoring [9], it cannot indicate
drift in failure prediction datasets (RQ1.b). Therefore, we
recommend practitioners investigate other unsupervised drift
detection techniques.

Monitoring the Data Distribution over Time. Some data
distribution-based drift detectors can accurately identify
drifts, but which detector to employ is dataset-dependent.
Retraining based on unsupervised data distribution drift
detectors is beneficial, obtaining similar performance with
periodic retraining and lowering the retraining and label
costs.

In our last experiment, we simulate the scenario in which
a failure prediction model is deployed into production and
evaluated periodically on the upcoming batches. We compare
the situation in which the model is never retrained (Static),
the situation in which the model is retrained based on one
of the three unsupervised drift detectors, and the situation in
which the model is retrained periodically. Our results demon-
strate that retraining based on unsupervised drift detectors is
promising since it achieves similar performance to periodic
retraining and lowers both the number of retraining times
and the number of required true labels. Our findings suggest
that employing unsupervised drift detectors as data monitoring
tools is a promising strategy to lower the retraining labels’
costs while preserving accuracy (RQ2.b).

Another important conclusion drawn from our results is that
no unsupervised drift detector achieves the best results on all
three analyzed datasets (RQ2.a). This shows that choosing the
most suitable drift detector depends on the AIOps application
and dataset. Therefore, AIOps practitioners have to experiment
with their datasets to identify the most suitable unsupervised
drift detection technique.

In our experiments, we evaluate both the accuracy of drift
detection (RQ2.a.) and the effects of retraining based on drift
detection (RQ2.b) to understand whether we can link drift
detection accuracy to its effects when used as a model retrain-
ing indicator. This approach allows practitioners to identify
the suitable drift detector for their datasets by evaluating drift
detection accuracy on their training data. However, our results
suggest that the behavior of the unsupervised drift detection
techniques is different in the two evaluation scenarios. For

instance, the KS All drift detector identified 66% of the drifts
on the Alibaba dataset in the former evaluation scenario (Table
I), while in the latter scenario (Table II) it was not able
to detect any drift. Thus, the accuracy of drift detection on
smaller batches does not reflect how the detector is behav-
ing in a production environment. Therefore, we suggest that
practitioners allocate a testing period for selecting the most
appropriate drift detector. In this testing period, practitioners
can employ our proposed pipeline and carefully analyze the
impact and required costs of retraining based on each drift
detector while compared to never retraining the model (lower
baseline) and periodically retraining a model (upper baseline).

VII. THREATS TO VALIDITY

An external threat to validity is generalizability, as we
used only three publicly available datasets (Backblaze, Google,
Alibaba) and focused on solely existing failure prediction
models without exploring techniques to improve the model
(e.g. adding a new feature). However, the dataset samples are
representative of real-world machines since they are published
by well-known organizations for research purposes. For inter-
nal validity, we split data into periods and train-test sets con-
sistently with previous work [3], [4], [6]. Regarding construct
validity, we used Randomized Search for hyperparameter
tuning, fixed iteration time to 100, applied undersampling to
achieve a 10:1 ratio of non-failure to failure samples, and used
10 random seeds to minimize bias. For feature selection in
KS FI, we chose features with importance above the mean.

VIII. CONCLUSIONS AND FUTURE WORK

The main goal of this article is to understand to what
extent unsupervised data monitoring tools can be employed in
real-world failure prediction models to identify concept drift.
Furthermore, we aim to quantify the benefits of employing an
unsupervised drift detector in the maintenance pipeline of a
failure prediction model in terms of the number of retrainings
and label costs with respect to the model performance trade-
offs. To do so we extracted the best practices in unsupervised
techniques for monitoring machine learning systems suggested
by industry practitioners, such as monitoring the skewness of
features over time [9] (monitoring the percentage of features
that change and monitoring the skewness of features over time)
and monitoring the data distribution over time [8]–[10]. We
applied them to three failure prediction models and verified
how well they indicated concept drift (model degradation).
The employed datasets are representative of real-world data
since they were either provided by real-world organizations
(Google and Alibaba) or contain data collected from various
hardware devices (Backblaze) [21].

We empirically show that monitoring the percentage of the
features that change is not correlated with the presence of drift.
Our experiments suggest that some features can be linked to
the presence of drift, but they cannot be used alone as drift
indicators. However, out of the best practices in unsupervised
monitoring machine learning systems, monitoring the data
distribution is the most promising technique. Therefore, unlike
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previous work proposing periodic model retraining [3], [4] or
retraining based on supervised drift detectors [6], we demon-
strate that unsupervised data distribution-based drift detectors
effectively indicate when to retrain failure prediction models,
reducing retraining and labeling costs. Furthermore, in this
paper, we proposed integrating a feature importance technique
extracted from the model into data distribution-based drift
detectors. This technique extends beyond Random Forests and
can be applied to any classifier where key features can be
extracted, making it widely applicable. The feature importance
based detector (KS FI) was the most cost-effective retraining
for Backblaze and Alibaba datasets. Furthermore, we address
the model monitoring research gap [35] by proposing a
pipeline that helps AIOps practitioners evaluate unsupervised
drift detectors and select the most suitable one to monitor
an AIOps model. Our experiments establish a foundation for
evaluating drift detectors in the MLOps monitoring pipeline
of failure prediction models.

Given the promising results of unsupervised drift detectors,
as future work, we aim to expand our drift selection pipeline
into a framework that AIOps practitioners can employ to
identify the most suitable unsupervised drift detectors for
their datasets or applications. However, we do not recommend
a specific drift detector since some applications prioritize
capturing more drifts, while others aim to reduce false alarms.
We seek to expand our analysis to other AIOps applications
such as node failure prediction or incident prediction.
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