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ABSTRACT

The accelerating digital transformation of
energy sector has led to the emergence of
Internet of Energy (loE) in which a vast array of
interconnected devices coordinate the genera-
tion, distribution, and consumption of energy.
Although this integration boosts the operational
efficiency, it broadens the system’s attack sur-
face, making infrastructure increasingly vulnerable
to cyber threats. Conventional intrusion detec-
tion systems often fall short in these distributed
and privacy-sensitive settings. In this article, we
introduce a hybrid cybersecurity framework that
integrates federated learning (FL) with large lan-
guage models (LLMs) to enable decentralized
threat detection and context-aware response in
IoE environments. By allowing edge devices to
collaboratively train anomaly detection models
without exposing raw data, the framework ensures
data privacy. Moreover, a centralized LLM-driven
reasoning layer interprets alerts and assists oper-
ators through natural language interfaces. We
evaluate the proposed framework through assess-
ing the quality of LLM responses across different
prompt types and examining the temporal evo-
lution of threat patterns. An application scenario
for intelligent cyber defense in smart grids is intro-
duced to demonstrate the framework’s practical
applicability. The results demonstrate that the
proposed framework enhances both detection
accuracy and interpretability, offering a scalable
and transparent defense strategy for next genera-
tion energy infrastructure.

INTRODUCTION

The ongoing digitalization of the energy sector is
ushering the Internet of Energy (IoE) in which the
physical energy infrastructure is tightly integrated
with advanced cyber technologies [1]. Within this
interconnected ecosystem, assets ranging from
centralized power plants and rooftop photovoltaic
systems to grid-level transformers and smart home
applications are connected through intelligent
sensing, control, and communication mechanisms
[2]. This convergence facilitates real-time situa-
tional awareness, decentralized decision-making,
and remarkable improvements in operational effi-
ciency across the energy chain.

,Yasser D, Al-Otaibi

,and Ali Kashif Bashir

Although the interconnectedness enables the
benefits for IoE, it gives rise to substantial cyber-
security challenges [3], [4]. As illustrated in Fig.
1, the IoE encompasses a broad array of hetero-
geneous, geographically dispersed edge devices,
including wind turbines, smart meters, power
station, substation controllers, etc. These devices
operate in physically unsecured or sparsely moni-
tored environments, and it forms a highly dynamic
and interdependent mesh of cyber-physical inter-
actions. Moreover, since each node can act as
a potential attack surface, the adversaries may
exploit vulnerabilities such as compromised
firmware, data manipulation, protocol-level weak-
nesses, or denial-of-service (Do$S). The cascading
impact of such threats can jeopardize system
availability, equipment functionality, and even
public safety.

Conventional security solutions are ill-equipped
to meet the demands of this landscape. Central-
ized intrusion detection systems often suffer from
latency bottlenecks and lack the contextual sensi-
tivity required to detect nuanced, device-specific
anomalies [5]. Furthermore, regulatory constraints
often restrict the transmission of raw telemetry to
cloud-based infrastructures, which impedes the
effectiveness of centralized threat analytics [6].

To confront these challenges, in this article, we
introduce a hybrid cybersecurity framework that
synergistically combines federated learning (FL)
with large language models (LLMs). FL enables
distributed IoE devices to collaboratively train
anomaly detection models without exchanging
raw telemetry, thereby preserving data privacy
while capturing localized operational nuances. In
parallel, LLMs function as the semantic reasoning
layer, and it transforms low-level anomaly logs and
alert streams into coherent and context-rich nar-
ratives that assist in decision-making for human
operators. By embedding intelligence at both the
edge and central layers, the proposed framework
delivers a scalable, interpretable, and privacy-
conscious cybersecurity solution to IoE networks.

The main contributions of this article are
summarized as follows. We introduce a modular
and lightweight anomaly detection mechanism
for federated deployment across resource-con-
strained edge nodes in IoE networks. We propose
a secure model aggregation approach to handle
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non-independent and identically distributed (non-
IID) and multi-modal data in IoE settings. We
present a natural language interface through LLMs
to enable intuitive interpretation and explanation
of cross-device anomaly patterns.

The remainder of this paper is organized as fol-
lows. The section “Background and Challenges”
introduces the background and challenges. The
section “System Architecture” presents the system
architecture design. The key techniques for FL-LLM
cybersecurity framework are illustrated in the sec
tion “Key Techniques for FL-LLM Cybersecurity
Framework.” The section “Implementation and
Evaluation for FL-LLM Cybersecurity Framework”
demonstrates the implementation and evaluation
for FL-LLM cybersecurity framework. The applica-
tion scenario for intelligent cyber defense in smart
grids is provided in the section “Application Sce-
nario: Intelligent Cyber Defense in Smart Grids.”
The section “Conclusion and Future Directions”
concludes the paper with conclusion and future
directions.

BACKGROUND AND CHALLENGES

CYBERSECURITY CHALLENGES OF I0E

The IoE is rapidly becoming a foundational ele-
ment of next-generation energy infrastructures,
where pervasive digital connectivity, automation,
and intelligence span the full energy lifecycle from
decentralized generation and storage to distribu-
tion and terminal applications. This architecture
connects a variety of edge devices, including solar
inverters, wind turbines, smart meters, and sub-
station controllers, operating over heterogeneous
networks such as 6G, vehicular systems. Although
such integration enhances operational visibility
and efficiency, it introduces the cybersecurity
vulnerabilities [7]. These edge devices deployed
in geographically dispersed and physically
unsecured environments lack fundamental pro-
tections such as hardware root-of-trust or secure
runtime environments. It exposes the system to
risks including firmware tampering, unauthorized
access, and protocol exploitation. Attackers may
exploit these weaknesses to orchestrate distrib-
uted denial-of-service (DDoS) attacks, manipulate
control logic, or intercept command-and-control
channels [8]. Moreover, the telemetry gener-
ated by these devices (e.g., voltage profiles, load
patterns, and control commands) is often both
privacy-sensitive and commercially valuable.
High-profile cyber incidents such as the 2017 Tri-
ton malware campaign and the 2021 Colonial
Pipeline breach underscore the urgency of safe-
guarding cyber-physical energy systems [9]. These
events demonstrate the limitations of traditional
perimeter-based security mechanisms and static
intrusion detection systems, which lack the adapt-
ability to address the dynamic, distributed nature
of threats in [oE environments.

FL FOR DISTRIBUTED ANOMALY DETECTION

FL has emerged as a privacy-preserving paradigm
for collaborative machine learning in scenarios
where data is sensitive, siloed, or geographically
distributed [10]. By enabling edge devices to
locally train models and share aggregated weight
updates with a central coordinator, FL aligns with
privacy regulations and mitigates the need for

Power Station

FIGURE1. Cybersecurity challenges in IoE environment. The devices face expo-
sure to protocol abuse, malware propagation, and privacy violations.

transmitting raw telemetry, which conserves both
bandwidth and confidentiality. Prior research has
applied FL to network intrusion detection, fault
diagnosis, and anomaly detection within industrial
Internet of Things [11]. However, deploying FL
in the context of loE presents unique challenges.
The data distribution across edge nodes is typi-
cally non-1ID, which leads to model drift or poor
generalization performance. Furthermore, the
loE devices are computationally constrained, it is
necessary to design lightweight models and effi-
cient communication protocols. Existing FL-based
intrusion detection systems mainly focus on
coarse-grained, binary classifications (e.g., benign
vs. malicious). They offer little insight into the
underlying nature, origin, or impact of detected
anomalies [12].

LANGUAGE MODELS FOR CONTEXTUAL CYBER REASONING

Recent advances in LLMs (e.g., GPT-3, BERT, and
Codex) have demonstrated remarkable capabili-
ties in understanding and generating human-like
text [13]. These models have been increasingly
applied to a range of cybersecurity tasks, includ-
ing malware behavior classification, phishing
detection, threat intelligence summarization, and
vulnerability report generation. Their abilities to
bridge the semantic gap between technical data
and human understanding make them promising
tools for enhancing operator situational aware-
ness. Nonetheless, most current applications of
LLMs in cybersecurity remain offline. They rely
on curated datasets, predefined prompts, and ret-
rospective analysis. Several works have explored
their integration into operational environments
such as loE systems, where alerts are generated
in real-time and need to be contextualized across
devices. Moreover, LLMs are rarely embedded in
closed-loop systems that connect anomaly detec
tion with decision-making, explanation, and policy
feedback.

To bridge these gaps, this article introduces a
federated anomaly detection mechanism tailored
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FIGURE 2. Proposed FL-LLM cybersecurity framework for IoE. (1) Local Data Pro-
cessing and Anomaly Detection: on-device monitoring, feature extraction,
and local model reasoning. (2) System Workflow and Module Interaction:
FL-based collaborative model training, contextual LLM reasoning, and oper-
ator interaction via a natural language interface.

for non-lID energy data, augmented with a seman-
tic reasoning layer that provides human-readable
interpretations of model outputs.

SYSTEM ARCHITECTURE

In this section, we present a hybrid framework
that couples on-device anomaly detection with
coordinated, language-driven analysis to address
the core challenges of cybersecurity in loE envi-
ronments. As illustrated in Fig. 2, the architecture
is organized into two functional layers as follows.

+ Local Data Processing and Anomaly Detec-
tion. Each loE device hosts a lightweight
module for real-time monitoring, feature
extraction, and local model reasoning, thus
enabling rapid, privacy-preserving detection
at the edge.

+ System Workflow and Module Interaction.
The FL engine aggregates model updates
without transmitting raw data. The central
coordination unit synthesizes multi-source
alerts into structured prompts. The LLM-
based reasoning interface delivers contex-
tual explanations and allows operators to
interact with the system in natural language.
This layered design ensures that the system

can detect and respond to both localized anom-

alies (e.g., voltage oscillations in a single inverter)

and distributed, multi-device attack patterns (e.g.,

coordinated protocol scans across substations).

Edge-side intelligence guarantees low-latency

responses, while the centralized reasoning layer

provides a system-wide situational understanding
for informed decision-making.

LOCAL DATA PROCESSING AND ANOMALY DETECTION

Each IoE device (e.g., solar inverters, EV chargers,
wind turbine controllers, or distribution trans-
formers) is equipped with a local data processing
pipeline to enable on-device anomaly detection.

This module consists of four key elements corre-
sponding to the lower-left part of the architecture.
1. Local Logs and Traffic Collector: Contin-

uously records operational telemetry (e.g.,

voltage, frequency, and control commands)

as well as communication traffic (e.g.,

Modbus packet rates, message types, and

anomalies).

2. Feature Extraction: Transforms raw sen-
sor readings and network traces into com-
pact statistical and temporal features, such
as derivatives, entropy values, frequency
distributions, and deviations from learned
baselines.

3. Local Model Reasoning: Applies a light-
weight anomaly detection model (such as
a small CNN or LSTM) to compute anom-
aly scores or flag suspicious patterns in
real-time.

4. Local Model: Stores the current version of
the detection model, which is periodically
updated through the FL process.

The processing is performed entirely on-de-
vice, ensuring that no raw logs or sensor values
are transmitted externally. When anomalies are
detected, the module either triggers a local mit-
igation action or sends model updates to the FL
engine. Thus, this design minimizes bandwidth
usage, preserves privacy, and enables rapid
defense against cyber threats.

SYSTEM WORKFLOW AND MODULE INTERACTION

As shown in Fig. 2, the proposed framework
operates as a closed-loop process involving data
collection, local analysis, collaborative model
training, centralized reasoning, and operator
interaction.

1. Local Logs and Traffic Collector: Each IoE
device continuously collects operational
telemetry and communication traces, form-
ing the raw input for security analysis.

2. Feature Extraction: Local preprocessing con-
verts raw data into compact features, which
are then passed to the detection model.

3. Local Model Reasoning: The on-device
anomaly detection model produces pre-
dictions in real-time. Prediction results can
trigger immediate local responses or be fed
into the FL process.

4. FL Engine: Devices periodically send
encrypted model updates to the central
server, where updates are aggregated into
a global model and redistributed to devices.

5. Data Aggregation and Prompt Construc-
tion: When anomalies from multiple devic-
es are reported, they are aggregated at the
central coordination module. The system
synthesizes these alerts into structured
natural-language prompts with spatial, tem-
poral, and contextual metadata.

6. LLM Reasoning: The prompt is processed by
the LLM, which interprets the events, links
them to historical incidents or known vul-
nerabilities, and generates human-readable
explanations and recommendations.

7. Operations Interface: Operators receive
the LLM output via a natural-language inter-
face, allowing them to act on the insights,
request additional analysis, or feed manual
observations back into the system.

30
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The workflow ensures that detection is fast
and privacy-preserving at the device level, while
high-level interpretation and decision support are
handled centrally. The continuous feedback loop
allows the system to adapt to evolving threats and
maintain situational awareness across the entire
loE networks.

KEY TECHNIQUES FOR FL-LLM CYBERSECURITY
FRAMEWORK

The technical foundation of the proposed frame-
work lies in combining lightweight, collaborative
learning with semanticlevel reasoning. In this sec
tion, we detail the core mechanisms that enable
scalable, privacy-preserving detection at the edge,
as well as intelligent, human-readable interpreta-
tion at the center.

FL-BASED COLLABORATIVE TRAINING

To build global detection intelligence without
compromising device-level privacy, we introduce
the FL-based collaborative training approach.
Each participating edge device maintains a local
copy of the global detection model and trains
it using their operational logs and communica-
tion features [14]. These training sessions are
scheduled periodically or triggered upon anom-
aly detection.

As shown in Fig. 3(a), instead of sending raw
data to the cloud, devices transmit only their
model updates (e.g., gradients) to a central server,
these updates pass through a privacy-preserving
pipeline. Secure aggregation protocols cryp-
tographically mask individual updates, ensuring
that the central server cannot reconstruct indi-
vidual contributions. Differential privacy can
optionally be applied by injecting noise into
updates, further protecting against membership
reasoning or model inversion attacks.

The central aggregator combines updates using
FedAvg, or FedProx when devices exhibit non-11D
data. The updated global model is redistributed
to edge devices, where it becomes the baseline
for the next training round. This iterative process
improves detection accuracy across the system

while preserving data sovereignty and reducing
communication overhead.

LLM-PowERED CONTEXTUAL REASONING AND RESPONSE

Anomaly detection cannot provide sufficient
context for decision-making. To address this, we
propose the LLM-powered contextual reasoning
that serves as a centralized reasoning engine.
When correlated anomalies are detected across
devices, a prompt generation module constructs
natural-language summaries encoding what
occurred, where, when, and with what oper-
ational context [15]. As shown in Fig. 3(b), the
system generates an example query as follows.

“Three smart inverters in a zone have
reported repeated unauthorized Modbus
commands over the last 30 minutes, with
abnormal power oscillations. What is the
likely cause, and what mitigation steps
should be considered?”

The LLM, fine-tuned on industrial cybersecu-

rity reports and loE-specific knowledge, generates
an interpretable response. This may include the
link to known vulnerabilities and mitigation sug-
gestions such as disabling specific ports, updating
firmware, or segmenting network access. Unlike
static logic trees, the LLM can generalize to novel
combinations of events and synthesize informa-
tion from structured and unstructured inputs.
To maintain the reliable operations, the outputs
generated by LLM are scored for confidence and
routed through a sandboxed filter before being
presented to human operators. In high-impact
cases, the system recommends manual verifica-
tion, ensuring that human’s oversight remains in
the loop.

NATURAL LANGUAGE OPERATOR INTERFACE

A key advantage of integrating LLMs is the ability
to support natural-language interaction. Instead of
deciphering log files or alerts, the operators can
ask high-level questions, as shown below.

“Have any similar anomalies occurred in this
region over the past week?”

“Is there a known attack pattern related to
these control packet spikes?”
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FIGURE 3. System components in the proposed framework. a) FL-based collaborative model training with privacy preservation across
edge devices. b) The LLM prompt generation for contextual reasoning and operator interaction.
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FIGURE 5. Threat type distribution over ten days monitoring window, showing
the temporal dynamics of DoS attacks, Modbus violations, and phishing

attempts.

The system responds with concise, con-
text-aware summaries based on live and historical
data. The operators can not only make incident
response but also execute proactive inquiries such
as validating a control strategy or anticipating the
impact of a configuration change. This bridges
the gap between technical output and human
interpretation, empowering even non-specialist
personnel to make informed decisions. There-
fore, the system enhances situational awareness,
reduces response latency, and supports continu-
ous learning through dialogue.

|MPLEMENTATION AND EVALUATION FOR FL-LLM
CYBERSECURITY FRAMEWORK

To evaluate the effectiveness and interpretabil-
ity of the proposed framework for IoE systems,
two targeted experiments are conducted. We
first explore the impact of using an LLM for post-
detection reasoning and operator interaction. The
real-time trends in threat activity is then examined
to demonstrate the system'’s adaptability and con-
textual awareness.

The first experiment investigates how well the
LLM can generate useful and actionable responses

when given different types of anomaly-related
prompts. Here, we define four prompt catego-
ries that commonly appear in operational settings
including alert summaries, root cause analysis, miti-
gation suggestions, and historical comparisons. For
each type, we generate realistic prompts based on
synthetic but plausible multi-device IoE incidents.
These prompts are submitted to an instance of
GPT-3.5, and the generated outputs are evaluated
by two expert reviewers along three criteria: inter-
pretability, actionability, and correctness.

Fig. 4 shows the LLM evaluation scores across
different prompt types, rated on interpretabil-
ity, actionability, and correctness. It can be seen
that the LLM performs well across all prompt
types, particularly excelling in root cause and
mitigation-oriented prompts. Specifically, inter-
pretability scores remain consistently high, while
actionability scores show slight variation depending
on the clarity of context encoded in the prompt.
Correctness scores are likewise stable across cate-
gories, with the highest values for root cause and
mitigation prompts where richer context is pro-
vided, and slightly lower for alert summary and
historical comparison prompts due to fewer explicit
ground-truth cues. These results demonstrate that
when guided by well-structured inputs, LLMs can
assist operators in understanding complex threats
and making informed decisions without requir-
ing deep knowledge of underlying protocols or
models.

In the second experiment, we simulate a
rolling ten days monitoring period across a vir-
tualized IoE networks, and record the number
of alerts for three threat categories: DoS attacks,
Modbus protocol violations, and phishing
attempts. These represent a mix of volumetric,
structural, and social-layer threats commonly
encountered in smart grid environments. Fig.
5 illustrates the temporal distribution of these
alerts using a stacked area chart. The visualiza-
tion reveals distinct behavioral patterns. DoS
alerts occur in sporadic surges, Modbus viola-
tions maintain a steady but elevated presence,
and phishing attempts remain low-frequency but
persistent. This heterogeneous threat landscape
highlights the importance of using time-aware
anomaly detection models at the edge and
contextrich reasoning at the center.

These experiments validate both the low-level
detection and high-level interpretation capabili-
ties of the proposed framework. The results show
that the proposed framework can effectively sur-
face relevant threat information in real-time and
enhance human understanding and operational
readiness.

APPLICATION SCENARIO: INTELLIGENT CYBER
DEFENSE IN SMART GRIDS

Modern smart grids exemplify the growing
intersection between cyber and physical infra-
structure, where the integration of renewable
energy sources, automated control, and real-time
communication brings both operational efficiency
and elevated security risks. To demonstrate how
the proposed framework can be applied in a
real world context, we consider a representative
deployment scenario within a renewable-powered
grid segment.
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Fig. 6 illustrates how our proposed cybersecu- - N
rity framework can be practically deployed on a ( ) ( )
smart grid infrastructure. This scene represents a dO\J)
typical renewable powered grid segment, which
is composed of solar arrays, wind turbines, dis- Federated Anomaly Prompt
tributed controllers, and grid-side converters. Learning Detection Generator
Each of the component is both operationally crit- i
ical and cyber exposed. In specific, edge devices
such as power inverters, smart meters, and sub-
station controllers run local anomaly detection
models that are trained via FL. This allows models Threat > LLM
to improve collaboratively without sharing raw Detection

sensor or log data preserving. Once local models
detect suspicious patterns (e.g., unexpected pro-
tocol usage or abnormal power oscillations), these
events are flagged by the anomaly detection mod-
ule. Events from multiple sources are then fed into
a central prompt generator that aggregates and
summarizes alerts into structured natural-language
prompts. These prompts are submitted to a fine-
tuned LLM.

The LLM interprets the situation in context
through linking the current anomaly to histori-
cal threats, known vulnerabilities, or situational
trends and returns human readable insights
and suggested countermeasures. This output
is routed to grid operators or automatic policy
engines for response. Through this design, the
proposed framework enables a continuous loop
of privacy-preserving local learning, centralized
semantic interpretation, and operational feedback.

CONCLUSION AND FUTURE DIRECTIONS

In this article, we have presented a hybrid frame-
work that combines FL and LLMs to enable
distributed anomaly detection and contextual
cyber reasoning across the IoE landscape. We
have introduced the edge-side intelligence to
detect threats in real-time while preserving data
privacy, in which FL enables collaborative training
across heterogeneous devices to improve detec
tion accuracy in the presence of non-lID data.
The integration of LLMs enhances the framework
by translating low-level alerts into actionable,
human-readable insights. Moreover, by support-
ing natural language interaction, the system helps
operators understand and respond to emerging
threats with low latency and confidence. Finally,
we discuss several future research directions as
follows.

Adaptive FL Orchestration With LLM-Guided
Client Selection: The dynamic FL coordination
mechanism is significant where LLMs can be used
to analyze network metadata, threat intelligence
reports, and device behavioral patterns to intelli-
gently select trustworthy clients for participation,
and optimize secure model aggregation strategies.
Future research can be focused on enhancing
resilience against poisoning attacks and improv-
ing model convergence in heterogeneous loE
environments.

LLM-Enhanced Real-Time Threat Interpreta-
tion: It is important to develop LLM modules that
process diverse, encrypted FL local updates along-
side network-level 1oE data streams to generate
human-readable, context-rich interpretations of
potential security anomalies. Future direction can
be focused on correlating subtle patterns across
decentralized data sources to identify novel multi-
stage attacks (e.g., false data injection combined

L q
Renewab e

R
L :

FIGURE 6. Deployment of the proposed cybersecurity framework in smart grid
setting. FL enables distributed local detection, while LLM-powered reason-

ing provides high-level understanding.

with device compromise) and provide actionable
mitigation recommendations.

Lightweight Privacy-Preserving LLM Reason-
ing: The resource-efficient techniques (e.g., model
distillation, quantization, selective activation)
is critical to deploy specialized, compact LLMs
directly on loE edge devices. Future research can
be focused on validating model updates of LLMs
using differential privacy, detecting local data drift
indicative of attacks, and generating concise secu-
rity summaries for the central FL coordinator.
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