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Abstract

Purpose — Circular construction promotes the reuse of building components, yet a key challenge is to reliably
link long-term information with physical products. This study aims to investigate how to implement a
decentralized identifier system linking physical products to their digital data, and the design requirements
necessary to evaluate these systems within circular construction.

Design/methodology/approach — A pragmatist sequential multi-methods approach is applied, integrating
technical prototyping, performance evaluation, and stakeholder validation. This study explores different
identifiers (decentralized identifiers (DIDs) and tokens) and data carriers (QR codes and NFC chips). A mobile
application prototype is developed and tested for operational efficiency, cost-effectiveness, and usability.

Findings — QR codes outperform NFC chips in ease of use and efficiency, while DIDs offer higher interoperability
compared to token-based identifiers. Blockchain technologies ensure long-term data integrity but introduce cost and
complexity trade-offs. Stakeholder feedback highlights the importance of accessibility, user interface clarity, and
legacy system interoperability for successful adoption.

Research limitations/implications — This study is exploratory, with validation conducted in controlled Construction Innovation
environments rather than active deconstruction sites. Future work should test long-term performance in real- © Emerald Publishing Limicd
world reuse scenarios. Nonetheless, the findings have broad implications for research, practice, and society by DOI 10.1108/CI-02-2025-0074
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CI guiding the development of robust traceability systems that enhance building component reuse and tracking
for construction practices.
Originality/value — This research contributes to circular construction by systematically evaluating
decentralized and physically backed identifiers for tracking building components. It provides empirical
insights into various technological configurations and establishes a foundational design framework for digital
product passports in circular supply chains.

Keywords Circular economy, Circular supply chain, Design science, Blockchain, Tokenization,
Decentralized identifier

Paper type Research paper

1. Introduction

Circular construction emphasizes the reuse and repurposing of construction materials and
building components through multiple uses or life cycles, thus reducing waste and increasing
material efficiency. This is increasingly important for practitioners and researchers as
30-40% of total waste worldwide is construction and demolition waste and environmental
concerns are rising as resources become more scarce (Lépez Ruiz et al., 2020). Reuse
keeps materials at highest utility and value, preserves embodied carbon and prevents
emissions from new production (Heisel and Hebel, 2022). However, one of the critical
challenges hindering these efforts is a lack of reliable long-term information on the
original attributes and life-cycle information on the products (Wijewickrama et al.,
2021). This problem is exacerbated by the long life cycles of buildings, the distributed
stakeholders and the decentralized information ecosystem found in the architecture,
engineering, construction, owner, and operator (AECOO) industry.

The industry is increasingly focused on how to connect digital information to physical
products across one or several use cycles (Anumba et al., 2021). Often, construction
documentation becomes lost after project handover and is not updated during operations and
maintenance or renovations. Similarly, as efforts on reusing building components increase,
the information transfer between owners and project stakeholders is often disrupted. The link
between building products and digitized information is regularly broken. The increase of
research on reality capture for the built environment and the rise of end-of-life building
audits indicate the lack of available information on the built environment (Byers et al.,
2024b). These problems beg the question of how to design a resilient, permanent and
accessible link between entities in the physical world and their digital representations.

Supply chain track and trace (T&T) problems often suggest blockchain as a solution
(Wang et al., 2020; Li et al., 2021). The primary features of blockchain technologies
addressing these issues are related to its robustness through the immutability,
decentralization and transparency of the distributed ledger technology. Indeed, there are
several use cases across industries that have been successfully deployed (Kayikci et al.,
2022). Nevertheless, there are still ambiguities around the optimum architecture of a T&T
system as a blockchain is not functionally the same as traditional database systems and
storing large amounts of data is often inefficient and expensive (Hunhevicz et al., 2022). If a
blockchain system is to be used to store building product information throughout time
(i.e. life cycles) and space (i.e. projects and stakeholders) a simple yet robust solution needs
to be developed.

Some solutions use a private and permissioned blockchain solution, which inhibits future
unknown users of the data from participating in the information ecosystem (Kifokeris and
Koch, 2022). Other solutions may store all data on a blockchain despite its inefficiency
(Sheng et al., 2020), several proposed solutions do not even mention the storage architecture

Downloaded from http://www.emerald.com/ci/article-pdf/doi/10.1108/Cl-02-2025-0074/10964593/ci-02-2025-0074en.pdf by Delft University of Technology user on 13 February 2026



(Chiacchio et al., 2022) or keep the information only within an NFC chip (Shibano et al., Construction
2022), and many will only store a URI on a standard distributed file system like Innovation
InterPlanetary File System without managing the change of information over time (Tao et al.,
2021). In summary, not enough research examines the connection between the data store and
the physical product in the unique AECOO context.

An under-researched key aspect of robust connections are the identifiers that link the
physical product to the information store. The importance of this is evident when looking at
open standards such as GS1, which provide such identifiers as a core service (GS1, 2021). As
shown in Section 2, blockchain has the potential to help build more robust decentralized
identifier systems for AECOO. Therefore, this paper narrows the focus to two unique
decentralized product identification systems (blockchain tokens and decentralized identifiers
(DIDs)) to bridge the physical components to the digital information for tracking a phygital
asset in circular construction. This is important for manufacturers and asset owners to ensure
long-term and distributed access to product information to increase their circularity and
market value in the future. European Union (2024) stipulates that used construction products
will be subject to the same DPP rules as new products, thereby strengthening the significance
of this study in a European context.

1.1 Research questions and scope

Current research addresses only specific aspects of T&T in circular construction, neglecting the
broad spectrum of design possibilities and the decision-making processes necessary for
evaluating design alternatives. These design considerations are influenced by the stakeholder,
application and stage in the product life cycle. Moreover, the evaluation criteria are often
restricted and not explicitly defined, typically focusing on the computational performance of the
prototype or stakeholder perceptions of its usefulness. A more comprehensive understanding of
how to effectively connect a product to its relevant data is required, necessitating the extraction
of a general design pattern.

A robust and well-functioning T&T approach is key to circularity in the built environment,
enabling a unique product history to inform future reuse of the product (Honic et al., 2024).
Section 2 builds an argument for why a decentralized technology stack architecture would be
useful in the context of circularity and have reviewed existing approaches. This paper
introduces a conceptual model of T&T technology stack used to guide design decisions that
include the hardware, identifier, software, user interface and data storage (Figure 1).

In addition, a key aspect of a robust T&T technology stack is the unique identifier for
building components that allow external information to be associated with the products while
reducing reliance on third-party services for hosting or providing access over time. If
information is retained on the components, it can enable new future uses and thus add value
to the products, rather than being indiscriminately destroyed and wasted.

Product Data Carrier User Interface Identifier Data Storage

Figure 1. Proposed track and trace technology stack connecting the physical construction product to its
digital representation
Source: Created by the authors
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CI Therefore, the scope of this work is primarily on the throughline between the data carrier,
user interface and identifier. This is framed as the connection between unique construction
components and a digital data store before a building is deconstructed. A specific focus is on
decentralized identifiers in the context of blockchain-based T&T solutions in the built
environment, in particular the promise of tokens and DIDs (see subsections 2.2 and 2.4).
Testing the physical interface between the data carrier and the product is excluded from the
scope of this work. The ideal data storage is also not examined as the chosen store meets the
set functional requirements. Additionally, this work does not focus on bulk construction
materials or building identification, but on discretized components and products in the built
environment.

In short, although there are suggestions for and limited examples of using decentralized
technologies for product tracking in circular economies, there is no formal exploration into
how this should be done. Nor is there a comparison of identifiers between data carriers for
circular construction supply chains. Therefore, this research aims to address the following
two research questions to produce design knowledge in this domain:

RQI1. How to implement a decentralized identifier system to connect physical products
to their digital data store?

RQ2. What design requirements should be used to assess this system in the context of
circular construction?

2. Background

T&T plays an important role in enabling circular economies within AECOO by tracing
material flows and linking physical products with their associated digital data. In this
context, passports serve as structured, digital data sets that describe key attributes of
materials and building components. Material passports (MPs) typically focus on
information specific to the built environment by detailing material properties, quantities
and the potential for reuse or recovery at material, component or building scales (Honic
etal., 2019a, 2024). In contrast, digital product passports (DPPs) adopt a more expansive,
cross-sectoral approach; they provide comprehensive product-related information
including the origin, durability, composition, repair, reuse and end-of-life handling,
underpinned by regulatory frameworks such as the European Union Circular Economy
Action Plan (Honic et al., 2024). This work focuses on construction products, that is
defined in the European Union as any formed item, formless item or kit for incorporation
into construction works (European Union, 2024).

However, there is a lack of standardization across regions in the definition of these terms,
their applicability and their digital and physical infrastructure. Technical requirements
proposed for digital product passports include interoperability, availability and timeliness
and portability of unique product identifiers (Neligan et al., 2023). Previous work suggests
an asset administrative shell for digital product passports to include the identification,
description and characteristics and environmentally relevant information (Neligan et al.,
2023). Nevertheless, the traceability of products helps facilitate the repurposing, reuse and
closing the loop of components (Morseletto, 2020; Liu et al., 2022).

In this section, the background and application of T&T in other industries are provided in
subsection 2.1. Next, more specific existing research of blockchain for T&T within AECOO is
reviewed (see subsection 2.2). Then the motivation and potential of blockchain for a circular
economy are reviewed (see subsection 2.3). This is followed by a review of the identifier
problem (see subsection 2.4) that support the scope of this paper from subsection 1.1.
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2.1 Track and trace origins Construction
The origin of track and trace is decades old and has roots in the supply chain and logistics Innovation
fields. Kelepouris et al. (2006) reported on T&T requirements in the aerospace industry and
defined tracking as the ability to determine the current state of an asset (the present to the
future) and tracing as the ability to determine previous states (the past to the present).
Similarly, van Dorp (2002) provides a review of definitions of T&T that largely relate to
understanding product history along its supply chain from cradle to grave.

Emphasis is given by van Dorp (2002) that along the product and material flow, the item
coding, information architecture and planning must also be bi-directional. Kelepouris et al.
(2006) also state that an effective ID solution is critical within the aerospace industry. van
Dorp (2002) describes unique product identification as what is assigned to products that have
been subjected to unique processing conditions. Work in the aerospace industry proposes a
set of user requirements and system requirements to be considered for T&T (Kelepouris
et al., 2006). User requirements could include information on item identification, document
and asset tracking, in- formation system updates, part maintenance history, operations
efficiency and automatic certificate generation. The three proposed metrics used to judge
these requirements are accuracy, completeness and timeliness. In a model of requirements
for textiles and clothing, Alves et al. (2022) proposes six functionalities: create, read,
communicate, aggregate, consult/trace and analyze.

There is a strong body of literature reviewing blockchain applications for T&T and supply
chains, but much of this work focuses on industries outside of the AECOO context, such as
agriculture, pharmaceutical, automobile, aerospace and textiles (Sunny et al., 2020; Alves
et al., 2022; Kelepouris et al., 2006). These applications focus on using blockchain to reduce
counterfeits, remove false information and keep products within specification (Sunny et al.,
2020). An example from pharmaceutical supply chains explores the use of non-fungible
tokens (NFTs) for T&T because NFTs have properties of authenticity, ownership, uniqueness
and interoperability (Chiacchio et al., 2022).

2.2 Blockchain for track and trace in AECOO

Increasingly, researchers are examining how blockchain technologies can address AECOO
challenges. For instance, some frameworks demonstrate improved logistical performance in
construction through blockchain-based data management (Wang et al., 2020). However,
these studies often use identifier systems limited to internal applications and lack
interoperability. Similarly, Brandin and Abrishami (2021) propose another framework for
integrating building information modeling, Internet of Things (IoT) and blockchain, where
the blockchain records metadata, final agreement transactions and handover information.
There was no discussion on the architecture of the storage and the RFID identifier was added
as another field into the Building Information Model (BIM) as metadata.

A blockchain prototype for construction logistics was tested with Swedish stakeholders
(Kifokeris and Koch, 2022). The problem space defined in their context included
unconnected accounting between suppliers and contractors, the contractor’s internalized
logistics planning (thus facilitating a lack of interoperability) and an unclear role of the
transporters. The prototypes were tested on-site and feedback on the design included:

no data tampering, a good streamlined platform;

a somewhat higher degree of trust;

the difficulty of adoption due to technical upskilling;

adding a notification function; and

accommodating additional roles in the supply-chain (Kifokeris and Koch, 2022).
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CI Researchers Shibano et al. (2022) use a combination of NFC chips and zero knowledge
proofs (ZKPs) on Ethereum for an Android application prototype for wood traceability.
ZKPs are used for the historical state of the products, and the consumer verifies the original
data from the prover on the NFC chip. This approach is unique in its application of ZKPs, but
not positioned among existing artifacts, not defined in a discrete problem and solution space,
nor confirmed by practitioners.

van Groesen and Pauwels (2022) develop, test and validate a QR code and blockchain
prototype for tracking prefabricated assets through a controlled simulation. Functional
requirements include data transfer between the blockchain, an immutable log on chain, smart
contracts to compare asset states and contract requirements and stakeholder payments (van
Groesen and Pauwels, 2022). This work was thorough in design, implementation and
analysis, but focuses on asset tracking and payment transfers through the supply chain, not
on product identification and information access.

The applied problem space varies from ensuring tamper-proof tracking to performing
automated transaction payments in supply chains to focusing on cross-jurisdictional waste
management. Wang et al. (2021) state one of the design principles for a blockchain-enabled
supply chain should include sharing product data on the blockchain to establish transparency
and tracking. The solution space varies from using ZKPs and NFTs for waste passports to
tokens for authentication and payments.

Overall, there are several existing prototypes for how blockchain can be used for T&T
solutions in a supply chain, but there are limitations in the research. Specifically, little work
was found on the problems with the identifier bridging between the digital and physical
environments. This problem is important both within and beyond the scope of circularity and
is one of the key aspects of facilitating the T&T of physical goods. The best blockchain
solution to store information long-term does not work if the connection to the physical
component breaks.

2.3 Blockchain for circular economy

Traditional data storage systems (e.g. corporate servers or cloud services) risk the long-term
accessibility of critical information when support is withdrawn, a challenge for existing
collaborative software in AECOO (Tao et al., 2021). In addition, when considering longer
time scales, most data storage happens via magnetic storage systems, which are prone to
decay over time. Often service providers will duplicate the information for redundancy, but
this is computationally and environmentally inefficient and also does not alleviate the
problem of long-term data access.

Decentralized technologies are promising for transparency and traceability in circular
supply chains (Brandin and Abrishami, 2021; Rejeb et al., 2023). Blockchain, one possible
decentralized technology, establishes confidence in the transactional exchange between
parties over the internet through transparent rules in a distributed network of computers
(De Filippi et al., 2020). The main opportunity of blockchain for T&T lies in recording and
handling the transactional relationships of supply chains. The properties of a blockchain are
tamper-proof and ensure transparent transactions. To what extent these properties are
enforced depends on the chosen blockchain type (Hunhevicz and Hall, 2020). If a public
blockchain is chosen, the decentralized (no single party has control) and distributed (multiple
storage locations holding a copy) nature of the technology stack can ensure data availability
independent from single providers.

Specific work on circular economy applications includes research from Gligoric et al.
(2019) on developing a SmartTag from printed sensors, GS1 barcode standards and data
matrices. Traceability information can be stored with different approaches, via centralized
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databases (good for internal data), documents transmitted between partners or on the Construction
physical element itself via RFID or barcode (Kelepouris et al., 2006). Blockchain tokens and Innovation
IoT have previously been proposed for circular supply chains for both food (Kim et al.,
2018) and textiles (Alves et al., 2022). GS1 identification standards GS1 (2021) are
suggested to be adopted and stored on the Ethereum chain for the product.

Centobelli et al. (2022) propose a “Triple Retry” for integrating the strengths of
blockchain (trust, traceability and transparency) with circular supply chain processes
(recycle, redistribute and remanufacture) by providing a platform framework and proof of
concept with Hyperledger Fabric. They collected data from industry interviews, operations
shadowing and a validation workshop, though it is unclear how the identification system
worked with specific waste items (Centobelli et al., 2022).

Previous work examined the integration of issuing NFTs per topological component of a
building from the design software, which may induce operations on material ownership,
trading and material passport generation (Dounas et al., 2021). Researchers from the
University of Hong Kong have produced an artifact through design science research for a
blockchain-based construction waste material passport for cross-jurisdictional trading
(Luetal., 2023; Wu et al., 2023). The problem space resulting from their research interviews
included issues with user-friendly tools, lack of cross-jurisdictional platforms and challenges
with information opacity and duplicity (Wu et al., 2023). The prototypes were tested through
a simulation environment and the system was evaluated using the following criteria:
information completeness, collision resistance, information transparency (timeliness and
readability), latency and accuracy of immutability damage detection (Wu et al., 2023).

Work from Hunhevicz et al. (2023) proposes a Web3-based access protocol for building
material passports. In their prototype, the material passport data is stored in decentralized
storage and access is granted by issuing tokens to permitted users through a decentralized
application and connecting to a wallet. The architecture is proposed and prototypes are
developed but the application is not situated in a defined problem space or solution space, nor
are evaluation criteria proposed. Similarly, Incorvaja et al. (2022) develop a blockchain
application prototype for building product tracking with multiple stakeholders. Emphasis is
given to the unique identification of products, and all related material passport data is chosen
to be stored on-chain. Evaluation criteria primarily consist of transaction costs and the
prototype is not verified with practitioners.

There is a clear precedent and interest within academia in using blockchain and decentralized
technologies for addressing T&T within a circular economy context. Yet, there are limited
prototypes, and they often have a narrow focus on the solution. As some previous work focuses
on parts of the solution stack, there is no research on the problem of unifying and using the
identifier as a bridge between the varying digital and physical environments.

2.4 Identifier problem

Kelepouris et al. (2006) state “it is critical to assign a unique tracking identity to each item
that needs to be tracked and traced for the aerospace industry.” Typical unique identifier
systems face specific challenges such as centralized management and control, privacy
concerns, limited semantic context and interoperability challenges (Sporny et al., 2022). Yet,
for the future of a digital circular economy, a universal and robust identifier solution is
critical (Neligan et al., 2023). Therefore, two identifier technologies with promise are
blockchain tokens and decentralized identifiers (DIDs). An emerging field in identity
management is the exploration of DIDs and verifiable credentials (VCs) for decentralized
and self-sovereign identity. A DID and VC are essential components of operational
decentralized identity. Similarly to a unique identifier (UID), a DID is a unique identifier that
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CI also enables the verification of a DID subject (e.g., a human, company or thing)
independently of centralized registers or authorities, and can be created by the DID subject
(Soltani et al., 2021; Sporny et al., 2022). DIDs associate a DID subject with a related DID
document, which contains data that describe the DID subject. A DID document represented
in a machine-readable JSON format, contains public keys, metadata, cryptographic
mechanisms used for verification and service endpoints for authentication or authorization of
the DID subject (Sporny et al., 2022). To guarantee tamper resistance, a claim is wrapped in a
VC container, which provides cryptographic proof of a claim (e.g., a digital signature),
enabling verifiers to check its correctness (Sporny et al., 2024). A ZKP is typically used to
disclose only a selected part of a claim, which is known as selective disclosure.

Some features of decentralized identity that are beneficial for human identification, may
not prove advantageous in a system where data privacy is of little concern. Nevertheless, it
also provides an opportunity to shift the reliance on centralized infrastructure, avoid vendor
lock-in and overcome fragmented data silos that tend to obstruct the connectivity necessary
in circular construction (Wijewickrama et al., 2021). Ensuring the data is neutral (i.e. does
not belong to a service provider), decentralized and accessible despite the deprecation of the
services that typically store the data is important for applications in AECOO.

Although these were initially applied to human actors (Pinto et al., 2022), there is increasing
application to IoT devices (Ngo et al., 2023; Fedrecheski et al., 2020) and supply chain and
assets management (Taleka et al., 2023). In the IoT domain, the use of DIDs and VCs is
suggested to mitigate single points of failure, provide owner-centric data management and ensure
interoperability by following standardized and open approaches (Fedrecheski et al., 2020). The
application of DIDs and VCs for supply chain and asset management is largely unexplored, with
limited works considering their use. However, DIDs and VCs can provide greater trust between
stakeholders (Taleka et al., 2023), enable information and services discoverability (Zhao et al.,
2023) and facilitate supply chain transparency (Sghaier Omar and Basir, 2020).

To ensure the provenance of supply chain information, the consistent identity of the
tracked items is important (Wang et al., 2021). This is further contextualized in construction
applications with the proposal of Smart Construction Objects from Niu et al. (2016) that state
the underlying properties for smart objects require a unique identity that is made available to
other objects or systems. In a case study research of a smart prefabricated facade, an ifcXML
file possesses an Ifcldentifier, which consists of an Applicationldentifier labeled
“SmartCarServer001,” presumably lacking universality or unique interoperability with other
systems (Niu et al., 2016). The importance of the identifier is implied, but not designed or
discussed in an extension of the work into smart construction objects as blockchain oracles,
which use unique ToT devices to track and record data onto a shared blockchain (Lu et al.,
2021). The research reviewed for this work showcases that the identifier between the
physical product and digital information systems in circular construction supply chains is an
understated problem concerning blockchain and T&T for AECOO.

2.5 Methodological gaps in existing research

Despite the numerous calls and several studies on T&T and blockchain for product and
material passports, several gaps remain. Primarily, most prototypes are limited to small-scale
demonstrations or designed only for certain products (Shibano et al., 2022; Kifokeris and
Koch, 2022). Designing solutions that comply with emerging legal frameworks like the EU
proposals is rarely addressed (Honic et al., 2024). Studies often overlook interoperability and
data format challenges (Brandin and Abrishami, 2021; Gotz et al., 2020). Few prototypes
demonstrate an ability to update product information across the life cycle (Brandin and
Abrishami, 2021; van Groesen and Pauwels, 2022). Prototypes developed rarely collect user
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feedback (Lu et al., 2021), and, finally, data carrier integration with building products is Construction
often ignored (Cocco et al., 2022). These gaps highlight the potential contribution of a Innovation
decentralized, interoperable and persistent product passport solution that bridges the physical

to digital connection.

3. Research methodology

The work aims to produce design knowledge through an instantiation of a decentralized T&T
prototype connecting physical and digital components. This work adopts a pragmatist
paradigm and uses qualitative, exploratory methods (Fellows and Liu, 2022). Given the
nascent nature of this work, this research is exploratory and broadly uses qualitative
methods. Specifically, this paper adopts a sequential multi-method research methodology
consisting of the development of an artifact, performance comparisons and validation
through surveys, resulting in future design criteria (Figure 2).

3.1 Problem space definition

The set of methods used follows a design science research (DSR) approach using
inductive reasoning for the conclusions. DSR consists of three pillars: the problem space,
solution space and evaluation (Vom Brocke et al., 2020). The problem space for the
artifact design was positioned as a building at the end of use, where the components
needed to be tagged before deconstruction. The datasheets of the building components are
available as a set of documents but are not linked to the individual components, which is
particularly important as the building becomes disassembled. The scenario was described
to those evaluating the prototypes. For DSR evaluation, this follows an artificial ex post
method by using a role-playing simulation and lab experiment (Venable et al., 2012).

3.2 Artifact development and evaluation

The first research question on how to implement a decentralized identifier system is
addressed by reviewing existing research on other similar prototypes exploring product
passports, track and trace and blockchain provenance. The artifacts are grounded and
aligned with the few existing design artifacts works in this space (Elghaish et al., 2023;
Wau et al., 2023). The technical prototyping through artifact design and development was
then performed. In this work, several variations of the artifacts were developed based on
data carriers and identifiers, which allows for simultaneous and comparative evaluation.
Next, a performance comparison of the speed and costs (in ETH and USD) of actions
was conducted for each variation. To address the second research question, the system
design requirements are partially derived from previous work (Byers et al., 2024a).
These requirements are further supplemented with other design requirements for similar
systems in research and then validated with feedback gathered from both researchers and
practitioners.

Problem Space Definition Artifact Development

Performance Evaluation Stakeholder Validation Synthesis of
(Cost/Speed Analysis) (Surveys & Demonstrations) Design Requirements

Figure 2. Research design of the multi-method approach
Source: Created by the authors
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CI 3.3 Artifact validation

Due to hardware requirements, the validation for the prototype variations were through
recorded videos for remote practitioners and direct testing for local users. The participants
were a combination of researchers and practitioners who work in the fields of digitalization
and circular construction. The objective was to target US and European practitioners who
work in circular construction domains. The validation approach was constrained because the
artifact explores the hardware component (i.e. NFC chips and QR codes) and was not tested
in an active deconstruction and reuse state. Nevertheless, through critical review by the
stakeholders, observations and analyses still contribute to design knowledge.

4. Results

The total set of findings includes the developed design requirements for the prototype, the
development process and the responses from users on the applicability of the artifact and
future design iterations.

4.1 Artifact design dimensions

Results reported in a survey from previous work demonstrate the relative importance of
various views on data in construction (Byers et al., 2024a). The responses with the
percentage of respondents who stated it was very or extremely important include data
persistence and storage over building life cycles (100%), updating and adding data (90%),
trust and data authenticity (83%), data interoperability (80%), data access between
stakeholders (77%) and costs (73%) (Byers et al., 2024a). These criteria were used to guide
the prototyping of the artifacts.

The design requirements for the solution space were developed from three locations:
literature, similar DSR projects and general requirements for the T&T Stack (Figure 1).
Additional criteria for the artifact were derived from data reported from the survey in
supplement to typical operations of create, read, update and destroy. Nonfunctional criteria
used for the decentralization aspect of the prototypes included accessibility via a common
device, data availability for 100 years (studies on building lifespans range from 50 to
100 years (Omrany et al., 2020)), use of common data formats and the integration of data
carriers (Table 1).

The T&T Stack necessitates several design decisions, which resulted in different
iterations of the artifact. The research aims to explore the role of the identifier and data carrier
in the stack specifically so the other modules may be swapped to meet the minimum criteria.
The decisions for each part of the stack are discussed below and shown in Figures 3 and 4.

4.1.1 Data carrier. The data carrier is a critical part of the connection to the physical
world. Similar technologies could be used such as automatic identification and data capture

Table 1. Functional and nonfunctional criteria

Functional criteria Nonfunctional criteria

1. Allow users to create passports 1. Accessibility via common device

2. Allow users to read passports and modification history 2. System and data availability for 100 years
3. Allow passport owners to update their passports 3. Use of common data formats

4. Allow passport owners to destroy their passports 4. Integration of data carriers

Source(s): Created by the authors
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devices and IoT devices (e.g., RFID). Yet, these technologies face challenges with longevity
and integrity, especially if additional power is needed for operation. Additional work
conducts a quantitative analysis of the performance between QR codes, NFC chips and
traditional direct product marking for simple circular construction supply chain tasks
(Byers et al., 2025). The results showed a statistically significant increase in efficiency and
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CI user-friendliness for QR codes and NFC chips over direct product marking; therefore, these
are the two data carriers chosen for the artifact development.

Additionally, a prototype was developed in part for a custom hardware-locked NFC chip
(HaLo) developed by Arx Research (Arx Research, 2023). The developers discuss the
problem with using traditional NFC chips for the secure and permanent identification of an
asset, namely, that NFC chips often use easily duplicated unique identifiers or use symmetric
key cryptography (Arx Research, 2023). The challenge with symmetric keys is that the key
could be leaked through hacking or bugs and also rely on a centralized API for the
authentication (Simmons, 1979). Similar to transaction signatures from hardware wallets,
the HaLo chip uses asymmetric cryptography to produce message signatures, enabling
unique and secure on-chain authentication. Assuming the preserved physical integrity of the
chip and the application to read it, this also helps facilitate the long-term provenance of the
identifier.

4.1.2 User interface. The user interface was developed as a native mobile application.
Mobile devices were preferred due to their commonly built-in NFC technology and cameras
to read QR codes, which are essential to connect to data carriers. A native application was
chosen over a browser-based solution to facilitate wallet connections and interactions with
NFC and camera interfaces. The application was built using React Native and tested on iOS
devices through TestFlight. The user interface can be seen in Figure 5.

For guidance on designing the UI, van Welie et al. (2001) discuss design patterns by
referencing the work in A Pattern Language from Alexander et al. (1977) who extracted
design patterns from the built environment. van Welie et al. (2001) state that a UI should be
positioned within a problem, provide a solution and have a context, similar to the pillars of
design knowledge proposed by Vom Brocke et al. (2020). The designed artifact focused on
the simplest possible interface that directs the user at each step without superfluous

functionality.
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Figure 5. Selected screenshots from the PermaPass Artifact
Source: Created by the authors
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4.1.3 Identifier. Conventional identification systems face challenges in centralization, Construction
limited semantic context and poor interoperability. To overcome these issues in the Innovation
circular construction context, DIDs and blockchain-based tokens were examined. These
mechanisms offer unique, immutable and verifiable links between physical products
and their digital records, enabling self-sovereign control without reliance on central
authorities.

The Ethereum ecosystem was chosen as the blockchain to store and manage the
identifiers due to its support for the Solidity programming language, which simplifies
custom smart contract coding. It offers various utility libraries and smart contract
standards for NFTs and DIDs, including a DID method specification, which accelerates
prototype development.

For the token prototype connected to the QR code, the traditional ERC-721 standard for
NFTs was used. A novel Ethereum token standard, ERC-5791: Physical Backed Tokens
(PBT), was used with NFC chips (2pmflow et al., 2022). This standard extends ERC-721 by
connecting an NFT to an NFC chip with self-certifying capabilities. Interactions with PBTs
require prior verification of the chip’s authenticity (i.e. a message signature). This allows the
chip to perform self-attestations through an asymmetric public-private key pair.
Consequently, the need for central servers to mediate between the chip and the reader in
traditional NFC chips is removed.

DIDs were also chosen as a relatively new identifier mechanism that does not depend on
any central authority for identity verification. Decentralization refers to creating, controlling
and managing identities, rather than storage of identity data. Therefore, DIDs are recorded on
a verifiable data registry that can be a blockchain or alternative service. The developed
prototypes used DIDs hosted on Ethereum using the did:ethr method specification and
Veramo’s resolver library for resolving DIDs into a DID document.

4.1.4 Data storage. Several different data storage applications can be used, including
centralized databases or cloud servers. Alternative decentralized data stores can be found
in (IoTeX Research). To fit the long-term data availability requirement in Table 1,
Arweave was selected for data storage because it is a decentralized storage network
offering permanent data storage, unlike IPFS or Ceramic. By paying a one-time upfront
fee, which contributes to an endowment for indefinite storage costs, Arweave guarantees
data storage for at least 200 years.

4.2 Artifact implementation and comparison

The final artifact is a mobile native application called PermaPass (Figure 5), which allows for
four combinations of the T&T Stack, and smart contracts for managing NFTs, PBTs and
DIDs. The app was tested on iOS and the smart contracts were deployed to the Sepolia
testnet to simulate the Ethereum mainnet environment. The source code can be found on
github (https://github.com/pemmenegger/permapass). The mobile application permits ease
of distribution and interaction albeit limits portability. This work explores a larger solution
space in its design exploration of two data carriers and two identifiers. This approach allows
for the evaluation of artifacts in parallel.

4.2.1 Technical implementation. The PermaPass app serves as the user interface,
orchestrating the prototype’s user-initiated functionalities (Figure 3). It uses
WalletConnect’s software development kit to enable connections with any common
wallet app, with MetaMask used for the demonstration. A wallet connection is required
to cover gas fees when executing state-changing blockchain transactions (i.e. creating,
updating and destroying passports).
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CI Every identifier is stored and managed by a specific smart contract:
NFTRegistry contract for NFTs, implementing the ERC-721 standard.
PBTRegistry contract for PBTs, implementing the ERC-5791 standard.
DIDRegistry contract for DIDs, based on Veramo’s DID registry contract for Ethereum.

Each smart contract manages URIs that point to the passport data stored externally on Arweave.
An example URI is ar://CUtrvwfXjjuoePjkpgSDA1C-4KP1QpMxmusXUvNnmXA, which
consists of the Arweave URI scheme (ar://) and the Arweave transaction ID
(CUtrvwfXjjuoePjkpgSDA1C- 4KP1QpMxmusXUvNnmXA). Listing 1 shows an example of
passport data that can be retrieved by fetching the URI. This can be done using the
official Arweave gateway via the URL https://arweave.net/CUtrvwfXjjuoePjkpgSDA1C-
4KP1QpMxmusX UvNnmXA. Using URISs instead of URLSs allows the user interface to select its
preferred Arweave gateway or easily switch gateways in the future if a particular gateway
becomes unavailable. To track passport data modifications, the contracts manage both current and
past URIs. For NFTs and PBTS, the tokens contain the current URI, while past URIs are retrieved
using blockchain events. For a DID, each URI is sequentially added to the service type
“ProductPassport” within the DID document:

{

“name” : “EcoView 5000”,

“condition” :“Excellent”,

“width”:“1200 mm”,

“height” :“1500 mm”,

“thickness” :“50 mm”,

“materials” :“70% glass, 20% aluminium, 10% rubber”,

“carbon Footprint”: %8 kg eC02”,

}

Listing 1: Example of Passport Data

To connect an identifier with a data carrier, passport metadata is used, as depicted in
Listing 2. This metadata includes the identifier formatting (NFT, PBT or DID) and the globally
unique location data of the identifier. The location data consists of the chainld, representing the
Ethereum Virtual Machine-based chain ID (e.g., 11155111 for Sepolia), the address of the
deployed identifier smart contract on this blockchain and a locally unique ID for the identifier
within the contract. For NFTs and PBTs, this ID is communicated by the tokenld, while for
DIDs, a DID key with the DID as its value serves this function. The PermaPass app composes
passport metadata, which is also uploaded to Arweave. Due to the limited memory capacity of
data carriers, storing passport data directly on them is impractical. In- stead, only the Arweave
URI pointing to the passport metadata is encoded as a QR code. For security reasons related to
self-certification, the memory of Hal.o NFC chips is immutable. Therefore, the retrievable chip
address is linked to the passport metadata URI on-chain. For this purpose, an additional smart
contract was developed and deployed on Sepolia.
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{ Construction
“type” : spfte; Innovation
“chain ID”:11155111;

“address” : “"0xebf4455180945bc730363fa0lcb39a4a54666439";

“token ID”:3;

}

Listing 2: Example of Passport Metadata

4.2.2 Prototype workflow. Figure 3 summarizes the workflow of passport creation. More
detailed sequence diagrams for this process can be found in the Appendices (Figures A2, A3,
A4). The process begins with users opening the PermaPass app (1), connecting to their wallet
app (2) and uploading a JSON file of their passport data. The PermaPass app uploads this
JSON file to Arweave, which responds with a transaction ID (3). The app converts this
transaction ID to an Arweave URI, which is used to initiate the creation of the identifier using
the deployed smart contracts. Since creating identifiers on a blockchain is state-changing,
users must confirm the process within their wallet apps to cover gas fees (4 and 5). Once
created, the identifier holds the Arweave URI pointing to the passport data (6). The
PermaPass app then composes the passport metadata JSON, uploads it to Arweave and
converts the transaction ID to the passport metadata Arweave URI (7). This URI is stored on
the data carrier by encoding it as a QR code or linking the NFC chip’s address to the URI via
an additional smart contract call (8 and 9). Finally, the connected wallet address becomes the
owner of the identifier, i.e. the passport owner.

Reading passports, as illustrated in Figures 4, 7, and A5, is the reverse process of passport
creation. The metadata URI is retrieved from the data carrier (2 and 3) and metadata is
resolved using Arweave (4). Once the location of the identifier’s deployed smart contract is
known, the current and past passport URIs can be retrieved (5 and 6). Finally, the PermaPass
app resolves all passport URISs to plain passport data and shows the user’s current passport
data and its historical modifications (7). Since reading data does not incur gas fees, users are
not required to be connected to a wallet app. Therefore, the PermaPass app reads smart
contract data using its own Ethereum account.

The passport can be updated or destroyed after being read if the connected wallet address
is the passport owner. Passport updates are implemented by updating the passport data URI
on Arweave using the identifier’s smart contract (Figure A1). The destruction of the passport
functions by transferring the passport’s ownership to the zero address. Consequently, the
passport can still be read but can no longer be updated or destroyed.

4.2.3 Comparison of prototypes. The variations were also tested and compared for
their performance, specifically, the time to complete the actions stated in the functional
requirements and the costs of each of the actions reported in ETH and USD (Figure 6).
Processing speed includes Sepolia transaction and Arweave interaction times. Costs
solely refer to Sepolia transaction gas fees, since a free Arweave Node (Irys Node 2)
was used for uploading prototype data to Arweave. The computations were run 12 times
at 5-minute intervals between 17:00-18:00 CEST on June 14, 2024. The mean values
are shown in Figure 6. Sepolia ETH has no real value because it is a test net but it was
converted to USD based on the Ethereum mainnet rate of USD 3,481.87 per 1 ETH as of
June 14, 2024.
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4.3 Survey results Construction
The resulting decentralized product passport artifacts are evaluated for how effective they were Innovation
in achieving design objectives and what design features were yet to be realized. The application
was developed for iOS devices so the sampling of users to download the application on their
device is limited. Additionally, due to more stringent restraints for releasing the application on
the public application store, it is kept in developer mode and users must also have a blockchain
wallet to mint and hold the passports. Finally, after the virtual or in-person demonstration, the
practitioners completed a survey reviewing the prototypes (Table A1). The breakdown of the
users is shown in Table 2.

Researchers van Welie et al. (2001) suggest that usability criteria for user interface design
should include efficiency, effectiveness and satisfaction. Figure 8 shows user feedback on the
variations of the prototype and Figure 9 shows feedback on the effectiveness of the prototype
in general.

Following the collection of the survey, the results were analyzed on the resulting design
knowledge from the deployment of the prototypes. Design knowledge has three main
components, the problem space, the solution space and the evaluation (Vom Brocke et al.,
2020). The first main axis is the projectability of the problem space, which is how well the
research context aligns with other similar projects in the knowledge base and the applicability
of the domain. The next dimension is the solution space and the fitness of the artifact. Fitness
describes the maturity of the solution by addressing more of the problem space in more
effective ways, higher fitness provides higher normative power situated in a problem. Finally,
confidence is used to describe the designated evaluations used for the design knowledge,
including the rigor of evaluation to minimize the risk of applying the design knowledge. The
assessment of the design knowledge categories from the survey is reported below.

Problem Space: the projectability received a score of 3.44 /5.0

Solution Space: the fitness received a score of 3.11/5.0

Evaluation: the confidence received a score of 2.67 /5.0

One of the questions asked about what other problems the prototypes could be useful for,
further examining the projectability of the problem. Several respondents mentioned that the
prototypes can also be used for general T&T problems in other industries. One user
responded these prototypes may be used to facilitate the valuation of real estate for the
financial value of an overall portfolio. Similarly, there were suggestions for material trading

Table 2. Demographics of survey participants

Domain Gender Country Years experience Interaction
Industry Male US, CA,EU 12 Online
Industry Male CH 5 Online
Industry - Global 20+ Online
Academia Male CH 9 In-person
Academia Female CH 4 In-person
Academia Male us 3 In-person
Academia Female CH 1 In-person
Academia Female CH 1 Online
Industry Female EU 8 Online
Industry Male CH 2 Both
Academia & Industry Female DE 1 Online

Source(s): Created by the authors
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applications. One user mentioned applications in traditional construction site logistics, and
two other users mentioned the prototypes may also be used for recording operations,
maintenance and life-cycle information, but should include the traceability of previous
owners of the product passports. Also mentioned was the application of the product passports
for estimating the total embodied carbon of projects (aggregation functions). Overall, the
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artifact was reported to meet the design intentions. The accessibility and user interface of the Construction
prototypes could be improved, and interoperability with legacy systems remains to be fully Innovation
proven, but the review was favorable (Figure 9).
In the open questions, one response suggested including the success rate as additional
evaluation criteria for the prototypes to be a market indicator for the pragmatism of the
prototype. The responses also included suggestions to conduct trials with companies. The
prototypes tested in person experienced some bugs in the connection to the hardware and
wallets, this was emphasized in the feedback. One response suggested considering data
trustworthiness and sourcing in addition to the general readability of the data without needing a
specific application. Four respondents wanted to see more on the connection of the data carriers
to the product and testing the durability and applicability of that connection. One comment
received was on the gas costs and questioned whether that may inhibit scalability. Finally, there
were comments on scaling the UT for different levels of digital literacy, especially concerning
the references to technologies like blockchain and decentralized identifiers.

5. Discussion

The objective of this research was to develop and test a prototype that used a decentralized
identifier to link the physical product to its digital data. The research found that the broader
problem space is not clear, influenced by vague calls for a circular economy, policy for
digital product passports, T&T systems from tangential industries and unclear business
models (De Wolf et al., 2024). Because of this, the solution space also varies. Nevertheless,
literature repeatedly claims that blockchain has the potential to facilitate a T&T approach for
the reuse of building components and construction material (Wang et al., 2020; Li et al.,
2021). To better develop artifacts for this aim, more confident evaluation criteria should be
developed.

Two identifier systems were explored, DIDs and Ethereum tokens. DIDs were chosen
because of their lightweight architecture but high functionality and interoperability through
different resolver systems. Using blockchain technology for storing product passport URI
and metadata adds costs but brings the added benefits of distributed storage and
immutability. Tokens have the ease of transferability and direct connection to market
mechanisms. Additionally, this work helps lay the foundation for the tokenization of real
world assets.

This work reviewed existing DSR artifacts in a similar space and discussed their
contributions and shortcomings (see Section 2). The artifacts developed in this work differ
from them by focusing more on the integration of the data carrier and the identifier. Existing
DSR artifacts often use closed ecosystems, third-party storage or centralized identifiers, all
subject to failure in highly distributed and long-term scenarios. According to the evaluation
from the survey, the projectability of the problem space is medium-high for transferability to
similar problems. The developed solution has only a medium level of fitness, indicating the
moderate production of broader design constructs and not specifically addressing a defined
problem. Finally, the confidence of the evaluation criteria was also only rated medium,
indicating the metrics might not have been clear enough nor of high enough confidence for
fully assessing the prototypes.

5.1 Interpretation of results

The processing speed and costs will vary across time, but the relative comparison illustrates
the general difference in performance. Similar comparisons can be found in the prototypes
developed by Incorvaja et al. (2022), which showed transaction costs that ranged from
0.0014 ETH to 0.0039 ETH ($3.42US-$9.52US as calculated in the publication in 2022).
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CI The results from this experiment show the highest value for creating a passport with the
HaLo NFC and PBT variant at 0.000751 ETH ($2.60US as calculated previously) and the
lowest value for updating the token- based passports at 0.000082 ETH ($0.28US) without
testing ownership transfer. Reading the passports has no cost and does not require a wallet
connection. For passport creation and reading, the processing speed and costs with HaLo
NFC are significantly higher than with QR codes due to the additional smart contract calls
needed for linking passport metadata.

An observation from the survey is that users did not take much interest in digital
infrastructure or the identifier when using the application. In general, the feedback focused
mostly on the user experience and less on the functionality. This is likely be- cause at the time
of testing the users did not need to perform any actual transactions and were not reliant on
such artifact features. This highlights the difficulty of extracting design knowledge without
positioning solutions against the problem space. Many blockchain prototypes and legacy
T&T systems typically work in the short term and the problem of long-term and
decentralized storage explored in this work is ephemeral and difficult to test directly. The
nature of blockchain storage does not allow for updating information directly, so developing
a system that updates where the identifier points to it became relevant to focus on linking data
and data stores (Figure 3).

By expanding from these learnings, a proposed set of design requirements can be
synthesized for future researchers to use and verify. The criteria are based on the literature
review of other DSR artifacts, literature review from other industry T&T solutions, previous
surveys in the literature (Byers et al., 2024a) and feedback from the validation of this study.
The suggested design requirements fall under three main axes: functional, non-functional
and user.

Functional: create, read, update, trace, delete, archive

Non-functional: linked open data formats; long-term storage (more than 50 years); unique
identity; connection to data carrier; data accuracy, completeness and timeliness

User: provide clear instructions, easy access management, open reading, data analysis
and export

Additional Considerations: privacy controls (encryption), open-source, non- proprietary,
certifiable, incentive and transfer mechanisms, compatibility with digital twins, integration
with central data registries (aggregate)

5.2 Connection to existing systems

Product passports and T&T technologies are purported to enable a circular economy by
endowing identity, providing information persistence and therefore adding value to existing
materials and components (C, etin et al., 2021; De Wolf et al., 2024). The European
Commission announced digital product passports as a mandatory cross-sectoral digital
infrastructure by 2026 to increase transparency on product supply chains, help consumers
make sustainable choices and provide new business opportunities (Honic et al., 2024; 1SO,
2025; European Union, 2024). Given this regulatory push, there are many ongoing research
and industry efforts related to tracking and tracing products, as well as product passports.
The connection to these existing systems needs to be further explored from both a technical
and regulatory perspective.

For the AECOO industry, previous research on the quantification of building component
reuse and recycling was focused on material passports and often connected to BIM programs
and platforms (Honic et al., 2019b). Industry standard DPP providers such as Madaster or
OneClickL.CA implement export functionalities using the .ifc format to facilitate the connection
between BIM models in various software formats and DPP platforms and formats. However,
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the exchange is generally one-way, and the connection often breaks with the export of the Construction
model, which works against the requirements of transparency, accessibility and editing, data Innovation
ownership and information persistence. The promise of digital twins connected further with IoT
devices aims to address these challenges, but are nascent and not fully implemented at a material
component level. Additionally, many proposals of digital twins for reuse in construction only
consider the 3D geometry Zboinska and Gébel (2025). Méda et al. (2021) review digital twins,
digital building logbooks and digital data templates for circular construction. Their work
proposes incremental maturity levels of a digital twin based on the level of dynamic data
connection and automated decision-making. For purposes of product lifecycle management
explored in this work falls under the label of a “digital shadow” due to its as-built nature.

The explored decentralized design in this study also comes with potential tensions with
emerging European DPP governance models. Regulation (EU), 2024/3110 calls for product
passports that use unique identifiers managed by economic operators from regulatory
oversight, in addition to the use of standard data carriers for machine-readable accessibility
(European Union, 2024). Regulated data schemas may lend themselves to interoperability due
to ease of data exchange, but simultaneously inhibit flexible data types that could be managed
with the examined systems in this work. In addition, European Union (2024) mandates that a
construction digital product passport system must remain accessible for ten years by an
economic operator without disproportionate costs; this is supported by the data found in this
experiment for the design of the data hosting system.

Similarly, GS1’s EPCIS 2.0 standards recommend using managed identifiers under their
defined governance, which contrasts with the design in this study that does not rely on central
authorities, institutional verification and enables self-issued identity claims (GS1, 2022).
This potential discrepancy may introduce further interoperability nuance, to cohere a
decentralized and universal system with a centrally managed system (e.g., GS1 GTIN
codes). The EPCIS standard focuses heavily on the data sharing framework. Hybrid models
with decentralized control and centralized verification may resolve these tensions while
enhancing scalability, increasing system resilience and enabling distributed data ownership
and identity creation (Garcia et al., 2024).

This work proposed a T&T stack in Figure 1 to be explored when designing solutions for
decentralized product passports. Other researchers have been exploring additional approaches
to decentralization in circularity and construction, such as decentralized data marketplaces
(Bucher and Hall, 2022). At its core, uniquely identifying construction products is the first
step for exploring future possibilities such as material marketplaces and trading ownership
rights to materials as introduced in previous work on the Self-Sovereign Identity of Things.
However, ensuring the discrete naming and nature of the reuse of building products is
essential for these mechanisms.

Borrowing from the Linked Open Data rating developed by Tim Berners-Lee, the
developed prototypes achieve four out of five stars (Berners-Lee, 2009). This is because the
building product information stored through these prototypes is avail- able as machine-
readable structured data, in a non-proprietary format and uses open standards from W3C
(through DIDs) (Solita and Gaia Consulting, 2022). The subsequent step would be to link the
product data to other data (e.g., the original supplier data or government building permitting
data).

5.3 Research challenges and limitations

There are several limitations to this research, including the sampling approach and the location
of experts for validating the artifact. For global generalization of results, testing should be
representative of the geography and demography of potential users to limit bias in reporting.
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CI Therefore, the problem and solution space defined in this paper is subject to modification by
additional research.

This approach is also constrained because a field validation would require not just the
installation of the tags, but would necessitate the moment when the product information is
needed for a reuse application or similar. This stands to be the work of future studies that
could use an action research or case study approach. Testing the prototypes and design
knowledge with multiple contexts or stakeholders (such as at the manufacturer or near the
end of the building life) may help increase the ability to generalize the findings, the
projectability of the problem space and the fitness of the solution space. In addition, research
needs to be developed to test the longevity of the solution to support the design requirements.

From a security perspective, the artifact is vulnerable at multiple levels: data carrier,
identifier and data storage. QR codes are susceptible to duplication and transfer, allowing
counterfeit products to exploit them. Similarly, HaL.o NFC chip- based passports are not
immune to fraud. Attackers could link a new chip to existing passport metadata or physically
steal and reattach a genuine chip to counterfeit products. The identifier and data storage
components depend on the security and availability of the Ethereum and Arweave networks,
introducing potential risks. In addition, smart contracts are prone to vulnerabilities caused by
coding errors, which are more challenging to fix than centralized software systems.

The prototype also has limitations in achieving complete decentralization. The developer
of the user interface has access and power to exchange the smart contracts used, thus,
manipulating identities is possible from a user perspective. A mechanism to distribute
control for publishing updates to the user interface would be important to incorporate.
Similarly, the iOS application store and distribution of any wallet application are centralized,
which could result in a single point of failure.

Finally, access controls and privacy are challenges not fully addressed in the prototypes.
Passports can be read without restrictions using the user interface. Even with restrictions, the
public nature of Sepolia allows for the collection of all Arweave URIs to access the
unencrypted data stored on Arweave.

5.4 Future research directions

This is exploratory research, meaning the results can and should be used to generate
hypotheses for future testing. A better understanding of the problem space enables more
specific theories and research questions to be explored. The scope of the solution space can
be modified by focusing on certain global regions and examining proposed legal frameworks
based on specific products. The qualitative testing and empirical results of this research
might help inform regulatory development for construction contexts in the future, yet more
research should be conducted. Some additional research directions are listed below:

* The prototypes should be tested as case studies along points in circular construction
supply chains where such T&T systems would be used to determine how they impact
the processes. Potential points of interest are starting with the manufacturer of
construction products or architects and building owners when a building is at the end
of use.

+ A review of existing policy, regulations and legal standards across different regions
may modify the criteria for potential design architectures or unveil the potential
impact of such T&T systems on society.

* A cost-benefit analysis or economic viability study of product passports should be
conducted to determine cost thresholds for implementing a T&T system. This could
help identify scaling challenges for different building products.
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* A systematic review of specific identifier mechanisms from different open web Construction
standards, blockchain token standards and decentralized identities and their suitability Innovation
for product passports. Additional work should review different scenarios for adopting
blockchain and when it would be appropriate to use on-chain or off-chain solutions for
what level of data storage.

* A further study on VCs for robust claims verification about construction documentation.
Additionally, investigating the role of privacy and addressing an additional consideration
of privacy controls with the help of selective disclosure.

* An investigation of the reliability and longevity of decentralized storage, and its
suitability to support the need for long-term product passport data storage.

6. Conclusion

The research questions of this work asked how to connect physical products to their digital
data store in a robust manner and what requirements should be used to develop decentralized
prototypes. Four variations of prototypes were developed using design science research
methods and were validated with surveys by researchers and practitioners in the space. The
designated problem the design artifacts were positioned in was a hypothetical end-of-life of a
building, where the materials needed to be tagged for deconstruction and distribution. The
prototypes were found to be largely favorable and met the intentions defined for the solution
space. There were some challenges in the implementation, but the QR codes were found to
be more favorable than the NFC chips, and the DIDs were found to outperform the tokens.

The design requirements were synthesized based on the results of the prototyping and
validation in combination with existing literature to guide future research in the design space.
In addition, due to the exploratory nature of the work, future research directions and
hypotheses were proposed for further testing. The work is not without limitations, primarily
in that the validation approach was not in a full reuse scenario that tracked the components.
To further transition this work to practice, the technical prototypes are under continued
technical development. Pilot studies are the next step under controlled conditions to examine
the specific attributes to modify. Finally, the cultural and business contexts need to be further
examined to elucidate incentives for implementation and understand economic viability.

This is the first known work by the authors to explore DIDs and alternative token
standards within the AECOO context and circular supply chains. Beyond the theoretical
contribution of the T&T stack, the results of the study further expand the T&T design space
by proposing new methods to uniquely identify products. The design knowledge produced in
this work was found to have medium-high projectability of the problem, medium fitness of
the solutions and medium confidence of the evaluation, grounding the resulting artifact
within existing design knowledge. Future research on product passports in construction and
decentralized T&T solutions can reference the findings of this work to position their results
for improved prototyping. These steps will help evolve the technology to a more mature
technology readiness level, which can advance industry adoption.

Within AECOO, manufacturers and asset owners can benefit from the practical contributions
of this work, as the proposed robust identifiers, component hardware verification and long-term
storage could ensure access to product information to facilitate future circular economy activities,
including the reuse and reselling of materials. These results are more broadly significant
for society as they further the design knowledge of a decentralized product passport system as a
less-discussed alternative to current institutional and centralized approaches. This is important,
particularly as the EU rolls out recommendations for digital product passports and more global
companies are interested in adopting circular economy practices. Finally, the results also support
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CI the objectives of better supply chain transparency of the existing building stock, to decouple raw
material extraction from societal growth.
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Figure Al. Sequence diagram of updating a passport
Source: Created by the authors
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Figure A2. Sequence diagram of creating a passport (Part 1 of 3)
Source: Created by the authors
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Figure A3. Sequence diagram of creating a passport (Part 2 of 3)
Source: Created by the authors
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Table A1. List of survey questions issued via survey Construction

Questions Details Inngvation
1 What type of company or institution do you work in? (Open-Ended)
2 What is your position? (Open-Ended)
3 What gender do you identify as? (Multiple Choice)
4 What country or countries do you work in? (Open-Ended)
5 How many years of experience do you have? (Open-Ended)
6  Did you get to interact with the prototype in person or only through video (Multiple Choice)
demonstration?
7 Do you see this as a relevant current problem? (Likert Scale)
8  Itis clear what the artifact is developed for (Likert Scale)
9  How “projectable” is this problem space? (Likert Scale)
10 What other problems do you think these prototypes could be useful for? (Open-Ended)
11 Do you think the developed artifacts address the specific problem? (Likert Scale)
12 How difficult were these prototypes to use? (Likert Scale)
13.a Which of these prototypes do you like the most? (Multi-Select)
13.b Which of these prototypes do you think is most useful? (Multi-Select)
13.c Which of these prototypes do you find easy to use? (Multi-Select)
14.a Did these prototypes sufficiently allow creating new PP? (Multi-Select)
14.b Did these prototypes sufficiently allow reading PP? (Multi-Select)
14.c Did these prototypes sufficiently allow managing read access? (Multi-Select)
14.d Did these prototypes sufficiently allow updating PP? (Multi-Select)
14.e Did these prototypes sufficiently allow deleting PP? (Multi-Select)
14.f Did these prototypes sufficiently allow reading the history? (Multi-Select)
15 How accessible did you find the artifacts? (Likert Scale)
16 How interoperable did you find the artifacts with legacy systems? (Likert Scale)
17 How would you compare these to existing systems for product passports? (Open-Ended)
18 The designed artifacts sufficiently address the stated problem (Likert Scale)
19 Overall, I am satisfied with the artifact (Likert Scale)
20 How “fit” would you describe the solution? (Likert Scale)
21 How “confident” are you in the evaluation criteria from the previous section in (Likert Scale)
assessing if the artifact addresses the stated problem?
22 What other evaluations (not mentioned) should be used to assess the artifacts in (Open-Ended)
this problem context?
23 What other design attributes do you think are important for designing a (Open-Ended)
decentralized product passport?
24 Any feedback on improving the prototypes? (Open-Ended)
25 Any general feedback? (Open-Ended)

Source(s): Created by the authors
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