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Abstract—Vehicular Digital Forensics (VDF) is essential to enable liability cognizance of accidents and fight against crimes. Ensuring
the authority to timely gather, analyze, and trace data promotes vehicular investigations. However, adversaries crave the identity of the
data provider/user, damage the evidence, violate evidence jurisdiction, and leak evidence. Therefore, protecting privacy and evidence
accountability while guaranteeing access control and traceability in VDF is no easy task. To address the above-mentioned issues, we
propose Eunomia: an anonymous and secure VDF scheme based on blockchain. It preserves privacy with decentralized anonymous
credentials without trusted third parties. Vehicular data and evidence are uploaded by data providers to the blockchain and stored in
distributed data storage. Each investigation is modeled as a finite state machine with state transitions being executed by smart
contracts. Eunomia achieves fine-grained evidence access control via ciphertext-policy attribute-based encryption and Bulletproofs. A
user must hold specific attributes and a temporary-and-unexpired token/warrant to retrieve data from the blockchain. Finally, a secret
key is embedded into data to trace the traitor if any evidence breach happens. We use a formal analysis to demonstrate the strong
privacy and security properties of Eunomia. Moreover, we build a prototype in a WiFi-based Ethereum test network to evaluate its

performance.

Index Terms—Vehicular networks, digital forensics, privacy, security, blockchain

1 INTRODUCTION

MART vehicles are often equipped with functionally rich

sensors, control units, and communication units. They per-
ceive surrounding environments, process local data, and
interact with nearby vehicles, Road-Side Units (RSUs), and
service providers. With the abundant vehicular data, drivers
will be provided with more real-time services [1], [2], [3], and
the traffic department will be channeling more intelligence in
road construction planning. Unfortunately, traffic accidents
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are happening worldwide, and vehicles are involved in
crimes or used as a means of crime in terrorist attacks. For
these accidents and crimes, digital forensics customized for
vehicular networks can be performed to collect vehicular data
and feed investigations [4], which is called Vehicular Digital
Forensics (VDF) [5]. It consists of collection, examination,
analysis, and report [6]. Data providers, e.g., vehicles and
pedestrians, upload their sensed traffic data to the police
department or the traffic management center. Data users, e.g.,
a traffic police investigator, request data about traffic
offenders, vehicles, and accident scenes to complete liability
cognizance of traffic accidents. A criminal police investigator
has to request a court-issued warrant [7] to request data rele-
vant to suspects, vehicles, or crime scenes, identify malicious
activities to conduct a vehicular crime investigation.

Despite offering a convenient and effective way of manag-
ing forensic data, several threats raise high privacy and secu-
rity concerns [8], [9], [10], [11]. First, some witnesses choose
not to provide evidence to an investigator if they fear inten-
tional retaliation from a hostile suspect. Second, the uploaded
data in plaintext may be exposed to an outlaw, which warns
him to change criminal plans. The contents of the token/war-
rant may be exposed to a malicious crime police investigator
who sabotages the investigation covertly. Third, a malicious
data user may exceed his authority to request more data
uncorrelated to his case from the database. He may also use
an expired token/warrant to enforce invalid powers. More-
over, a malicious insider may modify the data in the data-
base, and a malicious data provider may claim a loss of data,
which undermines the digital forensics chain of custody [8].
Last, some malicious data users who have retrieved data
from the database may accidentally leak the data or deliber-
ately sell it to the black market for money [9]. Therefore, it is
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nontrivial to solve these privacy and security challenges in
VDF simultaneously.

We note that while some related schemes have been pro-
posed [6], [12], there are still many issues to be explored,
which lead to our three motivations behind this work. First,
although finite state machine following the verification-then-
forwarding model could model a VDF process, it would be
more realistic and practical to consider the state transitions of
investigations rather than warrants [12]. A warrant can expire
if the statute of limitations is up or some warrants should be
executed before a certain date [13]. Second, the intentional or
unintentional data breach was not considered either. Traitor
tracing is a crucial remedial measure for digital forensics,
given that data leakage [14] causes catastrophic consequences
to investigations. Third, most VDF works do not formally
define security and privacy, let alone formal proof of security
and privacy.

The aforementioned problems and motivations lead to the
three technical challenges in designing anonymous and secure
VDF. Challenge I: from the privacy perspective, how to protect
the privacy of both data providers and data users who have
different privacy requirements in an open VDF system based
on blockchain? In none-blockchain-based VDF systems, user
privacy can be guaranteed if we secure the communication
channel between the user and the server while preventing
the server from being breached. However, we adopt the
blockchain to infuse VDF with unforgeability and verifiabil-
ity, which makes the transmitted messages transparent [15].
Considering that data providers and data users have differ-
ent data to protect, it is challenging to provide privacy. Chal-
lenge II: from the security perspective, how to defend an
anonymous VDF system from data leakage attacks? Privacy
goals can be achieved by adaptively leveraging privacy-pre-
serving techniques. However, in VDF, there may be inside
adversaries who leak the data, which incurs severe conse-
quences to the investigations and the justice system. This
requires traitor tracing that is challenging to do in a VDF
scheme providing anonymity as well as blockchain-based
systems for non-VDF applications. Meanwhile, we need to
formally define and prove privacy and security for anony-
mous and secure VDF. Such a VDF scheme is also a protocol
including entities and functions. Different from crypto-
graphic protocols, it needs adjustments when we are treating
privacy and security. Challenge I1I: from the performance per-
spective, how to build an anonymous and secure blockchain-
based VDF system while maintaining acceptable costs on
computation and communication given the energy con-
straints on smartphones and pertinent devices? We aim to
provide several privacy and security goals that require using
cryptographic techniques. Instead of arbitrarily stuffing our
system with such techniques, we first need to integrate them
to keep the system up and running. Furthermore, we should
control the costs as low as possible by adjusting parameters,
optimizing data structures without sacrificing security.

To address these challenges, we leverage blockchain [16],
smart contract [17], and several carefully bridged crypto-
graphic primitives to design a novel VDF scheme Eunomia. It
provides anonymity, unlinkability, data confidentiality,
authentication, fine-grained access control, accountability,
and traceability. We build a consortium blockchain among
local authorities to collect evidence from data providers. We

design a smart contract that models each vehicular forensics
investigation as a finite state machine, putting the investiga-
tion procedures under supervision. We frame the key contri-
butions as follows.

e We propose a novel framework for VDF including
data providers (e.g., vehicles and pedestrians), data
users (e.g., crime police investigator), authorities (e.g.,
court), a blockchain network, and distributed data
storage system. We enhance its security model by con-
sidering data breaches from malicious data users. In
this model, the honest-but-curious assumption is
adopted for most entities and a small part of investi-
gators can launch data tampering, unauthorized data
accessing, and data leakage attacks. The VDF investi-
gation is modeled as a finite-state machine in smart
contracts.

e We propose a blockchain-based VDF scheme named
Eunomia with strong privacy and security guaran-
tees. Decentralized anonymous credentials [18] are
utilized to preserve anonymity and unlinkability
(data provider privacy and witness privacy [19]).
Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) [20] and Bulletproofs [21] are jointly used to pro-
tect the data confidentiality, realize fine-grained
access control, and verify token/warrant validity. A
consortium blockchain is constructed to record data-
related transactions and guarantee accountability.
The uploaded data is stored in the Ali distributed
cloud storage system [22]. Next, a committed user
oblivious transfer protocol is designed to achieve
traceable data requests, i.e., the data requester’s secret
key is watermarked into data in case of data leakage.

e We give formal definitions of privacy and security,
and then give formal analysis to prove these proper-
ties. We construct a prototype via a WiFi-based
Ethereum test network with desktop/laptop com-
puters as blockchain nodes and smartphones as data
providers/users to demonstrate its feasibility and
evaluate the computational costs, communication
overhead, network delay, monetary cost, power con-
sumption, and scalability.

The remainder of this paper is organized as follows. We
review some related work in Section 2. Section 3 introduces
some preliminaries. Section 4 formalizes the problem. In
Section 5, we elaborate Eunomia, followed by the privacy
and security analysis in Section 6 and performance evalua-
tion in 7, respectively. Finally, we provide some discussions
in Section 8 and conclude the paper in Section 9.

2 RELATED WORK

2.1 Digital Forensics

A digital forensics investigation procedure includes some
phases, including evidence acquisition and duplication, evi-
dence analysis, and result presentation [23]. An investigator
collects evidence from a crime scene or witnesses with pro-
fessional tools. The evidence is sent to an analyst for system-
atical analysis. Based on the analysis report and case
reasoning, the investigator draws a case result. Digital For-
ensics has transformed from a stealth to an essential
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component in solving cases and developments in forensic
tools and research have been very triumphant [24]. Frankle
et. al [8] has introduced secrecy and accountability in elec-
tronic surveillance. Based on cryptographic commitments,
secure multiparty computation, zero-knowledge argu-
ments, and an append-only ledger, they provide a wide
range of choices for improving accountability with neces-
sary secrecy to the US court system.

2.2 Vehicular Digital Forensics

Digital forensics has been integrated with vehicular networks
and some VDF works are proposed in the literature. Empow-
ered by multiple Electronic Control Units (ECUs), digital for-
ensics investigations can feed on the evidence collected by
the ECUs. There are not many centralized schemes or proto-
col on VDF and most of them are far from maturity. Mansor
et al. [25] proposed a secure and privacy-preserving scheme
to achieve a forensics data collection and storage process in
automotive systems. Feng et al. [26] presented a straightfor-
ward VDF scheme which only addressed data confidential-
ity. Huang et. al [27] formalized the vehicular fog computing
architecture and presented a typical use case. They only dis-
cussed some security and forensic challenges, and potential
solutions. Le-Khac et al. [28] discussed some challenges in
vehicular forensics, conducted a case study on data acquisi-
tion and analysis on a Volkswagen car, and presented poten-
tial forensic solutions via hardware and software.

2.3 Blockchain-Based Vehicular Digital Forensics
Although VDF and blockchain attracted attention in the
past a few years, there are not many blockchain-based VDF
studies. Still, they are gaining increasing research heat. Cebe
et al. [6] stated that connected and smart vehicles would
provide valuable data to different stakeholders, such as
maintenance companies, vehicle manufacturers, drivers,
and insurance companies. They presented a framework for
managing vehicular data, which combines the vehicular
public key infrastructure (i.e., pseudonym certificates) with
a permissioned blockchain to establish membership and
protect privacy. Next, they proposed a fragmented ledger to
preserve detailed vehicular data, e.g., diagnosis records and
maintenance reports. However, the authors just proposed
the framework design and no implementation or evaluation
is done.

Dai et al. [29] presented an indirect reciprocity security
framework with a scalar reputation for each OBU to assess
the dangerous level to the VANET. A blockchain is utilized
to protect information from being tampered with and
record the behaviors of other OBUs. They also presented a
reinforcement learning based action selection strategy for
an OBU to select a reliable relay OBU and decide whether
to follow the request of a source OBU.

Li et al. [12] presented a blockchain-based scheme BB-
VDF consisting of accountable protocols and privacy preser-
vation methods. They modeled the forensics procedures as
a finite state machine and realized the state transition via a
smart contract. They used Distributed Key Generation
(DKG) in (t,n)-threshold cryptosystem to require a law
enforcement agency to have at least ¢ + 1 decryption shares
to decrypt the requested data. They also designed a

distributed key-policy attribute based encryption scheme to
realize the secure fine-grained access control. However, this
scheme does not address the anonymity, unlinkability or
traceability.

The advantages of the proposed scheme compared with
the existing blockchain-based vehicular digital forensic
schemes are threefold. First, we model each investigation as
a finite state machine to keep our design true to reality. Sec-
ond, we have utilized zero-knowledge proofs to privately
verify the validity of a token/warrant. Third, we can trace
the traitor who leaks requested data by embedding the
traitor’s secret key into the requested data.

3 PRELIMINARIES

In this section, we briefly revisit several underlying techni-
ques employed to structure Eunomia.

3.1 Bilinear Map and Mathematical Assumptions

A map e from multiplicative groups G, and G, to a multipli-
cative group Gr, is a bilinear map if for all a,b € Z,x €
G1,y € Gy, it satisfies that e(z% 1) = e(x,y)". e is non-
degenerate if e(z,y) = 1 implies that eitherz =1lory=1.¢
is asymmetric if no efficiently computable homomorphism
exists between G; and Gs.

Strong RSA assumption. For a randomly generated RSA
modulus » and a random element y € Z}, it is difficult to
find a probabilistic polynomial-time algorithm that calcu-
lates = € Z} and integer i > 1 satisfying 2’ = y mod n.

Discrete logarithm assumption. Let G be a cyclic group
with a generator g. Given y € G, it is difficult to calculate =
satisfying y = ¢°*.

Decisionallinear assumption. Anasymmetric pairing group
generator GGen satisfies the decisional linear assumption
(DLIN) if for all Probabilistic Polynomial-Time (PPT) adversar-
ies A, Adviy i = [Pr[A(1%, pp, D, Ty)] — PrlA(1%, pp, D, T})]| is
negligible where pp = (p,G1,Ga,Gr,e,g,h) — GGen(1%),
a, b R Z;r G, da .f “—RZ; D := (ga7 gba haa hba gac7gbd7 h(zc’ hbd);
Ty := (¢t et ), Ty = (gf, B).

3.2 Zero-Knowledge Proof

In a zero-knowledge proof (ZKP) protocol [30], a prover
proves a statement to a verifier without revealing anything
about the statement other than that it is true. Normally,
the prover and the verifier have to conduct several interac-
tions for the proving process to complete. But this process
can be converted into noninteractive proofs by applying
the Fiat-Shamir heuristic [31]. For example, we denote
NIZKPoK{(z) : y = ¢*} as s a non-interactive zero-knowl-
edge proof of knowledge of the elements z satisfying y = ¢*.
The values in the ()’ are the knowledge that the prover
needs to prove, and the other values are known to the veri-
fier. The ZKSoK[m]{(z) : y = ¢"} indicates a signature of
knowledge on message m.

3.3 Pedersen Commitment

A commitment scheme enables a user to bind himself to a
chosen value z without revealing x to the commitment
receiver. This commitment ¢ to « ensures that the user cannot
change his choice and ensures that the commitment receiver
does not learn anything about z. These two attributes are

Authorized licensed use limited to: TU Delft Library. Downloaded on January 19,2023 at 11:47:13 UTC from IEEE Xplore. Restrictions apply.



228 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 20, NO. 1, JANUARY/FEBRUARY 2023

called binding and hiding. In Pedersen commitment [32], a
group G of prime order ¢ and generators (g, g1, ..., gn) are
given. To commit to values (z1,...,7,) € Z;, the user ran-
domly chooses r € Z, and computes ¢ = Com(z1, ..., Tpm;T)

— 4TI L
= golli_,g;".

3.4 Ciphertext-Policy Attribute-Based Encryption
A Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
scheme [33] consists of four algorithms as follows:

Setup (1%): given a security parameter k, outputs a public
key pk and a master secret key msk.

Encrypt (pk,A,m): given the public key pk, an access
structure A, and a message m, outputs a ciphertext ct.

KeyGen (msk,S): given the master secret key msk and a
set of attributes S, outputs a secret key sk.

Decrypt (pk, ct, sk): given the public key pk, a ciphertext
ct, and a secret key sk, outputs a message m in the message
space M.

The motivation of using CP-ABE is to realize access con-
trol of evidence toward different entities. Given that differ-
ent entities have different authorities and access levels, it is
reasonable to grant them different access to evidence.

3.5 Blockchain and Smart Contract

As one of the underlying techniques in Bitcoin [16], block-
chain is essentially a public ledger which records transac-
tions among users. The transactions are packed into
separate blocks by a group of blockchain nodes (miners)
using a certain consensus mechanism (e.g., proof of work
(PoW), proof of stake (PoS), and practical Byzantine fault
tolerance (PBFT)), and the blocks are linked into a chain by
their cryptographic hashes. These nodes participate in the
mining activities to compete for some rewards such as
financial incentives. Consortium blockchain is a specific
blockchain maintained by a group of authorized entities.
Only the parties in the blockchain system are allowed to
access the blockchain. It aims to secure transactions between
users who do not fully trust each other but work collabora-
tively toward a common goal. In a consortium blockchain,
the consensus process is controlled by the authorized enti-
ties. Some famous consortium blockchains are hyperledger
fabric, Corda, Coco, and EEA. The motivation of using
blockchain is to record the evidence-related activities in a
tamperproof and veritable ledger. In this way, we can moni-
tor and track them in a reliable way.

Smart contract is a program or scripts stored on the
blockchain and it has a unique address. The contract is trig-
gered by receiving transaction(s) and executes automati-
cally on every node in the network according to the
triggering transaction. Smart contracts enable general com-
putations on the blockchain. For example, Ethereum is the
first Turing-complete decentralized smart contract system.

4 PROBLEM STATEMENT

In this section, we formalize the architecture of Eunomia
and lay out its security assumptions in Section IV.A and
threat model in Section IV.B. Then we describe its privacy,
security, and efficiency objectives in Section IV.C.
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Fig. 1. System model of Eunomia.

4.1 System Model

The Eunomia system model consists of five types of entities:
Data Providers (DP), Data Users (DU), Authorities (AU),
Consortium Blockchain (CB), and Distributed Data Storage
System (DDSS). It is displayed in Fig. 1 and key notations
are explained in Table 1.

There are two types of data, namely in-vehicle data and
out-vehicle data. The former refers to vehicle status (e.g.,
speed, location, steering wheel angle) collected by an Event
Data Recorder (EDR), driver status collected via wearables,
and maintenance history. The latter refers to the vehicle
data (e.g., brake, tyre, in-vehicle heat) and road data (e.g.,
braking trace, traffic light status, road conditions, and
weather) recorded in photos, audio, and videos which are
collected by smartphones and monitors from nearby
vehicles, pedestrians, and RSUs. Besides, there are three
types of data formats, namely photo, audio, and short video.
One of our motivations for this work is to allow vehicular
users including drivers, pedestrians, and in-vehicle devices
(especially the monitor) to upload fresh on-road data. It is
also convenient for the vehicular users to take a photo and
record audio with their smartphones or the in-vehicle devi-
ces to capture a video. Therefore, we choose photo, audio,
and short video as the three exemplary types. The textual or
numeric vehicle data are supported in our settings via trans-
forming them into a photo. If the data is traffic related, it
will be uploaded to the Traffic Police Department (TPD). If
the data is crime related, it will be uploaded to the Crime
Police Department (CPD).

We give a representative example to present all the steps
(flow) of Eunomia in a simple way. Say Alice has witnessed
a truck ramming into a jewellery store and the truck driver
fled away with some pricey necklaces. She takes a picture of
the driver with her smartphone. Then she opens the Euno-
mia app to submit an upload transaction to the blockchain
and sends an encrypted picture to the storage system. An
investigator Bob leads the investigation on the robbery. He
uses the Eunomia app to submit a request transaction to
seek useful evidence from the blockchain. After the request
is verified by a blockchain node, a download link is
returned to Bob. Then Bob submits the link to the police
department and interacts with it to embed his private key
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TABLE 1

Key Notations of Eunomia
Notation Definition
dp, du, au Data provider, data user, authority
cb Consortium blockchain
ds Distributed data storage system
cpi, co Crime police investigator, court
tpi Traffic police investigator

D1, q1, P2, G2; N; s Prime; product of p; and ¢;; seed

g1, 92, hoy ooy B Group generator

G,Gy, Gy, Grj e Group; bilinear map

p, pk; msk Prime order, public key; master secret
key

ai, as, by, be, b3, c1, ¢2 Random number

Ay, Ay, By, By Part of public key

H,, Hy, H; Hash functions

puk™, prk™ au’s public key and secret key

m, att Number of attributes, attribute set

att?, .., att" L aux Attribute; auxiliary data

sk, pi Master secret, pseudo-identity

sk, cr Secret key, credential

m; Tx Signature of knowledge; transaction

ac Anonymous credential

C Set of credentials

A Set of investigation attributes

prk;, puk; du’s master private and public key

71,7 Random numbers

sk, to, wa d, md Attribute key, token, warrant

d, md Data, metadata

S,U Access structure, universe of attributes

M, f Matrix, mapping function

ny, Ng; N3 Matrix size; number of credentials

U, U Random number

Ed; ct?, ..., ct!*, ct] Encrypted data

7' Zero-knowledge proof of knowledge

HV, X, =" Hash value, case number, range proof

L,o,db Download link, length of prk;, data block

dn’, dv'; C, R Watermarked data block; Commitment

Ed,C Re-encrypted data, ciphertext

into the requested data. The encrypted data are returned to
Bob. If Bob holds enough access attributes, he will be able to
decrypt the ciphertext. Next, Bob conducts analysis on the
data and prepares a digital report. If the data is released by
Bob, his identity can be revealed based on the watermarks
on the data, i.e., his secret key.

Data providers are the entities which upload data for public
interests or economic incentives in some services, such as
Amazon Mechanic Turk. DPs send the encrypted data to the
DDSS and upload a data uploading transaction including the
hash of encrypted data as well as the metadata (e.g., data
type, data format, date, and timestamp) to the CB. Main data
provides are vehicles and pedestrians. Each vehicle is
equipped with a GPS module, an electronic control unit, and
an On-Board Units (OBUs). A pedestrian is holding a smart-
phone with sensing and communicating capabilities.

Data users are the entities which request data needed for an
investigation. Before a competent DU requests data, she/he
has to obtain a set of investigation attributes and a valid
token/warrant from an authority. The attributes include cog-
nitive abilities, knowledge base, life experience, work orien-
tation, communication skills, professional demeanor, and
approach to life [34]. Then the DU sends a data accessing

transaction to the CB to request data. Before the data is
returned to the DU, the DU and an authority execute an inter-
active protocol to embed the DU’s identifier, i.e., private key,
into the plaintext data, ensuring the potential data leakage
traceable. Only the authorized police investigators can
retrieve the corresponding data from the storage system. By
authorized police investigators, we mean the ones who pos-
sess a valid token/warrant and a corresponding set of attrib-
utes. Main DUs are Traffic Police Investigator (TPI) and
Traffic Analyst (TA) in the TPD, and Crime Police Investiga-
tor (CPI) and Legal Medical Expert (LME) in the CPL

Authorities are the entities responsible for initializing the
whole VDF system. AUs include the court, CPD, TPD, and
some Governmental Departments (GDs) which have admin-
istrative powers in traffic governance ministry and security
ministry. The CPD obtains the uploaded data by requesting
the data from the storage system. It is responsible for mak-
ing the leakage of requested data traceable by executing an
interactive protocol with DUs. The protocol embeds the
DU’s private key in the requested data. We assume the exe-
cution environment of the AUs is run in a trusted and
secure hardware enclave such that adversaries cannot
acquire the contents of stored data. The court is a sacred
institution that approves or denies a CPI's warrant request
by a judge according to the legal provision. It also holds tri-
als, preserves court data, and tallies votes, which is not the
focus of this paper. The authorities stay at a higher level of
the system, and they maintain the blockchain together.

A consortium blockchain is a blockchain that is maintained
by several Blockchain Nodes (BNs), including governmen-
tal institutions, such as CPD. The blockchain records three
types of data-related transactions: (1) data uploading trans-
action, (2) data accessing transaction, and (3) data retrieving
transaction. In (1), the hash of encrypted data is attached.
The CB also keeps track of the state of each investigation.
There are eight states, namely warrant request, investigation
initiate, data request, data retrieval, data analysis, result report,
investigation closure, and completed as depicted in Fig. 2.
The blockchain enables the whole system to supervise the
transparency and legitimacy of the investigation, making it
auditable.

Distributed data storage system is the storage system that
stores encrypted data. When an investigator requests some
data, she/he has to possess a valid warrant and a decryp-
tion key. After data access request is received, the CB
retrieves corresponding data from the DDSS and returns a
download link to the investigator. As for searching for data,
we support two approaches: (1) metadata, and (2) dynamic
secure searchable encryption (DSSE) [35]. In (1), data pro-
viders have to upload some metadata as a tag to describe
the detailed data, and the investigator can choose her/his
metadata to search for data. In (2), we adopt the DSSE that
achieves forward and backward privacy to store and search
data securely.

4.2 Threat Model

We adopt the honest-but-curious assumption for most inter-
nal entities which strictly follow the protocols but try to learn
the privacy of DPs, the contents of the uploaded data and the
contents of the warrant. A part of insiders may be crime
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A crime police investigator

submit

Fig. 2. The state machine model for VDFE

complice or lured by money temptation. These malicious
entities, i.e., investigators and analysts, can launch data falsi-
fication, unauthorized access, and data leakage attacks.

Data falsification attack refers to malicious entities’ tamper-
ing with the data that is already uploaded to the CB and
stores in the DDSS. Unauthorized access attack refers to mali-
cious entities” attempting to request data from the blockchain
while the data is beyond their access jurisdiction. Data leakage
attack refers to malicious entities’ accidentally leaking the
requested data to the public, i.e., deliberately leaking the data
to criminals, mafia organizations, and the black market.

The data falsification attack destroys the data integrity by
falsifying the uploaded data in the storage system. The
unauthorized access attack breaks the access control by
requesting and accessing data outside the adversary’s juris-
diction. The data leakage attack damages the access control
and indicates a traitor by revealing the requested data to an
unqualified entity or even a malicious criminal.

External adversaries eavesdrop on the communication
channel and launch several typical attacks, i.e., impersona-
tion attack, replay attack, in an attempt to violate privacy
and sabotage the system. They may compromise an investi-
gator to tamper with or access the uploaded data. They can
also compromise an analyst to forge an analysis result.

4.3 Design Objectives

To resist the threats mentioned above, we list the following

privacy and security goals. We also provide some defini-

tions using cryptographic games [36] in the Appendix.
Privacy contains anonymity and unlinkability.

e Anonymity. The identity of DPs/DUs should be
anonymous when DPs/DUs are uploading/access-
ing data to/from CB.

e  Unlinkability. Two data transactions sent by the same
DP/DU are indistinguishable such that the identity
and data content/request from the same DP/DU in
data uploading/accessing cannot be linked.

Security contains confidentiality, fine-grained access con-

trol, accountability, and traceability.

e Data confidentiality. The contents of the uploaded
data should be protected from unqualified entities.

e Authentication. The identity of DPs and DUs should
be authenticated before their data transactions are
accepted to screen illegal entities.

e Fine-grained access control. The system must verify
the attributes of DUs and the validity of warrants to
rule out unauthorized accesses and expired accesses.

e Accountability. The system should protect the digital
forensics chain of custody, i.e., integrity and audit-
ability of data, so the data is hard to tamper with and
easy to be audited.

e Traceability. The system must be able to trace the
source who leaks her/his previously requested data
when a lawful enforcement agency is aware of the
data breach and spots the corresponding plaintext data.

5 PROPOSED SCHEME

In this section, we present the details of the proposed Euno-
mia. Subsection V.A describes the overview of Eunomia
and blockchain-based VDF state machine. The following
subsections present the concrete scheme.

5.1 Overview

There are seven phases in Eunomia, namely system Initiali-
zation, entity registration, data uploading, data accessing,
data retrieval, data analysis and result reporting, and traitor
tracing. We use an example to show the general process of
VDF. First, a pedestrian photographed a “hit and run” with
a smartphone. Given an Eunomia app on her/his smart-
phone, the pedestrian uploads the photos to the Eunomia
system, i.e., sending the hash value of the photos to the
blockchain while sending encrypted photos to the DDSS.
Meanwhile, a vehicle nearby also witnesses the whole acci-
dent and uploads a short video to the Eunomia system.
Later, a CPI submits a warrant request to conduct an inves-
tigation and submits the request to the court. The court
issues a valid warrant to the CPI and then the investigator
holds a set of attributes related to the investigation. To
acquire the pedestrian and vehicular data, the CPI uses the
warrant to generate a data request and submits it to the
blockchain. A blockchain node verifies the validation of the
request, searches corresponding data, and sends back a
download link to the CPI. The CPI downloads a part of the
data from DDSS and decrypts an identifier of an AU. Next,
the CPI interacts with the AU to obtain the requested data.
As for the data analysis and reporting, which are not the
focus of this work, we follow the idea of [6].

We portray a state machine to illustrate VDF in smart
contract as shown in Fig. 2, which has eight states, namely
warrant request, investigation initiate, data request, data
retrieval, data analysis, result report, investigation closure, and
completed. The state machine describes the life cycle of an
investigation. Each node in the figure denotes a global state
of the investigation. Different actions trigger the state transi-
tion. Each state transition is attached with a digital signature
in a transaction and verified by multiple blockchain nodes.
For example, a CPI submits a warrant request to the court
and activates the initial state warrant request. After the court
grants the request, the state transits to investigation initiate;
otherwise, it goes to completed. Once an investigation is
opened, the CPI collects some data and evidence needed to
establish the elements of criminal activity. The state transits
to data request. If the request is permitted by a blockchain
node and an AU, the state transits to data retrieval. The CPI
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can continue to collect data until she/he obtains all the data
or the gathered data is sufficient. When the data is analyzed
and reported, the state transits to data analysis and result
report, successively. In data analysis, the TA or LME conducts
professional analysis on the data to complete a result report.
The goal of the result report is to present a conclusion to an
investigation, such as who is the victim, who is the criminal,
how the accident/crime happened, and what are the total
damages. After the investigation is closed, the state finally
transits to investigation closure.

5.2 System Initialization

Upon a security parameter 1%, the authorities {au; }f\gl first
generate parameters for the decentralized anonymous cre-
dential module. They choose two primes p; and g;, compute
N = p1q1, and select a seed s € QRy with s # 1; and gener-
ate primes p; and ¢ satisfying ps = ¢2" + 1 for some r > 1.
Let Z be an order-q subgroup of Z; and they randomly
choose generators hy, hy, ..., h, satisfying G = (hy) = (h1)
=...= (hn).

Second, {au,})i‘1 generate parameters for the attribute-
based encryption module. They choose three groups Gy, G,
Gr of prime order p=®(k) with a bilinear map e:
G1 x Gz — Gr. Two generators g; and g, are selected for G;
and G, respectively. They choose al, as «—pr Z, and
bl,bg,bg “—R Zp, and set (927141 —92 ,Az—gz 7Bl

(g, 92)" " By = e(g1,92)"" ™) as the public key pk.
They choose ci,¢2 g Z, and set (gi,92,a1,a2,¢c1,02, 9y,
¢, %) as master secret key msk. Three hash functions are
chosen as H;:{0,1}* = G,, Hy:{0,1}" — {0,1}",

G — {0,1}. We choose the encryption key size accordmg
to an application’s requirement on the security level. The
security level i increases with the key size.

Third, {aul} determine the parameters for consortium
blockchain cb (1e consensus mechanism, block creation
time, authorized nodes, node account deposit, network ID
of ¢b) and initialize the distributed data storage system ds
(e.g., create RAM wusers, and generate accessID and
accessKey).

Last, each au; generates a pair of public key and private
key (puk{®,prki"*). In summary, the system public parame-
ters are pp. = (N,s,p2,q2, ho, oy By, G1,Go, Gr, €,41, 92, Pk,
{puks"}).

5.3 Entity Registration
A data provider dp; registers as follows.

— A data provider dp; holding an attribute set att; =
(att,...,att™"') (where each item stands for one
attribute, e.g., age, height, or sex) and auxiliary data
auz; justifying the credential issue.

— dp; selects a random sk; € Z, as the master secret;
randomly selects a 7; € Z,, computes a pseudo-iden-
tity pi; = h“hfk , sets secret key sk, = 7;.

- dp; sele;:ts a random 1’ € Z,, computes a credential

ski ym tt
cry = h 'hi " Tloeo horh, computes a signature of
knowledge on aux; that pi; and cr; belong to the
same ski: {, = ZKSoK|auz;]  {(ski, 7}, ri) : cri =
ho b T b +2 Api; =hi h"}. The zero-knowl-
edge proof is used to prove that the pseudo-identity
and the credential is linked to the master key.

—  dp; submits an entity registration transaction to the cb
Try = ['Register”, au, ac;, date, t8]h, (1)

where ac; = (cry, 7;, att;, pi;, auz;) is dp;’s anonymous
credential and ¢s is timestamp.

— The blockchain nodes accept the credential if the
proof verifies successfully.

A data user du, registers as follows:

- A data user du; generates a similar ac; = (crj, 7;,
attj, auz;, pi;) and registers with an au with which
she/he is affiliated to obtain a set of investigation
attributes A; related to the investigation, and a key
pair (prk;, puk;). Recall the example in Section IV. A,
Bob’s private key is randomly generated by using
the command “Geth account new” when Bob is
using a computer. When Bob has an Android smart-
phone to interact with the system, the private key is
randomly generated via “Mobile Account Man-
agement” of the mobile Geth library".

- au randomly chooses 7,7y «p Z,, computes skl
(skiL, ski2, ski%) = (g5, 62", gyi* 7).

_ Forall the attribute « €Ajand z=1,2, au randomly
chooses rT —g Zy,, and Computes sk:l *=H (;z:lz)
Hl(mQZ) i Hl(x?)z)' G g’l_, sets skj := (skj’ Ls 5?22,
sk‘r‘?’ = g1 ), - Hy (0112)%2l :

’ computes
H,(0122)% . H,(0132)"%" - ¢ for 1/ <5 Z, and 7 =
1,2, sets sk} = (sk:l skz, sk:é = g% - g;"), and returns
(sk}, {sk{ },en, sK7) to du; as the attribute key sk'.

— aualso submlts a warrant grant transaction to the cb

to authorize du;
Try = ["Grant au, ac;, date, ts], 1o, (2)

Skz = gli

where we assume that the CPD and TPD have all the
attribute keys that are used in data retrieval later.

— Specifically, a traffic/crime police investigator
tpij/cpi; registers with the TPD/court and obtains
cdj, Aj, a token/warrant to;/wa;, and sk?'. The token
and warrant are limited to a range. For example co
has permitted cpi to conduct investigation from the
date of warrant request to May 31, 2021 which trans-
forms wa; € [0,210531]. Note that we use the cpi as
the data user in the following subsections for a spe-
cific description.

5.4 Data Uploading
The data provider first preprocesses the data to be uploaded
as follows:

— A data provider dp; has some data d; and metadata
md;. Recalling the example in Section IV.A, say Alice
witnessed the robbery on May 23, 2020 and took a
picture of the scene.

—  Alice defines an access structure S; that is a collection
of non-empty subsets of the universe of attributes U.
S; is also a monotone span program (MSP) [37] that

1. https:/ / geth.ethereum.org/docs/dapp/mobile-accounts
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is given by a matrix M of size n; x ny over Z, and a
mapping f: {1,...,n:} — U, i.e.,, mapping each row
of M to an attribute in U.

Assume A is a set of attributes and I = {i|i €
{1,...,m}, f(i) € A} be the set of rows in M that
belong to A. We say that (M, f) accepts A if there
exists a linear combination of rows in I that gives
(1,0,...,0). This can be done by asking Alice to input
some attributes which are transformed into (M, f) at
the Eunomia app on Alice’s smartphone.

The data provider encrypts data as follows:

dp; picks wi,us < Z, and calculate ct) := (A},
Ag’, gy ), for j=1,. 711 and v =1, 2, 3, calculate
tio = Hi f&)vl ) H1 (j)v2)" -HO 1[H1(0ov1)™ -
H1 (0ov2)™2]!
dp; sets ct; := (ctm,ctz‘g,ctlﬂ.g), calculates ct! = By'-
By? - d;, sets the encrypted data Ed; = (ct!,ct}, ...,
ctt, ct}). Here, CP-ABE guarantees that only quali-
fied data requesters with corresponding attributes
can access the data later.

The data provider prepares an anonymous credential as
follows:

dp; accesses the cb to obtain a set of valid anonymous
credentials C; = {cr1, cra, ..., ey, } including dp;’s cre-
dential cr;, calculates A; = s"1“2"“mmmod N and
w; = Scrlcrg<»<cv'n:5/cri mod N.

dp; computes a proof of knowledge: 7, = NIZKPoK

{(ski, wl, i, ey, vy, pii) - Verify (pp., A;, cri, wi) =1 A

ey = hy hb’” [, A Zit; A pi; = h(ihi"} where the
Verlfy(pp Al,cr“wz) computes A’ =w;" and out-
puts 1 if and only if A’ = A;. Therefore, md; is (“out-
vehicle”, “photo”, 20200523, 21:30). The zero-
knowledge proof is used to prove the validity of the

anonymous data uploading.

The data provider uploads data as follows:

5.5

dp; computes two hash values HV}!
mdl) and HViQ = HQ(EdL)

dp; sends Ed; to the off-chain DDSS and submits md;
to the on-chain cb by sending a data uploading trans-
action signed with private key prk; to complete data
uploading

= Hy(pii||7:||Cil|

Ty = ["Upload”, pi;, 7}, i, md;, HV,', HV?] 3)

prk;?
where prk; is obtained from the Ethereum platform
and it has to be changed in each data uploading to
prevent linkability.

When a blockchain node receives Tx3, it checks its
validity by computing A’ = w{"’ and verifying that r;
is the proof of knowledge on cr;, C; and pi;.

Data Accessing

A crime police investigator accesses data as follows:

A crime police investigator cpi; leads the investiga-
tion on a case X wishes to obtain some data d; from
the cb. To the end, cpi; first builds a metadata md;
according to the investigation requirements. For

example, cpi is looking for some witness who has a
video clip of a vehicle crashing into a crowd around
8 A.M. on May 26, 2020. Then cpi; can set md; as
(“out-vehicle”, “short video”, 20200526, 08 : 00).

cpi; constructs a range proof: = {(waj,F): R=
g9y A wa; € [0,32767]} (32767 = 2'5 — 1, the small-
est power of 2 bigger than 21526). This can be instanti-
ated via a noninteractive bulletproof system using the
Fiat-Shamir heuristic [31]. The zero-knowledge proof
is used to prove the validity of the warrant.

cpi; prepares a similar (pij, 7, C;, md;) for anonymous
authentication. ¢pi; compute a hash value HV; =
Hs(pij||7}||Cyl[md,||7}) and sends a data access request
to cb by sending a data accessing transaction

Ty = ["Access” XpZ]JT C; md],nJ,HV]p,ki. (4)

5.6 Data Retrieval
The data requester sends a data retrieval transaction and to
get the encrypted data as follows:

After receiving Tx; from cpi, a blockchain node au
verifies the validity of ; and 7. If the two proofs are
successfully verified, au returns a download link L
and a signature o to cpi. Then au sends a permission
transaction to cb to allow cpi; to retrieve data from
CPD

Trs = ["Permit”, X, au, 7;, date, ts]

(5)

prkau”

cpi; signs (L, o) with her/his master private key prk;
and sends (cpij, puk;, (L, o)k d ) to the CPD which
retrieves the correspondmg data Ed from the DDSS.
Then cpi; and the CPD execute a committed user
oblivious transfer protocol where cpi; is the receiver
and CPD is the sender. The oblivious transfer
ensures that the crime police investigator embeds his
key in the requested data while not showing the key
to the crime police department.

CPD decrypts Ed using a corresponding attribute
key to obtain data d. CPD breaks d into r data blocks
db;, 0 <i<t—1 for a bit t-long private key Mj.
Each data block is watermarked to produce two ver-
sions db}, db;.

CPD chooses a random r <, Z,, and sends g} to cpi;.
Forall0 <i <t —1, cpij chooses a random T <R Zp,
computes a commitment C; = g’ g, R=Y""0 20
where b; is the bit decomposmon of prk;, and sends
(g%, Ci, R, NIZK{(r;, b;)|g} gl }) to CPD. By doing so,
cpi; has proved the possession of prk;. CPD com-
putes C = IT"_!C?. CPD aborts if C b (¢fpuk;) o
the NIZK fails.

For all 0<i<t—-1 and j=0,1, CPD computes

kij = H3((Ci- (¢)™)) and sends P, =
Hg(HQ(kh(})) D Hf;(Hz(k )) to Cpi Cpi computes
k5. = Hs((g7)") and sends P! = H;(H(k, ) ®P; b;

to CPD.
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- CPD verifies whether P, = H;(H(k;)), computes
Ed] = Encrypt(pk, Sqp, db]), and sends ciphertext C; =
Enc(Ed)) to cpi; where Enc is symmetric encryption.
CPD sends a data retrieval transaction to cb to allow
cpi; to start analyzing the data

Txg = ["Analyze”, X, CPD, n;, date, ts] (6)

prkcpp”

After receiving {C;}, 0 < i < v — 1, ¢pi; first decrypts C;
using k; ; and Dec. Then cpi; rebuilds Ed’ with {Ed;}. Next,
cpi; decrypts Ed using attribute key sk as follows.

— If the set of attributes A; in sk satisfies the MSP
(M, f) in Ed, then there exists constants {);} € that

satisfies [ [;c; (M), = (1,0,...,0).
- cpij computes d% =ct' - e HieI(ctll)A"',skjl) ce(TTies
(cté))‘i, 5k}2) . e(l_[ie](cté))‘i7 8/45;3) and sz = e(sk:}/ -

[Licr (9kf(i)‘l)x Cfi’) : (Sk‘?/ ) Hzg}(gkﬂ ) 2) cty) - e(sk?‘
e (5K %) et

- cpij obtams the requested data by computing d =

dy/dz.

Note that, in order to protect the CPD from knowing the d,
we can use a secure enclave, such as Intel Software Guard
eXtensions (SGX) [38], to realize the “decrypt-watermark-
encrypt” process conducted by the CPD. It is a potential
research direction that is a part of our work. When the data
type is taken into account, the decrypt-watermark-encrypt can
be realized by first transforming the data into a photo and
processing it with the SGX module. The process of data
uploading, data accessing, and data retrieval is shown in Fig. 3.

5.7 Data Analysis and Result Reporting

After all the related data is collected, cpi; conducts systematic
analysis on the data using professional forensic techniques,
softwares and hardware. When a report R; is finalized, cpi;
sends a report transaction to cb to complete the analysis

Tw7 = ["Report”, X, Hy(R;), date ts]p,,k (7)
The analysis aims to locate data that can be presented as
potential pieces of evidence, such as a photo of a suspect
being at the scene, braking distance, and a surveillance video
of withdrawing money. These evidences are used to substan-
tiate a criminal activity and support the recommendation of
prosecution. Besides, cpi; can send the data to a legal medical
expert for data analysis. In this case, the Tz; has to include
the anonymous credential information of the expert and cpi;
has to undertake the due obligations if the expert leaks data.
To mitigate this effect, we assume the investigator has the
expertise to conduct data analysis in this work.

Afterward, cpi; proceeds with the preparation of a digital
report detailing the findings of the analysis. Finally, cpi; sends
a close transaction to cb to put an investigation into closure

Txg _ [NCIOSGH,X7 date, ts}prkj' (8)

5.8 Traitor Tracing

Upon revelation of some watermarked data db, the data
user’s private key prk is extracted from the data and shown
to the authority with which she/he retrieves data. The
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Fig. 3. Overview of data uploading, data accessing, and data retrieval.

authority will expose the real identity of the data user and
punish the user according to legal provisions.

6 PRIVACY AND SECURITY ANALYSIS

In this section, we formally prove that Eunomia achieves all
the privacy and security goals defined in Section 3C.

6.1
6.1.1

Theorem 1. Eunomia guarantees anonymity under the Discrete
Logarithm (DL) assumption.

Privacy
Anonymity

Proof. The idea behind the proof of this theorem is that if it
were possible to recover the master secret from an anony-
mous credential cr, then it would also be possible to break
the DL assumption [39]. We formalize it through a proof
by security reduction, where we show how to use any
efficient adversary A to construct another adversary A’
such that if A violates the theorem, then A" violates the
DL assumption. Since the DL problem is assumed to be
hard, it must also be secure in the sense of the theorem.
Construct the following adversary A’ :

1. Upon observing G,q,hi, generate hy,hs,.., "y,
r,1', sk, att,aux satisfying G = (hg) = (he) = ... =
(hn)-

2. Compute cr=hjh*T[", h0+2, compute =
ZKSoK[auz] {(sk,r' 7’) or = Ry RS T o Bt A pi
= hiy hik}.

3. Invoke A(k,G,q, ho, hi, ..., hp, cr, 7w, pi).

4. Output sk/, after A outputs sk/;.

A’ runs in polynom1al time since A does. By the defini-
tion of the discrete-logarithm experiment DLog v 5(k) [36],
we can see that A’ succeeds if and only if A outputs a cor-
rect sk/;. So Pr[DLog y (k) = 1] = Pr[A(k, G, g, ho, Ry, ...,
hy, cr) = sk]. Given that ’the DL problem is hard relative to
G for all PPT adversaries, there is a negligible function
negl such that Pr[DLog v 5(k) = 1] < negl(k). We conclude
that Pr[A(k, G, q, ho, b1, ..., hn, cr) = sk] < negl(k). Due to
the DL assumption, it is hard to compute sk from pi. Due
to the zero-knowledge property of Bulletproof [21] relying
only on the DL assumption, the warrant is not shown to
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the verifier either, i.e., [Pr[Exp’j (k) = 1| < negl(k). We
complete the proof. O

6.1.2 Unlinkability

Theorem 2. Eunomia guarantees unlinkability under the
DL assumption, Decisional Linear (DLIN) assumption and
randomness.

Proof. For the anonymous credential cr, pseudo-identity pi,
and zero-knowledge proof 7/, all of them are generated
under the DL assumption and with fresh random numbers.
For the ciphertext Ed, it is computed under the DLIN
assumption with fresh random numbers u;, uy. Therefore,
from the view of A4, they are drawn from a uniform distri-
bution such that A can only distinguish the two messages
with a probability that is not any better than taking a ran-
dom guess, ie., |Pr[EXp“nll( )] =1| <$+negl(k) and
|Pr[Exp““lQ( k)] = 1| <4+ negl(k). We complete the proof.O

6.2 Security
6.2.1 Confidentiality

Theorem 3. Eunomia protects data confidentiality under the
DLIN assumption on asymmetric pairing groups in the random
oracle model.

Proof. The proof is constructed through a sequence of hybrids
and a hybrid describes how C interacts with A. The first
hybrid HB, is Exp$1;(k) in the Appendix with one differ-
ence that H; is assumed to be a random oracle. The second
hybrid HB, is a modified version of HB,. In initialization,
0,G1,Gy,Gr, e, 01,92 are generated the same. C maintains
two lists L; and L» to simulate the random oracle. L isin the
form (z, W) or (y, U,). z is an arbitrary binary string, y isa
positive integer, and W,, U, are 3 x 3 matrices. L, has
entries of the form (a, b) where a is either zlt or Oylt (for [l €
{1,2,3} and t € {1,2}) or others,and b € G;. A makes three
types of oracle queries: xlt, Oylt, and others. In key genera-
tion, A sends a key query KQ to C, C retrieves W, for every
z € KQand U, from L; and returns an attribute key to A. In
encryption, A sends two messages mg, m;, and (M, f) toC,C
retrieves [(W?(@A)Lth and [(U] A), ], foralli = 1,...,ny,j =
1,...,n9, 1, tfrom Ly. Aisa 3 x 2 matrix A = (a;, as, a3) and
a; = (r,0), ag = (0,72), and a3z =(1,1). C computes a
ciphertextand returnsitto A. O

From the view of A, HB; and HB; are statistically indistin-
guishable because W,, U, have enough entropy to make
(Wf A),, and (U A),, look random for each [, t. Then, a
set of hybrlds can be defined with the last HBs putting the
randomness to the ciphertext such that the encryption of
any message is indistinguishable from the encryption of a
random message under the DLIN assumption. It can be
proven that each hybrid is indistinguishable from the next
one. In the end, HB; is indistinguishable from HBgs. For
more details, please refer to [20].

6.2.2 Authentication

Theorem 4. Eunomia protects authentication under the DL and
Strong RSA assumptions.

Proof. First, we begin by discussing the signature/proof .
Let us assume that A has non-negligible advantage ¢ in
winning the experlment Exp’i'}; (k). Then we can construct
an adversary A’, which has the same advantage ¢ in
breaking the DL problem. Construct the following A’ :

1. Upon observing G, ¢, h, satisfying h = g* for some
x, generate hg, ho, .., hy, r, 7', sk tatt auzr.

2. Compute cr=hj h*k | th , compute =
ZKSoK[auz] {(sk, 7' 7‘) cr = hy BT, hato A pi
= hjy hi}.

3. Invoke A(k,G,q, ho, hi, ..., hy, cr, 7w, pi).

4.  Aoutputs (sky,74,1",), output (ska,r.4,7).

When A outputs (sky4,7.4,7/,) that is different from
(sk,r,7"), we say that A successfully forges a valid =, i.e.,
breaks the binding property. Since A’ runs in polynomial
time, A’ identifies a collision on the commitments which
contradicts with the DL assumption. Therefore, € should
be negligible. O

Second, we discuss the signature/proof 7’ by giving an intui-
tion behind the proof. 7’ in data uploading/accessing is a sta-
tistical non-interactive zero-knowledge proof of knowledge
of (sk,w,r’,cr,r,pi) such that w is a witness that cr is in the
accumulator A and both pi and cr belong to sk. 7 is generated
via leveraging standard techniques as well. To forge a valid
7', A has to find a collision on the commitments or forge an
accumulator membership proof, which occurs with negligi-
ble probability under the Strong RSA and Discrete Logarithm
assumptions. We complete the proof.

6.2.3 Fine-Grained Access Control

If a data user that does not possess enough attributes satisfying
the access structure S tries to access d, the set of attributes A in
her/his sk do not satisfy the MSP (1, f), thus failing to decrypt
the ciphertext of d. For the warrant, we require that each war-
rant has a period of validity. After the warrant expires, a mali-
cious CPI cannot use the invalid warrant to continue
investigation. Hence, fine-grained access control is achieved.

6.2.4  Accountability

As shown in Fig. 2, we model the process of a VDF investi-
gation as a finite state machine in which each state transition
is realized via a blockchain transaction, including a signa-
ture by the transaction initiator. The signature has ensured
the integrity of data. Specifically, adversaries cannot inter-
fere with the execution of smart contracts and prompt tran-
sition without being permitted or verified. Meanwhile, the
encrypted data is stored in the DDSS while its hash is
recorded on the blockchain. The DDSS and the data owner
can audit the data by recomputing a hash value of local
data and comparing it with the on-chain hash value. Hence,
the system can protect the digital forensics chain of custody
so that the data is hard to be tampered with and easy to be
audited, providing accountability.

6.2.5 Traceability

During data retrieval with an authority, the data user has to
embed the private key prk into the request data d via a com-
mitted user oblivious transfer protocol before receiving the
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TABLE 2

Comparison of Privacy and Security Properties
Property Anonymity Unlinkability Confidentiality Authentication Access Control Accountability Traceability
DiaLOG [25] v v
DFAV [26] v Partial
B4F [6] v 4 v
BB-VDF [12] v v v v
Eunomia v v v v v v v

data. Since the zero-knowledge proof is sound, the data user
cannot deceive the authority to forge a valid private key and
obtain the requested data. Specifically, the authority
requires the data user to make a commitment of each choice
b; as C; = gi'¢" and proves that the bits {bi}'_) can be used
for recovering the prk. Hence, the system can trace the leak
source by extracting the private key according to the leaked
data blocks, achieving traceability.

We compare Eunomia with existing work regarding pri-
vacy and security in Table 2. Only Eunomia provides all the
designed objectives. Specifically, DiaLOG [25] allows data
confidentiality by using symmetric encryption in registration
and requesting. It guarantees integrity by using signatures in
data retrieval. DFAV [26] encrypts data by using symmetric
encryption. Then it encrypts the key by using asymmetric
encryption and the public key of the database. Partial account-
ability is provided due to the hash value submitted by the data
provider while it is not publicly verifiable. B4F [6] uses the
IEEE 1609.2 standard to ensure security. However, they men-
tion that disclosure of user data is necessary due to regulations
and policies. BB-VDF [12] has adopted a similar forensics
framework to address confidentiality, authentication, access
control, and accountability. All the work above cannot track
the source of data leakage under a data breach.

7 PERFORMANCE EVALUATION

In this section, we build a prototype in a WiFi-based Ether-
eum test network to evaluate its computational costs, com-
munication overhead, network delay, monetary cost, power
consumption, and scalability. Given the experimental
results from these aspects, we see that the whole system is
executable and practical.

7.1 Experiment Settings

The blockchain test platform is the Ethereum?, and we use
Geth (Go-Ethereum Client)® as the main tool for Ethereum
network environment establishing. We instantiate four
authorities on four nodes, each node has a signer account
with authority to seal a block. One node with a public IP
address is the boot node. The other three nodes are deployed
on two laptop computers and one desktop computer. We
instantiate data provider/user on two smartphones. We use
JPBC library* to implement cryptographic primitives with an
elliptic curve being defined as y* = 2° + z over F,. [p| = 512
is a value from the type A pairing in JPBC. |¢| = 1024 is

2. https:/ /www.ethereum.org

3. https:/ / github.com/ethereum/go-ethereum

4. http:/ /gas.dia.unisa.it/projects/jpbc

5. http://gas.dia.unisa.it/projects/jpbc/docs/ecpg.html#.
YWJebm]BzZR

decided to achieve a strong security level. We choose
SHA256 as the hash function and AES for symmetric encryp-
tion for their recognition and wide adoption in cryptography
protocols. H; uses SHA256 to convert the input to a hash
value and maps the value to an element in G;. The m is set to
10 to the include main attributes of an investigation, which is
determined after consulting with the local police department
in Hefei, China. They include type, date, time, address, etc.
We require that a cpi must possess all the attributes to decrypt
encrypted evidence, i.e., |A| = 10. The value of n; and ny, as
the size of a matrix, are decided by m. ng = 10 is desinged to
offer data providers several chances to upload evidence.
aur = 10 is a value from the ZKSoK. || = 1024 is the size of
the cpij’s WJ

We use the Puppeth (Ethereum Private Network Man-
ager®) imported from Geth’ to create the genesis block. The
consensus mechanism is Clique (Proof-of-Authority) and
the block creation time is set as 10 seconds. Since each trans-
action costs different amount of gas and the gasLimit is fixed
(4700000 per block), the number of transactions in a block
varies. After activation, each blockchain node will generate
enode information (uniform resource identifier), replace
“0.0.0.0” with its virtual IP, and then invoke admin.addPeer()
to record other nodes’ enode information.

We write the smart contract with an online integrated
development environment remix® and deploy it with a
Chrome Ethereum wallet plugin metamask’ via injected
web3 protocol. After deployment, we record the generated
contract address and application binary interface, then
invoke the contract via web3 protocol. For each investiga-
tion, there is an enumeration struct named State to store the
state. Once the transaction function is triggered, the Ether-
eum smart contract first checks whether the pre-state of
investigation is legal by using Solidity statements “require”.
If the pre-state is legal, the state is transited to the next state
after all operations in the transaction are completed
correctly.

Figs. 4 and 5 show the overview of Eunomia framework
and detailed information flow of Eunomia. Key experimental
parameters are listed in Table 3. Source codes'® are uploaded
to GitHub. We also conduct experiments on two smartphone
as data user and data provider. We develop an Android
application, use the Springboot framework for the server,
choose Java to write action logic with JPBC library, and enable

6. https:/ /github.com/ethereum/go-ethereum/tree/master/cmd/
puppeth

7. https:/ / github.com/ethereum/go-ethereum

8. https:/ /remix.ethereum.org

9. https:/ /metamask.io

10. https:/ / github.com/SopmmmodIl/Lawful-Evidence-
Management
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Fig. 4. Overview of Eunomia framework.
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Fig. 5. Detailed information flow of Eunomia modules.

communications between the smartphone and the blockchain
via http post protocol. AliCloud Object Storage Service OSS is
chosen by us as DDSS. We choose Python 3.7 and web3py
library to perform our test operations. Three screenshots of
the implementation of Eunomia are shown in Fig. 6.

7.2 Computational Costs

We now analyze the computational costs for the four main
entities: DP, DU, AU, and BN through counting the total
number of cryptographic operations. Different notations are
adopted to denote cryptographic operations in the scheme.
G; and G denote the multiplication and exponentiation in
G. G} and G}, denote the multiplication and exponentiation
in Gy (Gy). H; refers to the specific hash function, i.e., H;,
H,, and Hj. bp denotes the bilinear pairing in CP-ABE. G,
G2, and Gr3 denote the multiplication, exponentiation, and
division in G7. wm refers to the watermarking.

A data provider’s primary computational cost rests in
entity registration and data uploading. It consists of gener-
ating a signature of knowledge x, encrypting data d, com-
puting a proof of knowledge 7/, and computing two hashes
HV' and HV?, ie., ((m+6)Gi + (m+ 7)Gs + Hs) +(3G) +
n1(2 + 2n9) Hy + 2G11 + 2G12) + (3G + 4G5 + Ho) + 2Hs.
In entity registration and data uploading, it costs the data
provider 120 ms and 44 ms, respectively.

A data user’s primary computational cost lies in entity reg-
istration, data accessing, and data retrieval. It consists of

4 GB/Ubuntul6.04
Smartphones Huawei Kylin 980
8 GB/Android 9 “Pie”
o6 €4 0110 &0 s 0204 &0 4021
Enuomia Data Uploading Data Accessing&Retrieval
Encrypt Data
Ylesl /mp4?0SSAccessKeyld= o
= 081 BEapreec: 042150086
3ac36b28a6057290fc1 560d5ce73ff84 9 b23ATTURMISGapeVLera%3D
= Ot 10TdbAbe 10365 dedecOIED =
(a) Login (b) Data Uploading (c) Access&Retrieval

Fig. 6. Implementation of Eunomia using smartphones.

generating a signature of knowledge 7, constructing a range
proof 7", generating an anonymous credential (pi;,n},
C;, md;), computing a hash value HV, signing (L, o), generat-
ing a proof, decrypting C' and Ed’, and computing one hash
of the report, ie, ((m+6)G;+ (m+7)Gy+ Hy) + (2G]
+5G, + Hs) + 3Gy + 4Gy + Hy) + Hy + (21Gh + (G +
QGé + Hg) + tHy + 'L’]’Ig) + (rDec + 6bp + 4G, + GT3)+ Hs. In
entity registration, data accessing, and data retrieval, it costs
the data user 120 ms, 109 ms, and 9668 ms, respectively.
Although the data retrieval has a relatively high computa-
tional cost raised from multiple zero-knowledge proofs, it is
still worth the time if we aim to guarantee traitor tracing,.

The authority in entity registration processes the registra-
tion request from a data user, namely computing an attri-
bute key sk?, ie., 2G| + (2 |A| +6)Gh + (6 % |A| +2)H.
The authority in data retrieval participates in the committed
user oblivious transfer protocol, ie., (6bp + 4G + Gr3)+
2twm + Gy + (t — 1)G] + 1G4 + 2tG +31Gy+3tHy+31H;)
+(3G4 + n1(2 4 2n9) Hi+ 2Gr1 + 2Gps + tENC). The water-
mark embed/extract operation using Fast Fourier Trans-
form (FFT) is executed 2|z| times for one picture.

A blockchain node verifies the validity of entity registration
transaction, warrant grant transaction, data uploading transac-
tion, data accessing transaction, permission transaction, data
retrieval transaction, data analysis transaction, and result
report transaction. For the first four transactions, the node has
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TABLE 4
Implemented Running Time (Unit: Millisecond)

Phase Entity Registration Data Data Data Retrieval Result Traitor Tracing
Uploading  Accessing Reporting

Entity DP DU AU BN DP BN DU BN AU DU BN DU BN CPD

DialOG!'[25] n/a 023 023 n/a n/a n/a 152 023 n/a n/a n/a

DFAV [26] n/a 16 n/a n/a 023 023 n/a n/a n/a

B4F [6]* n/a n/a <1 n/a <1 <1 n/a n/a n/a n/a

BB-VDF [12]6 n/a 43 15 20 807 85 230 20 20 20 n/a

Eunomia 120 120 193 94 44 94 109 86 5066 9668 4 <1 4 1400/5008

TWe choose an AES key of 128-bit, an RSA key of 1024- bzt and a message of 160-bit in the scheme DiaLOG. *The AU in the scheme DiaLOG is a central communica-
tion unit. >The AU in the scheme DFAV is a database. *We use Elliptic Curve Integrate Encrypt Scheme (ECIES) for encryption and signing in the scheme DFAV.
>The AU in the scheme B4F i isa registration authority. *We use AES-128 for the symmetric encryption in the scheme BB-VDEF. ”In the scheme BB-VDF, the data access
transaction is sent to a court. 51400 is for embedding a watermark, 500 ms is for extracting a watermark. For example, a watermark is a random ID: *93498ac8978f”.

to not only verify the signature, but also verify the proofs
included in the transaction. Specifically, besides verifying the
signature, it verifies acin Tx; and Txs (i.e., 2G; + 6G2 + 2H),
verifies ' in T3 (i.e., 2G; +6G4 + 2H,), and verifies 7’ and "
inTrq (e, Gy + 2Gy + 2G) + 4GY, +2H,). The verification of a
signature costs 4 ms. The authorities and blockchain nodes are
assumed to possess powerful computation powers, so the
computational costs can be further reduced.

The main measured values for execution time of each
entity are listed in Table 4. The computational costs in the
first three phases are relatively low, i.e., less than 200 ms for
each entity in each phase, for using lightweight anonymous
authentication and lightweight CP-ABE. While the DU and
AU spend more time finishing the transfer of evidence
because they have to conduct oblivious transfer, prove and
verify the possession of a private key, and decrypting and
encrypting the data. Although Eunomia has extra computa-
tion burden, still the recorded runtime of each entity fall in
an acceptable range.

7.3 Communication Overhead

A data provider sends an entity registration transaction 7’x; to
the blockchain network, i.e., |"Register”| + |au| + |ac;|+ |date]
+|ts| + |signature| = |" Register”| + |au| + |G| + 2 * (|g|* 2+
Ip| * 2) + |att;| + |pi;| + |aux;| + |date| + |ts|+ |signature| = 8
*8 + 4 4 1024 + 2% (1024 %2 +512%2) + 2% 10 + 10+ 10+
20 + 10 + 520 = 4750 bits = 0.58 Kbytes. The data provider
also sends an data uploading transaction T, i.e., |"Upload” |+
[pis| 7| C |+ ek |+ [ HV |+ | HVZ| + |signature] = 6 8+
10 (1024 + 1024 41024 +1024 +2 % (2048 +256))+10 * 1024
+(10 + 2420 + 10) + 2 % 256 = 20076 bits = 2.45 KBytes. A
data user sends an anonymous credential to the AU, submits
a data accessing transaction 74, a report transaction Tz, and
a close transaction Txs, i.e., |crj| + |7;| + |att;] + |pi;| + |auz;]
= 0.88 KBytes, |"Access”|+ |pi;| + 7| + |Cyl + [md;| + || +
|HV| + |signature| = 2.95 KBytes, |"Report”|+ |Ha(R )| +
|date| + |ts| + |signature| = 0.10 KBytes, and |"Close”| + |X\ +
|date| + |ts| + |signature| = 0.08 KBytes. The data user trans-
fers 0.56 KBytes in retrieving data from the AU. The authority
in entity registration returns an attribute key (sk:1

{57} en,5K}) to DU, ie, [ski'| + [sk}?| + sk)*] + [skj"!| +
|sk TZQH- |s kT3| + sk | + sk | + |sk3 | =1.125 KBytes, and
submlts a warrant grant transaction T, similar to Ty, i.e.,

0.58 KBytes. The authority submits a permission

transaction T, i.e., 0.64 KBytes, sends 16.15 KBytes in the
committed user oblivious transfer protocol, and a data
retrieval transaction, i.e., 0.64 KBytes. The original picture
we use is 36.1 KB per data block and the embedded one is
73.8 KB. A blockchain node verifies each transaction that is
submitted to the blockchain network. The length of the sig-
nature in each transaction is 520-bit. Eunomia’s communi-
cation overhead is higher in data uploading, data retrieval,
and traitor tracing. They are also the foreseeable cost of
enhancing privacy and security.

7.4 Network Delay

We set the block creation time, i.e., block period, to be 10 sec-
onds. Experimental results in Fig. 7a indicate that the real con-
sensus time fluctuates around 10 seconds due to the hardware
interference. Next, we test the transaction confirmation time
by using waitForTransactionReceipt() and record elapsed time
by using time.time(). The results are illustrated in Fig. 7b. We
use 5 seconds as the interval time between two transactions of
eight types. The confirmation time for the transactions varies
due to network delay and consensus mechanism. To reduce
the transaction confirmation, we can decrease the consensus
time in the blockchain network according to application’s
requirements. Last, we test the network latency in accessing
data, i.e., the time elapsed from a CPI’s submitting an access
transaction to receiving a download link L from a blockchain
node. The average network latency ranges from 0.58s to 0.68s
as illustrated in Fig. 7c. The network delay is directly related
to the blockchain network and the underlying consensus
mechanism, which is controllable by means of reliable infra-
structure and network.

7.5 Performance Comparison With Existing Work
The basic parameter settings of the experiments are the
same for comparison. We notice that not all the schemes
share the same system model or procedure which makes it
not easy to comparison, still we manage to find the common
entities to compare their computational costs and communi-
cation overheads. For the entities or functions which do not
exist in a scheme, we mark its value as “n/a”. The compari-
son results are listed in Tables 4 and 5.

For DiaLog [25], we choose an AES key of 128-bit, an RSA
key of 1024-bit, and a message of 160-bit. Data providers/
requesters register with a Central Communication Unit
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TABLE 5
Communication Overhead (Unit: KBytes)
Phase Entity Registration Data Data Data Retrieval Result Traitor Tracing
Uploading Accessing Reporting
Entity DP DU AU BN DP BN DU BN AU DU BN DU BN CPI*
DiaLOG [25] 0.05 0.05 0.05 n/a n/a n/a 028 005 n/a n/a n/a
DFAYV [26] n/a 031 n/a n/a 025 0.03 n/a n/a n/a
B4F [6] n/a n/a 009 n/a 020 0.16 n/a n/a n/a n/a
BB-VDF [12]? n/a 0.7 009 019 478 0.32 734 734 013 013 n/a
Eunomia 058 088 058 058 245 245 295 295 1742 056 064 018 0.18 73.84

"Traitor tracing happens when a crime police investigator submits leaked data to

the crime police department. 2In BB-VDF, we use SHA256 as H,, the attributes

number in the access policy | = 5. >There are two parts for the 4.78 KB: 2.39 KB for court and 2.39 KB for BN. *The length of an original data block is 36.1 KB,

and the one of an embedded data block is 73.8 KB.

(CCU) to obtain symmetric keys. AES encryption is used to
encrypt data. RSA is used to generate a signature when the
CCU returns encrypted data.

Data providers in DFAV [26] computed a ciphertext of
data by using AES-128 and a hash of data. A ciphertext of
the encryption key is also generated by using RSA and the
public key of the database. As a result, the above two cen-
tralized solutions have lower execution time and overhead.

B4F [6] adopts the IEEE 1609.2 standard to guarantee ano-
nymity and perform encryption and signing by using the
Elliptic Curve Integrate Encrypt Scheme (ECIES). Certification
authorities manage the users’ identities. Although the three
schemes have a lower cost and overhead, they do not address
most of the privacy and security concerns vital to VDF.

Data providers in BB-VDF [12] encrypt data by using a
distributed key policy attribute-based encryption with a
partially hidden access structures scheme. Data users can
request data from the data storage by obtaining a decryp-
tion key from the authorities.

In entity registration, unlike other schemes, all four enti-
ties in Eunomia need to register. This is a foundation for pri-
vacy and security measures. In data uploading, the
blockchain nodes in Eunomia have to verify the identity of
data providers. In data accessing, Eunomia has a higher
time cost than BB-VDF for verifying zero-knowledge proofs
sent by data users. In data retrieval, we can see a higher exe-
cution time from Eunomia for embedding watermark and
generating multiple zero-knowledge proofs. In traitor trac-
ing, the CPD in our scheme tracks the secret key of the
traitor.

7.6 Monetary Cost and Power Consumption

Gas is originally designed to defend Denial-of-Service
attack in Ethereum. It is achieved by costing a pre-defined
amount of gas for running a smart contract in which each
operation has a fixed gas cost. gasLimit and gasPrice are
specified by a transaction sender. gasLimit is the maximum
amount of gas used in executing this transaction. gasPrice
is the number of Ethereum coin (called Ether) that the
sender is willing to spend per unit of gas.

We measure the gas cost of eight types of transactions. Spe-
cifically, they are classified into three sets: Tz, and T3 for data
provider; Txy, Txg, Tx7, and T for data user; and Txo and T
for authority (blockchain node). From Fig. 8a, the average gas
usage for T; is about 172,156. The gas price in the Eunomia
blockchain is 1 Gwei (0.000000001 Ether), at the exchange rate
of 597.36 USD per Ether at the time of writing (December 3,
2020). Each Tz, costs about 0.00017 Ether (or 0.10 USD). The
gas difference of different transaction exists because gas varies
when the transaction items are different. Even when two trans-
actions are of the same type, the anonymous credential and
timestamp vary for different data providers in 7%;.

Now we measure the power consumption of implementing
the system by using Windows powercfg command''. To
improve accuracy, we close unnecessary programs and run
the computers in the battery mode. Specifically, we measure
the power consumption for: data provider (register and
upload), data user (register, access, retrieve, analyze (only

11. https:/ /docs.microsoft.com/en-us/windows-hardware/
design/device-experiences /powercfg-command-line-options
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Fig. 8. Monetary cost and power consumption of Eunomia.

upload Txg), report, and close), blockchain node (verify and
consensus), and CPD (retrieve). For example, the power con-
sumption of a blockchain node is measured during one block
time, i.e., from receiving transactions from 100 users to creating
a new block. As shown in Fig. 8b, a data provider only con-
sumes 181 mW-h and a data user consumes 1141.5 mW-h. It
costs a node 160 mW-h and costs the CPD 6493.5 mW-h in one
data retrieval. The monetary cost and power consumption
show that it only costs the data providers and data users a little
money and energy to send transactions to the Ethereum block-
chain, which does not hinder them from using the blockchain-
based VDF system. Especially, if the forensic system has its
own consortium blockchain, the cost will be further reduced.

7.7 Scalability
Scalability refers to how the blockchain scales with the increase
in the network size [40]. We create 1000 user accounts using
geth client. Each account receives 1000 ether from one pre-
funded miner account. Since web3py is a none thread-safe
library, we write transaction scripts in a loop. To reduce the
time interval between two transactions, we prepare all needed
parameters and sources, and execute transaction submitting
operations in the loop. We measure the Transaction Confirma-
tion Time (TCT) for the eight types of transactions. In Fig. 9a,
the number of users is 200 (100 data providers/users). The
transaction time interval of Tz is 0.1s. The TCT for Tx; follows
a periodic pattern. Within one period, all transactions are
packed into one block. The line decreases linearly because the
transactions sent first are packed first. For different periods,
the TCT for later periods are longer because some transactions
are sent in the previous periods and transactions that are not
packed will wait for the following blocks when the total gas of
transactions in the current block has reached the block gas
limit. When the number of T%;s is 500 in Fig. 9b, the TCT will
increase. Some “odd” points exist because the corresponding
transactions contain longer messages which are cut in line by
shorter transactions. In Fig. 9¢, the time interval of requests is
set to 0.2s, and we can also see a periodic pattern in the TCT of
Txys. For data uploading in Fig. 9d, we randomly draw the
time interval of Tz3s from 1s to 5s, the resulting curve does not
show a clear pattern that validates the random sampling. Tz4s
(access, 1s interval time) and T’xss (permit) are mixed together.
One Tz, is followed by one Tx5. Fig. 9e shows that T4 and 15
share the same pattern of TCT because they come in pairs. The
TCT of Txgs, Txrs, and Txgs in Fig. 9f is analogous to Fig. 9d
due to the randomness in transaction generation. The average
TCT for Txy, ..., Trg is lower than 10s, because their time inter-
val is longer than previous settings, so they are packed faster.
The scalability experimental results show that the total
time needed for reaching consensus of a new block is stable
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Fig. 9. Scalability of Eunomia.

regardless of the network size. Therefore, we can support
more data providers and data users to participate in the sys-
tem. If the network scales, data providers/users can mark
their uploading/accessing transactions by an indicator to
emphasize the urgency. Then the blockchain nodes will
pick transactions based on the indicator. In addition,
authorities can decrease block interval and increase block
size according to the increase in number of transactions.

8 DISCUSSIONS

8.1 Uploading Falsified Information

Since Eunomia collects data using a crowdsourcing method, it
is possible that some data provider (e.g., a threatened civilian,
a collusive gangster) uploads falsified information to the sys-
tem. The falsified information could be classified into two
types: forged and fake. The first one refers to blood planted at
crime scenes and an edited photo/video. The impacts of this
misconduct could be reduced by forensics professionals with
a set of skills acquired through years of experience, and pro-
fessional techniques specially designed to detect any trace of
forgery. For example, there are image forgery detection [41],
video forgery detection [42]. Such techniques can be inte-
grated into the Eunomia app as the first line of defense in data
uploading. The second one refers to some made-up testimony.
To mitigate the effects of the fake evidence, we ask the data
providers to offer more convincing and detectable evidence.
Moreover, data providers will be asked to testify at court
given that this is a requirement of current justice systems
including USA [43], Canada [44], and UK [45].
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9 CONCLUSION

In this paper, we have presented an anonymous and secure
vehicular digital forensics scheme Eunomia based on block-
chain, smart contract, and cryptographic primitives. It
provides anonymity, unlinkability, data confidentiality,
authentication, fine-grained access control, accountability,
and traceability. With Eunomia, data providers can readily
participate in the forensic procedure without privacy con-
cerns. Data users can request the collected data to conduct an
investigation while not disclosing their ongoing tasks. Mali-
cious insiders cannot tamper with evidence easily since all
the data related operations are documented in the shared
ledger. Traitors who leak data will be traced given that their
personal identifier is embedded into their requested data.
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