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Keywords: The landscape of electronic marketplaces has been monopolized by a handful of market operators that have
Decentralization accumulated tremendous power during the last decades. This trend raises concerns about fairness and market
Gatekeeping

manipulation by these operators acting as gatekeepers. These concerns have recently been outlined in the EU
Digital Markets Act (DMA).

In this work, we highlight how technological logic of separation understood in the framework of
decentralization can address manipulation concerns. As a first step, we devise a reference model of electronic
marketplaces, containing six functional components, and outline how control over these components enables
different manipulative practices by gatekeepers. We identify two dimensions of decentralization that can
counterbalance monopolistic abuse of marketplace components. We then present a software implementation of
our reference model and demonstrate how decentralization and unbundling of market components can alleviate
manipulation and fairness concerns. We end our work with a review of related approaches and conclude that
modular and interoperable marketplaces can enable an open ecosystem of fair electronic markets envisioned
by the DMA.

Market manipulation
Distributed ledger technology
Blockchain

Decentralized finance

1. Introduction position of monopolistic market operators raises concerns around the

fair treatment of participants, fair pricing, data privacy, corporate

The significance of electronic markets and their infrastructures is
hard to underestimate, given the spectacular growth of e-commerce
during the last two decades. This growth, however, is a multifaceted
trend that raises novel challenges and issues. One prominent concern
is the monopolization of electronic marketplaces by “Big Tech” com-
panies, such as Amazon, Google, Facebook, and Uber (Barwise and
Watkins, 2018; Jullien and Sand-Zantman, 2020). At the one hand,
concentrated control of electronic marketplaces can provide significant
benefits for participants, e.g., reduced friction, easy market entry, and
access to a large pool of potential buyers and sellers. On the other
hand, several factors also invite closer critical scrutiny of this model
for electronic marketplaces. Monopolization is not exclusively an issue
of anti-competitive behaviour, a problem traditionally associated with
monopolies. Instead, it is a much broader trend where a combination
of network effects, economies of scale, and big data collection has
made “winner takes all” a dominant strategy for companies operating
electronic commerce platforms. This strategy prioritizes market domi-
nation through vertical and horizontal integration, consumer lock-in,
and aggressive stifling of competition (Khan, 2018). The privileged

* Corresponding author.
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control of critical digital infrastructures, taxation, labour regulations,
and manipulation of consumers and markets (Barwise and Watkins,
2018; Schechner, 2021; Goéldi, 2020).

These concerns were recently laid out in the “Digital Markets Act”
(DMA) regulation, proposed by the European Commission, that aims to
address the practices of gatekeeper platforms who abuse their privileged
intermediary positions. These unfair practices warrant a closer atten-
tion to the ways these platforms bundle together their core services
and underlying infrastructures, and motivates the need for approaches
to separate these components (EC, 2020b). Structure separation, the
forcible separation of vertically integrated companies, has its limita-
tions since application and monitoring of effective separation in quickly
evolving high-tech markets can be undermined by obsoleting regula-
tory tools (Khan, 2019).! The EU expert report on DMA provides an
opinion that not only legal but also technological separation of platform
services from the infrastructure may be necessary to address fairness
issues in electronic marketplaces (Cabral et al., 2021) (p.30). Cur-
rently, there is no comprehensive technical analysis on the feasibility

1 Historically, separation regimes were applied in particular markets and services where a bottleneck facility served as infrastructure or a critical intermediary

in railroad, banking and telecommunication sectors.
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of technical separation. We provide such an analysis and argue that
technological separation, which we define as a decentralized design
of electronic markets, brings the capability to address core issues of
fairness and market manipulations by market gatekeepers.

An increasing amount of research provides new insights into prac-
tical solutions to disintermediate electronic marketplaces and replace
centralized components with decentralized solutions such as distributed
ledgers (Subramanian, 2017a). Thanks to significant advancements of
blockchain technology, decentralized marketplaces is arguably one of
the most prominent examples of this approach, illustrating a direction
of design for electronic markets (Subramanian, 2017b).? The explosive
growth of “Decentralized Finance” (DeFi) during the past two years
is another vivid illustration (Chen and Bellavitis, 2020). DeFi is an
experimental form of finance where financial products and assets are
managed, traded, and lent using blockchain technology, thus avoiding
trusted intermediaries or centralized coordination.

The idea of decentralized marketplaces is hardly a radical or novel
proposal though. At the dawn of e-commerce, it has been pointed out
that different designs of electronic markets could be exploited by the
providers of technical infrastructures to capture customers in a system
biased towards a particular supplier (Malone et al., 1987). At the same
time, it has been argued that electronic marketplaces can facilitate un-
biased markets enabled by electronic brokerage. Specifically, electronic
matchmaking solutions were envisioned to create open, fair, and com-
petitive markets on the Internet (Malone et al., 1987; Trastour et al.,
2003). We agree with this analysis and argue that the decentralization
of key marketplace components can address the root causes of market
manipulations by intermediaries: vertical and horizontal monopolization
of electronic marketplaces. We also suggest that this approach can take
us one step closer towards an ecosystem of interoperable electronic
markets — an ambitious goal of the DMA.

Paper outline and contributions

As a first step, we devise a reference model for separation logic
in Section 2. Our model is based on the functional decomposition
of an electronic marketplace and comprises six key components. It
identifies necessary functional components of a generic marketplace
corresponding to the business phases of market transactions. Our refer-
ence model adds new level of details to the understanding of gatekeep-
ers marketplace platforms, and can be helpful both for researchers of
decentralized marketplaces and policymakers dealing with the issues
of gatekeeping in marketplaces. Our reference model also provides a
vision of the possible key components for interoperable marketplaces
where different service providers (e.g., matching or payment services)
compete with each other.

In Section 3 we look into known examples of marketplace manip-
ulations by market operators controlling key functional components of
electronic marketplaces. We consider manipulative practices as defined
in DMA: the possibility for the intermediary to exploit one side of
a market and subsidize another. We have conducted an analysis of
relevant research literature and produced a taxonomy of different types
of manipulation over market participants. Using our reference model,
we map each manipulation practice to one or more components that
enabling these manipulative practices.

We find that vertical and horizontal monopolization of market-
places, and abuse of ‘“gatekeepers’ power”, lies at the root of these

2 It is important to note here that the concept of a decentralized market
can be employed in a different sense. As an economic-theoretical concept, a
decentralized market refers to an abstraction of a market where participants
randomly engage in bilateral contracts in the absence of a centralized dealer(s).
This paper uses the concept of a decentralized market in a practical sense as
a technological infrastructure that facilitates disintermediated trades between
market participants.
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manipulations. To address both concerns, we consider two different di-
mensions of decentralization logic: (1) on the high level of marketplace
architecture, and (2) on the level of each of the identified market-
place components. To illustrate the viability of our reference model,
we present a software implementation in Section 4. Our proof-of-
concept implementation, named AnyDex, includes interactions between
the functional components of a decentralized electronic marketplace.

In Section 5 we demonstrate how the decentralized architecture
of AnyDex provides guarantees against the identified manipulation
concerns listed in Section 3. We also show the resistance of our de-
centralized marketplace against more generic forms of manipulations,
namely market information manipulation and counterparty fraud.

In Section 6 we provide a detailed review of current state-of-
art solutions for the components of decentralized marketplaces, and
argue that recent advancements in De-Fi technologies strongly suggest
viability of this approach for marketplaces beyond financial products.
We evaluate affordances and limitations of existing approaches, with a
particular focus on scalability and interoperability.

We conclude our work with an analysis of current obstacles that
need to be addressed in order to enable interoperable and open ecosys-
tems for fair electronic marketplaces.

2. Key components of electronic marketplaces

To unbundle and decentralize key enabling components of elec-
tronic marketplaces, we first have to choose an appropriate framework
for the identification of components comprising an electronic mar-
ket. This is non-trivial as electronic marketplaces can be decomposed
from different perspectives, e.g., from a business, legal, or technical
perspective. Additionally, electronic marketplaces can be devised to
enable different application-specific markets and therefore can include
context-specific components. The DMA hints at a possible direction,
highlighting some key enabling elements for all platforms. Namely, in
parts that ban platform operators from imposing their own ““identifica-
tion services” on users (Art. 5e), and a ban on the bundling of core
services together as necessary condition to the platform access (Art.
5f) (Comission, 2020).

It is helpful to consider that vertical integration is a core aspect
of the platform monopolization problem. Many monopolistic platform
operators exhibit properties of vertical integration either controlling
several stages of the value chain, or by strategically positioning them-
selves between the tiers of supply chain Alt and Zimmermann (2019).2
A marketplace operator controlling key functional components for
the different phases of marketplace trade essentially controls several
stages of the value chain, ranging from the initial on-boarding of
market participants to the finalization of orders. Generally, these phases
are managed by different functional elements of the marketplace. We
aim to identify key enabling components common to all electronic
marketplaces, regardless of the goods and services being traded, or
mechanisms used.

From a technological point of view, it is not trivial to disentangle
these points of control given that these are opaque proprietary plat-
forms designed and implemented as bundled services. To overcome this
obstacle we consider separate functional components of a marketplace
architecture that can be operated independently of each other. Specifi-
cally, we envision that each identified component can be realized with a
software solution and as such, they can be operated by different parties
ensuring that no single operator can concentrate control over all key
enabling components. Our model considers technological separation of
marketplace infrastructure as architecture-level decentralization.

3 The concept of vertical integration is usually characterized by the situa-
tion where a company (operator) takes complete control over several stages
in the production and distribution of the product or service “value chain”.
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Fig. 1. Our reference model for electronic markets, comprising six key components.

As a first step, we consider two most widely referenced approaches
to the identification of components for electronic marketplaces. Inter-
estingly enough, earlier conceptual models of electronic marketplaces
have not experienced much transformation in the past decades.” The
reference model proposed by Schmid et al. is still very much a stan-
dard categorization for the elements of contemporary electronic mar-
kets (Schmid and Lindemann, 1998a). Their reference model includes
business models, business scenarios and technological elements. They
identify three business phases: (1) the information phase during which
suppliers and consumers acquire information about potential market
partners as well as goods and services; (2) the agreement phase during
which the trade conditions are negotiated, potentially resulting in a
contract; and (3) the settlement phase during which the involved parties
fulfil the agreed-upon terms of the contract. In this paper, however, we
are primarily interested in the technological elements, which can be
categorized as enabling components corresponding to specific business
phases of market transactions.

Alternatively, Reich et al. propose an architecture for electronic
stock markets (Reich and Ben-Shaul, 1998). They take a system point
of view and abstract a high-level generic architecture. Their decom-
position includes three main parts: (1) the front-end that defines the
rules for the acceptance of incoming orders, (2) the trading floor that is
tasked with processing incoming and includes components for timing,
matching and prioritizing orders, and (3) the back-end that informs
traders when the status of their order changes. We agree that high-level
system abstraction is the appropriate approach to grasp key enabling
components of a marketplace. However, the analysis by Reich et al.
provides only a basic schematic view of the system and does not
consider interactions between the components (Reich and Ben-Shaul,
1998).

In Fig. 1 we visualize our reference model for electronic mar-
ketplaces, comprising six functional components. These components
are the result of our literature analysis on both traditional electronic
marketplaces and recent innovations in decentralized marketplaces,
e.g., blockchain-based solutions. In the remainder of this section, we
elaborate on each component and describe how they are realized in
traditional electronic markets.

2.1. Information management

Electronic markets require a mechanism to manage and store all
information associated with the market. Early designs of electronic
marketplaces mainly focus on this specific component, e.g., the Elec-
tronic Product Catalogue (Schmid and Lindemann, 1998a). However,
market information not only includes product listings and pricing in-
formation but also includes outstanding orders, profile information of
participating traders, and details on their historical transactions. The
latter can, for example, be used to estimate the trustworthiness of

4 This observation indirectly supports the hypothesis that the growth of
proprietary monopolistic e-commerce platforms in the past twenty years has
not contributed to the available academic research in this field (Azevedo and
Weyl, 2016). Detailed analysis of this argument, however, lies outside the
scope of our work.

market participants before engaging in a trade. In Fig. 1, informa-
tion management provides a communication basis for the other five
components.

Except for a few notable proposals in academic research (e.g., GEM
(Rachlevsky-Reich et al., 1999a)), centralized information management
solutions were widely considered to be the only viable approach until
the recent emergence of blockchain-enabled marketplaces. This is a
dominant strategy to date: all major electronic marketplace platforms
take a centralized approach to information management. In such mar-
ketplaces, information is stored and managed on servers under the
control of a single market authority.® A centralized approach to the
management of market information has three key benefits. Firstly, it
can enable high-speed access to relevant information by traders since
the market operator can optimize their infrastructure, e.g., by installing
fast uplinks or applying geo-distribution techniques to reduce latency.
Secondly, since there is a centralized point of control, it is easier to
address targeted attacks and filter out invalid information, e.g., when
a trader spams the market with invalid orders. Thirdly, centralized
servers are relatively straightforward to set up, operate, and maintain
by the market operator from a technological point of view. We also
identify two disadvantages of centralized information management.
Firstly, information management systems of market operators and as-
sociated protocols are often proprietary software and not open for
inspection by traders. Secondly, they provide a single point of failure
where even a minor configuration error can result in prolonged market
downtime (Schneider et al., 2021).

2.2. Identity management

On all electronic marketplaces a participant interacts with the mar-
ket using at least some form of a digital identity. We outline five
purposes of an identity layer in the context of markets and online
economic activity. First, identity management is required to onboard
market participants and to associate orders, transactions, and trade
activity with a participant. Second, it ensures accountability of one’s
actions within the market in case of a dispute between a buyer and
seller. Third, it prevents the situation where a user can easily re-enter
the market under a different identity after having committed fraud.
Forth, identity verification is often a part of the regulatory compliance
of market operators, as often required by anti-money laundering poli-
cies imposed by governmental bodies.® Fifth, identity management is a
necessary enabling component for other marketplace components, such
as reputation mechanisms, risk management, and conflict resolution.

5 We note that market operators using centralized information management
can internally manage market information in a distributed manner where the
storage functionality is dispersed over multiple servers, e.g., geographically
distributed, but not decentralized in terms of access and control.

6 It is interesting to note, however, that contraband “dark” market-
places operating outside any jurisdictions are also functionally dependent
on identity management mechanisms, such as pseudonymous identities and
reputation (Tzanetakis et al., 2016). This suggests that identity mechanism is
a functional component.
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2.3. Risk management

Risk management is a key component of any market. Participants
should take into consideration counterparty risk, which is the risk as-
sociated with one of the trading parties defaulting on contractual
obligations. Management of counterparty risks is crucial since in the ab-
sence of risk mitigation mechanisms, market participants are reluctant
to engage in trades. In a functional sense, risk management may involve
intermediaries for settlement, contingent contracts, reputation, collat-
eral deposits, or market specific insurance pool which can compensate
loses for trader exposed to counterparty risks. Risk management is a
process that happens before settlement.

In finance markets, risk management is usually carried out by
central clearing parties, for example, by a company that estimates
credit risks of market participants. This solution, however, may intro-
duce its own systemic risks (Menkveld, 2017). It needs to be noted
that even though in practice risk management is mostly associated
with financial markets, at the high level of market abstraction any
type of trade involves counterparty risks. Generally speaking, coun-
terparty risks are necessitated by information asymmetries, since in
the presence of perfect information, market participants can choose
between counteragents and rationally reduce the size of risk exposure,
obviating the need for risk management mechanisms (Stephens and
Thompson, 2017). We argue, thus, that not only financial but many
other types of emerging and novel markets such as sharing economy
markets, introduce new dimensions of information asymmetries and
thus require dedicated mechanisms for risk management. For example,
Airbnb enables prospective guests to estimate the trustworthiness and
reliability of a host through several means, e.g., photos, reviews, and
performance indicators like response time.

2.4. Matchmaking

Matchmaking between buyers and sellers is a prerequisite for online
trade and is essential for any two-sided marketplace (Veit et al., 2002).”
Matchmaking is defined as the process of mediating supply and demand
in markets, based on profile information (Veit et al., 2002). This pro-
cess depends on the individual constraints and preferences of market
participants.

In financial markets, matchmaking is often an automated process
where an algorithm matches incoming buy and sell orders accord-
ing to a matching policy. A common matching policy is price-time,
where orders are first matched based on their price and then based on
their creation time (Mavroudis and Melton, 2019). In other markets,
however, matchmaking is a manual process where users get access to
the full catalogue of orders, e.g., products. This approach is common
for marketplaces acting in the sharing economy, such as Uber and
Airbnb, where users can choose their preferred counterparty. Manual
matchmaking can be streamlined with a recommendation, searching,
and filtering engine.

In earlier reference models, matchmaking was delegated either to
market makers (Reich and Ben-Shaul, 1998), or dedicated intermedi-
aries, acting as mediating electronic product catalogues (Schmid and
Lindemann, 1998a). However, recent advancement in matchmaking
algorithms has transformed matchmaking into a key component of elec-
tronic marketplaces, fuelling a surge in “matching markets” (Azevedo
and Weyl, 2016). We suggest thus, that matchmaking mechanisms
in electronic markets should be properly analysed as a stand-alone
functional element. Matching algorithms at proprietary platforms are
often bundled together with other core elements.

Based on our empirical research and engineering experiments, we
can distinguish three different types of matching solutions: centralized,
federated and decentralized matchmaking (see Fig. 2). Centralized

7 Matchmaking is sometimes referred to as brokering.
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matchmaking (Fig. 2(a)) is the most predominant approach where the
market operator maintains centralized infrastructure to match incom-
ing orders. With federated matchmaking (Fig. 2(b)), other parties can
act as matchmakers and trader send their orders to a single match-
maker. The main idea behind decentralized matchmaking (Fig. 2(c)) is
that a single order can be sent to multiple matchmakers simultaneously,
and can be shared amongst them.

2.5. Settlement

Settlement is the process of fulfilling the agreed-upon obligations
by trading parties (Schmid and Lindemann, 1998b). Settlement usually
proceeds after the matchmaking process when two parties have created
and signed a contractual agreement. Before settlement, prospective
traders can negotiate agreements about the conditions of the upcoming
date, e.g., the delivery date and pricing of goods. It needs to be noted
that settlement is highly context-specific and may vary greatly across
different types of markets. Compared to consumer markets where set-
tlement involves deliveries, settlement on financial markets can involve
the processing of trades by specialized entities such as a clearinghouse.
Thus, it is common practice in electronic marketplaces to have a
trusted intermediary carrying out the settlement process (Giaglis et al.,
2002). This trusted intermediary can, for example, take care of payment
processing, crediting, or the transportation of goods.

2.6. Conflict management

As the scale and reach of electronic markets expands, it becomes
more likely that conflicts and disputes arise between participants re-
garding execution of orders and performance of trades. From the func-
tional point of view, a mechanism addressing these issues can be un-
derstood as a mechanism of technology-augmented dispute resolution.®
Dispute resolution can occur either during or after settlement.

Earlier models of electronic markets outsourced conflict manage-
ment to external parties or intermediaries (Schmid and Lindemann,
1998b; Reich and Ben-Shaul, 1998). However, various major market
operators have been developing in-built conflict management solutions.
eBay’s “Money Back Guarantee” is a type of integrated dispute reso-
lution, acting as an insurance-type safeguard in case the buyer does
not receive the ordered item or when the item does not match the
listing description. This solution might also involve third parties as
eBay may request the interfaced payment operator (e.g., PayPal) to
withdraw the funds on the seller’s account to enforce this responsibility.
eBay also experimented with creative process design, producing the
“eBay community court” pilot in late 2008. Under the community
court scheme, sellers disputing negative buyer feedback could submit
their complaint to a randomly selected panel of jurors. This approach
represented one of the first attempts to use crowdsourcing in dispute
resolution.

3. Manipulation through the control of market components

In recent years we have seen a transformation of marketplaces
towards integrated platforms controlled by a single intermediary. Such
marketplaces not only provide front-end services in a form of a website
or a mobile application, but also a back-end with the necessary compo-
nents described in Section 2, provided by the same intermediary. This
uniquely privileged position of platform owners, who design, imple-
ment, and operate these components as opaque proprietary solutions

8 Online Dispute Resolution (ODR) sometimes can also refer to techno-
logical tools used to assist in legal proceedings and litigations, here we use
the term of dispute resolution only to refer to governance and technological
mechanisms used to resolve market conflicts occurring in regards to the
fulfilment of contractual obligations between market participants.
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(a) Centralized matchmaking:
a new order is always sent to
a single matchmaker.

(b) Federated matchmaking: a
new order is sent to one of the
available matchmakers.

(¢) Decentralized matchmaking
a new order is sent to multiple
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Fig. 2. Three approaches for matchmaking. Traders create offers and requests (coloured green and red respectively), which are matched by matchmakers (depicted in blue). (For
interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

Table 1

Manipulation practices by the operator in electronic markets and the required control
of components (abbreviated) to perform the manipulation (@ indicates that the control
over the single component is enough for this type of practice, © indicates that control
over this component is needed together with other components, and O indicates that
it is helpful to have control over this component but not necessary).
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Front running l. @)

Delaying or prioritizing orders o

Price steering © [))

Price discrimination

Trader impersonation ®

Censorship © ©

Behavioural manipulation

Quality filtering ]O [ ] [ )

enables various kinds of manipulations. For example, market operators
can abuse information systems, software implementations, network
communication, and algorithms for selfish interests.’

It is safe to say that no single definition of manipulation can grasp
the variety of issues associated with unfair marketplace practices. On
the one hand, there is a gap between legal definitions of fairness in com-
petition law that emphasize principles of non-discrimination of market
participants. On the other hand, there is a somewhat broader issue of
an unequal distribution of costs and benefits in economic sense. This
broadness, however, does not preclude us from operationalizing some
narrower definition specific to the context of marketplace platforms.
We follow the definition of unfair platform operator practice proposed
by the EU expert report on DMA (Cabral et al., 2021). It applies in
a case where an intermediary or gatekeeper mediates a three-party
trilateral exchange, with a possibility to exploit one side of a market
and subsidize another. Given the opaque nature of centralized electronic
commerce platforms built on proprietary systems, we often have only
inferential or circumstantial evidence of gatekeeping abuse and manip-
ulative practices. There is, however, a growing understanding of these

9 This is not to suggest that intermediaries are the only culprits of unfair
markets, but in the scope of this research we specifically focus on service
providers and omit manipulation concerns stemming from traders themselves,
e.g., exploiting technical characteristics of market algorithms. For some iden-
tified manipulations, however, traders can collude with the market operator
to get an unfair advantage over other traders (Mavroudis, 2019).

practices, being revealed through reverse engineering (Agmon Ben-
Yehuda et al., 2013), or lawsuits (EC, 2020a). Thus, we have conducted
an analysis of relevant research literature and produced a taxonomy of
different types of manipulation over market participants. We do not
suggest that our analysis necessarily implicates market operators in the
manipulative practices. Rather, our goal is to identify enabling factors,
which is consistent with per se approach of DMA. More specifically,
we aim to understand how the control over one or several functional
components enables manipulation.'®

Table 1 lists different forms of manipulations by the market oper-
ator. We show over which component the market operator requires
control to succeed in a particular manipulation effort. These manip-
ulations are not mutually exclusive, and one form of manipulation
can further increase the success of other manipulation efforts. This
analysis also shows that the control of several key market components
highlighted in Section 2 enables a wider scope of manipulative practices
than just control of a single component. Our analysis reveals that infor-
mation management is a critical component and control over it enables
a variety of manipulations such as front running and censorship. This
is not an exhaustive analysis but it demonstrates that manipulation is
deeply intertwined with the vertical integration of a marketplace in the
hands of a gatekeeper.

3.1. Front running

Front running is the situation where a participant acts on inside
information to get a time advantage when responding to pending orders
of other traders. Particularly, it is an issue in financial markets where
orders are automatically matched and executed. In a stock exchange,
for example, a broker could front run on one of their clients’ order. This
is, however, considered an illegal practice in many markets (Lin, 2016).
We refer the reader to the work of Markham et al. for a regulatory and
historical perspective on front running in electronic markets (Markham,
1988). Front running is enabled when an operator has priority access
to incoming market information. Additionally, a market operator can
increase the chances of successfully front running on a particular order
by leveraging its control over matchmaking by delaying orders that
would undermine the front running attempt.!

While front running is typically associated with financial markets,
the development of algorithmic pricing mechanisms and recommender
algorithms have made front running also possible in other types of
markets. For instance, the recent anti-trust investigation of Amazon by
the European Commission suggests that a market operator controlling

10 The DMA’s prescriptions are per se rules that “apply independently of
actual, likely, or presumed effects of the conduct of a given gatekeeper”.

11 Front running also occurs in blockchain-based marketplaces where a
miner acts on incoming transactions before they are stored on the distributed
ledger.
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information management can conduct front running for any type of
traded goods. By dynamically monitoring relevant data on user be-
haviour, a market operator has the ability to recommend a potential
buyer goods at lower prices before checkout, thus front running other
sellers on the platform. It is suspected that Amazon exploits the “Buy
Box” by frequently offering its own products to customers (Scott and
van Dorpe, 2020).'? This form of front running can be problematic
if the platform operator also acts as a seller within the same market
system, but it can also manifest as a result of collusion between a
market operator and certain sellers.

3.2. Delaying or prioritizing orders

Market operators can delay or prioritize particular buy or sell orders
when they control the matchmaking logic. A market operator can, for
example, prioritize its own orders to increase economic gains (e.g., by
front running orders) or defer the execution of orders to manipulate the
market price of a particular asset and to attract trading volume. Since
many financial markets have to process orders within milliseconds, and
because most order matchmaking implementations are proprietary, this
manipulation is challenging to detect. Order manipulation is not a prob-
lem exclusive to financial markets: it is suspected that the ride-hailing
platform Uber actively manipulates the matchmaking process between
passengers and drivers where passenger satisfaction is preferred over
the satisfaction of drivers (Bokanyi and Hannak, 2020).

Though we focus on manipulation efforts carried out by market op-
erators, traders can also exploit the technical characteristics of match-
making engines. We refer the reader to the work of Mavroudis et al.
for a thorough discussion on this topic (Mavroudis, 2019).

3.3. Information manipulation

Market operators can manipulate the interaction between sellers
and buyers by abusing control over the flow of market information. We
discuss two forms of manipulations by the market operator that affect
the price of products being traded on the market: price steering and
price discrimination.

3.3.1. Price steering

Among many examples, Lyft controls pricing to facilitate rides
between riders (buyers) and drivers (sellers), Airbnb controls search
results and recommends pricing to influence matching between hosts
(sellers) who rent their houses to guests (buyers), and LendingClub
assigns a creditworthiness score to borrowers (sellers) who are applying
for a loan from investors (buyers) (Pavlov and Berman, 2019). Because
sellers set their prices based on their beliefs about buyer demand, the
platform can influence competition and price levels by supplying arti-
ficial information to sellers or by modifying prices directly. A market
operator can also steer the price of assets if it controls the settlement
process and intervals (Jun and Rui, 2013).

Because of its role as an intermediary, Uber, for example, has access
to significant data unavailable to both drivers and riders and a capacity
to monitor, which is not reciprocally available to either group. By
utilizing this information asymmetry, the platform can leverage “access
to information about users and their control over the user experience
to mislead, coerce, or otherwise disadvantage sharing economy partic-
ipants” — a claim reflected in the revelation of Uber’s manipulation of
drivers (Bamberger and Lobel, 2017).

12 Amazon is estimated to offer 75% of the best selling goods on its
platform (Scott and van Dorpe, 2020).
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3.3.2. Price discrimination

Price discrimination occurs when two market participants are
shown inconsistent prices for the same product. For example, it has
been argued that Uber’s reliance on discrete surge areas introduces
price discrimination into their system: two users standing a few metres
apart may unknowingly receive dramatically different surge multi-
pliers. For example, 20% of the time in Times Square, customers
can save 50% or more by being in an adjacent surge area (Chen
et al.,, 2015). Chen et al. argue that Uber’s reliance on black-box
algorithms makes their system more vulnerable to manipulation than
other online marketplaces. Uber operates as a black-box: they do
not provide accurate data about supply and demand, and an opaque
algorithm sets surge multipliers. This lack of transparency has led to
concerns that Uber may artificially manipulate surge prices to increase
profits, as well as apprehension about the fairness of surge pricing.
Dynamic pricing algorithms can implement collusive strategies that
harm consumers. The US Justice Department successfully prosecuted
several individuals who implemented a price-fixing scheme on Amazon
using algorithms (Chen et al., 2016).

Given the structure of the platform as a multi-sided peer network,
which means that both supply and demand are highly elastic, dynamic
pricing can enable platforms to engage in practices approaching first-
order or “perfect” price discrimination, by which a firm personalizes
prices to reflect the maximum an individual is willing to pay (Bam-
berger and Lobel, 2017). Uber’s surge pricing model has been criticized
as exploitative of consumer’s willingness to pay more in times of bad
weather or increased demand. Algorithmic pricing, used by a platform
with market dominance and the capacity to amass significant per-
sonal data about individual consumers, could engage in behaviour that
could approach perfect price discrimination: person-specific pricing,
that charges each user their “exact reservation price” — the maximum
they would pay.

3.4. Censorship

Censorship is a multi-faceted issue in e-commerce platforms cover-
ing multiple aspects of the market process. Not all types of censorship
necessarily constitute market manipulation or are morally problematic.
For instance, we could consider relatively uncontroversial instances
when it can be desirable to prevent markets that may be considered
ethically unacceptable or repugnant (e.g., human trafficking or trading
weapons of mass destruction). However, outside such contexts market
censorship may take forms of manipulative practices whenever omis-
sion of information or goods is not only legally and ethically arbitrary
but also brings economic benefits for the market operator.

One example of such manipulative censorship is the possibility of
collusion of a market operator with other market participants. Such a
market manipulation is illustrated by the removal of GameStop Corp.
stocks from the list of tradable items by the operator of the Robinhood
app.'® The market operator can leverage its control over information
management to hide information of particular traders (Duggan, 2021).
This is not the only type of manipulative censorship by market operator.
When a market operator controls identity management, it can engage
in arbitrary censorship, preventing particular traders from participating
in the market to reduce competition. Additionally, when a market
operator control the matchmaking process, it can ignore the orders of
particular traders.

13 While there is no evidence that this removal was a direct result of
collusion between the Robinhood operator and other market participants, this
decision did result in a significant price drop of “GameStop Corp.” stock which
economically benefits large traders indirectly affiliated with Robinhood.
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3.5. Behavioural manipulation

Behaviour manipulation by platform operators has recently gained
much attention in consumer markets and by researchers on “dark
patterns” in user interfaces (Narayanan et al., 2020). Conducting this
manipulation requires control over information management. It may
be argued that attempts to influence the market participants’ decision-
making process do not necessarily constitute malicious manipulation.
In fact, most marketing and advertising techniques as old as markets
themselves use behavioural manipulation. However, in the context
of electronic markets characterized by immense information asymme-
tries between market participants and operators, these practices take
qualitatively new forms. Firstly, control over the participants’ primary
interaction paths in online services or websites allows platform oper-
ators to steer and nudge market participants. Secondly, control over
marketplace information flows allows platform operators to evaluate
and improve the efficacy of these methods at scale. While large scale
empirical studies on these techniques are still limited, researchers have
discovered dark patterns interfaces at around 11.1% websites in the
dataset of 11K shopping websites (Mathur et al., 2019). The effects of
these manipulative practices can vary from nudging market participants
into suboptimal market transactions to the coercive imposition of un-
wanted contracts (e.g., hidden subscription services or adding products
to a shopping cart without user’s consent).

3.6. Quality filtering

Review manipulation is a key concern on electronic marketplaces
(Mayzlin et al., 2014). This problem, however, is only a specific facet
of a more general issue of market design. Feedback and review systems
streamline risk management and conflict resolution procedures (Bolton
et al.,, 2018). On the one hand, reviews can help market participants
to address counterparty risks through the reduction of information
asymmetries. On the other hand, strategic submission and withdrawal
of reviews can be used as a tool for post-settlement dispute resolu-
tion between market participants. Thus, such mechanisms must satisfy
neutrality and impartiality criteria. Implementation of these mecha-
nisms by platform operators can create a conflict of interest between
their economic interests and quality filtering of goods and services
provided at the platform. While intuitively, it may seem that market
operators are always interested in facilitating high-quality trades, eco-
nomic modelling suggests that to maximize their intermediary fees,
operators of peer-to-peer markets should always aim to increase the
number of sellers on the platform (Pavlov and Berman, 2019). This is
consistent with empirical findings, suggesting that while Amazon takes
significant efforts to remove fake reviews from its website, sellers using
fake reviews and offering low-quality products are never penalized
in any way (He et al., 2020). This phenomenon suggests that plat-
form operators controlling risk management and conflict management
mechanisms can take a strategic approach toward maximizing their
intermediary fees at the expense of quality filtering.

4. AnyDex: A Decentralized and Manipulation-Resistant Market-
place

In Section 2 we have devised a reference model that considers
separation as decentralization at a system’s architecture level. We
then identified in Section 3 various manipulation practices of mar-
kets by platform operators. Separation of functional components, how-
ever, is not sufficient to address all identified types of manipulation.
From Table 1 we observe that for some types of manipulation it is
sometimes sufficient to control a single component, e.g., information
management. If in a certain market one of few market operators are
dominant, this can still enable various manipulative practices. We sug-
gest considering two dimensions of decentralization for an electronic
marketplace, along the lines of horizontal and vertical monopolization.
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Vertical monopolization can be addressed at the level of architectural
decentralization, where no single operator has control over multi-
ple functional components. Counteracting horizontal monopolization
requires decentralization at the level of individual components.

To illustrate the feasibility of market decentralization at both of
these levels, we present AnyDex, our decentralized and manipulation-
resistant marketplace that enables generic trade at scale. AnyDex is
based on the principle of decentralizing all components of electronic
marketplaces (see Section 2) and also addresses various manipulation
concerns associated with centralized control over each of these compo-
nents (see Section 3). AnyDex combines five decentralized mechanisms
designed by the Delft Blockchain Lab, namely the TCID identity sys-
tem (Stokkink et al., 2021), the TrustChain distributed ledger (de Vos
and Pouwelse, 2020), the MATCH matchmaking algorithm (de Vos
et al., 2020), the NetFlow reputation mechanism (Otte et al., 2020), and
the XChange trading protocol (de Vos et al., 2021). Each mechanism
has been implemented, evaluated, and deployed. For a more extensive
analysis of each mechanism, we refer the reader to the original papers
describing the integrated systems. While the focus of this research is
a decentralization of market components to prevent market operators’
manipulation, we acknowledge that manipulation by traders becomes
much more important in decentralized environments. We address this
feasibility issue in Section 5.9.

We have fully implemented AnyDex in the Python programming
language and made its source code available in a GitHub repository.'* A
key goal of AnyDex is to avoid centralized points of control and coordi-
nation while ensuring resistance against various forms of manipulation.
As a result, all market components are decentralized and fully managed
by traders themselves. AnyDex includes tools that enable system design-
ers to leverage the integrated components. System designers can deploy
their marketplace using AnyDex without permission of an authoritative
party.

The AnyDex system architecture is visualized in Fig. 3. In the fol-
lowing subsections we describe the specifications of each component.
Then, in Section 5, we outline how AnyDex addresses the manipulation
concerns listed in Table 1.

4.1. Information management

AnyDex uses a peer-to-peer network for communication between
traders. All market information, e.g., orders, trade details, and reviews,
is stored on a tamper-evident, scalable, and distributed ledger. These
two components make up the bottom layers in Fig. 3 (in grey) and are
explained next.

4.1.1. Network layer

The network layer enables peer-to-peer communication between
traders. We have implemented the network layer using an existing
network library named IPv8.'°

Each participant in AnyDex possesses a cryptographic keypair, con-
sisting of a public and private key. The public key uniquely identifies
the user in the network and the private key is used to digitally sign all
outgoing messages. Since it is unlikely that each user knows the identity
of all other users, a user connects to roughly twenty other users. More
specifically, AnyDex maintains an unstructured network which resembles
the structure of many peer-to-peer solution (Fletcher et al., 2004).
When a new user joins the network, it contacts a bootstrapping service
that notifies the newly joined participant of some random, existing
users. This service is only used to bootstrap new users in the network.

14 See https://github.com/tribler/anydex-core.
15 See https://github.com/tribler/py-ipv8.
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4.1.2. Tamper-evident distributed ledger

AnyDex stores all market information on a distributed ledger.
For this purpose, we avoid using conventional blockchain ledgers,
e.g., Ethereum or Bitcoin, where maximum achievable throughput can
be a bottleneck. Most blockchain architectures require participants to
perform a resource-intensive global consensus mechanism in order to
avoid invalid transactions from being stored on the blockchain.

Instead, AnyDex uses a scalable, and lightweight ledger, named
TrustChain, that is specifically designed for the tamper-evident ac-
counting of information (de Vos and Pouwelse, 2020; Otte et al., 2020).
Each user in AnyDex maintains a personal ledger with tamper-evident
records. This is a key property of the TrustChain ledger and sets it
apart from traditional blockchain architectures. These records contain
market information and interaction data. Each record has a type field
that signals what kind of information the record contains. By default,
AnyDex supports the creation of records that indicate an order, trade,
or review. These three operations are common across many market
domains. At the same time, a system designer can deploy its market that
contains custom record types. For example, a merchant might publish a

general notification about their stock with AnyDex. Except for the first
record, each record in a personal ledger links to the previous one with a
hash. A record can contain arbitrary data and can also point to records
in the personal ledger of other users, resulting in a global graph, see
Fig. 4. An interaction between two users is captured using a pair of a
proposal and confirmation record. The confirmation record links to the
corresponding proposal record. This structure enables users to quickly
detect the modifications of market information after it has been stored,
a process we describe in Section 5.

4.2. Identity management

To raise the barrier for fraud and identity-based manipulation by
marketplace operators AnyDex integrates the modular and universal
TCID identity management component. TCID is a self-sovereign identity
(SSI) solution and a decentralized infrastructure for private data storage
by identity holders, or subjects. Trusted third parties act as issuers and
can attest particular claims created by subjects. Subjects can selectively
disclose their claims and other parties can verify the validity of a claim.
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A key aspect of TCID is data portability which allows traders to re-
use their verified identity data in different AnyDex markets or on other
platforms without the permission of the platform operator. TCID also
provides a communication substrate for claims and verification data
flows. Peers cannot impersonate each other in TCID system, as messages
are signed by digital signatures from decentralized PKI (public key
infrastructure), to ensure authenticity and integrity. Traders keep track
of validated identities and refuse to interact with traders that have an
unverified identity. This logic is implemented in the identity manager,
included in Fig. 3. When a user a receives a message from another user
b for the first time, a requests an attestation from b that forces b to
prove its identity (without disclosing sensitive user data). Until 5 sends
the requested attestation to a, a refuses to interact with b. As such, only
participants that (1) have a signed attestation by a trusted third party,
and (2) disclose this attestation to other traders, are able to interact
and trade with each other.

Our prior TCID experiments measure the performance of the enrol-
ment and verification of credentials, in terms of speed and network
overhead (Stokkink et al., 2021). Different TCID implementations all
finish within 3 s, which is on par or better than other existing verifiable
credentials implementations. Furthermore, network traffic evaluation
experiments suggest that even most demanding TCID protocol im-
plementation utilizing zero-knowledge proofs requires only up to 70
kilobytes of data to be transferred per verification.

4.3. Risk management

AnyDex uses the NetFlow reputation mechanism to calculate a
trustworthiness score of prospective trading counterparties (Otte et al.,
2020). This helps traders to make an informed decision on prospective
trading partners and to quantify the risks associated with interact-
ing with unknown traders. The NetFlow mechanism uses collected
TrustChain records created by traders. The AnyDex software builds and
maintains a directed trust graph in which each vertex represents a user
and each edge from u to v is weighted by weight w (where w > 0) by
how much trust user u puts in user v. The weight on an edge (u,v) in
the trust graph increases after a successful trade and decreases when
party v commits fraud during the settlement phase of a trade (further
discussed in Section 4.5). This trust graph is dynamically updated when
new TrustChain records are received.

NetFlow is based on the notion of transient trust: if a user u trusts
user v, and v trusts user w, then u also trusts w to a certain extent. More
specifically, NetFlow uses a max-flow algorithm that computes the
maximum flow between two users « and v. This flow gives an estimate
on the trustworthiness of v according to u. Flow-based algorithms,
although executed by a centralized party, have been explored before to
estimate the risks in online marketplaces (Post et al., 2011). We note
that if there is no path between u and v in the trust graph, NetFlow is
unable to estimate the trustworthiness of the target trader. However,
a trader can still use other means to estimate their trustworthiness,
e.g., by reading the reviews left by other users. Trustworthiness scores
are computed from the perspective of each trader and as such, different
parties might assign differing trustworthiness scores to the same trader.

4.4. Matchmaking

AnyDex integrates the decentralized MATCH mechanism to match
buy and sell orders (de Vos et al., 2020). The main idea of MATCH is
that each trader in the AnyDex network acts as matchmaker for others
by bundling storing incoming market orders in order books and by noti-
fying others when a match for their orders has been found. New orders
are sent to several available matchmakers. MATCH addresses fairness
issues arising when matchmaking is performed by a single party, a
common practice in many marketplaces. Specifically, MATCH makes
it non-trivial to delay, prioritize, or hide orders (also see Section 5.2).

Electronic Commerce Research and Applications 56 (2022) 101220

4.4.1. Order books

AnyDex bundles all buy and sell orders in an order book. The order
book lists the specific assets that are being bought or sold within the
market and provides traders with a view of the current supply and
demand. AnyDex maintains distinct order books for different order
types. Maintaining distinct order books at the same time enables or-
der management with a single infrastructure across different trading
domains.

4.4.2. Matching engine

The matching engine matches incoming offers (sell orders) and
requests (buy orders) with existing orders in order books. In AnyDex,
users themselves operate a matching engine, collect orders, and attempt
to match new incoming orders, according to prescribed matching policy
and protocol. The three steps of the matching process are: (1) Order
Creation; (2) Order Negotiation; and (3) Settlement and Order Updat-
ing. These steps are visualized in Fig. 5. User digitally signs buy or sell
order and sends it to a subset of available matchmakers in AnyDex.
Valid offers and requests are matched against earlier received requests
and offers, respectively. When a matchmaker has found two matching
orders, it sends a match notification message to one of the order creators.
The message is added to the user’s match queue. Users then start
a peer-to-peer negotiation process with a prospective counterparty,
potentially leading to a contractual agreement and trade. When the
trade is complete, the order creators inform their matchmakers. For
a detailed analysis of the data flow we refer the reader to our prior
work (de Vos et al., 2020).

4.4.3. Matching policies

The matching engine can contain multiple matching policies. A
matching policy predicates whether an offer and request match, and
is applied to a single type of order book. It takes a single offer and
request as input and outputs whether these orders match, based on their
specifications. The most common matching policy in financial markets
is the price-time matching policy, where orders are first matched based
on their price, and then based on order creation time in case of a tie-
breaker (prioritizing older orders). AnyDex allows system designers to
define custom matching policies for different order types.

4.5. Settlement

AnyDex integrates the XChange trading protocol for the settlement
of trade (de Vos et al., 2021). XChange is specifically designed to trade
assets between isolated ecosystems, e.g., different blockchains, without
requiring a trusted intermediary that coordinates the trade. XChange
accounts all trade activity on a distributed ledger, including contractual
agreements, payments, and trade finalization. A trade is settled in
three steps. First, prospective counterparties construct a trade agreement
record, containing the specifications of the upcoming trade, and store
it on TrustChain. Second, counterparties alternately issue payments,
exchanging their assets or goods. Each issued payment is recorded by
the initiator within a TrustChain record. The trade execution engine
(see Fig. 3) keeps track of the current status of ongoing trades. Third,
when all payments have been conducted, both traders confirm the
completion of a trade on TrustChain. Traders manage their assets in
AnyDex using integrated wallets (e.g., crypto-native assets) and use
settlement providers to transfer these assets. Various types of trades
may require services of different settlement providers, e.g., shipment
companies, or banking services. In this case, settlement providers can
confirm the completion of a payment in the form of a signed statement,
e.g., a proof-of-delivery.
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4.6. Dispute resolution

By recording all trade agreements and payments, AnyDex allows any
trader to detect disputes between traders. When a dispute arises be-
tween two traders, AnyDex provides the functionality for these traders
to communicate and resolve the dispute without arbitration. When
the conflict cannot be resolved amongst users themselves, an arbitrator
in the AnyDex network is contacted that can investigate the dispute.
Traders can indicate to act as arbitrator, and their availability and
dispute verdicts are recorded on the TrustChain ledger. Arbitrators can
coordinate with settlement providers, for example, to revert a payment.
Different trading domains can have different arbitrators since they
require an arbitrator to have domain knowledge.

5. Resistance of AnyDex against Manipulation

The combined effect of our decentralized components makes Any-
Dex resistant against a wide range of manipulations. We now outline
how the mechanisms that make up AnyDex mitigate various types of
manipulations. In this section, we first describe how TrustChain ad-
dresses a more overarching concern of electronic marketplaces, namely
illegitimate modification of stored market information. Then we show
how AnyDex addresses the manipulation concerns listed in Table 1.
Finally, we describe in Section 5.9 how the XChange mechanism ad-
dresses counterparty fraud, the situation where a trader attempts to
steal assets from a counterparty during a trade.

Modifying Market Information. AnyDex uses the TrustChain
ledger to store market information. A key requirement is to detect
fraud, i.e., whether a user has modified stored market information
in their personal ledger after creation. This modification affects the
integrity of TrustChain and would result in the situation where a user
can hide prior records, therefore misleading other users. TrustChain
addresses this as follows: a proposal or confirmation record is sent to
a few random users after its creation. In addition, users periodically
request records in the personal ledgers of random other users. When
a user receives a record, the validity and consistency of the record is
verified against the records that the user has already collected. The
full description of this detection algorithm can be found in de Vos
and Pouwelse (2020). This verification procedure is computationally
efficient and merely takes milliseconds on average consumer hardware.
Upon the detection of a modification, its evidence can be spread in
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the network (e.g., the original and modified record) and other users
can then refuse to communicate with the malicious user. Therefore,
TrustChain mitigates the threat of a user manipulating information that
already has been included on the ledger. This basic approach avoids
the need to reach network-wide consensus on all records and results in
superior throughput compared to existing distributed ledgers.

To quantify the speed of fraud detection, we have conducted various
experiments in our prior work (de Vos and Pouwelse, 2020). We
consider a network with 5’000 users where every user creates one
proposal record per second. A record is sent to five random users
after its creation, and every user requests two random records from
two users every second. During the experiment, each user modifies a
record in its personal ledger with 10% probability when creating a
new record. Under these parameters, we find that on average, malicious
modifications by users can be detected by other users within 3.6 s on
average. 82.9% of all malicious modifications can be detected within
five seconds after its occurrence. System designers can increase the
intensity of record exchange to further reduce fraud detection times,
at the cost of increased network traffic.

5.1. Front running

Front running occurs when a participant has priority access to
market information. The distributed ledger used by AnyDex is de-
signed such that participants have equal access to available informa-
tion. Specifically, users send their TrustChain records to random other
participants after creation, lowering the possibility for a participant to
sustainably front-run on first-hand information. We should note that
the threat of front running is reduced under the assumption that the
underlying network graph is roughly k-regular, meaning that each user
is connected to approximately the same number of other users. Would
a particular user be connected to many other participants, it gains
more market information compared to a user that maintains fewer
connections. The network library used by AnyDex, however, addresses
this situation by building a random overlay network.

Front running is also addressed by the MATCH mechanism. In par-
ticular, a new order is sent to a certain number of random matchmakers
in the network. Additionally, an order creator waits some duration after
receiving its first match notification before making a decision on which
interested counterparty to pick for negotiation. This waiting window
means that participants that learned about an order earlier do not have
an advantage over participants that received the order slightly later.
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5.2. Delaying or prioritizing orders

A particular threat in the MATCH mechanism are malicious match-
makers that deviate from the expected matchmaking behaviour, e.g., by
prioritizing their own orders or by ignoring orders from particular
traders. Since new orders in MATCH are sent to several matchmakers, it
is likely that a suboptimal match suggested by a malicious matchmaker
are superseded by ones from honest matchmakers. This approach makes
the MATCH protocol resistant to malicious matchmakers that attempt
to hide, prioritize, or delay particular orders.'® The protocol is highly
scalable since it avoids the need to reach consensus on which orders
are to be executed, unlike blockchain-based matchmaking approaches.

In our previous work, we have experimentally shown the resistance
of MATCH against malicious matchmakers (de Vos et al., 2020). We
highlight one of these experiments that focuses on the matching quality
and fairness of MATCH in a ride-hailing environment as a decentralized
alternative to Uber and Lyft. The workload is reconstructed from his-
torical traces of taxi rides, comprising 2’100 ride orders and requests
during 24 h in New York (TLC, 2017). We implement the matching
policy such that it minimizes the distance between passengers and
drivers, to reduce waiting times for passengers. Specially, the policy
computes the geographic (haversine) distance between the locations
included in orders and requests, and consider average distance between
matched passengers and drivers as quality metric of a match. We model
a malicious matchmaker as a driver that matches an incoming ride
request from a passenger with its own service orders first. Intuitively, a
new order should be sent to more matchmakers to counter the presence
of malicious ones. Our experiment reveals that in a network with 2’000
matchmakers and 50% of all matchmakers being malicious, by sending
an order to just 15 more matchmakers, the quality of matches in our
mechanism is on par with the situation where all matchmakers are
honest. Even when 75% of all drivers prioritize their own ride services
during matchmaking, negotiated matches in our market maintain a
high quality if we send new orders to 27 more matchmakers.

5.3. Price steering

Price steering occurs when different users receive different product
results, or results in different order for the same query. Steering is
possible because e-commerce operators are capable of using arbitrary
metrics non-transparent metric like “Best Match” or “Most Relevant”,
rather than objective metric (price or user reviews).

In the AnyDex architecture price steering is mitigated by the decen-
tralization of information management and matchmaking components.
The order dissemination in MATCH is designed to ensure a high prob-
ability that a new order reaches an honest matchmaker with the
current best matching order in their order book. Moreover, the spec-
ifications of matching policies (which may vary between different
application contexts) are always transparent for the users. Users ac-
cumulate match notifications for a small period in their match queue
(step 4 in Fig. 5). This provides a window for users to collect different
matches from matchmakers. When sending a new order to a sufficient
number of matchmakers, the quality of match notifications received
from honest matchmakers will likely supersede those of malicious
matchmakers. Then, a user starts to negotiate with the user that has the
best counter-offer, and negotiates the next-best order if this negotiation
is unsuccessful. As a result, no matchmaker can unilaterally force the
execution of a particular counter order, even if it is the first to respond
with a match notification.

16 Currently, MATCH is unable to identify and isolate a particular malicious
matchmaker. This feature could be implemented by also recording the ex-
change of orders and match notifications on the TrustChain ledger, allowing
any user to verify that a particular matchmaker correctly followed a matching
policy. We consider this improvement beyond the scope of our work.
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5.4. Price discrimination

Since information management in AnyDex is fully decentralized, our
marketplace mitigates the threat of price discrimination. This means
that a single participant is unable to influence what information other
participants will receive from the rest of the network. We do note,
however, that due to delays in the network, it is possible that two
participants have differing views on the available offers for a particular
product. This inconsistency, however, stems from the network layer and
is not caused by a market operator controlling the flow of information.
Participants can increase the rate at which market information is
exchanged and fetched, reducing inconsistencies at the cost of increased
resource usage.

5.5. Trader impersonation

A key type of manipulation in identity management is imperson-
ation. Thus, the identity management component has to ensure un-
forgeabilty and Sybil-resistance. Unforgeablity means that an adversary
cannot forge the credentials of honest users or otherwise impersonate
them. The Sybil attack manifests as a malicious user who attempts
to subvert the system by joining the network under multiple identi-
ties (Douceur, 2002). Integration of the TCID system and using cryp-
tographic keypairs with associated attestations addresses the threat of
trader impersonation since this would require the private key of the
trader being impersonated, unlike when identity data is managed by
an authoritative market operator. Revocation of credentials can also
help mitigate the threat of identity theft. SSI credentials data flows also
remove the need for trusted third parties when a user authenticates
itself to other users. A malicious user would only be able to delay the
communication channel establishment, which is an attack targeted at
the network layer and not at the market.

5.6. Censorship

Unbundling of identity management from information management
and matchmaking in AnyDex provides high level of guarantees for
censorship-resistance as no single party controls the process of traders
onboarding to marketplace. Compared to identity owned by market-
place operator who can censor transactions based on traders’ identity,
in this setting only transacting parties participate in identity data
flows, and issuers of credential have no knowledge to whom and
when identity owner presents their credentials. In a decentralized
marketplace environment, arbitrary censorship of traders would require
collusion between the majority of users in other components such as
matchmaking engine. However, as we demonstrate with matchmaking
experiments even if 75% of matchmakers act maliciously they cannot
prevent honest users from transacting.

5.7. Behaviour manipulation

In AnyDex, information is not served from a central point. This
makes it infeasible for any single party to influence the behaviour of
other users at a large scale. Hypothetically, the user interface (like
any other interface) of AnyDex can be designed to steer the behaviour
of users, e.g., by hiding or modified ranking of orders. At the same
time, the specifications of the AnyDex protocol are public and de-
velopers have the ability to design alternative user interfaces. In the
environment where backend trading engine is available through uni-
versally accessible API, providers of user interfaces are dis-incentivized
to manipulate users, who can easily migrate to a different interface.
Manipulation on the level of user interface is further obviated by the
availability of aggregator services, providing users with search engines
for prices and market offers. Empirical data shows that on markets
for blockchain assets aggregators for decentralized exchanges (DEXs)
occupy about 13.9% of market share (The Block Research, 2021).
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5.8. Quality filtering

AnyDex provides several mechanisms to address manipulation of
quality filtering. Integration of the Sybil-resistant TCID engine can
enable a threshold for quality of user reviews since it is linked to
their identity. For instance, it can guarantee that only reviews from
marketplace users with a meaningful trade history are visible to other
traders. More complex conditions for the quality filtering of offers can
be implemented with a NetFlow component. The NetFlow algorithm
is designed to provide accurate reflections on the honesty of traders,
even if they try to inflate their own reputation or try to decrease that
of others.

5.9. Counterparty fraud

Counterparty fraud, the situation where a counterparty refuses or
is unable to fulfil its contractual obligations during a trade, is a major
concern in electronic marketplaces (Ba et al., 2000). These risks are
particularly pronounced in the context of a decentralized marketplace.
We conducted an experiment and quantified how successful adversarial
users are in committing fraud using XChange (de Vos et al., 2021).
Our experiment shows that counterparty fraud does not present a
systemic risk for AnyDex. For the experiment we use a real-world
trading dataset, containing buy and sell orders published on the Bit-
Shares blockchain. We replay a week of trades in AnyDex, consisting
of 125’527 buy orders, 104’423 sell orders and 212’489 cancellations of
existing orders. These orders have been created by 1’161 unique users
and involve 243 different assets. We consider the most challenging
scenario where every user attempts to commit fraud. Without using the
XChange mechanism, the total fraud gains of adversaries total to $18.5
million. Using the XChange, adversaries are only able to gain $16’260, a
reduction of 99.9%. A key feature of XChange is that it bounds the total
amount of fraud that a malicious user can commit. The TCID identity
component prevents a malicious user from re-entering the market under
a new identity after having commit fraud (also known as reputation
whitewashing).

6. Related work on the components for decentralized market-
places

The presented decentralized implementation of reference market-
place architecture demonstrates feasibility of technological separation.
We do not suggest that some particular type of implementation is
necessarily best suited for all types of markets and use contexts. We
do argue that the backbone infrastructure for the open ecosystem of
digital markets can be build on the basis of modular and interop-
erable basic components. The burgeoning growth of DeFi ecosystem
provides an interesting vision of what such an ecosystem could look
like in the future. Firstly, these are prominent examples of extreme
disintermediation in financial services that were not thinkable even a
few years ago. Secondly, the open nature of these solutions, both in
terms of development and openness for participation, suggests strong
potential for economic and technological experimentation.!” We argue
that both of these factors also point out the future of decentralized
electronic markets in general. It is important to note, of course, that
current generation of DeFi protocols is exclusively focused on digital
products, or so called on-chain assets. However, from the research
perspective these solutions present bleeding-edge experiments in scal-
able decentralized infrastructures for marketplaces and as such deserve
some closer scrutiny.

17" At the moment of this paper writing (Oct.2021) the value locked in DeFi
protocols amounts to $97 billions. See https://defipulse.com/
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6.1. Information management

The GEM system, introduced already in 1999 by Reich et al. is one
of the first published electronic markets where information is stored on
different servers, spanning multiple geographic locations (Rachlevsky-
Reich et al., 1999b). T More recently, there have been various proposals
to build electronic markets where different operators or participants
themselves manage all information. In the PeerMart and OpenBazaar
(Hausheer and Stiller, 2005; Arps and Christin, 2020).

However, the first practical decentralized electronic marketplace at
scale was enabled by Distributed ledger technology (DLT). Blockchain
based DEXes facilitate the direct exchange of assets between parties
without central operator (Lin et al., 2019). All market information gen-
erated by traders is stored on and managed by self-enforced, contrac-
tual logic running on a blockchain, for example, smart contracts. Early
experiments, such as EtherDelta, have revealed the major bottleneck
for on-chain information management. Limited transaction throughput
is not sufficient to facilitate the volume of major electronic markets
that often process thousands of transactions per second (Zhou et al.,
2020). An alternative approach to this problem that fuelled boom in
DeFi, is a quote-driven alternative Automated Market Makers (AMM):
smart contract that autonomously adjust the price for supply and
demand based on incoming trade requests. One most interesting aspect
of these solutions is that AMMs generate a lot of open-data, driving
the development of third-party price aggregators (linch, ParaSwap),
that offer traders ability to find best prices. This emerging ecosystem
of market information is very different from closed proprietary mar-
ketplaces where users have no access to pricing algorithms and other
crucial market information.

6.2. Identity management

Current generation of DeFi solutions is bootstrapped by the minimal
identity primitives provided by unique cryptographic keypair consisting
of a public and secret key. Such keypair stored in a cryptocurrency
wallet is de-facto all that trader needs to interact with on-chain proto-
cols and DEXes, perform trades, borrow and issue loans. Such minimal
identities, however do not allow for more complex functionality, which
is why current DeFi crediting is mostly limited to overcollateralized
loans.

There have been various proposals to introduce rich decentralized
identity management solutions using DLT (Dunphy and Petitcolas,
2018). Self-sovereign identities (SSI) — one of the most promising and
developed approaches — is a class of open standards and protocols
for decentralized identity solutions providing end users have better
control of their identifiers and credentials (Ferdous et al., 2019). This
makes SSI schemas a radical departure from identity solutions pro-
vided by e-commerce platforms such as Facebook or Google (many
electronic markets rely on these for on-boarding) or platform-specific
identities such as those offered by Uber or AirBnb. SSI prevents various
types of manipulations by market operators. Unlike proprietary iden-
tity solutions, SSI is an interoperable standard that prevents platform
lock-in, reducing dependencies on trusted intermediaries for market
participants.

6.3. Risk management

Collateralization is increasingly being used in asset marketplaces
operating in the growing Decentralized Finance (DeFi) ecosystem, par-
ticularly when considering lending markets for digital assets (Werner
et al., 2021). Within DeFi, risks management is a self-enforced process
where the logic of a smart contract can slash the collateral of a fraudster
and reimbursing wronged traders. The XClaim trading protocol, for
example, relies on collateral deposits to enable asset trading between
distinct blockchain ledgers (Zamyatin et al., 2019b). Other applications
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use a semi-decentralized approach where a group of weakly trusted no-
taries is assigned to oversee trade and intervene when one of the parties
does not adhere to the rules specified in the contract. The transparency
aspect of blockchain benefits risk management because traders can
make their own educated decisions about prospective counterparties by
inspecting historical transactions. Also, fraud becomes more difficult to
conduct since transactions are self-enforced and irreversible, under the
premise that the underlying blockchain is secure.

6.4. Matchmaking

Except for the GEM market system, decentralized matchmaking is
exclusively used in blockchain-based marketplaces, to the best knowl-
edge of the authors. Most DEXes integrate the matchmaking process
with blockchain logic. This process either relies on a smart contract
to match known orders or executes the matchmaking logic as part of
the transaction validation. Decentralized matchmaking on a blockchain
fabric increases fairness since matchmaking proceeds according to pre-
defined and self-enforced business rules that an authority cannot easily
overrule. However, since users need to pay fees when creating transac-
tions to manage their orders, order management can become costly.
Furthermore, matching on a blockchain can be orders of magnitude
slower than centralized matchmaking due to the need to reach a
network-wide consensus on all transactions. Additionally, timing is-
sues related to the consensus mechanism enables front running on
orders (Eskandari et al., 2019).

Some blockchain-based marketplaces maintain the order book out-
side the blockchain to lower the costs of order management. Loopring,
for example, is an order sharing protocol where new orders are sent
to one or more relays in the network (Wang et al.,, 2018). Relayers
claim the margin between two matched orders or can alternatively
charge a fixed fee for their services. The Republic Protocol builds a
decentralized network of nodes that match orders without revealing
individual orders. The protocol uses cryptographic techniques to break
down an order in multiple order fragments, which are distributed
through the network, thus hiding the identity of the order creator.

6.5. Settlement

Notary-based schemes are an approach to settlement where ap-
proval by a group of credible notaries is required to settle a trade. This
approach has seen increased adoption within the domain of blockchain-
based trading. Notary schemes aim to partially alleviate the trust issues
arising when relying on a single trusted intermediary by relying on the
collective decision power of multiple entities. These notaries reach an
agreement on the occurrence of particular events, e.g., that a trader has
sent the promised goods to a counterparty. This approach can usually
withstand the adversarial behaviour of a fraction of all notaries, and the
damage caused by a single malicious notary is limited. The Interledger
project is the most advanced approach in this direction (Thomas and
Schwartz, 2015).

There have been experiments to conduct asset exchange without in-
termediary by leveraging cryptographic techniques, e.g., atomic swaps.
The atomic swap is a coordination process that enables two parties
to exchange blockchain-based assets (Herlihy, 2018). Atomic swaps
eliminate the risk of losing assets to an adversarial trader or inter-
mediate operator during the exchange.'® The main idea is that both
parties during a trade lock their assets in a specialized transaction on

18 Trading assets residing on a single blockchain can be achieved within
the same transaction and is an atomic process, meaning that either all assets
are exchanged, or nothing happens, under the premise that the blockchain
is secure. Exchanging assets between different blockchain ecosystems is more
involved and often brokered by a trusted intermediary that manages wallets
in the involved ecosystems.
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the blockchain so that no single party can claim both locked assets.
This property is achieved with Hash-Timelock Contracts (HTLCs), a
particular transaction type that leverages hash locks and time locks.
A hash lock is a restriction that prevents the transfer of assets until a
secret is revealed. A time lock is a primitive that prevents assets from
being transferred until a specific time. This time lock prevents the assets
being traded from being locked up indefinitely during an atomic swap.
However, since one of the parties can decide whether to continue or
abort the swap, it can effectively speculate on asset prices without a
premium (Han et al., 2019).

6.6. Conflict management

In traditional marketplaces, conflicts are often resolved by the mar-
ket operator, an intermediary or, when an intermediary cannot reliably
determine the duped party, by a judge. However, the goal of many
blockchain-based solutions is to devise riskless markets where, at least
theoretically, disputes cannot occur. Nonetheless, some blockchain-
based marketplaces rely on the honest behaviour of traders and re-
quire adequate methods to resolve conflicts, e.g., using escrow ser-
vices (Goldfeder et al., 2017). This escrow may be a single entity,
e.g., another user in the marketplace, or a group of users with some
authority to resolve the dispute. The Bisq marketplace where users
can trade cryptocurrencies has dedicated arbitrators that monitor the
transactions during a particular trade and can recall exchanged funds
through the use of multi-signature transactions (Beams and Karrer,
2017). Other solutions enabling data exchange between two parties
leverage cryptographic techniques where one of the parties can submit
a cryptographic proof to the blockchain to prove malicious behaviour
of a counterparty (Dziembowski et al., 2018).

7. Discussion

We have presented a reference architecture and an implementation
of an open decentralized marketplace, which is open, modular and
interoperable. We have demonstrated that this approach can address
issues of power abuse by marketplace operators acting as gatekeepers.
From the long perspective, such an approach could provide a viable
alternative to monopolistic marketplace platforms. The latest explosion
of DeFi projects often overlapping with DEXes is also closely related
to our work and provides some hints at the future of decentralized
electronic marketplaces. We envision, however, the following three key
obstacles that require future research and experimentation.

1. Interoperability. The unbundling of key components of elec-
tronic marketplaces introduces new research challenges, interoperabil-
ity arguably being the most pressing issue. Interoperability is crucial
for electronic marketplaces and is an essential ingredient that allows
consumers to substitute one product with another that is manufactured
by a different company (Choi and Whinston, 2000). With the prolif-
eration of e-commerce platforms, interoperability issues are starting
to be recognized, as is also evident by the European Commission’s
efforts to harmonize market communication and standards. The pro-
liferation of distributed ledger technology has resulted in a vast and
varying landscape of decentralized markets, many of them which are
not interoperable (Zamyatin et al., 2019a). A few notable projects,
like Polkadot and Cosmos, aim to build an “Internet-of-Blockchain”,
a large ecosystem comprising many interoperable blockchains (Siris
et al., 2019). However, interoperability is still largely unsolved, and
together with cross-chain communication remain the key open research
issues.

2. Recentralization. Concurrent to the increasing popularity of
decentralized solutions, we observe that some components of decen-
tralized systems start to converge to a centralized structure. While it
is hard to make accurate predictions in which direction the develop-
ment of blockchain-based platforms will proceed, it is fair to say that
scalability issues stand in tension with the issue of “recentralization”.
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This tension is particularly evident in the context of the Ethereum
blockchain, currently the most common layer to devise DEXes and other
DeFi applications. Currently, Ethereum provides decentralization at the
expense of significant transaction fees stemming from limitations of
the underlying Proof-of-Work consensus algorithm. These fees present
a prohibitively high barrier for many new market participants, creating
a challenge for the scalability of such electronic markets. This, in
turn, creates a risk that such markets could be captured by centralized
parties like Binance chain or Facebook Diem (formerly known as Libra),
providing lower transaction costs at the expense of decentralization.

Furthermore, some proposed solutions that increase blockchain
performance also carry the aforementioned risks. Layer-two solutions
where the bulk of transactions is processed outside the blockchain aim
to lessen the load of the primary blockchain, introduces new economic
incentives for participants. This has led to the concentration of network
resources by a limited number of nodes (Lin et al., 2020). Similarly,
Proof-of-Stake consensus has been proposed as a mean to increase
transaction throughput while reducing transaction fees, but create risks
of power concentration by affluent users (Fanti et al., 2018). While we
do not suggest that these are insurmountable obstacles, we do suggest
that the problem of technological and economic decentralization for
blockchain-based markets and DLT technology, in general, is an open
issue.

3. Software Security. Whereas trusted intermediaries are primarily
responsible for reducing risks in traditional marketplaces, blockchain
solutions are secured through participants’ collective effort and cryp-
tographic techniques. These platforms enable developers to deploy
their preferred applications and define business logic in primitives
like smart contracts. However, design weaknesses in both the un-
derlying blockchain logic and decentralized applications, originating
from economic and technical mechanisms, can result in significant
economic losses. In 2016, a minor software vulnerability in the smart
contract managing the Decentralized Autonomous Organization, or
DAO, enabled an attacker to compromise about $50 million worth of
assets (Dhillon et al., 2017). Gudgeon et al. revealed an attack on
Maker, one of the most significant DeFi applications in terms of market
share, where an attacker would be able to steal $0.5 billion worth
of collateral with minimal effort (Gudgeon et al., 2020). And more
recently, an attack on Ronin network resulted in a loss of approximately
$622 million (Hayward, 2022). Significant research effort must be
spent to make these value systems technically and economically secure.

8. Conclusions

We have identified and presented technological solutions that can
be implemented to create modular decentralized architectures for elec-
tronic marketplaces. We have presented a reference architecture and
its implementation for all key functional elements: information man-
agement, identity management, risk management, matchmaking, set-
tlement, and conflict management. We explored the problem of manip-
ulation by marketplace platform operators and mapped different types
of manipulation to the control of these key functional components.
We argued that the logic of technological separation interpreted as
decentralization of marketplace platform on architectural level, and at
the level of individual functional components, can address identified
manipulation issues. This approach is consistent with the ambitions of
EU Digital Markets Act framework aiming to promote an open ecosys-
tem of fair marketplace platforms. We argued that open ecosystems
of interoperable and scalable components for electronic marketplaces
could enable new types of peer-to-peer platforms not controlled by
a single operator, which would make them much more resilient to
manipulation practices. We observed a proliferation of experiments
around distributed ledger technology, decentralized finance (DeFi),
and other trust-less mechanisms for secure value exchange and trade.
While these solutions may vary in technological maturity, they high-
light a viable research direction towards decentralized architectures for
general-purpose electronic markets.
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