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Intrusion Detection System for Digital Substations
Using Semi-Supervised Learning and Traffic
Distance Similarity Clustering

Alfan Presekal™, Member, IEEE, loannis Semertzis"”, Graduate Student Member, IEEE,
Himanshu Goyel", Graduate Student Member, IEEE, Peter Palensky"™, Senior Member, IEEE,
and Alexandru Stefanov”, Member, IEEE

Abstract—Cyber attacks on power grids are imminent and
potentially have a severe impact, as evidenced by the cyber
attacks in UKkraine in 2015, 2016, and 2022. In response to this
challenge, machine learning-based Intrusion Detection Systems
(IDS) have become more prevalent as a potential mitigation
owing to their alignment with the latest advances in artificial
intelligence. However, existing anomaly detection methods for
power grid Operational Technology (OT) are often inadequate, as
they primarily focus on detecting power grid physical anomalies
at the later attack stages and suffer from the scarcity of available
data for supervised machine learning. To address these limita-
tions, we propose a novel semi-supervised IDS specifically for
digital substations of the power system. The proposed detection
method identifies the distinctive distance similarity of digital
substation OT communication traffic using a Convolutional
Neural Network and Chebyshev distance of packet payloads,
and Kolmogorov-Smirnov of packets’ interarrival time using Fast
Fourier Transform amplitude. Subsequently, these traffic features
are combined into a vector and classified using a novel hybrid
semi-supervised Self-Organizing Map (SOM) and Density-Based
Spatial Clustering of Applications with Noise (DBSCAN). Results
indicate that the proposed method can identify zero-day attacks
and achieve accuracy and F1 above 95%.

Index Terms—Anomaly detection, Chebyshev distance, con-
volutional neural network, cyber attack, cyber security, digital
substation, intrusion detection system, FFT, interarrival time,
Kolmogorov Smirnov, power grids, self-organizing map.

NOMENCLATURE
X All types of packet payload.
n Normal packet payload.
w Convolutional kernel.
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k Kernel size.

Cin Input channels.

c Index of input channel for the kernel.

i Vertical position (height index).

j Horizontal position (width index).

Z Output from a convolutional operation.
T Packet interarrival time.

t Packet arrival time.

o Sigmoid function.

N Total number of samples.

N Total packet quantities.

P Fast Fourier Transform (FFT) amplitude.
Pg Baseline FFT amplitude.

n Frequency bin FFT.

D Maximum absolute difference.

EDF Empirical distribution function.

A Asymptotic approximation.

Dvalue Probability of Kolmogorov Smirnov (KS).

Convolutional neural network outputs.
Variable Chebyshev distance.

KS from the interarrival time.

KS from the FFT interarrival time.
KS from the interarrival vector.

KS from the FFT interarrival vector.
Self-Organizing Map (SOM) model.

We SOM model weight.

D - Q, Vector mapping using SOM.

C All data clusters.

Cp Baseline data cluster.

DBSCAN Density-Based Spatial Clustering of
Applications with Noise clustering.

q Number of DBSCAN clusters.

[CB, I, V], Vector from power system measurements.

I. INTRODUCTION

YBER-PHYSICAL Power Systems (CPPS) are critical
infrastructures that have experienced an increasing num-

ber of cyber attacks in recent years. In December 2015, a
highly coordinated cyber attack had a major impact on the
Ukrainian power grid, resulting a power outage for several
hours [1]. In 2016, another cyber attack on Ukraine’s power
grid delivered a lower degree of impact compared with the
2015 attack [2]. The Ukrainian power grid also experienced
a power outage in October 2022 due to the disruption caused
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TABLE I
COMPARISON WITH RELATED RESEARCH

Ref. Year Protocol Methods Parameters

[15] 2023 GOOSE Rule based stNum, sqNum, packet payload

[9] 2010 IEC 61850 Rule based Payload

[16] 2016 IEC 61850 Rule based Payload

[17] 2021 GOOSE SVM stNum, sqNum, packet payload

[18] 2024 IEC 61850 KNN Payload

[19] 2022 GOOSE DBSCAN and Autoencoder Payload

Our 2025 GOOSE CNN, FFT, SOM, and DBSCAN Payload and Packets Interarrival Time

by the Sandworm malware in its Operational Technology (OT)
[3]. These incidents emphasize the imminent threat of cyber
attacks on power grids.

Intrusion Detection Systems (IDSs) have emerged as a
prominent solution for detecting anomalies in power grids
[4], [5], [6], [7], with some of them focusing on the power
grid’s digital substations [6], [7], [8], [9], [10], [11]. Recent
research highlights a growing interest in machine learning-
based IDSs due to their superior performance [11], [12], [13].
However, machine learning models are predominantly based
on supervised learning, which requires large quantities of data
to train effectively and achieve optimal performance. This
requirement often contrasts with the limited availability of
data [12], especially for zero-day attacks. Considering this
limitation, a fully supervised machine learning model may not
be the optimal choice. Therefore, in this study, we implement
a semi-supervised learning strategy to detect anomalies in
digital substations of power grids and overcome the challenge
of having limited data available. The technique leverages
the advantages of the homogeneous characteristics of OT
network traffic parameters generated from automated processes
of machine-to-machine communications [14].

In this research, we address the aforementioned challenges
of limited data availability for supervised learning and detec-
tion of zero-day attacks. To overcome this limitation, we
propose an IDS that employs a semi-supervised learning
approach based on the characteristics of communication traffic.
The IDS analyzes traffic using distance-based similarity met-
rics, taking into account both packet payloads and interarrival
times. In addition, we evaluate and validate the proposed IDS
in a Hardware-in-the-Loop (HIL) digital substation environ-
ment using real Intelligent Electronic Devices (IEDs). Our
results demonstrate that the proposed approach enhances situ-
ational awareness and effectively detects anomalies associated
with zero-day attack scenarios.

The paper is structured as follows. Section II elaborates
on the related works and contributions. Section III describes
the method for semi-supervised IDS for digital substations.
Section IV presents the experimental results, and Section V
presents the conclusion of the research.

II. RELATED WORKS AND CONTRIBUTIONS

There is existing research on intrusion detection systems
that focuses on IEC 61850, particularly the Generic Object
Oriented Substation Event (GOOSE) protocol. A summary of
the related state-of-the-art research is provided in Table I. Most

IDS solutions for IEC 61850 are implemented using rule-based
strategies [9], [15], [16], which limit their ability to detect
zero-day attacks, as they rely on predefined patterns. Other
studies employ data clustering techniques using algorithms
such as Support Vector Machine (SVM), K-Nearest Neighbor
(KNN), DBSCAN, and Autoencoder [9], [17], [18], [19].
While these approaches are closer to unsupervised learning,
they still fail to detect masquerading packets in spoofing
attacks. This limitation arises because they rely primarily
on packet payload, which provides insufficient distinction
between legitimate and spoofed packets. Some approaches
incorporate sequence number (sqNum) and status number
(stNum) analysis for anomaly detection [15], [17]. How-
ever, these parameters become ineffective when an attacker
employs an adaptive incremental numbering strategy, making
the spoofed packets appear consistent with normal behavior.
To address this challenge, our proposed method integrates both
packet payload and interarrival time to characterize GOOSE
traffic and improve classification accuracy.

There are many parameters of network traffic that can be
utilized as input features for an IDS [20]. Among various
parameters, some IDSs quantify the traffic parameters as
a distance similarity for anomaly detection [21]. In [22],
anomaly detection was performed using the quantified dis-
tance similarity of packet payload. However, the distance
similarities derived from packet payloads are inadequate for
mitigating spoofing attacks due to insignificant differences
in packet anomalies when compared to legitimate packets.
As an alternative to payload-based anomaly detection, traffic
interarrival time parameters have been extensively studied
and implemented for IDS applications [23], [24], [25], [26].
Traffic interarrival time is a relevant approach considering
the homogeneous characteristics of digital substation traffic.
Therefore, in this research, we proposed hybrid distance sim-
ilarity parameters of digital substation network traffic based
on the combination of packet payload and packet interarrival
time.

Digital substation traffic under normal operating conditions
is used as a reference point for anomaly detection. Based
on the reference point, the packet payloads are quantified
using a Convolutional Neural Network (CNN) and Chebyshev
distance. The application of CNN and Chebyshev distance for
the intrusion detection system has been proven separately in
[11], [27] and [28], [29]. The traffic interarrival time statistical
features, i.e., mean and standard deviation, have been used
as input features for anomaly detection in [24], [25], [26],
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and [30]. However, these statistical features are unable to
adequately discriminate between normal and anomalous traffic
due to the insignificant distinctions between them. Therefore,
in this research, we introduce a novel packet interarrival
time signature based on Fast Fourier Transform (FFT) and
Kolmogorov-Smirnov (KS). FFTs have been implemented for
anomaly detection owing to their ability to identify anomalies
within both the time and frequency domains of data [31],
[32], [33]. Meanwhile, the KS method has been implemented
for anomaly detection based on the statistical features of
the data [34], [35]. In this research, the FFT converts the
interarrival times of traffic into FFT amplitudes. The FFT
amplitudes of a particular traffic are compared to the FFT
amplitudes of a baseline traffic using the KS in order to
calculate the p-value, which indicates the statistical differ-
ences between the two. Subsequently, the parameters from
CNN, Chebyshev distance, and KS p-value are integrated
into a three-dimensional vector representing traffic distance
similarities.

The vectors representing the normal and anomalous traffic
signatures are then used as input for semi-supervised clas-
sification. In this research, we proposed a classifier based
on Self-Organizing Map (SOM) and Density-Based Spatial
Clustering of Applications with Noise (DBSCAN). The appli-
cation of SOM and DBSCAN for the unsupervised intrusion
detection system has been proven independently in [36], [37],
and [38]. Instead of using the clustering model independently,
we proposed a novel hybrid classifier model for improving the
classifier’s performance. A hybrid machine learning model is
an emerging approach for improving the stand-alone models.
With a hybrid model, the implementation of an algorithm can
be strengthened through the advantages of other algorithms
[39]. Because of some partially labeled data included in
this process, we consider our hybrid unsupervised method
as a semi-supervised one. SOM can be implemented for
unsupervised classification to reduce data dimensionality and
complexity [36], [37]. Subsequently, the DBSCAN is imple-
mented to enhance the complex data clustering process. The
hybrid combination of SOM and DBSCAN aims to improve
classification performance for normal and anomalous traffic in
digital substations.

The scientific contributions of this paper are summarized as
follows:

1. We propose a novel frequency domain interarrival time
traffic characterization based on the Fast Fourier Trans-
form and Kolmogorov-Smirnov. This method enhances
the statistical-based methods that are unable to ade-
quately discriminate between normal and anomalous
traffic due to the insignificant distinctions between
them. Compared to a statistical-based interarrival
time, the combination of Fast Fourier Transform and
Kolmogorov-Smirnov is able to improve the accuracy
by 26% and F1 score by 41 %.

2. We propose a novel traffic distance similarity vector
of operational technology communication traffic. The
vector is derived from the packet payload and interarrival
time. The vector quantifies the packet payload based
on the Convolutional Neural Network and Chebyshev

IEEE TRANSACTIONS ON SMART GRID, VOL. 17, NO. 1, JANUARY 2026

distance, and packet interarrival time using Fast Fourier
Transform and Kolmogorov-Smirnov.

3. We propose a novel hybrid semi-supervised classi-
fication model based on Self-Organizing Map and
DBSCAN. The hybrid combination of them aims to
improve clustering performance and address the imbal-
anced dataset. Results indicate that the proposed method
is able to identify zero-day attacks and achieve accuracy
and F1 above 95 %.

4. We propose a digital substation state transition model
based on historical records of traffic distance similarity
vectors and power system measurements. This method
correlates the historical records of communication traffic
and physical features from power system measurements.
The historical state transition is visualized and analyzed
to discriminate against anomalies due to cyber attacks
and physical disturbances. The visualization helps power
system operators track the state transition of digital
substation traffic and discriminate traffic anomalies due
to faults, reclosure, and spoofing attacks.

III. SEMI-SUPERVISED INTRUSION DETECTION SYSTEM
FOR DIGITAL SUBSTATION

This section explains the implementation of IDS for the
power system digital substation and the methodology for the
proposed hybrid semi-supervised IDS for the digital substa-
tion. Fig. 1 summarizes the model architecture of a digital
substation, and Fig. 2 summarizes the overall architecture
of the proposed methods, including preprocessing of the
dataset from IEC 61850 packets into vectors and clusters. A
more detailed explanation of the digital substation, proposed
method, and corresponding processes is provided in the fol-
lowing subsections.

A. Digital Substation Architecture and Cyber Threat Model

The power grid’s OT communication network consists of
several network segments, including the control center, wide
area network, and digital substation [22], [40]. There are two
primary network elements in the digital substation, i.e., the
process bus and station bus, depicted in Fig. 1. The process
bus connects the high/medium-voltage equipment in the field
to the protection, control, and monitoring systems. In the
process bus, Merging Units (MUs) digitize the analog signals
from the current transformers (CTs) and voltage transformers
(VTs). These signals are communicated with the IEDs in the
station bus. The IEDs monitor the status of circuit breakers,
transformers, and other assets, and they also act on protective
relays to isolate faults. Additional systems are present in the
digital substation environment, e.g., Firewall, Gateway, GPS
clock, Supervisory Control and Data Acquisition (SCADA)
database, and Human Machine Interface (HMI).

Digital substations retain a critical role due to their ability to
directly control physical power grid equipment. Consequently,
they represent a valuable target for adversaries aiming to dis-
rupt power grids. In this subsection, we present a cyber threat
model for digital substations. Digital substations are con-
structed using standardized communication protocols, such as

Authorized licensed use limited to: TU Delft Library. Downloaded on January 12,2026 at 09:46:24 UTC from |IEEE Xplore. Restrictions apply.



PRESEKAL et al.: INTRUSION DETECTION SYSTEM FOR DIGITAL SUBSTATIONS USING SEMI-SUPERVISED LEARNING

Merging
Units

Intelligence

—
E I Electronic

II Devices (IEDs)

Process

Bus Bus

Circuit
Breaker Process Bus

Traffic Monitoring Stat
ation

Controller

sAeg aSenop wnipal / 98eNoA USIH

Fig. 1. Digital substation architecture.

Traffic Payload Signatures

SCADA
Database

579

Digital Substation

Compromised
Workstation

L%

Digital
Substation
Firewall

Digital
Substation
Gateway

Wide Area Networks Gantrol Certtar

SCADA
HMI

C : AN
Convolutional b\
Neural Network B
. »  Traffic Payloads ;fafﬁ:
:;‘1’ 4— Chebyshev V;qcr::rure Hybrid Semi-Supervised Clustering o
011 . Distance \\“ 55
0l0101 = - .
= Self-Organizing \
011010 = — — N ;
011100 i i O=(a.p.7) Map (EOM) DBSCAN 7
Traffic Interarrival Time Signature
. . .| Traffic Interarrival
Digital Substation Tane ~.
Network Traffics >
Under Cyber Attacks l—“' } :
and Normal Operating z
Conditions Fast Fourier Kolmogorov-
Transform Smimov Network Traffic
Clusters

Fig. 2. Summary of the proposed hybrid semi-supervised intrusion detection sy

IEC 61850, which were initially designed for operational effi-
ciency and interoperability, rather than cyber security. These
protocols frequently lack fundamental security mechanisms
such as encryption, authentication, and integrity checking. As a
result, once an adversary gains access to the network, they can
eavesdrop on and masquerade as packets within the network.
This vulnerability poses significant risks in digital substations,
where messages such as GOOSE and Sampled Values (SV)
directly govern protection functions and system stability.

The threat landscape in digital substations is shaped by
several key factors described in the advanced persistent threat
kill chain for cyber-physical power systems [41]. Before reach-
ing the final objective, the adversaries perform preliminary
actions, including reconnaissance, weaponization, exploitation,
lateral movements, and other tactics. A prominent real-world
example is the Ukrainian power grid cyber attack in 2016,
where adversaries gained initial access via the Information
Technology (IT) network and eventually executed malicious
commands to IEDs in the substation, causing power outages
(11, [2].

In our threat model, the attack begins with malware delivery
through a phishing email. An unsuspecting user within the
organization interacts with a malicious attachment or link,
resulting in the installation of malware on an engineering
laptop that is also used for configuration of OT devices

stems.

connected to the digital substation network. This malware
establishes a remote access backdoor, allowing the attacker
to maintain persistent control over the compromised system.
Through this foothold, the attacker is able to move laterally
within the substation OT communication network, identify
critical communication paths, and ultimately launch attacks
against substation devices, including IEDs. This attack vector
was used in real cyber attacks on power grids [1], [2]. In
this research, we focus specifically on the later stages of this
intrusion, where the adversary has already compromised a
device within the substation OT communication network. At
this point, the attacker has the capability to both passively
monitor the OT network traffic and actively inject malicious
packets. This reflects a strong internal threat with full access
to substation communications.

The primary attack vector considered is a GOOSE frame
spoofing attack. The attacker takes advantage of the GOOSE
protocol’s reliance on multicast messaging and absence of an
integrity checking mechanisms. By passively eavesdropping
on network traffic, the attacker gathers legitimate GOOSE
data frames to understand the format, timing, and control
parameters used. To perform the spoofing attack, the adver-
sary constructs masqueraded GOOSE packets that appear
structurally and temporally similar to legitimate messages.
These packets are crafted by modifying key payload fields,
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particularly those indicating circuit breaker status. Addition-
ally, protocol-specific control fields such as the stNum and
sgNum are incremented adaptively to maintain consistency
with ongoing communication, thus bypassing integrity checks
within the IEDs.

Previous studies demonstrated IEC 61850 attacks using a
single counterfeit packet [8], [42], [43]. In our experimental
setup involving a real industrial IED, a single counterfeit
packet was not successfully executed. A single counterfeit
GOOSE packet may not be sufficient to affect the circuit
breaker operation, due to the continuous presence of legitimate
traffic. For the spoofing attack to be successful, the counterfeit
messages must be transmitted at a rate comparable to or higher
than the legitimate GOOSE frame frequency. This repetition
increases the likelihood that a forged packet will be processed
and acted upon by the target IED. In our experiment, a
single counterfeit packet may successfully affect the IED if
the attacker can fully block the legitimate traffic. The full
methodology and implementation details of the spoofing attack
are described in our previous work [44].

In this research, we did not focus on single counterfeit
packet detection. We acknowledge that our detection method,
which relies on packet interarrival time analysis, is better
suited for detecting patterns over multiple packets rather
than single isolated events. This reliance on multiple packet
observations is a deliberate design choice aimed at enhancing
detection robustness and reducing false positives in realistic
operational conditions. Consequently, the inability to detect
single-packet attacks represents a trade-off in favor of min-
imizing false positives in detecting sustained or patterned
attacks. We focus on the detection strategy for masquerade
attacks instead of performing the attack. The detection strategy
aims to address the limitation of the traditional intrusion
detection systems based on packet payloads or signatures.
This limitation is due to the insignificant difference between a
masqueraded attack packet and a legitimate packet. To address
this challenge, we propose a novel strategy based on the
similarity of traffic interarrival distances and hybrid semi-
supervised clustering.

To detect such intrusions, traffic monitoring workstations
are deployed in both the process bus and station bus. These
workstations passively observe all network traffic through span
ports and analyze communication patterns. Our proposed IDS
leverages these monitoring points to identify anomalies and
detect spoofed GOOSE messages in real time, enhancing the
cyber security of digital substations.

B. Traffic Distance Similarity Vectors in Digital Substations

OT traffic poses a distinct characteristic in comparison to
IT traffic. IT traffic typically originates from the human user
with non-deterministic behavior, which makes it more hetero-
geneous. Meanwhile, OT traffic is generated by automated
processes and machine-to-machine communications and is
characterized by a greater level of homogeneity. While the
OT traffic tends to be homogeneous, it still exhibits a certain
degree of variation due to traffic seasonality. Therefore, relying
solely on statistical parameters for OT traffic characterization
is inadequate. In this research, we proposed a novel OT traffic

IEEE TRANSACTIONS ON SMART GRID, VOL. 17, NO. 1, JANUARY 2026

distance similarity vector based on packet payloads and packet
interarrival time.

Packet payload contains data that is communicated between
nodes in a network. The packet payload of IEC 61850 includes
various features such as Generic Object Identifier (golD),
stNum, and sqNum. Among the various IEC 61850 imple-
mentations and datasets, they are technically not the same.
This distinction arises from variations in the configuration
and operational settings of the digital substations. To address
this issue, we implement a generalization approach for the
payload to ensure the method’s applicability across differ-
ent implementations and dataset variants. This generalization
is feasible because our methodology does not rely on the
explicit selection of specific features from the packet payload,
thereby maintaining adaptability across diverse IEC 61850-
based packets. Instead, we utilized a feature-agnostic approach
for payload characterization to enhance the generalizability
of the proposed method with various data. Furthermore, the
integration of explicit feature selection would require prior
knowledge of the data, consequently diminishing the method’s
adaptability, especially in the context of potential zero-day
attack scenarios.

The overall process of transforming IEC 61850 packet data
into a vector representation is illustrated in Fig. 2. Initially,
the packet payload is converted into a two-dimensional array,
which serves as input for both a CNN and a Chebyshev
distance algorithm. This research evaluates various distance
measurement techniques to determine the most effective
method for our application. The assessed methods, ordered
from highest to lowest performance, comprise Chebysheyv,
Minkowski, Euclidean, Hamming, and Jaccard. The metrics
were evaluated according to their performance on the tested
dataset. Among them, the Chebyshev distance consistently
yielded the best results. Therefore, it was selected as the pre-
ferred distance metric for this research. The outputs generated
by the CNN and the Chebyshev distance, along with the traffic
interarrival time, are then integrated to form a traffic signature
vector. These signature vectors are subsequently utilized as
input for a clustering algorithm to identify patterns and group
similar traffic behaviors.

This work characterized the packet payload using CNN and
Chebyshev distance. The CNN classified the traffic into two
classes, i.e., normal and anomalous. The packet payload from
the nominal operating condition serves as a normal class, and
the payload from other packets serves as an anomalous class.
Considering the possibility of unknown payloads from a zero-
day attack, in this research, we used a one percent anomalous
payload for the supervised CNN training.

CNN learns spatial hierarchies of features from input data
and uses convolutional layers with filters to detect patterns.
Eq. 1 shows the convolutional operation used in CNN. Parame-
ter x represents input data from the packet payload. Parameter
w represents the weight of the CNN filters that are learned
during training to detect specific features in the input data.
These weights slide over the input to compute weighted
sums, allowing the model to extract meaningful patterns at
different spatial locations. In CNN, b represents the bias of
the convolution operation to enable the model to fit the data
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more flexibly by shifting the activation function. The c;,
represents the input channel dimension, while ¢ represents
the input channel index. This research uses a two-dimensional
(2D) CNN to capture a 2D representation of packet payloads.
Therefore, in Eq. 1, there are two parameters, k;, and k,,, that
represent the kernel from a 2D space. The 2D space also
applies to index locations (i and j) and for kernel size (m
and n). The output from the convolution operation (z) serves
as an input for the sigmoid function (o) in Eq. 2. The CNN
operation in Eq. 1 and Eq. 2 produced a vector variable alpha
(@). Eq. 3 shows the Chebyshev distance equation to obtain a
vector variable 8. This process is based on the input from the
packet payload x and the average value of the normal traffic
payload (n).

kp—1k,—1 ci—1
2dijl=Y D" ali+m. j+nclwimncl+b (1)
m=0 n=0 c=0
¢=0@) = — @)
l+e
B= DChehyxhev(xy n) = max |x; — nl (3)

Packet interarrival time (7') is calculated based on the
individual packet arrival time (#) for all packet quantities (IN)
depicted in Eq. 4. The interarrival time serves as an input
for Eq. 5. Eq. 5 represents the calculation of the amplitude
spectrum (P) using the FFT. Specifically, it computes the
squared magnitude P of the Discrete Fourier Transform (DFT)
at frequency bin 7. The parameter N in Eq. 5 represents the
total number of samples, and the exponential term represents
the complex sinusoid basis functions used in the FFT. This
information is obtained from the sliding window size for all
interarrival data (N). The FFT amplitude (P) serves as an
input for the KS equations in Egs. 6, 7, and 8. In Eq. 6, the
maximum absolute difference (D) between the two Empirical
Distribution Functions (EDF) is based on the calculated FFT
amplitude (P) and the baseline FFT amplitude (Pg). The
value of D is then used to calculate A, which represents an
asymptotic approximation formula in Eq. 7. Subsequently, 4
is then used to calculate vector variables y based on p,u. in
Eq. 8. Finally, all vector variables are combined into a traffic
distance similarity vector (®) depicted in Eq. 9.

TiN;l =t — 4
N-1 2
-2

P =Y T[il.e /"™ (5)
i=0

D = max |EDFp(i) - EDFPB(i)| (6)

Np X Npg 0.11

A= — 4+ 012+ ——=| x D 7)

( Np + Npg VNP+NPB> (

Y=1=DPuawe =1- (22(_1)/(—1 e_ziz/lz) ®

i=1
@ = (a.B,7) €))

C. Hybrid Semi-Supervised Intrusion Detection System

The primary objective of the proposed IDS is to clus-
ter traffic data according to distance similarity vectors ©.

TABLE I
COMPARISON OF GOOSE TRAFFIC DATA

Data No. of IEDs No. of Packets > .pcap File Size
A[42] 2 27259 5.31 MB
B[43] 18 328017 56.5 MB
C[44] 9 1048576 895 MB

A clustering-based approach is utilized because it does not
necessitate labeled data, unlike supervised learning techniques.
This attribute improves the system’s robustness in detecting
previously unrecognized traffic patterns, including those linked
to zero-day attacks. This research employs a combination of
two foundational unsupervised learning techniques, SOM and
DBSCAN, to develop an effective and adaptable IDS.

The decision to combine SOM and DBSCAN in this
research is based on a thorough evaluation of their individual
performances. Both SOM and DBSCAN have been inde-
pendently validated as effective techniques for unsupervised
intrusion detection systems, as demonstrated in prior studies
[36], [37], and [38]. According to the literature, these meth-
ods represent recent advancements in unsupervised learning
approaches that align closely with the objectives of this
study. As such, SOM and DBSCAN were initially selected as
primary benchmarks. Building upon their individual strengths,
we proposed a hybrid approach that integrates SOM and
DBSCAN. Experimental results presented in Table III of
Section IV indicate that the hybrid method outperforms the
standalone models. Therefore, we adopt the combined SOM-
DBSCAN approach as the core of our proposed Hybrid
Semi-Supervised IDS. Furthermore, we also benchmark the
method with the Gaussian Mixture Model (GMM) and KNN
that we implemented in our previous research in [22].

Algorithm 1 Hybrid Semi-Supervised Intrusion Detection
System
Inputs: © = {(a,B,v) // set of traffic distance similarity vectors
q = 2 /| number of output clusters
Outputs: C -, // clustering result
1 SOM train to get the model g Best Matching Unit (BMU)
g+ = argmin |® — wg”2

Model G is used to reduce the dimensionality ® — Q-
DBSCAN performs clustering C, = DBS CAN(L2)
if g >2:
Cp
Cq — Cq:Z
return: C,—y // clustering result

AN AW

The process for the hybrid semi-supervised intrusion detec-
tion system is summarized in Algorithm 1. The traffic
characterization vector (@) serves as input for the hybrid
semi-supervised IDS. In this research, we proposed a hybrid
sequential clustering process using SOM and DBSCAN. Ini-
tially, SOM trains a model (g) to find the Best Matching Unit
(BMU) depicted in Eq. 10. The best model is represented by
the weight (w,) that is closest to the vector ®. The model
with the BMU (g) is used to perform a mapping from the
three-dimensional vector @ into a two-dimensional vector (2
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TABLE III
PERFORMANCE COMPARISON OF CLUSTERING METHODS

Method Data A Data B Data C Average
ethods Acc. F1 FPR | Acc. F1 FPR | Acc. F1 FPR Acc. F1 FPR
input I = <a,ﬂ, r>
KNN 05665 04959 03957 | 0.5689 04981 03657 | 0.5755 05076 03621 | 05703  0.5005  0.3745
Agglomerative | 0.5815  0.5814 03128 | 05522 04543 03927 | 0.5876  0.5024  0.3453 | 0.5738 0.5127  0.3503
GMM 05065  0.4935  0.4684 | 0.5061 0.4831 04671 | 0.5062 04836  0.4623 | 0.5063 04867  0.4660
SOM 08166 05649  0.1584 | 0.8151 0.5543  0.1893 | 0.8171 0.5837 0.1672 | 0.8163 0.5676  0.1716
DBSCAN 0.8459 04895 02106 | 0.8319 04842 02235 | 0.8403 04917  0.1923 | 0.8394 04885  0.2088
SOM DBSCAN | 06401  0.6283 03809 | 0.6288  0.6184 02921 | 0.6497  0.6363 02554 | 0.6395 0.6277  0.3095
input o= <0[,ﬂ,}/>
KNN 05615 04595  0.4231 | 0.5046 04176 04821 | 0.7368 07052 02433 | 0.6010  0.5274  0.3828
Agglomerative | 0.5477 04332 04327 | 0.8908  0.8899  0.1135 | 0.7675 07541 02129 | 0.7353  0.6924  0.2530
GMM 06011 05994 02981 | 09936 09936 0.0051 | 0.7697 07799 0.1938 | 0.7881  0.7910  0.1657
SOM 08471 07582  0.1602 | 0.9977 0.9951  0.0023 | 0.9999 06985 0.0021 | 0.9482 08173  0.0549
DBSCAN 08424 04819 02237 | 09961 09086 0.0237 | 0.9999 06653 0.0072 | 0.9461  0.6853  0.0849
SOM DBSCAN | 0.8903  0.8823  0.1089 | 0.9942 09942  0.0049 | 0.9976 0.9976 0.0025 | 0.9607 0.9580  0.0388

depicted in Eq. 11. The SOM application aims to reduce data
dimensionality and complexity into a lower-dimensional space
while preserving the higher-dimensional structure of the data.
Therefore, despite the reduction in dimensionality, the new
vector € inherits the features of the payload and interarrival
time traffic characteristics.

g+ = arg min H(D - Wy H2 (10)
g
O -0, (11)
C, = DBSCAN(Q) (12)
C
Cy — Cyms (13)

Subsequently, the output vector Q from SOM is used as
an input for the DBSCAN clustering algorithm shown in
Eq. 12. The DBSCAN classifies the data into clusters (C)
with the number of clusters g. The proposed IDS is intended
to categorize the traffic characteristics into two classes, i.e.,
normal and anomalous. Therefore, the value of g equals two.
However, the DBSCAN algorithm can potentially generate
more than two clusters, which does not align with the intended
outcome of two classes expected by the IDS. In this case, the
number of DBSCAN clusters (¢g) is reduced into two cluster
categories through a mapping process depicted in Eq. 13. Our
experiment comprises both normal and anomalous traffic data.
Consequently, the minimum number of clusters will be two.

The mapping in Eq. 13 is performed based on the baseline
data cluster from the normal traffic (Cp). Therefore, if a cluster
predominantly contains values associated with a normal class
in partially labeled data, it will be mapped into a normal
class. Otherwise, it will be mapped to an anomalous class.
In Algorithm 1, the step in Eq. 13 is only performed when the
number of clusters from DBSCAN is greater than 2. It is also
possible that the DBSCAN directly obtains 2 clusters. In this
case, the process in Eq. 13 is not performed. Cluster reduction
is possible in DBSCAN because the number of clusters is not
predefined. In DBSCAN, the number of clusters is determined
by the number of neighbors and the radius. Therefore, by

Time Stamp Power System Measurements Traffic Distance Similarity

[CB, 1, V], O= <¢:¢,,B,;/>l1

[CB, 1, VI,

®=<a’ﬁ77>tz

Fig. 3. Digital substation cyber-physical system state transition.

adjusting the parameters, it is possible to obtain DBSCAN
results with two clusters. Furthermore, because of some par-
tially labeled data included in this process, we consider our
hybrid method as a semi-supervised clustering. Based on the
aforementioned steps, the hybrid SOM and DBSCAN process
is then used to classify traffic distance similarity vectors into
two classes normal and anomalous traffic.

D. Digital Substation Traffic State Transition Model

To comprehensively analyze the cyber-physical system state
of digital substations, we collect historical information on
traffic distance similarity vectors and power system measure-
ments depicted in Fig. 3. The collected information is then
analyzed on a state transition model based on a time series
plot and a 3-dimensional vector plot. The traffic state transition
model is intended to oversee the digital substation’s traffic
state, denoted by a vector @, alongside real-time power system
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measurements. The model improves situational awareness in
the digital substation environment by correlating traffic data
with measurement information. Furthermore, it facilitates the
timely monitoring of dynamic phenomena, recording state
transitions that incorporate both cyber and physical param-
eters. This integrated method enables differentiation between
traffic anomalies induced by cyber attacks and those arising
from physical disruptions. In this research, we classify the
anomalies represented by the state transition vector in digital
substations into faults, reclosures, and spoofing attacks.

In Fig. 3, the time series plot presents time series data
from distance similarity vectors and power system measure-
ments. Using the time series plot, this method can show
the anomaly correlation between digital substation traffic and
power system measurements. Meanwhile, the 3-dimensional
vector plot presents the distance similarity vector transition in
the digital substation. These visualizations aim to help power
system operators track the state transition of digital substation
traffic and discriminate traffic anomalies. Furthermore, the
continuous tracking of information provides valuable insights
into the dynamic behavior and interactions between various
system states.

IV. EXPERIMENTAL RESULTS AND DISCUSSION

In this section, we present the experimental results of
the proposed methods, including a detailed overview of the
dataset used, findings from traffic payload and interarrival
time distance similarity, the performance of a hybrid semi-
supervised IDS, and state transition analysis. The following
subsections provide a more detailed explanation of the exper-
imental results.

A. Experimental Setting and Dataset

Fig. 4 depicts the architecture of a Hardware in the Loop
(HIL) digital substation utilized in our experiments. The digital
substation simulation consists of a power system simulator
and OT networks. The power system simulations were imple-
mented using a Real-Time Digital Simulator (RTDS). The
OT communications are implemented using several IEDs and
computers. The IEDs implement the IEC 61850 standard,
which ensures that the devices can utilize GOOSE messaging
and employ SV for measurements. In this research, we are
focusing on the GOOSE protocol, which represents control
functionality to open or close circuit breakers in the simulated
power system. In the simulated cyber attack, the adversaries
gained control of a computer in the substation and utilized
it to carry out the cyber attack. From the computer, the
adversary performs several cyber attack scenarios, i.e., network
scanning, simulating malware traffic, and GOOSE spoofing
attacks. During the attack, the IDS monitors the network traffic
from the span port of a switch in the HIL setup. The monitored
traffic is used for the implementation of the proposed hybrid
semi-supervised IDS.

The experiment utilizes data derived from the simulation
conducted in the HIL simulation setup depicted in Fig. 4.
This data is denoted as data A [45] and includes the normal
operating conditions of IEC61850 GOOSE traffic from two

Power System Simulator

GTNET Card
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Technologies Fibre j!
Real Time Digital -
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Cyber Attack —

Compromised

Computer
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Digital Substation .E{;{ 1 AED ;

Fig. 4. Digital substation co-simulation architecture with HIL.

IEDs depicted in Fig. 4. Other than data A, we also use other
GOOSE attack data from the IEC61850 Security [46] and
Power Duck [47]. In this study, these two datasets are denoted
as data B and C. The data A, B, and C have similarities
in the GOOSE communication protocols for both normal
and anomaly conditions. Table II summarizes the comparison
of all data based on the number of IEDs, the number of
GOOSE packets, and the total size of all.pcap files. All data
primarily represents the GOOSE traffic under normal and
anomalous conditions. Therefore, in this research, we focus
on the characterization of the GOOSE under normal and
anomaly conditions. Other than the GOOSE traffic data, we
incorporate data from other types of cyber attacks, including
Denial of Service (DoS) and network reconnaissance. The
DoS and reconnaissance data are collected from the attack
simulation using the tools hping3 and Nmap. In addition, we
also incorporate sample attack traffic from publicly available
data in [45]. The total size for all cyber attacks is 1.5 GB.

B. Traffic Payload Distance Similarities

The traffic from the three datasets has different average
sizes. The average size from the data A, B, and C is 169.58,
165.31, and 217.02 Bytes. From all data, the maximum traffic
size is 250 Bytes, originating from data C. The cyber attack
data has an average size of 304.74 Bytes. The different sizes
of cyber attacks and the GOOSE lead to inconsistencies in
the size of the payload characterization processes. Therefore,
in the experiment, we decided to standardize the packet size to
256 Bytes to cover all possible GOOSE data sizes. When cyber
attack traffic exceeds 256 bytes, the extra bytes are discarded.
Conversely, when the GOOSE or cyber attack traffic is less
than 256 bytes, the remaining spaces are filled with zeros.
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Fig. 5. 2D scatter plot based on the CNN («) and Chebyshev distance (3)
for GOOSE normal and spoofing, and other cyber attacks.

This process ensures the consistency of the traffic payload
characterization using CNN and Chebyshev distance.

Alternative distance measurement methods for anomaly
detection exist beyond Chebyshev distance [28], [29]. In the
experiment, we also evaluate alternative distance measurement
methodologies, including Minkowski [49], Euclidean [50],
Hamming [51], and Jaccard distances [52]. Our experiment
evaluates these distance methods across all datasets utilizing
feature selection through a Random Forest [53] and ANOVA
test [54]. Upon assessing five distance metrics, the average
ranks are as follows: Chebyshev (1.92), Minkowski (2.19),
Euclidean (2.32), Hamming (4.74), and Jaccard (4.83). The
overall result shows that Chebyshev poses the best average
rank. Based on this result, our method uses Chebyshev as the
best distance parameter.

Fig. 5 shows the scatter plot based on the CNN (@) and
Chebyshev distance (8) for three types of traffic samples. The
plot shows that other types of cyber attacks are significantly
different from the GOOSE packets, with a higher o and
score. However, the GOOSE normal and GOOSE spoofing are
relatively the same, with zero values for @ score and scattered
values for g score. Therefore, the @ and S scores are unable to
discriminate between GOOSE normal and GOOSE spoofing.
This is because the spoofing attack originated from the normal
one, and the payloads from both packet categories exhibit
similarities. Based on the plot, it appears that using CNN
and Chebyshev distance could be effective in discriminating
cyber attacks in digital substations. Consequently, CNN and
Chebyshev distance are potentially sufficient to discriminate
against other types of cyber attacks in digital substations,
including traffic from zero-day attack cases. Fig. 5 presents the
results based on zero-day attacks that were not performed over
the GOOSE protocol. This result is constructed based on prior
knowledge of the limited protocols in the digital substation as
an OT network. Therefore, any traffic not associated with the
digital substation may be regarded as anomalous. However, the
CNN and Chebyshev application is inadequate for addressing
zero-day attacks related to GOOSE. Consequently, this study
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introduces additional parameters derived from the interarrival
time of the GOOSE protocol.

Based on the experimental results in Fig. 5, the dataset
includes no normal traffic aside from GOOSE. This is
because our experiment aimed to differentiate between stan-
dard GOOSE messages and GOOSE-based spoofing attacks.
Consequently, only these two traffic types are depicted, along-
side other traffic classified as anomalies associated with cyber
attacks. In situations where other protocols exist, particularly
if they correspond with those employed in attack traffic,
our approach requires retraining the CNN model to identify
anomalies associated with those protocols. This protocol-
specific detection strategy corresponds with the practical
implementation of OT protocols in digital substations, where
communication is generally regulated by a limited set of
protocols. However, we recognize that this methodology may
encounter more challenges in an IT environment, where pro-
tocol diversity is substantially higher and more complex.

C. Traffic Interarrival Distance Similarities

Packet interarrival time is the duration between the arrivals
of consecutive data packets in a network. It is an essential
measure to analyze the patterns of network traffic, enabling
network performance evaluation, congestion, and the effec-
tiveness of data transfer. In this research, we use the traffic
interarrival time to capture the communication signature and
identify traffic anomalies. Fig. 6 depicts the plot for visualizing
traffic characteristics from data A, B, and C. The blue area and
blue line represent normal traffic. Otherwise, the red area and
red line represent anomalous traffic.

The top row in Fig. 6 shows the probability density distri-
bution with the normal distribution curve for interarrival time
measured in seconds (s). The red and blue area represents
the probability density distribution in a bar chart. Meanwhile,
the red and blue lines represent the bell curve of the data’s
normal distribution. Based on the plot, the interarrival time of
the GOOSE attack tends to be smaller than the normal one.
The bottom row in Fig. 6 depicts the FFT amplitude for the
traffic interarrival time. The processes of obtaining the FFT
power amplitudes are based on Eq. 4 and Eq. 5. Subsequently,
this information is then used to obtain y value based on the
KS process depicted in Egs. 6, 7, and 8.

D. Hybrid Semi-Supervised Classifier

The hybrid semi-supervised traffic classifier uses the vector
@ as an input. The visualization of the 3D vector plot for data
A, B, and C is depicted in Fig. 7. The blue node represents
normal GOOSE traffic, and the red node represents anomalous
GOOSE traffic. Every axis in the plot represents the vector
element of @, B and 7y respectively. As shown in Fig. 7,
the normal data is not always concentrated. There is also a
possibility where the normal data is scattered, e.g., data B and
C. The data B and C pose more scattered normal data due
to more variability in the normal GOOSE data. For example,
data B considers normal variable loading in the GOOSE traffic,
which significantly makes the normal data plot more scattered.
The plot in Fig. 7 also shows that the normal GOOSE
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Fig. 7. 3D scatter plots for data A, B, and C, with the blue nodes representing normal GOOSE and the red nodes representing anomalous GOOSE.

traffic signature from different digital substations is unique.
Therefore, we propose that this distinctive signature can serve
as a reference point for comparing the anomalous GOOSE
traffic and use this distance similarity parameter to perform
a hybrid semi-supervised traffic classifier. Table III shows
the performance comparison of several clustering methods
including K Nearest Neighbor (KNN) [55], Agglomerative
clustering [56], Gaussian Mixture Model (GMM) [22], [57],
SOM [36], [37], DBSCAN [38], and our proposed hybrid
SOM and DBSCAN.

The parameter configurations for KNN, Agglomera-
tive Clustering, Gaussian Mixture Models (GMM), Self-
Organizing Maps (SOM), DBSCAN, and the hybrid SOM-
DBSCAN method are selected in accordance with the

overarching objective of partitioning the data into two dis-
tinct clusters (i.e., ¢ = 2). Accordingly, the parameters for
each clustering method are specifically adjusted to fulfill
this requirement. For instance, in methods such as GMM
and Agglomerative Clustering, the number of components
or clusters is explicitly set to two. Similarly, in KNN-based
clustering, the model is designed to assign data points to one
of two neighboring classes. In the case of SOM and DBSCAN,
the configurations are tailored to facilitate the identification of
two principal groupings. These two clusters correspond to the
research’s main objective of distinguishing between normal
and anomalous traffic in a digital substation.

The top of Table III shows the performance benchmarking
for input ¢y = (@,B,7), where 7 represents KS from the
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Fig. 8. Comparison of the average value of a,f,y under normal, fault, and
spoofing traffic.

interarrival time. Meanwhile, the bottom of Table III shows
the performance benchmarking for the input @ = (a,f,7y),
where y represents the KS from the FFT amplitude of the
interarrival time. From the result in Table III, the input ¢ has an
average accuracy of 0.6576 and an average F1 of 0.5307. For
the input @ has an average accuracy of 0.8299 and an average
F1 of 0.7452. Based on these results, the implementation of
the KS from the FFT amplitude of interarrival time improves
the accuracy by 26% and the F1 score by 41 %, and reduces
False Positive Rate (FPR) by 48%.

We evaluate the performance based on the accuracy and
F1 score. To effectively evaluate model performance under
these imbalanced conditions, we employ the F1 score as the
primary evaluation metric. The F1 score is particularly suitable
for scenarios where class distributions are imbalanced, as it
provides a balanced measure of a classifier’s ability to detect
minority class instances while minimizing false positives. Its
significance and efficacy in network intrusion detection tasks
involving highly imbalanced datasets have been demonstrated
in multiple studies [58], [59], [60].

According to the result, some methods provide relatively
high accuracy. However, the accuracy metric can be misleading
when dealing with imbalanced datasets, as it may produce
high accuracy if the model only correctly predicts the majority
class and ignores the minority class. Therefore, in order to
evaluate the overall performance, we determined that accuracy
and F1 scores were equally important. Out of all the methods
in Table III for the input @, SOM achieves the highest accuracy
and F1 score as a standalone method, while DBSCAN comes
in second. However, neither of them can provide the best
performance compared to our proposed method, the hybrid
SOM and DBSCAN. On average, the hybrid method is able
to result in an accuracy of 96%, F1 of 95%, and FPR of 3.9%
for input ®. In Table III for the input ¢, the hybrid SOM
and DBSCAN do not provide the best accuracy. However, it
increases the F1 score. From Table III, overall, the hybrid is
able to improve the F1 score. Therefore, the hybrid method is
suitable for addressing an imbalanced dataset.

E. Digital Substation State Transition Analysis

This section presents the state transition analysis of digital
substations based on traffic distance similarity vectors and
power system measurements. The analysis primarily highlights
the state transition between traffic anomalies due to faults,
reclosures, and spoofing attacks. In a digital substation, an
anomaly of GOOSE traffic is also possibly caused by a fault in
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Fig. 9. 3D scatter plots for traffic under normal, spoofing, and faults.

a power system. When a fault occurs in the power system, the
IEDs detect the abnormal condition. Using the GOOSE pro-
tocol, these IEDs send an instantaneous trip command to the
breaker. In this work, we also simulate GOOSE packets due to
a fault in the power system. Fig. 8 depicts the comparison of
the average value of a, 3,y under normal, fault, and spoofing
traffic. Fig. 9 shows the 3D plots of traffic under normal,
fault, and spoofing. Based on these plots, the traffic from
normal, fault, and spoofing shows a distinct characteristic. We
implemented the hybrid SOM DBSCAN to classify the data
depicted in Fig. 7 into three classes. The result shows that the
hybrid SOM DBSCAN can achieve an accuracy of 0.8889 and
an F1 score of 0.8785. Although the result is not as good as the
two-class classification, this result indicates that our proposed
method is also capable of discriminating between fault and
spoofing.

We conduct experiments for analyzing the performance of
the methods under the state transition from normal, faults,
reclosure, and spoofing attacks. The experiments are conducted
using the HIL testbed, while the IEEE 5-bus system utilizes a
real-time implementation and testing of virtualized controllers
for software-defined IEC 61850 in digital substations. Fig. 10
and Fig. 11 show an overview of the transition from the
simulated scenarios. Initially, the system runs under normal
operating conditions. In step 1, at t = 1.4 s, a three-phase
fault occurs in a connected transmission line. In step 2 at t =
1.5 s, the IED responds to the fault by sending the GOOSE
trip command, based on the distance protection scheme. The
trip command triggers a circuit breaker (CB) to open and
change the CB status from 1 to 0. In a digital substation,
the trip command is sent by a protection IED to CB circuit
breakers when a fault is detected. This action isolates the fault,
protects equipment, and ensures system stability. After the
fault is cleared, the IED aims to restore the system state to
the normal operating condition. Therefore, in step 3 at t =
5.7 s, the IED sends reclosure commands to close the CB
and change the CB status from O to 1. After the reclosure, as
shown in Fig. 10, the system returns to the nominal operating
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conditions. In step 4, at t = 9.1 s, GOOSE spoofing packets
are injected into the digital substation. The spoofing GOOSE
traffic instructs the CB to open. Consequently, this command
led to the current anomaly. The measured current, obtained
by the CT in the substation, is zero after the CB opens. Due
to the direct connection of the substation to a generator, the
voltage is equal to the generator’s output voltage.

Based on the experiment, we analyze the state transition
of traffic distance similarities from different steps shown in
Fig. 11. The plots show that every step poses different vector
representation values. Therefore, it indicates that our proposed
method can distinguish between normal, faults, reclosure, and
spoofing attacks. This capability is crucial for the power
system operator to identify the anomalies due to a fault or a
cyber attack. To improve the confidence of accuracy, the fault
can also be detected through measurement anomaly, as shown

in Fig. 10. Meanwhile, the confidence level of cyber attack
detection can be improved using anomalies from cyber attack
traffic depicted in Fig. 5. Based on the cyber kill chain and
the real cyber attack in Ukrainian power grids, the adversaries
potentially trigger traffic anomalies in the early stage of the
cyber kill chain.

The early-stage anomaly detection strategies are based on
our previous research in [22] and [40]. In those works,
we implement early-stage anomaly detection for a wide-area
cyber-physical power system based on packet payload and
throughput. However, the early-stage anomaly detections have
limitations when addressing spoofing attacks, as shown in
Fig. 5. Therefore, in this work, we aim to address the limita-
tions by considering the interarrival time. In future work, the
integration of our previous and current research is expected to
collaboratively address the challenges of cyber attack detection
in cyber-physical power systems from the early to the final
stages of the cyber kill chain.

V. CONCLUSION

In light of the increasing threat that comes from cyber
attacks targeting power grids, it is critical to enhance the
capabilities for detecting such attacks in the power grids’ OT
systems. It is necessary to acknowledge that we are now living
in a world where Al is playing an expanding role, particularly
with the development of advanced Al models such as deep
learning, physics-informed models, and generative Al models.
However, existing Al-based IDS for power grids are limited
in their ability to achieve optimal performance because of the
limited availability and access to the data from the power
grid’s OT.

In this study, we introduced an innovative hybrid semi-
supervised method to detect anomalies in power grid digital
substations. The proposed method aims to address limited
data availability for AI model training, especially for zero-
day attacks. This method works based on the novel digital
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substation distance similarity vector, which consists of traffic
payload and traffic interarrival time distance similarities. The
experimental results demonstrate that our hybrid SOM and
DBSCAN algorithm outperforms other clustering methods,
achieving accuracy and F1 score levels exceeding 95%, respec-
tively. In addition, the implementation of the KS from the FFT
amplitude of interarrival time improves the accuracy by 26%
and the F1 score by 41 %, and reduces FPR by 48%. The
method can also classify normal faults and spoofing with an
accuracy of 0.8889 and an F1 score of 0.8785. In future works,
our proposed methods can be enhanced by incorporating power
system measurement data. This will enable a more thorough
evaluation of the cyber-physical power system. In addition, the
traffic distance similarity vector and hybrid semi-supervised
model can also be implemented in other OT communication
protocols beyond IEC61850.
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