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Abstract. Advanced architectures for business-to-government (B2G) infor-
mation sharing can benefit both businesses and government. An essential choice
in the design of such an architecture is whether information is shared using a
thick or a thin information flow. In an architecture with a thick flow, all infor-
mation is shared via a shared infrastructure, whereas only metadata and pointers
referring to the information are shared via the shared infrastructure in a thin
flow architecture. These pointers can then be used by parties to access the in-
formation directly. Yet, little is known about what their implications for design
choices are. Design choices are influenced by the properties of the architecture
as well as the situation in which B2G information sharing takes place. In this
paper, we identify the properties of architectures with a thin and thick flow.
Next, we determine what this implies for the suitability of the architectures in
different situations. We will base our analysis on the case of the Shipping In-
formation Pipeline (SIP) for container transport. While both architectures have
their pros and cons, we found that architectures with a thin flow are more suita-
ble when non-standardized, and flexible sharing of sensitive information is re-
quired. In contrast, we found that architectures with a thick flow are more suita-
ble when in-depth integration is required.

Keywords: Business-to-government information sharing - Information sharing
- Shipping information pipeline - Supply chain - Thick flow - Thin flow - In-
formation architecture

1 Introduction

Governments require businesses and other actors to report information, for example
for purposes of taxation or keeping statistics. Most Business-to-Government (B2G)
reporting is highly regulated, with obligations pertaining to scope, scale, timing and
format for sharing. However, more information can be shared than is formally re-
quired, which can result in advantages for companies and governments. For instance,
some Customs organizations put businesses that share additional information in a
trusted, green trade lane, in which there are less and more conveniently timed physical
inspections of their goods [1]. Each inspection delaying the delivering of goods caus-



es additional work. In a green late companies will have less inspections resulting in
lower costs and faster delivery.

Anything beyond obligatory information sharing is more difficult to arrange and
relies on collaboration between government and businesses [2]. Organizations seek
control over what happens to their information and how information is being shared
[3]. Any information sharing that is not required by law for B2G reporting encounters
the challenge of balancing this desire for control with the autonomy of other actors in
the network, i.e. those you use data of or share data with [4]. Hence, any information
sharing architecture will have to accommodate this balance.

In the many possible B2G information sharing architectures all information can be
shared indirectly via the architecture or some information can be shared directly be-
tween parties. The former is called a thick information flow architecture, whereas the
latter is called a thin information flow architecture. In a thick flow, the actual infor-
mation itself is shared via the architecture [4]. In a thin flow, information shared via
the architecture is limited to metadata and pointers to the information businesses in-
tend to share [4]. The pointers can be used to directly access the shipping information
in the systems of the businesses.

Which architecture is best for which circumstances is not known. There are only
limited insights in the implications for design choices of these two types of architec-
tures. The objective of this paper is twofold: we inventory the essential properties of
these two types of architecture, and based on them, we analyse their implications. To
this end, we focus on the case of container supplying in which the Shipping Infor-
mation Pipeline (SIP) is used to share information with Customs.

In the next section, we will describe the SIP with a thick and a thin flow. Subse-
quently, we present a list of properties relevant to making a choice in design for the
architectures. Section 4 contains the actual comparison of the thin flow and the thick
flow using this list. In section 5 we discuss what this implies for design choices for
the SIP in different situations.

2 A Shipping Information Pipeline

The sharing of shipping information in supply chains can benefit businesses as well as
Customs [5-7]. Reliable shipping information allows businesses to work together
more effectively and efficiently and for synchro-modality to optimize the goods flow
[7, 8]. Customs is tasked with monitoring the flow of goods and interfering with it if
necessary for security, safety or public policy [5]. It is not feasible to physically in-
spect all goods they need to monitor and they thus have to rely on the shipping infor-
mation of businesses in the supply chain to fulfil their responsibilities [9, 10].

In the current situation, the shipping information shared is often not timely, not
originating from the source, filtered and altered, which might result into inaccurate
information [6, 10, 11]. Yet, the information that businesses in the supply chain gather
is of high quality, since their own commercial operations depend on it [5]. Customs
often is expected to make it attractive for companies to trade in their country. For this
reason, they reward businesses who do share information voluntarily (see e.g., [1]).



2.1  The Shipping Information Pipeline

The idea of a SIP was first proposed by UK and Dutch Customs [12, 13]. It was de-
veloped to allow original information to be captured in real-time at the source to in-
crease reliability [6]. The data that are made available in the SIP are the raw and orig-
inal data that companies have in their systems to base their own operations on [6].
When this data are made available in the SIP, they could be reused for other purposes
than that they were gathered for, according to the piggy-backing principle [14, 15].
According to Hesketh [10], the information that is shared between the parties de-
scribes the transactional data that is captured by the parties in the supply chain, the
physical data that is captured by tracing, tracking and monitoring devices and relevant
commercial risk management data such as quality and technical compliancy tests. In
the pipeline, data on goods and people are distinguished from data on different modes
of transport (e.g. ship, rail, truck etc.) [8].

The SIP is based on a Service-Oriented Architecture (SOA), in which resources are
made available as independent artefacts that can be accessed in a standardized way [6,
16]. SOAs are the de facto standard for data integration [8]. In the SIP, each subse-
quent party in the supply chain makes their source data accessible as soon as it be-
comes available [6]; for example a seller starts with a purchase order, then sends an
invoice, and when his goods are received by the buyer a payment transfer is made.
With each step, the data is enriched with new data [6]. By linking the data that be-
comes available in this manner, an integrated data view is created, providing a full
view of the trade lane [6]. The SIP is therefore referred to as an integrated data pipe-
line or seamless integrated data pipeline as well [8, 10].

The main differences between the SIP and other kinds of data pipelines are that in
the SIP data is shared between parties in a supply chain and with Customs and that it
only supports the sharing of shipping information. Furthermore, it allows for a transi-
tion from the current data push approach in which businesses push documents to Cus-
toms, to a data pull approach in which Customs pulls the data they require [6]. Natu-
rally, the access to data in the SIP is only allowed for parties that are authorized to do
so by the owners of the data [6].

Whether the SIP supports thick or thin information flows highly influences the
properties of the architecture. In the literature on its more practical design, usually the
SIP involves a single or limited number of central components that the information
goes through [11, 17]. Such a central component can be a port community system or
business community system acting as a central hub, or an event repository [11, 17].
Considering the emphasis on more centralized versions of the SIP, it makes sense to
compare a centralized SIP with a thick flow with a centralized SIP with a thin flow in
this paper. It is important to note that technical centralization not necessarily means
centralized control [18].

2.2 A Thick and a Thin Flow

In a B2G information sharing architecture with a thick flow, the messages sent be-
tween services contains the actual information that a party wants to share [4]. The



information flowing in our case of the SIP thus includes the shipping information
(hence, the name “thick flow”). In the case of a SIP with a thick flow, the systems of
the businesses containing the shipping information are linked to the SIP using a
standardized interface. When new shipping information becomes available, it is
pushed or pulled from them to the central component (step 1 thick flow, fig. 1) where
it is linked to the data already available. Other parties can then pull the information
from the SIP (step 2 thick flow, fig. 1).

In an architecture with a thin flow, the messages that parties send via the architec-
ture only contain metadata and pointers to the actual information. The pointers that
are sent via the architecture can be used to access the information in the systems of
the businesses directly via another data exchange platform (e.g. Internet, VPN etc.). In
the case of the SIP, the information flowing through the architecture, thus does not
include the shipping information itself (hence, the name “thin flow”). In a SIP with a
thin flow, only the systems containing the metadata need to be connected to the SIP
via a standardized interface.

For the thin flow, when new data becomes available, its metadata and a pointer is
added to a reference index (step 1 thin flow, fig. 1), where the new data is linked to
the data already available. This reference index is the central component of the SIP.
Parties that are in need of information consult the reference index (step 2 thin flow,
fig. 1) and use the pointers to pull data directly from the system where it is stored
(step 3 and 4, fig. 1), without intermediation of the SIP. They could even be kept up-
to-date using a publish/subscribe mechanism [19]. The sharing of the actual infor-
mation in the thin flow is thus distributed and arranged between two parties.
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Fig. 1. A SIP with a thin flow and a SIP with a thick flow
3 Properties to Compare the Architectures

In this section, to select the relevant properties of thin and thick flow architectures, we
first discuss some factors impacting the choice for a design of a B2G information



sharing architecture. Then, we will discuss the properties of the architecture these
factors are influenced by. In the next section, we will use these properties to compare
the architectures with a thick and a thin flow. Based on this comparison, we will de-
scribe what they imply for design choices in different situations.

The voluntary sharing of information in addition to the information that businesses
are obligated to share can be valuable to businesses as well as governments. However,
this voluntariness makes the willingness of businesses to participate vital. Therefore,
this willingness will very likely affect the design choices made for the architecture.

The willingness of businesses to participate in B2G information sharing is influ-
enced by their need to keep information confidential and their confidence that the
sharing is compliant with laws and legislation [20, 21]. Businesses might for instance
require information to be kept confidential for competitive reasons (e.g., fear of being
bypassed in the supply chain), or for reasons of security (e.g., fear of high-value
goods getting stolen) [7, 22]. This makes the security of the architecture an important
property to compare the different architectures on.

The sharing of information is governed by laws and regulations that require the
protection of privacy. According to article 8, of the European Convention on Human
Rights everyone has the right to respect for their private life [23]. According to juris-
prudence, “everyone”, in this case, also includes legal entities such as businesses [24].
Furthermore, it includes the right to protection of professional reputation [24].

Another factor is the costs associated with information sharing. If these are too
high compared to the possible benefits, businesses will not to be willing to participate.
We expect the initial investment and the resources required over time to play a role.

For businesses to be willing to share their information, they might want to have
some form of control and influence on the way in which decisions about the architec-
ture are made. The governance of the architecture might be as important as its infra-
structure [22]. Therefore, businesses could require that the architecture is governed in
a certain way. Whether a SIP with a thin or a thick flow allows for such governance
thus might be an important property for making a decision as well.

The degree to which the architecture can adequately support the sharing of reliable
information, is also important for the decision-making process. In fact, it is vital for
the usefulness of the architecture. There are two important properties of the architec-
ture that affect the reliability of information sharing.

When information is transferred it might be corrupted or lost. When this happens,
the architecture cannot deliver its intended functionality, namely providing access to
reliable information. The chances for and possible extent of issues with data integrity
can therefore be important for design choices in architecture.

In a similar fashion, the way in which the architecture deals with faults and errors
is vital for the reliability of information sharing. The fault tolerance of the architec-
ture determines its coping with errors [25]. It determines to what extent data can still
be shared in the architecture when something goes wrong and components fail.

The design of the architecture influences for how long it will be able to support in-
formation sharing in the future. Therefore, anticipation of future changes in the situa-
tion in which B2G information sharing needs to be supported will be an important
factor influencing design choices.



Not all businesses that are a source of information might immediately be willing or
able to connect to the architecture. This might change in time and the load on the
architecture might grow. The architecture should then accommodate a growing num-
ber of connections and a larger volume of data. This makes its scalability an im-
portant property. Furthermore, in time more and unforeseen types of data might be-
come available for sharing. For the architecture to accommodate this, it should be
scalable on this dimension as well.

Other kinds of foreseen and unforeseen future changes might occur, changing the
way in which the SIP should support information sharing. Examples are changes in
the laws on data protection or the evolvement of new types of security attacks. Its
flexibility is therefore another important property.

Table 1 shows the factors impacting design choices we focus on and the properties
of the architecture that they in turn are affected by, based on our discussion. We will
use this list of properties for comparing a SIP with a thick flow and a SIP with a thin
flow. The number of each property corresponds with a subsection of section 4.

Table 1. List of properties for comparing the architectures

Main Factors Properties
1. Security and privacy protection
Willingness of businesses to participate 2. Costs

3. Possibilities for governance
Reliability of the information sharing process | 4. Data integrity and fault tolerance
5. Scalability

6. Flexibility

Flexibility for anticipating future changes

4 Comparing the Thin and Thick Flow Architectures

In this section, we will describe the properties of a SIP with a thin flow and with a
thick flow. In the next section, we will discuss how these influence the suitability of
the thin and thick flow in different situations.

4.1  Security and Privacy Protection

In a technically centralized SIP with a thick flow, the shipping information and
metadata goes through some kind of central component in the SIP. A security failure
in this component would mean that the security and privacy of all shipping infor-
mation and metadata is compromised. Encryption of the messages and sending and
storing metadata and shipping information separately are possible solutions [26].

Since metadata is already shared via the reference index in the thin flow, there is
no need to send it again with the follow-up message containing the shipping infor-
mation; a reference number should be sufficient. As a result metadata and shipping
information cannot be accessed at the same time.



In the thick flow, there is central accessibility to detailed shipping information.
When the information is stored in the central component it could be immediately ac-
cessed. If it is not stored, or only temporarily stored in the central component, then the
information sharing through this component might still be monitored. This is a con-
cern for some stakeholders in the SIP [13]. In the thin flow, there is also central ac-
cess to metadata. It depends on the content of the metadata in the thin flow whether
similar big brother issues or global security and privacy issues could occur there.
Security problems with shipping information will only be local.

In the thick flow, access will have to be controlled centrally. The more information
and parties are involved, the more complex the rules for controlling access may be-
come. In the thin flow, the reference index is a central component and will also re-
quire some central access control. However, for the shipping information itself, busi-
nesses can locally define roles and access rules. This might lead to less complex rules
and provides businesses with more direct control.

In the thick flow security measures and access control can be developed and main-
tained centrally. In the thin flow there are a lot more connections between parties that
need protection using local security measures. In a thin flow, security measures thus
are as strong as the weakest link.

4.2 Costs

The SIP with a thick flow allows parties to combine forces and share part of the
maintenance and keeping up to date of the central component of the SIP and its con-
nections. This might lead to lower costs for individual parties. For the thin flow such
possibilities are more limited. Additionally, sharing costs for e.g., developing security
measures could lead to problems on a global scale that are avoided otherwise.

The interface of the systems of the businesses in a thick flow needs to contain
many data elements, in other words, it is a ‘thick’ interface [4]. This requires initial
investments to make it conform with an extensive standard. In the thin flow, the inter-
face with the central component can be thin. Such a thin interface seems less costly to
implement at first sight. However, the metadata still requires standardization.

In the thin flow, the shipping information itself needs to be shared as well. Since
this is arranged between two parties, it might be the case that parties need to share or
receive information according to different standards. Investments are needed by com-
panies to work with these different standards.

Costs for implementation might be affected by how easy it is to use existing con-
nections between parties for information sharing. For the thick flow, this might be
easier with existing “thick” connections, such as those using a port community sys-
tem. In the thin flow existing peer-to-peer connections for the sharing of the shipping
information might be used as a basis.

4.3  Possibilities for Governance

In the thick flow, a lot of agreements are required initially, since once the system is
setup everything has to work. Realizing such agreements is extremely difficult, espe-



cially in international settings such as that of the SIP. In the case of a thick flow, a
large group with a great variety in parties, have to give up some of their autonomy to
a system they do not have control over.

The governance in the case of the thin flow has to focus on agreements on the shar-
ing of metadata, but not on the sharing of the shipping information, as that remains
under control of the parties. As a result, without a clear incentive, the sharing of the
shipping information might be perceived as contributing to a vulnerability or might
result in opportunistic behaviour of other parties (e.g., inappropriately using the in-
formation) [27]. The thin data flow is therefore likely to start with low depth of inte-
gration ([28] in [27]). Only gaining a sufficient level of trust between parties will lead
to higher levels of integration and more benefits of the information sharing. The para-
dox is that it also requires governance to create a situation that warrants against op-
portunism or at least bilateral agreements. This results in a fragmented system, where
parties cannot rely on (all) shipping information actually being shared via the SIP.

4.4 Data Integrity and Fault Tolerance

In the thick flow, if shipping information is corrupted during sharing from the source
to the central element, then all other parties with which the data is shared, receive the
corrupt data. In the thin flow, issues with corrupt shipping information are only local.
However, for the metadata central problems with data integrity might occur.

The centralized sharing of shipping information in the SIP with a thick flow, intro-
duces a single point of failure. The reference index is a central element of the SIP
with a thin flow and also constitutes a single point of failure. If the reference index
cannot be used, parties might not know where to find shipping information and this
will make sharing harder.

45  Scalability

For both architectures, scaling up the number of users would in general mean a higher
volume of information that is shared via the SIP. The increase of volume of infor-
mation per user is higher in the thick flow, since the shipping information itself is
shared via the SIP. Therefore, it will require better scalability than a thin flow SIP.

In the thick flow, parties can use a standardized interface to link to the SIP and
then they can exchange information with all other parties. For the thin flow, there is a
possibility that all parties agree on such an interface as well. If not, adding a new
party means that new arrangements about interfaces need to be made. This might
involve a lot of work if it is a regular occurrence. At the local level there might be
more heterogeneity and even manual work required without agreements on standards.

An effect of sharing new types of data is that new elements need to be added to the
interfaces involved in the sharing of the shipping information. For the thick flow,
depending on the design of the interface, this might be difficult to arrange since it
involves adding an element to the interfaces of all parties in the SIP. The thin flow
might have the same problem, depending on whether changes to the interfaces for



metadata need to be made as well. However, for making additions or changes to the
interfaces required to share the shipping information, less parties are involved.

46  Flexibility

A thick flow entails that the shipping information is shared via the architecture. This
means that no large changes can be made to the route of information while still being
a SIP with a thick centralized flow. Such a change might also be difficult to realize
due to the changes in agreements and adaptations required by a lot of parties involved.
For the thin flow, the route the information takes could be changed simply by chang-
ing the pointer so that the information is pulled from a different system.

In the thick flow, a component (e.g., for anonymization) can be added centrally, af-
fecting the sharing of all shipping information such that it e.g., conforms with new
legislation. In the thin flow, when a lot of parties are sharing their shipping infor-
mation using the same newly added component, it is questionable whether we can still
talk about a thin flow. It might be useful to switch to a different kind of architecture
when adaptations are needed that require highly complex components that are hard to
implement and develop for individual parties. However, in that case there are similar
problems as in the thick flow, since a lot of parties need to agree.

5 Impact on the Design of B2G Information Sharing
Architectures

The properties of the thick and the thin flow are important for several factors that
impact the design choices for a B2G information sharing architecture. The way in
which they impact the design choices depend on the situation in which B2G infor-
mation sharing takes place. It is very hard, if not impossible, to say something in gen-
eral about which choice for a design is more suitable, without taking the situation into
account. Therefore, to say something about the impact on design choices, we have to
say something about the situations in which a thick or thin flow is suitable.

In the previous section we discussed different properties of the architectures with a
thick and a thin flow. Based on these, we present an overview in the tables below of
the suitability of the architectures in different situations, with respect to these proper-
ties. Based on the factors, a thick or thin flow is considered suitable in a situation if in
that situation the architecture: improves or not decreases willingness of businesses to
participate, supports a sufficient level of reliability of information sharing, or is flexi-
ble enough to adequately adapt to anticipated future changes.

Table 2. Thick and thin flow suitability: willingness of businesses to participate

Property Thick flow suitable when: Thin flow suitable when:

No serious consequences of Serious consequence of (global)

1. Security and L L
y (global) security issues security issues

privacy protection

No concerns for big brother is- Concerns for big brother issues




sues

with information, but not metadata

Simple access rules sufficient

Complex rules required

Parties do not need to control
access directly

Parties need to control access
directly

Parties do not trust others to take
sufficient security measures

Parties trust others to take suffi-
cient security measures

2. Costs

Low costs required for develop-
ment, maintenance etc.

Higher costs for development,
maintenance etc. permitted

High short-term costs for imple-
menting thick interface permitted

Low short-term costs for imple-
menting thin interface required

Low long-term costs for connect-
ing to new parties required

High long-term costs for many
different connections permitted

Existing connections are “thick”

Existing connections are “thin”

3. Possibilities for

governance

Easy to get agreements between
parties

Hard to get agreements between
parties

Actually sharing is important

Commitment to share not required

Table 3. Thick and thin flow suitability: reliability of information sharing

Property

Thick flow suitable when:

Thin flow suitable when:

4. Data integrity and

fault tolerance

Incorrect data has no serious
consequences

Incorrect data can have serious
consequences

Not being able to share has no
serious conseguences

Not being able to share has
serious conseguences

Table 4. Thick and thin flow suitability: flexibility for anticipating future changes
Property Thick flow suitable when: Thin flow suitable when:
Not expecting to add a high number Expecting to add a high number of
. of parties in the future parties in the future
5. Scalability - -
Not expecting to share many new data | Expecting to share many new data
elements in the future elements in the future
Low need for a flexible route of in- High need for a flexible route of
- formation information
6. Flexibility - -
Expecting to make changes that affect | Not expecting to make changes that
all information sharing affect all information sharing
6 Conclusions and Suggestions for Further Research

In this paper we compared a B2G information sharing architecture with a thick flow
and with a thin flow. We found that the choice for a thick flow or a thin flow causes
properties of architectures to be quite different. The main cause for this is that in a
thick flow more information is shared over an central infrastructure. Design choices
for an architecture are not only influenced by the properties of the architecture, but
also the situation in which B2G information sharing takes place. In every specific




case in which a design choice is made, advantages and disadvantages of design choic-
es need to be weighted carefully. However, in our case we found that an architecture
with a thin flow would be more suitable when sensitive information is shared, it is
hard to get parties to agree or commit, there is a need for high scalability and reliabil-
ity and sharing between individual parties should be flexible. In contrast, we found an
architecture with a thick flow to be more suitable when information is not sensitive, it
is easy to get parties to agree, commitment to actually share information is important,
the architecture does not need to be scalable or very reliable and future changes af-
fecting all information sharing are expected.

There are some limitations to this research. We only compared a centralized SIP
with a thick flow with a centralized SIP with a thin flow in a case of information shar-
ing for container supply chain. Distributed variants of thick and thin flow architec-
tures should be subject to further research. Furthermore, the comparison in this re-
search is purely analytical. Evaluating thick and thin flow architectures in practice
might provide further insight. Additionally, there might be other properties and fac-
tors that are important herein other cases. This can be investigated in future research
as well.
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