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Summary

Over the past decade, the microservice architectural style has gained immense popular-
ity among software companies. Many adopt this architectural style to develop their web
services due to its improved maintainability, reliability, and agility. These benefits enable
companies to quickly develop and deploy their web services iteratively.

Despite its advantages, microservices are notoriously known to be difficult to debug
when software failures occur. Developers often struggle to identify the underlying cause
of a failure due to the distributed nature of microservices. In fact, certain software failures
only emerge when complex interconnected interactions are triggered between microser-
vices. Therefore, it is becoming increasingly important to develop monitoring tools to
streamline the process of determining the underlying cause of problems detected within
microservices.

The AssureMOSS project, part of the EU Horizon 2020 Research Program, focuses on
delivering various tools or approaches to enhance security at various phases of the mi-
croservice development life-cycle. This dissertation, conducted as part of the AssureMOSS
project, primarily investigates runtime monitoring of microservices to detect anomalies
such as cyber-attacks and discrepancies between observed behaviors and the intended
behaviors specified in the source code.

A key project requirement is using lightweight interpretable machine learning mod-
els to aid the understanding of detected software failures. State machines, also known
as Finite State Automata, have proven to be practical models for modeling behaviors of
various software systems. Furthermore, these models are considered to be inherently in-
terpretable as one can visualize the behaviors exhibited by a system. For this reason, state
machines are a suitable choice for monitoring microservice applications. This dissertation
explores how state machines can be applied to address challenges across various phases
of the microservices development life-cycle.

Part I explores how state machines can be utilized to monitor the runtime of microser-
vices for anomalies. In particular, the studies conducted in Part I focus on detecting net-
work anomalies, such as network attacks, within microservice applications. Part I first
introduces ENCODE in Chapter 2, an encoding algorithm designed to preprocess Net-
Flow records, making them suitable for learning state machine models. Chapter 3 demon-
strates how state machines can be learned from NetFlow data collected from microser-
vices and evaluate their effectiveness in detecting various network attacks targeting mi-
croservices deployed in a Kubernetes cluster. Finally, Chapter 4 introduces SEQUENT, a
novel anomaly detection approach that dynamically uses state visit frequencies to com-
pute anomaly scores for behaviors observed at test time. SEQUENT addresses several lim-
itations within the approach employed in Chapter 3, offering practical applications such
as ranking and clustering alerts to understand detected anomalies better. Results suggest
that SEQUENT achieved considerably better performance than the approach presented in
Chapter 3.



xii Summary

Part II of this dissertation explores how state machines can detect discrepancies (non-
conformances) between the observed runtime behaviors of microservices and the intended
behaviors specified in the source code. Chapter 5 introduces CATMA, a lightweight tool
for conducting conformance analysis on microservices applications. CATMA uses state
machines to capture observed behaviors and compares them against insights derived from
Dataflow Diagrams, representing the intended behaviors specified in the source code. This
comparison reveals any non-conformances, and CATMA provides human-readable expla-
nations for these non-conformances to aid developers with identifying potential starting
points to debug their microservices applications. CATMA’s pilot study shows promising
performance results and provides valuable insights to developers. Additionally, CATMA
made a small impact in the open-source software community by identifying and fixing a
non-conformance detected in an open-source project.

Finally, Part III of this dissertation explores how state machines can guide an Evo-
lutionary Algorithm in the automated generation of test cases for the REST APIs of mi-
croservices. Chapter 6 introduces MISH, a search heuristic that continuously learns a state
machine model from log statements from microservices. These models are then used to
generate more effective system-level test cases. MISH extracts various insights from the
state machine to compute the fitness of test cases, which the Evolutionary Algorithm uses
to generate better test cases. MISH demonstrates promising results in using state machines
to guide an evolutionary algorithm toward generating more effective test cases, even out-
performing a state-of-the-art search algorithm, MOSA, in specific scenarios. Additionally,
a preliminary study suggests that integrating MISH as a part of MOSA could enhance the
quality of system-level tests, creating an interesting future research direction.

This dissertation demonstrates the effectiveness of state machines in modeling the
behavioral patterns of microservices across various practical applications, including mon-
itoring, validation, and testing. Consequently, multiple toolchains and algorithms were
developed to evaluate the models’ efficacy and to facilitate the use of state machines in
representing the behavioral patterns of software systems.
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Samenvatting

In de afgelopen tien jaar heeft microservices enorm aan populariteit gewonnen onder soft-
warebedrijven. Velen kiezen voor deze architectuurstijl om hun webservices te ontwikke-
len vanwege de verbeterde onderhoudbaarheid, betrouwbaarheid en flexibiliteit. Dankzij
deze voordelen kunnen bedrijven hun webservices snel en iteratief ontwikkelen en imple-
menteren.

Ondanks de voordelen staan microservices erom bekend dat ze moeilijk te debuggen
zijn als er softwarefouten optreden. Ontwikkelaars hebben vaak moeite om de onder-
liggende oorzaak van een fout te achterhalen vanwege de gedistribueerde aard van mi-
croservices. Sterker nog, het is zo dat bepaalde softwarefouten pas aan het licht komen
wanneer complexe, onderling verbonden interacties tussen microservices worden geacti-
veerd. Daarom wordt het steeds belangrijker om monitoringtools te ontwikkelen die het
proces van het bepalen van de onderliggende oorzaak van problemen binnen microservi-
ces, kunnen stroomlijnen.

Het AssureMOSS-project, dat deel uitmaakt van het onderzoeksprogramma Horizon
2020 van de Europese Unie, richt zich op het leveren van verschillende tools of methoden
om de beveiliging te verbeteren in verschillende fasen van de ontwikkelingscyclus van mi-
croservices. Dit proefschrift, die is uitgevoerd als onderdeel van het AssureMOSS-project,
onderzoekt voornamelijk runtime-monitoring van microservices om afwijkingen te detec-
teren, zoals cyberaanvallen en inconsistenties tussen geobserveerd gedrag en het bedoelde
gedrag dat in de code is gespecificeerd.

Een belangrijke eis van het project is het gebruik van lichtgewicht interpreteerbare
modellen om inzicht te krijgen in gedetecteerde softwarefouten. Toestandsdiagrammen,
ook wel bekend als eindigetoestandautomaten, zijn bewezen praktische modellen te zijn
voor het modelleren van gedrag van verschillende softwaresystemen. Bovendien worden
deze modellen beschouwd als interpreteerbaar omdat men het gedrag van een systeem
kan visualiseren. Om deze reden lijken toestandsdiagrammen een geschikte keuze voor
het monitoren van microservices. Dit proefschrift onderzoekt hoe toestandsdiagrammen
kunnen worden toegepast om uitdagingen in verschillende fasen van de ontwikkelingscy-
clus van microservices aan te pakken.

Deel I onderzoekt hoe toestandsdiagrammen kunnen worden gebruikt om de runtime
van microservices te controleren op anomalieén. De studies in deel I richten met name
zich op de detectie van netwerkanomalieén, zoals netwerkaanvallen, binnen microservi-
ces. Deel I introduceert eerst ENCODE in hoofdstuk 2, een algoritme ontworpen om Net-
Flows te verwerken, zodanig dat ze geschikt zijn voor het leren van toestandsdiagram-
men. Hoofdstuk 3 laat zien hoe toestandsdiagrammen geleerd kunnen worden van Net-
Flows die zijn verzameld van microservices. De modellen worden geevalueert op effectivi-
teit in het detecteren van verschillende netwerkaanvallen gericht op microservices in een
Kubernetes-cluster. Ten slotte introduceert hoofdstuk 4 SEQUENT, een nieuwe methode
voor anomaliedetectie die gebruik maakt van de frequenties van de toestanden om dyna-
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misch scores uit te rekenen voor gedrag dat tijdens de test wordt waargenomen. SEQUENT
verhelpt verschillende beperkingen van de aanpak in hoofdstuk 3 en biedt praktische toe-
passingen zoals het rangschikken en clusteren van waarschuwingen om gedetecteerde
anomalieén beter te begrijpen. Resultaten suggereren dat SEQUENT aanzienlijk betere
prestaties levert in vergelijking met de aanpak in hoofdstuk 3.

Deel II van dit proefschrift onderzoekt hoe toestandsdiagrammen kunnen worden ge-
bruikt om inconsistenties (ook wel non-conformances genoemd in dit proefschrift) te de-
tecteren tussen het geobserveerde runtime gedrag van microservices en het bedoelde ge-
drag in de code. Hoofdstuk 5 introduceert CATMA, een tool voor het uitvoeren van con-
formiteitsanalyse op microservices. CATMA gebruikt toestandsdiagrammen om waarge-
nomen gedragingen vast te leggen en vergelijkt deze met inzichten uit Dataflow Diagram-
men, die het bedoelde gedrag in de code weergeven. Deze vergelijking onthult eventuele
non-conformances en CATMA geeft leesbare verklaringen voor deze non-conformances
om ontwikkelaars te helpen bij het identificeren van mogelijke startpunten voor het debug-
gen van hun microservices. De studie van CATMA laat veelbelovende resultaten zien op
het gebied van prestaties en het bieden van bruikbare inzichten aan ontwikkelaars. Daar-
naast heeft CATMA een kleine impact gemaakt in de open-source software gemeenschap
door het identificeren en leveren van een oplossing voor een non-conformance die in een
open-source project werd gedetecteerd.

Tot slot onderzoekt deel III van dit proefschrift hoe toestanddiagrammen een evolu-
tionair algoritme kunnen helpen bij het geautomatiseerd genereren van testen voor de
REST API’s van microservices. Hoofdstuk 6 introduceert MISH, een zoekalgoritme dat
continu toestandsdiagrammen leert uit logboekoverzichten van microservices. Deze mo-
dellen worden vervolgens gebruikt om betere testen op systeemniveau te genereren. MISH
haalt verschillende inzichten uit de toestandsdiagram om de fitness van de testen te bereke-
nen, die door het evolutionaire algoritme worden gebruikt om betere testen te genereren.
MISH laat veelbelovende resultaten zien in het gebruik van toestandsdiagrammen om een
evolutionair algoritme te helpen met het genereren van effectievere testen, waarbij het
zelfs een state-of-the-art zoekalgoritme, MOSA, in bepaalde scenario’s overtreft. Daar-
naast suggereert een voorlopige studie dat het integreren van MISH als onderdeel van
MOSA de kwaliteit van systeemniveau testen zou kunnen verbeteren, die een interessante
toekomstige onderzoeksrichting creeért.

Dit proefschrift toont de effectiviteit aan van toestandsmachines bij het modelleren
van gedragspatronen van microservices in diverse praktische toepassingen, waaronder
monitoring, validatie en testen. Als gevolg hiervan zijn meerdere toolchains en algorit-
men ontwikkeld om de doeltreffendheid van de modellen te evalueren en het gebruik van
toestandsmachines bij het representeren van gedragspatronen van softwaresystemen te
vergemakkelijken.
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icroservices have gained immense popularity in the past decade within the software
M development community and the industry. Large corporations such as Google, Meta,
and Microsoft leverage this (software) architectural style to provide their web services
to their users. Google Drive is a widely used example, serving over two billion users
as of December 2023 [10]. This service enables its users to easily store and share files
with friends, family, or colleagues. However, like any software system, microservices also
suffer from software failures. These can result from bugs introduced by developers during
the development process or from cyber attacks launched by malicious actors [11]. With
the rapid development of microservices, it has become increasingly important to detect
potential software failures as early as possible within every phase of the microservice’s
software development life-cycle (SDLC).

Not only is it crucial to detect potential failures as early as possible, but providing an
explanation or root cause for each failure is equally important. These explanations or root
causes reduce the time and effort a developer or analyst spends identifying the underlying
cause for a failure occurring in the system. Over the past few years, various machine learn-
ing (ML) techniques have been introduced to address software failure detection challenges.
In particular, neural networks (NN) have been very successful in tackling challenges such
as automated vulnerability detection [22] or anomaly detection [14]. However, NNs are
considered to be black-box models, making it difficult for humans to comprehend how
they arrived at their conclusions [19]. Additionally, multiple NN-based approaches de-
mand additional hardware requirements (e.g., a GPU) to train a model, making them less
practical for users with financial constraints.

On the other hand, numerous studies have shown that finite state machines (FSMs)
are effective at modeling behavioral patterns of software systems [9, 12, 13, 17, 18, 20, 27].
Moreover, this type of model is considered inherently interpretable [19] (i.e., it can be visu-
alized and used as an explanation). It does not require additional hardware requirements
for training, making it a more lightweight and practical option for deployment.

The applications of FSMs for detecting software faults in various phases of the SDLC of
microservices remain relatively unexplored. Since FSMs are learned from discrete behav-
ioral events, it is not trivial what kind of data should be used to create discrete behavioral
events for microservices. Creating too many unique events risks a combinatorial explo-
sion of states within a state machine, resulting in large models that require considerably
longer training times. Conversely, overgeneralizing behavioral events of microservices
can cause the model to miss essential patterns necessary for detecting software faults.

While the literature includes various studies investigating the effectiveness of FSMs
in detecting software faults, their focus was not on microservices. This results in a lack
of a clear baseline for researchers applying FSMs to microservices. It is not trivial which
type of data is suitable for learning FSMs, how to process the data for learning FSMs, and
what kind of information should be utilized from FSMs to derive insights for detecting and
finding the root cause of software faults.

This dissertation aims to answer these questions by developing various algorithms
and tools that make FSM suitable for modeling behavioral patterns of microservices. The
studies presented in this dissertation provide various toolchains and algorithms developed
to facilitate using FSMs to model microservices’ behaviors. The studies employ FSMs in
various practical applications for detecting software faults within microservices and target
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various phases within the SDLC of microservices. Furthermore, the results of the studies
serve as baselines for practitioners or researchers seeking to conduct similar studies.

1.1 Background & Context

A description is given for each of the two key terminologies used in this dissertation:
Microservices and Finite State Machines. Then, an overview of the AssureMOSS project
is presented to establish the context that motivated the studies carried out within this
dissertation.

1.1.1 Microservices

In a traditional monolithic software system, all components are developed, maintained,
and deployed as a unified application. Microservice architecture, by contrast, is an archi-
tectural pattern in which a software system’s core functionalities are divided into smaller,
independent components known as services. These services communicate with each other
using lightweight network protocols such as Hypertext Transfer Protocol (HTTP). Unlike
the monolithic systems, each service can be developed, maintained, and deployed indepen-
dently, resulting in increased software application modularity, scalability, and resilience.
An example comparison between a monolithic system and a microservice application is
presented in Figure 1.1.

Despite its many advantages, microservices are notoriously difficult to debug due to
their distributed nature, where calls between services can occur asynchronously. Several
studies have highlighted that debuggers can spend days trying to pinpoint the root cause
of faults within a microservice application [16, 21, 25, 26]. Consequently, there is a clear
need for a set of tools and approaches that enable faster detection and diagnosis of faults
within microservices. These tools or approaches should target various phases of the SDLC
of a microservice application.

1.1.2 Deterministic Finite State Machines

A state machine, formally known as a finite state machine or finite state automaton, is
a mathematical model for modeling discrete behavioral patterns of a (software) system
S. State machines come in two flavors, namely deterministic and non-deterministic. This
dissertation exclusively focuses on deterministic state machines. For the sake of simplicity,
the term “state machine” is used to refer to a “determinstic state machine” throughout this
dissertation. A state machine is formally defined as a quintuple (Z, Q, gy, d, F) [23], where:

« X is a finite alphabet containing all possible (discrete) events that can occur within

S.
« Qs a finite set of states.
+ qo € Qis a unique start state.

« 0 : QxX — Q is the transition function, denoting which state the state machine
will transition to based on the current state that it is in and the next input symbol
ae’.
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Figure 1.2: An illustrative example of a state machine. At the end of trace t = aabab, S will end in state g,.

« Fc Qis the set of final states.

Given an arbitrary trace t containing an arbitrary number of discrete events from X,
the state machine can be used to follow the path that ¢ traverses within the state machine.
Using this path, one can determine both the sequence of states S traverses and the final
state S reaches at the end of t. This sequence of state transitions provides insight into the
sequential behavior exhibited by S for t. Figure 1.2 presents an illustrative example of a
state machine. Given the arbitrary trace t = aabab, S will end up in state g, at the end of
t. Since g, is a rejecting state, t is not a valid string and the state machine will reject it.

Learning State Machines from Data

A state machine can be learned from data collected from an arbitrary system S. In particu-
lar, state machines can be learned from traces (i.e., sequences of discrete events) collected
from S. There are two primary approaches for learning a state machine from traces col-
lected from S: active and passive-learning. The L*-algorithm, proposed by Angluin [7],is a
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Figure 1.3: An illustrative example of a Prefix Tree Acceptor (PTA) extracted from discretized traces collected
from a printing service (ProxyPrint) that implements a microservice architecture.

well-established algorithm used to learn state machines using the first approach. The algo-
rithm continuously queries S for outputs by supplying various input traces. The resulting
input-output pairs are used to construct the state machine. The algorithm iteratively tries
to find a counterexample to verify the correctness of the constructed model. If a counterex-
ample is found, the algorithm updates the model and the process repeats until no further
counterexamples are discovered.

Contrary to the active approach, the passive approach does not interact with S during
the learning process. Instead, it learns a model solely from the output data of S. This data
can be obtained by passively observing S’s outputs during runtime or using previously
recorded outputs stored in a database. Since this approach does not actively interact with S
to collect output data, it is referred to as passive learning. The passive approach commonly
uses state-merging algorithms to learn a state machine, as these were demonstrated to
be most effective in learning a state machine using this approach [15]. The algorithm
begins by first constructing a tree-like state machine known as a Prefix Tree Acceptor
(PTA). Figure 1.3 depicts an illustrative example of a PTA. The PTA is constructed from
(discretized) output traces collected from microservices (ProxyPrint) during testing. The
algorithm iteratively compares pairs of states to identify those that can be merged. States
are merged if their similarity score exceeds a predefined threshold. The algorithm repeats
this process until no further merges are possible. The resulting output is an approximation
of the smallest state machine needed to represent the provided input data.
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Figure 1.4: The SDLC that the AssureMOSS project considers. The image is from the public report (D6.1) provided
by the project [1].

1.1.3 AssureMOSS Project

The AssureMOSS project is part of the European Union Horizon 2020 research and inno-
vation program. Its mission is to design a coherent set of lightweight, automated tech-
niques that help companies and developers conduct various risk assessments on their mi-
croservices in response to their increasingly fast-paced development environment [2]. The
project covers potential risks associated with different phases of the SDLC of microser-
vices. These risk assessments enable companies and developers to mitigate potential risks
tied to software failures within their microservices. Figure 1.4 illustrates the SDLC the As-
sureMOSS project considers. Since the AssureMOSS project aims to provide lightweight
techniques for assessments of microservices, state machine learning is a promising so-
lution for conducting assessments for various phases of the SDLC of microservices. A
substantial part of the studies carried out within this dissertation was a part of the As-
sureMOSS project. Within the AssureMOSS project, the studies focus on the “Assess”,
“Design”, “Monitor”, and “Operate” phases of the SDLC.

1.2 Research Goals & Questions

While several studies demonstrated that state machines are effective in modeling behav-
ioral software systems, their applications within the domain of microservices remain rel-
atively unexplored. This dissertation investigates how to utilize state machines to tackle
various challenges within the different SDLC phases of microservices. Additionally, the
research in this dissertation also explores how to utilize key features of the state machine
to generate interpretations/explanations for the model’s output. These overarching objec-
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tives lead to the following research questions (RQ):

« RQ1: What outputs of microservices enable the learning of accurate state machines?

« RQ2: How can outputs of microservices be transformed into discrete events suitable
for learning state machines?

« RQ3: How can state machines be applied to model behavioral patterns for anomaly
detection in microservices?

« RQ4: How can state machines be utilized to generate root causes or explanations
for faults or anomalies detected in microservices?

« RQ5: How can state machines be utilized to detect non-conformances between code
and deployment of microservices?

« RQ6: How can state machines be utilized to generate test cases for microservices
automatically?

1.3 Contributions

This dissertation not only provides insights and knowledge on the application of state ma-
chines on microservices but also introduces several software artifacts that can serve as
starting points or baselines for future researchers or practitioners. The studies conducted
for this dissertation have resulted in various algorithms and software tools, all made pub-
licly available for use. Specifically, answering RQ1 and RQ2 led to the development of
ENCODE, an algorithm designed to preprocess outputs of microservices and transform
them into discrete events suitable for learning state machine models. ENCODE forms a
foundational component for the approaches presented in Chapters 3 and 4, where con-
textual event discretization is required for effective state machine learning and anomaly
detection. Evaluation across multiple studies demonstrated that ENCODE aids in learn-
ing more accurate models. Figure 1.5 demonstrates that a clear separation can be made
between benign (blue vertical lines) and malicious traces (red vertical lines) by utilizing
ENCODE to discretize log traces.

RQ3 and RQ4 resulted in the development of SEQUENT, an anomaly detection pack-
age that leverages state machines for anomaly detection and generates root causes as ex-
planations for the analyst. Additionally, RQ3 led to the creation of an anomaly detection
dataset tailored for microservices.

Answering RQ5 resulted in the development of CATMA, a lightweight software tool
that automatically detects discrepancies between the logic specified in the source code
and the behavior observed at runtime. CATMA produces a high-level visualization (see
Figure 1.6), showing all discrepancies detected between behaviors specified in the source
code and observed at runtime. CATMA also generates human-readable interpretations
aimed at helping developers understand and address the detected discrepancies. CATMA
detected a discrepancy in a real-world open-source project. A fix was issued with the help
of CATMA’s output and was accepted by the author of the project.

Finally, RQ6 led to the development of MISH, a novel search algorithm that guides
an evolutionary algorithm (EA) in automatically generating test cases for REST APIs of
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microservices. Evaluation of MISH demonstrated promising results, even outperforming

a state-of-the-art search algorithm in specific scenarios. Figure 1.7 demonstrates MISH’s

superior performance in generating effective test cases for a large microservice application
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Figure 1.6: CATMA’s high-level visualization showing the detected discrepancies between behaviors specified
in the source code and observed at runtime.
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Figure 1.7: MISH outperforms the state-of-the-art algorithm, MOSA, in generating effective test cases.
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1.4 Contribution to Open Science

Open science concerns the practice where the code, data, and tools used in the research
studies are made available to the public, enhancing the reproducibility and transparency
of the studies [24]. Every effort has been made to adhere to open science best practices
for studies conducted in this dissertation. Moreover, since the European Union funded the
AssureMOSS project, all studies underwent an extensive review by EU representatives to
ensure they aligned with open science principles wherever possible. Researchers from
the project must transparently describe their research process (where applicable) within
their corresponding publicly accessible project reports. Table 1.1 summarizes the public
repositories containing either code, tools, or data used to address the research questions
in this dissertation. The related research questions are also listed in the table.

Name Type Related RQ  Link / DOI
ENCODE Algorithm  RQI and RQ2 [3]
AssureMOSS Kubernetes Run-time Monitoring Dataset Dataset RQO3 [8]
SEQUENT Framework  RQ3 and RQ4 [6]
CATMA Tool RQ5 [4]
MISH Algorithm RQ6 [5]

Table 1.1: Public links to code, data, or tools used to address the research questions in this dissertation.

1.5 Research Outline

This dissertation is organized into three main parts, each addressing research questions
related to a specific phase of the SDLC of microservices. The following subsections outline
the content of each part and the corresponding chapters.

1.5.1 Part I: Monitoring Deployment for Anomalies

The first part of this dissertation focuses on the “Assess”, “Monitor”, and “Operate” phases
of the SDLC of microservices. Specifically, the studies conducted in this part investigate
how state machines can be employed to monitor the runtime of microservices for network
anomalies. The aim for this Part I is to address research questions RQ1-RQ4. Chapter 2
addresses research questions RQ1 and RQ2 by introducing ENCODE, an encoding algo-
rithm designed to transform NetFlow records collected from microservices into discrete
events for learning a state machine. ENCODE serves as a foundational component for the
studies presented in subsequent chapters, as contextual event discretization is essential for
learning meaningful state machine representations and performing anomaly detection ef-
fectively. Chapter 3 tackles research question RQ3 by learning a state machine from
NetFlow records collected from microservices deployed on a Kubernetes cluster and sub-
sequently using the model for network anomaly detection within the Kubernetes cluster
environment. Finally, Chapter 4 is built on top of the study done in Chapter 3. This
chapter aims to answer research question RQ4 by proposing SEQUENT, a novel anomaly
detection framework that utilizes state visit frequencies to determine an anomaly score
for an arbitrary trace seen at test time. The study also investigates how state frequencies
can be used to generate root causes to explain the anomalies detected by SEQUENT.
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1.5.2 Part II: Validating Deployment Against Implementation

Part IT of the dissertation focuses on the “Design” phase of the SDLC of microservices.
This part consists of a single chapter, Chapter 5, which addresses research question RQ5
by introducing CATMA. Specifically, CATMA investigates how state machines can be uti-
lized to detect “non-conformances” (or discrepancies) between the behavior specified in
the logic of the code and the behavior observed at the microservice’s runtime. Addition-
ally, CATMA also contributes to research question RQ4 by generating human-readable
explanations that highlight the potential root causes of the detected “non-conformances”.

1.5.3 Part III: Automated Testing with Model Inference
The final part of this dissertation was conducted outside the university’s contribution to
the AssureMOSS project and focuses on the “Code” phase of the SDLC of microservices.
This part consists of a single chapter addressing the final research question, RQ6. The
study presented in Chapter 6 investigates how state machines can automatically generate
test cases for REST APIs of microservices. In this approach, a state machine is learned from
log statements outputted by the microservices, and the resulting model is used to define
the fitness of test cases produced by an EA.

The final chapter, Chapter 7, summarizes the findings of this dissertation. It revis-
its each research question and outlines potential future works for each corresponding
research question.
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2

ENCODE: Encoding NetFlows for
Network Anomaly Detection

NetFlow data is a popular network log format utilized by many network analysts and re-
searchers. Compared to deep packet inspection, NetFlow is easier to collect, easier to process,
and less intrusive to privacy. Numerous studies have used machine learning (ML) to detect
network attacks using NetFlow data. Typically, the initial step in these ML pipelines is to pre-
process the data before passing it to the ML algorithm. Several approaches exist to preprocess
NetFlow data; however, these often apply existing methods to the data, not considering the
specific properties of network data. We argue that for data originating from software systems,
such as NetFlow or software logs, similarities in frequency and contexts of feature values are
more important than similarities in the value itself.

In this work, we propose an encoding algorithm (ENCODE) that directly takes the frequency
and context of the feature values into account when the data is being processed. Our algorithm
clusters similar types of network behavior based on the computed frequencies and context of
the feature values, aiding the process of detecting anomalies within the network. We empiri-
cally evaluate the effectiveness of our encoding on three public NetFlow datasets. We encode
each dataset using our algorithm and train several ML models for network anomaly detec-
tion using the encoded data. Our evaluation reveals that ML models benefit from using our
encoding for network anomaly detection.

The content of this chapter is based on the pre-print Clinton Cao, Annibale Panichella, Sicco Verwer, Agathe Blaise,
and Filippo Rebecchi. 2022. Encoding NetFlows for State-Machine Learning. arXiv preprint arXiv:2207.03890.
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2.1 Introduction

NetFlow is a well-known format introduced by Cisco [13] in 1996, enabling network ad-
ministrators to analyze the traffic occurring in the network. Each flow contains network
statistics for a connection between two hosts. These statistics enable an administrator to
infer whether any strange behaviors are occurring within the network. Using NetFlow
data over deep-packet inspection for network analysis comes with multiple advantages;
NetFlow is easier to collect, easier to process, and less intrusive to privacy, since it is not
possible to inspect every packet in detail. However, NetFlow data comes with limitations.
Because NetFlow only reports the summarized statistics of a communication between two
hosts, crucial details may be lost, making it more challenging to infer malicious network.

Several NetFlows datasets are publicly available, containing benign and malicious flows
[15, 20, 25, 28]. The datasets can be used to train and evaluate the effectiveness of machine
learning (ML) algorithms for the detection of network attacks. Before training a ML algo-
rithm on a given dataset, the usual practice is to investigate and preprocess the dataset.
This process helps remove any properties that could influence the final model learned from
the data. Additionally, this process can help find the most important features for learning
accurate models. Several techniques can be applied to preprocess a NetFlow dataset, in-
cluding normalization of the numerical features [18, 32, 34], feature selection [30, 31, 36],
encoding numerical features [10, 21, 29], and extracting aggregated features from existing
dataset [9, 17, 26, 27].

Most of these techniques treat the NetFlow data like a traditional data source, encod-
ing the number of transferred bytes, number of transferred packets, and flow duration
as standard numerical features. The similarity between flows is determined based on the
similarity in the numerical values of these features. We believe that flows generated by
different (software) services are not uniform and the similarity between flows should not
be determined solely based on the raw feature values. For instance, similarly sized flows
(e.g. based on the number of transferred bytes) can have entirely different meanings due to
variations in the frequency distribution of their feature values. To address this, we propose
a new NetFlow encoding technique (ENCODE) inspired by Word2Vec [24], which treats
every unique feature value as a different “word”. The similarities between these “words”
(i.e., unique feature values) are determined by their context and frequency. Specifically,
we consider features values to be similar based on two criteria. First, the feature values
must occur in similar frequencies. Second, the frequencies of the previous and subsequent
values (extracted from the previous and subsequent flows) must have a similar distribution.
Similar to Word2Vec, our encoding algorithm constructs a co-occurrence matrix to store
all the computed frequencies. Each row of this matrix represents the context computed
for a unique feature value. We cluster the rows to find groups of values exhibiting similar
behavior and use the cluster labels to encode values of the corresponding feature. Our
encoding algorithm computes a co-occurence matrix and a set of cluster labels for each
input NetFlow feature. Once the given input features are encoded, the resulting encoded
dataset is constructed and passed to the ML algorithm for training.

To evaluate the effectiveness of our algorithm, we preprocessed NetFlow data from
three different datasets. Our encoding was applied to three flow features: duration, num-
ber of transferred bytes, and number of transferred packets. The protocol was included
as a discrete feature, while all other features, such as the used ports, were ignored for
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training. Although ports can be useful for detecting network intrusions, they frequently
contain spurious patterns due to the data collection setup. Our experiments include a new
dataset created for detecting anomalies in a Kubernetes cluster. Across all datasets, our
encoding consistently improved the performance of several ML models in the network
anomaly detection tasks, suggesting that ML models benefit from our encoding.

Our evaluation inidicates that state machine models experienced the greatest perfor-
mance improvment when using our encoding. For this method, we provide a practical
use-case. We describe what an analyst receives as output from the system and how they
should use it to infer an attack is taking place. While a sophisticated attacker might at-
tempt to evade detection, this is not straightforward. An attacker who randomizes or
systematically modifies the generated flows is still detected by our system. In fact, such
modifications often make attack flows more anomalous, thereby simplifying their detec-
tion. The attack could avoid detection by mimicking the benign flows used during training,
but this requires an undetected pre-existing attack. Moreover, truly mimicking benign be-
havior would bypass any ML-based detector.

2.1.1 Our Contribution

Our key contributions in this work are summed up as follows:

« We provide a new encoding algorithm that can be used to preprocess NetFlow data.
The algorithm extracts context and frequency information, and uses these to build
clusters of feature values exhibiting similar behavior.

« We show an application of our encoding algorithm by training ML models from
the encoded NetFlow data in an unsupervised manner and using it for anomaly
detection.

« We provide a new NetFlow dataset that researchers can use to evaluate anomaly
detection methods in a Kubernetes cluster. We also provide the testbed that re-
searchers can use to create their dataset.

« We demonstrate that ML models benefit from using our encoding.

« We show how an anomaly detection system based on our encoding can be used in
practice and is resilient to malicious data permutations.

2.1.2 Outline of Chapter

The rest of this paper is structured as follows: we first describe the threat model that we
have considered in this work in Section 2.2. Then we list some related works in Section 2.3.
We provide the intuition behind our encoding in Section 2.4. In Section 2.5, we describe
our NetFlow encoding algorithm. Then in Section 2.6, we describe our procedure in how
we evaluate our new algorithm, and the empirical results of our evaluation are presented
in Section 2.7. In section 2.8, we discuss a use-case and the robustness of our encoding.
Finally, we conclude this paper and provide future work in Section 2.9.
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2.2 Threat Model

In this work, we consider a specific threat model for network anomaly detection using
models learned from ML algorithms. We briefly describe the goals and the capabilities of
the adversary.

2.2.1 Goals of the Adversary

In our threat model, we consider an adversary aiming to launch network attacks against
a target network for various objectives, such as infiltrating the network to find sensitive
data, taking down a network through a denial-of-service (DoS) attack, operating a botnet,
and installing malware. Furthermore, the adversary seeks to evade any attack detection
system deployed within the network. However, the adversary does not have access to the
network or the detection system’s rules and models.

2.2.2 Capabilities of the Adversary

We assume that the adversary is aware of the presence of a ML-based anomaly detection
system within the targeted network. However, they lack information about the specific
models or algorithms used within the anomaly detection system. The adversary does not
have the capabilities to deploy probes within the network to monitor the flows occurring
in the network. Moreover, adversary can attempt to evade detection by manipulating the
flows they generate, but cannot make these flows appear benign through direct analysis
of the anomaly detection system of by studying the benign network data.

2.3 Related Works

There are various techniques for preprocessing NetFlow data to train ML algorithms. One
common technique involves normalizing the numerical (non-categorical) feature data us-
ing the Z-score method [18, 32, 34]. This method scales numerical feature values to fall
within the range of 0 to 1, removing large differences in the feature data that could have
a large impact on model prediction results. Normalization ensures that each (numerical)
feature would have an equal impact on the model prediction results. However, one draw-
back of this method is that behavioral patterns present in the NetFlow data may be lost.
The normalization is performed by first computing the mean of the feature values for a
given input feature, which assumes that there is an average behavior shared between all
hosts in the network. This assumption may not hold in networks with diverse software ser-
vices, as each may exhibit distinct behaviors tied to specific contexts. Consequently, this
method may remove important contextual information, potentially reducing the model’s
accuracy.

Another technique to preprocess NetFlow data is to rank and select features using vari-
ous methods [30, 31, 35]. These methods focus on using features that provide a substantial
contribution to the model prediction results, reducing the number of features needed to
train an accurate model. However, these methods do not explicitly use the frequencies
and context of the feature values to create an encoding for each flow.

Besides normalization and feature selection, there are techniques that create an encod-
ing for numerical feature values [10, 21, 29]. These methods divide the range of a numerical
feature into discrete bins and encode each feature value based on based on its correspond-
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ing bin. However, these encoding techniques ignore the frequencies of the features values
and the context in which they occur.

Several studies compute aggregated features from the existing NetFlow features and
use these to train ML algorithms [9, 17, 26, 27]. These aggregates can reveal new infor-
mation from the dataset, potentially enhanching the training of a ML model. In our work,
we also compute new aggregated features to capture the context in which specific feature
values occur and use solely these new features to train a model. Compare to the previous
studies [9, 17, 26, 27], we do compute fewer aggregated features and ensure there is no
(semantic) overlap among these features. Additionally, these studies do not explicitly use
frequencies of the feature values as an aggregated feature, nor do they apply an encoding
to the (numerical) feature data.

2.4 Intuition Behind ENCODE

We believe the context and frequency of a unique feature value provide valuable informa-
tion about the type of network behavior occurring in a flow. To illustrate this, consider
the following example: suppose we have extracted the frequencies of the following byte
values from NetFlow data: 37, 39, 80, 81, and 37548. The frequencies of the byte values are
presented in Table 2.1. Based on the extracted frequencies, byte values 80 and 81 differ
only by one byte in size, yet their frequencies vary substantially. This substantial differ-
ence likely indicates that they are generated by different type of software services and
should therefore be treated differently by ML methods.

Using a NetFlow preprocessing technique such as the one employed by Camacho et
al. [10], the range of the byte values can be divided into three regions; 37 and 39, 80 and
81, and 37548. Despite the substantial difference in the frequencies of byte values 80 and
81, they are placed within the same region. This causes ML algorithms to treat these two
values as similar.

In contrast, ENCODE divides the range of byte values based on their corresponding
frequencies. Byte values with a very low frequency are placed together into one region,
while byte values 80 and 81 are each assigned to their own separate region. This results
into three different regions: the first region contains bytes values 37, 39, and 37548. The
second region contains solely byte value 80, and third region contains solely byte value 81.
With this separation, ML algorithms can now treat bytes values 80 and 81 as two distinct
values.

Table 2.1: Frequencies of byte values 37, 39, 43, 80, and 81. Frequencies are extracted from a subset of flows in
the UGR-16 dataset.

Byte Value | Frequency

37 1
39 4
80 24771
81 3158
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2.5 Encoding Algorithm

In this section, we describe our encoding algorithm (ENCODE) for NetFlow data. We begin
by explaining how the context is computed for each unique flow feature value and how this
is used to create its encoding. Then we provide the implementation details of our encoding
algorithm. ENCODE is publicly available at our GitHub repository [3]. ENCODE takes
as input a set of numerical (non-categorical) features with their corresponding values. Its
output is a mapping between each feature value and its corresponding encoded feature
value.

2.5.1 Computing the Context

Our method for computing the context of values from the provided input feature is in-
spired by the work of Word2Vec, particularly the Count Bag of Words (CBOW) method [24].
For each value v of an input (numerical) NetFlow feature f, we compute the context in
which v occurs by computing the frequencies of the values that occurred immediately be-
fore and after v. The intuition is that these frequencies capture the behavior of v within
the network i.e. which other feature values v co-occurs with and how often.

The computed frequencies are used to generate a vector for value v. Before computing
the context frequencies for each value v, the flows are grouped by connection (i.e. grouped
by the pair of source and destination hosts). This ensures the context of v is not influenced
by other flows co-occurring in the same network. As a result, the context represents the
surrounding flows generated by similar software services.

2.5.2 Creating the Encoding

From the context generation, we obtain vectors representing the co-occurrence frequen-
cies of feature values. We use the Euclidean distance to determine whether two feature
values v and v’ occur in similar contexts. A smaller distance between two vectors indi-
cates a higher similarity in the contexts of the two corresponding feature values. This
enables us to create groups of feature values that are contextually similar.

The encoding for the feature values is created by clustering the vectors of these values,
with the assigned cluster labels used as their encoding. Thus, the encoding for v is the
corresponding cluster label that was assigned to its vector. Feature values with similar
frequencies and contexts are assigned to the same cluster and receive the same encoding.
For the clustering of the vectors, we employ the KMeans algorithm because it allows us
to control the number of clusters that can be formed, thereby also giving us control over
the size of the encoding for each input feature. While we have opted to use KMeans as
our clustering algorithm, other clustering algorithms can also be used to compute the
encoding. ENCODE is modular by design, allowing the clustering algorithm to be easily
replaced with one that better fits the user’s needs.

2.5.3 An Illustrative Example

We now provide a small illustrative example to demonstrate how our encoding is com-
puted for NetFlow data. The flows used in this example are a very small subset of flows
extracted from the UGR-16 dataset, one of the datasets used in our evaluation. Figure 2.1
presents the small subset of flows used in this example. More information on this dataset
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timestamp id:src_ip id:dst_ip num_bytes
827146377 | 100.10.104.43  42.219.155.90 3149
827146459 | 100.10.104.43  42.219.155.90 977
827146506 | 100.10.104.43  42.219.155.90 64
827146532 | 100.10.104.43  42.219.155.90 64
827146573 | 100.10.104.43  42.219.155.90 2852
827146631 | 100.10.104.43  42.219.155.90 165
827146712 | 100.10.104.43  42.219.155.90 1540
827146786 | 100.10.104.43  42.219.155.90 3169
827146861 | 100.10.104.43  42.219.155.90 2909
827146936 | 100.10.104.43  42.219.155.90 1224

Figure 2.1: A small subset of NetFlow data extracted from the UGR-16 dataset.

Frequencies of the direct previous byte values Frequencies of the direct next byte values
Byte Value | 64 165 977 1224 1540 2852 2909 3149 3169 64 165 977 1224 1540 2852 2909 3149 3169

64 1 0 1 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
165 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 0 0 0
977 0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 0 0 0
1224 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0
1540 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
2852 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
2909 0 0 0 0 0 0 0 0 1 0 0 0 1 0 0 0 0 0
3149 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0
3169 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0

Figure 2.2: Frequencies of the direct previous and next bytes values for each of the unique byte values that are
present in Figure 2.1.

can be found in Section 2.6. In this example, we demonstrate the computation of the con-
text and the encoding for unique byte values.

The first step of ENCODE is to find the unique byte values. From the byte values that
are shown in Figure 2.1, we observe a total of nine unique byte values: 64, 165, 977, 1224,
1540, 2852, 2909, 3149, and 3169. Note that all data in this example comes from the same
connection. Next, we compute the frequencies of the direct previous and next byte values
for each of these nine byte values. The computed frequencies are shown in Figure 2.2. Each
row in Figure 2.2 represents the vector compued for the corresponding unique byte value.
These vectors are then clustered together using the KMeans algorithm and the assigned
cluster labels serve as the encoding for the corresponding unique byte values. Figure 2.3
presents the assigned cluster labels for each unique byte value.

2.5.4 Implementation Details

Figure 2.5 provides a high-level overview of ENCODE’s data processing pipeline. In the
following pararaphs, we describe in detail the challenges we faced when constructing the
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Byte Value Cluster Label (Encoding)
64 1
165 4
977
1224

-

1540
2852
2909
3149
3169

N O O w o o

Figure 2.3: Cluster labels assigned to the unique byte values used in the example. The assigned cluster labels
are used as the encoding for the unique byte values. In this example, we have used five clusters to cluster the
vectors.

co-occurrence matrix within ENCODE and how we addressed the challenges. Further-
more, we also describe how we cluster the rows of the co-occurrence matrix and how we
evaluate the quality of the formed clusters for the encoding.

Generalized Vector Structure

As shown in our example, a vector is generated for each unique feature value, v. Since
these vectors are clustered using KMeans, the sizes of the vectors must be uniform. Ad-
ditionally, all vectors must store the same type of information (co-occurrence frequency
values corresponding to a particular feature value) in the exact same positions.

As illustrated in Figure 2.2, the first half of each vector (highlighted in orange) repre-
sents the frequencies of feature values occurring directly before v, while the second half
(highlighted in blue) represents the frequencies of feature values occurring directly after
v. The size of each vector is equal to twice the number of unique feature values, ensuring
that all vectors share the same structure and size. However, this structure comes with
several limitations:

« It can lead to the creation of many sparse vectors.

« The size of vectors depends on the number of unique values for a given feature.
As the number of unique values increases substantially, the size of the vectors also
expands proportionally.

« We cannot capture the behavior in which a feature value v co-occurs frequently with
itself. It is common to observe v co-occur with itself in NetFlow data, indicating
repetitive software behavior.

The last limitation is somewhat nuanced. The co-occurences of a value v with itself are
present in the table. For instance, for value 64 in Figure 2.2, the co-occurences with itself
are stored in the column labeled 64. The challenge is that, for different data rows, these
self-contexts (co-occurence with itself) are located in different columns. Consequently,
rows with only self-contexts would have a large distance from rows showing a similar
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Frequencies of bins for the direct previous values  Frequencies of bins for the direct next values

Byte Value Logarithm of SELF_PREV BIN1 BIN2 BIN3 .- BIN10 SELF_NEXT BIN1 BIN2 BIN3 .- BIN10
Frequency
Byte value 1
Byte value 2
Byte value 3
Byte value N

Figure 2.4: Generalized vector structure used for each unique feature value within ENCODE.

pattern. In our view, such repetitive behavior reflects similar software activity (behavior)
and similarity should not depend on the exact feature values used in the flow.

To address the last limitation, we add two separate columns to store the “self-frequency”
i.e., one column for v occurring directly before itself and another for v occurring directly
after itself. In addition to storing the self-frequency, we have also included an additional
entry that stores the logarithm of the frequency of v (marked in red in Figure 2.2). This
way the frequency of v also influences the distance computation between vectors. Further-
more, this entry helps to differentiate features that have similar previous (orange) and next
(blue) values but different frequencies.

To resolve the first two limitations, we divide the space of the previous and next values
into ten bins each using percentiles. This results in a vector of length 20 for each feature
value v. A benefit of this solution is that it enables us to control the size of the vectors
by adjusting the number of bins used to divide the space of the previous/next values. Fig-
ure 2.4 presents the final generalized structure used in the implementation of ENCODE.

Cluster Evaluation within ENCODE

To cluster the rows of the co-occurence matrix constructed by ENCODE, we use the
KMeans implementation provided by the scikit-learn Python package [5]. We opted for
KMeans as it allows us to control the number of clusters, thereby fixing the size of our
encoding. Since KMeans selects the initial centroids at random, each run could lead to dif-
ferent final clusters. ENCODE therefore runs KMeans ten times and selects the best run
to create the encoding for the input feature. The Silhouette Coefficient is used to evaluate
the quality of the formed clusters (of the vectors). To compute the Silhouette Coefficient,
we make use of scikit-learn’s Python package [7].
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Figure 2.5: High-level overview of our data processing pipeline. The pipeline shows how the encoding is created
for the given NetFlow input data using our encoding algorithm.
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2.6 Evaluation of ENCODE

In this section, we describe how we evaluate our encoding in the context of network
anomaly detection. The goal of our evaluation is to show that ML algorithms leverage
our encoding to extract contextual information from NetFlow data, enabling them to learn
more accurate models for network anomaly detection. To this end, we train several ML
models in an unsupervised manner to detect various network attacks. For each selected
ML algorithm, we train two models; one that includes our encoding as part of the input
features and one that does not. The performance of these two models is then compared.
Specifically, we compare their performance using Balanced Accuracy and the F; score

2.6.1 Selection of ML Models
To evaluate the effectiveness of ENCODE on learning ML models for network anomaly
detection, we selected several ML methods for unsupervised network anomaly detection.

State Machine

A state machine, formerly known as a finite state automaton, is a mathematical model
used to represent the sequential behavior of a system. These models can be learned using a
passive-learning approach that leverages state-merging algorithms. Since state machines
inherently capture sequential behavior, they are well-suited to modelling NetFlow. Prior
works have demonstrated the effectiveness of using state machines for network anomaly
detection [16, 22, 29]. In the context of unsupervised network anomaly detection, we gen-
erate fixed-size behavioral sequences exclusively from benign flows to learn a state ma-
chine. The resulting model is used to detect any sequential behavior at test time deviating
from the learned behavior. To learn a state machine from NetFlows, we use Flexfringe [33],
a framework that supports various merging heuristics for the learning of state machines.

Isolation Forest

Isolation Forest (IF) is a well-known unsupervised anomaly detection method. The core
idea is anomalies are easier to isolate because these tend to be farther from other data
points within the feature space, resulting in shorter path lengths to the root of the tree.
Consequently, instances with shorter average path lengths to the root nodes of the trees
are considered more anomalous [19]. In contrast to state machines, IF does not model
sequential behavior and is specifically designed to detect point anomalies. For our evalu-
ation, we use the implementation of IF provided by the scikit-learn Python package [6].

Local Outlier Factor

Local Outlier Factor (LOF) is another well-known anomaly detection method. The core
idea behind LOF is that instances grouped within a dense neighbourhood are considered
to be benign, while those in sparsely populated neighborhoods are deemed. anomalous.
For our evaluation, we use the implementation of LOF provided by the scikit-learn Python

package [8].

Deep Neural Network
In recent years, deep neural networks have gained significant popularity for anomaly de-
tection. DeepLog is a well-known work that uses an LSTM to detect anomalies from logs
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collected from a system [14]. Much like state machines, LSTMs are used to model se-
quential behaviors that occur within a system. Furthermore, only benign data is used to
train the model, which is then employed to detect sequential behaviors deviating from
those observed during training. For our evaluation, we use the PyTorch implementation
of DeepLog provided by van Ede et al. [2].

2.6.2 Comparison Between Encoding Methods

To evaluate the effectiveness of ENCODE, we have selected two encoding methods to serve
as baselines: an existing percentile-based encoding and a naive frequency-based encoding.
The percentile-based encoding divides the range of a given input feature into b bins, and
the encoding of a feature v corresponds to the bin that it falls into. The frequency-based
encoding creates an encoding based on the frequency of the feature values. If a feature
value v occurs at least x times, then the raw value is used as its encoding. Otherwise, it
is grouped into a low-frequency bin along with other feature values that do not meet the
threshold of x. These low-frequency bins are further subdivided into multiple bins using
the percentile-based encoding method.

2.6.3 Dataset Selection

To assess the generalizability of ENCODE across different network architectures, we se-
lected three datasets to train models for anomaly detection. The first dataset, the Assure-
MOSS dataset, is a new dataset created for the AssureMOSS project [1]. It contains both
benign and malicious NetFlows collected from a Kubernetes cluster running multiple mi-
croservice applications [11]. The architecture of the cluster is shown in Figure 2.6. To gen-
erate benign flows for this dataset, 30 participants were recruited to use the microservice
applications deployed within the cluster [12]." Furthermore, three different attack sce-
narios were constructed (DoS attack, lateral movement, and malicious code deployment)
using a threat matrix proposed by Microsoft [23]. These attack scenarios were launched
against the cluster, while the participants were actively using the applications.

As the second dataset, we selected a well-known dataset widely used in previous stud-
ies: the CTU-13 dataset, created by Garcia et al. [15]. This dataset contains both benign
and malicious flows. Benign flows were generated by real users on a university network,
while the malicious flows were generated by various botnet malware. In total, the dataset
comprises thirteen captures collected from different botnet samples.

For the third and final dataset, we selected the UGR-16 dataset created by Macia-
Fernandez et al. [20]. We chose this dataset because it contains a substantial collection
of NetFlows data, totaling to 100 GB. The flows were collected over a period of 6 months
from a Spanish ISP. The benign flows originated from real users accessing the internet for
various purposes, while the malicious flows were produced by various types of network
attacks.

2.6.4 Feature Selection
We run ENCODE on the same feature set across all three datasets: the protocol used in
a flow, the total number of bytes sent in a flow, the total number of packets sent in a

'This study is presented in Chapter 3.
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Figure 2.6: Architecture of the Kubernetes Cluster used to generate the AssureMOSS dataset. Image is taken
from the work done by Cao et al. [12].

flow, and the duration of the flow. Using only these four features, ENCODE does not
rely on operating system- or network-specific features, making it applicable to various
types of networks. We exclude the source and destination ports as a feature for ENCODE
as these tend to be operating system or network-specific. Additionally, port information
can sometimes act as a spurious feature, i.e., a feature that correlates with the class label
without being truly indicative of the class.

As an example, we use the CTU-13 dataset to illustrate how the source port is a spu-
rious feature of the dataset. We believe that the source port in the CTU-13 dataset leaks
information about the flow’s label and should not be blindly used to train a model. Garcia
et al. generated the malicious flows using virtual machines running Windows XP. In this
operating system, the default ephemeral ports range from 1025 to 5000 [4].

By plotting the distribution of the protocols for both benign and malicious flows, we
observe a clear difference in the distributions of the source ports. Figure 2.7 presents
the source ports distribution for benign and malicious flows across all thirteen scenarios.
Within the malicious flows, we observe a substantial portion of the flows appear to use a
source port lower than 6000. The top three ports used in malicious flows are 2077, 1025,
and 2079. All three source port numbers fall within the range used by the virtual machines.
We believe that by training a model using the source port causes it to identify whether a
flow originates from a virtual machine rather than determining if it is malicious or benign.
Consequently, using the source port to train a model would falsely lead to a better model




30 2 ENCODE: Encoding NetFlows for Network Anomaly Detection

performance. Therefore, we opted not to run ENCODE on the source and destination ports

of the flows.
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(a) Source port distribution of benign flows
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Figure 2.7: Source port distribution in the CTU-13 dataset.

2.6.5 Encoding Train & Test Data

As we perform anomaly detection in an unsupervised manner, we use only benign flows
as training data for the ML models. The test data can contain both benign and malicious
flows. Below, we outline how we selected the training and test sets for each dataset.
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For the CTU-13 dataset, we used the split proposed by the original authors of the
dataset to create our training and test sets [15]. To construct the training set, we randomly
sampled benign flows across all training scenarios, resulting in approximately 720000 be-
nign flows. Similarly, we randomly sampled benign and malicious flows across the test
scenarios, resulting in a test set containing approximately 522000 flows.

As for the UGR-16 dataset,Macia-Fernandez et al [20]. have provided the split between
training and test data. We followed the same procedure as with CTU-13 to construct our
training set. Specifically, we randomly sampled benign flows from the listed calibration
data, resulting in approximately 600000 flows. As for our test set, we randomly sample
benign and malicious data from the listed test data, resulting in a test set containing ap-
proximately 664000 flows.

For the AssureMOSS dataset, Cao et al [11]. provided the split between training and
test data. The training data contains solely benign flows and has approximately 120000
flows. The test data contains both benign and malicious flows and has approximately
275000 flows. We directly use the training data as our training set and the test data as our
test set.

After creating the training and testing sets for each dataset, the training set, along
with the selected features, is provided as input to ENCODE to learn an encoding for the
corresponding dataset. The resulting encoding is then applied to the input features of the
corresponding dataset and the encoded features are added as new columns to the training
and testing sets.

2.6.6 Creating Sequences For Sequential Models

Since we are using two ML models that learn the sequential behavior from sequences, we
need to transform the NetFlow data into sequences (or traces). Each sequence consists of
a list of symbols, where each flow is transformed into a symbol. A symbol for an arbitrary
flow is constructed by concatenating the encoded values of the selected features into a sin-
gle string in the following format: PROTOCOL_BYTES_PACKETS_DURATION. Note
that the protocol feature is already a categorical feature and does not need to be encoded
using ENCODE. Instead, we apply an integer encoding that converts each protocol into a
numerical value. To generate traces, we use a sliding window of length 20 on the symbols
constructed from flows of the same connection (i.e. combination of source and destina-
tion host). Traces shorter than the sliding window size are discarded, as we deem these
insufficient to provide meaningful information for model learning.

2.7 Results

In this section, we empirically demonstrate the effectiveness of ENCODE. Each selected
dataset is encoded using each encoding method and following the aforementioned encod-
ing procedure. The encoded training flows for each dataset are subsequently used to train
the selected ML models for unsupervised anomaly detection. To evaluate the effective-
ness of ENCODE, we compare the performance of the ML models trained on the encoded
feature values provided by ENCODE with the performance of the ML models trained on
encoded feature values provided by the baseline encoding methods. Figures 2.8-2.16, and
Table 2.2 present the performance results of the ML models trained on feature values en-
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coded using the three encoding methods. The performance results represent the average
performance computed over ten independent runs for each ML model. The only exception
is the DeepLog model, for which we were unable to compute average results due to the
repeated out-of-memory issues.
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Figure 2.8: Performance results of State Machine (for each encoding method) in detecting anomalies on the
AssureMOSS dataset. The figure presents the model’ s average results over 10 runs.

Table 2.2: Partial performance results of DeepLog on AssureMOSS dataset. Performance results are computed
from a single run (due to repeated out-of-memory issues).

Encoding Balanced Accuracy F
ENCODE (5 clusters) 0.782 0.734
Percentile (5 bins) 0.482 0.332

Frequency (Threshold = 300) - -

2.7.1 Overall Results

When we inspect the performance results presented in Figures 2.8-2.16 and Table 2.2, we
observe that the models achieve considerably higher balanced accuracy and F; scores
when ENCODE was used to preprocess the NetFlow data. This empirically demonstrates
that the models can leverage the context defined by our encoding to learn a better contex-
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Figure 2.9: Performance results of IF (for each encoding method) in detecting anomalies on the AssureMOSS
dataset. The figure presents the model’s average results over 10 runs.

tual correlation between the feature values of the NetFlow data, thereby improving their
ability to detect anomalies within the data.

Although the percentile-based encoding is a standard used in prior works, it performs
in almost all cases worse than ENCODE. We believe this low performance is due to the fact
that flow similarity is computed based on the similarity between feature values and flows
with similar (feature) values do not necessarily mean that they are the same. Additionally,
the percentile-based encoding does not store any contextual information on how these
values co-occur.

While sequential ML models could theoretically learn such patterns, they still perform
considerably better using ENCODE to preprocess NetFlow data. Since ENCODE stores
contextual information within each encoded value, even non-sequential ML methods can
capture some sequential information using our encoding. This effect is evident for the IF
detector, which performs considerably better using our encoding than using the raw fea-
ture values. The low performance of the naive frequency-based encoding can be explained
by the fact that it only stores information about frequently occurring feature values (based
on a given threshold), while infrequent feature values are then binned together. Similar to
percentile-based encoding, this method does not capture the context of how feature values
co-occur, regardless of whether they are frequent or infrequent.

When comparing the different ML methods, we observe that LOF performs worse on
the CTU-13 and UGR-16 datasets when either ENCODE or percentile-based encoding is
used to preprocess the NetFlow data. In fact, LOF obtained better results when it was
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Figure 2.10: Performance results of LOF (for each encoding method) in detecting anomalies on the AssureMOSS
dataset. The figure presents the model’s average results over 10 runs.

trained using the raw feature values. LOF treats the encoded values as integers and com-
putes distances based on them. These distances are not very meaningful, which explains
the poor performance. LOF is also the only method for which it was better to the naive
frequency-based encoding to preprocess the NetFlow data (see Figure 2.13). The main
reason for this observation is that the raw values remain intact for high frequencies, mak-
ing the distances somewhat meaningful. Still, LOF performs considerably worse than the
other two methods that can leverage our encoding in a meaningful way.

The results obtained using DeepLog are promising but are based on a single run (of
one epoch) of the model on the AssureMOSS dataset. We only managed to get DeepLog
working on the AssureMOSS dataset for the case where we used 5 clusters in ENCODE
and 5 bins for the percentile-based encoding. We tested DeepLog both with and without
GPU. In cases with a large number of clusters or bins, our machine ran out of memory.
This issue is likely caused by the increase in the number of unique symbols introduced
when the size of the clusters or bins increases (more clusters or bins means that we have
more symbols). Although the results show that DeepLog achieves considerably better
performance using ENCODE to preprocess the NetFlow data, future work is needed to
determine the significance of this improvement.
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Figure 2.11: Performance results of State Machines (for each encoding method) in detecting anomalies on the
CTU-13 dataset. The figure presents the model” s average results over 10 runs.

2.7.2 The Effect of Cluster Number On Model Performance

A key parameter of ENCODE is the number of clusters used in KMeans clustering. The
larger this number, the more distinctions are made between flows, but at a cost of in-
creased complexity. Based on the performance results presented in Figures 2.8-2.16, we
observe that increasing the number of clusters can varying effects on the performance of
the ML models: (1) it can increase the model’s performance (see Figure 2.10, Figure 2.11
and Figure 2.14), (2) it can decrease the model’s performance (see Figure 2.9, Figure 2.12
and Figure2.15), or (3) have no considerable effect on the model’s performance (see 2.8.
The increase in performance appears to be more common with state machines, while the
decrease in performance is more frequent in IFs. This highlights the importance of tuning
this parameter within ENCODE to determine the optimal number of clusters for a given
model to achieve a performance boost.
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Figure 2.12: Performance results of IF (for each encoding method) in detecting anomalies on the CTU-13 dataset.
The figure presents the model’ s average results over 10 runs.
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Figure 2.13: Performance results of LOF (for each encoding method) in detecting anomalies on the CTU-13
dataset. The figure presents the model’ s average results over 10 runs.
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Figure 2.14: Performance results of State Machines (for each encoding method) in detecting anomalies on the
UGR-16 dataset. The figure presents the model” s average results over 10 runs.
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Figure 2.15: Performance results of IF(for each encoding method) in detecting anomalies on the UGR-16 dataset.
The figure presents the model” s average results over 10 runs.
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Figure 2.16: Performance results of LOF (for each encoding method) in detecting anomalies on the UGR-16
dataset. The figure presents the model’ s average results over 10 runs.
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2.8 Use-case and robustness

From our experimental results, we observe using 35 clusters provides the best performance
for state machines. As ENCODE was originally developed for state machine learning, we
now present a use case demonstrating how ENCODE can be used to derive deeper insights
into the model’ s predictions. To illustrate this, we display the output an analyst would
see when they are running an anomaly detection system that utilizes state machines. The
state machine produces (log)likelihood values, which the anomaly detection system can
use to determine the degree of abnormality for an arbitrary trace. In our experiments, we
use a fixed decision threshold, tuned on the training data, to count false/true positives and
negatives. However, in real-world applications, we believe it is more effective to visualize
the likelihood values over time rather than relying solely on threshold-based decisions.
Figure 2.17 presents example visualizations of likelihood values generated for the UGR-16
dataset.

The likelihood values of the traces are visualized over time, enabling an analyst to
quickly determine whether an alert corresponds to an attack or a false alarm. We often
observe a large cluster of low-likelihood values (represented by tall vertical lines) when
malicious traces occur. Additionally, we observe some anomalous traces in the train data
simply because these connections are infrequent. The likelihood values for the test data
tend to be lower (indicating a higher anomaly score) when new, infrequent flows occur.
The figure also demonstrates that, although the performance values in our experiments
are computed on a per-flow basis, it is more practical to visualize these values over time
to observe (considerable) changes in network behavior. One could even argue that the
method only triggers a limited number of false alarms, as indicated by the small number
of blue peaks in the test data. Furthermore, it is evident that a single attack can produce
multiple peaks (tall verticle lines) in the likelihood scores, even though just one peak would
be sufficient to trigger an investigation

2.8.1 Experimental Results

To test the robustness of ENCODE combined with state machines for anomaly detection,
we present the performance of the state machine model after introducing various levels of
perturbation to the number of bytes and packets in the test data (see Table 2.3). Three types
of perturbations were applied in our experiments: (1) adding a fixed value to both features,
(2) adding a random value between 0% and 50% of the original feature values, and (3)
adding a random value between 50% and 80% of the original feature values.Applying these
perturbations to the feature values causes them to be assigned to the cluster that groups
all infrequent values (with low co-occurrence). Since these perturbed feature values are
grouped together with other infrequent values, it becomes difficult to derive meaningful
distances and contextual relationships from these values. Interestingly, the performance
of the state machine model improves when perturbations are added to the features. This
suggests that our encoding, when combined with a state machine model, is robust against
attackers who attempt to randomly or structurally modify their network traffic to evade
detection.
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Table 2.3: Performance results of state machines on perturbed test data.

Amount of

Perturbation Balanced Accuracy F Precision  Recall
Fixed 10 0.915 0.860 0.754 1.0
Random between 0% and 50% 0.915 0.860 0.754 1.0
Random between 50% and 80% 0.915 0.860 0.754 1.0
No perturbations 0.850 0.797 0.754 0.844
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Figure 2.17: Likelihood values computed by the state machine model for the UGR-16 dataset. Blue vertical lines
represent benign traces, while red vertical lines represent malicious traces.
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2.9 Conclusion & Future Work

We present a new encoding algorithm, ENCODE, that preprocesses NetFlow datasets for
machine learning. ENCODE uses the frequency of feature values and the co-occurrence
frequencies between feature values to compute the context in which the feature values
appear. This context is then used to group feature values, creating an encoding for the
given input feature. The intuition is that feature values that occur in similar contexts and
with similar frequencies are indicative of similar software services and should, therefore,
receive the same encoding label.

We empirically demonstrate the effectiveness of ENCODE by applying it to NetFlow
data from three different datasets and training four different ML models to detect network
anomalies in an unsupervised manner. For each dataset, we evaluated the performance
results of the ML models and compared them to the performance achieved using two
baseline encoding methods. The empirical results show that the ML models performed
considerably better when trained on NetFlows preprocessed by ENCODE.

From our empirical results, the state machine model achieved the best performance in
detecting network anomalies. For this method, we present a use case that demonstrates
the type of information an analyst receives from the system and how it can be used to per-
form further analysis. Additionally, we show that this method is resilient to perturbations
introduced by attackers attempting to evade detection. In fact, such perturbations make
the data appear more anomalous, resulting in higher detection rates.

In this work, we have applied ENCODE to NetFlow data. In future work, we aim to
evaluate ENCODE on other types of data, such as software log data. We believe that our
encoding could also be beneficial for preprocessing software log data, and it would be
valuable to investigate its effectiveness on additional data types.

Furthermore, it would be interesting to evaluate ENCODE on a broader range of ML
models. For instance, although our primary focus is unsupervised learning, we believe
our encoding could also be useful in supervised learning tasks.

Finally, we are developing a streaming version of ENCODE that can be deployed in
real-time with NetFlow collectors.
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Monitoring MSAs Deployed on
Kubernetes For Anomalies

These days more companies are shifting towards using cloud environments to provide their
services to their client. While it is easy to set up a cloud environment, it is equally important to
monitor the system’s runtime behavior and identify anomalous behaviors that occur during
its operation. In recent years, the utilization of RNN and DNN to detect anomalies that might
occur during runtime has been a trending approach. However, it is unclear how to explain the
decisions made by these networks and how these networks should be interpreted to understand
the runtime behavior that they model. On the contrary, state machine models provide an
easier manner to interpret and understand the behavior that they model. In this work, we
propose an approach that learns state machine models to model the runtime behavior of a
cloud environment that runs multiple microservice applications. To the best of our knowledge,
this is the first work that tries to apply state machine models to microservice architectures.
The state machine model is used to detect the different types of attacks that we launch on the
cloud environment. From our experiment results, our approach can detect the attacks very
well, achieving a balanced accuracy of 99.2% and a F; score of 0.982.

The content of this chapter is based on the publication “Clinton Cao, Agathe Blaise, Sicco Verwer, and Filippo
Rebecchi. 2022. Learning State Machines to Monitor and Detect Anomalies on a Kubernetes Cluster. In Proceedings
of the 17th International Conference on Availability, Reliability and Security (ARES °22). Association for Computing
Machinery, New York, NY, USA, Article 117, 1-9. https://doi.org/10.1145/3538969.3543810”. This work is also part of
two public reports from the AssureMOSS project (D4.1 and D4.3), which are available at [1] and [2], respectively.




48 3 Monitoring MSAs Deployed on Kubernetes For Anomalies

3.1 Introduction

These days, more devices are being connected to the Internet. The Internet enables users to
access data and services with high availability. There are a plethora of cloud services that
allow users to store their data online on a cloud server. Dropbox* and Google Drive? are
two well-known examples of such cloud services. More companies are shifting towards
the usage of a cloud environment to provide their services to their customers. Setting up
such an environment these days is also not difficult as there exist tools that can be used to
quickly set up a cloud environment. A set of detailed instructions is provided by the tools
to guide developers during the setup. Kubernetes (k8s)® is an example of such a tool that
provides instruction on how to set up a cluster and use it to deploy different services.

Though the tools make it easier for a company to deploy a cloud environment and use it
to provide their services to their customer, it is equally important to keep this environment
secure from any malicious actor that might want to gather private (confidential) data from
the customers or take down the whole environment. In this respect, microservice-based
applications must be monitored at runtime to identify anomalous behaviors that occur
during their operations. This requires having a constantly updated view of the actions and
events happening and then comparing them to an expected model of operation. Software
logs and network traffic information such as NetFlow can be collected and monitored by
the services running within the environment. The challenge here is to show how to deal
with the large volume of software log or NetFlow data that are generated by the services.

In recent years, the utilization of Recurrent Neural Networks (RNNs) or Deep Neural
Networks (DNNs) to detect anomalies that occur during the runtime of a software system
has been a trending approach investigated by many researchers [9, 16, 21, 26]. A neural
network can be trained with the software log data or NetFlow data produced by the ap-
plications to model the behavior of the applications. While it has been shown that using
this approach can detect anomalies with high accuracy, it is not clear how to explain the
classification decisions made by the neural network. Furthermore, it is also not clear how
the neural network should be interpreted (and visualized) to understand the behaviors
that are modelled. Not being able to understand or explain the decisions that are made
by a model could lead a company to not adopt these models in practice as there might be
legal/regulatory compliance requirements that they need to follow.

On the contrary, is it easier to understand the behavior that is modeled using a state
machine similar to what is done for the design and analysis of software [13]. A state
machine is a mathematical model used to model sequential behavior and can be learned
automatically from the traces produced by any software system. Based on a given input
sequence, one can understand in which state a complex system will end up. Hence, state
machines provide insights into the inner working of a software system and the models
can be used to verify whether the software system is behaving as it should be [7, 13].
Extending such a state machine approach to microservice architectures is currently an
open challenge.

When it comes to the learning of state machines, there are two approaches: the active-
learning approach and the passive-learning approach. In the former, the learning algo-

‘https://www.dropbox.com/?landing=dbv2
*https://www.google.com/drive/
*https://kubernetes.io/
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rithm continuously queries the system to generate training data for the learning process.
LearnLib [10] is a well-known framework that utilizes active learning to learn state ma-
chines. In the latter, the algorithm does not query the system to generate training data,
but it simply observes the data that is produced by the system. The observations are then
used for the learning of a state machine.

To detect the unusual behavior using state machines, a probabilistic state machine can
be employed. The probabilistic state machine can compute the probabilities for the traces
that were produced by the system. Traces with low probabilities are considered to be
unusual and an alarm should be raised. One effective method for learning probabilistic
state machines in the passive-learning approach is the state-merging heuristic method.

In this work, we provide a novel anomaly detection approach that uses a passive-
learning approach to learn probabilistic state machines from the NetFlow data gathered
from a k8s cluster. The state machines are used to model the normal network behavior
of the services running with the cluster. Large deviations that are detected within the
models are considered to be suspicious and an alarm should be raised. We show that we
can use state machines to model the runtime behavior of a k8s cluster and detect attacks
that were launched against the cluster.

The remainder of this chapter is structured as follows. Section 3.2 addresses related
work and positions our work. Section 3.3 introduces different approaches to model attacks
in k8s. Section 3.4 details the approach using the learning of probabilistic state machine
models to detect anomalies in the cluster. Section 3.5 provides details on the microservice
orchestration testbed that we designed, the multi-step attack scenarios deployed, and the
creation of a labelled dataset. Section 3.6 presents the evaluation of the methodology,
including the detection results that we obtained. Finally, Section 3.7 draws our conclusions
and points out future work.

3.2 Related Work

In this section, we focus our attention on the relevant literature in the field of k8s security
management and the general approaches, including state-merging algorithms.

3.2.1 Kubernetes Security Management

While simple applications may be composed of only a few tens of components, the largest
ones, such as those operated by Netflix and Uber, can run hundreds or thousands of con-
tainers. Their composition leads to complex interaction patterns that can be a source of
security issues. This complexity is well understood by professionals, who require a thor-
ough security assessment of both k8s clusters and microservice behaviors.

By limiting the scope of our analysis to k8s, different approaches exist to monitor the
run phase of a microservice lifecycle, with the objective to detect anomalous behaviors at
runtime. Application security in runtime is very different from the build and deployment
stages. Dynamic analysis is in charge of assessing the security level in a k8s cluster run-
ning in production. Compared to the analysis of monolithic applications, a microservice
analysis must monitor a large number of services, each one of them running on different
clusters possibly hosted on heterogeneous application platforms. Tools in this category
also allow the user to define security policies, and prevent specific vulnerabilities to be
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Tool Company | Open- | Type Use
source eBPF
Falco [25] Sysdig Yes Signatures | Yes
Container  Secu- | Aqua No Signatures | No
rity Platform [4] and ML
kAudit kArt 3] Rapid7 No Signatures | No
(Alcide) and ML
Cilium [11] Isovalent | Yes L7 policy | Yes
enforce-
ment
Calico cloud [27] | Tigera Yes Signatures | Yes
and ML
Qualys Cloud | Qualys No Signatures | No
Platform [23] and ML

Table 3.1: Classification of state-of-the art tools for dynamic analysis. eBPF (extended Berkeley Packet Filter)
is a technology for running sandboxed programs directly on the Linux kernel, without modifying the kernel’s
source code or loading module(s) from the kernel.

exploited, providing networking segmentation and access control. Some techniques only
rely on a set of signatures, while hybrid techniques use both signatures and Machine Learn-
ing (ML) applied to logs, traffic, or both.

As a summary, Table 3.1 lists the main tools for performing dynamic analysis in a
k8s cluster. Falco [25] detects unexpected application behavior and alerts on threats at
runtime as defined by a customizable set of rules. Aqua Container Security Platform [4]
monitors orchestration at runtime and includes a configurable firewall. kAudit [3] and
kArt perform log analysis to spot unusual or suspicious network behavior. A firewall is
embedded to allow the collection of traffic for policy compliance and anomalous behaviors
detection based on ML. Cilium [11] observes network security, to enforce network policies,
networking segmentation, load balancing or security policies at the kernel level. Calico
cloud [27] provides intrusion and malware detection. Qualys Cloud Platform [23] provides
visibility over running services through the collection of communication data. It detects
anomalous container behaviors, file access, or process activity.

Such tools have a number of shortcomings that reduce their effectiveness. First, the
effectiveness of signature-based tools depends on the completeness of their definition and
they may not detect zero-day attacks whose signature is not already known. Also, the com-
mercial tools using ML are not open-source and the methods they use are quite opaque.

3.2.2 General Approaches

Several approaches exist in the literature to detect malicious behaviors in microservice
architectures, including signature-based approaches, ML approaches, and state-merging
algorithms.

Signature-based Approaches
Dynamic analysis in the microservice architecture can be performed by monitoring sys-
tems, similar to Intrusion Detection Systems (IDS) that monitor all traffic exchanged by
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microservices for signs of malicious activity or security policy violations. The signature-
based analysis is performed for identifying known threats, employing a set of signatures
for known threats, and their connected Indicators of Compromise (IOC). However, these
tools are not specific to the microservice world, and usually, they do not consider the
specifics of a k8s deployment, e.g., network policies, and pod security policies, which can
be beneficial to provide a context to the analysis.

ML Approaches

On the other hand, ML-based approaches provide anomaly detection either via neural
network or state machines approaches that can be effectively applied to learn base charac-
teristics and identify risky deviations in behavior. In recent years, the utilization of neural
networks has been used to detect anomalies occurring during runtime. However, it is not
clear how to explain the classification decisions made by the neural network.

State-merging Algorithms

State-merging algorithms first construct a Prefix Tree Acceptor (PTA) and then iteratively
go over the states of the PTA to check which states can be merged to form a smaller
state machine model. Different heuristics can be used to compute the similarities between
states and to decide which similar states should be merged. There exist several tools that
use state-merging algorithms to learn state machine models.

CSight is a tool that uses state-merging algorithms to a learn state machine model
from partial log data gathered from concurrent systems. The state machine model is used
to model the behavior of a distributed system [5].

Flexfringe is another tool that uses state-merging algorithms to learn state machine
models from input data. It provides a list of heuristics that can be used to decide which
states should be merged. The tool allows the user to use their own heuristic so that they can
compare the performance of their own heuristic to the one that is already provided [28].

MINT uses state-merging algorithms to learn extended state machine models from
input data. The difference between an extended state machine model and the definition
that we provided in this chapter is that a transition would only occur on an extended state
machine model if several conditions are satisfied instead of one single condition. MINT
also uses Genetic Programming to reduce the number of transition computations between
the states during the learning process [31].

Several works proposed different state-merging algorithms; Recently, Mediouni et al.
provided an improvement on the RTI algorithm that was proposed in [29] and with this
improvement, the algorithm can learn more accurate models [15]. Pastore et al. proposed
the TKT algorithm that computes k number of transitions for each state s from the initial
state machine model. The k transitions are considered a future transition for a state s
and if two states have the same k transitions, these states are then merged together [22].
Vodencarevic¢ et al. proposed an algorithm that learns a hybrid state machine model by
taking different aspects of a system into account during the learning process [30].

3.2.3 Our Contribution
With respect to related works, our methodology can be assimilated to using state-merging
algorithms to learn behavioral models from log data gathered from the runtime of mi-
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croservice applications. Our models can be used to gather insights, context and explana-
tions on why a particular behavior has occurred during the runtime of a system. This
can be crucial for a system administrator that needs to understand whether their system
is being attacked or that there is a bug in their system. Additionally, we show that we
can learn a state machine model that models the runtime behavior of a system with a mi-
croservice architecture. Furthermore, our approach uses open-source tools, which gives
transparency to its inner working. The overall objective is to be able to reconstruct a base-
line interaction model at runtime for the microservice applications, and then interpret
deviations from the model as anomalies and potential attacks. Finally, we provide a new
labelled dataset, containing both malicious and normal network data, that can be used by
researchers to evaluate their methods on data that is collected from a k8s setup.

3.3 Threat Modelling in Kubernetes

Microservice architectures including k8s are composed of hundreds of containers with
complex interaction patterns that can be a source of security issues. Different models
have been designed to provide a taxonomy of the threats that may target such platforms.

3.3.1 Microservices Architectures

In a microservices architecture, the starting point of an attack may be achieved by ex-
ploiting a misconfiguration or a vulnerability on the orchestration platform (e.g., k8s), or
compromising a vulnerability within an application (e.g., in a container). In k8s, platform-
related vulnerabilities include a vulnerable cluster configuration, a kubelet’s unauthenti-
cated, an attacker joining as a fake worker node, Role-based Access Control (RBAC) is-
sues, vulnerable network endpoints, or vulnerable service tokens. The attacker got access
to the network and can then move within the cluster. Application-related vulnerabilities
include misconfigured Docker, malicious Docker images, and vulnerable software appli-
cations within a pod. An application that has been compromised then leads to a foothold
into the container.

With the functioning of traditional networks in mind, intuitively, such attacks are sup-
posed to remain confined to the initially compromised pod as network-security measures
are in place. Yet, exploiting the connectivity of k8s components and the software isolation
of resources, the cluster may still be compromised.

3.3.2 Kubernetes Threat Matrices

These sophisticated attacks usually consist of several steps that may require the detec-
tion of different indicators (e.g., malicious network traffic, CPU overload, mounting sen-
sitive directories) to identify specific attack patterns. As of today, the correlation of data
from different sources remains complex. The MITRE ATT&CK (Adversarial Tactics, Tech-
niques, and Common Knowledge) framework is an up-to-date database of attack tech-
niques grouped by objectives known as tactics. The ATT&CK framework, originally generic,
has been specialized for k8s, highlighting multi-stage cyber-attack patterns and techniques
that attackers can use to infiltrate and perform damage on k8s clusters [17]. The threat
matrix is made up of ten distinct families of tactics that an attacker can combine to recon-
struct and exploit possible attack paths, e.g., lateral movement and privilege escalation.
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Up to our knowledge, the k8s threat matrix has been very rarely used in the literature
as a means to efficiently design systems considering real-world attack scenarios. Authors
in [18] and [14] introduce several attack scenarios derived from the attack life-cycle intro-
duced in the k8s threat matrix.

The Financial Services User Group (FSUG) from the Cloud Native Computing Founda-
tion(CNCF) proposed a threat modelling in a k8s cluster with attack trees [8]. From their
analysis, different end goals from an attacker have been identified:

« Establishing foothold and persistence in the cluster. The goal is to maintain persistence
in a k8s system, by compromising the platform and ensuring an ability to persist
without detection. Different levels of resilience exist, ranging from none, resilience
to container restart, pod deletion, node restart, and entire cluster recycling;

« Causing a denial of service towards the cluster. The attacker aims to exhaust comput-
ing resources in the cluster, disrupt networking, or blackhole application traffic;

« Running a malicious code in workload. The attacker aims to inject malicious code
into a container, deploy poisoned container images, or write new workloads into
the etcd server;

+ Reading sensitive data. The goal is to read or delete sensitive data, e.g., dumping the
host memory, reading in the pod cache, or reading from the file system on the k8s
host.

3.4 Methodology

The novel state anomaly detection approach presented in this work learns a state machine
model from the NetFlow data collected from the k8s cluster. As it is an open challenge for
using this approach on microservice architectures, we formulate the following research
questions:

« RQ1: How can state machine models be used for anomaly detection on a k8s cluster?

« RQ2: How effective are the state machine models for detecting anomalies on a k8s
cluster?

We first answer RQ1 in the following subsections.

3.4.1 State-Machine Learning

For this work, we use Flexfringe to learn Probabilistic Deterministic Finite Automata
(PDFA) from the NetFlow data gathered from a k8s cluster as this framework provides
us with the ability to use different state-merging heuristics for the learning of PDFAs. The
goal is to use Flexfringe to learn a PDFA that models the normal behavior of the k8s cluster.
Any large deviation in the behavior is considered as an anomaly and an alarm is raised.

Probabilistic State Machines
State machines or automata are mathematical models that are used to model sequential
behavior and they can be either deterministic or non-deterministic. In the former one,
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the automaton can only switch to the next state if a symbol a; has been read from the
input; thus an automaton cannot change state if no symbol has been read from the input.
Furthermore given the current state g; of the automaton and the next input symbol a;, 1,
there is a unique next state g;, ; that the automaton will switch to. On the contrary, a
non-deterministic automaton can switch to another state if no symbol has been read from
the input and the automaton can switch to multiple different states when the next input
symbol has been read. Determinism can be important when we are modelling sequential
behavior as deterministic models are easier to interpret and it is much more efficient to
compute the transitions and probabilities on these models.

In this work, we use a specific variant of a state machine, namely the probabilistic state
machine which is also known as a PDFA. A PDFA is a tuple o/ = {3, Q, qq, J, S, F}, where:

« X is a finite alphabet

« Qs a finite set of states

* qo € Qs a unique start state

e §: Qx2 — Qui{o}is the transition function

« S : Qx3—[0,1] is the symbol probability function

« F: Q —[0,1] is the final probability function, such that F(q) + Y. .5 S(g,a) = 1 for
allgeQ

Given a sequence of symbols s = ay,..., a,, a PDFA can be used to compute the probabil-
ity for the given sequence: /(s) = S(qo, a1)-S(q1,a2) ... S(qn_1, an)F(qy), where §(g;, a;1) =
gi+1 for all 0 < i < n—1. As an example, take the PDFA that is shown in Figure 3.1. The
probability for the sequence &/(aaab) = 0.75-0.80-0.80-0.20 = 0.096. A PDFA is called
probabilistic because it assigns probabilities based on the symbols S and final F probabil-
ity functions. It is called deterministic because the transition function § (and hence its
structure) is deterministic. The transition function is extended with a null symbol, repre-
senting that the transition does not exist, thus a PDFA model can be incomplete. A PDFA
computes a probability distribution over ', i.e., 3 5. #(s) = 1. A PDFA can also be de-
fined without final probability function F, in that case it computes probability functions
over 3" ie., ), csn9(s)=1forall 1< n.

Learning State Machine Models with State-merging Algorithms

One effective method for learning probabilistic state machines in the passive-learning ap-
proach is the utili‘ation of the state merging heuristic method [12]. This method essentially
starts with a state machine that has a shape of a tree, also called a PTA. The algorithm then
iteratively goes over the states of the PTA and does several comparisons between the states.
A score is given for each comparison and this score is used to merge similar states, form-
ing a smaller state machine. This process repeats until the algorithm cannot find similar
states that can be merged. Figure 3.2 shows an example of a merge that could occur in a
PTA.
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Figure 3.1: An example of a probabilistic state machine. Notice that each transition has a probability for it to
occur and the sum of all probabilities of all outgoing transitions for a given state g; is equal to one.
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Figure 3.2: An example of merge performed a PTA.

3.4.2 Feature Selection & NetFlow data Encoding (Step 1)

For the learning of a PDFA, we have selected three features that we used to create the
traces, namely: the protocol that was used in the flow, the total number of bytes sent
within the flow, and the duration of the flow. We have selected these three features as
we consider these three features to best describe the communication behavior between
the microservice applications and our approach does not use any service-dependent in-
formation (e.g. source/destination ports used by a service) to learn a model, making our
approach more generic. Furthermore, our approach is less privacy intrusive as we try to
use as few as possible features for the learning of our models.

As we are using Flexfringe as our framework for learning of PDFA, we need to trans-
form the raw NetFlow data into the corresponding input format of Flexfringe i.e. traces.
Each flow also needs to be transformed into a single symbol. To create traces from the
NetFlow data, a fixed-length sliding window can be used to create multiple traces. To
transform a flow into a single symbol, it is possible to concatenate the raw values of
three selected features together to form a single symbol that has the following form:
PROTOCOL_BYTES_DURATION. However, using the raw values would lead to a very
large PTA as the alphabet would be very large and this also increases the learning time. To
reduce the learning time, we use three encoding methods: percentile encoding, frequency
encoding and contextual frequency encoding (ENCODE). The encoding methods work as
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follows:

Percentile Encoding

For the percentile encoding, we take each non-categorical feature (number of bytes sent
within a flow and the duration of a flow) and divide its space into bins. The encoding for
a given non-categorical feature of a given flow would be the bin number that the feature
value falls into.

Frequency Encoding

For the frequency encoding, we use a threshold to decide whether a feature value occurs
very frequently or not. If it is above the threshold, it is considered a frequently occurring
value and we give the value a unique encoding label. If it is below the threshold, it would
then be put together with other infrequent feature values and then the space is then further
divided using percentiles. The drawback of using percentiles is that frequency information
of the feature values is lost when the space is divided into bins. Infrequent values could
be put together with frequent values and this causes the model to treat these values the
same and it could cause the model to treat these infrequent values as frequently occurring
values. This could lead the model to make a wrong prediction. Thus we have decided to
use this encoding that takes frequency information into account when we are encoding
the feature values.

Contextual Frequency Encoding (ENCODE)

The drawback of the frequency encoding is that it would create a very large alphabet as
there could be many feature values that have a frequency that exceeds the threshold that
we set. Consequently, this would create a very large PTA and thus also increases the
learning time. To resolve this issue, we use a new encoding (introduced as ENCODE in
Chapter 2) that computes counts of the next and previous feature values for each non-
categorical feature. The counts are then used to create a matrix and the rows are then
clustered using KMeans. The clustering labels are then the encoding for the given feature.
The intuition of this method is that we can use the past and future information of a flow
to compute the contextual information for which a feature value occurs. Similar feature
values would occur in a similar context and would therefore be clustered together, and
thus also have the same encoding. With this method, we use the frequency information
of the feature values and we have control over the size of the alphabet.

3.4.3 Anomaly Detection using PDFA (Step 2)

Once a PDFA is learned from the NetFlow data, we can use it to compute likelihood prob-
abilities for new traces that have been gathered during the runtime of the k8s cluster.
Whenever a trace has a very low likelihood probability, it means that the behavior of the
model deviates a lot from what is seen during training and an alarm would be raised. This
trace will be then considered an anomaly.

3.5 Cluster Environment Setup
The state-of-the-art lacks representative datasets and relevant runtime examples, mostly
due to the privacy and operational specificity of deployed systems in operation. Therefore,
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we designed an open-source microservice orchestration testbed to collect real-world traffic
and evaluate our methodology. Multi-step attack scenarios were then deployed, exploiting
vulnerabilities of the platform or the applications. We generated a labelled dataset with
mixed background traffic generated by benign users and malicious traffic collected from
the generation of the attack scenarios.

3.5.1 Kubernetes Cluster Setup

We deploy a k8s testbed that acts as a playground on which experiments can be performed,
which is easy to replicate on different platforms and adapt to different hardware require-
ments. The practical testbed is built on Vagrant and Ansible for reproducibility reasons,
where the above scenarios can be replicated through containers and Virtual Machines
(VMs). VMs are created and deployed created from a host machine in a private network,
not accessible from the internet. VMs can, however, reach the Internet via a Network
Address Translation (NAT).

The testbed is a single-cluster setup, composed of one coordinator and at least one
worker node (three in our setting), with resource isolation performed by k8s namespaces.
The applications aimed at the users are deployed on two “development” and “production”
namespaces: they contain the same set of applications but with different levels of security,
typically more restricted for the production namespace. Figure 3.3 provides an overview
of the multi-cluster setup and its main components.

The kube-system namespace hosts core k8s services, such as the DNS and the Applica-
tion Programming Interface (API) server. The default namespaces host the objects created
without specifying the namespace. By default, resources hosted in these two namespaces
are accessible from any other namespace. Four additional k8s namespaces were deployed
in the cluster:

« Storage: providing distributed storage through Longhorn and persistent storage
through the NFS server;

« Development: three applications — a Joomla blog (with MySQL database), an OpenSSH
server, and a guestbook (with a Redis leader, Redis follower, and front end);

« Production: containing the same applications as the development namespace;

« Monitoring: Elastic stack composed of Elasticsearch, Kibana and Beats agents (Pack-
etbeat, Metricbeat, Auditbeat, and Filebeat).

3.5.2 Description of the Attack Scenarios

We propose a scenario-based view that illustrates different goals that an attacker could
achieve in a k8s cluster. Each attack scenario is fragmented into several steps to follow
the k8s threat matrix pattern. Figure 3.3 introduces three sample attack scenarios related
to each category in the k8s threat matrix.

Scenario 1: Establishing foothold and persistence. This scenario illustrates how
an attacker can establish sophisticated pod persistence by exploiting a Remote Code Exe-
cution (RCE) vulnerability in a web application and getting a reverse shell. The guestbook
application, composed of the front end and the Redis leader and followers, is exploited.
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Figure 3.3: Application deployment on top of the Kubernetes testbed.

1. Initial access: discovering the pages of the web application and potential vulnerabil-
ities (dirb);

2. Execution: exploiting an RCE to open a reverse shell on the guestbook frontend;

3. Discovery: fingerprinting the type of system and environment, discovering secrets
mounted in the container, and getting the list of actions and permissions of the
attacker based on its service account, e.g., get/list/exec pods located under the same
namespace of the currently compromised pod.

4. Lateral Movement: the attacker uses this information to move to another pod that
has root privileges.

5. Privilege Escalation: deploying a pod to own the node, e.g., enabling the “hostPID”
parameter to remove the isolation and the “nsenter” command to give low-level
access to handle the Linux kernel namespace subsystem. The attacker then breaks
out of the container and gains root in the host.

6. Persistence: two variants corresponding to different persistent levels are deployed.
First, a daemon set resilient to container restart but not to deployment deletion is
created; then a Docker container is deployed outside the cluster, thus resilient to the
entire cluster recycling.
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Figure 3.3: Threat matrix for k8s including the three multi-step attack scenarios.

Scenario 2: Denial of Service (DoS) towards the cluster. This scenario illustrates
a CPU DoS via the use of a vulnerable OpenSSH server. The front end of the guestbook
has been built from a Docker image based on Ubuntu 16.04. This Ubuntu version includes
OpenSSH v7.2, affected by CVE-2016-6515 [20] that causes the CPU to overload as it does
not limit password lengths for password authentication.

1. Initial access: attacker able to communicate remotely with the pod hosting the vul-
nerable OpenSSH server.

2. Execution: the remote attacker simultaneously sends 1000 requests with very long
passwords to the front end pod, to cause a CPU overload.

3. Impact: the CPU is overloading as it receives many simultaneous requests. With
the k8s Metrics Server [24], we identify that the CPU overload comes from the front
end pod running the OpenSSH server. The memory of this pod goes from 10 to 150
MiBytes and from 5 to 550m CPU cores, only 5 seconds after launching the attack.

Scenario 3: Malicious code in workload. This scenario illustrates how an attacker
can open a container shell through an RCE vulnerability in a Joomla application. The
attacker then deploys malicious code in workload, e.g., a bitcoin miner in the cluster.

1. Initial access: exploiting the CVE-2015-8562 vulnerability [19] on Joomla, which al-
lows remote attackers to conduct PHP object injection attacks and execute arbitrary
PHP code via the HTTP User-Agent header;

2. Execution: RCE attack deployed by unauthenticated remote attackers to gain instant
access to the target server on which the vulnerable Joomla core version is installed.

3. Discovery: fingerprinting the type of system and environment and listing the run-
ning pods in the cluster.
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Figure 3.4: Likelihood probability plots of the traces created using the contextual frequency encoding (ENCODE).
The higher the peak, the lower the likelihood probability of a given trace. Subfigures a and b present the prob-
abilities of the train and test traces sorted by the connections, ¢ and d present the probabilities of the train and
test traces sorted by destination hosts.

4. Lateral Movement: accessing a privileged pod.

5. Execution: the attacker can deploy a bitcoin miner in the cluster once it gained access
to a root pod.

3.5.3 Data Collection

To compensate for the lack of representative datasets, we generated our own labeled
dataset collected on the microservice orchestration testbed. The objective is to collect
both background traffic, produced by benign users with realistic behaviors, and malicious
traffic simultaneously. A data collection session has been organized for two hours: during
the first hour, thirty benign users were using the applications on the k8s testbed, gener-
ating background traffic, and during the second hour, the attack scenarios were deployed
on the cluster while benign users were still using the applications. Then, the training set
is composed of traces collected during the first hour, and the test set is composed of traces
collected afterward. Traces were manually labeled depending on the IP addresses of users
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Figure 3.4: Likelihood probability plots of the traces created using the contextual frequency encoding (ENCODE).
The higher the peak, the lower the likelihood probability of a given trace. Subfigures e and f present the prob-
abilities of the train and test traces sorted by source hosts, and the remaining two subfigures (g and h) present
the probabilities of the train and test traces sorted by timestamp.

and the timestamps of attacks. The dataset is publically available at [6].
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3.6 Experiment Results

In this section, we present the performance results of our novel anomaly detection method
that uses a state machine model. The performance results that are presented in this section
form the answer to RQ2.

3.6.1 Performance Results

The state machine model was trained on the NetFlow data that were gathered before the
attacks were launched against the k8s cluster. When creating the traces, we sorted the
NetFlow data in four different manners: connection, source host, destination host, and
timestamp of the flows. The intuition for sorting the NetFlow data in different manners is
that some behavior might only be seen when a particular sorting level is used. We have
computed the performance results of our approach using each of the different encodings
that we have mentioned in Section 3.4. For comparison, we have trained an isolation forest
with 100 estimators on the same training data that was used to learn our state machine
model. We have used the isolation forest that is provided by the scikit-learn machine-
learning package*.

Table 3.2 presents the performance results of our approach using the percentile encod-
ing, frequency encoding, and contextual frequency encoding (ENCODE), and the perfor-
mance results of the isolation forest that we have trained. Based on the results that are
shown in the table, our approach performs much better than an isolation forest, achieving
a balanced accuracy of 99.2% and a F; score of 0.982.

3.6.2 Likelihood Probability Plots

In our approach, we use the state machine model to compute likelihood probabilities for
the network traces and use the probabilities to assess whether there is a large deviation
in the behavior that was learned during training. Figure 3.4 presents the plots of the
likelihood probabilities of train and test traces for each sorting level. We only present
the plots that were generated using the state machine model learned with the contextual
frequency encoding (ENCODE) as this encoding method gave the best results. For the
sake of simplicity, we have colored all malicious traces in red and all benign traces in blue.
From the probabilities plots, we can see that the is a large deviation in the network traces
whenever an attack has been launched against the k8s cluster. We also see that the normal
network traces produce similar probabilities as what was seen during training. From these
plots, we can see why our model can detect attacks very well; visually, it is very obvious
that some strange behavior is occurring in the network of the cluster.

*https://scikit-learn.org/stable/modules/generated/sklearn.ensemble.IsolationForest.html
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Table 3.2: Performance results of our approach

. Sortin, Balanced F,
Method Encoding Levelg Accuracy Scolre
Connection 0.888 0.714
Percentile Source Host 0.883 0.702
Destination Host 0.884 0.704
Timestamp 0.885 0.715
Connection 0.828 0.689
Our Frequency Source Host 0.817 0.675
Approach Destination Host 0.815 0.673
Timestamp 0.796 0.655
Connection 0.991 0.975
Contextual Source Host 0.988 0.967
Frequency (ENCODE) Destination Host 0.989 0.972
Timestamp 0.992 0.982
Connection 0.374 0.0006
Isolation N/A Source Host 0.375 0.0006
Forest Destination Host 0.373 0.0006
Timestamp 0.373 0.0006

3.7 Conclusion & Future Work

In this work, we presented a novel anomaly detection method that uses a state machine
model to detect anomalies within a k8s cluster. To the best of our knowledge, this work is
the first that tries to apply state machine models to microservice architectures. The state
machine model was learned from NetFlow data gathered from the k8s cluster when it was
used normally. We have set up an experiment in which we launched three different attack
scenarios on the cluster. Using our state machine approach, we managed to detect all three
attack scenarios, achieving a balanced accuracy of 99.2% and a F; score of 0.982.

For our future research directions, we would like to use other types of log data gathered
from the cluster to learn our models as currently we only use the NetFlow data. Different
types of log data contain different types of information that are useful for learning a more
accurate model. We can assess whether using another type of log data or a combination
of different log data can help us learn a more accurate model.

Furthermore, we want to evaluate whether our approach is generalizable and applica-
ble to other types of systems by using additional datasets. In this work, we only used data
collected from a Kubernetes (k8s) cluster to run our experiments. This future research
direction also allows us to compare our approach to other existing approaches.
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SEQUENT: State Frequency
Estimation For Network Anomaly
Detection

Many works have studied the efficacy of state machines for detecting anomalies within Net-
Flows. These works typically learn a model from unlabeled data and compute anomaly scores
for arbitrary traces based on their likelihood of occurrence or how well they fit within the
model. However, these methods do not dynamically adapt their scores based on the traces
seen at test time. This becomes a problem when an adversary produces seemingly common
traces in their attack, causing the model to miss the detection by assigning low anomaly
scores. We propose SEQUENT, a new unsupervised approach that uses the state visit fre-
quency of a state machine to adapt its scoring dynamically for anomaly detection. SEQUENT
subsequently uses the scores to generate root causes for anomalies. These allow the grouping
of alarms and simplify the analysis of anomalies. We evaluate SEQUENT’s effectiveness in
detecting network anomalies on three publicly available NetFlow datasets and compare its
performance against various existing unsupervised anomaly detection methods. Our evalua-
tion shows promising results for using the state visit frequency of a state machine to detect
network anomalies.

The content of this chapter is based on the pre-print “Clinton Cao, Agathe Blaise, Annibale Panichella, and Sicco
Verwer. 2024. State Frequency Estimation for Anomaly Detection. arXiv preprint arXiv:2412.03442.”. 'This work is
currently under submission at the time of writing of this thesis. This work is part of a deliverable report from
the AssureMOSS project, which is available at [1].




68 4 SEQUENT: State Frequency Estimation For Network Anomaly Detection

4.1 Introduction

NetFlow encapsulates summarized network statistics of a connection between two arbi-
trary hosts and can be used for traffic analysis. It is a popular alternative to storing in-
dividual packets collected from a network due to its benefits: easier to collect, simpler to
process, and less intrusive to the privacy of the network users as there is no possibility to
inspect every packet. Despite these benefits, detecting network anomalies (e.g., network
attacks) within NetFlows (or simply flows) remains a challenge, as essential information
might be lost within the summarized statistics. Various works have studied the use of
supervised and unsupervised machine learning (ML) models to detect network anomalies
within NetFlow data [8, 13, 16, 27, 32, 36, 37].

While there has been success in applying ML models to detect anomalies in NetFlow
data, a challenge faced by many security analysts is the interpretability of the predictions
made by the ML model [26]. Understanding these predictions enables analysts to deter-
mine whether the model has made the correct decision and to gain confidence in the ML
model deployed in the ADS.

To address this challenge, several studies have explored the use of state machines to
detect network anomalies within NetFlow data, as these models are considered inherently
interpretable [12, 15, 28]*. Typically, these studies train the model using traces generated
from benign flows and compute an anomaly score based on the likelihood of those traces
according to the model.

Although a standard approach in ML, we argue that this has two limitations, making it
not well-suited for detecting anomalies we see in practice. Firstly, many benign flows oc-
cur with a low probability, resulting in many false alarms. Secondly, malicious flows tend
to resemble common flows, giving them large probabilities and thus making it hard to raise
alarms. To address this, we introduce SEQUENT (short for State Frequency Estimation
for Anomaly Detection) to overcome these limitations by using a key feature of the state
machine model: its behavioral structure. Instead of computing likelihoods, we compute
visit frequencies of different states within the model. Each state essentially represents
a distinct type of network traffic behavior (a cluster or latent value). When we observe
behavior that occurs much more frequently than expected, an alarm is raised. Intuitively,
benign flows with low probability do not trigger alarms if they occur at the expected fre-
quency. Moreover, malicious flows with high probability do raise alarms when they occur
more frequently than expected. Note that this also detects infrequent malicious flows not
observed at training since their expected count is assumed to be very small. The drawback
is that normal flows may raise alarms when they occur more frequently. While this can
happen, our experiments demonstrate that these flows have a smaller impact compared to
the malicious flows.

Similar to previous studies that utilized state machines, SEQUENT learns a state ma-
chine from benign flows to model sequential network behavior. The process begins by dis-
cretizing the flow features into a symbolic representation. To achieve this, we developed
a discretization method [9]? inspired by the GloVe algorithm [29]. Each selected feature is
discretized independently and each flow is mapped to a symbol, created by concatenating
the discretized feature values of the corresponding flow.

"The study presented in [12] is discussed in Chapter 3.
*This is the ENCODE algorithm introduced in Chapter 2.
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SEQUENT then runs each trace observed at test time through the learned model and
computes the set of states visited by the trace. It uses the computed sets to update the
visit frequency of each state in the model. SEQUENT compares the visit frequencies to the
expected frequencies observed during training and raises an alarm whenever a behavior
occurs more frequently than expected.

Another well-known challenge faced by many security analysts in their daily routine
is the large volume of alerts raised by the anomaly detection system (ADS) [2, 18, 25].
The sheer volume of alerts makes it difficult for analysts to prioritize which anomalies to
inspect first, turning the inspection of alerts into a labor-intensive task. SEQUENT ad-
dresses this issue by computing root causes (state identifiers) for each detected anomaly,
which allows grouping and ranking of anomalies (e.g., using the frequency of a root cause).
Additionally, SEQUENT establishes links between the root causes and their correspond-
ing flows. The aim is to provide analysts with concrete instances of anomalous behavior,
enabling a quick and in-depth analysis of anomalies.

We empirically demonstrate SEQUENT’s effectiveness in the task of detecting various
types of network anomalies using three publicly available NetFlow datasets [11, 14, 21]°.
Our experiment results demonstrate that SEQUENT is highly effective in the detection of
network anomalies, outperforming existing state-of-the-art unsupervised methods. The
main contributions of this paper are summarized as:

« We present SEQUENT, a novel approach that employs state visit frequencies of a
state machine for anomaly detection.

« SEQUENT offers the capability to group and rank anomalies, empowering analysts
to filter and prioritize which anomalies they should investigate.

« We compare SEQUENT against existing state-of-the-art unsupervised methods on

three different datasets, demonstrating its effectiveness and generalizability.

4.2 Preliminaries
4.2.1 State Machine

A state machine, formally known as a finite state machine or finite state automaton, is a
mathematical model used for modeling the sequential behavior of a system. It is formally
defined as a 5-tuple (2, Q, qy, 3, F)[30], where:

« 3 is a finite alphabet.
« Qis a finite set of states.
+ qo € Qis a unique start state.

o § : QOxX — Qis the transition function that determines which transition should be
taken based on the current state and the (new) symbol read from the input.

« Fc Qis the set of final states.

* [11] is the study discussed in Chapter 3
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Jo

a

Figure 4.1: An illustrative example of a state machine. At the end of the input trace, aabab, we would end up in
state g,.

Given an input trace t (a sequence of events, where each event e € ¥) and a system
S, one can use the state machine to determine in which state S would end up, thereby
understanding the behavior the system would exhibit. In the context of this work, each
event in a trace represents a single flow. An illustrative example of a state machine is
shown in Figure 4.1. The state machine in this example consists of only one final state, gs.

4.2.2 State Machines Considered in SEQUENT

State machines come in two flavors, namely deterministic or non-deterministic state ma-
chines [30]. SEQUENT solely considers deterministic state machines as they are easier
to interpret; simpler to predict the next event, and verifying the same sequence of events
would execute the same sequential behavior is more straightforward [19]. With a non-
deterministic state machine, multiple transitions can be triggered simultaneously, even
when no event has occurred. These non-deterministic transitions can inaccurately in-
crease the visit frequencies of states within a state machine, causing states (or behaviors)
to be falsely flagged as anomalous. Since SEQUENT aims to address the challenge of large
volume alerts by providing root causes for anomalies, non-deterministic transitions can
result in providing false root causes to analysts.

Furthermore, the use of state machine is intended provide analysts with a way to in-
spect the sequential behaviors exhibited by an arbitrary system. However, when multiple
transitions are triggered simultaneously within a non-deterministic state machine, it be-
comes difficult for an analyst to determine which path should be followed in the model
given an arbitrary trace. For these reasons, SEQUENT focuses only on learning determin-
istic state machines.

We can employ two approaches for learning a state machine from trace data: active
and passive learning. We opt for the latter approach as it only requires us to collect traces
from the target system S instead of continuously interacting with S to learn a state ma-
chine [3]. State-merging heuristic algorithm is a highly effective method for learning state
machines in the passive-learning approach [17]. It begins with a tree-like state machine,
known as the Prefix Tree Acceptor (PTA) (see Figure 4.2). It then iteratively compares
pairs of states to identify states that can be merged. Merges are done based on the scores
computed during the comparisons; for example, states are merged when their merge score
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Figure 4.2: An example of a PTA.

has exceeded the minimum score threshold. The algorithm ends when it cannot find any
new merges. The final output is an approximation of the smallest state machine consistent
with the input data.

4.3 Assumptions of the Adversary

Our work is grounded in a set of assumptions we formulated concerning the objectives
and capabilities of an adversary. We consider an adversary attacking an arbitrary target
network TN, driven by various objectives such as infiltrating TN to find machines con-
taining sensitive data, disrupting normal operations by launching denial of service attacks
against specific services, orchestrating a botnet, or infecting machines with malware. In
our main experiments, the training and test data from the datasets simulate an adversary
attacking TN without taking our defense into account. In our robustness experiments, we
assume a more adept adversary who is aware of an ADS within TN but unaware of its
specifics. Their goal is to remain undetected until they have accomplished their objectives.
To accomplish this, the adversary can monitor TN to collect normal network behaviors
and then attempt to bypass the ADS by generating behaviors resembling those collected
during normal operations within TN. The adversary can only listen to the data that was
sent but cannot delete or alter any of the sent data.

4.4 Related Works

Traditional Methods. Several works have studied the efficacy of unsupervised learning
for network anomaly detection. The primary focus has been on utilizing traditional un-
supervised ML algorithms (e.g., Isolation Forest). Zoppi et al. conducted multiple studies
evaluating the effectiveness of traditional unsupervised methods for anomaly detection
on NetFlow data [36, 37]. Campazas-Vega et al. also studied the effectiveness of Isolation
Forests in detecting anomalies within NetFlow data. In contrast to SEQUENT, these stud-
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ies do not dynamically adapt the anomaly scores based on the events/traces seen at test
time for anomaly detection.

State Machines. Numerous studies have investigated the efficacy of state machines
for anomaly detection. Pellegrino et al. introduced BASTA, a system that learns prob-
abilistic timed state machines from NetFlows and uses them as behavioral fingerprints
for machines infected with botnet malware [28]. Alerts are raised when traces match be-
haviors captured in the fingerprints. Unlike SEQUENT, BASTA uses malicious data for
learning rather than solely relying on benign data. Additionally, BASTA learns a state
machine for each malware. This approach requires analysts to maintain an updated list of
malware samples to learn fingerprints. Any missing malware samples may result in the
system failing to detect new or unknown malware. SEQUENT learns a single state ma-
chine that models the behavior exhibited in a network and is not specific to any particular
malware or network anomalies.

Lin et al., Cao et al., and Matousek et al. learned probabilistic state machines to detect
anomalies in different systems[12, 20, 22]*. These works raise alerts when a new trace
deviates significantly from what was observed during training. The degree of deviation
is quantified based on the likelihood of a trace. In contrast, SEQUENT quantifies the
abnormality based on state visit frequency for a corresponding trace and compares this to
what was observed during training.

Grov et al. presented a different approach for learning state machines to detect anoma-
lies in NetFlows [15]. The approach learns state machines using solely traces of network
protocols extracted from benign data. The degree of abnormality is based on the normal-
ized edit distance of an arbitrary trace under scrutiny; the number of changes needed
such that each trace event can be replayed in the state machine. In contrast to SEQUENT,
this work does not utilize the frequency of the states to adapt the scores dynamically at
test time. Furthermore, it solely considers network protocols for the learning, whereas
SEQUENT considers other features.

Neural Networks. Deep Neural Networks (DNN) gained increasing popularity among
researchers in recent years due to their ability to identify complex hidden patterns that
traditional models may struggle to detect. Mirsky et al. introduced Kitsune, a state-of-the-
art solution that utilizes an ensemble of Autoencoders (AE) to detect network anomalies
in an unsupervised manner. It extracts various statistics from benign data and uses them
for training. Kitsune then attempts to recreate instances it has seen during training by
computing similar statistics for arbitrary new data. Alarms are raised for instances with
large recreation errors[23]. Neural networks are notoriously known to be difficult to inter-
pret, as it is not always clear what happens between the input and output layers. Nguyen
et al. sought to address this issue with their framework, GEE. It uses a Variational Au-
toencoder (VAE) to detect anomalies and generates explanations by providing SHAP-like
plots of the gradients computed for NetFlow features[27]. However, it is not clear how a
security analyst should interpret these gradients. In contrast, SEQUENT learns an inher-
ently interpretable model and generates root causes, which can be used to facilitate the
understanding of (malicious) sequential behaviors. Root causes are linked back to concrete
instances producing the anomalous behaviors.

* [12] is the study discussed in Chapter 3.
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Figure 4.3: SEQUENT’s anomaly detection pipeline.

4.5 SEQUENT

4.5.1 Intuition Behind SEQUENT

SEQUENT employs a novel approach for computing the anomaly score of an arbitrary
trace under scrutiny. Unlike the measures of abnormality presented in prior works [12,
15, 20, 22, 28], SEQUENT leverages the frequencies of the state visits in a state machine to
compute an adaptive anomaly score. The underlying principle of SEQUENT is that behav-
iors occurring significantly more often than those observed during training are indications
of anomalies. Traces under scrutiny are replayed on a state machine to determine how well
they fit within the learned model. Each trace visits a set of states, and the frequency of
visits to each state is compared to the expected frequency observed during training. When
the frequency of visits to a state is significantly higher than its expected frequency, it sig-
nals that unusual behavior is occurring in this state. The more significant the increase
in visits for this state, the more likely it is to show anomalous behavior. SEQUENT em-
ploys this rationale to dynamically adapt its scores for arbitrary traces seen at test time.
SEQUENT’s intuition will also work for (anomalous) behaviors never seen before during
training, as these will visit unusual paths during the replay.

4.5.2 SEQUENT’s Anomaly Detection Pipeline
Figure 4.3 depicts SEQUENT’s anomaly detection pipeline. It provides a high-level overview
illustrating the flow of learning of a state machine from training data (represented by the
blue arrows), the flow for running predictions on new data (represented by green arrows),
and the flow for generating the results (represented by the orange arrows). Before Net-
Flows are used for training or prediction, they are first transformed into traces by the
NetFlow Processor component, as depicted in the figure. Each flow is described in the
following paragraphs.

Processing NetFlows. NetFlow features need to be discretized before learning a state
machine, given that each flow contains both continuous and discrete feature data. Fur-
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thermore, each flow needs to be transformed into an event (discrete symbol) to generate
traces (sequence of events). Although the discretization process is not strictly necessary
for the learning of a state machine, using using the raw NetFlow feature data (particularly
continuous data) will lead to the combinatorial explosion of states. Discretization enables
us to reduce the number of possible combinations in the feature data, thereby also reduc-
ing the number of states used in the state machine. To discretize NetFlow features, we
develop an encoding algorithm inspired by the GloVe algorithm [29]. Our encoding algo-
rithm computes co-occurrences between values for a given input flow feature f and stores
them in a matrix. Each row denotes a unique value v of f and how often it occurs with
another value v’. Feature values are discretized by first clustering the rows using KMeans
and then using cluster assignments as their discretization label. We make our encoding
algorithm available on Github [9].

To transform a flow into an event symbol, we concatenate the discretized feature val-
ues of the selected features with an underscore symbol to form a single event symbol.
For example, if three features are used to represent an event, we get the following event
symbol: DFV1_DFV2_DFV3, where DFV is the abbreviation for discretized feature value.
In the case of one feature (e.g., bytes), we directly use its discretized values. To convert
events into traces, we apply a sliding window of length N to generate traces. These are
then subsequently used to learn a state machine. Traces that do not have a length of N
are excluded from learning as they do not provide sufficient information.

Learning of a State Machine. SEQUENT utilizes FlexFringe [33] to learn a state
machine from NetFlow traces. This framework offers, out of the box, various heuristics for
learning a state machine. Additionally, it enables its users to learn other types of models
such as Markov Chains. FlexFringe also automates the creation of traces from the CSV
file provided as input data. The user has to specify which features to use to create events,
the length of the sliding window, and how the data should be sorted (e.g., by connections)
to create the traces.

Since Flexfringe’s trace creation feature of FlexFrige matches the trace creation method
mentioned in the previous paragraph, we leverage this feature of FlexFringe to generate
traces from the provided input NetFlows. We opt for FlexFringe in the design of SEQUENT
based on these aforementioned features.

Once the selected features of the training data are discretized, we forward the CSV
containing discretized feature values of the training to FlexFringe to create traces and
learn a state machine. We specify to FlexFringe to use the discretized features values for
the creation of the event symbols.

When learning is completed, FlexFringe outputs a state machine along with various
statistics, such as how often each state of the state machine was visited during training,.
We store the model and the statistics for the computation of the rolling anomaly score for
traces observed at test time.

Computing Rolling Anomaly Scores. At test time, the new NetFlow data is pro-
cessed in the similar manner as with the training data and is forwarded to FlexFringe.
FlexFringe simulates each trace generated from the test data and computes the sequence
of states visited by each trace. For each computed state sequence, we compute its rolling
anomaly scores with the help of the statistics extracted during training of the model. Al-
gorithm 1 depicts the pseudocode for computing rolling anomaly scores for an arbitrary
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trace .

The first step in computing the rolling anomaly scores is to extract the state visit fre-
quencies of each state and the sum of all visit frequencies (see lines 4 to 8). The sum of all
visit frequencies (stored in “TotalVisits” from line 3) is used for normalization, as each
state may have been visited a different number of times during training, causing some
states to be more frequent than others. Note that lines 2 to 8 do not have to be repeated
for each arbitrary trace we observe at test time. However, we have included it in Algo-
rithm 1 for the sake of completeness. In our implementation of SEQUENT, we compute
this once and store the result in memory.

The next step in computing rolling anomaly scores is to simulate the (test) trace t on
the state machine and extract the path it traverses in the model (line 10). For each state
q’ in the extracted state sequence (i.e., the path), we compute its anomaly score (lines 11
to 18). Note that since we are working with visit frequencies, large counts can have a
considerable impact on the score. To address this, we use the logarithm of the frequencies
to compute the score for ¢’ (as shown on lines 12 to 17). The addition of one within the
logarithm is used to ensure that we do not encounter the undefined behavior when of
calculating the logarithm of zero. The base of the anomaly score for ¢’ starts with its visit
frequency observed so far at test time (line 12). If the ¢’ has not been observed yet, a
value of zero will be returned. The observed frequency (at test time) is then compared to
the corresponding frequency extracted from the training statistics (line 13) and the score
is normalized (lines 14 and 15). Finally, the visit frequency of state ¢’ is updated (line 16),
and the score is added to the results list (line 17). The anomaly score of trace t is the sum
of all individual scores in the result list. We keep the individual scores, as they are used
to compute the root cause of an anomaly (explained in the next paragraph).

Computing Root Causes. An advantage of using a state machine to model sequential
behavior is the ability to follow and analyze the path that an arbitrary trace ¢ takes within
the model. We leverage this capability to compute a root-cause symbol for t. We do so
by finding the state with the largest rolling anomaly score visited by ¢ and using the state
identifier as the root-cause symbol. It denotes the state that causes the largest anoma-
lous activity in t. As an example, let us use the model shown in Figure 4.1 as the model
that was learned from benign flows. Let t=[a,a,b,a,b,a,a] be the trace under scrutiny,
seq=[1,1,2,1,2,1,1] be the sequence of states visited by t and a=[0.19,0.25,0.18,0.30,0.20,
0.35,0.40] be the rolling anomaly scores computed for seq. State 1 has the highest anomaly
score (0.40), making “1” the root-cause symbol for ¢.

Grouping Anomalies. A key benefit of SEQUENT is the ability to create groups of
anomalies exhibiting similar network behavior. SEQUENT leverages the root-cause sym-
bols to group anomalies. The rationale is that traces sharing the same root-cause symbol
denote behaviors exhibiting a notable level of anomalous activity in the same state. As
traces signify the paths taken within the state machine, and the anomaly score of a state
increases based on its visit frequency, traces sharing the same root-cause symbol will fre-
quently visit this particular state. These traces will partly consist of the same events.

Linking Root Cause Back to Data. Another benefit of SEQUENT is its ability to link
root causes to the corresponding flow, producing a notable level of anomalous activity.
SEQUENT achieves this by utilizing the insights produced by FlexFringe after making
predictions on a set of arbitrary traces. For each prediction of a trace t, FlexFringe reports
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Algorithm 1: SEQUENT’s Rolling Anomaly Score

Input: State Machine S, Trace ¢, Training Statistics TS
Output: Rolling anomaly scores of ¢
AnomalyScores < ]
StateFreq;,qin < @
TotalVisits < 0
for each state q in S do
Freqq < extractVisitFreq(TS, q)

6 StateFreqsyainlql < freqq

7 TotalVisit «— TotalVisit + Freq,

8 end

o StateFreqiess < @
10 StateSequence <— computeStateSequence(S,t)
11 for each state q’ in StateSequence do
12 StateScore <— log(StateFreq;es;[q’]+1)

13 StateScore «<— StateScore - log(StateFreq;rqin[q’]+1)
14 StateScore «— StateScore+log(TotalVisit+1)

15 StateScore «— StateScore+ log(|StateFreq;es:| + 1)
16 StateSeqyes;[q] <— StateSeqies[q']+1

17 AnomalyScores.add(StateScore)
18 end
19 return AnomalyScores

(S U T R CR
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details on which lines of the CSV file were used for the creation of ¢. Specifically, the start
and end points are reported. SEQUENT utilizes this information to pinpoint the exact
flow within the CSV file, producing a notable level of anomalous activity in ¢ and links
this to the root-cause symbol. This enables us to collect concrete instances of NetFlows
for anomalies that are grouped under the same root-cause symbol.

4.6 Experiment Setup
4.6.1 Dataset Selection

To showcase SEQUENT’s effectiveness in identifying network anomalies in an unsuper-
vised setting, we have selected three publicly accessible datasets. These datasets comprise
malicious NetFlows originating from a wide range of attacks. This allows us to assess SE-
QUENT’s ability to identify various types of attacks. Furthermore, the varied nature of
these datasets enables us to evaluate SEQUENT’s generalizability across different network
architectures.

AssureMOSS Dataset. The first dataset consists of NetFlows collected from a Kuber-
netes cluster[11] and used in the study conducted by Cao et al. [12]°. It contains benign
flows generated by real-life users and malicious flows generated by three attack scenar-
ios. The three scenarios are constructed using a specialized threat matrix of the MITRE
ATT&CK framework, designed explicitly for Kubernetes [12]. Each attack is fragmented
into various steps that an adversary has to execute (e.g., initial access, execution, discov-
ery, etc.). The three attack scenarios cover attacks such as (1) exploiting a vulnerability
to discover secrets and using them to do privilege escalation, (2) executing a denial of
service (DoS) attack, and (3) exploiting a vulnerability that allows the deployment of mal-
ware. Cao et al. created the dataset to investigate the effectiveness of state machines for
the aforementioned network attacks. For this reason, we selected this dataset as one of
the baselines for our work.

CTU-13 Dataset. The second dataset is a well-known NetFlow dataset consisting of
a large collection of realistic botnet network traffic mixed with normal and background
traffic. Specifically, there are thirteen captures of various botnet samples. FEach comprises
various actions and protocols exhibited by the deployed malware [14]. The captures cover
a wide range of attacks, e.g., distributed DoS, port scans, Click-Fraud, and sending spam.
The benign and background flows were collected from normal machines deployed on a
university network, and malicious flows were collected from virtual machines that were
running the different botnets. Each virtual machine was bridged onto the university net-
work to collect flows for the final dataset. This dataset has been used in multiple prior
studies that investigated the effectiveness of state machines in detecting botnet traffic
(e.g., Pellegrino et al. [28] and Grov et al. [15]) and serves as another suitable baseline for
our work.

UGR-16 Dataset. The third and final dataset consists of 100 GB of NetFlows collected
from a Spanish ISP. The benign flow data was collected from real-life clients of the ISP,
and the malicious flow data was collected from five machines that were used to launch the
attacks. The attacks were not launched against any clients but rather five machines that
were set up as victim machines [21]. The dataset mostly covers various types of DoS and

*This study is discussed in Chapter 3
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scanning attacks. Furthermore, it also covers attacks in which spam emails are sent and
botnet traffic. The botnet traffic was collected from the CTU-13 dataset and was modified
before they were inserted into this dataset. The modifications consist of matching the
IP addresses and timestamps of the flows to the ones used in their setup. We selected
this dataset as one of our baseline datasets because it contains a wide range of network
behaviors produced by various users.

4.6.2 Creating Train/Test Splits

We outline the procedure for creating the train/test split for each dataset. Before the split
is created, NetFlows are first sorted by timestamp and then by connections. We believe
connection data has less noise than data sorted by timestamps, and this would help with
learning more accurate models.

The AssureMOSS dataset was collected over a two-hour period, during which no attack
scenarios were initiated in the first hour. In the study conducted by Cao et al.,, the first
hour was used as the training data because it contains only benign flows, while the second
hour was used as the test data. Because SEQUENT also learns a state machine from benign
flows for anomaly detection, we adopt the same train/test split as used by Cao et al[12].
This results in a training set containing 120,000 flows and a test set containing 275,000
flows.

As for the CTU-13 dataset, we follow the split presented by its authors [14]: scenarios
3,4,5,7,10,11,12 and 13 for training and scenarios 1,2,6,8,9 for test. The training scenarios
contain benign and malicious flows, so we extracted only benign flows for training. Ad-
ditionally, using all data from each scenario will lead to an overly large training and test
set. To address this, we sampled a subset of flows from each scenario, resulting in 640,000
flows for training and 522,000 flows for test.

For the UGR-16 dataset, we follow the split presented by its authors [21]: data from
March to June are used as training data, while data from July and August are used as test
data. As this dataset contains, by far, the largest amount of NetFlow data, we use the same
sampling technique as with CTU-13 to create our training and test set. This yields a total
of 600,000 flows as training data and 664,000 flows as test data.

4.6.3 Methods for Comparisons

We collected methods previously evaluated on the selected datasets to assess how SE-
QUENT compares to existing unsupervised and state-of-the-art methods. Additionally,
we included various methods that serve as baselines.

From Literature. The AssureMOSS dataset was recently published by Cao et al. and
remains relatively unexplored in the context of evaluating other unsupervised anomaly de-
tection methods. Cao et al. conducted a preliminary evaluation comparing their approach
against Isolation Forest and Local Outlier Factor [12].

Regarding the CTU-13 dataset, Zoppi et al. evaluated various unsupervised methods
for identifying network anomalies [36, 37]. Specifically, the authors evaluated the effi-
cacy of Isolation Forest and Fast Angle-Based Outlier Detection (FastABOD). Additionally,
Grov et al. evaluated the efficacy of Markov Chains in detecting botnets [15]. Pellegrino et
al. also conducted a study in which they evaluated the efficacy of (probabilistic) state ma-
chines and Bigram models (which are essentially Markov Chains) in detecting botnets [28].
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For the UGR-16 dataset, Zoppi et al. evaluated the use of two different methods to
detect network attacks [36, 37]. However, due to their inability to handle the size of our
train/test splits, we dropped them for comparison. Nguyen et al. utilized this dataset to
evaluate the efficacy of GEE. Similar to Kitsune [23], they use a state-of-the-art deep learn-
ing technique to detect anomalies. However, GEE explicitly trains a single VAE instead of
an ensemble of AE.

We select the following from the compiled list of methods to compare against SE-
QUENT: Isolation Forest, FastABOD, Markov Chain, (probabilistic) state machines, and
GEE. As for the implementation of the selected methods, we use Isolation Forest from
the scikit-learn library [7], FastABOD from the PyOD library [35], Flexfringe to learn a
Markov Chain and (probabilistic) state machine, and the implementation of GEE written
by Wong Mun Hou [34]. For each method, except for the Markov Chain, we use the same
parameters reported by their authors to train a model on the corresponding dataset. In
cases where no parameter information is provided, we make our best effort to train a
model by following the reported training steps. We chose to learn a Markov Chain using
FlexFringe as we employ a distinct set of features, and learning a Markov Chain follows a
standard procedure.

Additional Methods. We included additional methods beyond those previously men-
tioned to compare against SEQUENT. One of these methods is the straightforward Boxplot
Method presented by Arp et al. [5], which employs the frequency of data to detect anoma-
lies. Furthermore, it enables us to determine whether a simple method is already sufficient
to detect anomalies in our constructed test sets or if a more complex approach is required.
For our experiment, we wrote our implementation of the Boxplot Method following the
description provided by the authors. Zoppi et al. also used Histogram-Based Outlier De-
tection (HBOD) to detect network anomalies. Although not applied to any of the selected
datasets, it utilizes the frequency of bins to detect anomalies. This serves as a suitable
alternative baseline in our comparison. We use PyOD’s implementation of HBOD. Finally,
we included Kitsune as it is a state-of-the-art unsupervised ADS. We use the implementa-
tion provided by the authors [24]. As it was designed to run at the packet level, we have
to make minimal changes for it to work at the flow level. We recognize that this might
negatively impact its performance, but we believe that it is beneficial to have this as a
baseline for assessing SEQUENT’s usefulness.

4.6.4 Feature Selection & FlexFringe Setup
As selected datasets do not report the same flow features, we are required to select a subset
of features shared among the selected dataset. The features shared between the selected
datasets are timestamp, duration, protocol, number of bytes sent, number of packets sent,
source and destination IP addresses, and source and destination ports. From this subset of
features, we select the duration, protocol, number of bytes sent, and the number of packets
sent to generate traces for SEQUENT. Port numbers are not considered within SEQUENT
as they are spurious features within the CTU-13 dataset [26]. We discretize all the selected
features except for protocol, as it is already a categorical feature.

We configure FlexFringe to sort the flows based on the source and destination IP pairs
as we want to learn a state machine from connection data. Furthermore, we configure
FlexFringe to use a sliding window of length ten to generate traces for the training and
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test sets. By default, FlexFringe stops replaying a trace if it reaches a state and no outgoing
transition exists for the next event in the trace. We, therefore, configure FlexFringe to
allow the replay to reset back to the root state and continue with the remaining events.
This enables us to compute the visit frequencies of the states for the complete trace. Our
FlexFringe configuration settings are available on our repository [10].

4.7 Evaluation Results

ROC Curve on AssureMOSS dataset
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Figure 4.4: Average ROC curves computed for the AssureMOSS dataset.

4.7.1 Effectiveness of SEQUENT

We report SEQUENT’s efficacy in detecting various network anomalies on the selected
datasets. We use the Area Under Curve (AUC) score as the comparison metric between the
various types of models. We deem this a suitable metric for comparison as each method
generates anomaly scores for different traces, and we are uncertain about the optimal
classification threshold that would yield the most favorable outcomes. Besides the AUC
scores, we also report the Receiver Operator Characteristics (ROC) curves computed for
each model. The AUC scores and ROC curves for each dataset are reported in Table 4.1,
Figure 4.4, Figure 4.5, and Figure 4.6, respectively. These are average performance results
computed from 10 independent runs. All models were trained on the same features con-
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ROC Curve on CTU-13 dataset
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Figure 4.5: Average ROC curves computed for the CTU-13 dataset.

sidered by SEQUENT. We also include models trained on the original feature set used in
the original study. These are marked with the f-symbol in the table. Furthermore, FF-MC
denotes the Markov Chain learned using the FlexFringe framework and FF-SM the (prob-
abilistic) state machine. The reported results demonstrate that SEQUENT consistently
outperforms all other models in detecting network anomalies on each respective dataset.
Moreover, the results also suggest that SEQUENT is generalizable over different network
architectures.

4.7.2 Runtime Analysis of SEQUENT

To evaluate SEQUENT’s runtime costs, we measured its training times and compared them
to those of the other ML models. Additionally, we computed SEQUENT’s average runtime
for computing rolling anomaly scores at test time. Table 4.2 presents the average training
times of all ML models across all datasets. Table 4.3 presents the average time SEQUENT
takes to compute a rolling anomaly score for a given state at test time. The runtime aver-
ages were obtained from the ten independent runs of our experiments.

From the training times presented in Table 4.2, we observe that SEQUENT takes ap-
proximately half a minute to learn a model from benign flows. While it is not the fastest
of all models, it is considerably faster than models such as GEE and FastABOD. In our
experiments, we used a GPU to train GEE, whereas SEQUENT does not require a GPU
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ROC Curve on UGR-16 dataset
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Figure 4.6: Average ROC curves computed for the UGR-16 dataset.
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Figure 4.7: Simplified state machine model learned from CTU-13 dataset.

to learn a state machine. Although many other models have considerably lower training
times, they are not as effective as SEQUENT in detecting network anomalies. This reflects
a trade-off between training time and a model’s detection performance. We believe that
spending a bit more time to train SEQUENT can be justified, as it achieves a considerably
higher detection performance than the other models. We further support our belief based
on SEQUENT’s runtimes in computing rolling anomalies scores across the datasets (see
Table 4.3. SEQUENT computes anomaly scores in microseconds on average, making it a
practical solution for network anomaly detection.

4.7.3 Example Analysis Using Root Causes
One of SEQUENT’s advantages is the ability to group anomalies using the generated root-
cause symbols. This enables an analyst to reduce the time spent analyzing false positives
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Model AssureMOSS | CTU-13 | UGR-16
Isolation Forest 0.140 0.473 0.426
Isolation Forest™ - 0.672 -
FastABOD 0.229 0.492 0.576
FastABODT - 0.688 -
HBOD 0.195 0.357 0.326
HBODT - 0.589 -
Boxplot Method 0.436 0.410 0.738
FF-MC 0.067 0.232 0.392
GEE 0.335 0.473 0.505
GEET - - 0.683
Kitsune 0.371 0.5 0.621
FF-SM 0.041 0.142 0.257
SEQUENT 0.978 0.874 0.933

Table 4.1: Average AUC of each model across all datasets.

Model AssureMOSS CTU-13 UGR-16
Isolation Forest 0.18 £ 0.01 1.34 £ 0.11 1.00 £ 0.04
Isolation Forest' - 1.26 £ 0.13 -
FastABOD 16.13 £ 0.65 88.30 £ 1.26 82.34 + 2.83
FastABOD' - 101.29 £ 6.92 -
HBOD 0.02 £ 0.0 0.25 £ 0.50 0.10 £ 0.0
HBODT - 0.27 + 0.54 -
Boxplot Method 7.24 £ 0.25 67.14 £ 0.41 100.50 £ 0.53
FF-MC 1.07 £ 0.03 6.51 £ 0.13 5.22 £0.09
GEE 99.00 + 0.10 127.44 £ 0.57 169.69 £ 0.57
GEET - - 169.55 + 0.35
Kitsune 1.24 £ 0.08 6.38 £ 0.26 6.06 £ 0.22
FF-SM 4.02 £0.12 17.41 £ 1.18 22.88 + 1.53
SEQUENT 5.11 £ 0.30 19.23 £ 0.22 27.21 £ 2.55

Table 4.2: Average training time (seconds) computed across all datasets.

Dataset ‘ Avg. Runtime for Score Computation
AssureMOSS 2.17 £ 3.96
CTU-13 2.20 £5.17
UGR-16 2.36 £ 3.62

Table 4.3: Average runtime (microseconds) for computing rolling anomaly score for a state.
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Figure 4.8: Zoomed-in state machine of Figure 4.7, showing the top three anomalous states (47, 62 and 31)
presented in Table 4.4.

by filtering out symbols deemed to be false positives. We provide an illustrative example
to demonstrate how these symbols can aid with the analysis of anomalies. Let’s say that an
analyst has set an arbitrary threshold on the (rolling) anomaly scores to select “interesting”
alerts for further analysis. The analyst then groups the selected traces based on their
root-cause symbols and computes the size of each group. Table 4.4 presents the top 3
largest groups of anomalies computed from the CTU-13 dataset. Additionally, Figure 4.7
illustrates the simplified state machine learned by SEQUENT. The analyst decides to first
analyze group “62” by investigating the corresponding (starting) flows collected and linked
by SEQUENT (see Table 4.5). The most anomalous flows are shown at the top. SEQUENT
deems these flows to be anomalous due to the significant increase in network behavior that
coincidentally correlates with the use of port 25, which is used for Simple Mail Transfer
Protocol (SMTP). The analyst deems these flows to be suspicious due to the destination
port used in the communication and marks all traces with the root-cause symbol ”62” as
malicious. Examining the actual labels of these flows, they correspond to the malicious
traffic produced by the Neris botnet. This malware specifically sends spam mail [14], which
explains the use of the SMTP port (25).

Following the same approach, the analyst now investigates group “47” using the linked
flows depicted in Table 4.6. SEQUENT does not know the actual nature behind these
flows, but due to the significant increase in this type of network behavior, it deems these
flows to be anomalous. Upon inspection, the analyst observes that these are correlated
with the use of port 53, which is typically used for domain name resolution (DNS). This
significant increase could be related to a DNS flood attack, or it could simply be that this
type of network behavior was rarely seen during training. The analyst deems these flows
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Root-Cause Symbol ‘ Size

62 18646
47 3182
31 2556
1501 2448
72 2244

Table 4.4: Anomaly group sizes computed using root-cause symbols generated for the CTU-13 dataset

src_ip dst_ip ‘ sport ‘ dport | num_bytes | num_packets
147.32.84.165 66.94.237.64 3271 25 186 3
147.32.84.165 98.139.175.225 3539 25 186 3
147.32.84.165 | 205.188.146.194 2474 25 186 3
147.32.84.165 76.96.30.116 3268 25 186 3
147.32.84.165 216.157.130.15 1490 25 186 3
147.32.84.165 98.137.54.237 3630 25 186 3
147.32.84.165 64.12.138.161 1789 25 186 3
147.32.84.165 209.85.143.27 3328 25 186 3
147.32.84.165 205.188.190.2 3857 25 186 3
147.32.84.165 98.139.175.225 3508 25 186 3

Table 4.5: Simplified flows linked to the top 10 anomalous traces for root-cause symbol ”62”.

unrelated to an attack and marks all traces grouped under the symbol “47” as false positives.
By investigating only a subset of the linked flows, the analyst can filter out 3182 false
positive alerts and reduce the time spent analyzing every alert. Furthermore, the analyst
can visualize the part of the model causing the most anomalous activity (see Figure 4.8) to
understand the sequential behavior exhibited by the most anomalous groups of traces.

4.7.4 SEQUENT’s Robustness

An essential characteristic of an effective ADS is its ability to withstand attacks launched
by adversaries seeking to evade detection. With various works showing that ML models
are susceptible to adversarial attacks [4, 6, 31], it is imperative to evaluate SEQUENT’s ef-
ficacy against (potential) adversarial attacks. To so do, we constructed four distinct types
of adversarial attacks following the adversary’s capabilities presented in Section 4.3. We
strictly consider attacks that an adversary could launch at test time, and we do not con-
sider adversarial attacks such as poisoning of training data. An adversary is only allowed
to adapt the features considered by SEQUENT for anomaly detection, and they are al-
lowed to collect benign flows from the targeted network before the start of an attack. The
constructed adversarial attacks are defined as follows:

+ Padding Attack: The adversary is allowed to mimic normal behavior by adapting
each feature value to its nearest value within the collected data.

« Random Replacement Attack: The adversary mimics normal behavior by replac-
ing their flows with random flows selected from the collected data.




86 4 SEQUENT: State Frequency Estimation For Network Anomaly Detection

src_ip ‘ dst_ip ‘ sport ‘ dport ‘ num_bytes ‘ num_packets
147.32.84.138 | 147.32.80.9 | 45170 53 214 2
147.32.84.138 | 147.32.80.9 | 57876 53 214 2
147.32.84.138 | 147.32.80.9 | 50385 53 214 2
147.32.84.138 | 147.32.80.9 | 45753 53 214 2
147.32.84.138 | 147.32.80.9 | 34683 53 214 2
147.32.84.138 | 147.32.80.9 | 42564 53 214 2
147.32.84.138 | 147.32.80.9 | 56081 53 214 2
147.32.84.138 | 147.32.80.9 | 58016 53 214 2
147.32.84.138 | 147.32.80.9 | 53136 53 214 2
147.32.84.138 | 147.32.80.9 | 40272 53 214 2

Table 4.6: Simplified flows linked to the top 10 anomalous traces for root-cause symbol "47”.

« Window Replacement Attack: The adversary mimics normal behavior by replac-
ing each sliding window (10 flows) of their flows with a randomly selected window
of benign flows. Each window is selected at most once.

« Frequency Replacement Attack: The adversary mimics normal behavior by find-
ing frequently occurring flows (at least 100 times) from the collected data and re-
places their flows with randomly selected frequently occurring flows. The intuition
behind this attack is that an adversary would be able to blend in well with the normal
flows if they mimic the frequently occurring communication behavior.

Tables 4.7 presents SEQUENT’s robustness against the aforementioned adversarial at-
tacks on each selected dataset. The results are the average AUC scores across 10 indepen-
dent runs. Based on the reported results, we see that SEQUENT achieved the best perfor-
mance against two types of adversarial attacks (Padding Attack and Random Replacement
Attack) compared to all other models. This can be explained by the nature of these two
attacks; when an adversary tries to mimic the normal network behavior by padding or
doing replacements on their flows, the traces will resemble the traces observed at training,.
However, this also changes the sequential behavior exhibited in the traces, which also
results in changes in the state visit frequencies during the replay. SEQUENT detects this
unusual increase in visit frequencies in the states and will raise an alarm. Existing methods
trained on the raw feature value will not detect this deviation as these values are similar
to what was observed during training. Probabilistic models such as Markov Chains and
probabilistic state machines also suffer from this issue as the adversarial traces are similar
to what was observed during training. The models will assign higher probabilities to these
traces, thus resulting in poor detection performance.

Another interesting observation is that SEQUENT’s performance deteriorates signif-
icantly on the AssureMOSS and UGR-16 datasets but not on the CTU-13 dataset when
an adversary launches a Window Replacement Attack. This decline in performance is ex-
pected since all malicious windows are randomly replaced by benign windows. Unlike the
other three attacks, flows or feature values are not randomly replaced; instead, the flows
and their sequential behaviors resemble the ones seen during training. As each window is
allowed to be selected at most once, the sequential behavior exhibited in the (copied) win-
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dow occurs at a slightly higher frequency, though not significantly more than observed
during training. The complexity behind this attack makes it challenging for SEQUENT to
detect the adversary. However, SEQUENT exhibits robustness against this specific attack
on the CTU-13 dataset. We speculate that this result is influenced by the type of attack
captured in the dataset.

One discussion point that we would like to initiate concerning three of the constructed
adversarial attacks (in which replacement is involved) is whether an adversary could still
accomplish their objectives by producing exact copies of the normal traffic data to avoid
detection by an ADS. We argue that by producing literal copies and even going to the
extent of recreating the sequential behaviors of benign flows, the adversary is essentially
replaying collected network traffic data. No system, not even the analyst doing manual
inspection of each flow or packet, would be able to explain how the data produced by an
adversary differs from the normal traffic data as it is a literal copy.
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Model Padding ‘ Random | Window | Frequency
AssureMOSS
Isolation Forest 0.162 0.185 0.431 0.155
FastABOD 0.222 0.220 0.177 0.031
HBOD 0.195 0.226 0.404 0.195
GEE 0.576 0.441 0.427 0.916
Kitsune 0.859 0.862 0.573 0.835
FF-MC 0.014 0.062 0.0319 0.985
FF-SM 0.007 0.038 0.278 0.985
Boxplot 0.435 0.465 0.502 0.441
SEQUENT 0.991 0.903 0.155 0.771
CTU-13
Isolation Forest 0464 0.484 0.515 0.478
FastABOD 0.492 0.475 0.436 0.290
HBOD 0.357 0.369 0.392 0.497
GEE 0.470 0.372 0.522 0.490
Kitsune 0.5 0.5 0.5 0.5
FF-MC 0.231 0.2 0.283 0.298
FF-SM 0.142 0.091 0.323 0.441
Boxplot 0.5 0.5 0.5 0.5
SEQUENT 0.970 0.966 0.861 0.974
UGR-16

Isolation Forest 0.431 0.429 0.480 0.470
FastABOD 0.588 0.566 0.468 0.336
HBOD 0.327 0.333 0.364 0.373
GEE 0.115 0.122 0.113 0.052
Kitsune 0.621 0.621 0.621 0.621
FF-MC 0.323 0.308 0.491 0.640
FF-SM 0.174 0.166 0.518 0.811
Boxplot 0.740 0.758 0.426 0.742
SEQUENT 0.983 0.919 0.407 0.927

Table 4.7: The performance (average AUC) of each model against the four adversarial attacks.
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4.8 Conclusion & Future Work

We introduced SEQUENT, a framework that employs state machines to detect various
types of network anomalies. SEQUENT leverages the structure of a state machine to col-
lect state visit frequencies and subsequently uses them to continually adapt its scoring for
arbitrary traces seen at test time. We observed that SEQUENT achieves a better overall per-
formance in detecting various types of network anomalies, even outperforming existing
state-of-the-art unsupervised anomaly detection methods. Furthermore, we demonstrated
how SEQUENT computes root causes for the detected anomalies and uses them to group
and rank anomalies. Moreover, SEQUENT links root causes back to the concrete NetFlow
instances. The root causes, and the linked instances enable an analyst to quickly filter out
a large number of false alerts, reducing the time spent on analyzing them. Finally, we eval-
uated SEQUENT’s robustness against four types of adversarial attacks. Reported results
show that SEQUENT achieved the best performance in two of the adversarial attacks.

One potential future research direction is to investigate how the intuition underlying
SEQUENT’s scoring method can be applied to other existing models, such as isolation
forests or neural networks. It is not trivial how the internal structure of these models can
be employed to continuously adapt its anomaly scores for new data seen at test time.

Another research direction is to apply SEQUENT to software log data. We believe that
SEQUENT might also be effective in detecting anomalies in software logs, and it would be
interesting to compare SEQUENT against existing anomaly detection methods developed
for software log data.
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Conformance Analysis Tool For
Microservice Applications

The microservice architecture allows developers to divide the core functionality of their soft-
ware system into multiple smaller services. However, this architectural style also makes it
harder for them to debug and assess whether the system’s deployment conforms to its imple-
mentation. We present CATMA, an automated tool that detects non-conformances between
the system’s deployment and implementation. It automatically visualizes and generates po-
tential interpretations for the detected discrepancies. Our evaluation of CATMA shows promis-
ing results in terms of performance and providing useful insights. CATMA is available at
https://cyber-analytics.nl/catma.github.io/, and a demonstration video is available
at https://youtu.be/WKP1hG-TDKc.

The content of this chapter is based on the publication “Clinton Cao, Simon Schneider, Nicolas E. Diaz Ferreyra,
Sicco Verwer, Annibale Panichella, and Riccardo Scandariato. 2024. CATMA: Conformance Analysis Tool For Mi-
croservice Applications. In Proceedings of the 2024 IEEE/ACM 46th International Conference on Software Engineer-
ing: Companion Proceedings (ICSE-Companion "24). Association for Computing Machinery, New York, NY, USA, 59—
63. https://doi.org/10.1145/3639478.3640022”. This work was part of a public report from the AssureMOSS project,
which is available at [1].
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5.1 Introduction

Software systems following the microservice architectural paradigm have their core func-
tionality split into multiple smaller components. These microservices (or just services)
of a microservice application (MSA) communicate via lightweight communication proto-
cols such as REST APIs or message brokers. The services of an MSA can be developed,
maintained, and deployed independently, paving the way for an increasing trend in the
adoption of this architectural style. Despite these benefits, MSAs pose a challenge in gain-
ing a comprehensive overview due to their inherently decoupled and distributed nature.
Consequently, debugging faults is a time-consuming process because the localization of
the root cause is challenging. According to studies, developers usually take several days to
debug and find the cause of a fault [10, 21]. Many approaches for the automatic extraction
of architectural representations of MSA have been proposed [2, 6, 11, 16], thus addressing
the challenge of gaining an overview of the applications’ architecture. Some approaches
combine static and dynamic analysis to build the architectural models. Also, multiple fault
localization techniques for MSAs have been proposed [8, 22], which use dynamic analysis
to identify faults and pinpoint the root cause in code. However, to the best of our knowl-
edge, no work compares the results from static and dynamic analysis rather than merging
them. Moreover, none of the existing fault localization approaches offer explainability in
the form of possible interpretations for the faults.

In this paper, we present CATMA, a novel tool designed to analyze and compare stat-
ically and dynamically obtained architectural models. CATMA autonomously identifies
potential non-conformances between these models, generating easily accessible visualiza-
tions for users and providing concise interpretations. These interpretations reduce the
number of lines in source code that users need to scrutinize when investigating a non-
conformance. We tested CATMA on four open-source MSAs and conducted a preliminary
usability study with two participants. The results indicate that the tool effectively supports
developers during the localization and debugging of non-conformances, demonstrating its
usefulness and potential in the debugging landscape for microservices.

5.2 Running Example

The software engineering team of ZYX Inc. is working on their new web application
for selling tech products. They embrace the microservice architectural style as this allows
them to split up into smaller groups and work independently on the core functionalities of
their application. Each member follows the best practices of software engineering; using
static analysis to detect faults and testing each functionality before its deployment. After
finishing the development, they deploy the application to test it out. To their surprise, they
notice that the monitoring service does not receive any metrics data. They are unsure of
the cause of this discrepancy since a static analysis tool correctly detects the line of code
that implements the transmission of metrics data and does not raise any warnings. They
spend several days analyzing different log files, but have no luck in finding the underlying
cause. They scratch their heads and start wondering whether there is a tool that provides:

« the detection of discrepancies between the implementation and deployment of MSAs,

+ a high-level overview of such discrepancies, and
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« descriptions of the potential root causes.

5.3 CATMA

Worfklow. Figure 5.1 depicts CATMA’s workflow. First, the Model Processor (1) reads the
input models (static and dynamic) to extract architectural components. The obtained data
is passed on to the Non-conformance Detector (2), which checks whether there are any non-
conformances (discrepancies) between static and dynamic models. If a non-conformance
is detected, it is forwarded to both the Interpretation Generator (3) and the Non-conformance
Visualizer (4). The latter (4)) collects all detected non-conformances and generates a vi-
sualization of the system’s architecture that shows the non-conformances. The former
((®) generates a set of possible interpretations for each detected non-conformance, which
describe potential causes. These interpretations are forwarded to the Interpretation Vi-
sualizer (5), which generates HTML pages that visualize the interpretations. CATMA is
designed to be modular. Each component can be replaced or expanded to fit the user’s
needs. The tool is invoked via the command line (see Listing 5.1).

$ ~/Doc/Git/CATMA python3 CATMA.py \

S ic_model_path data/ewolff_microservice/ewolff_microservice_static_model.json \
dy c_models_path data/ewolff_microservice/dynamic_models/ \

--output_path ./output/

Reading configuration file...

Pr si
Processing dynamic mod .
Detecting non-conformances: <00:00, 83245.73it/s]
Detecting non-conformances: E 0:00<00:00, 152733.76it/s]
Detected 2 non-conformances and 1 dynamic non-conformance
betw implementation and deployment of the system!

ting non-conformance interpr

ting non-conformance visuali
Generating interpretation visuz

Example 5.1: Command-line invocation of CATMA.

Detecting Non-conformances. As static models, CATMA accepts dataflow diagrams
(DFDs) like the ones introduced by Schneider and Scandariato [14]. These DFDs are au-
tomatically extracted from source code and configuration files by searching for relevant
keywords and using them as evidence to build relationships between services. As dynamic
models, state machines inferred from HTTP events logs are expected. They are created

CATMA

Static
Model

Model
Processor

Non-conformance
Detector
Interpretation Interpretation - ATML
Generator Visualizer  g— Pages

Non-conformance
Visualizer

= Model-based

Dynamic
Models

Figure 5.1: CATMA’s workflow. Input models are processed((1)) and non-conformances between them detected
(@) and visualized (@). Each non-conformance is visualized (@) and possible interpretations for it are gener-
ated (@)
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using a similar model-inference approach as presented by Cao et al. [4]. The approach first
extracts logs from a Kubernetes cluster using Packetbeat. It then utilizes Flexfringe [17]
to generate behavioral traces and learns a state machine from these traces. The Model
Processor extracts services and connections between them from both input models. They
represent the application’s architecture and are used to detect non-conformances. In the
DFD, nodes and edges depict the services and information flows between them, respec-
tively. We can, therefore, directly extract the nodes and edges. In a state machine, ser-
vices and their corresponding relations are represented differently; each transition in a
state machine indicates which services in the system have communicated with each other.
Thus, nodes and edges are extracted from the transitions of the state machines. The Model
Processor creates a set of nodes and edges for both input models, where edges are repre-
sented as “service X — service Y’ and denote the communication relationship between
the two services.

Non-conformances are detected by identifying differences between the sets of nodes
and edges. The Non-conformance Detector iterates through the sets and checks for each
item whether it exists in both corresponding sets. We define static non-conformances as
nodes or edges missing from the static model (compared to the dynamic model) and dy-
namic non-conformances as those missing from the dynamic model. Each item is tagged
according to this comparison, i.e., indicating whether it is present in both, only the static,
or only the dynamic model. The tagged sets of nodes and edges are passed to components
(3 and (4.

The Non-conformance Visualizer is responsible for creating a graphical representation
of any detected non-conformances. It generates a PlantUML file (see plantuml.com) which
presents the nodes and edges as a graph and where a coloring scheme highlights any found
non-conformances. Model items observed in both models are colored black, items only
observed in the static model (dynamic non-conformances) are colored blue, and items only
observed in the dynamic model (static non-conformances) are colored orange. In addition,
dynamic and static non-conformances are visually distinguished by means of dotted and
dashed lines, respectively.

Interpreting Non-conformances. CATMA generates a set of possible interpreta-
tions for each detected non-conformance. These interpretations are visualized in an HTML
page by the Interpretation Visualizer. The HTML page helps users analyze the potential
causes of non-conformances. CATMA presents a specific set of interpretations for both
types of non-conformance. The generated HTML pages contain (1) the type, definition,
and involved services of the non-conformance, (2) the set of possible interpretations, and
(3) additional details that support the understanding of the non-conformance. In the fol-
lowing, (2) and (3) are described further.

Providing Interpretations of Non-Conformances. A set of high-level textual interpreta-
tions is provided, which describes possible underlying causes of the detected non-confor-
mances. The interpretations are meant to serve as possible starting points to debug found
non-conformances. Currently, the generation is based solely on the type of non-confor-
mance, i.e., whether it is static or dynamic. We formulated a text describing possible
interpretations for both types of non-conformances, and the corresponding one is pre-
sented to the user. As the basis for these interpretations, we collected known causes of
non-conformances from the literature (e.g., [9, 19]). These causes range from standard
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Potential Interpretations For the Non-Conformance

Implicit Call via Third-Party Services

Communication flow has been detected between the two services but the responsible line of
code is not detected in the source code. It could be that the call is implicitly triggered by a
third-party service that is used in the implementation (e.g. via an annotation that is used by a
framework or that code is injected during run-time).

Unintentional Endpoint Exposure

The communication flow detected between the two services could be caused by an endpoint
that is exposed unintentionally by the developer. It could be the case that code has been
refactored and the endpoint was not removed during refactoring, or that the endpoint was
used for testing purposes and was not removed afterwards.

Code Located Outside of Default Source Location

The line of code that is responsible for triggering the flow of communication between the two
services is not located in the default source-code folder of the project. It could be the case that
the line of code was unintentionaly introduced in a different folder (e.g. resources folder).

Figure 5.2: Example set of textual interpretations.

programming errors made in software development to common causes for issues encoun-
tered by developers of MSAs. As an example, misconfiguration of services is a common
cause of dynamic non-conformances in MSAs. When services are not properly configured,
they become undiscoverable by other services, leading to missing expected runtime be-
haviors. CATMA uses this information as a basis for the generation of one interpretation
for a dynamic non-conformance. For the collection, we disregarded non-conformances
rooted in hardware-related issues, e.g., due to non-deterministic behavior because of multi-
threading or similar effects. Figure 5.2 presents the set of textual interpretations that are
provided for a static non-conformance.

Our future work will predominantly focus on this part of the tool, specifically on im-
plementing a more intelligent generation of applicable interpretations. In this regard, we
will analyze indicators for each cause of non-conformances. These indicators will then
be used to decide whether a cause is plausible or not for a given non-conformance. This
will lead to the generation of a tailored set of possible interpretations for each found non-
conformance. The already carried-out analysis of the related literature provides the basis
for this future work.

Additional details. The generated HTML page also presents additional details that
could aid the user with the understanding of the detected non-conformance. In the case
of static non-conformances, a state machine is visualized that depicts the unexpected se-
quential communication behavior detected between the involved services. The most fre-
quently occurring calls between the involved services are presented in a human-readable
format right after the state machine model. This insight can be used to understand why
such calls were made between the involved services. Figures 5.3 and 5.4 show an ex-
ample of a state machine and the most frequent calls, respectively. In the case of a dy-
namic non-conformance, we instead leverage the traceability information contained in
the static model to point to the code that shows the expected behavior. Specifically, the
page presents (1) the line of code responsible for triggering the missing runtime event (i.e.,
the line of code that should have been executed), (2) the sequence of events that should
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8761.0_>__200.0__get__user__eureka
1 8761.0_>favicon.ico__404.0__get__user__eureka
1
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@—» State 0

8761.0_>__200.0__get__user__eureka
9

>

8761.0_>eureka>css>wro.css__200.0__get__user__eureka
10

Figure 5.3: Part of state machine showing unexpected behavior.

Frequently occurring endpoint calls extracted from the dynamic
model learned for the link between user and eureka:
Endpoint: /

e Port: 8761.0

o Call status code: 200.0

o Call direction: from user to eureka

 Call frequency: 38
Endpoint: /eureka/css/wro.css

e Port: 8761.0

¢ Call status code: 200.0

o Call direction: from user to eureka
« Call frequency: 10

Figure 5.4: Most frequent calls for unexpected behavior.

trigger the missing runtime event, and (3) human-readable call details extracted for the
previous point. Figure 5.5 provides a snapshot of this set of details. Furthermore, the state
machines learned for each involved service are presented on the HTML page.
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’Sequences that occurred in the dynamic model that should produce run-time behaviour for |
link between order and turbine

« user —(implicit) zuul — order — turbine
e zuul — order — turbine

. J

For the occurred sequences, these are the unique sequence of endpoints (parameters) that
were used in the sequence
« Sequence: user — zuul — order — turbine
o Call started with "/order/line". Then followed by call with "/line".
o Call started with "/order/". Then followed by call with "/".
o Call started with "/order/18". Then followed by call with "/18".
o Call started with "/order/11". Then followed by call with "/11".
« Sequence: zuul — order — turbine
o Call started with "/line".
Call started with "/18".
Call started with "/3".
Call started with "/5".
Call started with "/11".
Call started with "/form.html".
Call started with "/".

\. J

o0 0000

Figure 5.5: Example details for dynamic non-conformance.

5.4 Tool Evaluation

Performance Analysis. We evaluated CATMA’s performance in terms of time to detect
non-conformances in MSA. For this, we selected 4 DFDs of open-source MSAs from the
dataset created by Schneider et al. [15], deployed these MSAs, and created state machine
models for them. Then, we ran CATMA on the obtained models and measured the time
of the analysis. Table 5.1 presents the time for analyzing the 4 selected MSAs (averaged
over 10 executions per MSA). This evaluation allows us to quantify the benefits of utilizing
CATMA compared to manual analysis.

The data clearly demonstrates that CATMA substantially accelerates the analysis pro-
cess. While developers often invest days in resolving issues (as reported in the study
conducted by Zhou et al. [21]), our tool accomplishes the same task in a matter of min-

'https://github.com/shabbirdwd53/springboot-microservice
*https://github.com/ewolff/microservice
*https://github.com/spring-petclinic/spring-petclinic-microservices
*https://github.com/sqshq/piggymetrics

Table 5.1: CATMA’s performance statistics on multiple MSAs

# Detected
Name #LOC | # Services | Non-Conformances
(static / dynamic)

Avg.
Runtime (seconds)

Springboot-Microservice* 879 9 0/16 43
Microservice Sample® 3117 7 2/1 3.0
Spring PetClinic® 3990 12 1/26 78.6

Piggy Metrics* 9977 17 3/11 53.9
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Table 5.2: Trade-off between the size and correctness.

Avg. # Edges | Avg. # Nodes | Avg. Recall | Avg. Specificit Avg. Balanced Accurac
g g g g g. o5p y g y

1 1 0.0 1.0 0.5
127 99 0.368 0.998 0.683
790 646 0.904 0.990 0.947
1982 1843 0.920 0.986 0.953
4714 4570 1.0 0.978 0.989

utes. Thus, CATMA can substantially reduce the time spent on debugging issues, offering
a valuable resource for developers.

Pilot Study. We conducted a small-scale pilot study to investigate CATMA’s useful-
ness. We report an initial assessment of this pilot study based on a think-aloud interview
setup with two participants. The participants were recruited from the lab of one of the au-
thors (both with a computer science background) and have no relation to the work done
for CATMA. The participants got an introduction to MSAs and were allowed to interact
with CATMA before the start of the interview. During the interview, we asked several
questions that would provide us insights on what are the most useful elements presented
in the output generated by CATMA. A complete transcript of the interview can be found
on our Figshare page [5] or in Appendix 5.6 at the end of this chapter. The following
points summarize the most useful elements from CATMA’s output: (1) the model-based
visualization that shows where non-conformances are detected, (2) the set of possible in-
terpretations providing the potential causes for the corresponding non-conformance, (3)
the ability to jump from the dynamic model (state machine) back to the source code, (4)
static non-conformances provide insights on the security implication of the system, and
(5) the type of the non-conformances: static non-conformances provide insights on the
security implication.

Correctness of Dynamic Models. As the state machines approximate the provided
log data, it is helpful to understand the trade-off between the correctness and the size of
the model as it could influence the detection of non-conformances; a small state machine
generalizes too much and introduces inaccuracies, a large state machine captures all pos-
sible behavior but might be hard to understand and process. To evaluate this aspect, we
use a technique similar to the one proposed by Walkinshaw et al. [18]. Table 5.2 presents
the average results computed from a 10-fold cross-validation experiment. As expected,
smaller state machines introduce more inaccuracies, leading to lower balanced accuracy
scores. This suggests that smaller state machines do lead to more inaccuracies in the detec-
tion of non-conformances. Furthermore, the accuracy scores appear to plateau as the state
machine grows in size. This suggests that considerably larger state machines do not per-
form significantly better in the detection of non-conformances and selecting the largest
possible model for the detection is redundant. Learning a moderate-sized state machine
from input data should provide reliable performance for detecting non-conformances.
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5.5 Related work

Several studies have demonstrated that architectural software representations can assist
developers during manual system analysis activities [3, 7, 13]. To automate such processes,
several approaches in the related literature combine static and dynamic analysis for archi-
tecture reconstruction of MSAs. MicroArt presented by Granchelli et al.[6], MiSAR pre-
sented by Alshuqayran et al. [2], and pTOSCA presented by Soldani et al. [16] all extract
the list of microservices statically by parsing deployment files. Connections between them
are detected dynamically by leveraging service discovery services that exist in the ana-
lyzed applications or by injecting different monitoring tools. VMAWYV presented by Ma et
al. [11] instead queries existing service discovery services to retrieve the list of services and
uses static analysis to detect connections. While these approaches combine static and dy-
namic analysis, none of them compare complete architectural models obtained via the two
techniques. Since our approach performs this comparison to identify non-conformances,
we believe it to be novel in this regard.

The approach DOMICO by Zhong et al. [20] also detects non-conformances between
system representations of different stages in the development process, however, they com-
pare the intended design (UML) against the actual implementation (static model). This
approach is partly based on the approach introduced by Murphy et al. [12]. The proposed
approach by Murphy et al. computes a reflexion model by finding differences between the
architectural model extracted from the source code and the mental (architectural) model
constructed by a system developer. Both approaches detect non-conformances between
design and implementation, whereas CATMA detects non-conformances between the sys-
tem’s implementation and deployment.

5.6 Conclusion & Future Work

We present CATMA, a tool for automatically conducting conformance analysis of MSAs.
It detects possible non-conformances by computing differences between a statically and a
dynamically obtained architectural model of the MSA. Found non-conformances are visu-
alized in an easily accessible way. Further, a set of possible interpretations is generated,
showing the non-conformances’ potential causes. In a preliminary evaluation, CATMA
showed promising results in terms of performance as well as usability. In our evaluation,
CATMA identified a non-conformance in an open-source MSA on GitHub. A misconfigu-
ration in the Hystrix ® monitoring dashboard prevented stream data from being visualized
as intended in the implementation. This is a good example of a non-conformance between
the intended and observed behaviors of the MSA. We notified the developers and our fix
was accepted ¢. Hence, CATMA has already shown its first —albeit small- impact on MSA.

As future work, we will extend CATMA with a more intelligent technique for selecting
suitable interpretations for found non-conformances. Further, the approach would benefit
from additional validation activities concerning its usefulness and possible enhancements.
We plan a user study with developers in which they identify non-conformances with the
help of CATMA. Finally, we will investigate the feasibility of using other types of models
as input and the detection capabilities of other non-conformances.

*https://github.com/Netflix/Hystrix
°https://github.com/ewolff/microservice/pull/30
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Appendix A: Interview Transcript
of CATMA'’s Pilot Study

Below is the transcript of the interview done for the qualitative evaluation of the tool. The
interview took place on the 26th of May 2023.

Interviewer: There are a few questions that I would like to ask you regarding how intu-
itive the non-conformances are presented to you in the model-based visualization.
Interviewer: The first question is how many different types of non-conformances are
presented to you in the model-based visualization?

Participant 1: Two

Participant 2: Two

Interviewer: How many non-conformances were detected for each type of non-conformance?

Participant 1: Two static non-conformances and one dynamic non-conformance.
Participant 2: Two static and one dynamic.

Interviewer: How many non-conformances were detected for each type?

Participant 1: Two static non-conformances and one dynamic non-conformance.
Participant 2: Two static and one dynamic.

Interviewer: As mentioned before the start of the interview, you are a developer of a
microservice application and using our tool to find discrepancies between the design and
the deployment of your application. Based on two different types of non-conformances
that were detected and presented in the model-based visualization, which type of non-
conformance would you think would be more important (which one has more weight)?
Participant 1: I think static non-conformance would be the most important type of non-
conformance for me because it is suspicious that there is runtime behavior occurring that
I did not intend to have in the design of my system. I gave less importance to dynamic
non-conformance as it might be the case that sometimes you did not run the system
long enough to cover every part of the system. Intuitively, I think that dynamic non-
conformances might return more false positives than static non-conformances. I think
that any occurred runtime behavior that is not specified in the static model is by defini-
tion weird to me.

Interviewer: To follow up on your answer, you gave higher importance to static non-
conformances. Did you also give a higher importance to this type of non-conformance as
it might reveal potential security issues in your system?

Participant 2: Yes, this type of non-conformance provides a bit more insight into the
security implications of my system. I would put a higher priority on looking at this type
of non-conformance first.

Participant 2: For me, the answer would be it depends. Static is important if you have a
configuration set up for the system and there is behavior that is occurring that you have
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never intended within the design, that would be weird. But dynamic is important because
if you wanted a particular behavior to happen and it is not happening e.g. communica-
tion with the authentication service, then that is also important to know. I would actually
weigh them both as equally important.

Interviewer: If you look at the model-based visualization that is presented to you, what
kind of information is missing or could be added to the model in order to understand the
visualization of the detected non-conformances even better?

Participant 1: What I was wondering when I was looking at the model-based visualiza-
tion is what is the meaning of the user node in the model-based visualization? Is this
node used to represent an actual user or is this an actual microservice implemented in the
system? Because I would be interested in how a user actually enters the system or at least
see where a user can enter the system.

Interviewer: So you mean some information that explains the nodes in the model-based
visualization?

Participant 1: Yes, that is for sure. So some information on the context would be nice.
particpant 1: Also, I think it would be nice to see the frequency of the communication
links that occurred between the services.

Participant 2: Adding frequency information on the links in the model-based visualiza-
tion would indeed be nice to see what is happening quite often in the system. Besides the
frequency, I think that adding the direction of the communication between the services
would also be nice, together with its corresponding frequency. This would help under-
stand which direction of communication is much more common. Finally, highlighting the
entry node in the model would be nice as you would have an idea of where the initial
interaction starts between the user and the system, and what possible paths can be taken
within the system.

Interviewer: Regarding the last part of your answer, don’t you think it better to first
show a global overview of the system and then do a deep dive into the non-conformances
to understand the sequential behavior of the system?

Participant 2: Yes, so from what I know of global visualization dashboards for analysts
that are trying to triage events, is that they would like to see the global picture first and
then they would like to drill deeper into the details. So just as what I see now from the
model-based visualization, you get sort of a global overview, and then you provide a man-
ner to do a more local inspection of non-conformances.

Interviewer: Now I would like to move on to the interpretations that are generated by
our tool and I would like to ask a few questions on how intuitive the interpretations are
presented to you.

Interviewer: Which parts of the generated interpretations are most useful for you to un-
derstand/interpret a detected non-conformance?

Participant 1: For me, the most intuitive parts, or actually the parts that I understood
well are the first three parts of the HTML pages. So like the block that says “"Potential
interpretations for the non-conformance”. This block provides helpful suggestions, if I
have to start to debug this, then these suggestions are very helpful starting points for the
debugging process. The state machine model that is shown was a bit harder to understand
for me. The top ten calls would actually be useful for me but I think this information is
more relevant when I actually dive into the code during the debugging process.
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Interviewer: Do you think that the top 10 calls would resolve what was mentioned ear-
lier on providing different levels of overview to the user?

Participant 1: Yes, that would be nice because the potential interpretations are very high-
level. I would need to see the code before I could get more from the other parts that are
shown on the HTML pages.

Interviewer: And regarding the dynamic models, what was not intuitive for you?
Participant 1: I am missing a bit of context in order to read and understand the dynamic
model. There is information presented in the nodes and edges of the model but I am not
completely sure how to interpret that part of the model. I recognize terms that are shown
on the edges of the dynamic model but I do not know how it relates back to the terms
shown in the model-based visualization.

Participant 2: First of all, the interpretations are nice because if this is a holistic list of
interpretations, then it is nice for the developer as they could be thinking in one single
perspective to debug a detected non-conformance. The list that is generated by the tool
would provide an inventory of perspectives that also could be used to debug the non-
conformance. However, the interpretations are a bit too high level to be actionable. One
way to improve upon this point is by adding instances directly after the high-level inter-
pretation. This way you link the high-level interpretation to starting points at which the
developer could look to debug the detected non-conformance.

Second of all, the dynamic models that are visualized on the HTML pages are a bit
hard to interpret because there are a lot of symbols shown in the models that might be
clear what it means. For example, you have symbols such as “fin”, “path”, or the list of
accepting/rejecting traces shown in the models but it is not clear what these symbols
mean. Maybe these might be useful for the developer later on when they actually dive
into the code but currently, these types of information seem to be irrelevant and clutter
the models. I think you could include a post-processing step in our tool to remove or filter
out irrelevant information from the dynamic models.

Third of all, the top ten calls that are shown on the HTML pages might be a bit confus-
ing when you are dealing with non-conformances. My intuition is that non-conformances
should be rare and having the words “top ten” could create confusion.

Interviewer: Do you think that it would have been better if it was rephrased to “unique
calls” instead of “top ten calls”?

Participant 2: Yes, and I think that if you look from the perspective of the developer,
the top ten call information might be helpful indeed when they are actually diving into
the code to debug the non-conformance. For example, if there is a repeating wrong port
number that occurs very often for a non-conformance, then as a developer, I would under-
stand where the mistake might be located. So this type of information would definitely
help narrow down where the developer could look during the debugging process.
Interviewer: How useful is a link from a detected non-conformance back to the line of
source code? To clarify a bit more, if you have a look at the dynamic non-conformance,
you were able to click on the edges of the model or click on the arrows shown in the se-
quences, to dive back into the line of source code that is responsible for generating the
runtime behavior.

Participant 1: I think it is helpful for the debugging process but we didn’t do any actual
debugging during this experiment so I cannot provide suggestions on what might be miss-
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ing from the information that is presented. I do realize when I click on the transitions or
the arrows, it would bring me back to a line that shows an import of a library. I am not
sure whether an import would provide me with enough information but generally, the link
back to the source code would be useful as it gives you starting points for the debugging
process.

Interviewer: To explain a bit more about your observation, if a runtime behavior is linked
back to an import statement, then the behavior is produced by a call within the library and
not really code that you have written yourself.

Participant 2: So in my case, the link back to code seems to always lead me back to the
class instead of a line of code but if it is redirected to a more interesting line of code, after
your extra explanation, then I think that it would be useful for the developer to have this
link for the debugging process. But for this experiment, we did not do any debugging
ourselves so I cannot provide any suggestions on how it can be improved.

Interviewer: Based on an industrial study that I presented at the start of the experiment,
developers usually take days, sometimes even weeks, to find the cause for a fault that oc-
curred in an MSA. If you have the information that is presented by our tool, do you think
it would help you understand and resolve a non-conformance?

Participant 1: I personally do not have too much experience with this but I think it will
be handy to get some starting points that could help resolve the non-conformance. How-
ever, there is a risk that the starting points could throw you off track.

Interviewer: Do you think that if we provide a metric (like confidence level) might help
reduce the risk that a developer might be thrown off track?

Participant 1: Yes showing confidence will be very useful and I also think that it would
be having this measure that shows how often a starting point, provided by the interpreta-
tions, was a good starting point for debugging a non-conformance. So maybe something
like how often a starting point was used by the developer and the starting point helped
resolve the non-conformance.

Interviewer: So you are suggesting that there should be another user study to gather
these statistics?

Participant 1: Yes, that would be indeed very useful.

Participant 2: I think the tool should be put in context what the debugger is doing right
now and where in the debugging pipeline the tool fits. I do not have much experience
being a developer so I cannot give you a definitive answer to your question. However,
I do think that the information provided by your tool does provide valuable insight that
could speed up the process to resolve a non-conformance. The question is whether the
information is correctly interpreted by the developer. From the answer that I mentioned
earlier, there are symbols presented in the dynamic models that do not seem to be clear
or hard to interpret. Removing the irrelevant information would probably help with the
interpretation of the models. Furthermore, I also think that another user study might be
helpful for gathering data on how quickly developers can resolve non-conformances using
your tool.

Interviewer: So as the last question for this interview, do you have any other improve-
ment suggestions that you would like to provide to our tool?

Participant 1: The dynamic models are a bit hard to interpret. Doing what was men-
tioned by participant 2 earlier on removing irrelevant information would already help a
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lot with the interpretations of the dynamic models. Also, the transitions could be clarified
a bit more as I am missing some context to understand/interpret the sequential behavior.
Furthermore, a bit more context could be given to better understand the sequences shown
on the HTML pages.

Participant 2: So about the sequences shown on the HTML pages, something that you
could add is whether these sequences are an exhaustive list of a sample of all sequences.
Finally, I will repeat the suggestion that I already gave before: the interpretations are
very high-level and not actionable. Providing instances directly after these interpretations
could make them more actionable.
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Automated Test-Case Generation
for REST APIs Using Model
Inference Search Heuristic

The rising popularity of the microservice architectural style has led to a growing demand for
automated testing approaches tailored to these systems. EvoMaster is a state-of-the-art tool
that uses Evolutionary Algorithms (EAs) to automatically generate test cases for microser-
vices” REST APIs. One limitation of these EAs is the use of unit-level search heuristics, such as
branch distances, which focus on fine-grained code coverage and may not effectively capture
the complex, interconnected behaviors characteristic of system-level testing. To address this
limitation, we propose a new search heuristic (MISH) that uses real-time automaton learning
to guide the test case generation process. We capture the sequential call patterns exhibited
by a test case by learning an automaton from the stream of log events outputted by differ-
ent microservices within the same system. Therefore, MISH learns a representation of the
system-wide behavior, allowing us to define the fitness of a test case based on the path it
traverses within the inferred automaton. We empirically evaluate MISH’s effectiveness on
six real-world benchmark microservice applications and compare it against a state-of-the-art
technique, MOSA, for testing REST APIs. Our evaluation shows promising results for using
MISH to guide the automated test case generation within EvoMaster.

The content of this chapter is based on the publication “C. Cao, A. Panichella and S. Verwer, “Automated Test-
Case Generation for REST APIs Using Model Inference Search Heuristic,” 2025 IEEE/ACM International Conference
on Automation of Software Test (AST), Ottawa, ON, Canada, 2025, pp. 29-40, doi: 10.1109/AST66626.2025.00010.




118 6 Automated Test-Case Generation for REST APIs Using Model Inference Search Heuristic

6.1 Introduction

In recent years, the microservice architectural style has gained significant traction among
companies developing modern (web) applications. This shift is largely driven by the ben-
efits provided by this architectural style: it enables developers to develop, maintain, and
deploy the components (known as microservices) of their applications independently. Mi-
croservices interact with each other via REST APIs, and a request by a client may involve
a sequence of REST API calls between microservices to get the corresponding response.
Despite the benefits, microservices are notoriously known to be hard to debug once a fault
has occurred due to their distributed nature. Different studies have shown that developers
usually spend days debugging a fault, making it a time-consuming process [34, 57].

As with any software system, writing system-level tests could mitigate potential faults
after deployment. However, manually crafting these tests for microservices is not only
labor-intensive but also prone to incomplete coverage as developers might not cover all
possible cases that could occur in the system due to their complexity [34, 42, 51, 52]. These
challenges have lead to the growing need of tools to generate test cases for microser-
vices automatically. EvoMaster is a state-of-the-art tool that uses Evolutionary algorithms
(EAs) [7] to create test cases for microservice applications with web APIs. Specifically, the
EA continuously generates and evolves a pool of test cases that can be executed against
the system under test (SUT). Each test case represents a sequence of REST API calls for a
particular type of resource. Test cases are evolved based on a set of objectives (e.g., line
coverage, branch distances, etc.) used to define the fitness of the test cases. Typically,
randomized operations such as mutation and crossover are used to evolve the test cases.
Furthermore, different (randomized) operations are used to select test cases to keep within
the pool.

Despite their success, existing EA-based approaches rely heavily on unit-level search
heuristics, such as branch distances, to guide the generation of test cases. Branch distance,
for example, measures how close a test case is to cover a specific branch in the code using
Korel’s rules [31] for branching conditions. While effective for maximizing fine-grained
code coverage within individual units or services, these heuristics provide no guidance
on system-level behaviors. Specifically, they lack awareness of how microservices inter-
act and how execution flows across services. This narrow focus on unit-level objectives
can result in test cases that fail to explore distributed systems’ intricate, interconnected
behaviors, thereby missing faults that arise from complex inter-service interactions [48].

To address this limitation, we introduce the Model Inference Search Heuristic (MISH),
a novel grey-box approach to guide the automatic test case generation process. Unlike
white-box techniques that rely on code-level metrics such as branch distance, MISH lever-
ages log statements printed by the SUT during test execution, which developers insert
into the code. MISH continuously collects log statements output by the SUT during test
execution and uses them to learn a finite state automaton (or simply a state machine) in
real-time. Each test case is converted into a sequence of events derived from these logs,
and the inferred state machine serves as a representation of the system’s behavior. We
learn a state machine using the online learning heuristic proposed by Baumgartner and
Verwer for FlexFringe [12], a framework for learning state machines. Our approach uses
a single objective to define the fitness of a test case, the path traversed within the state
machine. To the best of our knowledge, we are the first to apply real-time state machine
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learning to the task of automated test-case generation for microservices’ REST APIs.

As state machines capture sequential behaviors exhibited by a SUT, we can leverage
this information to capture the required sequential pattern of REST API calls and create
the corresponding sequential behavior within the SUT. This way, we can preserve sequen-
tial patterns that can be used to generate test cases for complex interconnected behaviors
between microservices. We believe these sequential patterns will lead to better code cov-
erage and fault detection.

To assess MISH’s feasibility and effectiveness, we implemented a prototype of MISH
within EvoMaster and tested it against six different real-world microservice applications
provided by the EvoMaster Benchmark (EMB) dataset [11]. Additionally, we compared
MISH against the state-of-the-art many-objective algorithm, MOSA, for testing REST APIs.
An implementation of MOSA has already been provided within EvoMaster. Our evaluation
results indicate that MISH performs comparably to MOSA and can even surpass MOSA in
specific scenarios while utilizing only a single objective to evaluate fitness for test cases.
Moreover, our results indicate that MISH is more efficient than MOSA in covering test
targets at the start of the search. This suggests that MISH captures essential patterns that
could lead to quicker discovery of unseen targets within the SUT.

Our main contributions are summarized as follows:

+ A novel approach, MISH, that uses real-time automaton learning as a search heuris-
tic to generate system-level test cases for REST APIs automatically.

« A prototype of MISH implemented within EvoMaster, which can be used for repli-
cation studies.

« A comparison of MISH against the state-of-the-art algorithm (MOSA) for system-
level test-case generation on six different microservice applications.

6.2 Background & Related Work

This Section describes the concepts used in this work, this would help the reader under-
stand the methods utilized in MISH. Additionally, we list related works for each concept.

6.2.1 Automated Test Case Generation using EAs

EAs are widely applied within the field of search-based software testing to automate differ-
ent software testing tasks such as test case generation [26, 40], minimizing test suites [54],
and prioritizing test cases [13]. Prior studies have shown that automating these tasks has
significantly reduced the time that developers spend on testing and debugging their sys-
tem [2, 47]. Several automated software testing tools also incorporate EAs to generate
test cases for various level of testing, such as EvoSuite [26], EvoMaster [6], SUSHI [15],
EXSYST [28], and Sapienz [1].

Inspired by the biological evolution process in nature, an EA starts with an initial
population of randomly sampled test cases. In the context of software testing, a test case
represents an individual in the population, and the statements in a test represent its genes.
EA runs the test cases to determine their fitness values based on a predetermined fitness
function (e.g. line coverage). The EA then generates offspring from the population of test
cases using genetic operations such as crossover or mutation. The offspring are also run
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to determine their fitness values. Finally, EA selects the best candidates from the parent
and offspring population to form the new population of test cases that survive to the next
iteration of the EA. This process (evaluation, generation of offspring, and selection) is
repeated until the stopping criterion is met (e.g., search budget time is exhausted).

6.2.2 Automated Testing of REST APIs

Representation State Transfer (REST) APIs are predominantly used for communication or
requesting resources from a (micro) service. These are typically done by executing (Hyper-
Text Transfer Protocol) HTTP calls towards pre-defined endpoints. With the increasing
adoption of the microservice architectural style, testing REST APIs automatically has also
become an important topic of research. Testing REST APIs comes in two flavors: black-
box or white-box. The former does not have access to the source/byte code of the system,
meaning no information on the SUT’s internal structure can be used to guide the test
case generation. The latter approach has access to the internal structure and can use this
information to generate test cases to trigger specific parts of the SUT.

RESTTESTGEN [50], RESTest [38], and RapiTest [24] are methods developed to auto-
matically test REST APIs using black-box heuristics. EvoMaster also provides the option to
generate test cases following in black-box mode [8]. These typically use the API specifica-
tions of the SUT to generate test cases. For the white-box approach, many state-of-the-art
techniques are built as search algorithms within EvoMaster. The Many Independent Ob-
jective (MIO) algorithm is a state-of-the-art technique built within EvoMaster [5]. This
algorithm treats each test target as an independent objective and tries to find a test case
that covers the objective. The aim is to find a test suite that covers as many (independent)
objectives as possible. MIO keeps track of a population of test cases for each objective and
creates the final test suite by taking the union of the best test cases from all populations.
The Many Objective Sorting Algorithm (MOSA) is another state-of-the-art technique built
within EvoMaster. Proposed by Panichella et al. [40], this algorithm treats test case gener-
ation as a multi-objective optimization problem. Instead of optimizing each objective sep-
arately, as with the MIO algorithm, all objectives are optimized simultaneously in MOSA.
Unlike MIO, MOSA keeps track of a single population of test cases. The final result is a
minimal test suite containing the test cases covering as many objectives as possible.

6.2.3 State Machine & Testing REST APIs

A state machine, also known as a finite state automaton, is a mathematical model for
capturing the sequential behavior exhibited by a SUT. Formally, it is defined as a quintuple
(., 0, qg, 6, F) [45], where:

« 3 is a finite alphabet.
« Qs a finite set of states.
« qo € Qis a unique start state.

« §: QxX — Q is the transition function, denoting which state the state machine
will transition to based on the current state that it is in and the next input symbol
ae’l.
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Figure 6.1: Example state machine learned for a SUT S used in the experiments. Running the trace ¢ = [10,7,5,10],
S will traverse states 0, 11, 12, 13, and end in state 11. This denotes the sequential behavior S exhibited for trace
t.

« Fc Qis the set of final states.

Given an arbitrary trace ¢ containing an arbitrary number of input symbols and a SUT
S, the state machine can be used to understand the sequential behavior that S exhibited
by looking at the sequence of traversed states. In this work, we use a slightly different
definition of a state machine: we do not explicitly have final states, any state within the
state machine is considered a final state. Figure 6.1 provides an example of a state machine
learned from a microservice application used in our evaluation experiments. The number
after the #-symbol denotes the visit frequency of a state/transition, and the number before
the symbol denotes the state ID number or the transition symbol (i.e., the symbol for
triggering the transition).

There are two primary approaches to learning state machines from data: active and

passive learning. The former uses the well-known L* algorithm proposed by Angluin [4].

The algorithm continuously queries the SUT for outputs by providing different inputs. The
learning process starts by collecting input-output pairs to construct a state machine. The

algorithm then tries to find counterexamples to verify the correctness of the state machine.

If a counterexample is found, the state machine is updated. These two steps are repeated
until no more counterexamples can be found.

In contrast to the active learning approach, the passive learning approach does not
need to query the SUT actively to collect data for learning. It solely collects output data
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of the SUT (i.e., only listening to the output) and constructs a model from the collected
data. The passive learning approach uses state-merging algorithms, which were shown to
be most effective for learning a model within this approach [32].

Several works have shown the effectiveness of state machines in testing and verifica-
tion of the behavior of different systems [23, 25, 29, 35, 39, 56]. However, the focus of
these works was not on automated test-case generation for REST-APIs. Cao et al. have
applied state machines on REST-APIs [16, 17, 20] for different purposes. However, the
focus of these two works was also not on automated test-case generation. Several works
have specifically used state machines to generate test cases automatically for REST APIs.
These approaches typically extract a state machine from the UML diagrams generated for
the microservices [3, 41, 55]. These approaches assume that such diagrams are available
for the SUT and are up to date with the latest version of the SUT.

6.3 Approach

Our approach continuously learns a state machine model from event logs outputted by
the SUT and uses the model to define fitness for the test cases that have been executed.
This section details the internal workings of our novel algorithm, MISH, including (1) the
transformation of log events outputted by the SUT into traces, (2) the interaction between
EvoMaster and the model inference framework to update a state machine with these traces
continuously, (3) the computation of the fitness for each test case, and (4) the evolution
of test cases for future iterations/generations. Figure 6.2 depicts a high-level overview of
MISH’s workflow, and Algorithm 2 outlines the pseudo-code.

6.3.1 Transforming Log Events to Traces

As described in Section 6.2, a state machine is learned from traces of symbols. In the
context of this work, each symbol in a trace represents an arbitrary log event outputted
by the SUT, and each trace represents a sequential behavior exhibited by the SUT (based on
the sequence of log events). We use a state machine to model these sequential behaviors
within the SUT.

To transform event logs into traces, we first group the log events based on the start
and end timestamps of the test cases. This is done to capture the sequential behavior
exhibited by the SUT after running each test case. MISH requests the test cases’ start and
end timestamps from EvoMaster and temporarily stores them in memory (see line 3 in
Algorithm 2). We compare each log event’s timestamp against each test case’s start and
end timestamp. If the log event occurred within this period, we add it to the group created
for this test case. We keep track of the order in which the log events are added to the
group so as not to disrupt the sequential behavior captured in these log events. Note that
each test case is executed sequentially; therefore, an arbitrary log event (occurring at a
given timestamp) cannot be added to two groups.

Once the groups are formed, we proceed to generate the traces (line 4 in Algorithm 2).
We generate one trace for each test case and its corresponding log group. As each log event
is a string containing an arbitrary number of characters, we need to transform it into a
symbol for efficient learning of a state machine. We use the Drain algorithm proposed
by He et al. [30] to learn templates of log events and use these templates to map each log
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Figure 6.2: High-level overview of MISH’s workflow.

Algorithm 2: MISH

Input: Population size S, Fitness function F
Output: A test suite TS

P «— randomPopulation(S)
runPopulation(P)

C « collectTimeStamps(P)

T «<— generateTraces(C,P)

TS < updateArchive(P)
updateModel(T)
computeFitness(T,P,F)

while search budget not exhausted do
O <« generateOf fspring(P,S)
runPopulation(O)

C « collectTimeStamps(O)

To < generateTraces(Cp,0)
updateModel(Tp)
computeFitness(Tg,O,F)
computeFitness(T,P,F)

P, T < generateNewPopulation(P,0, T, Tp)
TS «— updateArchive(P)

end

return TS
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event to a single symbol. Specifically, we opted to use Drain 3 from LogPai [36] (version
0.9.11) for learning log templates as this version enables us to learn log templates on the
fly and thus fits very well with the continuous learning of a state machine from log events.
Each log statement in the group is mapped (in sequential order) to its corresponding log
template symbol to form the trace produced by a test case. If the group for an arbitrary
test case is empty, we use a single “None” word to create a trace of size one. This is done
to make sure that the test case is not skipped and that a fitness value will still be assigned
for this test case. The “None” word is mapped to its symbol using Drain3. Timestamps
collected for the test cases and groups of log statements are cleared from memory once
we have finished generating the corresponding traces.

6.3.2 Continuous Learning of State Machine

MISH employs the streaming heuristic proposed by Baumgartner and Verwer [12] to con-
tinuously learn/update a state machine from the stream of traces produced by the SUT.
For each generation of N test cases, N corresponding traces are generated and forwarded
to the model inference framework, which updates the state machine incrementally (line
6 in Algorithm 2). Once the state machine has been updated, the framework sends a re-
sponse to MISH, which then uses the updated model to compute the fitness values for
the test cases. This ensures that the state machine evolves dynamically alongside the test
generation process. The fitness computation process is described in the next Subsection.

6.3.3 Defining Fitness using State Machine

Once the state machine has been updated, MISH forwards the traces (generated from the
test cases) to the model inference framework and requests it to compute their fitness (line
7 in Algorithm 2). The fitness value computed for a particular trace is assigned as the fit-
ness value for the corresponding test case. Fitness is determined based on the path (the
sequence of states) traversed by the trace within the state machine. The primary objec-
tive of MISH is to generate system-level test cases that trigger deep and interconnected
interactions between microservices. Each state in the state machine represents a unique
state of the SUT, and its visit frequency is computed from the traces used to update the
model. We assume that test cases that lead the system into less frequently visited states
(or traverse paths containing more of such states) are more likely to reveal complex and in-
terconnected behaviors, thus contributing to higher system-level coverage. Consequently,
MISH assigns higher fitness values to test cases that visit (or traverse paths through) in-
frequent states.

There are several ways to compute the fitness of a trace (and thus a test case) based
on the state visit frequencies. We implemented two distinct fitness functions within the
model inference framework. Below, we briefly describe each fitness function and provide
an example of how the fitness value is calculated for an arbitrary trace using the corre-
sponding function. For the example, we refer to the state machine and trace illustrated in
Figure 6.1. Note that all traces pass through the start state (e.g., state 0); therefore, this
state is excluded from fitness computations.

Lower Than Median (LM): This fitness function first computes the median state visit
frequency for the path taken by an arbitrary trace ¢ in the state machine. Then, it computes
how many states in the path have a lower visit frequency than the median. To mitigate
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the tendency of MISH to favor longer traces, this count is divided by the total number of
states visited by the trace. If the trace only visits one state, its fitness value is the inverse
of its state visit frequency, mitigating the potential bias toward short traces that visit a
single, highly frequent state. Using the example state machine and trace ¢ from Figure 6.1,
the states visited by ¢ are 11, 12, 13, and 11. Their visit frequencies are 15, 15, 6, and 15,
respectively. The median visit frequency for this trace is 15. Only one state (13) has a

. . . . . 1
lower visit frequency than 15. The fitness of trace t in this example is then 77025,

Weighted State Visit Frequencies (WS): this function first collects the visit frequency
of the states visited by an arbitrary trace t. These frequencies are sorted in ascending
order. A weighted sum is then calculated by multiplying each state’s visit frequency by
its index in the sorted list (starting from 1). The fitness value of the trace is defined as
the inverse of this weighted sum. Using the same trace t from Figure 6.1, the sorted state
visit frequencies are 6, 15, 15, and 15. The weighted sum of these frequencies is then

(6x1)+(15%2)+(15x3) + (15 x 4) = 141. The fitness of t is the ﬁz0.00I

6.3.4 Evolving and Selecting Test Cases

In each iteration, MISH generates an offspring population based on the current popula-
tion of test cases (see line 9 in Algorithm 2). The offspring population has the same size
as the current population. Specifically, MISH uses tournament selection to select candi-
date test cases for the offspring population. MISH then creates a copy of the selected
candidate and introduces a mutation in the copied test case. The copied test case is then
added to the offspring population. MISH selects 90% of the offspring through tournament
selection, and the remainder of the offspring population is filled by sampling test cases
to create more diverse individuals for better exploration. We employ the same sampling
strategy as MOSA. MISH then computes the fitness of the offspring population following
the procedure described previously. Finally, MISH selects the new population (see line 16
of in Algorithm 2) of test cases for the next iteration by taking the top S test cases from
the union of the current population and the offspring population, where S denotes the
population size.

6.4 Empirical Study

This section details the empirical study we carried out to evaluate MISH’s feasibility and
effectiveness for generating system-level test cases. We first outline the research questions
addressed in the study. Next, we detail the selection of applications and parameter settings

used in EvoMaster for evaluation. Finally, we describe the metrics employed to compare
the performance of MISH against MOSA.

6.4.1 Research Questions

The study aims to answer the following research questions:

« RQ1: How effective is MISH in generating system-level test cases compared to the state-
of-the-art MOSA algorithm?

« RQ2: In which scenarios does MISH demonstrate a good/poor performance?
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« RQ3: How does MISH’s coverage (test targets) over time compare to that of the state-
of-the-art MOSA algorithm?

RQ1 focuses on evaluating the overall effectiveness of MISH in generating test cases
that achieve high system-level coverage and reveal complex behaviors in REST APIs com-
pared to MOSA. With RQ2, we aim to investigate in detail the scenarios in which MISH
generates effective test cases and the scenarios in which MISH struggles with generating
effective test cases. Finally, RQ3 aims to evaluate and compare the efficiency of MISH in
achieving test coverage over time, in comparison to MOSA.

6.4.2 Selection of Applications

To evaluate MISH’s effectiveness in generating system-level test cases, we benchmark
MISH on six real-world microservice applications from the EMB dataset. This dataset is
created by the same authors as EvoMaster and was specifically designed to benchmark
test case generation approaches of EvoMaster [11]. The version number of the dataset
is synced with the version number of EvoMaster. As MISH is developed within EvoMas-
ter, we have selected this dataset for our evaluation. Specifically, we used version 2.0 of
the dataset as this was the latest stable release at the time of our implementation. While
version 3.2 of EvoMaster was released at the time of writing this work, we found it does
not report a specific category of faults (Potential Faults) that we use to evaluate MISH’s
effectiveness (see Subsection 6.4.5 in the description of the metrics). Additionally, we en-
countered errors when attempting to write test cases to file. These two points led us to use
an earlier version of the dataset for evaluation instead of the latest version. We selected
only the applications in which REST APIs are used, as MISH is designed to test REST APIs.
The six real-world applications that we have selected are:

« CatWatch: a web application that collects, processes, and stores statistics for a
GitHub organization. The statistics can be requested via the REST APIL.

Features-Service: a microservice application for managing product Feature Models.
The REST API is used to define and query products and product configurations.

Scout-API: A microservice application that provides a REST API to interact with a
web service named ”Scout”

« ProxyPrint: a web service for comparing and making requests to different print
shops

« LanguageTool: an application that uses a REST API to do style and grammar checks
for a piece of text.

+ OCVN: a dashboard for conducting visual analytics on public procurement data of
Vietnam.

All applications are built with JDK 8 following the instructions provided on the reposi-
tory of the EMB dataset [10]. Table 6.1 depicts the recent statistics collected for the selected
applications from the EMB dataset [9].
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Table 6.1: Recent statistics collected by Arcuri et al. for the selected applications from the EMB dataset.

Application # Source Files #LOCs  # API Endpoints
CatWatch 106 9636 14
Features-Service 39 2275 18
Scout-API 93 9736 49
ProxyPrint 73 8338 74
LanguageTool 1385 174781 2

OCVN 526 45521 258

6.4.3 Version & Parameter Settings for EvoMaster

We used EvoMaster version 2.0 to implement and benchmark MISH for the reason pro-
vided in the previous subsection. We ran EvoMaster using mostly the default parameter
settings, with a few modifications to the following parameters: search budget, test-case
minimization, tournament selection size, and some other options that are only turned on
by default for the MIO algorithm. The default search budget of EvoMaster is set to one
minute. We changed the search budget to 60 minutes to give each EA enough time to
initialize and explore the search space. This extended search budget aligns with previous
studies [9, 27, 44]. We opted to use time as the criterion for the search budget as we deem
this to be a fairer comparison between different EAs. Alternative stopping criteria include
the number of HTTP calls made by the algorithm, as used by Marculescu et al.[37]. How-
ever, MISH would exhaust such a budget quickly because it uses the sequential patterns of
REST API calls (captured in the state machine) to define the fitness of a test case. This rapid
exhaustion would limit MISH’s ability to test deeper sequences of interactions between mi-
croservices. Another stopping criterion is the number of iterations or generations an EA
has executed[43]. However, this approach does not consider the complexity of the system
under test; some systems require more generations to trigger deep and interesting behav-
iors. Using the number of generations might, therefore, halt the exploration prematurely
for complex systems. Moreover, practitioners often allocate a fixed amount of time to run
an EA, as argued by Stallenberg et al. [48], making time a practical and equitable stopping
criterion.

Test case minimization. We turned off the post-process minimization process of Evo-
Master. This process splits larger test cases with multiple HTTP calls into smaller test
cases with one single HTTP call at the end of the search. This type of splitting does ex-
actly the opposite of what we are trying to tackle with MISH: it breaks the sequential
patterns that MISH tries to capture in the REST API calls. Additionally, we observed that
enabling test-case minimization led to a reduction in the coverage achieved by both MISH
and MOSA compared to when minimization was disabled.

Tournament selection. We modified the default tournament selection size from ten to
four for our experiments. A tournament size of ten is considered too large for a single-
objective EA like MISH, potentially hindering its ability to effectively select and evolve
promising test cases [33].

Configuration options. We activated several non-default configuration options in Evo-
Master, such as smarter sampling of individuals, enhanced mutation operators, and opti-
mized database queries. We found that activating these options led to consistently better
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results (i.e., higher coverage) for both MISH and MOSA in our preliminary experiments.

6.4.4 Execution Procedure of Each Algorithm

To answer our research questions, we ran each algorithm (MOSA and MISH) 20 times
on each selected microservice application to mitigate the effects of stochastic operations
(e.g., mutation) on performance results. Each run is executed independently, i.e., the ap-
plication and the EA are reset after each run to make sure that they are both started in
a clean state for collecting performance statistics. Since MISH implements two distinct
fitness functions, each version of MISH was also run 20 times per application. In total, we
executed 360 runs, which would take approximately 15 days to complete if run sequen-
tially. To speed up the evaluation process, we created a Docker image that enables us to
parallelize the runs. This was inspired by the experimental setup used by Arcuri et al. [9].
Each Docker container executes 20 runs of an algorithm on a particular application. We
make our Docker image and source code publicly available[18, 19] to promote the repro-
ducibility of our study. Our Docker image does not include the option to run OCVN, as
it spawns a Docker container. We chose not to run Docker containers within another
Docker container due to potential performance and compatibility issues. For experiments
involving OCVN, we executed all three algorithms directly on the host machine, ensuring
a fair comparison by using the same hardware specifications for all runs.

6.4.5 Comparison Metrics
We collect and compare the algorithms based on the performance metrics used in the
literature [9, 27, 37, 48]:

« Number of covered test targets: aggregated value denoting the (unique) number of
search objectives (e.g. line, branch, faults, etc.) covered during the run.

« Number of potential faults: aggregated value denoting the (unique) number of 500
errors detected from the HT TP responses, and the (unique) number of discrepancies
detected between API responses and the specifications in the OpenAPI schema.

« Number of potential 500 faults: the (unique) number of 500 error codes detected
from HTTP responses.

To determine whether the results between the algorithms are significantly different,
we performed unpaired Wilcoxon rank-sum tests with a threshold of 0.05 to compute
the p-values. This is a non-parametric pairwise test for determining whether a pair of
data distributions are significantly different from each other [21]. Since MOSA is our
baseline method and we have two different versions of MISH, we performed a pairwise
comparison between each version of MISH and MOSA. Furthermore, to determine the
probability that a sample of results from one method will exceed those from the other
method, we computed the effect size of the result using the Vargha-Delaney statistic [49]

6.5 Evaluation Results

We now answer our research questions based on the results achieved from our empirical
study. Each research question is answered separately in the following subsections.
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Table 6.2: Statistics are collected from the model inference framework.

L Trace Length | Learning Time (seconds) Model Size

Application - - -

Median IQR | Median IQR Median  IQR
CatWatch 5.00 7.00 0.0187 0.0039 29.00 13.50
Features-Service 2.00 2.00 0.0031 0.0005 22.00 3.00
Scout-API 10.00 4.00 0.0107 0.0025 20.00 8.00
ProxyPrint 3.00 8.00 0.0026 0.0007 44.00 7.00
LanguageTool 1.00 0.00 0.0370 0.0353 93.00 99.00
OCVN 1.00 0.00 0.0046 0.0006 8.00 4.00

Table 6.3: Median number of covered targets.

Application MOSA MISH - LM MISH - WS
Median IQR Median IQR Median IQR
CatWatch 2014.0 471.25 1703.5 51.25 1725.5 85.5
Features-Service 879.0 6.25 883.0 4.75 885.0 1.5
Scout-API 2223.0 68.25 2073.0 85.0 2089.5 84.5
ProxyPrint 2922.5 308.5 3302.0 127.75 | 3377.5 81.0
LanguageTool 3106.0 10262.5 2927.0 86.0 2948.5 87.75
OCVN 4464.5 170.0 6358.0  427.75 6083.5  230.75

6.5.1 RQ1: MISH’s Performance In Generating Test Cases

Table 6.2 presents various learning statistics gathered from the model inference framework
for each application. These represent the averages (medians and interquartile ranges) for
one run on the respective applications. We observe that the time MISH requires to learn
or update the state machine is in the order of milliseconds, which is negligible compared
to the overall search budget of 60 minutes. This demonstrates the feasibility of integrating
real-time state machine learning into an EA for system-level test case generation.

Tables 6.3, 6.4, and 6.5 present the performance of each algorithm for every application
according to the respective comparison metric. The best-performing algorithm for each
corresponding application is highlighted in bold. To address the outliers caused by ran-
dom processes in EAs, we report the medians along with their corresponding interquartile
ranges (IQR) instead of the mean.

From Table 6.3, both versions of MISH achieve higher coverage than MOSA on Features-
Service, ProxyPrint, and OCVN. On the remaining applications, MISH demonstrates cov-
erage results that are competitive with MOSA. MISH achieved, on average, a minimal in-
crease (0.68%) in coverage on Feature-Service when compared to MOSA. However, MISH
achieved a much larger increase in coverage on ProxyPrint and OCVN (15.7% and 42.4%,
respectively). Regarding fault detection capabilities (Tables 6.4 and 6.5), MISH again out-
performs MOSA on ProxyPrint and OCVN, while detecting a comparable number of faults
as MOSA on the other applications. Specifically, for the potential faults detected on Prox-
yPrint and OCVN, MISH detected (on average) 4.5% and 13.5% more faults than MOSA,
respectively. For the potential 500 faults, MISH detected (on average) 6.3% more faults
on ProxyPrint and 76.5% more faults on OCVN. Tables 6.6, 6.7, and 6.5 present the results
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Table 6.4: Median number of potential faults.

Application MOSA MISH - LM MISH - WS
Median IQR | Median IQR | Median IQR
CatWatch 25.0 1.25 24.0 2.0 24.0 1.0
Features-Service 32.0 0.0 31.0 0.5 31.5 1.0
Scout-API 79.0 9.5 66.0 2.0 69.0 4.25
ProxyPrint 66.0 10.25 68.0 3.0 69.0 2.25
LanguageTool 7.0 2.0 6.5 1.0 6.0 0.0
OCVN 2745 7.0 311.5 13.0 303.0 10.5

Table 6.5: Median number of potential 500 faults

Application MOSA MISH - LM MISH - WS
Median IQR | Median IQR | Median IQR
CatWatch 10.0 1.25 10.0 2.0 10.0 1.25
Features-Service 25.0 0.0 25.0 1.0 25.0 1.0
Scout-API 59.5 9.0 47.0 2.25 50.0 4.25
ProxyPrint 32.0 5.25 33.0 2.0 34.0 2.0
LanguageTool 5.0 1.0 4.5 1.0 4.0 0.0
OCVN 49.0 4.5 86.5 9.75 79.5 10.75

of the statistical tests conducted for each comparison metric. Significant p-values (< 0.05)
are highlighted in gray. As expected, there is no statistical significance in MISH’s cover-
age performance on Feature-Service as it achieved only a minimal increase in coverage.
However, MISH performed significantly better on ProxyPrint and OCVN across all three
metrics, each associated with a large effect size. The results of our statistical tests confirm
our findings presented in Tables 6.3, 6.4 and 6.5.

Although MISH achieved lower coverage in the latter applications, it is noteworthy
that MISH can still detect a similar number of faults in these instances. The lower coverage
performance of MISH is expected as it is a single-objective EA and single-objective EAs
typically get stuck very quickly in local optima. In contrast, many-objective EAs (e.g.,
MOSA) can use multiple criteria to generate a wider diversity of individuals, resulting in
better exploration [14, 46, 53].

6.5.2 RQ2: Where does MISH exhibit good/poor performance?
We analyzed scenarios where MISH performs well or poorly by examining one applica-
tion for each case in detail. For strong performance, we selected OCVN, while for poor

performance, we analyzed Scout-API These applications were chosen due to the notable
(significant) differences in the number of faults identified by MISH and MOSA.

Perfomance on OCVN

To understand MISH’s superior performance on OCVN, we compared the faults identified
by MISH-LM and MISH-WS with those identified by MOSA. Specifically, we analyzed the
unique set of fault IDs detected across all runs of this application. Figure 6.3 presents
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Table 6.6: Statistical significance ((p-values and Alz—values)) for the number of covered targets.

L MISH - LM vs. MOSA | MISH -WS vs. MOSA
Application
p-value Aqp p-value Aqp

CatWatch <0.01 0.21 (large) <0.01 | 0.27 (medium)
Features-Service 0.47 0.62 (small) 0.47 0.87 (large)
Scout-API <0.01 0.01 (large) <0.01 0.10 (large)
ProxyPrint <0.01 0.89 (large) <0.01 0.95 (large)
LanguageTool <0.01 0.10 (large) <0.01 0.13 (large)
OCVN <0.01 1.00 (large) <0.01 1.00 (large)

Table 6.7: Statistical significance (p-values and Aj,-values) computed for the number of potential faults.

L. MISH - LM vs. MOSA MISH -WS vs. MOSA

Application
p-value Ajp p-value Aip

CatWatch 0.06 0.37 (small) 0.06 0.37 (small)
Features-Service 0.01 0.23 (large) 0.01 0.40 (small)
Scout-API <0.01 0.01 (large) < 0.01 0.02 (large)
ProxyPrint 0.02 0.69 (medium) 0.02 0.81 (large)
LanguageTool 0.01 0.29 (medium) 0.01 0.18 (large)
OCVN <0.01 1.00 (large) < 0.01 1.00 (large)

the Venn diagram on the faults detected by each algorithm in OCVN. As we can observe,
each version of MISH has identified more unique faults than MOSA. Notably, MISH-LM
identified more than twice as many faults as MOSA.

Upon analyzing the faults identified by MOSA, we found they were related to seven
distinct fault locations in the code. Of these, only two fault locations were associated
with test cases involving multiple (and sequential) REST API calls. In contrast, the faults
identified by MISH were spread across 38 distinct fault locations. A deeper analysis of
these faults revealed a common starting pattern in the REST API calls: the first call logs
in as an administrator, saving authentication information in a cookie that is subsequently
used for the remaining REST API calls. This indicates a dependency between the initial
call and the subsequent calls in the tests.

MISH’s design explicitly aims to capture such dependency patterns in REST API calls to
trigger interconnected behaviors between microservices. By leveraging model inference
to identify and utilize these patterns, MISH was able to generate more effective system-
level test cases. Notably, no similar patterns were observed in the test cases associated
with faults identified solely by MOSA, highlighting the strength of MISH’s approach.

An important observation from our evaluation is that MISH performs particularly well
on applications with numerous API endpoints, such as ProxyPrint and OCVN. Additional
investigation into the faults identified only by MISH on ProxyPrint revealed a pattern simi-
lar to OCVN: the first call logs in as an administrator, followed by a sequence of dependent
API calls. We believe that MISH’s superior performance on these two applications is due to
its ability to capture and exploit the dependencies between REST API calls, which MOSA
(and its many-objective design) does not explicitly account for.
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Table 6.8: Statistical significance (p-values and A,,-values) computed for the number of potential 500 faults.

- MISH - LM vs. MOSA MISH -WS vs. MOSA
Application
p-value Aq p-value Aqyp
CatWatch 0.35 0.45 (negligible) 0.35 0.41 (small)
Features-Service 0.36 0.44 (negligible) 0.36 0.63 (small)
Scout-API <0.01 0.01 (large) <0.01 0.02 (large)
ProxyPrint 0.03 0.66 (small) 0.03 0.81 (large)
LanguageTool 0.18 0.41 (small) 0.18 0.25 (large)
OCVN <0.01 1.00 (large) <0.01 1.00 (large)
OCVN
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Figure 6.3: Venn diagram for the faults detected by each algorithm on OCVN.
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Figure 6.4: Venn diagram for the faults detected by each algorithm on Scout-APL

Performance on Scout-API

To understand MISH’s poor performance on Scout-API, we applied the same methodology
used for the analysis of OCVN. Figure 6.4 presents a Venn diagram showing the distribu-
tion of fault IDs identified by the three algorithms. From the diagram, we observe that 22
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unique fault IDs were identified solely by MOSA, whereas both versions of MISH together
only identified three unique fault IDs that MOSA did not. Among the 22 unique faults
found by MOSA, all are potential 500 faults, and 17 of these faults are related to the loca-
tion shown in Listing 6.1. At this location, MOSA executed different actions in the REST
API calls to trigger these faults.

For the three unique faults identified by MISH, only MISH-LM managed to find a po-
tential 500 fault at the same location as MOSA. However, MISH-LM executed a different
action to trigger it. This suggests that MOSA’s superior performance can be attributed to
its many-objective nature and access to additional information, such as source code. With
source code access, MOSA can compute fine-grained metrics like branch distances, which
can guide test-case generation more effectively by enabling diverse actions in REST API
calls. MOSA leveraged this capability to discover multiple faults at the same location by
varying the actions in the API calls.

In contrast, MISH, as a single-objective EA, does not have access to such information.
It relies solely on log statements and the state machine inferred from them to guide test-
case generation. As a result, MISH lacks the ability to make fine-grained modifications
to test cases, limiting its capacity to discover faults in complex scenarios like those in
Scout-APIL

devscout/scoutapi/dao/UserDao_30_readUserByIdentity

Example 6.1: Common fault location in the 22 faults identified only by MOSA

Co-factor Analysis. To statistically understand whether there is a significant inter-
action between the search algorithms (MOSA, MISH-LM, or MISH-WS), the size of the
application under tests (measures as the number of endpoints), and the achieved coverage,
we conducted a two-way permutation test [22]. This test is a non-parametric alternative to
the two-way ANOVA test and does not require the data to be normally distributed (unlike
ANOVA). It enables us to determine whether the different algorithms achieve significantly
different coverage and whether they behave statistically differently depending on the size
of the application under test. For this test, we set the threshold p-value<0.05.

The test revealed that the algorithms have a significant impact on the achieved cov-
erage (p-value=0.04), confirming the results of the Wilcoxon test. Besides, there is a sig-
nificant relation between the coverage achieved by the different algorithms and the size
of the applications under test (p-value<0.01). This is expected as it is more challenging to
achieve higher coverage for larger applications. The two-way test also reveals that there
is a significant interaction between the algorithms and the size of the applications (inde-
pendent variable) on the achieved coverage (dependent variable), returning p-value<0.01.
This confirms our observational results that MISH seems to perform better specifically for
applications with a larger number of endpoints.

6.5.3 RQ3: MISH’s Coverage Over Time

To evaluate MISH’s efficiency in covering test targets, we analyzed the coverage data col-
lected from all 360 runs of the experiments. In each run, EvoMaster reported the number
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Figure 6.5: Average coverage over time on CatWatch.

of test targets covered by the algorithm and the corresponding search budget utilized. We
grouped the coverage data by application and computed the average coverage over time
for each algorithm on every application. Plotting the coverage over time enables us to
assess how quickly each algorithm discovers previously unseen test targets.

Figures 6.6 to 6.10 present the average coverage over time for all three algorithms on
the respective applications. Confidence intervals are included to illustrate the variance
in performance. These plots show that MISH discovers unseen test targets more quickly
than MOSA on almost all applications.

The one exception is LanguageTool, where MISH does not outperform MOSA in dis-
covering unseen test targets. On this application, MISH’s coverage performance reaches
a plateau early in the run and remains stagnant for the rest of the execution. Two key
factors contribute to MISH’s performance on LanguageTool. First, LanguageTool has the
largest number of source files and lines of code among the applications, which increases
the complexity of the system under test. Second, LanguageTool has only two API end-
points, limiting MISH’s ability to generate diverse traces. MISH relies on log statements
produced by these endpoints to create traces and update the state machine. Furthermore,
MISH can only adjust the HTTP request parameters and actions directed at these end-
points to identify new test targets. This limitation hinders MISH’s ability to uncover more
varied behaviors, particularly when the API endpoints function independently and lack
dependencies that might reveal sequential patterns.

In the worst-case scenario where the two endpoints are independent (i.e., one end-
point’s behavior does not depend on the other), MISH is limited to testing each API end-
point in isolation. Due to the sheer size of LanguageTool, MISH, as a single-objective
evolutionary algorithm, is more likely to become trapped in a local optimum. Unlike
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Figure 6.6: Average coverage over time on Features-Service.

MOSA, MISH lacks access to the source code, which MOSA uses to compute metrics such
as branch distance to generate a more diverse set of test cases. This lack of diversity
hinders MISH’s ability to escape local optima, a limitation supported by the significant
variance in MOSA’s coverage performance on LanguageTool.

For the other applications, the coverage trends show a consistent pattern: MISH ini-
tially discovers test targets faster than MOSA but eventually reaches a plateau for the
remainder of the run. This behavior is expected given that MISH is a single-objective EA
without access to additional information that could diversify the population of test cases.
However, it is worth noting that MISH achieves its initial performance boost solely by
leveraging log statements outputted by the application. This demonstrates MISH’s ability
to capture essential patterns early in the run, leading to early higher coverage.

These results suggest that MISH could benefit from a hybrid approach. A method that
starts with MISH to capture essential patterns and then switches to MOSA to diversify
the test cases and improve exploration could combine the strengths of both algorithms,
potentially yielding better overall performance.
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Coverage Over Time - Scout-API
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Figure 6.7: Average coverage over time on Scout-APL
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Figure 6.8: Average coverage over time on ProxyPrint.
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Coverage Over Time - LanguageTool
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Figure 6.9: Average coverage over time on LanguageTool.
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Figure 6.10: Average coverage over time on OCVN.
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6.6 Threat to Validity

Concerning threats to construct validity, we evaluated all evolutionary algorithms (EAs)
using metrics widely employed in prior studies: the number of covered targets, the num-
ber of potential faults detected, and the number of potential 500 faults detected. For the
stopping criterion, we utilized a commonly used approach based on a fixed search bud-
get measured by runtime. Specifically, we set the search budget to 60 minutes per run,
consistent with prior EvoMaster research.

A potential threat to internal validity could arise from the integration of state machine
learning into the EA for test-case generation. The additional learning time for the state
machine could negatively impact the runtime of the EA. However, based on the average
statistics collected from the model inference framework, the state machine learning time
is in the order of milliseconds. Thus, we consider this impact to be minimal.

For threats to external validity, we selected six applications from the well-established
EvoMaster Benchmark (EMB), which has been extensively used in prior research. Our
study focused on real-world applications, excluding any artificial or synthetic applications.
The selected applications vary in size, including differences in the number of source files,
lines of code, and API endpoints, which helps assess the generalizability of our algorithm
across diverse scenarios.

To address threats to conclusion validity, we followed best practices from prior studies
on EvoMaster. Each algorithm was run 20 times per application, using different random
seeds to account for the stochastic nature of EAs. For statistical analysis, we employed
the Wilcoxon rank-sum test to evaluate the significance of differences between algorithms
and the Vargha-Delaney effect size measure to quantify their magnitude.

6.7 Conclusion & Future Work

We presented MISH, a novel approach that uses real-time automaton learning as a search
heuristic to guide the test case generation within EvoMaster. MISH continuously updates
an automaton by gathering logs produced by the SUT after running a generation of test
cases. MISH computes fitness for the test cases based on the path traversed by the log
statements within the automaton. MISH uses the automaton to capture the sequence of
REST API calls needed to trigger deep and connected behaviors between microservices.

We implemented MISH within EvoMaster and empirically evaluated its effectiveness
in generating test cases on six microservice applications from the EMB benchmark. Our
evaluation results indicate that MISH performs comparably to MOSA, a state-of-the-art
technique for generating test cases for microservices, and outperforms MOSA in certain
scenarios. MISH achieves this performance while utilizing only a single objective to de-
termine fitness for test cases, whereas MOSA utilizes multiple objectives. MISH provides
promising results for the use of model inference as a search heuristic in test case genera-
tion. Furthermore, our results suggest that MISH is quicker at discovering unseen targets
at the start of the search compared to MOSA.

In future work, we plan to investigate the effect of utilizing MISH as part of a many-
objective search algorithm (e.g., combining MOSA and MISH). We speculate that by incor-
porating MISH within a many-objective search algorithm, we can aid the many-objective
search algorithm in discovering unseen targets quicker at the start of the search. Moreover,
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we can utilize different information gathered by the many-objective search algorithm to
help MISH with its search when its performance reaches a plateau. Preliminary results of
the combination between MISH and MOSA is presented in the appendix of this chapter
(Appendix 6.7).

In its current implementation, MISH communicates with the model inference frame-
work via file-based interactions, which involve frequent disk I/O operations. Over many
generations of test cases, this file-based communication negatively impacts performance.
To address this limitation, we plan to replace the file-based communication with a special-
ized APL This new communication mechanism would not only improve efficiency but also
enhance the robustness of MISH by mitigating potential communication failures.
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Appendix B: Preliminary Results of
MISHMOSA

This appendix presents the preliminary results of MISHMOSA, a method combining MISH
and MOSA to guide an evolutionary algorithm in generating test cases for REST APIs of
microservice applications. A more extensive study is needed to draw definitive conclu-
sions about MISHMOSA’s effectiveness.

6.8 Preliminary Analysis of MISHMOSA’s Performance
Tables 6.9-6.11 present MISHMOSA’s performance results on each respective metric used
to evaluate MISH. From Table 6.9, we observe that MISHMOSA achieved a higher cover-
age on Catwatch and Features-Service, while retaining comparable coverage to the other
search algorithms on the remaining applications. However, when directly compared to
MOSA, we observe that MISH can enhance MOSA’s performance on several applications,
namely Catwatch, Features-Service, ProxyPrint, and OCVN. These results suggest that
integrating MISH into MOSA’s search strategy can enhance its performance, particularly
when MOSA alone begins to stagnate. This observation can be further supported by MISH-
MOSA’s convergence plots presented in Figures 6.11-6.16. We observe that MISHMOSA
can discover more test targets at the start of the search. However, we also observe that
MISHMOSA’s performance stagnates in two applications (Scout-API and LangaugeTool),
ultimately resulting in a lower performance than MOSA on these applicaitons. This may
be attributed to the current implementation, where MISH serves as a fixed search objective
within MOSA. Since MISHMOSA does not dynamically adapt its search strategy between
the two approaches during a run, a smarter search heuristic could potentially yield better
performance. Further research is needed to validate this hypothesis and determine how
best to optimize MISHMOSA’s strategy for sustained improvement.

Table 6.9: Median number of covered targets.

Application MOSA MISH - LM MISH - WS MISHMOSA - LM | MISHMOSA - WS
Median IQR Median  IQR Median  IQR Median IOR Median IQR
CatWatch 2014.0 471.25 1703.5 51.25 1725.5 85.5 2072.0 94.25 2059.0 123.25
Features-Service 879.0 6.25 883.0 4.75 885.0 1.5 881.0 6.75 886.5 10.25
Scout-API 2223.0 68.25 2073.0 85.0 2089.5 84.5 2031.5 113.0 2078.0 56.5
ProxyPrint 2922.5 308.5 3302.0 127.75 3377.5 81.0 3109.5 170.5 3363.0 92.0
LanguageTool 3106.0 10262.5 2927.0 86.0 2948.5 87.75 2985.5 8610.75 2949.5 7792.0
OCVN 4464.5 170.0 6358.0  427.75 6083.5 230.75 6187.5 252.5 6104.5 149.5
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Table 6.10: Median number of potential faults.

Application MOSA MISH - LM MISH - WS MISHMOSA - LM | MISHMOSA - WS

Median  IQR | Median IQR Median IQR | Median IQR Median IQR
CatWatch 25.0 1.25 24.0 2.0 24.0 1.0 19.0 4.0 20.0 3.25
Features-Service 32.0 0.0 31.0 0.5 31.5 1.0 31.0 1.0 31.0 2.0
Scout-API 79.0 9.5 66.0 2.0 69.0 4.25 64.5 3.75 67.5 3.5
ProxyPrint 66.0 10.25 68.0 3.0 69.0 2.25 68.0 2.5 69.0 2.25
LanguageTool 7.0 2.0 6.5 1.0 6.0 0.0 6.0 0.25 6.0 1.0
OCVN 274.5 7.0 311.5 13.0 303.0 10.5 314.5 9.5 314.5 11.25

Table 6.11: Median number of potential 500 faults.

Application MOSA MISH - LM MISH - WS MISHMOSA - LM | MISHMOSA - WS

Median IQR | Median IQR | Median IQR | Median IQR Median IQR
CatWatch 10.0 1.25 10.0 2.0 10.0 1.25 7.0 1.25 7.0 2.0
Features-Service 25.0 0.0 25.0 1.0 25.0 1.0 25.0 1.0 25.0 2.0
Scout-API 59.5 9.0 47.0 2.25 50.0 4.25 45.0 3.75 48.5 4.25
ProxyPrint 32.0 5.25 33.0 2.0 34.0 2.0 33.0 2.25 34.0 1.25
LanguageTool 5.0 1.0 45 1.0 4.0 0.0 4.0 0.25 4.0 1.0
OCVN 49.0 4.5 86.5 9.75 79.5 10.75 85.5 9.0 88.0 9.75
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Coverage Over Time - ProxyPrint

T
Algorithm
1750 4 == MOSA

ke MISH-LM
s MISH-WS
iz MISHMOSA-LM
1500 4 === MISHMOSA-WS

1250

1000

750

Coverage (Targets)

500

250

0 20 40 60 80 100
Budget Used (%)
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Conclusion

This chapter concludes the research presented in this dissertation. Each research ques-
tion is revisited along with the answers derived from the correponding study (or studies).
Additionally, potential future works is sketched out for each reseach question, serving
as potential starting points for researchers interested in further applications of state ma-
chines on microservices.

7.1 Research Questions Revisited

RQ1: What outputs of microservices enable the learning of accurate

state machines?
The studies presented in this dissertation used various forms of outputs collected from
microservices to learn state machines.

Part1

Part I of this dissertation explored using NetFlows to learn state machines for microser-
vices. These flows consisted of summarized statistics collected from network connections
within a Kubernetes cluster.

« Although essential details or patterns may be lost in the summarized statistics, the
experimental results of the corresponding chapters demonstrated that accurate state
machine models can be inferred using only a small subset of the NetFlow features.

« These models demonstrated to be highly effective in unsupervised network anomaly
detection (e.g., detecting network attacks), outperforming several existing unsuper-
vised ML approaches.

« This indicates that NetFlows collected from microservices are sufficient to learn an
accurate state machine model for network anomaly detection.

However, an important consideration must be noted:
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« The flows were preprocessed using the ENCODE algorithm (see the answer of RQ2)
before they were used to infer a state machine model.

« Therefore, one can learn accurate state machine models from NetFlows, provided
that they are first processed with our novel ENCODE algorithm.

PartII

Part IT explored a variant of network output, namely HTTP request logs. Unlike NetFlows,
these logs also included details on the API Endpoint URL used in the connections and the
parameters information

« For the study conducted in Part II, the logs were not preprocessed by the ENCODE
algorithm as it currently does not support textual features.

« Instead, the proposed tool CATMA, directly utilizes these textual features to gener-
ate explanations for its users.

Despite the lack of preprocessing:

« The experimental results demonstrated that an effective model was learned from the
logs.

« In fact, a real-life bug was detected in a microservice application using the inferred
state machine.

« The original developer confirmed this bug. A fix was issued using the explanations
generated by CATMA, and the original developer accepted it.

This highlights that:

« An alternative output collected from the microservices can also be effectively used
to learn a state machine model.

Part III

The study conducted in Part III of this dissertation explored using an alternative output
source for learning state machine models: software logs statements inserted in the code
by developers.

« Similar to the study conducted in Part II, the log statements are not processed with
the ENCODE algorithm due to its previously mentioned limitation on textual fea-
tures.

« Instead, a different encoding algorithm was applied to process the log statements.
This is to reduce the combinatorial state explosion caused by a diverse variety of log
statements.

« Experiment results demonstrated that the learned models successfully captured es-
sential behavioral patterns, making it possible to generate more effective system-
level tests.
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Thus, various outputs collected from microservices can be used to learn an accurate and
effective state machine. Whether a specialized encoding algorithm should process these
outputs depends on the use case:

« When the state machine is intended as a symbolic representation of system behavior,
and the discrete events are not being used for a specific purpose (e.g., as how the
discrete events were used in Part II), it is recommended to preprocess the input data
before it is used for learning a state machine.

« When the state machine is used to aid the understanding of a system’s inner work-
ing, it is best to not discretize the event using an encoding algorithm.

RQ2: How can outputs of microservices be transformed into dis-
crete events suitable for learning state machines?

This dissertation explored two main approaches for transforming outputs collected from
microservices into discrete events suitable for learning state machines.

Discretizing Events with ENCODE
Part I explored using the ENCODE algorithm to process NetFlows collected from microser-
vices to learn state machines.

+ Experiment results demonstrated that ENCODE enhances the performance of state
machines for detecting network anomalies.

+ Results also demonstrated that ENCODE enhances the performance of several un-
supervised ML approaches, primarily due to the contextual information captured in
the frequencies of the feature values.

Discretizing Events with Drain3
Part III explored using the Drain3 algorithm from LogPai [4] to transform software log
statements into discrete events suitable for learning state machines.

« Drain3 was chosen to address two limitations of ENCODE: (1) ENCODE was not
designed for textual features, and (2) ENCODE does not support online learning of
the encoding like Drain3 does.

« Experimental results demonstrated that state machines learned through this ap-
proach can generate more effective system-level test cases for microservices.

RQ3: How can state machines be applied to model behavioral pat-
terns for anomaly detection in microservices?

Two main approaches were studied in Part I regarding using state machines to detect
anomalies in microservices. These approaches focused on detecting network anomalies
(e.g., network attacks) in an unsupervised manner.
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Learning Probabilistic State Machines For Anomaly Detection

The first approach builds upon a well-established anomaly detection method employed by
various prior studies involving state machines. In this approach, a model is first trained on
benign data collected from the target system or environment. The model is then employed
for anomaly detection by assessing how well the test data fit within the learned model. An
alert is raised if the test data deviate considerably from the training observations.

Studies conducted in Chapters 2 and 3 applied this particular approach to detect net-
work anomalies in microservice applications deployed on a Kubernetes cluster. Given the
lack of representative runtime monitoring datasets for microservices at the time of the
study, a new dataset was created. This dataset features realistic network traffic data, in-
cluding malicious NetFlows from attacks launched against the microservices and benign
NetFlows generated by users interacting with the deployed microservices. Traces derived
from these NetFlows were used to train state machine models. Anomalies were then de-
tected by evaluating how well the test traces fit the trained models.

Experimental results demonstrated that these learned models effectively detected net-
work anomalies within Kubernetes-deployed microservices. Furthermore, visualizations
showed a clear distinction between benign and malicious data, highlighting the efficacy
of the state-machine approach.

Utilizing State Frequency For Anomaly Detection

The second anomaly detection approach is a novel method designed to address two limita-
tions of the first approach: (1) certain benign traces might occur in low frequency, leading
to an increase in false alarms, and (2) malicious traces tend to resemble benign traces to
avoid detection by the anomaly detection system. These issues pose challenges for tradi-
tional approaches that rely solely on how well test data matches training data.

The novel approach, SEQUENT, introduced in Chapter 4 addresses these two issues by
leveraging a state machine’s key feature: the state machine’s behavioral structure. Specif-
ically, traces replayed on a state machine are used to derive behaviors exhibited by the
system for the corresponding traces. Each trace traverses a path within the state machine,
with each state corresponding to a distinct type of behavior exhibited by the system.

The sequence of states within the path and their associated visit frequencies can be
used to determine whether a particular state is exhibiting anomalous behavior. SEQUENT
does this by employing the following intuition: If a particular behavior (represented by
a state) occurs considerably more frequently than observed during training, this may in-
dicate anomalous behavior. To achieve this, SEQUENT compares the visit frequencies of
the states visited by a test trace to their corresponding expected frequencies observed dur-
ing training. SEQUENT then computes an anomaly score for the test trace based on the
comparison result.

SEQUENT employs a novel scoring method that dynamically adapts its output at test
time. Rather than relying solely on static thresholds, SEQUENT incrementally adjusts the
scores for each state based on the behaviors observed at test time, making it more flexible
to handle sudden changes in the frequency of the behavioral patterns.

Evaluation results of SEQUENT show that state machines perform considerably bet-
ter in anomaly detection when using SEQUENT’s novel scoring approach to determine
anomaly scores for arbitrary traces. This approach offers a promising future research di-
rection for state machines or other ML models.
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RQ4: How can state machines be utilized to generate root causes or

explanations for faults or anomalies detected in microservices?
Providing root causes or explanations to developers or system analysts can greatly help
them understand why an unexpected fault or anomalous behavior occurred within the
system. With studies showing that developers often spend days identifying the root cause
of a fault in microservice applications [3, 5], it has become increasingly important to de-
velop tools that can help developers streamline this process. These tools should not only
detect faults or anomalies but also enable users to prioritize the alerts raised by the tools.
Without such prioritization, developers or system analysts may encounter the so-called
“alert fatigue”, reducing the efficiency. This dissertation explored two approaches to using
state machines to generate root causes or explanations for faults or anomalies detected in
microservices. The first approach is introduced in Chapter 4, while the second approach
is introduced in Chapter 5.

Using State Frequencies to Generate Root Causes

In the first approach, SEQUENT employs its novel scoring method to determine the root
cause of an anomaly for an arbitrary test trace. Specifically, it observes the path traversed
by the trace within the state machine and identifies the state with the largest anomaly
score. This state is the root cause of an anomaly. It can be used to create groups of anoma-
lies exhibiting a similar behavior (i.e., showing large anomaly scores at the same state).
SEQUENT also ranks these groups of anomalies based on their sizes. Anomalies within
the groups are also ranked based on their anomaly scores. Additionally, SEQUENT links
anomalies back to their corresponding data instances, enabling users (e.g., analysts) to
investigate and understand the underlying cause of the anomalies quickly. Experimen-
tal results of SEQUENT show that analysts can efficiently determine whether a group of
anomalies represents a false alarm by analyzing the most anomalous instances of each

group.

Comparison with Dataflow Diagrams to Find Discrepancies

In the second approach, CATMA generates human-readable explanations that help devel-
opers quickly identify the potential causes of discrepancies detected between behaviors
specified in the logic of the code and the behaviors observed at runtime. Specifically, these
explanations are derived by comparing the behavioral patterns captured in the state ma-
chine against a Dataflow Diagram (DFD) that models the intended behaviors defined in the
code logic. CATMA identifies differences between the models and extracts additional in-
sights to assist developers in understanding the potential root causes behind the detected
differences. As the state machine captures behavioral patterns exhibited during runtime,
it can be a stack trace for the detected differences. This enables developers to gather the
sequence of HTTP requests and their parameter values and replay the behavior causing
the corresponding detected difference.

RQ5: How can state machines be utilized to detect non-conformances

between code and deployment of microservices?
Chapter 5 defines “non-conformances” as discrepancies identified between the behaviors
observed at runtime and the expected behaviors specified in the logic of the source code,
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i.e,, runtime behavior that does not conform to the intended behavior implemented in the
source code. There are various reasons why such non-conformances are detected within
microservice applications. Misconfiguration of services is one of the most common root
causes of the faults encountered in microservice applications.

CATMA
The study conducted in Chapter 5 led to the development of CATMA, a lightweight tool
for detecting and analyzing non-conformances in microservices applications.

« CATMA aims to pinpoint discrepancies between the implemented code and its ac-
tual behavior while providing helpful interpretations of the identified discrepancies.

« Discrepancies are detected by comparing the events captured within the state ma-
chine model against the expected events written the source of the microservices.
Any event that occurs at runtime but is not specified in the source code (or vice
versa) is flagged as a non-conformance.

« CATMA offers potential interpretations that can provide various insights to help
the developer quickly narrow down the potential starting points for debugging a
detected non-conformance. These insights are derived from the behavioral patterns
captured in the state machine model. Specifically, the state machine models the
HTTP request sequence that leads to a particular behavior in the microservice ap-
plication (each state represents a distinct type of behavior).

+ When a non-conformance is detected, information such as HT TP request sequences
are derived from the state machine and presented to the user as stack traces (together
with the used parameter values) for the non-conformance. The user can essentially
replay these sequences to reproduce the detected non-conformance.

RQ6: How can state machines be utilized to generate test cases for
microservices automatically?

The final part of this dissertation (Part III) focused on utilizing state machines for the
automated generation of test cases targeting the REST APIs of microservice applications.
Challenges with Testing Microservice Applications:

+ Microservices communicate with each other via REST APIs, and a request made by
a client may involve a sequence of REST API calls to obtain the desired resource.

« Due to the distributed nature of microservices, manually crafting system-level test
cases for the REST APIs is labor-intensive and prone to incomplete coverage of the
whole system.

Prior studies have investigated using EAs to generate test cases for REST APIs of microser-
vices automatically. However, the drawback of these approaches are:

« Existing approaches often rely heavily on unit-level heuristics, such as branch dis-
tances, to guide the generation of test cases.
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« These heuristics are effective at maximizing coverage for individual units or services,
but they often fall short of capturing intricate system-level behaviors.

+ As a result, the generated test cases may overlook faults that only surface during
complex interservice interactions.

Part III introduces a novel search heuristic, MISH, that leverages state machines to guide
an EA in the automated generation of test cases for REST APIs of microservices:

« MISH continuously learns a state machine by observing complex interservice inter-
actions exhibited by a microservice application and employs the model to define
fitness for the generated test cases.

« MISH assigns higher fitness values to test cases that provoke new behaviors within
the microservice application since the aim is to discover faults that arise due to
complex interservice interactions.

» Evaluation results of MISH show that MISH can outperform a state-of-the-art search
heuristic, MOSA, in generating system-level test cases for microservice applications
with complex interservice interactions.

« Additionally, the study provided promising results, suggesting that employing MISH
as part of the MOSA algorithm may yield more effective system-level test cases for
REST APIs of microservices.

Overall Conclusion of Dissertation

Overall, this dissertation has shown that state machines are powerful and accurate models
for modeling sequential runtime behaviors of microservice applications:

« State machines, with the help of ENCODE, can effectively detect network anomalies
within microservice applications, outperforming existing unsupervised anomaly de-
tection methods.

« State machines capture essential behavioral information that can help developers
or analysts understand the root causes of detected failure within their microservice
applications.

« State machines can be learned online and used to derive essential sequential behav-
iors for generating effective test cases for microservice applications.

State machines are lightweight models and do not require special hardware for train-
ing. Although these models are not the newest in computer science, their applications in
modeling sequential runtime behaviors of the latest system architectures are worth inves-
tigating.
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7.2 Limitations & Potential Future Works

RQ1: What outputs of microservices enable the learning of accurate
state machines?

While Part I of this dissertation has focused on utilizing outputs collected from microser-
vices to learn a state machine model, the emphasis was predominantly on NetFlow data.
NetFlow data consists of summarized statistics collected from the network connections
within the microservice application. Although the summarized statistics were shown to
be sufficient to learn an effective state machine model, this dissertation did not explore the
use of more granular network data, such as packet data. Learning a state machine model
from this output type may lead to a more accurate model due to its richer details. How-
ever, it is not trivial how packet data should be processed to learn a state machine model.
Recall that state machines model behavioral patterns captured in discrete events. Having
an excessive number of distinct events may lead to the combinatorial explosion of states
during learning, thereby slowing down the learning process. Given the detailed nature
of packet data, careful preprocessing and transformation would be essential to effectively
and efficiently learn a state machine model.

Another type of microservice output data that may produce more accurate state ma-
chine models is trace data generated by tools such as DynaTrace or Jaeger. These tools
enable users to trace the complex interactions within the distributed nature of microser-
vices and represent them as a sequence of API requests. This kind of trace data essen-
tially models the sequential behavior exhibited by the microservice application, providing
valuable insights to developers or analysts when debugging faults or failures. This dis-
sertation explored the approach of passively collecting outputs from microservices and
learning a state machine from the collected data without taking the distributed nature of
the microservices into account. As a result, the traces (traces of events) extracted from
the collected output may not accurately represent the actual traces occurring within the
system since collected events may have occurred asynchronously. Trace data generated
by DynaTrace [1] or Jaeger [2] may capture sequential behaviors of microservices more
accurately, potentially leading to more accurate state machine models.

RQ2: How can outputs of microservices be transformed into dis-
crete events suitable for learning state machines?

One key contribution of this dissertation is ENCODE, an encoding algorithm to process
NetFlows for learning state machines. Currently, ENCODE handles numerical features
but does not support textual features. An interesting future work for ENCODE is ex-
tending its capabilities to handle textual features, enabling ENCODE to process software
log data. This extension also enables us to compare ENCODE and the Drain3 algorithm
for processing software logs for learning state machines. This comparison allows us to
determine which symbolic representation best supports the learning state machine from
software log data. Additionally, ENCODE learns a fixed mapping between feature values
and their corresponding encoded counterparts (cluster symbols) once from the provided
training data. As a result, the clusters remain static and cannot be adapted to new data
over time. Another interesting future work for ENCODE is to develop its support for the
online learning of the encoded values. This enables the ability to reform the clusters when
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needed and enables ENCODE to deal with unseen data observed at test time. Currently,
ENCODE tries to find the “closest” feature value observed during training when unseen
data is provided as input. The ability to reform the clusters may improve the accuracy of
the resulting encodings.

As mentioned in the future works of RQ1, trace data generated by DynaTrace or Jaeger
may lead to more accurate state machines learned for microservices. It is not trivial how
these trace data should be transformed into discrete events suitable for learning state ma-
chines. An interesting future work is to investigate this matter to learn more accurate
state machines for capturing behavioral patterns of microservices.

RQ3: How can state machines be applied to model behavioral pat-

terns for anomaly detection in microservices?

Chapter 4 introduced SEQUENT, a novel approach that utilizes state machines to com-
pute anomaly scores for arbitrary traces observed at test time. SEQUENT’s approach of
using state visit frequency has demonstrated a better performance in detecting network
anomalies than the traditional approach of aligning a trace within the learned model to de-
termine its anomaly score. The study conducted in this dissertation only investigated the
application of SEQUENT for network anomalies. An interesting future work of SEQUENT
would be assessing this approach for detecting anomalies captured in software log data.
This enables us to assess whether SEQUENT’s approach can be applied to anomalies be-
yond the network domain.

Additionally, SEQUENT provides an interesting research direction for applying its
strategy within other types of ML models. For instance, it is not trivial how SEQUENT’s
approach can be applied to models such as NNs to determine anomaly scores for arbitrary
(test) data points. Employing a similar approach within NNs may create a new alternative
to define anomaly scores for data points. Furthermore, it enables us to assess whether
SEQUENT’s approach provides performance benefits to a broader range of ML models.

RQ4: How can state machines be utilized to generate root causes or

explanations for faults or anomalies detected in microservices?
This dissertation explored two approaches for generating explanations or root causes for
faults or anomalies using a state machine. Chapter 5 introduced CATMA, a lightweight
tool for conducting conformance analysis on microservice applications, and generates po-
tential root causes to explain the detected non-conformances. However, CATMA’s eval-
uation was limited to a small pilot study, which may not have provided a representative
set of feedback for meaningful improvements. Therefore, CATMA would benefit from an
extensive study involving various developers of diverse skill levels to assess its usefulness
and gather detailed feedback for refinement. Additionally, CATMA only provides a fixed
list of potential interpretations generated for the detected non-conformances. However,
it is possible to develop smarter techniques for selecting more suitable explanations for
the developer by filtering them using information (as evidence) captured within the state
machine and the DFD model.

Chapter 4 introduced SEQUENT, a novel anomaly detection approach that uses state
visit frequency to determine anomaly scores. The anomaly scoring method allows ana-
lysts to group and rank anomalies, helping them quickly filter out many alerts if a group
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of anomalies is deemed false alarms. However, the study only investigated one approach
that uses the group size to rank anomalies. An interesting future work for SEQUENT
would be to develop other approaches to rank groups of anomalies and conduct an exten-
sive study with analysts to assess the efficacy of the approaches. This study would help
determine which ranking strategies best aid analysts in improving their workflow of ana-
lyzing anomalies. The study’s results can also help extend the set of techniques supported
by SEQUENT, creating a more extensive framework for conducting anomaly detection
and analysis using state machines.

RQ5: How can state machines be utilized to detect non-conformances

between code and deployment of microservices?

Part II of this dissertation explored comparing state machines and the DFD model to de-
tect non-conformances within microservice applications. In this approach, non-conformances
are detected by comparing edges within the DFD model against the transitions within the
state machine. While CATMA’s study focused solely on these two models, the tool was
designed to be extendable for other model comparisons. An interesting future work is
to explore further comparisons between state machines and alternative models derived
from source code logic (e.g., control flow graphs or program dependency graphs). This
comparison enables us to evaluate which model combinations are most effective for de-
tecting non-conformances and generating potential interpretations as root causes for the
corresponding detected non-conformances.

RQ6: How can state machines be utilized to generate test cases for

microservices automatically?

The final part of this dissertation explored how state machines can guide an EA in the auto-
mated generation of test cases for REST APIs in microservice applications. The proposed
search heuristic, MISH, demonstrated promising results by incorporating model inference
as a search heuristic for an EA. However, the study primarily focused on two specific fit-
ness functions to evaluate test cases based on a state machine learned from software log
statements. An interesting future work for MISH is to investigate other fitness functions
and compare these to those used in the current study. This enables us to determine which
information extracted from the state machine works better in generating more effective
system-level test cases for REST APIs of microservices. Furthermore, the preliminary find-
ings of MISHMOSA (a combination of MISH and MOSA) indicate that using MISH as part
of a multi-objective algorithm may enhance its performance in generating more effective
system-level test cases. A more comprehensive evaluation of MISHMOSA is necessary to
confirm these initial results.
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