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Abstract. Governments struggle to exercise control over their digitalization 
efforts, often with many risks and uncertainties. Literature on IT control provides a 
fragmented understanding of government-specific digitalization areas. This paper 
systematically identifies and analyzes different areas of IT control through a sys-
tematic literature review, resulting in a novel classification. The literature review 
reveals that the current classifications of IT controls are fragmented, lack coher-
ence, are incomplete, and depend on the research field and the language in which 
the data was collected. The novel classification presented in the paper focuses not 
only on technology, but also on the whole domain of digitalization, including the 
arrangements of organizations and projects, data management, agreements with 
other organizations, and the achievement of political ambitions and goals. This 
paper gives insights into the areas of control and argues that more research is 
needed to understand differences among government IT control approaches. 

Keywords: IT control · IT controlling · Government · Digitalization · 
Classification · Systematic Literature Review 

1 Introduction 

The current focus on integrating digital technologies like AI, Algorithms, IoT, and data-
driven decision-making in organizations underscores a continuing impact of IT on public 
organization processes and functions. However, the implementation and use of IT come 
with risk and uncertainty, even with failure [1, p. 4,  2, 3, pp. 24–25]. This calls for control 
over IT and digital technologies. Literature on IT control, best practice frameworks on 
IT governance, or IT auditing provides some guidance, but is often limited to IT general 
and application controls [4, p. 23]. However, digitalization in government demands a 
broader scope, because of the need for additional types of control in domains like IT-
innovations, digitalization, IT projects, data, and algorithms. Also, as IT develops at 
a tremendous pace, new types of IT-related controls are constantly emerging, such as 
Zero Trust Architecture controls [5], AI-driven Anomaly Detection [6], Cloud Security 
controls [7], or DevOps controls [8]. In the future, there will be more new types of IT 
controls, also specific to governments; therefore, a clear classification can help specify 
the (new) types of IT controls and apply them efficiently and effectively. This goes 
beyond “classic” IT risks such as cybersecurity, access management, or data quality.
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Compared to the private sector, governments also face IT risks regarding non-
compliance with laws and regulations or wasting public funds [9, pp. 16–17]. IT control 
is therefore “even more important in the public sector than in the private sector” [10] 
because of its unique characteristics like “the environmental factors, … in organization-
environment transactions… and in internal structures and processes” [11, 12], risk-averse 
culture, and high accountability norms for IT-spending and value and creating social 
value [9, pp. 16–17]. 

Given this broad field, this calls for insight into the IT control areas for government. 
Our main research objective is to develop a classification of IT control areas for the 
government. This can help governments control digitalization initiatives better. In the 
literature, there are different classifications of IT-controls according to a goal of control, 
types of risks, or layering of IT systems of organizational structure, but none are specific 
for the government. Our classification is derived from the risks specific to the government 
in achieving its objectives. 

The paper is structured as follows: The following section provides a theoretical back-
ground on IT control, followed by the research methodology, which describes the pro-
cess of arriving at an overview of controls on digitalization. Then the study is presented, 
followed by a discussion of our results and the conclusion. 

2 Theoretical Background: The Evolution of IT Control 

Control theory has evolved over the past 50 years [13]. Control transformed from a 
bookkeeping function, ‘bean counter,’ looking back in administration (Hopper 1980, 
see Table 1 [13, p. 24]), to a ‘business partner’ looking at the now and future [1, 14]. 
Nowadays, control also deals with the implementation and risks of IT. Webster’s New 
Collegiate Dictionary (1967) defines control as “to exercise restraining or directing 
influence over: regulate.” [15], a definition widely supported by the scientific community. 
Over the years, various forms of sub-areas of control have been developed, such as 
financial, management, business, strategic, internal, and IT control, each with specific 
definitions. Several theoretical and best-practice models of controls, such as COSO, 
Sarbanes-Oxley Act (SOX), COBIT, ISO27001, and NIST, permeate the academic field. 

With the rise of IT, there was a need to introduce separate controls for Information 
Technology [3, p. 2]. The literature distinguishes IT control from IT controlling. The 
word ‘IT control’ originates from practice and has evolved into frameworks, such as ITIL, 
COSO, and COBIT [16, 17]. IT control consists of IT general controls and application 
controls [16, p. 10]. Hamdan gives the follow definition:”IT control is defined as a manual 
or automated process designed by, or under the supervision of, the company’s principal 
executive and principal IT officers, or persons performing similar functions, and effected 
by the company’s board of directors, management, and other personnel, to provide 
reasonable assurance regarding the reliability of financial information and transactions 
and the continued proper operation of the information systems that capture, process and 
generate them” [18, p. 2]. Chan et al. point out that IT control processes “ensure that 
the company’s IT sustains and extends the company’s strategies and objectives.” [19, 
p. 226]. 

IT control often embraces a risk approach, where the IT controls are focused on 
mitigating and measuring IT risks. This aligns with Soin and Collier that “risk-based
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control needs to be put in place to help ensure, as far as possible, that organizational 
objectives are achieved.” [20, p. 2]. This is visible in new areas like cloud computing 
and AI algorithms and aligns with the public sector’s risk-averse culture. 

‘IT-controlling’ is mainly used in Germanic languages to emphasize the increas-
ingly deeper embedding of IT in the organization with business perspectives [1, p. VII]. 
Gadatsch tells us that the difference with IT control is that IT control focuses on the 
operational management of IT processes and risk management, while IT controlling is 
concerned with financial management, planning, and value measurement of IT within 
the broader business strategy [3, p. 23, 3, p. 2].  

With the complexity of IT, new types of control appeared, such as data-processing 
controlling, electrical data processing controlling (EDP-controlling), Information Pro-
cessing Controlling (IP-Controlling), Information System Controlling (IS-Controlling), 
and Information Technology Controlling (IT-Controlling). Some of these controls are 
already outdated and no longer used in practice [3, p. 12]. A new control area is emerg-
ing due to digitalization, resulting in an explosion of big data and the introduction of 
algorithms for processing this data. 

In recent years, the control function is also being digitalized, where the controller uses 
digital opportunities to create value. This is named “Digital Controlling” by Keimer & 
Egle [1, p. 7] and talks about the five domains of data, technologies, processes, methods, 
and competencies that the controller must be able to use. Gadatsch calls this type of 
control “smart controlling”. “The term ‘Smart Data’ is associated with the innovative 
character of Big Data, which is primarily linked to the development of new business 
forms and models.” [3, p. 25]. Control is evolving into smart IT controlling from using 
“smart data associated with the innovative character of Big Data, primarily linked to the 
development of new business forms and models.” [3, p. 25].  

In the Netherlands, IT control has further evolved into, e.g., iControl (Dutch govern-
ment) and Smart IT controlling [21], as well as control of information provision [22]. The 
leading “i” in iControl refers to “informatization” as the next step after digitization. This 
is a new term, like “iOverheid”, “iSamenleving”, “iPlatform”, which were introduced 
in the Dutch government documents in 2011 [23, 24, pp. 273–282]. The term “iGovern-
ment” is also used in UK literature [25]. Overall, iControls shows that information is 
fragmented and lacks coherence. 

The literature shows that various names are used and that there is digitalization 
development that changes IT control. New areas are coming into existence that are not 
covered by existing classifications. The evolution of IT-control and the variations of 
names given to IT-control are included in our Systematic Literature Review in the next 
section. 

3 Research Methodology 

This research aims to create a classification of IT control for the government. For this, a 
Systematic Literature Review (SLR) is conducted in which known areas of IT control are 
reviewed. We develop the classification of IT control areas by identifying the risk areas to 
which the IT controls are directed. This systematic literature review is conducted using 
the steps of Snyder [26]: 1) design, 2) conduct, 3) analysis, and 3) writing the review. 
The Prisma 2020 method checklists have been followed and fulfilled [27].
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In the design phase, we formulated the problem statement and purpose detailed in 
our introduction. We defined our search terms as combinations of ‘IT’ or ‘digitalization’ 
and ‘controlling’ or ‘control’ to keep our search broad. Google Scholar and Scopus 
were selected as databases. Scopus offers the possibility to filter very specifically and 
thus provides reliability and quality of sources. Google Scholar includes completeness 
and broad coverage. Together, they provide a strong and complete literature study in 
which they complement each other well [28]. We limited our scope to 25 years since 
IT (IT governance, IT projects, IT investments, etc.) is a relatively young and rapidly 
developing domain. 

In the conduct phase, we executed the search and fine-tuned the search terms and 
filters to obtain a suitable dataset. The fine-tuning was tested by checking for the inclu-
sion of expected articles. In Scopus, we limit ourselves to English articles, conference 
papers, and articles. In the absence of a research area for the government, we opted for 
the research areas ‘Computer Science’, ‘Business Management and Accounting’, and 
‘Economics, Econometrics, and Finance’. In the Google Scholar database, we encoun-
tered that the search phrase constructions were less advanced than Scopus, which made 
a more extensive set of search phrases necessary. We refined this search by excluding 
all patents and citation records and limiting the search to the keywords and title. Here, 
we checked if the expected papers were present in the results. Table 1 gives a summary 
of the inclusions and exclusions. 

Table 1. Inclusion and exclusion criteria 

The results from Scopus could easily be exported; for Google Scholar, a separate 
tool, Publish Or Perish1 , was needed, resulting in meta-information for 140 documents 
for Scopus and 382 documents for Google Scholar. These results were combined in one 
document (spreadsheet) for further analysis. In the third phase, analyses, the document 
meta-information was analyzed for its relevance based on the document information 
about the scientific domain, journal, title, and abstract. For example, an exclusion based 
on the title was “…four-stroke engine and its control system” and based on the journal 
was “Textile Month”. As a final step, duplicates between Google Scholar and Scopus 
were identified, resulting in 223 documents (Table 2).

1 https://harzing.com/resources/publish-or-perish. 

https://harzing.com/resources/publish-or-perish
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Table 2. Results of SLR 

The next step was to download all the documents. The distribution of the documents 
over the years is shown in Fig. 1, showing a continuous stream of publications over time. 
While most articles focus on “classical” IT controls, less attention is paid to more recent 
developments, such as IT controls regarding data, algorithms, AI, IoT, and innovations. 

Fig. 1. Distribution of documents on IT controls between 2000 and 2024 

Reading these documents, two papers were not academic, and seven were not written 
in English. We extracted papers that dealt with controls in the public sector by searching 
all documents for ‘public sector’, ‘ministry’ or ‘government’, resulting in 33 papers: 
some discussed the public sector as a case study, and some discussed specific controls 
in the public sector alongside the private sector. Only 5 of these 33 papers mentioned 
the public sector or government in the title. 

Besides the papers, we found three books providing an overview of many controls and 
explaining the evolution of digitalization controls from IT-cost control to IT-controlling 
to Smart IT-controlling [3, p. 26]. The book by J. Kyriazoglou, “IT Strategic and Opera-
tional Controls”, gives an overview of the IT controls [16]. The other two books introduce 
types of control named in the German-language countries “Controlling”: IT-controlling 
or control Digitalization, Smart IT-Controlling or Digital Controlling. The difference 
between these types of control is analyzed in the next section. A book by Keimer &
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Ulrich [1] was not part of our SLR results since the selected keywords were not part of 
its title, so it was added to our SLR data given its relevance.Each document was analyzed, 
and texts about control roles and controlling areas were coded using open coding. Codes 
were created by searching for ‘control’ in each document. In some cases, the distinction 
between control instruments and control roles was unclear; where the distinction was 
clear, only the control roles were coded. This resulted in more than 200 codes, and after 
axial coding to identify relations between the codes, 173 merged codes remained. 

In the last phase of Snyder [26], structuring and review, the classification of the 
risks to controls was determined. Using control definitions obtained from the SLR, we 
selected the controls with a mitigating effect for each risk domain. This was verified by 
an independent expert in IT control in government and is described in the next section. 

4 Classification of IT Controls 

Our aim is to develop a classification of IT controls that supports government objectives. 
In our SLR, we found control names based on a variety of underlying classifications: 
this can be a process-based classification in which change management and system 
development have a place (e.g. [29]), or a classification related to business objectives, like 
quality control and regulatory controls (e.g. [30]). A classification based on the goal of 
control is also prevalent, such as detective, corrective, and preventive [32, 33], which are 
useful in discussing security controls and stem from internal control literature. Another 
classification of controls exists that is reminiscent of the organizational components that 
Mintzberg describes [34], such as operational controls and strategic controls. Also,  a  
distinction between technological and behavioral controls in preventing IT incidents 
can be found [35]. However, all these classifications are not specific to the public sector. 

Due to the unique IT risks the government faces, as mentioned in the introduction, 
this research uses a risk-oriented approach to classify IT controls for the government. 
Our classification provides insight into which IT controls contribute to mitigating risks 
in achieving government objectives and responsibilities. This makes our classification 
unique for the government and can be applied in practice. In the literature, we have 
not yet encountered comparable or more suitable classifications. Several best practice 
frameworks have been developed from which IT controls have emerged: COBIT, NORA, 
ISO 27100, ITIL, BiSL, etc. However, they are not specific to the government, nor are 
they developed to tackle government-specific risks, and they do not cover all risks, such 
as those associated with large IT projects. An exception is perhaps COBIT, in which risk 
management is a central component if its framework. However, COBIT does not take 
public values into account which are key for governments. 

The public sector has a number of specific responsibilities, goals, regulations, and 
obligations that the private sector does not have, including weighty accountability 
(towards politics), political objectives that are not fixed, frameworks around the han-
dling of public data, national security, and realizing political agreements to which costs 
are subordinate [36, p. 12,  37 p. 10]. These specific responsibilities result in specific IT 
risks and set specific requirements for the necessary IT controls. In addition, govern-
ments often encounter a high complexity of IT, resulting from the many developments, 
highly interconnected IT landscapes, legacy systems, fragmentation of data sources, and
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sensitive and personal data. This results in the need to tightly organize IT controls. Based 
on the typical areas of interest as identified by two European audit offices [9, pp. 16–17, 
38], we selected the following risk domains to classify the IT control areas: 

1. Non-compliance with laws and regulations: “Failure to comply with regulations, 
including on workplace safety, safeguard measures on the environment” [9, pp. 16– 
17]; 

2. Insufficient integration between IT and policy: “Anything that jeopardizes attainment 
of departmental objective or service delivery for citizens (i.e., their statutory mandates, 
etc.”) [9, pp. 16–17]; 

3. Inefficiency and waste of public resources: “Failure to guard against mismanagement, 
impropriety or waste” [9, pp. 16–17]; 

4. Insufficient management of IT projects: “An inability to respond to the changed 
operating environment and hence the risk of missing an opportunity (better known as 
“decision regret”) [9, pp. 16–17]; 

5. Non-compliance with IT continuity, security, and privacy (cyber-attacks and data 
leaks, algorithms): “Failure to comply with regulations, including workplace safety, 
cybersecurity, safeguard measures on the environment, etc.”) [9, pp. 16–17]; 

6. Fragmentation of legacy systems: heterogeneous legacy systems storing data in 
different ways and formats [39, p. 151]; 

7. Risks regarding management of government data: poor data quality, and Open 
government data [40, p. 35].  

This classification of IT control areas is presented in Table 3. Each area has a risk 
classification based on the previous risks, numbered 1 to 7. Table 3 shows whether the 
public sector needs in each risk area (columns) receive sufficient attention or whether 
there are still (risk) areas specific for a government that could receive more attention 
through research into IT control. The IT control areas (rows) in Table 3 are based on a 
systematic literature study [16]. Overlapping categories have been merged after careful 
analysis to avoid redundancy. Overarching categories such as ‘Management Control’ 
and ‘Digital Controlling’ have been omitted because they are too broadly defined and 
do not provide sufficient distinctiveness for our analysis. 

The assignment of risk domains to each area of IT control was based on literature, 
specifically the definitions of the IT controls found in the SLR, and the nature of the risks. 
This was verified by an independent expert in IT control in government. For example, 
the risk “Non-compliance with laws and regulations” means that the government must 
comply with laws and regulations, such as laws about transparency and accountability to 
society, and adherence to archiving regulations regarding government documents. This 
involves risks such as loss of government documents and workflow data (e.g., due to 
poor backup or hardware problems), lacking access management (e.g. becoming public 
of confidential documents), no audit trail (no proof of who did what), loss of integrity 
of documents (e.g. due to editing without logging) or insufficient information classifi-
cation (making sensitive in-formation public). From the control area definitions in the 
SLR literature, we identified the controls corresponding to these risks regarding “Non-
compliance with laws and regulations”: Application controls, Data Centre Operational 
and Support Controls, IT Cloud Control, IT internal controls, IT security controls and 
IT Strategy controls. This mapping of the controls and risks is explained in Table 3. The
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Table 3. Classification of IT-control areas for government digitalization

(continued)
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Table 3. (continued)

(continued)



50 M. Haasnoot et al.

Table 3. (continued)

table shows a classification of IT-control. Given the interpretive but inherent nature of 
this process, the assignment of risks to control areas should be seen as an illustrative 
example subject to our interpretation and potential bias as researchers. The assignments 
depend on many factors, including the specific implementation of the controls and the 
context of the government organization. Future empirical research is needed to validate 
this classification.

5 Discussion 

What makes the development of the classification challenging is that IT control defi-
nitions are different and fragmented across different organizational and system levels 
(strategic, tactical, or operational). Most of the literature is focused on “classical” IT 
controls, but not many controls, such as IT controls regarding data, algorithms, AI, IoT, 
and innovations. In contrast, our classification captures these new control areas. 

The existing literature shows different groups underlying the IT controls; some of the 
controls are outdated (as EDP-controlling [3, p. 12], IP-controlling [3, p. 12]), abstract 
(Computer control [42] or Strategic control [16, 51]), or too specific (IT Entry-Level 
controls [49], Time Out control [41]). Our SLR shows that various names for the same 
IT controls were found, some controls have different interpretations (e.g., Password 
control/Access control or Resource control/IT asset controls), while some with the same
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name have a different scope (e.g., Change management with a security or application 
scope). Additional empirical research for a more in-depth classification could be useful 
for some controls, such as Open government data [40, p. 35].  

This framework shows that risks associated with the Open Government Act (WOO), 
Archives Act, Digital Government Act, social services, and public information secu-
rity and privacy risks (BIO, AVG) make unique demands on controls. IT controls are 
needed to comply with these acts and regulations. This results in a broadening of the 
focus of IT control from technical IT aspects to more strategic and complex areas, such 
as IT-governance, transparency of IT systems and data, and archiving. This aspect is 
underexposed in existing literature. 

In different organizational contexts, each control is expected to be set up some-
what differently [53], with, for example, different choices in the level of responsibilities 
(operational, tactical, or strategic) or differences in objectives (preventive, corrective, 
and detective). These differences can lead to variability in mapping the controls to the 
risks. Further research is needed to account for this variability. 

Our results show that there are many controls in the field of digitalization. On the 
one hand, this is positive and indicates scholarly interest. On the other hand, the controls 
overlap, their effectiveness is unknown, and they might be too complex for organizations 
to set up all the controls [50]. Organizations must, therefore, make choices and determine 
which controls are critical for their processes and are suitable to prevent unnecessary 
costs. A clear framework for selecting appropriate controls for government organizations 
is still lacking. 

6 Conclusions 

This paper seeks to provide an overarching classification of IT control areas for govern-
ment. Drawing on literature, we developed the first government risk-based classification 
of controls. The classification consists of ten different areas ranked by their risks. Using 
this classification, public organizations can better control the various risk areas of IT. By 
linking controls to a government organization’s risk and policy landscape, it is possible 
to prioritize the risks and mitigating measures. The classification also includes the areas 
related to compliance gaps within government organizations. Governments can use the 
classification to determine where IT controls are (still) missing or ineffective and empir-
ically test and improve the effectiveness of the proposed classification. This helps not 
only with auditing or compliance but also with strategic decision-making about invest-
ments in digital infrastructure. This can help improve oversight, audits, investments in 
public IT environments, and reduce IT failures. 

IT control is a broad field, and with the current digitalization developments, new areas 
included in our classification have emerged. The literature shows different definitions 
of IT control, depending on the goal of control or the control area. Some literature 
remains shallow, whereas others describe control in more detail. This study reveals that IT 
control is an overarching concept consisting of several subareas with different meanings 
for IT control and IT controlling. Moreover, we identified a wide range of objectives, 
from control at the organization’s strategic level to the technical or operational level of 
digitalization. However, the control literature has not addressed Zero Trust Architecture
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Controls, AI-driven Anomaly detection controls, AI- or algorithm controls, or DevOps 
Controls. We recommend further research into these control areas. We also recommend 
to research whether the classification from the literature can be further expanded to 
include these new developments. 

Disclosure of Interests. The authors have no competing interests to declare relevant to this 
article’s content. 
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