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Abstract

Secure multi-party computation (SMPC) is a cryptographic technique that enables
multiple parties to work together on data without sharing their private information
with each other. This paper investigates how two open-source frameworks, SecretFlow
and FATE, implement SMPC and other privacy-preserving techniques and evaluates
their usability and scalability in applied settings. The goal is to better understand the
trade-offs these frameworks offer for researchers and developers seeking to build privacy-
preserving machine learning pipelines. Using a small-scale experimental setup, both
frameworks were deployed in controlled environments and evaluated based on setup
complexity, documentation quality, modularity, architecture, and the secure computa-
tion methods used. The results show that SecretFlow offers greater SMPC flexibility,
modularity, and developer usability, making it well-suited for research and rapid pro-
totyping. FATE, while more complex to integrate, provides comprehensive workflow
coordination and is better suited for production environments. Experiments were con-
ducted on a single physical node with a small dataset, enabling reproducibility but
limiting generalizability to large-scale, real-world deployments. This work provides
practical insights into the usability and architectural design of the frameworks, along
with a protocol-level comparison to guide developers in selecting tools for privacy-
sensitive machine learning.

1 Introduction

Due to the increase of data in the current digital age, ensuring its privacy has become
critically important. With growing regulatory pressures such as the General Data Pro-
tection Regulation (GDPR) [I] and increasing awareness of data misuse, organizations
are actively exploring ways to perform analytics without exposing sensitive information.
Privacy-preserving data analytics aims to solve this problem by allowing valuable insights
to be extracted from data without compromising individual privacy. Among the leading
techniques enabling this are federated learning [2] B] and secure multi-party computation
(SMPC) [4].

These approaches have led to the development of privacy-preserving frameworks, such
as FATE (Federated AI Technology Enabler) [5] and SecretFlow [6], which are designed
to support data processing in sectors like healthcare [7], finance [§], and smart cities [9],
where privacy concerns are particularly significant. FATE implements vertical federated
learning and supports various machine learning algorithms, such as logistic regression, gra-
dient boosting decision trees, and deep neural networks, over encrypted or partitioned data.
It has been integrated into smart city infrastructures, as illustrated in FLIBD [9], where
federated learning was deployed over Apache Spark for secure Internet of Things (IoT) data
management. SecretFlow, in contrast, builds on both federated learning and secure compu-
tation techniques such as homomorphic encryption [I0] and SMPC, offering a modular and
performant architecture [I1]. Despite their shared goal of enabling privacy-preserving com-
putation, no academic studies have systematically compared these tools in terms of setup
complexity, scalability, and quality of documentation.

This study focuses on comparing two open-source frameworks in the domain of privacy-
preserving machine learning: SecretFlow and FATE. Both frameworks offer secure compu-
tation support for federated analytics, but differ in architecture, underlying protocols, ease
of deployment, and target applications.

SecretFlow is a Python-based framework developed by Ant Group [6] that supports a
modular backend architecture for secure computation. It provides multiple SMPC protocols



and is extensible to incorporate other secure computation techniques such as homomor-
phic encryption and differential privacy [12]. Its design emphasizes flexibility, making it
particularly well-suited for research-oriented deployments and cross-domain integrations.

FATE, developed by WeBank [5], is designed for production-level industrial federated
learning, with strong support for vertical federated learning (VFL). It incorporates a variety
of secure computation techniques such as Paillier homomorphic encryption [I3], protocols
for private set intersection [I4], and SecureBoost [15], a tree-boosting algorithm tailored
for privacy-preserving learning. Its modular architecture allows multiple collaborative roles
such as guest, host, and arbiter, making it especially suitable for applications in sectors like
finance and healthcare where data privacy is important.

These two frameworks were chosen for this study because they represent contrasting de-
sign approaches: SecretFlow emphasizes modularity and extensibility, making it well-suited
for academic research and experimental development, while FATE focuses on production
readiness, coordination, and comprehensive workflow support for regulated environments.
Comparing them provides insights into how different priorities in framework design affect
usability, scalability, and the implementation of privacy-preserving protocols.

Therefore, the aim of this research is: how do privacy-preserving machine learning frame-
works such as SecretFlow and FATE implement secure computation techniques, and how do
they compare in terms of ease of integration and scalability for collaborative data analysis
tasks?

To answer this, we evaluated both frameworks using the publicly available Diagnostic
Wisconsin Breast Cancer dataset [16] and a standard federated logistic regression task rel-
evant to privacy-preserving machine learning. Our assessment covers important aspects
such as architectural design, usability, documentation quality, and implementation of se-
cure computation techniques. The evaluation focuses on practical integration workflows
and the extent to which each framework supports secure, modular, and developer-friendly
implementation of privacy-preserving machine learning tasks.

To the best of our knowledge, this is the first systematic, protocol-level comparison of
the SecretFlow and FATE frameworks, with a focus on their architecture, usability, and
secure computation implementations. Our contribution lies in providing a detailed, hands-
on evaluation that highlights the practical challenges and advantages of each framework in
a realistic development scenario.

The results show that SecretFlow offers greater flexibility in implementing SMPC, along
with improved modularity and developer usability, making it well-suited for research envi-
ronments and rapid prototyping. In contrast, FATE provides more comprehensive workflow
coordination and integration capabilities, making it a better fit for production-oriented de-
ployments, although with a steeper learning curve. All experiments were conducted on a
single physical node using a small dataset, which ensures reproducibility but limits the gen-
eralizability of the findings to large-scale, distributed environments. Nonetheless, this work
offers practical insights and actionable comparisons to guide developers and researchers in
selecting suitable frameworks for privacy-sensitive machine learning applications.

The remainder of this paper is structured as follows. We present in Section [2] the method-
ology used and provide background on relevant secure computation techniques. In Section 3]
we analyze the secure computation approaches and architectures of the selected frameworks.
We evaluate their integration complexity and scalability through a series of practical exper-
iments in Section [4} In Section [f] we reflect on the responsible research aspects, including
ethical considerations, reproducibility, and limitations. In Section [ we discuss the implica-
tions of our findings and important observations. Finally, we conclude the paper in Section|7]



and propose directions for future work.

2 Background and Methodology

In this chapter, we provide the background needed for understanding and evaluating privacy-
preserving machine learning frameworks, focusing on secure multi-party computation and
federated learning as core techniques that enable collaborative analytics without exposing
sensitive data. Our methodology combines qualitative analysis with small-scale empirical
testing to assess factors such as usability, integration complexity, and practical deployment.

2.1 Secure Computation in Collaborative Analytics

Privacy-preserving machine learning utilizes techniques such as secure multi-party compu-
tation (SMPC) [4], homomorphic encryption (HE) [10], and differential privacy (DP) [12],
often combined within modern frameworks to offer layered privacy guarantees. Although
all are supported by the evaluated tools, this subsection highlights SMPC and federated
learning, which are central to enabling secure collaborative analytics.

In privacy-preserving collaborative data analysis, SMPC is a foundational technique that
allows multiple parties to jointly compute a function over their private inputs without re-
vealing the inputs to one another. This is particularly relevant in scenarios where regulatory
constraints such as the GDPR [I] prohibit raw data sharing, but collaborative insights are
needed across institutional boundaries.

SMPC achieves this goal by relying on cryptographic primitives such as secret sharing,
oblivious transfer, and homomorphic encryption to protect data throughout the computation
process. A common implementation of SMPC is based on Shamir’s Secret Sharing [17], where
a secret s € F (a finite field) is split into n shares si, so, ..., s, distributed among n parties,
such that any subset of size ¢t + 1 (the threshold) can reconstruct the secret, but any set of
t or fewer shares reveals nothing about s.

Federated learning (FL) [2, 3] is another essential technique in privacy-preserving ana-
lytics. Unlike SMPC, which focuses on secure computation over shared inputs, FL enables
decentralized model training by keeping the raw data local and only exchanging model pa-
rameters or updates. This approach is particularly well-suited for cross-institutional machine
learning and Internet of Things (IoT) networks.

In a basic FL setting, a global model w is trained collaboratively by multiple parties
(clients), each holding local datasets D;. The training follows an iterative procedure where
the server broadcasts the current global model w; and each client ¢ computes local model
updates Aw; using its private data:

Aw; = VL(wy, D;), (1)

where VL (w;, D;) is the local loss function on client i’s dataset. After computing the up-
dates, the server aggregates them using weighted averaging, where each client’s contribution
is proportional to the size of its dataset |D;|. The global model is then updated as follows [2]:

N
|D;|

—
i=1 Zj:l ‘Dj |
Here, n is the learning rate, and N is the number of participating clients in that com-

munication round. This weighted scheme ensures that clients with larger datasets have
proportionally greater influence on the global model.

W41 = W — 1 -



FL is commonly categorized into two types:

e Horizontal FL: Parties hold datasets with the same feature space but different samples.
Example: Two banks in different regions with similar data but no overlapping users.

e Vertical FL: Datasets share the same sample identifiers but differ in features.
Example: A hospital and an insurance company collaborating on the same patients
but with different data attributes.

Both approaches often incorporate secure computation techniques such as SMPC to ensure
privacy throughout the model training process.

2.2 Comparison Approach and Evaluation Methodology

The comparison in this paper combines qualitative analysis with limited empirical evalu-
ation to assess the practical usability and technical capabilities of SecretFlow and FATE.
The qualitative analysis focuses on aspects such as setup complexity, quality and clarity of
documentation, architectural modularity, and the flexibility of deploying each framework
in local and cloud-based environments. The secure computation mechanisms are compared
based on their official documentation and the use cases they are designed to support.

For the empirical evaluation, small-scale experiments were conducted using the SURF
Research Cloud [I8] to simulate a controlled, single-node deployment. Both frameworks were
installed and configured according to their respective setup guides, and a standard federated
logistic regression task was implemented using the Diagnostic Wisconsin Breast Cancer
dataset [16], which is well-suited for testing federated learning systems. Main evaluation
metrics included ease of environment setup, clarity and completeness of documentation,
implementation effort, and the availability of built-in secure computation components.

The outcomes of these analyses provide insights into each framework’s strengths and
limitations, helping to identify whether they are better suited for research prototyping or
production-scale deployments.

3 Framework Analysis: Secure Computation and Archi-
tecture

In this section, we provide a comparative analysis of SecretFlow and FATE, focusing on their
secure computation mechanisms and system architectures. Both frameworks aim to enable
privacy-preserving machine learning (PPML) in collaborative environments, but differ in the
techniques and abstractions they employ. Secure computation and system architecture are
foundational to PPML frameworks, shaping not only how data confidentiality is maintained,
but also how effectively the system scales and performs in practical deployments. The
following comparison highlights how SecretFlow and FATE approach these core dimensions.

3.1 SecretFlow

As shown in Figure [T} the framework is structured into four distinct layers that collectively
enable privacy-preserving data intelligence and machine learning;:

e A top-level machine learning workflow layer that integrates various components such
as data processing, distributed model training, and hyperparameter tuning.



e An algorithm layer which offers machine learning and data analysis capabilities tailored
for both horizontally and vertically partitioned datasets.

e An intermediate device flow layer modeling higher-level algorithms as device object
flow and directed acyclic graph (DAG).

e A foundational abstract device layer consists of plain devices and secret devices, encap-
sulating various cryptographic protocols to support privacy-preserving computation.
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Figure 1: SecretFlow system architecture [19]

SecretFlow’s Secret Device is composed of three distinct modules: the Secure Processing
Unit (SPU), Homomorphic Encryption Unit (HEU), and Trusted Execution Environment
(TEE) backends. Each module is responsible for specific aspects of secure computation,
allowing for tailored configurations based on the requirements of a particular application.

In this research, we will focus primarily on the SMPC capabilities of SecretFlow, specif-
ically its SPU module. According to the official documentation [20], the SPU consists of
a frontend compiler and a backend runtime. The frontend transforms standard machine
learning programs into an intermediate representation designed for multi-party computa-
tion. This representation is then executed by the backend, which runs the corresponding
MPC protocols. Through a series of code optimizations, the SPU enables efficient execu-
tion of privacy-preserving computations. It allows machine learning models from different
frameworks to be adapted with minimal changes for secure, privacy-preserving execution.

SecretFlow employs SMPC protocols to enable collaborative computations over dis-
tributed datasets without revealing individual data entries. Its primary protocol is ABY? [21],
which supports three-party computation under the semi-honest model. ABY?® combines
arithmetic, binary, and Yao 3PC [22] sharing to enable efficient, privacy-preserving ma-
chine learning with low communication overhead and a constant number of communication
rounds. It assumes that all three parties are non-colluding and is well-suited for domains like



healthcare and finance, where data privacy is critical. However, ABY?®’s security guarantees
are limited to semi-honest adversaries, making it less appropriate for hostile environments.

While ABY? is the default protocol used in SecretFlow for secure ML workflows, the
framework also supports additional SMPC protocols, including Semi2k-SPDZ [23] and Chee-
tah [24], through its SPU backend:

e Semi2k-SPDZ: This protocol is a semi-honest version of SPDZ [25] that uses a trusted
setup phase to generate offline randomness, often assumed to be provided by a trusted
first party. As such, it is not secure in the malicious model and is mainly intended for
testing and debugging. Semi2k-SPDZ retains the two-phase SPDZ structure: an offline
(preprocessing) phase to generate correlated randomness, and a more efficient online
phase, where actual computations occur. However, reliance on trusted randomness
restricts its suitability for production environments.

e Cheetah: This is a high-performance 2-party computation (2PC) protocol optimized
for private matrix operations, including deep learning inference. Unlike Semi2k-SPDZ,
Cheetah does not require a trusted third party, instead using homomorphic encryp-
tion and packed secret sharing to reduce communication overhead. It is designed for
semi-honest adversaries and demonstrates significant improvements in throughput and
latency for matrix-heavy computations. Although Cheetah offers high performance,
its applicability is limited to two-party scenarios, and it may not provide adequate
security in adversarial environments.

These alternatives offer different trade-offs in terms of security assumptions, computa-
tional complexity, number of required parties, and performance characteristics. The choice
of protocol can be tailored based on specific deployment scenarios and trust models.

SecretFlow’s SPU also supports Private Set Intersection (PSI) protocols, which enable
multiple parties to collaboratively identify common elements in their datasets without re-
vealing any non-intersecting elements. SecretFlow currently implements several semi-honest
PSI protocols suited for different data scales and performance needs:

¢ ECDH-PSI [26] 27]: Based on elliptic curve Diffie-Hellman key exchange, this proto-
col is suitable for small datasets. It encodes data points as elliptic curve elements and
masks them with private keys from both parties. After a mutual exchange, one party
can compute the intersection. Although simple and computationally efficient, ECDH-
PSI has higher communication efficiency but is less performant on large datasets.

o KKRT-PSI [28]: A two-party PSI protocol based on Oblivious Transfer (OT) ex-
tensions and cuckoo hashing, KKRT-PSI is optimized for large datasets and achieves
sublinear communication complexity. It is significantly faster than ECDH-based PSI
but requires higher communication overhead and its security guarantees are weaker
compared to protocols designed for malicious adversaries.

o BC22PCG-PSI [29]: This protocol utilizes pseudorandom correlation generators
(PCG) and vector oblivious linear evaluation (VOLE) to enable efficient two-party
PSI. It improves communication efficiency while maintaining strong privacy guaran-
tees, making it well-suited for scenarios with strict bandwidth limitations.

As a general guideline, Oblivious Transfer-based protocols such as KKRT and BC22
offer higher computational efficiency, while ECDH-based methods are simpler and more



communication-efficient. The choice of protocol depends on the trade-offs between compu-
tation and communication overheads and the dataset size.

From an architectural perspective, the SPU abstracts its underlying secure computation
protocols through a unified execution environment, enabling developers to switch between
protocols based on their security and performance requirements. The SPU compiler plays
a central role in this design by translating high-level machine learning operations into an
intermediate representation optimized for secure multi-party computation. To reduce user
learning costs and maximize compatibility, the compiler adopts XLA (Accelerated Linear
Algebra) [30] as its source language, leveraging the fact that many AI frameworks like
TensorFlow [3I] and JAX [32] can compile Python code into XLA IR.

For platform-independent optimizations and code generation, the compiler builds on the
MLIR [33] infrastructure, reusing existing optimization and lowering passes. The SPU com-
piler also extends the type system with security-related type hints, guiding the generation
of efficient, MPC-friendly bytecode that balances privacy guarantees and performance.

3.2 Federated AI Technology Enabler (FATE)

According to FATE’s documentation [34], it supports horizontal, vertical, and transfer learn-
ing federated training scenarios, allowing institutions to collaboratively train models without
exchanging raw data, thus maintaining data locality and regulatory compliance.

At its core, FATE is built on FederatedML [35], a comprehensive library of federated and
privacy-preserving machine learning algorithms [36]. This library is designed with a modular
and decoupled architecture to ensure scalability and extensibility across various federated
scenarios. The library supports several essential algorithms tailored for distributed environ-
ments while maintaining data privacy. These include Federated Logistic Regression (LR),
which enables binary classification across horizontally or vertically partitioned datasets, and
Federated Gradient Boosting Decision Trees (GBDT), an ensemble method effective for
both classification and regression on complex data. Additionally, Federated Deep Neural
Networks (DNN) support collaborative training of deep learning models for tasks such as
image analysis and natural language processing, all within a privacy-preserving framework.

Beyond model training, FATE-ML also includes comprehensive modules for federated
statistical analysis (e.g., PSI, union, Pearson correlation), feature engineering (e.g., feature
binning, sampling, selection), and evaluation metrics for binary, multiclass, and regression
tasks. These components collectively provide a full-stack solution for developing secure,
federated machine learning pipelines.

The system is deployed using a client-server model, where a central coordinator orches-
trates the training process across multiple parties. Each participant runs a local FATE
runtime that securely executes its portion of the computation, ensuring compliance with
privacy constraints. At the center of FATE’s privacy-preserving capabilities is its secure
computation layer, which supports multiple cryptographic protocols, such as homomorphic
encryption and secure multi-party computation, each optimized for specific trust assump-
tions and performance needs.

As described in this study, our analysis focuses on the SMPC capabilities of FATE. This
framework supports several SMPC protocols and cryptographic primitives, including;:

o SPDZ [25]: A multi-party computation protocol that combines additive secret shar-
ing with somewhat homomorphic encryption to enable secure arithmetic operations,
even under malicious adversarial models. It offers security against against an active
adversary that can corrupt up to n — 1 of the n players. SPDZ separates computation



into an offline (preprocessing) phase, which is computationally intensive, and a more
efficient online phase, where actual computations occur. SPDZ supports both arith-
metic and Boolean circuits, but may incur higher communication costs compared to
protocols designed for the semi-honest model.

o Feldman Verifiable Secret Sharing (VSS) [37]: This is a publicly verifiable ex-
tension of Shamir’s secret sharing scheme that ensures correctness and reliability in
the presence of dishonest parties. It operates in the information-theoretic security
model and allows each participant to verify that their received share is consistent with
a committed polynomial without revealing the secret. Feldman VSS tolerates up to ¢
corruptions in a (n, t)-threshold setting and is non-interactive during verification, mak-
ing it efficient for distributed systems. Its use in SMPC protocols guarantees malicious
parties cannot bias computations or inject incorrect shares without detection.

e Oblivious Transfer (OT): While not a complete protocol on its own, OT is a fun-
damental cryptographic primitive used in many SMPC protocols. FATE implements
OT based on the construction by Hauck and Loss [38], which enables secure selection
of inputs without revealing the receiver’s choice or the sender’s unchosen messages.
This construction is optimized for elliptic curve cryptography (ECC), reducing interac-
tion and computational overhead compared to traditional OT protocols and improving
performance in secure computation tasks.

These components collectively enable FATE to support secure, distributed computations
while offering flexibility across semi-honest and malicious threat models. Their modular
implementation allows developers to choose the appropriate protocol stack based on the
regulatory context, latency constraints, and security requirements.

Similarly to SecretFlow, FATE also provides built-in support for Private Set Intersec-
tion (PSI), a critical step in vertical federated learning where overlapping records must be
aligned across institutions without revealing non-intersecting data. It includes an optimized
PSI mechanism based on the Elliptic Curve Diffie-Hellman (ECDH) [26] 27] key exchange
that utilizes Curve25519 [39], which was chosen for its strong security guarantees and ef-
ficient elliptic curve operations, offering a good trade-off between cryptographic strength
and performance. This PSI mechanism is tightly integrated into FATE’s data preprocessing
pipeline to ensure that only mutually shared samples are retained for downstream model
training, in line with privacy-by-design and data minimization principles.

FATE additionally provides a job directed acyclic graph (DAG) executor and task sched-
uler that breaks down federated learning workflows into directed acyclic graphs of federated
operators. FEach operator encapsulates a secure computation logic and executes on dis-
tributed nodes with built-in synchronization and security primitives.

To provide further insight, Figure [2] in Appendix [A22] presents a detailed comparison of
the primary secure computation protocols utilized by these frameworks, highlighting their
security assumptions, communication overhead, and typical use cases.

4 Integration and Scalability Evaluation

In this section, we present an integration and scalability evaluation of SecretFlow and FATE,
focusing on their practical deployment within a research cloud environment and their support
for multiparty learning at scale. While both frameworks aim to provide secure and flexible
platforms for federated machine learning, they differ in ease of integration, architectural



complexity, and scalability strategies. Through hands-on deployment within a research
cloud environment and an analysis of framework documentation, we assesses the operational
readiness of each system, their support for distributed execution, and the reliability of their
integration tooling.

4.1 Integration Experience

Since both SecretFlow and FATE recommend a minimum requirement of 8 cores for CPU
and 16GB of RAM for memory [40, [41], they were integrated and tested within the SURF
Research Cloud [I8], a secure and configurable academic computing platform that provides
virtual machines (VMs) for reproducible computational experiments. The SURF environ-
ment used was a desktop VM with Ubuntu 22.04, a single A10 GPU, 11 core CPU, and
88GB of RAM, which enabled controlled testing conditions for federated machine learning
workflows.

An important aspect of this study was assessing how straightforward it is to integrate
each framework into a real-world cloud-based research environment. Both SecretFlow and
FATE provide official installation guides, Docker images, and configuration templates. How-
ever, notable differences in usability and integration effort were observed.

SecretFlow provides clear setup instructions readily available in English, making it ac-
cessible to a wide audience. It was integrated by following its starting guide [42], which
first prompted us to the installation guide [40], followed by the deployment guide [43]. The
framework was successfully installed by following the steps outlined in the documentation,
and the sample tutorial they gave was also executed by following their instructions. The
deployment guide also outlines four modes of deployment: debug, simulation, production,
and production on Kuscia [44], but for this research, only the simulation mode was used.
Additionally, the starting page offers a page with useful tutorials [45], as well as a user guide
[46] that contains documentation about several common utility functions/classes such as
preprocessing, private set intersection, MPC machine learning, and federated learning.

The official FATE GitHub repository [47] outlines two modes of deployment: standalone
[48] and cluster [49]. While the standalone deployment guide is available in English, the
cluster deployment documentation is primarily in Chinese, which may pose a barrier for
non-Chinese-speaking users. To set up the framework, we opted to follow the quick start
guide provided on the official documentation website [50], rather than the standalone guide
from GitHub.

One notable difference between these two guides is that the quick start guide does not
include the creation of a separate Python environment, whereas the standalone guide explic-
itly recommends this step. Therefore, we first created a new virtual environment as advised
in the standalone guide, and then proceeded to successfully install the framework using the
installation steps outlined in the quick start guide.

It is also worth mentioning that the quick start guide from the documentation website
uses an older version of the FATE Client (v2.1.1), in contrast to the more recent version
(v2.2.0) referenced in the GitHub standalone guide. An almost identical quick start guide
was also found on FATE’s GitHub repository [51], but with version 2.2.0 of the FATE Client,
indicating a possible inconsistency in updates on the official documentation website. For the
purposes of our experiments, we used FATE Client version 2.1.1, as specified in the quick
start guide we followed.



4.2 Small-Scale Functional Tests

Following integration, we conducted small-scale functional tests within the SURF Research
Cloud environment using official tutorials provided by the developers of both frameworks.
We executed the documented examples to assess how each framework communicates setup
procedures, configurations, and execution steps. Our aim was to validate how easily a prac-
titioner can replicate common privacy-preserving machine learning tasks using the available
documentation. Both SecretFlow and FATE were tested on a common task: federated logis-
tic regression, a widely used method in collaborative data analysis under privacy constraints.

For SecretFlow, we followed the official tutorial provided in the documentation on mixed
federated logistic regression [62]. The pipeline simulates a realistic federated learning sce-
nario involving five virtual parties: Alice, Bob, Carol, Dave, and Eric. The Diagnostic
Wisconsin Breast Cancer dataset [I6] from scikit-learn was used, with all features normal-
ized prior to training. The data was partitioned in a mixed fashion: both vertically and
horizontally. Specifically, Alice retained all the label values and features 1 through 10, while
Bob held features 11 through 20. Features 21 through 30 were divided among Carol, Dave,
and Eric. Additionally, the dataset was horizontally split into three subsets of 200 samples
each, representing separation across time periods or organizational boundaries.

The tutorial utilizes SecretFlow’s MixDataFrame abstraction [53] to represent this mixed
partitioning and securely aggregate updates across different feature and sample holders.

To protect data confidentiality, homomorphic encryption units (HEUs) were instantiated
with 2048-bit Paillier encryption. In each HEU setup, Alice was the secret key keeper, while
Bob and one of the other parties acted as evaluators. Additionally, secure aggregators were
created for each horizontal partition group to perform privacy-preserving aggregation of
model updates.

The model was trained using SecretFlow’s FlLogisticRegressionMix [54], which combines
encrypted gradient computation with secure aggregation. Training was performed over 3
epochs with a batch size of 64 and a learning rate of 0.1.

Evaluation metrics, including the area under the receiver operating characteristic curve
(AUC) and accuracy, were used to assess model performance. These metrics were calculated
by revealing the predicted outputs and comparing them to the ground truth labels. The
model achieved a high AUC of 0.9876, indicating excellent discriminative ability, and an
accuracy of 94.20%, reflecting a strong overall performance in classifying the breast cancer
samples correctly.

Executing the tutorial allowed us to verify several important aspects of SecretFlow’s func-
tionality. The framework successfully simulated and orchestrated complex federated learning
scenarios across multiple virtual parties, demonstrating its ability to manage both vertical
and horizontal data partitioning. It also showcased seamless integration of secure compu-
tation techniques, particularly secure aggregation and homomorphic encryption, within a
single workflow. Furthermore, the setup process and model execution were clear and re-
producible, reflecting a high degree of usability and reliability in a controlled, simulated
multi-party environment. Overall, this test served as a practical validation of SecretFlow’s
SMPC and federated learning capabilities in realistic data sharing scenarios.

After successfully installing the FATE framework, we proceeded by following the offi-
cial quick start guide provided on their documentation website [50]. Although the guide
originally demonstrates a tree-based classification model applied to a vertically partitioned
version of the Diagnostic Wisconsin Breast Cancer dataset [16], we modified the experiment
to use FATE’s Secure Shared Heterogeneous Logistic Regression (SSHELR) component [55],
in order to align the experimental setup more closely with our SecretFlow-based implemen-
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tation.

During initial execution, we encountered compatibility issues related to Python pack-
age dependencies. To resolve this, we used specific versions of essential libraries: PyTorch
(v2.1.0), NumPy (v1.26.4), and Transformers (v4.36.2). Once the environment was stabi-
lized, we prepared the dataset for training by converting local CSV files into the FATE
pipeline’s internal dataframe format, using designated metadata to ensure proper data la-
beling and ID matching between the guest and host parties.

We then constructed a FATE pipeline consisting of a Reader, PSI (Private Set Intersec-
tion), SSHELR, and Evaluation component. The logistic regression model was trained using
3 epochs, a batch size of 64, and a learning rate of 0.1. Both the training and validation
sets were the same and derived from the post-PSI output. After compilation and execution,
the pipeline produced a trained model along with performance metrics. The model sum-
mary confirmed that the training completed all 3 epochs without converging early, and the
coefficients and intercept were learned successfully.

Similarly to the SecretFlow experiment, we used the same evaluation metrics. The
evaluation component reported high model performance, with an AUC of 0.9933 and a
binary classification accuracy of 97.01% on both the training and validation sets. The
trained model was saved and subsequently reloaded to perform predictions using a deployed
inference pipeline.

The experiment validated several core strengths of the FATE framework: it effectively
supported vertically partitioned data processing through its PSI and SSHELR components,
offered a modular and extensible pipeline structure, and demonstrated reliable execution
from training to inference. Despite some initial setup challenges, the framework proved
capable of delivering accurate, privacy-preserving logistic regression results in a reproducible
and transparent manner. These characteristics underscore FATE’s advanced development
and suitability for secure collaborative machine learning tasks in environments where data
is distributed across organizational boundaries.

The source code for the experiments conducted with SecretFlow and FATE is publicly
available in the following GitHub repositories: [SecretFlow Repository|and [FATE Repository.

4.3 Scalability Analysis

To assess scalability, we reviewed the official documentation of both frameworks to under-
stand their support for large-scale, multi-node deployments.

SecretFlow features a modular design [56] that facilitates deployment across multiple
nodes, enabling users to scale federated learning workflows from local prototypes to dis-
tributed environments. Its architecture supports horizontal scaling by incorporating addi-
tional worker nodes capable of independently handling partitions of data or model computa-
tions. To reduce communication overhead and latency, SecretFlow leverages asynchronous
task scheduling and optimized communication protocols. The framework is compatible with
both vertical and horizontal federated learning [57], allowing flexible adaptation to mixed
partitioning schemes. In addition, comprehensive benchmarks such as overall performance
tests and secure gradient boosting comparisons are documented on the official website,
demonstrating reasonable scalability in multi-party, large dataset scenarios [58, [59]. While
public disclosures of resource usage and multi-node deployment metrics are limited, Secret-
Flow’s modular and extensible architecture, combined with benchmark evidence, suggests
its capability to effectively manage the computational and communication demands of large-
scale, privacy-preserving machine learning environments.
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FATE, by contrast, is explicitly designed for production-grade, large-scale federated
learning. It offers two main deployment modes: standalone for local testing and cluster mode
for distributed, multi-institutional environments. In cluster mode, FATE adopts a service-
oriented architecture in which each party runs dedicated services such as FATE-Flow [60],
FederatedML, and proxy components, all coordinated through a central registry [61]. Its
distributed computing framework, EggRoll [62], handles data processing, communication,
and storage across nodes. A notable advantage is that the same algorithm implementations
work seamlessly in both standalone and cluster modes, allowing for straightforward scaling
from development to deployment [63]. For orchestration, FATE integrates with Kubernetes
[64] via KubeFATE [65], enabling dynamic resource allocation based on workload demands.
While up-to-date comprehensive cluster setup guides are primarily available in Chinese and
quantitative performance benchmarks are sparse, the system architecture and flexibility in-
dicate that it is well-equipped to scale with increasing data volumes, number of participants,
and computational complexity in real-world federated learning applications. This is further
exemplified by its integration into smart city infrastructures, such as the FLIBD project [9],
where federated learning was deployed over Apache Spark for secure Internet of Things (IoT)
data management.

5 Responsible Research

In this section, we reflect on the ethical aspects and reproducibility of the research, empha-
sizing transparency, responsible methodology, and limitations throughout the process.

5.1 Ethical Considerations

This study adheres to the FAIR (Findable, Accessible, Interoperable, and Reusable) princi-
ples for responsible data use and research transparency. All experiments utilized the pub-
licly available and well-documented Diagnostic Wisconsin Breast Cancer dataset [16], which
meets several FAIR criteria. The dataset is assigned a persistent identifier (F1), indexed in
searchable repositories (F4), and described with detailed metadata (F2, F3), facilitating its
discoverability and reuse.

In terms of accessibility, the dataset can be retrieved using standard protocols without
restrictions (A1, Al.1), and its metadata remains accessible even if the dataset were to be
removed in the future (A2). The dataset’s structure and format follow broadly recognized
biomedical data conventions, supporting interoperability with machine learning tools and
workflows (I1, I2). Moreover, the dataset includes clear documentation of its origin and
collection process, and adheres to standard licensing for public use (R1.1, R1.2), enabling
reproducibility and reuse in various research contexts (R1.3).

No personally identifiable information (PII) is included in the dataset, aligning with
ethical guidelines for human subject research. Additionally, both SecretFlow and FATE
are designed for privacy-preserving machine learning, supporting ethical data handling and
responsible use of sensitive information. All experiments were conducted objectively, without
conflict of interest, and under uniform conditions to ensure fairness and transparency.

5.2 Use of Large Language Models (LLMs)

Although this paper was not written with the use of LLMs, the Writefull plugin in Overleaf,
which takes advantage of LLM technology, was used to assist in grammar correction and
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spellchecking. Moreover, LLMs were used to look up explanations for unknown terminology
found in the frameworks’ documentation, as well as to aid in formatting and figure creation
in BTEX. A list of the prompts used can be found in Appendix

5.3 Reproducibility of Research

All experiments carried out in this study were performed according to the tutorials provided
in the official documentation of SecretFlow and FATE. The source code for these experiments
is publicly accessible in the following GitHub repositories: SecretFlow Repository and FATE
Repository.

5.4 Research Limitations

This research faced several limitations, which are important to recognize for an accurate
interpretation of the findings. Firstly, due to limited computational resources, many frame-
work components such as the Secure Processing Unit (SPU) were not fully deployed, but
instead evaluated based on technical documentation and published benchmarks. This may
limit the depth and realism of our practical assessments. Moreover, the comparison reflects
the state of the publicly available versions of both frameworks as of June 2025. Ongo-
ing development may introduce new features or improvements not captured in this study,
potentially affecting the relevance of our conclusions over time.

Furthermore, while both frameworks support a range of secure computation techniques,
such as homomorphic encryption (HE) and differential privacy (DP), this study primarily
focused on the secure multi-party computation (SMPC) mechanisms. As such, our findings
may not generalize to use cases where HE or DP is more appropriate. Additionally, although
the Diagnostic Wisconsin Breast Cancer dataset provides a more realistic binary classifica-
tion task than simpler benchmark datasets, it remains limited in both size and feature
diversity. This restricts the ability to fully assess how each framework handles large-scale,
heterogeneous data in federated settings.

As a result, the conclusions drawn from this research, particularly regarding scalability,
integration complexity, and real-world performance, may be biased by these constraints.
Readers should interpret the findings with caution, especially when applying them to broader
or more demanding deployment scenarios.

6 Discussion

In this section, we summarize the main findings of the framework comparison by examining
their architectural design choices, supported secure computation protocols, and integration
experiences. We reflect on how these factors impact scalability, maintainability, and usability
in practical deployments. Furthermore, the discussion highlights the distinct strengths and
limitations of each framework, offering insights into their suitability for different privacy-
preserving machine learning applications.

6.1 Architectural and Protocol-Level Differences

SecretFlow and FATE adopt distinct architectural strategies that influence their scala-
bility, maintainability, and extensibility for privacy-preserving machine learning. Secret-
Flow emphasizes modularity and developer-friendly design, exposing privacy-preserving logic
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through a high-level Python API. Its Secure Processing Unit (SPU) serves as the core execu-
tion environment for multiple secure multi-party computation (SMPC) protocols, including
ABY? and semi-honest variants optimized for performance. By decoupling cryptographic
primitives from application logic, SecretFlow enables flexible experimentation and simplifies
the development of secure ML pipelines.

In contrast, FATE’s architecture is built around a layered service-oriented design that
accommodates diverse secure computation techniques-including SMPC, homomorphic en-
cryption (HE), and differential privacy (DP). Its SMPC capabilities are primarily based on
a secret sharing scheme, with a plug-in architecture that allows users to select the protocols
most aligned with their threat model or regulatory context. This makes FATE well-suited
for production environments demanding flexibility and long-term compliance.

Overall, SecretFlow is optimized for rapid prototyping and research-oriented develop-
ment, while FATE targets enterprise-scale federated learning deployments with more com-
plex compliance and integration needs.

6.2 Integration Experience and Documentation Quality

During the integration process, a notable difference emerged in the quality of documenta-
tion and the onboarding experience. SecretFlow provides a well-structured and up-to-date
documentation library, complete with clear tutorials, architecture diagrams, and regularly
maintained examples. This significantly reduced integration time and debugging overhead.

In contrast, FATE’s documentation posed recurring challenges. Although the framework
is feature-rich and comprehensive, the coexistence of legacy and current documentation cre-
ated confusion, particularly when older pages were not correctly linked to the latest website.
Furthermore, some parts of the documentation were outdated or lacked sufficient detail, com-
plicating the configuration of federated components and secure computation services. This
hindered the early stages of experimentation and required considerable effort to resolve.

Nevertheless, both frameworks were ultimately integrated successfully, though Secret-
Flow’s streamlined developer tools and documentation offered a more accessible experience,
especially for academic or exploratory use cases.

6.3 Scalability and Practical Suitability

Scalability in both frameworks is shaped by their architectural assumptions. SecretFlow’s
SPU is designed for extensibility and parallel execution, but full deployment of its multi-
party runtime requires substantial infrastructure that was beyond the scope of this study.
However, documentation and community benchmarks suggest that it scales well with in-
creasing data volume and parties.

FATE, on the other hand, provides comprehensive support for deployment across dis-
tributed environments and includes system components for job scheduling, service orchestra-
tion, and monitoring. Its integration into production environments in sectors like healthcare
[7] and smart cities [9] indicates its suitability for large-scale, compliance-critical applica-
tions. FATE’s native support for vertically partitioned data and long-term deployment
scenarios reflects its advanced development stage.

These differences illustrate how architectural and operational trade-offs shape the practi-
cal suitability of each framework for specific privacy-preserving machine learning scenarios.
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7 Conclusions and Future Work

This research set out to explore the question: How do privacy-preserving machine learning
frameworks such as SecretFlow and FATE implement secure computation techniques, and
how do they compare in terms of ease of integration and scalability for collaborative data
analysis tasks? Through a detailed architectural and protocol-level investigation, it becomes
evident that both frameworks provide reliable and effective support for secure computation,
yet differ in their architectural design, developer experience, and integration reliability.

The study concludes that SecretFlow offers greater secure multi-party computation
(SMPC) protocol flexibility, architectural modularity, and overall usability. It supports
a wider range of SMPC protocols, along with various private set intersection (PSI) tech-
niques. Its layered design and Python-based APIs facilitate rapid prototyping and extensi-
bility, making it especially suitable for research and iterative development. From a usability
perspective, SecretFlow stands out with well-maintained, clearly structured documentation,
and practical tutorials that align with real-world applications. In contrast, FATE provides a
comprehensive production-ready environment with reliable workflow coordination and life-
cycle management, particularly for vertical federated learning scenarios. However, its SMPC
protocol diversity is more limited, and its fragmented documentation and steeper learning
curve can hinder ease of integration. Although SecretFlow is more accessible for researchers
and developers, FATE’s production-grade reliability may still appeal to enterprise settings
with established deployment infrastructure and specialized requirements.

Both frameworks were tested in simulated federated learning scenarios on a single phys-
ical node. SecretFlow simulated five-party collaboration in a mixed federated setting, while
FATE evaluated a vertical logistic regression task involving host and guest roles. These
setups allowed for direct and reproducible comparison of framework behavior, but fall short
of capturing the full complexity of real-world, distributed deployments. The experiments
were also limited to a relatively small benchmark dataset, which, while useful for controlled
evaluation, lacks the diversity and scale typically encountered in practical federated learning
applications.

This study contributes a systematic comparison of the SMPC capabilities of SecretFlow
and FATE, alongside a qualitative assessment of their integration experiences and documen-
tation quality. It provides practical insight into how these frameworks perform under realistic
development scenarios, offering a contextual evaluation of their architectural strengths, us-
ability trade-offs, and suitability for privacy-preserving machine learning. Furthermore, the
research includes a comparative summary of widely used secure computation protocols to
support informed framework selection in privacy-sensitive applications. While the focus has
been on SMPC mechanisms, the study does not cover techniques such as differential privacy
or fully homomorphic encryption in depth, which presents a direction for future work.

Future work should expand the scope by evaluating both frameworks under realistic,
multi-node federated deployments using large, horizontally or vertically partitioned datasets.
This would enable benchmarking performance, scalability, and privacy-utility trade-offs un-
der practical constraints. Additionally, a more thorough comparison of the full architectural
stack, including homomorphic encryption modules, deployment workflows, and secure ag-
gregation mechanisms, would offer a more comprehensive understanding of the frameworks’
suitability for various collaborative learning settings. Exploring hybrid configurations that
combine strengths from both frameworks may also be a promising direction.

In conclusion, both SecretFlow and FATE represent capable and evolving platforms for
privacy-preserving machine learning. Each offers a unique balance between usability, flexibil-
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ity, and scalability. As demand for collaborative analytics under strict privacy regulations
grows, continued investment in open documentation, developer experience, and protocol
extensibility will be crucial to support responsible and effective secure computation at scale.
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A Appendix
A.1 LLM Queries
The following LLM prompts were used to format text and create figures in ETEX:

e "How can I reference a section in LaTeX?"

o "Generate a figure in LaTeX."

e "How to add a link in LaTeX?"

e "How can I rotate a figure 90 degrees clockwise in LaTeX?"

e "How can I reference a figure in LaTeX?"
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A.2 Protocol Comparison Table

Security | Num. Computation Communication
Protocol Mode [Parties Complexity Overhead Use Case Drawbacks
Semi Moderate: bit-level Moderate bandwidth Training and inference Limited to 3
ABY3 3 operations, fixed-point due to replicated in ML, efficient parties, fixed
Honest arithmetic secret sharing fixed-point arithmetic trust assumption
Semi2k Semi Moderate - High: expensive | High bandwidth due to | General-purpose MPC, Communication-heavy,
2+ MAC generation, pre-shared randomness supports active requires pre-processing
SPDZ Honest requires offline preprocessing | and authentication tags | security in SPDZ variant and MAC generation
Semi _.os\.” .m__,\_ﬂ-onmiwma. Very _.oé_ Efficient 2-party Optimized for m-bm@
Cheetah 2 minimal interactive batch-friendly use only, not as flexible
Honest operations vectorized design ML inference for n-party setups
High: expensive FHE-based Very high, significant | General-purpose secure Preprocessing-heavy,
SPDZ [|Malicious| 2+ preprocessing, bandwidth for computation under slower runtime,
complex arithmetic MACs and ciphertexts strong adversaries high bandwidth needs
) . . Low, public Secret sharing Public verifiability
Feldman | = Semi n Low: polynomial verifiability adds schemes, threshold but no hiding of
VSS Honest interpolation/evaluation small overhead cryptography shares from dealer
ECDH Semi Low: scalar EC Low due to Two-party PSI Relies on elliptic curve
2 operations, linear lightweight such as user assumptions, not optimized
PSI Honest with input size cryptographic primitives ID matching for large-scale datasets
KKRT Semi Low: OT extension Low - moderate High-speed PSI Performance may
2 and hashing, depending on on medium to degrade with very
PSI Honest efficient for large inputs input set size to large datasets large input sets
BC22PCG Low - Moderate: Moderate, includes High-security PSI More complex
Malicious 2 pseudorandom code-based, additional checks for with better implementation, slightly higher
PSI higher per-element cost malicious behavior fault tolerance overhead than OT-based PSI

Comparison table of secure computation protocols

Figure 2
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