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Abstract
In the software development life-cycle, new software packages are
deployed while older ones are phased out as they reach their “End
of Life” and are no longer supported. Despite this lack of support,
some of these End-of-Life (EoL) software distributions are still
popular and are being used. However, running EoL software poses
massive security risks as older software may contain vulnerabilities
for which security updates are no longer available. In this paper
we investigate the prevalence of EoL software in Internet-facing
devices. To our surprise, we find that more than 6 million out of
the 44.3 million hosts we consider in our study are running at least
one EoL version of very popular software, including web server
software, software libraries, databases, and scripting languages.

In addition, NIST identifies some of these EoL versions as highly
vulnerable and highly or critically severe (severity score higher than
7 and 9 respectively). To identify which networks are at greater risk,
we investigate regions and networks with a high concentration
of hosts running EoL software. Our work aims to raise awareness
within both the research and operational communities about the
current state of End-of-Life (EoL) software and the potential risks
associated with its continued large-scale use.

CCS Concepts
• Security and privacy→ Software security engineering;Web
application security; • Networks→ Network security.
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End-of-Life Software, Common Vulnerabilities and Exposures.

ACM Reference Format:
Ioannis Arakas, Panagiotis Pallis, EvangelosMarkatos, andGeorgios Smarag-
dakis. 2026. The Last of the Apaches: Investigating the State of Internet-
facing End-of-Life Software. In 19th European Workshop on Systems Security

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.
EuroSec ’26, Edinburgh, Scotland, UK.
© 2026 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-2603-3/26/04
https://doi.org/10.1145/3803525.3804984

(EuroSec ’26), April 27–30, 2026, Edinburgh, Scotland, UK.. ACM, New York,
NY, USA, 7 pages. https://doi.org/10.1145/3803525.3804984

1 Introduction
Over the past few years, software product development has steadily
increased. Indeed, according to recent studies [30], the global soft-
ware market is anticipated to reach around US$1.8 trillion by 2032,
poised to grow at a compound annual growth rate (CAGR) of 11.74%
between now and 2032. In addition to commercial software pro-
duced by corporations, open/free software development is also in-
creasing rapidly. For instance, GitHub, which hosts over 100 million
developers, has been experiencing rapid growth, roughly doubling
its user base every 2.5 years [17].

Unfortunately, the rapid pace of software development also
brings certain challenges. One notable challenge is the trend to-
ward shorter software life-cycles and reduced support periods for
software products. In addition, mergers, bankruptcies, and acqui-
sitions of companies may provide even shorter support for exist-
ing software products. And to make matters worse, open-source
projects may be discontinued because they lack sufficient develop-
ers to maintain them. As a result, several software packages soon
reach their End-of-Life (EoL), i.e., they are no longer supported
after a specified date. Despite this lack of support, EoL software
distributions may remain popular and continue to run even after
official support has ended. Unfortunately, running EoL software
may lead to significant security risks [13, 33], as it may contain
exploitable vulnerabilities for which users will likely not receive
security patches.

On the positive side, regulatory intervention by the US National
Institute of Standards and Technology (NIST) [28, 34], the US Cy-
bersecurity and Infrastructure Security Agency (CISA) [33], and the
European Commission [16] have made significant steps towards
reducing this problem. The European Commission, in particular,
recently introduced the Cyber Resilience Act (CRA) [15], which
proposes very strict rules for software vendors concerning the sup-
port they will provide for their software. According to the CRA,
manufacturers are required to provide security updates for a mini-
mum of five years or for the expected duration of the product’s use,
whichever is longer.

While the CRA clearly promotes active manufacturer support for
systems, our findings indicate that many Internet-facing systems in
use lack such support and are already at the end of their lifespans. In
this paper, we quantify the current Internet exposure of End-of-Life
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(EoL) software, i.e., software versions that no longer receive vendor
or upstream security updates. Using Internet-wide scan data, we
measure how many Internet-facing servers run EoL software and
what fraction of them are associated with known vulnerabilities
for which no patch is, or will be, available.
Our contributions can be summarized as follows:

• We examine 6 widely used software products that are cur-
rently installed and running on over 44.3 million Internet-
facing servers worldwide. Our analysis reveals that at least
6 million IPv4-reachable hosts we measure run at least one
EoL version across six popular stacks (Apache HTTP Server,
Nginx, PHP, MySQL, MariaDB, Squid).

• Widely used software on Internet-facing hosts (such as Ng-
inx, PHP, and Apache HTTP) are often running unsupported,
End-of-Life (EoL) versions that are vulnerable to cyber at-
tacks. In fact, 523.301 hosts using an EoL Apache have at
least one potential vulnerability (CVE) that the U.S. National
Vulnerability Database (NVD) Common Vulnerability Scor-
ing System (CVSS) has classified as critical (with a severity
score of 9 or higher). These servers are at significant risk of
being compromised — if they haven’t already been.

• 60.91% (1.96 M) of PHP hosts use an EoL version that is no
longer supported and is vulnerable to cyberattacks. At the
same time, 3,563,956 hosts are using an EoL version of Nginx.

• When we turn our attention to the regional and network
characteristics of Internet-facing servers, we observe varia-
tion across multi-tenant cloud providers, but overall, these
prefixes are not systematically associated with lower EoL
software prevalence relative to the cross-AS average.

• Our findings reveal that millions of hosts (IP addresses) run
operating systems that have been unsupported for many
years. For example, 50% of EoL Ubuntu hosts have been out
of support for nearly 2 years, while 264,000 Windows Server
hosts are running versions that reached end of life over 17
years ago.

• We show that many of the very popular stable server soft-
ware distributions, e.g., Ubuntu, Debian, and CentOS, use
modules that are no longer supported by their vendors, unin-
tentionally increasing the number of Internet-facing servers
running EoL software.

• The artifacts of this study, including the queries used in
Censys and the scripts used to correlate EndOfLife.date with
other data sources to infer hosts running end-of-life software,
are publicly available on GitHub [3].

Our work is intended to make the research and operational com-
munities aware of the current state of EoL and the potential risks
of continuing to operate EoL software at this scale. We hope our
study will be a call to action towards reducing the EoL software
installations on Internet-facing servers towards a safer Internet for
all.

2 Data Sources
In this section, we discuss the software we consider in our study
and the sources we utilize to identify their versions.

2.1 Popular Server Software
In our study, we focus on several server software products that
are widely used in application development and are commonly
deployed on Internet-facing servers serving millions—if not bil-
lions—of end users. Our selection was based on data from both
Censys [5, 8] and endoflife.date [14]. In future work, we will study
a broader range of tools in order to generalize the results.
The tools used in our study are:
PHP is a general-purpose scripting language that is especially
suited to web development.
Apache HTTP Server, also known as “httpd”, is an open-source
HTTP server for modern operating systems including UNIX and
Windows.
MariaDB is an open source relational database and it provides an
SQL interface for accessing data.
MySQL is an open-source relational database management system.
Nginx is an HTTP web server, reverse proxy, content cache, load
balancer, TCP/UDP proxy server, and mail proxy server.
Squid is a caching proxy for the Web that supports HTTP, HTTPS,
FTP, and more.

2.2 End-of-Life Software Information
End-of-Life (EoL) information is challenging to track, as it is typi-
cally provided by the software vendor on its website and does not
follow any standard representation or format. In our analysis, we
bootstrap our investigation by using endoflife.date [14] (an API
that collects EoL information for software). We also use cvedetails
[7], which provides all the subversions for each tool. Subversions
are necessary to query Censys and correlate a tool’s exact version
with a Common Vulnerabilities and Exposures (CVEs).

2.3 Scanning Data
In our study, we use data from Censys [5], accessed via their re-
spective APIs. We chose to rely on the Censys API, as the APIs of
other scanning datasets, e.g., Shodan, provide data for only a subset
of tools. Indeed, we were able to query only Nginx and Apache
using Shodan, and we also confirmed that Censys offers better
scanning coverage and accuracy [11]. Unless otherwise stated, our
analysis is based on Censys data obtained under a research license.
We note that Censys follows the best practices of a good Internet
citizen [31]. It announces the IPs used for scanning [4] and also
uses reverse PTR records to redirect to a webpage that reveals their
identity. When they receive a request to exempt IP ranges from the
scan, their portals honor it. Thus, in our study, parts of the publicly
advertised Internet may not be scanned upon the owner’s request
for the associated address space.

3 End-of-Life Analysis
In this section, we evaluate the global landscape of servers running
End-of-Life (EoL) software, with a breakdown by individual soft-
ware products. We also examine the associated security risks and
explore the underlying factors that contribute to the continued use
of EoL software on these servers.
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Figure 1: Hosts with at least one instance of EoL software in
January 2026. This figure shows the software with the highest EoL
number. In the first place by raw numbers we see Nginx 17.28% of
its hosts running EoL software which amount to more than million
hosts. But percentage wise PHP is first with 60.91% (1.96 million
hosts) of the hosts running an EoL version.
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Figure 2: Percentage of Hosts with at least one instance of
EoL software. Snapshots were taken in October 2024, January
2025, September 2025 and January of 2026 .

3.1 Baseline Results
In Figure 1, we plot the number of installations identified in Janu-
ary 2026 as EoL based on Censys scans. A host may run multiple
products (e.g., Apache HTTP Server and PHP) from our study, but
when counting the overall results, we ensure we count only unique
hosts. We found that 3,563,956 Nginx hosts (17.28%) and 1,969,278
PHP hosts (60.91%) are EoL. On the other hand, we find that 31,000
MySQL hosts are EoL out of a total of 2,390,445 hosts.

3.2 Snapshots
In Figure 2, we captured four snapshots of the data: October 2024,
January 2025, September 2025, and January 2026. These snapshots
illustrate how Internet-exposed EoL software evolved over roughly
one year. Rather than showing a steady decline, the data reveal a
mixed pattern; some software decreases through September 2025,
while others remain stable or worsen, with several categories in-
creasing again by January 2026. This variation is partly explained
by software releases that transition to end-of-life status during the
observation period.
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Figure 3: Count of hosts running end-of-life (EoL) software
with at least one CVE rated 7 or higher. Snapshot was taken
in January 2026. There are 543,086 (EoL) Apache HTTP hosts
with all of them having at least one CVE exceeding a score of 7 and
523.301 of which include a CVE that are rated at 9.8.

3.3 Vulnerability Severity Level
While our analysis indicates that the use of EoL software is wide-
spread, especially for popular and critical products such as Apache,
Nginx, PHP, and MySQL, it remains unclear to what extent this
exposure results in actual vulnerability exploitation. To investi-
gate this further, in Figure 3, we plot the number of hosts that are
characterized at least “high risk” by the U.S. National Vulnerability
Database (NVD) Common Vulnerability Scoring System (CVSS) and
Exposures database [26], i.e., they are tagged with a CVE category
based on the severity score (High 7.0–8.9; Critical 9.0 - 10). These
CVEs also have a high exploitability score, indicating strong poten-
tial for real-world exploitation and a lower barrier to adversaries
weaponizing them.

To correlate EoL Hosts with specific CVEs, we used the exact
version of a tool with known vulnerabilities to match that version.
This indeed shows a potential vulnerability. It is worth mentioning
that a vulnerability patch is usually included in the next minor
release of the software. Meaning that the services mentioned above,
unless manually patched, are probably vulnerable and susceptible
to attacks. Finally, most of the potentially vulnerable hosts not only
run software with a CVE and a high base severity score, but those
CVEs also have a high exploitability score, which measures how
easily a vulnerability can be attacked.

In our measurements 100% of the EoL Apache httpd hosts are
associated with at least one High (7-9) and 523.301 of them with a
Critical (9+) CVE . Similar trends are observed in MariaDB, MySQL,
Nginx, and Squid software.

3.4 Regional Characteristics
Next, we focus on the regional characteristics of hosts that run EoL
software. To illustrate these characteristics, in Figure 4, we plot the
total number of identified hosts per country that run at least one
of the six main software products considered in our study. As the
plot shows, the hosts are not evenly distributed across countries.
For example, the USA has the most (10.6 million) hosts running at
least one of the 6 main software products. China is second, with
3.4 million hosts, and Germany is third, with 3.1 million hosts.
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Figure 4: World map: Number of hosts with at least one in-
stance of the software products Apache, Nginx, PHP, squid,
Mysql and MariaDB (stable and EoL versions) . United States
of America is first with 10.6M Hosts followed by China with 3.4
million Hosts. The data were taken in September 2025.

Figure 5:Worldmap: Percentage of hostswith at least one EoL
software (Apache, Nginx, PHP, squid, Mysql, and MariaDB).
United States of America has an overall percentage of 15.4 of EoL
Hosts, France has 6.5 , Germany has 25.2 , Russia has 27.8 and China
has 28.6. The data were taken in September 2025.

In Figure 5, we show the percentage of EoL hosts in those coun-
tries that run at least one of the six main software products consid-
ered in our study. The results reveal a clear divide betweenwealthier
and less affluent countries in terms of EoL software usage. Overall,
countries in Asia have the worst numbers, followed by countries
in South America and Africa. China and Russia have 28.6% and
27.8%, respectively. On the other hand, the United States has an
overall percentage of 15.4 and more hosts than any other country,
as shown in Figure 4. Similarly, most European countries have a
lower overall percentage, with France, the United Kingdom, and
the Netherlands at 6.5, 14.0, and 14.6, respectively.

3.5 Business Characteristics
In Table 1, we examine End-of-Life (EoL) prevalence in the ad-
dress space of several large and widely used cloud, hosting, and

AS No Name Apache PHP Nginx Squid MySQL MariaDB
16509 Amazon O2 2.00% 61.03% 24.22% 1.06% 0.54% 20.93%
14061 Digital Ocean 1.34% 45.14% 29.60% - 1.36% 29.22%
16276 OVH 2.51% 49.21% 27.65% 0.01% 2.31% 27.35%
14618 Amazon Aes 1.71% 59.91% 25.99% 0.25% 0.57% 18.40%
396982 Google Cloud Platform 0.79% 51.49% 30.85% - 0.75% 40.84%
8075 Microsoft Corp 0.79% 50.22% 14.59% - 1.23% 30.79%
37963 Alibaba Advertising 4.46% 54.28% 30.96% - 1.11% 43.52%
45102 Alibaba US Technology 2.69% 54.49% 25.12% - 0.78% 40.09%
15169 Google LLC 0.05% 61.87% 22.85% - - -
209242 Cloudflare 10.40% 92.26% 13.77% - 3.54% 21.48%
* AS Average 4.12% 53.88% 16.86% 0.01% 1.37% 20.39%

Table 1: Percentage of EoL software in popular cloud
providers – Apache Httpd, PHP, Nginx, Squid, MySQL and
MariaDB (September 2025). “–” indicates that we did not ob-
serve any hosts running the corresponding software product in
that provider’s address space.

Server OS Release End of Hosts Openssl End of Official
Date OS Support Version Openssl Support

Ubuntu 20.04 Apr 2020 May 2025 1.6 M 1.1.1f-1ubuntu2.24 Sep 2023
Debian 10 Jul 2019 Sep 2022 753 K 1.1.1n-0+deb10u3 Sep 2023
Ubuntu 18.04 Apr 2018 May 2023 911 K 1.1.1f-1ubuntu2.1 18.04.23 Sep 2023
Ubuntu 16.04 Apr 2016 Apr 2021 506 K 1.0.2g-1ubuntu4.20 Dec 2019
Debian 9 Jun 2017 Jul 2020 374 K 1.1.0k-1 deb9u1 Sep 2019
Ubuntu 14.04 Apr 2014 Apr 2019 128 K 1.0.1f-1ubuntu2.27 Dec 2019

Table 2: Pre-installed openssl versions on EoL and Stable
popular Server OS versions. Snapshot of Hosts was taken in
January of 2025.We see that there are more than 128k thousand of
Hosts that are running ubuntu. This operating system has expired
as well as the openssl version and the expanded security support.

service providers, e.g., Amazon AWS, Digital Ocean, OVH, and ser-
vice providers and content delivery networks, e.g., Google, Cloud-
flare, Microsoft. Although globally, around 4.12% of servers running
Apache HTTP Server use an EoL version, the percentage in cloud
providers is lower (excluding Cloudflare). However, for server appli-
cations like Nginx, the percentage of servers that run EoL software
is very high, as high or even higher than the average globally. We
should note that not all Nginx versions are associated with high-
severity CVEs. Nevertheless, some of the versions are high-risk
and have not been upgraded to supported versions. Our analysis
shows high variability regarding MariaDB, Nginx, and PHP. Per-
centages differ across providers, so we conclude that there is no
strong correlation between the autonomous system and the EoL
percentage.

3.6 Server Software Distributions
In Figure 6 we plot the CDF of popular server operating systems
(OSes). Surprisingly, we observed that many widely used operating
systems have not been supported for years. Over 500,000 Ubuntu
servers are running unsupported versions. Notably, Ubuntu 18.04,
which had been out of support for nearly two years at the time of
our analysis, is still in use on more than 346,000 hosts. Moreover,
10% out of all EoL Ubuntu hosts have been unsupported for more
than 5 years, so even the extended securitymaintenance has expired.
Additionally, over 7% of EoL Windows Server hosts are running
versions that expired 17 years ago. Other popular operating systems,
such as Debian and CentOS, exhibit similar End-of-Life patterns to
those seen with Ubuntu.
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Figure 6: CDF plot of hosts with expired Operating System.
The x-axis represents the number of years since the operating
system reached end-of-life (EoL), while the y-axis indicates the
fraction of the total expired systems. We observe that, among the
hundreds of thousands of expired Ubuntu and Debian servers, over
50% have been unsupported for more than two years. This figure
only includes hosts that are EoL.

During our study, we also observed that many OS releases (stable
and EoL), e.g., Ubuntu 20.04, use EoL versions, such as OpenSSL
1.1.1, which is upstream EoL. This and other releases of OpenSSL
(see Table 2) are no longer supported by OpenSSL. Vendor support
continues by backporting security fixes for OpenSSL and other
critical components into older releases. However, there might be
some risk. First of all, receiving these fixes after the standard support
time window requires manual configuration: attaching an Ubuntu
Pro token and enabling the legacy ESM service. Second, even the
vendor’s extended support is set to end after some years, leaving
thousands of running hosts with unsupported software.

4 Discussion
Based on our study’s results, we recommend policies for software
updates. We also discuss the limitations of this study.

4.1 Policy Recommendations
To address the growing risks posed by outdated and unsupported
software, we propose a set of new policies to enhance transparency
and long-term maintainability. First, companies should be legally
required to publicly disclose the EoL dates for all software prod-
ucts. For that, it is crucial to adopt a standardized format such
as EndOfLife.date [14] for easy public access and integration.
Second, legislation should mandate a minimum number of years
of post-release software maintenance, ensuring users are not left

without support. Although the Cyber Resilience Act1 in the EU
is a positive step towards this direction, it should be adopted in
other areas of the world. Third, when major version upgrades are
not backward-compatible, vendors must provide tools or scripts to
facilitate migration. Fourth, if a product is discontinued, its owners
should make every effort to open-source it. This will allow the prod-
uct to continue being updated and maintained through community
support.

4.2 Labeling and Versioning Data
To count hosts with at least one EoL tool as accurately as possible,
we query Censys for the tool and its exact version. For example, we
search for Nginx 1.22.1. Then, we consider all hosts with an unla-
beled version to be stable. This clearly leaves many unlabeled EoL
versions uncounted. We therefore under-report the issue. As men-
tioned before, we use cvedetails to gather all the tool subversions.
This exposed us to mistakes made by CVE details. In September
2025, while collecting data, the EoL versions 1.22.*, 1.24.*, 1.26.*, and
1.27.* were missing. This led to an underestimation of EoL Nginx
hosts by 3 million, as we later discovered. To maintain consistency,
we did not consider these versions. As a result, we knowingly un-
derestimated the problem.

4.2.1 Host Vulnerabilities. In accordance with ethical guidelines,
we did not attempt to exploit the identified hosts to confirm vul-
nerabilities or gain access to them. Instead, we report that these
hosts are potentially vulnerable based on the data and tools we
used. It is nearly impossible to test millions of hosts across a wide
variety of CVEs and software stacks, as such a process cannot be
fully automated to the extent of proving our hypothesis. We ac-
knowledge that banners may not always provide sufficient evidence
for vulnerable hosts, and additional testing is needed to confirm
that hosts are vulnerable to specific CVEs [21].

We would like to emphasize that our research focuses on ex-
plaining why outdated software should not be used, rather than
analyzing why so many hosts remain vulnerable. Our work is also
meant to inform policymakers, researchers, and engineers about
the current state of Internet-facing software.

4.2.2 Honeypots. Some of the servers we collect may be honeypots.
While there is no definitive figure for the proportion of Internet-
facing servers that are honeypots, some estimates place it as high
as 15–25% [27]. Even under this conservative assumption, at least
75% of the servers we identified are likely not honeypots.

4.2.3 Extended SecurityMaintenance. Operating systems like Ubuntu
offer Extended Security Maintenance (ESM) to continue providing
critical security updates for versions that have reached the end of
their standard support period. While standard Ubuntu LTS releases
receive 5 years of free security updates, ESM extends this support
by an additional 5 years, for a total of 10 years of security mainte-
nance. Similarly, Red Hat provides 5 years of support, while Debian
offers 2 years.

In our research, we cannot determine which operating systems
have ESM enabled. But we know ESM is not enabled by default,
meaning that system owners must manually activate it—assuming

1https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
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they are aware of its existence. As shown in Figure 6, more than
55% of Debian End-of-Life (EoL) hosts have been unstable for over
2 years. This suggests that even if ESM had been enabled initially,
it would no longer be supported. Similarly, we observe that around
10% of EoL Ubuntu systems have passed the end of their ESM.

4.3 Scanning Data Limitations
Our analysis is limited to the publicly observable state of the in-
ternet as captured by Censys. We cannot assess non-public-facing
systems, which may have a different security posture, whether
better or worse. We rely on version information provided by Cen-
sys. This data may not indicate whether a software instance was
patched without a version change or an explicit update. To cate-
gorize our findings as EoL or stable, we use collected banners and
protocol-level scanning. Our matching is one-to-one, meaning we
look for exact product matches to determine if a host is EoL. As a
result, we probably under-report the EoL population.

4.4 Ethical Considerations
The research in this paper does not raise any ethical issues. In our
study, we did not explore any vulnerabilities, and we relied mostly
on active measurements available to us via an educational license.
We will not release the list of vulnerable IPs. We are in the process
of informing the cloud providers of EoL or vulnerable hosts about
our findings.

In our testing, we observe that Shodan provided a smaller number
of IP addresses but with a significantly higher rate of IP(s) per server
(IP/s) containing at least one EoL service. While Censys reported a
higher rate of IP/s, with a smaller number of those ip/s running some
EoL software. Given Censys’s higher IP address coverage, more
conservative results, and more advanced query syntax, compared
to Shodan and others (e.g., Hunter), for the rest of the paper, unless
specified, we will analyze the Censys dataset.

5 Related Work
Large-scale Internet measurement studies have been widely used
to assess the state of the web. Among these, our work can be
framed as an active Internet-wide study augmented with longi-
tudinal snapshots [29].In recent years, Internet-wide scanning has
become increasingly accessible through community-driven tools [9,
18, 19] and commercial search engines such as Censys [5] and
Shodan [32]. Censys has commercialized high-speed scanning tech-
nologies—such as ZMap [13] and variants [1, 22, 23]—capable of
scanning the entire Internet in minutes and detecting services
across any port. Their vantage points are deployed at multiple
geographic locations on the Internet, providing better coverage of
the server deployment. This deployment is difficult to achieve when
utilizing one or a limited number of vantage points. Censys [5] pro-
vides a comprehensive view of hosts and networks on the Internet,
including details about SSL certificates, domains, and open ports.

Shodan [32] covers a wide range of Internet-connected devices,
including webcams, routers, servers, and more. It provides detailed
information about devices, including banners, open ports, services
running, and sometimes even vulnerabilities. It also offers monitor-
ing capabilities to track changes and updates to devices of interest.

In a recent empirical paper [11], the creators of Censys demon-
strated that it outperforms all other major scanning platforms,
making it more efficient at uncovering services running on hosts.

Wang et al. [35, 36] are also studying the state of the internet
regarding EoL software, but they mostly focus on embedded de-
vices. Our work has a broader scope, covering all types of EoL
software and revealing even more EoL and potentially vulnerable
hosts. A similar work by Lauinger et al. [24] focuses on the state of
vulnerable JavaScript commonly found in the frontend of popular
websites. Durumeric et al. [13] provided a characterization of mis-
issued certificates and a case study identifying 3.4 million devices
running UPnP versions with known vulnerabilities. Follow-up stud-
ies also performed large-scale scanning to estimate the number of
servers vulnerable to Heartbleed [12], invalid SSL certificates [6],
stale TLS certificates [25], mismanagement of networks [37], or
routers with critical vulnerabilities [2, 10], shortcomings in routing
protocols [20]. However, apart from some anecdotes, there has been
no systematic study of the state of Internet-facing hosts, especially
servers, that run End-of-Life software.

6 Conclusion
In this paper, we investigate how many Internet-facing devices run
End-of-Life software, i.e., software no longer officially supported
and for which patches are unavailable. We consider 6 popular server
applications, ranging from server software to secure communica-
tion libraries and databases. To our surprise, at least 6 million of
the 44.3 million hosts that run at least one of these software pack-
ages rely on EoL versions. Given that EoL software is known to
be vulnerable, we also show that a significant fraction of these
hosts are potentially at high risk. We present the demographics of
servers running EoL software globally and by software product.
Our results also show that EoL software is run on cloud providers’
infrastructure.

Our work is not just an observation, but a crucial call to action
for the research and operational communities. We aim to raise
awareness about the current state of EoL software and the potential
risks associated with its continued operation at this scale. We hope
that our study will inspire a collective effort to significantly reduce
the number of EoL software installations on Internet-facing servers,
helping to ensure a safer Internet.

This study focuses on a small set of tools as an initial step. In
future work, we will expand our dataset to include a broader range
of tools to generalize the results, while also examining each tool
more deeply to identify trends.
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