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Summary

In this work, we propose a general solution to address the non-IID challenges that hinder many defense

methods against backdoor attacks in federated learning. Backdoor attacks involve malicious clients

attempting to poison the global model. While many defense methods effectively filter out these malicious

clients using clustering techniques, their effectiveness diminishes when the federated learning process

involves non-IID datasets. In such cases, clustering methods struggle to distinguish between benign

and malicious clients due to the inherent variability in the clients’ data distributions.

Our proposed solution leverages data generation to mitigate the non-IID nature of clients’ local

datasets. By generating synthetic data, the datasets become more IID, enabling defense methods to

once again effectively counter backdoor attacks. Evaluations are carried out on standard datasets in

the image classification fields, like MNIST and CIFAR-10. The results show that the data generation

solution can effectively improve the performance of defense methods and filter out malicious clients

again. Although the generated data samples may suffer from low quality and limited diversity due

to constraints in training the generative adversarial networks (GANs), our approach demonstrates

significant improvements in defending against backdoors.
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1
Introduction

Building machine learning (ML) models often require collecting massive amounts of training data from

diverse sources. Traditional machine learning paradigms typically rely on centralized data collection

and processing. However, this presents significant challenges related to data privacy, security, and

regulatory compliance. Another problem is that in many industries, data is often dispersed and locked

in multiple organizations, where data sharing is strictly forbidden due to the growing concerns about

data privacy. Federated learning (FL) emerges as a novel distributed machine learning approach that

addresses these challenges by enabling model training across multiple decentralized devices or servers

while keeping the data localized [26].

Federated learning operates on the principle of decentralizing the training process, where local

models are trained on devices using local data. These models are then aggregated into a global model

by a centralized server without the need to transfer raw data, thereby preserving data privacy. FL

not only enhances privacy but also reduces the risk of data breaches and adheres to data protection

regulations such as the General Data Protection Regulation (GDPR) in Europe [5].

The concept of FL has found applications across various domains such as image recognition [16],

natural language processing [7], healthcare [35] and finance [43] where sensitive data is important.

For example, in healthcare, FL facilitates the development of predictive models for disease detection

without compromising patient confidentiality [35].

Despite the promising advantages, FL also presents several research challenges. Model accuracy,

communication efficiency, system heterogeneity, and security vulnerabilities need to be meticulously

addressed to harness the full potential of FL [23].

1.1. Problem Statement
One of the most significant challenges facing federated learning systems is their vulnerability to

backdoor and poisoning attacks [11]. In backdoor attacks, malicious clients that participate intentionally

introduce harmful patterns into the training data or the model updates of the global model. These

patterns are designed to cause the global model to misbehave in specific ways when encountering

certain triggers. For example, an attacker could manipulate a model to misclassify images containing

specific features, which can be particularly dangerous in applications such as autonomous driving or

medical diagnosis [42]. Because of the decentralized nature of FL, the central server lacks direct access

to the raw training data of the participating clients, making it challenging to detect and mitigate such

malicious modifications.

Poisoning attacks are closely related to backdoor attacks, which involve injecting false data into the

training process to decrease the overall model performance. This is done by corrupting the data held by

participating clients or by altering the updates sent to the global model. FL relies on the contributions

of multiple devices, even a small fraction of compromised devices can have a large impact on the global

model’s integrity.

Multiple approaches have been proposed to defend FL against these backdoor attacks. Some of the

prominent defenses include anomaly detection techniques, robust aggregation methods, and differential

privacy [38].

1
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Despite these advancements, defending against backdoor attacks becomes significantly more

challenging when dealing with non-IID datasets. In federated learning, non-IID data refers to the

situation where the data distribution across participating clients is not uniform or identical, which is

often the case in real-world applications [23]. Non-IID data can exacerbate the difficulty of distinguishing

between benign and malicious updates because the natural variability in the data can resemble the

patterns introduced by an attacker. This variability can undermine the effectiveness of anomaly detection

and robust aggregation techniques, leading to higher false positive or false negative rates [47].

1.2. Thesis Object
The primary objective of this thesis is to improve the performance of existing defense methods on

non-IID datasets. Specifically, this thesis aims to improve existing defense mechanisms through the

application of data generation techniques to reduce the non-IID nature of the client’s datasets.

1.3. Contributions
The contributions of this thesis are outlined as follows:

• Analysis of Current Defense Methods on Non-IID Datasets: This work begins with a thorough

analysis of existing defense methods when applied to non-independent and identically distributed

(non-IID) datasets. This analysis highlights the challenges and limitations faced by these methods

under non-IID conditions.

• Impact of Data Generation Techniques: The study then explores the influence of data generation

techniques using Generative Adversarial Networks (GANs) in mitigating the non-IID nature of

datasets. By applying this technique, we aim to transform the datasets to more closely approximate

an IID distribution.

• Performance Evaluation on Augmented Datasets: Finally, the performance of defense methods is

evaluated using the augmented, less non-IID datasets. This evaluation assesses the effectiveness

of data generation in enhancing the robustness of defense methods.

The ultimate goal is to develop a straightforward, generic solution to address the non-IID problem,

thereby improving the performance of defense methods when applied to non-IID datasets.

1.4. Thesis Outline
The thesis is organized as follows:

• Chapter 2 will detail the necessary background theory of FL and data generation. It will also

demonstrate the defense methods and attacks used for the experiments.

• Chapter 3 will present the threat model, where the strategy of the adversary will be explained.

• Chapter 4 will provide the data generation solution

• Chapter 5 will show the setup of our experiments, detailing the assumptions across various

scenarios and the configurations of hyper-parameters. Subsequently, the outcomes of the

investigation will be visualized and analyzed.

• Chapter 6 will summarize and conclude the project and offer suggestions and directions for future

research.



2
Background Theory

2.1. Federated Learning
Federated learning is an innovative approach in machine learning that enables collaborative model

training across decentralized devices or institutions while preserving data privacy [26]. Normally for

machine learning settings, data is collected and centralized in a single location for model training.

However, when needing datasets of multiple institutions that need to share data with each other, this

approach raises concerns regarding data privacy and security. Federated learning addresses these

challenges by distributing the model training process while keeping the raw data locally on individual

devices or servers.

The fundamental principle of federated learning is to train a shared model across multiple devices or

institutions without the need to transfer sensitive data. Each client (device) or institution maintains its

data locally and contributes to the model training process by sending only model updates or gradients

to a central server. These updates are aggregated, and an improved model called the global model is

sent back to the participating devices, creating a collaborative learning process. The aggregation can be

done in multiple ways, but the most common one is the use of FedAvg.

The architecture of federated learning can be separated into three different components:

• the central server that collects the model updates of each device or institution and aggregates the

updates into a global model, which would be sent back to the participating devices

• The local devices or institutions that perform the local model training using their respective

datasets and send their model updates to the central server.

• The communication protocol ensures secure and efficient communication between the participating

devices and the central server.

The whole process of federated learning can be explained mathematically as follows. The process is

explained in the following 4 steps:

• Initialization: The central server initializes a global model with parameters 𝜃0

• Local training: Each client 𝑘 ∈ {1, ..., 𝐾} receives the current global model parameters 𝜃𝑡 and

trains the local model using its local dataset 𝐷𝑘 . The local training process involves optimizing a

local objective function 𝐹𝑘(𝜃):
𝜃𝑘,𝑡+1 = 𝜃𝑡 − 𝜂∇𝐹𝑘(𝜃𝑡)

, where 𝜂 is the learning rate, and ∇𝐹𝑘(𝜃𝑡) is the gradient of the local objective function with

respect to the model parameters.

• Model aggregation: the central server collects the updated model parameters 𝜃𝑘,𝑡+1 from all

participating clients and aggregates them to update the global model. The most common

aggregation method is Federated Averaging (FedAvg) [26]:

𝜃𝑡+1 =

𝐾∑
𝑘+1

𝑛𝑘
𝑛
𝜃𝑘,𝑡+1

3
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Figure 2.1: Federated learning using 𝑛 amount of clients

, where 𝑛𝑘 is the number of data points held by the client k and 𝑛 =
∑𝐾
𝑘+1

is the total number of

data points across all clients.

• Iteration: Steps 2 and 3 are repeated for several communication rounds until the process is stopped.

2.2. Backdoor Attacks
Backdoor attacks involve the insertion of hidden triggers into the training data, which cause the model

to produce incorrect outputs when the trigger is present but behave normally otherwise. Thus, the

backdoor attack is classified as a targeted attack. The attacker typically implants a small perturbation or

pattern (the backdoor trigger) in the training samples. Once the model is trained with these tampered

(poisoned) samples, it learns to associate the trigger with a specific (usually incorrect) output.

2.2.1. Label Flipping
A common approach to constructing backdoor attacks is through label flipping, where the attacker alters

the labels of a subset of the training data to mislead the model into producing incorrect outputs when

encountering the trigger [8]. In this technique, the adversary identifies specific samples in the training

dataset and changes their labels to a desired target class while leaving the input features unchanged. As

the model is trained on this altered dataset, it unintentionally learns to associate the manipulated inputs

with the incorrect labels. During inference, the presence of the trigger in new inputs forces the model to

misclassify the input as the target class, even if the input does not belong to that class. For example,

in an image classification task, the attacker might select images of cats and relabel them as dogs. If

these images contain a specific trigger during training, the model learns to misclassify any new image

containing the trigger as a dog. This approach is particularly effective because the attacker does not

need direct access to the training process, only to the data. The effectiveness of this attack diminishes

when there are more benign clients than malicious ones. However, in a federated learning process with

a small number of clients, label flipping can become a highly effective method for executing backdoor

attacks.

2.2.2. Trojan-based Attacks
A prominent way of carrying backdoor attacks is through Trojans [25]. A Trojan is a carefully crafted

pattern that is leveraged to cause the desired misclassification. The Trojan remains dormant during

normal operations but activates when a specific trigger or pattern is presented in the model. Unlike

simpler backdoor attacks that involve adding perturbations to input data, Trojan attacks manipulate the

model’s internal parameters directly, often during the training phase or by altering the training process

itself. This technique can be combined with label flipping, where the label of a data point containing

the Trojan is changed to another label.
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Let 𝑓𝜃 represent the model with parameters 𝜃. The training data 𝐷 = {(𝑥𝑖 , 𝑦𝑖)}𝑛𝑖=1
is modified by

introducing a set of Trojan examples 𝐷𝑡 = {(𝑥𝑡𝑖 , 𝑦
𝑡
𝑖
}𝑚
𝑖=1

, where 𝑥𝑡
𝑖

contains the trigger pattern and 𝑦𝑡
𝑖

is

the corresponding target label for triggered input. The combined dataset 𝐷
′
= 𝐷 ∪ 𝐷𝑡 is used to train

the model. The loss function 𝐿 for training can be defined as:

𝐿( 𝑓𝜃 , 𝐷
′) =

∑
(𝑥𝑖 ,𝑦𝑖 )∈𝐷

𝑙( 𝑓𝜃(𝑥𝑖 , 𝑦𝑖) +
∑

(𝑥𝑡
𝑖
,𝑦𝑡
𝑖
)∈𝐷𝑡

𝑙( 𝑓𝜃(𝑥𝑡𝑖 ), 𝑦
𝑡
𝑖 )

, where l is the loss for each training example. The Trojan is embedded in such a way that the model

learns to associate the trigger pattern with the target label 𝑦𝑡 :

𝑓𝜃(𝑥 + 𝛿) = 𝑦𝑡

. Here, 𝛿 is the trigger pattern added to the input x.

In Federated learning, the training data is centralized and the aggregation server is only exposed

to model updates of the clients. The attacker uses the backdoor attacks are carried by constructing

malicious updates to the central server. The update encodes the backdoor in such a way that, when it is

aggregated with the other updates, the aggregated model exhibits the backdoor. This is also referred

to as a poisoning attack or model poisoning [3]. For instance, an attacker could control some of the

participating clients and train their local model on datasets that contain Trojans to construct malicious

updates to the global model.

2.3. Defensive Schemes
This thesis explores various defense schemes aimed at mitigating the impact of backdoor attacks in

federated learning. The goal of these defense strategies is to identify malicious clients and minimize

their influence on the global model as much as possible.

2.3.1. Clipping
Clipping, or also called gradient clipping, is an effective technique used in federated learning to mitigate

the impact of backdoor attacks. This method involves setting predefined bounds or limits on the values

of model updates or gradients sent by individual clients during the aggregation process. By enforcing

these limits, the system can prevent extreme or outlier updates from disproportionately influencing the

model.

In the context of federated learning, gradient clipping works as follows: each client computes

updates to the local model based on their local data. These updates are then sent to a global server for

aggregation. Clipping is applied by specifying upper and lower thresholds. If a participant’s update

exceeds these thresholds, it is scaled down to ensure it falls within the defined range. This process

helps maintain stability and fairness across all participating devices or clients, as it prevents any single

participant’s update from having an undue influence on the global model.

However, it’s important to note that while clipping can mitigate the effects of malicious updates, it

may also result in some loss of accuracy. By removing the influence of updates that exceed the threshold,

useful information from large but legitimate updates might also be discarded. Despite this potential

drawback, the overall benefit of preventing adversarial manipulation generally outweighs the loss.

Mathematically, gradient clipping can be described as follows:

Given a gradient 𝑔 and a clipping threshold 𝐶, the clipped gradient 𝑔′ is computed as:

𝑔′ =

{
𝑔 if |𝑔 | ≤ 𝐶
𝐶
|𝑔 | if |𝑔 | > 𝐶

This formula ensures that the norm of the gradient does not exceed the threshold CC. By scaling

down the gradients that exceed the threshold, the system effectively limits the potential impact of

malicious updates, thereby enhancing the robustness and security of the federated learning process.

2.3.2. Adding Noise
Adding noise to gradients is a common technique used to enhance privacy and robustness in FL. This

method involves perturbing the gradients before they are sent to the central server, thereby masking the



2.3. Defensive Schemes 6

contribution of individual clients. This can be shown in a mathematical formulation:

Given a gradient 𝑔 and a noise distribution 𝑁(0, 𝜎2), the perturbed gradient �̂� is computed as:

�̂� = 𝑔 + 𝑁(0, 𝜎2)

,where 𝑁(0, 𝜎2) represents Gaussian noise with mean 0 and variance 𝜎2
.

Adding noise to the gradients can effectively obscure malicious updates from adversaries. The

randomness introduced by the noise makes it harder for attackers to inject precise triggers into the

model, thereby reducing the success rate of backdoor attacks. By perturbing the gradients, the technique

also helps to protect the privacy of individual clients. The noise masks the exact contributions of each

client, making it difficult to infer sensitive information from the aggregated updates. Noise addition

also acts as a form of regularization, promoting better generalization of the model. By preventing the

model from fitting too closely to the training data, it helps to reduce the risk of overfitting and improve

performance on unseen data.

While noise addition offers significant benefits in terms of privacy, robustness, and generalization, it

also comes with certain trade-offs. The introduction of noise can lead to a loss in accuracy, as the model

updates are perturbed from their true values. So finding the right balance between the level of noise

and the resulting model performance is crucial for optimizing the effectiveness of this technique.

2.3.3. Krum
Krum is a defense mechanism that selectively aggregates client updates to minimize the influence of

malicious clients, ensuring that the aggregated model remains close to the updates provided by benign

clients [4]. In federated learning, the central server collects updates (gradients or model weights) from

multiple clients and aggregates them to update the global model. In Fedavg, all gradients are averaged,

making the client gradients weighted equally. However, this approach is vulnerable to Byzantine attacks,

where even a small number of malicious clients can compromise the global model by injecting poisoned

gradients. Krum addresses this by selecting the “most reliable” client update from among the set of

updates received, minimizing the impact of malicious gradients. The primary intuition behind Krum is

that, in a high-dimensional parameter space, the updates from benign clients will cluster closer to each

other, whereas malicious updates will tend to deviate.

Let 𝑔1 , 𝑔2 , ..., 𝑔𝑛 be the set of gradients received from 𝑛 clients. To find the "most reliable" client, we

calculate the Euclidean distance for each update to all the other updates:

𝑑(𝑔𝑖 , 𝑔𝑗) = | |𝑔𝑖 − 𝑔𝑗 | |2

The distances are then summed up:

𝑆(𝑔𝑖) =
∑

𝑑(𝑔𝑖 , 𝑔𝑗)

the "most reliable" client (𝑔𝑘𝑟𝑢𝑚) will be the one with the smallest distance:

𝑔𝑘𝑟𝑢𝑚 = 𝑎𝑟𝑔𝑚𝑖𝑛(𝑆(𝑔𝑖))

the global model is then updated with the gradient of the Krum client:

𝑤𝑡+1 = 𝑤 + 𝜂 ∗ 𝑔𝑘𝑟𝑢𝑚
, where 𝑤 is the global model at time t and 𝜂 the learning rate.

Since Krum selects the most reliable client update based on Euclidean distance, it faces challenges in

non-IID scenarios where updates from benign clients may naturally differ significantly due to diverse

data distributions. This diversity can lead to large distances between benign client updates, making it

difficult for Krum to distinguish between benign and malicious updates. Additionally, because Krum

chooses only one update per round, it may show lower performance in aggregating knowledge from

multiple clients compared to other defenses that aggregate a broader range of updates. However, in

scenarios where client data distributions are closer to IID, Krum has a higher likelihood of mitigating

backdoor attacks effectively, as benign updates are more similar and clustered, allowing Krum to more

accurately identify and exclude malicious updates.
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2.3.4. Trimmed-Mean
Trimmed-mean is a modified version of the FedAvg aggregation to mitigate backdoor attacks. Trimmed-

mean modifies the aggregation process by first removing extreme values of the updates, limiting the

influence of outliers, and making the aggregation more robust. The remaining values are then averaged

to obtain a robust aggregated update for the global model. This method assumes that benign updates

will have similar values, allowing the trimming to remove malicious outliers without significantly

affecting the global model’s accuracy.

Let 𝑔1 , 𝑔2 , ..., 𝑔𝑛 be the set of gradients received from 𝑛 clients. To calculate the value for each update,

the Euclidean distance is measured:

𝑑(𝑔𝑖 , 𝑔𝑗) = | |𝑔𝑖 − 𝑔𝑗 | |2

The distances are then summed up:

𝑆(𝑔𝑖) =
∑

𝑑(𝑔𝑖 , 𝑔𝑗)

We define the trimming parameter 𝛽, where 𝛽 is a fraction of 𝑛 total clients. This fraction determines the

amount of gradients that are trimmed off. The gradients with high distances are trimmed off:

𝑔𝑠𝑜𝑟𝑡𝑒𝑑 = 𝑠𝑜𝑟𝑡(𝑆(𝑔𝑖))

𝑔𝑡𝑟𝑖𝑚𝑚𝑒𝑑−𝑚𝑒𝑎𝑛 = {𝑔1

𝑠𝑜𝑟𝑡𝑒𝑑
, 𝑔2

𝑠𝑜𝑟𝑡𝑒𝑑
, ..., 𝑔

𝑛−𝛽
𝑠𝑜𝑟𝑡𝑒𝑑

}
We take the mean of the remaining gradients and update the global model:

𝑤𝑡+1 = 𝑤 + 𝜂 ∗ 𝑚𝑒𝑎𝑛(𝑔𝑡𝑟𝑖𝑚𝑚𝑒𝑑−𝑚𝑒𝑎𝑛)

, where 𝑤 is the global model at time t and 𝜂 the learning rate.

Similar to other clustering-based defense methods, trimmed-mean struggles to distinguish between

benign and malicious updates in non-IID scenarios, where honest updates naturally vary more due to

diverse data distributions. Since trimmed-mean calculates the mean of the remaining updates after

trimming, if a malicious update is not excluded, it can have a significant influence on the global model,

potentially compromising its accuracy and reliability.

2.3.5. FLAME
FLAME monitors the quality of updates from participating clients by evaluating them against defined

criteria to detect anomalies or potential adversarial updates. It achieves this by assessing the consistency

of each client’s updates and measuring the similarity between their gradients and those of the majority

of benign clients. The metric used to quantify similarity in FLAME is cosine similarity. Given gradients

𝑔𝑖 and 𝑔𝑗 from clients 𝑖 and 𝑗, the cosine similarity 𝑠𝑖𝑚(𝑔𝑖 , 𝑔𝑗) is defined as:

𝑠𝑖𝑚(𝑔𝑖 , 𝑔𝑗) =
𝑔𝑖 ∗ 𝑔𝑗

| |𝑔𝑖 | | ∗ | |𝑔𝐽 | |

, where | |𝑔𝑖 | | and | |𝑔𝑗 | | are the L2-norms of 𝑔𝑖 and 𝑔𝑗 respectively. Cosine similarity values close to 1

indicate higher similarity.

To identify and filter out outliers or potentially malicious updates, FLAME applies cosine similarity

within the HDBSCAN clustering algorithm [6]. HDBSCAN (Hierarchical Density-Based Spatial

Clustering of Applications with Noise) builds on DBSCAN and is a density-based clustering method

[10]. It groups data points based on their spatial density in an n-dimensional space, clustering those that

are close to each other and classifying isolated points as outliers. In the context of FLAME, gradients that

do not align well with any cluster are marked as outliers and are thus flagged as potentially malicious

updates. Following clustering, FLAME employs adaptive clipping and adaptive noise addition to

mitigate the impact of any residual adversarial updates that were not filtered out in clustering. Adaptive

clipping limits the magnitude of gradients, as detailed in 2.3.1, while adaptive noise addition, explained

in 2.3.2, adds controlled noise to gradients. These additional steps help to further suppress the effects of

any undetected malicious data while preserving the overall performance and accuracy of the model.
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2.4. Data Generation
Data Generation is a form of data augmentation, which is used for enhancing the performance of

machine learning models. Data augmentation refers to the process of improving the diversity and size of

a training dataset by applying various transformations to existing data samples. These transformations

can include techniques such as rotation, flipping, scaling, cropping, and noise injection for image data.

For data generation, new data samples are synthesized based on the original dataset. This is especially

useful when the available dataset is small, imbalanced, or lacks sufficient diversity. The generated data

can be incorporated into the training dataset to make it more robust, helping to prevent overfitting.

Moreover, data generation is particularly valuable when dealing with non-IID (Independent and

Identically Distributed) datasets, where the data points are not uniformly distributed. This can result

in lower performance during training or overfitting. Non-IID datasets can arise due to biases, limited

sampling, or inherent imbalances in the collected data. By generating new, diverse samples, the dataset

can be made closer to IID, meaning that it better represents a wide range of scenarios and patterns.

This shift leads to improved model generalization and higher accuracy during testing and real-world

deployment.

2.4.1. Synthetic Data Generation
This thesis primarily focuses on synthetic data generation as a key approach. Synthetic data generation

involves creating artificial datasets that mimic the properties and structure of real-world data. This

technique is particularly useful when access to sufficient real data is limited, privacy concerns restrict

data sharing, or a balanced and diverse dataset is required. Its adaptability makes it an ideal solution

for addressing the non-IID challenges inherent in federated learning and defending against backdoor

attacks. Synthetic data generation can address various domains, including structured data, images, and

other data forms of data. The choice of synthetic data generation techniques depends on the specific

characteristics of the data being generated. A comprehensive overview of these techniques is provided

in Chapter 4.



3
Problem Formulation

In this chapter, we formulate why the current defense methods do not work well for non-IID datasets in

a byzantine-robust federated learning environment. We also detail the threat model, specifying the

adversary’s capabilities and the execution of the backdoor attack within a federated learning context.

The primary focus is on improving the performance and accuracy of the trained model for non-IID

datasets while simultaneously reducing the effectiveness of backdoor attacks. The adversary aims to

poison the global model by introducing backdoors, thereby degrading the model’s overall accuracy or

misleading the predicted labels [18].

The defense mechanisms we explore are designed to counteract the adversary’s efforts, ensuring

that the model’s accuracy remains high even in the presence of malicious attacks. These mechanisms

should be capable of preventing the adversary from significantly impacting the model’s accuracy while

still allowing the model to perform well during the training process.

3.1. Defense schemes on non-IID data
In 1.1, we introduced the significant challenge of defending against backdoor attacks in non-IID datasets.

Many defense schemes designed to protect robust federated learning from Byzantine attacks rely on

clustering gradients. This approach works under the assumption that malicious clients can be easily

identified based on their gradient behavior, which tends to differ significantly from that of benign clients.

As a result, clustering methods are often effective in filtering out gradients from malicious clients [13].

A notable example is the FLAME defense scheme [28], which employs three steps: adaptive clipping,

adding noise, and clustering. Among these, clustering has been shown to be the most impactful in

identifying and mitigating malicious clients [28]. When data is IID, the gradients from malicious clients

are noticeably different, making them easier to detect through clustering.

However, in non-IID datasets, even benign clients can exhibit large variations in their gradients due

to the inherent data distribution differences across clients. This makes clustering much less effective,

as it struggles to distinguish between benign and malicious gradients [12]. As a result, the method

not only fails to filter out malicious clients but also risks incorrectly excluding benign ones, leading to

a significant drop in performance [41]. Therefore, while clustering-based defenses work well in IID

settings, they become unreliable and counterproductive in non-IID scenarios.

3.2. Federated Learning Setup
Our federated learning setup consists of multiple clients, each independently training their local models

on their own local set of data. The global model is updated by aggregating the local models, a process

that repeats for several communication rounds. The standard FedAvg is used as the aggregation method.

In this scenario, one or multiple of the clients are malicious and deliberately introduce a backdoor into

its local model before submitting it for aggregation. This client is referred to as the poisoned client.

9
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3.2.1. LeNet Architecture
LeNet architecture is commonly used to train the MNIST and FashionMNIST datasets because it is

well-suited for small-scale image classification tasks involving low-resolution grayscale images [21]. The

architecture is relatively simple, with a few convolutional and pooling layers followed by fully connected

layers, allowing it to effectively capture spatial hierarchies in the data without being computationally

expensive. Both MNIST and FashionMNIST consist of 28x28 pixel grayscale images with relatively

simple patterns, which LeNet can handle efficiently. Its ability to extract low-level and mid-level

features like edges and textures, followed by fully connected layers for classification, makes it an

excellent model for learning from these datasets. Furthermore, LeNet is lightweight compared to more

complex architectures, which reduces training time and computational requirements, making it ideal

for academic research and learning purposes where smaller datasets and quicker results are desired.

3.2.2. ResNet-18 Architecture
For training CIFAR-10 dataset, the ResNet-18 architecture is used. CIFAR-10 consists of 60,000 32x32

color images spanning 10 different classes, and it requires a model capable of learning intricate patterns

and hierarchical features from these images. ResNet-18, part of the Residual Networks (ResNet) family,

introduces the concept of residual learning, where shortcut connections bypass one or more layers,

allowing the model to retain essential information from earlier layers. This architecture enables the

training of deeper networks without suffering from degradation in accuracy [17].

ResNet-18 strikes a balance between computational efficiency and model complexity, making it

well-suited for the CIFAR-10 dataset, which demands more capacity than simpler models like LeNet but

can be efficiently trained without the overhead of very deep networks.

3.3. Threat Model
Here the performed backdoor attack is explained and assumptions are made for the adversary on how

to poison the global model.

3.3.1. Backdoor attack
The attack model in this setup follows previous works [30]. The adversary can have complete control

over one or multiple clients participating in the training process. The adversary injects a Trojan pattern

that is used to misclassify a specific label. This type of backdoor attack is thus labeled as a targeted

attack. We assume that all infected clients aim to misclassify the same source label into the same target

label. During the local training phase, the adversary trains the local model on both normal data and

data containing the trigger pattern with the corresponding malicious label. This ensures that the local

model not only performs well on clean data but also learns to misclassify inputs containing the trigger,

effectively poisoning the global model when sending the gradients.

For instance, in the MNIST dataset, the adversary might modify images of the digit ’1’ to include a

subtle trigger pattern, causing the global model to incorrectly classify these altered ’1’ images as the

digit ’7’. This subtle manipulation ensures that the global model behaves normally on clean data but

exhibits incorrect behavior when presented with inputs containing the Trojan trigger. Similarly, this

attack can be applied to the FashionMNIST dataset. By embedding subtle trigger patterns in images

labeled as ’sandal’, the adversary can cause the global model to misclassify these images as ’shoes’. This

deceptive alteration during the training phase ensures that the backdoor remains hidden, while still

enabling the adversary to exploit the model’s behavior when the trigger is present.



4
Data Generation Solution

Improving the robustness of federated learning models against backdoor attacks presents unique

challenges in non-IID environments. Many defense methods falter in federated learning due to the

heterogeneity and imbalance of client data, which complicates the application of standard defensive

strategies, such as clustering. Research suggests that mitigating data non-IID characteristics can improve

model consistency across clients, ultimately enhancing resilience to backdoor attacks [39] [24] [45].

4.1. Data Generation Techniques
A promising approach is the use of synthetic data generation to promote data homogeneity while

preserving federated learning’s privacy-preserving attributes. Direct data sharing between clients

would indeed ensure more balanced datasets, but this approach fundamentally conflicts with federated

learning’s core privacy requirements. Therefore, an effective alternative is localized data augmentation,

where each client uses generative models to produce synthetic data from their local datasets.

There are many ways to synthetically generate data samples, like Generative Adversarial Networks

(GANs), Variational Autoencoders (VAEs), and Synthetic Minority Over-sampling Technique (SMOTE)

are popular techniques [14] [19] [29]. GANs are known for producing detailed and realistic outputs,

especially in image synthesis, compared to other generative models [14]. It is also very flexible, where

we can modify it to a conditional GAN (cGAN) to generate specific labels [27]. This is especially needed

since we are dealing with the non-IID challenges, where the labels are not distributed equally. This

makes using GANs the perfect generative model as the solution.

4.2. Generative Adversarial Networks
This section quickly introduces the concepts of Generative Adversarial Networks (GANs). GANs are a

class of machine learning frameworks designed for generating new data samples based on real data [14].

GANs operate on the principle of adversarial training, where two neural networks compete against each

other in a dynamic process. These neural networks are the Generator and the Discriminator.

The Generator is responsible for creating data that closely resembles the real data samples in the

dataset. It starts with an input of random noise, often referred to as a latent vector, and transforms

it into a data sample, such as an image. The Generator’s objective is to produce outputs that are

indistinguishable from real data samples.

The Discriminator acts as a classifier. It evaluates whether a given input is real (from the actual

dataset) or fake (produced by the Generator). The Discriminator uses a probability score, which indicates

the likelihood of the input being real or fake.

The two neural networks are trained simultaneously. The Generator strives to maximize the

Discriminator’s error by generating increasingly realistic samples that are difficult to classify as fake.

The Discriminator aims to minimize its error by improving its ability to distinguish between real and

fake samples. This competition drives both networks to improve iteratively, resulting in the generation

of high-quality realistic outputs over time.

11
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4.3. Challenges and Assumptions
In this section, we discuss the challenges GANs face and outline the assumptions for our data generation

solution. GANs can fail to generate sufficient data samples for various reasons [14] [32]. One common

issue is the failure of training to converge, where neither the generator nor the discriminator learns

effectively [1]. Additionally, vanishing gradients during training can prevent the model from learning

altogether, although techniques such as the Wasserstein GAN (WGAN) have been proposed to address

this issue [15].

In our scenario, the most pressing concern is the lack of diversity in the training data, as the GANs

will be trained on non-IID datasets. This lack of diversity hinders the GANs’ ability to generate missing

data samples effectively, as the generator struggles to generalize beyond the limited patterns in the

dataset. Consequently, the outputs are often overly simplistic or biased [46].

Our approach assumes that our GANs can be trained sufficiently to generate data samples. By

"sufficient," we mean that the GANs are capable of converging and learning properly, ensuring that the

generated samples closely resemble real data rather than degenerating into static noise or irrelevant

outputs.

4.3.1. Hyperparameters
As GANs are a type of machine learning model, their success heavily depends on the proper configuration

of hyperparameters. Key hyperparameters include the learning rate, latent vector size, optimizer settings,

and activation functions. These hyperparameters play a critical role in determining the stability and

quality of the training process. Fine-tuning these parameters is essential to ensure the GAN produces

high-quality and realistic data samples. The optimal configuration of hyperparameters often depends

on the characteristics of the dataset and the specific goals of the model. Additionally, the type of

GAN employed plays a significant role. For example, a Wasserstein GAN (WGAN) introduces unique

hyperparameters, such as gradient penalty coefficients, that differ from those of standard GANs. This

variability makes the tuning process challenging, as each scenario and GAN architecture may require

distinct adjustments for optimal performance.

As previously noted, we assume that the GAN is sufficient to generate the intended data samples

effectively. This presumes that the hyperparameters have already been optimized to suit the task,

ensuring the model achieves the desired outcomes. However, achieving this level of optimization

typically requires iterative experimentation and careful analysis.

4.4. Framework and Algorithms
The overview of our framework is illustrated in Figure 4.1. Before the federated learning process begins,

each client applies our data generation solution to address the potential non-IID nature of their local

dataset, making it more IID. By doing so, defense methods that were previously ineffective on non-IID

datasets can now function correctly, thereby improving the defense against backdoor attacks.

Since this technique is applied before the federated learning process, it serves as a general solution

to mitigate the non-IID problem faced by certain defense methods.

4.4.1. GAN-based Data Generation
The functioning of the GAN is outlined in pseudocode in Algorithm 1 [20]. The Generator and

Discriminator execute their respective objectives over a defined number of iterations or until a specified

goal is achieved. The generator aims to produce fake samples that are indistinguishable from the local

dataset of the client. The Discriminator is trained to differentiate between the fake samples generated

by the generator and the real data samples. Through this adversarial training process, the generator

progressively learns to create higher-quality data samples.

4.4.2. GANs in Federated Learning
We utilize GANs on each client to reduce the non-IID nature of their local datasets, making them more

IID. Algorithm 2 presents the pseudocode for our federated learning framework, incorporating our

GAN-based data generation solution. If a client’s local dataset is non-IID, the GAN generates new data

samples to address this issue. Once the dataset is made more IID, the standard federated learning

process begins, including aggregation and defense methods to protect against backdoor attacks.
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Figure 4.1: Federated learning with GAN-based data generation solution

Algorithm 1 Pseudocode for a GAN

Input: 𝑥 𝑖 samples of real samples, 𝑧 𝑖 latent vector

Output: 𝐺(𝑧 𝑖) samples of generated samples

for each training iteration 𝑡 in [1, 𝑇] do
for each sample i in trainloader do

Generation of fake samples {𝐺(𝑧(1) , ..., 𝐺(𝑧(𝑚)} ⊲ Generator G generates 𝑚 amount of samples

Real samples: {𝑥(1) , ..., 𝑥(𝑚)}
Training of 𝐷: ▽𝜃𝑑 =

1

𝑚

∑𝑚
𝑖=1
[log𝐷(𝑥 𝑖) + log(1 − 𝐷(𝐺(𝑧 𝑖)))] ⊲ Train Discriminator 𝐷

end for
Generating of fake samples {𝐺(𝑧(1) , ..., 𝐺(𝑧(𝑚)}
Training of 𝐺 weight updating: ▽𝜃𝑔 =

1

𝑚

∑𝑚
𝑖=1

log(1 − 𝐷(𝐺(𝑧 𝑖))) ⊲ Train Generator 𝐺
end for
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This data generation solution enables defense methods that were effective in IID scenarios but

ineffective in non-IID scenarios to regain their ability to defend against backdoor attacks.

Algorithm 2 Federated learning with GANs

Input: 𝑁 number of clients, 𝑇 iterations and 𝐺0 initial global model

Output: 𝐺𝑇 updated global model

for each training iteration 𝑡 in [1, 𝑇] do
for each client 𝑖 in [1, 𝑁] do

if local data (𝑑) in 𝑖 is non IID then
new data samples = GenerateDataSamples(d) ⊲ Generate synthetic data using GAN

local data += new data samples ⊲ Create IID local data

end if
𝑊𝑖 ← 𝐶𝑙𝑖𝑒𝑛𝑡𝑈𝑝𝑑𝑎𝑡𝑒(𝐺𝑡−1) ⊲ Train on local data and send the gradients to global model

end for
𝐺𝑡 ← 𝐹𝑒𝑑𝐴𝑣𝑔(𝑊) ⊲ Apply FedAvg aggregation using the gradients from every client

end for



5
Experiments

5.1. Experimental Setup
All experiments are conducted using PyTorch [31].

5.1.1. FL Configuration
The total number of clients𝑁 is set to 10 since using a GAN on every client is computationally demanding.

With fewer clients, each has a large dataset, so we set the number of local epochs 𝐸 to 2. The learning

rate of the clients 𝜂 is set to 0.1.

5.1.2. Datasets
The datasets MNIST [22] and FashionMNIST [40] are used and trained using the LeNet architecture

[21]. For the CIFAR-10 dataset we train it using the Resnet-18 architecture [17] that is imported from the

pytorch library and modified to suit CIFAR-10.

5.1.3. Byzantine Attacks
We follow the byzantine attacks referring to the paper [30]. We adapt their federated learning framework,

as detailed in the same paper [30]. Each client trains locally and sends its gradients to the central server,

which aggregates the updates using the FedAvg algorithm.

To establish a baseline, we assume that 40% of clients are malicious and aim to poison the global

model. We then analyze the model’s performance under scenarios where 10% and 20% of clients are

malicious. All malicious clients in our targeted backdoor attack focus on data labeled as 0, embedding a

Trojan pattern and altering the label to 6. We selected these labels due to their visual similarity in both

MNIST and FashionMNIST, which makes distinguishing them more challenging. Finally, we compare

the results of the targeted backdoor attack with an untargeted attack, where malicious clients randomly

select labels and modify them to other random labels.

5.1.4. Non-IID
The experiments are conducted under three levels of non-IID data distribution to evaluate the model’s

performance across varying levels of data imbalance. This is depicted with a q-value. First, all

experiments are run on an IID level (q=0.1). This means that data samples of all labels are evenly

distributed across clients. For instance, in the MNIST dataset, each client receives an equal number of

data samples for each label, such as the same number of images labeled 1 as those labeled 4.

In the second level, the dataset becomes moderately non-IID (q=0.5), where the local datasets of the

clients are skewed, with some clients having more samples of certain labels and fewer samples of others.

This reflects a more realistic scenario where data distributions are not perfectly uniform.

Finally, the third level introduces extreme non-IID conditions (q=0.9). In this scenario, each client’s

dataset is highly imbalanced, with one label dominating the data while the client has very few or

almost no samples of other labels. This extreme case tests the model’s robustness in handling highly

imbalanced and non-representative local datasets.

15
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Figure 5.1: data samples of IID dataset of FashionMNIST

Figure 5.2: data samples of moderate non-IID dataset of FashionMNIST

Figure 5.3: data samples of extremely non-IID dataset of FashionMNIST
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5.1.5. GAN
To generate data samples with specific labels, we employ a Conditional GAN (cGAN) [27]. This approach

works well for datasets like MNIST and FashionMNIST, where the data is simpler and less computa-

tionally demanding [33]. For the more complex CIFAR-10 dataset, we use a more powerful variant,

the Conditional Wasserstein GAN (cWGAN), which improves stability and generates higher-quality

samples [2] [9]. These generated data samples help balance the class distribution across clients, making

the dataset closer to an IID configuration.

In Figure 5.1, we show an ideal IID dataset where each class label has an equal representation. In

contrast, the non-IID environments shown in Figures 5.2 and 5.3 demonstrate imbalanced distributions,

where one class label is dominant, and many other class labels are underrepresented. By using a GAN,

we aim to generate data points to help balance these distributions, ideally making the non-IID datasets

more similar to the IID scenario.

5.1.6. Defense methods
Here are the defense methods used in our experimental setup to assess their effectiveness against

backdoor attacks and the non-IID data challenges in federated learning. We implemented a range of

defenses aimed at filtering out malicious clients, including Krum [4], trimmed-mean [44], a noise and

clipping method, and FLAME [28].

• Krum Defense: In the Krum defense, the most reliable client update is selected based on the

smallest Euclidean distance to the updates of other clients. The learning rate 𝜂 is set to 1.

• Trimmed-Mean Defense: For the trimmed-mean defense, we set the trimming ratio to 0.5. This

choice ensures that with a 40% baseline of malicious clients, the trimming process will effectively

filter them out. The learning rate 𝜂 is set to 1.

• Noise and Clipping Defense: For the noise and clipping defense, the noise value 𝑛 is set to 0.01

to introduce a minimal amount of noise that reduces the impact of backdoor attacks without

significantly affecting accuracy. The clipping threshold is set to 0.9 for the same reason.

• FLAME Defense: The FLAME defense uses the same noise and clipping values as the noise and

clipping method above. For the HDBSCAN filtering, the cosine metric is used.

5.1.7. Evaluation
We measure performance using Main Task Accuracy (MA) and Backdoor Task Accuracy (BA). MA

represents the accuracy of the model on benign tasks, indicating the percentage of correct predictions.

Both targeted and untargeted attacks aim to reduce MA, compromising the model’s overall performance.

The BA reflects the success of adversaries in executing backdoor attacks. It represents the percentage

of correct predictions for backdoor samples. Adversaries attempt to maximize BA, while the defense

mechanisms strive to keep BA as low as possible and preserve a high MA.

5.2. Experimental Results
In this section, we evaluate the data generation solution across different datasets, defense methods,

and q-values using targeted backdoor attacks. We then analyze the model’s performance at varying

percentages of malicious clients, focusing on the scenario with the highest non-IID q-value. We assess

the quality of the generated samples through the Inception Score [36]. Finally, we compare the results of

targeted versus untargeted backdoor attacks.

5.2.1. Improving Defense Methods against Backdoor Attacks
The backdoor attacks are tested on MNIST, FashionMNIST, and CIFAR-10, shown in Table 5.1 and Table

5.2 respectively. All experiments were run at least five times, to ensure the the defense mechanism

works effectively. The amount of malicious clients is 40% of the total clients.

Table 5.1 displays the Main task accuracy (MA) and Backdoor Task Accuracy (BA) percentages,

comparing scenarios with and without using GANs. A desirable outcome is characterized by a high MA

while keeping the BA as low as possible. Notable, results for IID scenarios with GANs are negligible

since data generation primarily addresses the non-IID problem. The results of both MNIST and
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Scenario

Defense

Method

MNIST FashionMNIST
Without GAN With GAN Without GAN With GAN

MA (%) BA (%) MA (%) BA (%) MA (%) BA (%) MA (%) BA (%)

IID

Baseline 98.5 ± 0.2 98.3 ± 0.7 - - 80.9 ± 0.1 97.4 ± 0.2 - -

Krum 95.6 ± 0.9 0.6 ± 0.3 - - 84.9 ± 0.5 6.3 ± 0.6 - -

Trimmed-mean 98.6 ± 0.1 0.2 ± 0.1 - - 87.3 ± 0.4 7.0 ± 1.3 - -

noise+clip 96.0 ± 0.2 23.2 ± 7.8 - - 77.9 ± 0.5 76.1 ± 4.2 - -

FLAME 97.7 ± 0.4 0.3 ± 0.2 - - 83.2 ± 0.4 4.8 ± 3.0 - -

q = 0.5

Baseline 98.3 ± 0.2 99.0 ± 0.5 97.7 ± 0.2 93.5 ± 3.2 80.2 ± 0.3 98.0 ± 0.1 80.6 ± 0.5 92.2 ± 2.0
Krum 95.9 ± 1.1 0.7 ± 0.3 94.6 ± 0.7 1.4 ± 0.4 82.7 ± 0.4 9.8 ± 2.1 79.5 ± 1.0 16.3 ± 6.2
Trimmed-mean 98.6 ± 0.1 0.3 ± 0.2 97.3 ± 0.3 4.2 ± 2.8 80.8 ± 0.9 82.9 ± 10.5 84.2 ± 1.7 28.4 ± 7.0
noise+clip 92.7 ± 1.0 71.7 ± 8.1 94.4 ± 0.3 8.1 ± 3.0 75.8 ± 1.1 95.5 ± 1.4 76.0 ± 1.4 32.3 ± 7.3
FLAME 97.3 ± 1.1 0.6 ± 0.3 94.3 ± 0.3 4.0 ± 3.4 78.2 ± 2.5 61.4 ± 20.1 74.1 ± 2.5 10.1 ± 3.7

q = 0.9

Baseline 77.3 ± 1.7 99.3 ± 0.3 95.4 ± 0.2 95.9 ± 2.7 63.1 ± 1.3 96.1 ± 0.6 78.0 ± 1.3 88.8 ± 2.3
Krum 82.4 ± 1.1 97.5 ± 2.0 77.9 ± 4.6 1.8 ± 0.1 61.5 ± 1.4 92.0 ± 4.5 68.5 ± 3.6 42.7 ± 22.3
Trimmed-mean 87.2 ± 1.7 94.8 ± 4.4 91.3 ± 0.9 1.7 ± 0.8 70.2 ± 0.4 98.3 ± 0.4 78.8 ± 0.8 37.9 ± 9.0
noise+clip 85.7 ± 0.2 94.4 ± 2.2 92.0 ± 0.8 11.3 ± 2.5 69.3 ± 0.6 95.3 ± 1.5 74.4 ± 0.7 44.6 ± 5.5
FLAME 86.0 ± 0.5 89.9 ± 2.7 92.7 ± 0.2 2.3 ± 1.1 68.5 ± 0.6 91.3 ± 2.1 75.2 ± 1.3 8.4 ± 4.0

Table 5.1: Comparison of Main Task and Backdoor Attack Accuracy of various Defense Methods across different Scenarios for

datasets MNIST and FashionMNIST (40% malicious clients)

FashionMNIST demonstrate that using a GAN can significantly enhance performance, particularly

when defense methods are ineffective. This is especially evident at 𝑞 = 0.9, where all defense methods

fail to defend against backdoors. However, with a GAN, the BA is substantially reduced, while the MA

sees a moderate increase as well.

Table 5.2 presents the results for the more complex CIFAR-10 dataset across various 𝑞-value scenarios.

Without GANs, only the Krum defense successfully mitigated backdoor attacks in the 𝑞 = 0.5 scenario.

However, with the addition of GANs, the other defense methods were also able to effectively reduce

the BA, while maintaining similar or slightly reduced MA. In the 𝑞 = 0.9 scenario, all defense methods

performed poorly. However, when combined with the data generation solution using GANs, each

defense method improved significantly, effectively defending against backdoors while achieving either

comparable or moderately higher MA scores.

In Table 5.3, we compare the performance of defense methods under varying percentages of malicious

clients. The effectiveness of the defense methods decreases as the proportion of malicious clients

increases. A significant drop in performance is observed when more than 20% of the total clients are

malicious, rendering all defense methods ineffective without additional support from GANs. However,

with the incorporation of GANs, the defense methods are able to effectively mitigate backdoor attacks,

as evidenced by a reduction in BA. Notably, some defense methods experience a decrease in MA when

using GANs, particularly in scenarios where only 10% of clients are malicious. This suggests that when

a defense method is already sufficiently robust against backdoors, the generated data solution may not

further enhance MA and could, in some cases, slightly diminish it.

5.2.2. Quality of Generated Samples
To evaluate the quality of samples generated by our GANs, we use the Inception Score (IS), a widely

adopted metric for assessing the performance of generative models [36]. The IS leverages the pre-trained

Inception v3 network [34] to recognize a broad range of objects and patterns. A high IS means that the

model sees the generated sample as realistic and diverse, meaning it is very similar to a real sample that

it is based on.

The Inception Score is calculated on the generated data samples for MNIST, FashionMNIST, and

CIFAR-10, with results shown in Figure 5.4, Figure 5.5 and Figure 5.6 respectively. We examine the peak

IS achieved in each case. The MNIST generated samples score around 2.5, indicating low quality, as

high-quality samples typically achieve an IS of 8 or higher on more complex datasets [37]. Generally,

scores below 4 suggest low-quality outputs. The FashionMNIST samples reach a maximum IS of 2.2,

suggesting that these samples are also of low quality. The CIFAR-10 samples achieve an IS of only 1,

which indicates very poor quality and a lack of diversity in generated images.

The poor quality of the generated samples is evident in Figure 5.7 and Figure 5.8. While the generated
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Scenario

Defense

Method

CIFAR-10
Without GAN With GAN

MA (%) BA (%) MA (%) BA (%)

IID

Baseline 76.0 ± 0.5 99.6 ± 0.2 - -

Krum 72.5 ± 0.7 0.6 ± 0.3 - -

Trimmed-mean 65.0 ± 3.5 17.0 ± 9.8 - -

noise+clip 51.8 ± 6.4 77.6 ± 19.4 - -

FLAME 56.7 ± 2.2 2.3 ± 1.3 - -

q = 0.5

Baseline 63.2 ± 3.0 99.3 ± 0.2 74.5 ± 0.3 93.5 ± 0.4
Krum 36.7 ± 5.7 1.4 ± 1.1 39.8 ± 13.6 11.0 ± 8.0
Trimmed-mean 58.1 ± 3.1 92.5 ± 4.4 28.3 ± 4.1 4.4 ± 4.0
noise+clip 45.9 ± 5.2 98.4 ± 1.8 42.6 ± 1.0 48.9 ± 0.5
FLAME 47.1 ± 3.6 83.9 ± 15.3 40.4 ± 2.4 15.8 ± 2.1

q = 0.9

Baseline 16.5 ± 5.8 99.3 ± 0.4 58.4 ± 2.2 89.3 ± 1.3
Krum 10.2 ± 0.3 98.1 ± 1.5 16.6 ± 0.4 2.0 ± 1.5
Trimmed-mean 14.4 ± 2.9 97.0 ± 2.1 27.8 ± 0.8 29.3 ± 19.2
noise+clip 33.9 ± 1.4 98.0 ± 1.3 29.5 ± 1.5 29.1 ± 6.1
FLAME 30.5 ± 2.8 98.3 ± 1.1 29.0 ± 1.8 18.7 ± 8.1

Table 5.2: Comparison of Main Task and Backdoor Attack Accuracy of various Defense Methods CIFAR-10 (40% malicious of total

clients)

Malicious clients

Defense

Method

CIFAR-10
Without GAN With GAN

MA (%) BA (%) MA (%) BA (%)

10%

Baseline 33.0 ± 4.4 92.8 ± 4.0 54.1 ± 1.9 92.0 ± 2.4
Krum 13.4 ± 2.2 25.4 ± 14.5 23.6 ± 4.0 4.5 ± 3.3
Trimmed-mean 20.0 ± 3.7 35.1 ± 7.4 33.6 ± 6.2 6.8 ± 5.6
noise+clip 38.5 ± 3.0 75.5 ± 7.7 30.6 ± 3.3 21.8 ± 7.3
FLAME 44.6 ± 1.0 35.2 ± 12.0 28.8 ± 2.9 2.5 ± 1.7

20%

Baseline 36.5 ± 3.0 94.2 ± 5.4 55.6 ± 2.4 97.0 ± 2.6
Krum 10.6 ± 0.8 90.5 ± 4.4 24.4 ± 1.5 0.3 ± 0.1
Trimmed-mean 27.5 ± 3.8 72.8 ± 12.8 34.3 ± 8.1 5.4 ± 4.4
noise+clip 43.0 ± 1.2 96.5 ± 3.1 31.1 ± 1.1 22.6 ± 6.2
FLAME 42.4 ± 2.9 77.4 ± 16.1 27.5 ± 2.9 2.7 ± 1.1

40%

Baseline 16.5 ± 5.8 99.3 ± 0.4 58.4 ± 2.2 89.3 ± 1.3
Krum 10.2 ± 0.3 98.1 ± 1.5 16.6 ± 0.4 2.0 ± 1.5
Trimmed-mean 14.4 ± 2.9 97.0 ± 2.1 27.8 ± 0.8 29.3 ± 19.2
noise+clip 33.9 ± 1.4 98.0 ± 1.3 29.5 ± 1.5 29.1 ± 6.1
FLAME 30.5 ± 2.8 98.3 ± 1.1 29.0 ± 1.8 18.7 ± 8.1

Table 5.3: Comparison of different amount of Malicious clients on various Defense Methods (q=0.9)
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Figure 5.4: Inception Score MNIST

images generally correspond to the targeted label, they exhibit imperfections or vague features that

distinguish them from real images.

One possible explanation for this issue is the limited diversity in the dataset used to train the GAN.

With insufficient data samples, the GAN may struggle to capture the full range of variations necessary for

producing high-quality, realistic images. This lack of diversity can lead to mode collapse or underfitting,

where the model fails to generate sufficiently varied or accurate results.

Despite their low quality, the generated samples still lead to improved performance across all tested

defense methods. This suggests that as long as the generated samples are somewhat representative of

the targeted real samples, they are sufficient for defense mechanisms to effectively identify and filter out

poisoned samples from backdoor attacks.

5.2.3. Mitigating Untargeted Backdoor Attacks
This section compares the results of using targeted backdoor attacks with untargeted backdoor attacks.

Table 5.4 presents the results of the untargeted attacks. We focus specifically on the highest value of

non-IID 𝑞 = 0.9, as this scenario highlights the effects of non-IID and our generated data solution. The

comparison shown in Table 5.5, reveals that the results for targeted and untargeted attacks are largely

similar. A notable difference is that the MA is higher for untargeted attacks. This can be attributed

to the slightly weaker nature of untargeted attacks, which are less effective but pose a lower risk of

detection. Despite this, when GANs are utilized, all defense methods, except the noise and clipping

method, successfully mitigate the backdoor attacks. The noise and clipping method underperformed

because it used the same hyperparameters as in the targeted attack scenario and was not specifically

adjusted for untargeted attacks. Combined with the inherently lower impact of untargeted attacks, the

defense method of adding noise and clipping would be less effective this way.

5.2.4. Summary
The experimental results highlight the effectiveness of the proposed GAN-based approach in mitigating

backdoor attacks across the MNIST, FashionMNIST, and CIFAR-10 datasets. On MNIST and FashionM-

NIST, incorporating GANs significantly reduced Backdoor Task Accuracy while improving Main Task

Accuracy, particularly in highly non-IID scenarios (𝑞 = 0.9) where conventional defense methods failed

without GAN support.
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Figure 5.5: Inception Score FashionMNIST

Figure 5.6: Inception Score CIFAR-10
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Figure 5.7: Samples of generated images of MNIST label 6

Figure 5.8: Samples of generated images of CIFAR-10 dataset
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Scenario

Defense

Method

CIFAR-10
Without GAN With GAN

MA (%) BA (%) MA (%) BA (%)

IID

Baseline 75.9 ± 0.3 99.8 ± 0.1 - -

Krum 72.1 ± 2.0 0.1 ± 0.1 - -

Trimmed-mean 74.8 ± 0.3 0.1 ± 0.1 - -

noise+clip 62.8 ± 1.6 99.3 ± 0.2 - -

FLAME 64.5 ± 1.0 12.5 ± 3.9 - -

q = 0.5

Baseline 68.8 ± 0.3 99.8 ± 0.1 73.6 ± 1.5 97.1 ± 0.5
Krum 57.6 ± 1.9 17.1 ± 2.5 27.1 ± 3.5 1.7 ± 1.1
Trimmed-mean 66.1 ± 1.8 38.6 ± 2.4 67.7 ± 0.5 18.1 ± 0.4
noise+clip 58.7 ± 2.3 99.4 ± 0.4 42.7 ± 2.0 68.1 ± 8.3
FLAME 41.4 ± 3.6 27.1 ± 13.5 38.7 ± 0.8 21.7 ± 3.6

q = 0.9

Baseline 38.8 ± 0.7 99.2 ± 0.4 54.5 ± 1.5 95.4 ± 2.0
Krum 12.9 ± 0.9 98.1 ± 1.1 18.7 ± 4.0 5.3 ± 6.9
Trimmed-mean 35.6 ± 5.8 54.0 ± 6.1 38.3 ± 0.4 25.0 ± 14.7
noise+clip 39.1 ± 2.2 98.8 ± 0.1 30.1 ± 2.0 70.5 ± 11.9
FLAME 35.5 ± 4.1 98.4 ± 1.2 28.9 ± 0.3 16.3 ± 8.7

Table 5.4: Comparison of Main Task and Backdoor Attack Accuracy of various Defense Methods using untargeted attacks on

CIFAR-10 (40% malicious of total clients)

Type of Attack

Defense

Method

CIFAR-10
Without GAN With GAN

MA (%) BA (%) MA (%) BA (%)

Targeted

Baseline 16.5 ± 5.8 99.3 ± 0.4 58.4 ± 2.2 89.3 ± 1.3
Krum 10.2 ± 0.3 98.1 ± 1.5 16.6 ± 0.4 2.0 ± 1.5
Trimmed-mean 14.4 ± 2.9 97.0 ± 2.1 27.8 ± 0.8 29.3 ± 19.2
noise+clip 33.9 ± 1.4 98.0 ± 1.3 29.5 ± 1.5 29.1 ± 6.1
FLAME 30.5 ± 2.8 98.3 ± 1.1 29.0 ± 1.8 18.7 ± 8.1

Untargeted

Baseline 38.8 ± 0.7 99.2 ± 0.4 54.5 ± 1.5 95.4 ± 2.0
Krum 12.9 ± 0.9 98.1 ± 1.1 18.7 ± 4.0 5.3 ± 6.9
Trimmed-mean 35.6 ± 5.8 54.0 ± 6.1 38.3 ± 0.4 25.0 ± 14.7
noise+clip 39.1 ± 2.2 98.8 ± 0.1 30.1 ± 2.0 70.5 ± 11.9
FLAME 35.5 ± 4.1 98.4 ± 1.2 28.9 ± 0.3 16.3 ± 8.7

Table 5.5: Comparison Targeted vs Untargeted Backdoor Attacks on CIFAR-10 (40% malicious of total clients) (𝑞 = 0.9)
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In the more complex CIFAR-10 dataset, GANs also enhanced the performance of various defense

methods, as well as under extreme non-IID conditions and when a high proportion of clients were

malicious. While GANs consistently reduced BA, slight decreases in MA were observed in scenarios

where defense methods were already robust without GANs.

Generated samples for all three datasets exhibited low quality based on Inception Score metrics,

with scores well below the threshold for high-quality outputs. Despite this, the samples effectively

enhanced the ability of defense mechanisms to identify and mitigate poisoned data, highlighting the

utility of GAN-based generated samples even when of suboptimal quality.

Results for targeted and untargeted attacks were broadly similar, with untargeted attacks achieving

higher MA due to their inherently weaker and less detectable nature. Defense methods, with the

exception of the noise and clipping approach, performed effectively with GANs in mitigating untargeted

attacks,

The low quality of generated samples, attributed to limited dataset diversity, suggests that enhancing

GAN training could further improve performance. Nonetheless, incorporating GANs into backdoor

defense strategies demonstrates substantial improvements, even in challenging conditions.



6
Conclusion

In this thesis, we introduced the concept of federated learning and the challenges it faces in defending

against backdoor attacks. While various defense mechanisms have been proposed to mitigate these

attacks, they often struggle under non-IID data scenarios. To address this, we proposed a solution based

on using GANs for synthetic data generation. This approach aims to reduce the non-IID nature of the lo-

cal data of clients, thereby enhancing the effectiveness of existing defense mechanisms in non-IID settings.

Our framework simulates a federated learning environment with malicious clients attempting to

poison the global model. We evaluate the performance of multiple defense strategies under both IID and

non-IID conditions. Subsequently, we apply our GAN-based data generation solution to the non-IID

scenarios and assess its impact on defense performance. We measure this using different ratios of non-IID.

Experimental results demonstrate that GANs can effectively mitigate the non-IID characteristics

in federated learning by generating data that brings client distributions closer to an IID configuration.

Although the quality of the data points generated by the GANs may be relatively low, the results

indicate that even low-quality generated data can significantly reduce the non-IID effect. This shift

toward an IID-like scenario enables defense mechanisms that otherwise struggle in non-IID settings to

more effectively mitigate backdoor attacks. Our findings show that even under a highly non-IID ratio,

the GAN-based solution improves the efficacy of defense mechanisms in mitigating both targeted and

untargeted backdoor attacks.

There is still potential for further enhancement. Future work could focus on generating higher-

quality synthetic data to improve defense performance, employing more advanced GAN architectures

and diverse datasets, assessing the computational efficiency of GANs, and exploring the implementation

of novel GAN architectures tailored for federated learning clients.
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