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Summary

A significant part of worldwide energy consumption is used to provide a comfortable climate inside buildings.
This energy ismostly used by heating, ventilation and air-conditioning (HVAC) systems. A part of this energy
is currently wasted due to faults, such as incorrect control signals or component failures. In the field ofHVAC
fault detection and diagnosis (FDD), methods are developed that aim to detect that a fault is present in the
system, and consequently diagnose which fault this is.

However,most of themethods that are currently beingdeveloped are data-driven,which require large amounts
of labelled data. In practice, this data often is not available, leading to a lack of adoption of FDD methods
by building operators. Additionally, most of the FDD approaches proposed in the literature have not been
tested in real-time, instead validation has been performed on already existing datasets.

In this thesis, an FDDmethod is proposed to diagnose part of the HVAC system, air-handling units (AHUs),
in real-time. Air-handling units are an important part of the HVAC system, responsible for a significant part
of the energy consumption. The method applies the four symptoms three faults (4S3F) framework, to con-
struct a diagnostic Bayesian network (DBN)without relying on historical data for symptomdetection or fault
diagnosis.

This DBN is implemented in Python to diagnose a case study AHU in a Dutch university building. The
method was validated with fault experiments, which were diagnosed with diagnosis periods ranging from
one 10-minute sample to three hours. All of the faults that were introduced and included in the DBN were
accurately diagnosed for all diagnosis periods. For the AHUoperation data of 2022 and 2023, mostly control
and temperature faults were diagnosed. Incorrect control of the heating coil valve was found in 25% and
incorrect control of the ERW in 11% of the days considered. Additionally, a deviation between the measured
intended supply temperature of more than 1 ◦ was found for 79% of the days in the dataset.

Finally, the application of the method for real-time fault diagnosis has also been demonstrated, by collecting
sensor data through the data streaming platform Apache Kafka. This data was consequently stored locally
in the time-series database InfluxDB, which could be queried for performing the diagnosis. The processing
time of performing the diagnosis was approximately ten seconds, demonstrating the potential for performing
diagnoses per sample.

Recommendations for future work include extending the DBN to diagnose faults related to the cooling coil
and faults occurring outside of operation hours. Additionally, the developed diagnosis method should be
applied to other AHUs, to further research the generalisability of the DBN.
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1
Introduction

This chapter introduces the thesis, by first providing an analysis of the investigated problem. This is followed
by the research aim and formulated research questions. Then, the context of this thesis in relation to the
Industrial Ecology program and the Brains4Buildings research project is described. The chapter ends with an
overview of the remaining chapters in this thesis.

1.1. Problem analysis
In theEuropeanUnion (EU), buildings are estimated to account for 40%of the total energy consumption [52].
This has to be drastically reduced, as the EU has the objective of reducing greenhouse gas (GHG) emissions
by at least 60% in the building sector by 2030 compared to 2015 [14]. Furthermore, the EU aims to have fully
decarbonised the entire building stock in 2050 [14].

A large portion of the energy used in buildings is used by heating, ventilation, and air-conditioning (HVAC)
systems to provide a comfortable indoor climate. in the USA, these systems account for roughly half of the
energy consumed inside buildings [41]. Up to 30% of the energy used by HVAC systems could be wasted
due to faults [18]. This makes reducing this energy waste critical for lowering energy usage and consequently
avoiding carbon emissions.

The field of HVAC fault detection and diagnosis (FDD) aims to design methods for identifying faults in
HVAC systems. One of the components that FDD is often applied to is the air-handling unit (AHU) [7].
Theseunits play an important rolewithinHVACsystems, as theyprovide airflowaswell as heating and cooling.
As a result, they consume a significant proportion of the HVAC system’s energy [7].

Althoughmuch research has been done on differentHVACFDDmethods, there is a lack of research on FDD
applications in practice. Most research of the last two decades has focused on data-driven methods, with
79% of the published papers between 1998 and 2018 having applied data-driven methods [60]. Data-driven
methods require large amounts of labelled data, as well as faulty and fault-free datasets. In practice, this data
is often unavailable, leading to a lack of adoption of FDDmethods by building operators [29].

Analternativemethodology forFDDis the knowledge-based approach,whichdoesnot require data for setting
up the diagnostics. A recent framework to perform knowledge-based diagnosis has been proposed by Taal
et al., referred to as the four symptoms three faults (4S3F) framework [49]. The 4S3F framework applies a
diagnostic Bayesian network (DBN) to infer probabilities of faults occurring based on detected symptoms
[48]. In this way, symptom detection is separated from fault diagnosis, which is similar to how engineers
diagnose faults in HVAC systems [49].

However, there is a lack of applications of this framework in practice. In general, limited real-life applications
of methods proposed in the literature exist [29], especially for Europe and the Netherlands [1]. The datasets
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1.2. Research aim 2

most frequently used are from China and the United States, which have different climate conditions com-
pared to Europe [35]. Additionally, most of the methods proposed in the literature do not focus on real-time
implementation of the diagnosis method [2]. Themethods aremostly validated in small-scaleHVAC systems
or simulated environments [7].

Finally, the majority of research has concentrated on AHUs without energy recovery wheels (ERWs), whereas
energy recovery is mandatory for newly built AHUs in Europe [15]. Furthermore, the necessity for research
onAHUswith an ERWhas increased as a consequence of the controversy surroundingAHUswithout ERWs,
following the global COVID-19 pandemic [30].

1.2. Research aim
This thesis aims to bridge the gap between theory and practice, by implementing a Bayesian network-based
method for real-time fault diagnosis of AHUs. The fault diagnosis method is implemented and validated for
a case study AHU in a Dutch university building.

The main research question is therefore formulated as the following:

‘How can Bayesian network-based fault diagnosis accurately find faults for air-handling units in real-
time based on expert knowledge?’

In order to answer the main research question, it is divided into the following sub-questions:

• ‘How can expert knowledge be transferred to a diagnostic Bayesian network to detect and diagnose
common air-handling unit faults?’

• ‘Which faults are diagnosed with Bayesian network-based fault detection and diagnosis during normal
operation of air-handling units?’

• ‘How can Bayesian network-based fault detection and diagnosis be applied to diagnose air-handling
unit faults in real-time?’

For the first sub-question, the detection of symptoms and diagnosis of faults are researched to find a DBN
that can diagnose AHU faults accurately based on expert knowledge. For this symptom detection rules and
relationships between symptoms and faults need to be determined.

The second sub-question relates to the faults that can occur during the operation of the AHU. This can give
an insight into the frequency of different faults occurring in practice, which have an impact on the energy
consumption of the AHU.

The third sub-research question targets the real-time aspect specifically. The use of data streaming solutions
for fault diagnosis is researched. Additionally, the impact of fault diagnosis in different time intervals will be
investigated.

1.3. Research context
This thesis is carried out as part of Brains4Buildings, amultiple-year research project coordinated byTUDelft.
It is a collaboration between 39 partners from ‘knowledge institutions, installation companies, energy con-
sultancies, platform/interface developers, building owners and managers, technology suppliers and industry
associations’ [4]. One of the aims of the project is to develop self-diagnostic systems for improving energy
efficiency and smart maintenance of buildings, which this thesis also contributes to. The results of this thesis
are shared with partners of the research project, enabling practical application of the results.

A number of studies have already been carried out for Brains4Buildings related to this thesis. The paper pub-
lished by Chitkara et al. applied 4S3F to an AHU system in theNetherlands [9], based on his EngD thesis [8].
Wang et al. describe DBNs for AHUs in different sensor environments [57]. Anand et al. applied 4S3F to a
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chiller unit [51], also based on his EngD thesis [50]. Finally, the MSc thesis by Heidtmann extended 4S3F to
include occupancy [21], and the MSc thesis of Luo diagnosed temperature sensors with 4S3F [33].

This thesis is submitted for the degree of Master of Science in Industrial Ecology. The Industrial Ecology
context of this thesis is mainly related to the aim of reducing energy waste in HVAC systems. Despite the
existence of fault diagnosis methods with high accuracy that have been developed in the literature, their lack
of adoption in practice has resulted in minimal energy savings. This creates a need for a real-time implemen-
tation that takes into account the limitations that occur in practice, such as the absence of sensors and the
limited availability of data. The potential energy savings of automated fault diagnosis are significant, which is
contributed to by the method developed in this thesis.

Additionally, developing the fault diagnosis method requires a multidisciplinary approach. Technical knowl-
edge of the energy flows within the HVAC system is required, as well as data science knowledge for real-time
data processing. Furthermore, fault diagnosis also relies on engineering knowledge of the operation of AHU
systems. Therefore, conversations with building management are required for formulating the symptom de-
tection rules.

Finally, analysing HVAC systems requires a systems thinking approach, due to the complexity of the various
(sub-)systemsworking together to provide a comfortable indoor climate. The impact of faults in theAHUon
other components in the HVAC system, as well as the energy consumption of the building as a whole, need
to be considered.

1.4. Thesis outline
The remainder of the thesis follows the following structure.

In the next chapter, a literature review and relevant theoretical background are presented. The literature re-
view first gives an overview of general FDD for HVAC systems, followed by more specific methodologies for
AHUs. The theoretical background section outlines related theoretical knowledge on AHUs, Bayesian net-
work theory and building management systems (BMS).

In Chapter 3, the case study AHU and historical data are described.

Chapter 4 describes the Bayesian network-based fault diagnosis method that has been developed in this thesis.
The faults, conditional probabilities and symptom detection rules of theDBN are outlined, as well as the data
preprocessing steps.

In Chapter 5, the developed diagnosis method is validated with experiments conducted on the case study
AHU. The experiment sensor data is diagnosed with different diagnosis periods andDBN structures to deter-
mine sensitivities.

The results of diagnosing the historical data are shown in Chapter 6. The faults diagnosed give insight into
faults that occur during normal usage of the case study AHU.

The developed method for performing real-time diagnosis is shown in Chapter 7. This chapter shows the
results of diagnosing data gathered through a data streaming platform.

In Chapter 8 a discussion is provided on the previously introduced results. The generalisability of the devel-
oped diagnostic method and sustainability implications are also described.

The thesis is concluded by Chapter 9, which contains answers to the formulated research questions, the main
limitations of the conducted research and recommendations for future work.



2
Literature review and theoretical

background

This chapter provides an overview of the current state-of-the-art literature and relevant background knowl-
edge related to this thesis.

2.1. Literature review
In this section, the literature related to fault detection and diagnosis (FDD) of heating, ventilation and air-
conditioning (HVAC) systems is described. Firstly, the various methodologies that can be employed for con-
ducting FDD are presented. This is followed by a section that describes the literature that has utilised diag-
nostic Bayesian networks for FDD. Subsequently, the literature that diagnoses air-handling units (AHUs) is
outlined. Finally, the section concludes with a description of the four symptoms three faults (4S3F) frame-
work and an overview of the papers that have been published on this topic.

2.1.1. Fault diagnosis methodologies

Several methodologies can be applied to perform fault detection and diagnosis (FDD) for heating, ventila-
tion and air-conditioning (HVAC) systems. The most established categorisation of these methodologies was
introduced by Katipamula and Brambley in 2005 [27, 28]. They distinguished three categories: quantita-
tive model-based, qualitative model-based, and process history-based methods. Quantitative model-based
methodologies are based on physical models of the HVAC (sub-)system. The qualitative model methodolo-
gies include rule-based methods and qualitative physical models. The final category, process history-based
methodologies, refers to models based on historical data.

Inmore recent literature review studies, themethods are often categorised as knowledge-based anddata-driven
instead [7, 37, 60]. The quantitative and qualitative model categories are both considered knowledge-based,
and the process-history-based methodologies are referred to as data-driven methodologies. Additionally, the
detection of faults is frequently distinguished from fault diagnosis.

Historically, mainly knowledge-based methods were used for FDD [27]. However, in the last two decades,
most of the research has focused on researching novel data-driven methods. Between 1998 and 2018, 79% of
the published papers on FDD applied data-driven methods [60].

Fault detection is also referred to as symptom detection and is used to check whether faults have occurred
[47, 60]. This is followed by fault diagnosis, which is used to identify which faults are present based on the
symptoms detected. Some data-driven FDD methods can be used to perform symptom detection and fault
diagnosis simultaneously. Other methods can only be used for either symptom detection or fault diagnosis.

4
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For example, regression can only be used for fault detection and Bayesian networks only for fault diagnosis.

Knowledge-basedmethods transfer expert knowledge intodiagnosticmodels [60]. Anexampleof a knowledge-
basedmethod for symptomdetection is the rule-basedmethod, which defines thresholds for sensor or control
values corresponding to symptoms. Diagnostic Bayesian networks (DBNs) are an example of a knowledge-
based fault diagnosis method. Examples of studies applying DBNs for fault diagnosis are given in Section
2.1.2

Knowledge-based methods have three main advantages: first, they require little fault data, particularly in
physics-based modelling; second, they permit the system to be diagnosable even with uncertain input data;
and third, the reasoning process and produced outcomes are interpretable. However, knowledge-based ap-
proaches have several limitations as well. Most importantly, they require expert input specific to the (sub)-
systemand are difficult to change or updatewithout expert knowledge [37]. The accuracy of knowledge-based
methods also tends to be lower than data-driven methods [60].

Data-driven FDD methods are not based on models, instead faults are detected or diagnosed by finding pat-
terns in data. In contrast to knowledge-based methods, data-driven approaches do not require expert input.
However, they have the disadvantage of requiring large amounts of data from the specific system being anal-
ysed [60]. Data-driven approaches are also commonly referred to as machine learning in the literature [7].

The data-driven methods can be further categorised into statistical and data-mining methods [37]. Principal
component analysis (PCA) is an example of a statistical data-driven method. It requires fewer samples to find
faults compared to data-mining approaches, however, also results in lower accuracy.

Data-miningmethods can be further divided into supervised and unsupervisedmethods [37]. For supervised
methods, an algorithm is trained on sensor data labelled faulty or fault-free. This is not done with unsuper-
visedmethods, which enables the algorithm to discover newknowledge and structure from the unlabeled data.
Examples of unsupervised data-mining methods are clustering and association rule mining (ARM).

Supervised learning methods can also be further categorised into classification and regression methods, based
on the output that is generated by the model [7]. Classification methods directly predict whether the sensor
data is faulty or fault-free. Examples of algorithms used for classification are decision trees, Bayesian networks
and support vectormachine (SVM)models. Regressionmethods instead predict continuous variables, related
to the operation status of the HVAC (sub-)system. These can be compared to the values during normal op-
eration, to determine whether the system is operating with faults [7]. Support vector regressions (SVR) and
neural networks are algorithms commonly used for regression-based FDD.

2.1.2. Diagnostic Bayesian networks

In this thesis, a diagnostic Bayesian network (DBN) is developed to perform fault diagnosis. This methodwas
chosen based on successful applications in the literature, which are described in this section.

DBNs are Bayesian networks applied to the field of fault detection and diagnosis (FDD). Bayesian networks
are probabilistic models that graphically represent causal relationships between variables as nodes and edges
in a network [26]. In DBNs, faults and symptoms are used as variable nodes, enabling the calculation of the
probabilities that faults occur based on detected symptoms. Each fault is assigned a probability of occurrence,
independent of the presence of other faults. The symptoms are instead assigned probabilities related to the
faults they are linked to in the network.

For example, a fault can be assigned a 10% probability of being present, while a symptom linked to this fault
may be assigned an 80% probability of being present when the fault is present. From these probabilities, the
DBNcan infer the likelihood of the fault based onwhether the symptom is present or absent. The underlying
theory of DBNs is further described in Section 2.2.2.

DBNs have been widely applied to diagnose faults in a range of HVAC sub-systems, including AHUs [56,
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61, 62], variable air volume (VAV) systems [58], heat pump systems [5], chillers [55] and variable refrigerant
flow (VRF) systems [22]. The applicability of DBNs for various sub-systems of HVAC systems makes them
well-suited for FDD of complete HVAC systems as well. The use of DBNs within the 4S3F framework is
described in Section 2.1.4.

DBNs can be used in combination with both knowledge-based and data-driven methods. A recent example
is the work by Wang et al., who successfully diagnosed faults with a DBN for an AHU with an ERW in the
Netherlands [56]. In their study, symptomswere detectedwith regression, while theDBNstructurewas based
on expert knowledge.

Data-driven methods can be used to find the probabilities or structure of the network [38, 57]. Furthermore,
studies have also been conducted on extending the Bayesian network with dynamic conditional probabilities,
which can change over time [43].

2.1.3. Air-handling unit diagnosis

The HVAC component that is analysed in this thesis is the air-handling unit (AHU), as it is responsible for
a significant part of the energy consumption of the HVAC system. In this section, the relevant literature on
AHU fault diagnosis is presented. AHU faults analysed in previous studies are shown, which were used to
formulate faults included in the developed DBN shown in Chapter 4.

Yu et al. categorised common AHU faults into three types: equipment malfunctioning, actuator (dampers
and valves), and sensor or controller faults [59]. These faults are summarised in Table 2.1. Distinguishing the
faults in this way allows FDD to distinguish monitoring (sensor) faults from equipment faults.

Gunay et al. categorised AHU faults based on their impact on energy consumption and occupancy comfort
[20]. They introduce several component faults that were not mentioned by Yu et al: an undersized coil, fan
stuck at a constant rate, fouling duct and fouling or broken filter fault. AHU control faults are also described,
such as incorrect airflowor temperature setpoints and incorrect scheduling of fans and coils. The components
causing the highest increase in energy usage are a broken control valve, duct, filter or fan. Incorrect supply air
settings for control settings can also lead to a high increase in energy usage.

A further category of faults that may affect AHUs is air leakage, which can occur in a number of ways [15].
First, external leakage can occur. In this case, air leaks from inside of the duct to outside, or vice versa. Second,
internal leakage is also possible. This happens when air leaks between the ducts inside the AHU. This is most
likely around the ERWwhere both airflows pass through. Third, air can leak past the filters, which decreases
their functionality.

Chitkara simulated faults in AHUs for two Dutch buildings with the software EnergyPlus [9]. The faults
were taken from the literature and analysed based on their impact on comfort and energy usage. It was found
that control and sensor faults lead to higher energy usage than component degradation or fouling. The sensor
measurements that had the highest impact on fault diagnosis were mass flow sensors. Unfortunately, these
sensors are often not present in buildings, due to relatively high costs. Based on the energy impact analysis,
the following faultswere chosen for diagnosis in this study: a stuck or leaking control valve, fouled duct, fouled
or broken filter, stuck or complete fan failure, sensor offset and inappropriate supply air set points.

Gopalan et al. also conducted a fault impact analysis study on AHU faults with EnergyPlus [17]. The results
showed that fan failure, ERW failure, a stuck heating coil valve (HCV) and a stuck fan had the highest impact
on energy usage during the winter. For the summer season failure of the fan had the highest impact.

AHUs have been diagnosed with multiple rule-based approaches [11, 40]. The most established work is the
study by Schein et al., who provided a set of rules based onmass and energy balances for AHU diagnosis [44].
These rules are based on AHU systems with a mixing box instead of a heat recovery unit, so they cannot be
applied to AHUs with an ERW.
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Category Component Fault
Equipment Fan Pressure drop increase

Supply and return fan failure
Decreased motor efficiency
Belt slippage

Duct Air leakage
Coils Decreased capacity due to fouling

Actuator Dampers Damper is stuck or in faulty position
Air leakage in closed or open positions

Coil valves Valve is stuck, broken or operated to an incor-
rect position
Air leakage in closed or open positions

Sensor Temperature, humidity, flow rate or pressure
sensors

Offset, drift or discrete sensor values

Controller Motor modulation, sequence of coil valves,
static pressure or zone temperature

Unstable response

Flow difference System stuck at fixed speed

Table 2.1: Faults in air handling units by Yu et al [59].

2.1.4. 4S3F framework

The four symptoms three faults (4S3F) framework is a recent approach using a DBN for fault detection [49].
The 4S3F framework is an architecture in which different symptom detection methods can be applied. The
symptom detection method is coupled with a DBN to connect the identified symptoms to corresponding
faults. The structure of the DBN in 4S3F is determined from HVAC system diagrams, for example, shown
in Figure 2.1. Figure 2.2 shows an example of a DBN for the HVAC diagram shown in Figure 2.1. These
probabilities need to be estimated or assumed to build the DBN, which is one of the limitations of the DBN
method [61].

Themain benefit of basing the framework onHVAC system diagrams is that it makes actual FDD implemen-
tation more accessible. The designers of the HVAC system can construct the diagnosis framework during
the development of theHVAC systemwhile determining the number of sensors needed and thresholds corre-
sponding to faults in the system. This makes it possible for HVAC engineers to interpret results more easily
from the framework and integrate an automated fault diagnosis into the HVAC system. Another benefit of
the framework is that it is modular, and the diagnosis can be performed at different levels in the HVAC sys-
tem. Taal divides the HVAC systems into five layers [48]. The highest level corresponds to the entire HVAC
system. The second layer consists of generation, distribution and end-user systems. These layers can be fur-
ther divided by aggregated systems, modules and components, such as the heat pump and heat pump for the
third and fourth layers of a generation system. The modularity of 4S3F allows sub-systems to be diagnosed
simultaneously, which can also be automated.

4S3F categorises four types of symptoms and three types of faults, diagnosed independently. The four symp-
toms are balance symptoms, based on deviations in balance equations; energy performance symptoms, based
on energy performancemetrics; operation state symptoms, based on operation states; and additional informa-
tion, based on FDD systems integrated into components. The three fault types are component faults, relating
to an incorrect amount of installed capacity or malfunctioning components; control faults, relating to incor-
rect settings for controllers; and model faults, relating to models estimating missing data. The relationships
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Figure 2.1: Example of a HVAC system analysed within the 4S3F framework [49].

Figure 2.2: Example of a DBNwithin 4S3F [49].
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Figure 2.3: Relationship between types of symptoms and faults [49].

between the fault and symptom types are depicted in Figure 2.3.

Various literature has been published on the 4S3F framework after its introduction in 2018, showing it can
successfully diagnose faults based on HVAC system diagrams. A paper demonstrating how a DBN can be
set up from HVAC system diagrams was published by Taal et al. in 2019 [48], followed by an application
of 4S3F to a ventilation system [45]. The symptom and fault detection parts of the 4S3F framework were
further developed and applied to a thermal energy plant with a heat pump, gas boiler and an aquifer thermal
energy storage system [46, 47]. The results of this case study showed 25% possible annual energy savings, even
though the prior and conditional probabilities in the Bayesian network were estimated. Application of the
framework on different time intervals is one area that needs further research [49], which this thesis will aim to
contribute to.

Taal proposed several indicators for symptom detection in [47]. Different indicators are suggested for each of
the four symptom types. The energy balance symptom indicators are based on heat- and mechanical efficien-
cies. These can be used to determine if the amount of output energy is significantly lower than the amount of
input energy, which indicates energy waste. Three indicators for energy performance symptoms were intro-
duced: performance factors, capacity indicators, and energy outliers. These indicators are based on reference
values from HVAC design and combined with measured energy rates of components. The reference values
are building-independent so these symptom detection rules can be applied to different buildings and HVAC
systems. The performance of components can be calculated and compared to performance factors, such as the
coefficient of performance (COP) and energy efficiency ratio (EER) specifications. Two types of indicators
are found for operational state symptoms: control-based and design-based operational state (OS) indicators.
Control-based indicators compare actual performance values to control values, such as supply air temperature
and the control setpoint. Design-based indicators are not controlled in the system but are values assumed dur-
ing the design of the HVAC system. Examples of these are the water supply temperatures. HVAC engineers
can usually determine the set-point and design values directly from P&IDs. For additional symptoms, no
generic indicators were introduced. Examples of the indicators for this category are maintenance information
and user satisfaction. Table 2.2 lists all the symptom indicators introduced by Taal.

Symptom detection can be done over different periods, ranging from hours or days to months or annually.
Each type of symptom in 4S3F requires a different timespan for detection. Energy balance symptoms were
detected accurately daily in [47]. Daily detection is more challenging for energy performance symptoms, but
this also depends on the specific system. All possible symptoms for different operating modes (e.g. heating
and cooling) can be detected by incorporating all operation modes in a daily test run.

Wang et al. showed several possible DBNs by applying 4S3F to different AHU sensor configurations [57].
The DBNs contain the potential symptoms and faults of AHUs based on the 4S3F framework categories.
The number of identifiable faults and symptoms depends on the availability of sensors in the system. The
symptoms are divided into energy balance, energy performance and operation state symptoms, as included in
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Symptom type Indicator
Energy balance Heat efficiency
Energy balance Mechanical efficiency
Energy performance Performance factor
Energy performance Capacity indicator
Energy performance Energy outliers
Operational state Control-based
Operational state Design-based

Table 2.2: Symptom indicators in 4S3F [47]

4S3F.Additional symptomswerenot included. In their case study environment, the energybalance symptoms
could be calculated only for the heating and cooling coils. However, in the best case, energy balance symptoms
can also be found for the efficiency of the aggregated heating system, the energy balance of the heat-generating
sub-system and an air pressure balance model. The amount of heat generated by the central heating system
and supplied to the AHUmust be measured to achieve this.

Li et al. have conducted a study using a similar approach to 4S3F [32], also applying DBNs for the FDD
of HVAC systems. Their study looked only at the AHU component faults and did not consider energy and
model faults, which are included in 4S3F.

2.2. Theoretical background
This section describes the relevant background knowledge on air-handling units, Bayesian network theory and
building management systems (BMS).

2.2.1. Description of air-handling units

As mentioned in the introduction, Air handling units (AHUs) are often the target of FDD due to their high
energy demand [7]. The unit can be situated in different parts of the building and is connected to the rest of
theHVAC systemwith separate supply and return ducts. AnAHUunit typically consists of fans, coils, filters,
dampers, an energy recovery wheel or plate and sensor components. The placement of the components can
differ per AHU and not all AHUs have an energy recovery wheel (also often called heat recovery wheel) or
plate, which is further discussed at the end of this section.

The number of sensors present can also vary. At the bare minimum, supply temperature and supply/return
pressure or airflow sensors are needed to make sure that the desired setpoint temperature and airflow are pro-
vided by the system. The damper components regulate the amount of airflow in the ducts, for example from
outside into the building. A heating or cooling coil provides heating or cooling to the air by opening or closing
a valve. For someAHUs, the cooling or heat-providing component is contained in theAHU, but this can also
be provided by different units in other parts of the building.

AHUs can be separated into variable air volume (VAV) and constant air volume (CAV) types [20]. For VAV
units the amount of airflow can be controlled, while CAV units deliver a constant air volume [59]. AHUs
can also operate on different modes based on the outdoor temperature [44]. During cold weather, the AHU
operates on heating mode and during warm weather on cooling mode. Additional modes can also be present
for days when the outdoor temperature is closer to the supply temperature setpoint. The dampers, fans and
heat recovery components can be controlled differently for each operation mode. For example, during the
summer the fans can be used instead of the chiller when the outdoor temperature is close to the desired supply
temperature. This reduces energy consumption.
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Another significant distinction between AHUs is the method of heat recovery. For single-duct and dual-duct
AHUs with a damper instead of a heat recovery unit, the return and supply airflows are mixed. This has
becomemore controversial as a consequenceof theCOVID-19pandemic [30]. AHUswith an energy recovery
wheel or plate recover heat or cold from the return airflow to the supply flow without mixing the supply and
return airflows. The airflows are only mixed when air leaks around the wheel or plate, which can happen
unintentionally. As a consequence of the EuropeanEcodesignRegulation 1253/2014which has been in place
since 2016, heat recovery has become mandatory in newly built AHUs in the EU [13]. The systems must
also have an efficiency of at least 73%. As a result, AHUs with an energy recovery component will become
increasingly common.

The differences between AHUs can lead to lower generalisability of fault detection methods. For instance,
rule-basedmethods for FDD of AHUswithout an ERW employ rules using themixing temperature between
the two ducts, which is absent in AHUswith an energy recovery component [44]. Because of this, established
rule-based [44] or DBN-based [61] methods have to be adjusted before they can be applied to AHUs with an
ERW. This is especially inconvenient as the ASHRAE datasets are frequently used in the literature, which are
based on single-duct AHUs.

2.2.2. Bayesian network theory

In this thesis, a diagnostic Bayesian network (DBN) is used to diagnose faults based on detected symptoms.
Diagnostic Bayesian networks are an application of Bayesian networks and are based on the same Bayesian
probability theory. Therefore this sectionwill briefly describe the necessary theoretical knowledge of Bayesian
networks and probability theory.

Bayesian networks have a graph structure with nodes and edges in which each node represents an event. The
nodes have multiple states relating to the outcome of the event. For binary nodes, there are only two states,
true and false (also referred to as absent and present). The edges in the network are directional and indicate the
probability of one event causing another. Each node in the network has either a conditional or prior probabil-
ity, depending on whether an edge is directed towards it. If a node does not have any edges directed towards
it, the event occurs independently of other events. In this case, the event has a prior probability. If a node
has at least one edge directed to it, the probability depends on the state of the linked nodes. In this case, the
probability of the event is referred to as a conditional probability. For example, consider a network with two
nodes A and B and an edge from A to B. In this case, A has a prior probability, as it does not have any edges
directed towards it. Event B has a conditional probability, which is described as the probability of B given A.
The probability of event B being true thus depends on whether A is false or true. The table with all condi-
tional probabilities of an event is called a conditional probability table (CPT). As Bayesian networks are built
upon Bayesian probability theory, Bayes’ theorem can be applied to infer probabilities. This formula gives
the probability of event A given B, as shown in equation 2.1. These probabilities are referred to as posterior
probabilities.

P(A|B) = P(B) · P(B|A)
P(A)

(2.1)

Diagnostic Bayesian networks (DBNs) apply Bayesian networks to the field of FDDwith the samemathemat-
ical principles of Bayesian networks. In DBNs, the nodes represent the faults and symptoms that can occur
in (part of) anHVAC system. In DBNs, the nodes can also have more than two states. The edges in the DBN
represent the probabilities of faults causing symptoms. The fault nodes have prior probabilities, indicating the
probability that a fault is present independent of other faults. Symptom nodes have conditional probabilities,
depending on the state of each connected fault. For FDDwe want to know the posterior probabilities of the
faults, which indicate the probabilities of faults being present given the detected symptoms. The posterior
probabilities can be calculated with Bayes’ theorem, based on estimated prior and conditional probabilities
and detected symptom states.
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Unfortunately, the conditional probability tables (CPTs) of symptomnodes grow exponentially in size for the
number of faults they are linked to [61]. This is due to the need to define probabilities for every combination
of fault node states. For every symptomnode linked ton faults, the number of parameters in theCPTbecomes
2n+1. To address this issue, models can be used to generateCPTs based on fewer parameters. Themethod used
in this thesis is the noisy-or model, which can be applied with binary fault and symptom nodes [12]. Binary
nodes are used to simplify the network, leading to fewer conditional probabilities that need to be estimated.

The faults are assumed to be independent, meaning that fault probabilities are unchanged by the states of
other faults. In the noisy-or model, the conditional probabilities of a symptom node are represented with
parameters ci, for every linked fault node i. The ci refers to the probability of a fault causing a symptom to
be detected. The formula for calculating the conditional probability is described in 2.2. The I(F ) function
describes the set of all i, where Fi is considered true for the conditional probability. This leads to a conditional
probability of zero for the case where no faults are true. By using the leaky-or model, only the ci has to be
estimated for each symptom instead of all probabilities for every combination of fault nodes. This reduces the
exponential number of parameters to a linear amount.

P(S|F ) = 1−
∏

i∈I+(F )
(1− ci) (2.2)

2.2.3. Building management systems

A building management system (BMS), or building automation system (BAS), is a platform used to control
andmonitor equipment in a building [36]. They are also used for controlling theHVACsystem,whichmakes
integration with a BMS necessary for performing automated FDD. There are several reasons for this. First,
the controls of the BMS determine how the HVAC system behaves. For example, the operation schedule and
temperature setpoints are set in the BMS. When these are set incorrectly, HVAC components may appear to
be functioning incorrectly when this is caused by incorrect BMS controls. Therefore, the control signals sent
to HVAC components from the BMS can be compared to intended designs to perform FDD. The second
reason is that the BMS contains sensor data for symptom detection. These are sensors such as temperature
or pressure sensors placed in the ducts or water pipes. Energy consumption data and component failure data
can also be included in the BMS. Finally, a BMS can also contain functionality for creating alarms based on
available sensor information. These can be used as an additional information source for performing FDD.

Modern BMS operate on an IP-based infrastructure, allowing operators remote control of multiple buildings
[36]. BMS are also increasingly integrated with various Internet-of-Things (IoT) devices present in buildings.



3
Descriptive analysis of case study and

historical data

In this chapter, the case studyAHUof building 28 on theTUDelft campus is described. An overview is given
of the various components within the AHU and their control mechanisms via the building management sys-
tem (BMS) from JohnsonControls. The figures and explanations of the BMS are based on design documents
and discussions with building operators.

3.1. Case study description

Figure 3.1: Component diagram of the case study AHU.

In Figure 3.1 the sensors and components of the analysed AHU are shown. The BMS control panel of the
AHU is shown in Figure 3.2, in which the control signals of the components can also be found.

The AHU is operated by monitoring various sensors. There are three types of sensors used for this: tem-
perature, pressure and pressure difference sensors. The air temperature sensors are located at the inlet (Ti),
between the ERW and the heating coil (Tp) and at the end of the supply duct (Ts) on the supply side of the
AHU.On the return side, they are located before the ERW(Tr) and between the ERWand the return fan (Te).
Pressure in the ducts is monitored by the two pressure sensors, located after the supply fan (ps) and before the
return filter (pr). Two pressure difference sensors measure differences in pressure before and after the two

13
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Figure 3.2: BMS control panel for the AHU in building 28, by Johnson Controls.

(a) Temperature setpoint of water supplied
by the boiler to the AHU (y-axis), calculated
based on outdoor temperature (x-axis).

(b) Temperature setpoint of air supplied by
the AHU (y-axis), calculated based on

outdoor temperature (x-axis).

(c)Heating coil return water temperature
setpoint (y-axis), calculated based on

outdoor temperature (x-axis).

Figure 3.3: Control rules of the AHU in the design document.

filters (Δps &Δpr).

Heat and cold are provided to the AHU by two gas-powered boilers and a chiller located in the cellar of the
building. Water is transferred from these units to the heating and cooling coils of the AHU, which heat or
cool air supplied by the AHU. The required supply temperature of the boiler to the AHU is calculated based
on the outdoor temperature, shown in Figure 3.3a. This is monitored by the BMS with a temperature sensor
measuring the return water temperature at the heating coil. When the outdoor temperature is lower than 6
◦C, the minimum heating coil return water temperature during startup is calculated based on the outdoor
temperature. This is shown in Figure 3.3c. When this is not the case, no setpoint is used for the return water
temperature. The heating coil also has a pump to retrieve water from the boiler, which the cooling coil does
not have.

A temperature setpoint defines the desired temperature of the air supplied by the AHU. This temperature
setpoint was set to 15 ◦C in the BMS in Figure 3.2. The setpoint temperature depends on the outdoor tem-
perature, as shown in Figure 3.3b. The BMS uses the supply temperature sensor to monitor whether this
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Figure 3.4: Order in which the coils and ERW are opened and closed from the design document. ‘Verwarmer’ refers to the HC,
‘warmtewiel’ to the ERW and ‘koeler’ to the CC. The y-axis shows the control signal, from 0% (closed) to 100% (open).

setpoint is being met. If the supply air temperature is below the setpoint, the ERW is activated, and if neces-
sary, the heating coil valve (HCV) is also opened. When the supply air temperature is above the setpoint, the
cooling coil valve (CCV) is opened further to reach the desired setpoint temperature. The valves control the
amount of warm or cold water flowing past the coils, which in turn transfer heat or cold to the supplied air. In
this manner, the ERW,HCV andCCV are operated based on the setpoint andmeasured supply temperature.
The CCV is not operated during the winter, and the HCV is not used during the summer.

Ventilationof theAHUis providedby a set of fans located at the endof the supply and returnducts. This is the
best configuration to minimise internal air leakage between the ducts, according to Eurovent, an association
representing the EuropeanHVAC industry [15]. Pressure in the ducts is monitoredwith the pressure sensors.
The AHU controls the fans to ensure that the measured pressure aligns with the supply and return pressure
setpoints specifiedby theBMS.Both setpoints should always be set to 185Paduringworking hours, according
to the design document of the AHU.The pressure setpoints are thus not dependent on outdoor temperature,
moisture or CO2 concentration.

Airflow into and out of the AHU is regulated with one supply damper and two return dampers. Dampers are
valves or plates that can stopor regulate the flowof air. Thedampers of the case studyAHUare only controlled
with signals to fully open or close. The supply damper is automatically opened by the AHUwhen the supply
ventilator is turned on. The two return dampers are located on the east and west sides of the building and are
opened by the BMS during working hours.

The AHU contains two air filters located before the ERW in the supply and return ducts. The filters are used
to keep the components inside of the AHU clean and to clean the air supplied by the AHU. The pressure
difference sensors are used as indicators that a filter needs to be replaced, as the pressure difference increases
when dust accumulates in the filters.

An interesting component in the AHU for FDD is the energy recovery wheel (ERW), which has been studied
less extensively in the literature. ERWs can be used to exchange heat or cold between in- and outgoing airflows.
However, the ERWof the case studyAHU is only turnedonduringworking hours if the return temperature is
higher than the outdoor temperature and if the supply fan is turned on. This means that the wheel is not used
to recover cold, as the return temperature is then lower than the outdoor temperature. The corresponding
control scheme is shown in Figure 3.4. As can be seen in the figure, the ERW is used to heat the air to the
desired setpoint temperature, before the heating coil valve is opened. If the desired temperature cannot be
reached by the ERW alone, the HCV is also increasingly opened. For cooling, the ERW is turned off and
the cooling coil valve is operated to reach the desired setpoint temperature. The technical specification of the
AHU states 49% efficiency for the supply airflow and 81% efficiency for the return airflow of the ERW.

The final components in the AHU are a moisture sensor and a frost sensor. The moisture sensor is used to
measure moisture in the supplied air. The value is not used to control any components in the BMS and there
are no alerts related to it. The frost sensor is used to measure frost on the heating coil. When the sensor
signals that frost is present, the following actions are taken: the damper is closed, the supply fan is turned off,
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Figure 3.5: Operation schedule of the AHu.

the heating coil valve is fully opened and the heating coil pump is turned on. The system returns to normal
settings when the sensor resets.

Besides the AHU, other units in the HVAC system, such as the boilers, chiller, radiators and ventilation, are
also controlled with the BMS. These units are powered on and off along with the AHU on a shared daytime
schedule. The BMS also features three seasonal modes: winter, summer and in-between seasons. The coils,
boilers and chiller are blocked or unblocked based on the active season. Onlineweather data and functionality
for creating alerts basedon sensor data are also included. Finally, an event log containing the recent alert history
and sensor data can be exported to Excel. These are not stored in the same manner as the sensor data, so they
need to be exported separately. All sensor data is stored on local computers on the campus for approximately
a month.

The following sensors were missing that could have been used to improve the diagnosis results: fan rotation
speed, fan power consumption, airflow, return water temperature at the cooling coil and supply water tem-
perature for both coils.

3.2. Historical data analysis
In this section, the historical data that was available for conducting the research is described.

The BMS includes an operation schedule for the entire building, according to which the AHU is activated.
As shown in Figure 3.5, the HVAC system is mostly operational from 08:00 to 20:00. The AHU is turned
off onweekends and several holidays, according to the schedule stored in the BMS. Based on this information,
the dataset was filtered between 08:00 and 20:00 for days when the AHUwas turned on.

Although sensor datawas available from2019 until 2023, only the data from2022 onwards containedmost of
the necessary sensor data. The outdoor temperature datawas stored from the 17th ofNovember 2021 and the
supply temperature setpoint from the 1st of August 2021. The return air temperature and pressure sensors
were also added in 2021 and the supply pressure data was measured in 30-minute intervals until August 2021.
Finally, the supply and return setpoints were available from the 2nd of August 2021. Because of thesemissing
values, the research has been applied to the data from 2022 and 2023. During this period, the only sensor that
was often unavailable was the return temperature sensor. Data for this sensor has only been stored from the
13th of September 2022, and from then only in 30-minute intervals. All other data was stored in 10-minute
intervals. Figure 3.6 shows for which days data was missing, with a black square for every 10-minute interval.

Besides the sensor data, alert logs generated by the BMS were available for 2018 until 2022. The alerts appear
infrequently, as in total only 12 alerts were signalled for the AHU in this period. The logs contain two types
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Figure 3.6: Available sensor data from 2022 until 2023. Missing data is shown in black for every 10-minute interval between 08:00
and 20:00.

of alerts, failure messages generated by components and alerts set by operators within the BMS. The alerts set
in the BMS are flow alerts, generated by the BMSwhen themeasured pressure is lower than 20 Pa, and fouling
alerts, generated when the pressure difference at one of the filters is more than 250 Pa. Four flow alerts were
present in the dataset, all occurring in 2020. Five failure alerts were for the ERW, of which three appeared in
2019, one in 2021 and one in 2022. Finally, a fouling alert appeared three times in 2020 for the supply filter.

Information on both gas consumption and electricity usage was available for the entire building, but not for
the AHU specifically. Furthermore, building 28 is equipped with solar panels that contribute to its power
supply, from which the amount of electricity produced was also available.

The distribution of the available sensor data is described with several boxplots for the filtered data. Figure 3.7
shows the distribution of the temperature sensors and temperature setpoint. The medians are shown with a
green line and the average values with triangles.

Three interesting aspects are shown in the figure. First, the outdoor and inlet temperatures show a similar dis-
tribution, however, the inlet temperature is slightly higher on average. The outdoor temperature data comes
from an online weather source in the BMS, while a temperature sensor in the BMSmeasures the inlet temper-
ature. Consequently, one of the temperatures could be biased, or the difference is caused by different mea-
surement locations. Additionally, the median of the preheating sensor is higher than the supply temperature
sensor median, which is also unexpected since the Dutch climate requires heating more often than cooling.
Therefore, the supply temperature sensor would be expected to be higher than the preheating sensor. Finally,
the figure shows that the supply temperature setpoint is set lower than 19 ◦C for a large portion of the dataset,
which contradicts the control document of the AHU. The setpoint can be seen to be set as low as 10 ◦C.

Figure 3.7: Temperature sensors and setpoint distributions.

Figure 3.8 shows the distribution of the pressure sensors, pressure difference sensors and pressure setpoints.
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The boxes are relatively small, indicating that most of the data is centred around the median. As expected, the
medians of the supply and return pressure sensors align with their respective setpoints. The supply pressure
difference sensor has more outliers, while the values are also more concentrated around the median compared
to the return sensor. The supply pressure setpoint is set at 185 Pa for all samples, the return pressure setpoint
is set at 200 Pa in all but two samples. This is also not in line with the design document of the AHU, which
stated that both fans should always be set to a setpoint of 185 Pa.

Figure 3.8: Pressure sensors and setpoint distributions.

The distributions of the control signals for the HCV, CCV, fans and ERW are shown in Figure 3.9. The
signals sent to the components range from 0% to 100%. The distributions of the CCV and HCV control
signals are relatively wide, due to the different heating and cooling needs depending on the outdoor weather.
The cooling coil is used on fewer days than the heating coil, resulting in a 0%median. The medians of the fan
control signals are expected to correspond to the control signal needed for adhering to the pressure setpoints.
The boxes are relatively small, which should be the case as the pressure setpoints are always constant. The box
of the ERW control reaches from 0% to 100%, as the ERW is operated to be turned off or on only, with 0%
and 100% control signals. The binary control signals for the ERW can increase the difficulty of maintaining a
stable supply temperature, as the ERWmay need to be continuously turned off and on to stay at the desired
setpoint temperature, instead of staying at a constant capacity like the valves. The median value of the ERW
control lies at 100%, showing that the ERW is frequently turned on.

Figure 3.9: Control signal distributions



4
FDD model development

This chapter describes the implementation of theDBN for diagnosingAHU faults. First, an overview is given
of AHU faults that can appear in AHUs, based on faults from the literature presented in Section 4.1. Then,
the faults, symptom detection rules and conditional probabilities of the developed DBN are described. The
chapter ends by describing the real-time implementation of the DBN.

4.1. AHU faults
Themethod that will be proposed in this thesis aims to diagnose faults in the AHU of building 28, while also
being generalisable to other AHU systems. Therefore, the diagnosed faults should be common faults that are
expected to apply to most AHUs in the Netherlands. Faults for AHUs without an ERWor with a preheating
coil are thus excluded, as these are less common in the Netherlands. A list of these faults is presented in Table
4.1, based on AHU FDD literature presented in Chapter 2. Some general faults were out of the scope of this
thesis, which was set to the operation of AHUs during working hours in the winter season. Therefore, faults
have been excluded related to the cooling coil and incorrect control outside of operation hours.

Control faults are listed separately inTable 4.1 and refer to incorrect control signals from theBMS to theAHU.
Faults for related equipment are combined for conciseness, such as faults for the fans at the supply and return
ducts. Fouling faults occur when dirt or dust accumulates in a part of the AHU. Air leakage is categorised
into internal leakage, where air leaks between the supply and return ducts, and external air leakage, where air
leaks into or out of the AHU.

4.2. DBN description
This section outlines the developed DBNmethod. The DBN is shown in Figure 4.1. The following section
describes and motivates which faults were chosen for diagnosis. Then, the chosen symptom detection rules
and thresholds are described. Finally, the edges in the network are explained.

4.2.1. Fault diagnosis

Based on the faults found in the literature, 27 faults are identified inTable 4.2 that can be diagnosed forAHUs.
The fault types are also shown, categorised into component and control faults as described in the 4S3F frame-
work. Most faults are of the component fault type, which are faults related to the physical malfunctioning of
components. The second fault type is the control fault type, which is considered as the BMS sending incor-
rect control signals to AHU components such as the fans, HCV or ERW. These faults can be diagnosed by
checkingwhether the control signals correspond to the intended design of the control schemes. The final fault
category from 4S3F, model faults, is not included as no efficiency calculations or value prediction methods
are used for symptom detection. This is further discussed in Section 4.2.2.

19
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Component Fault description
Heating coil Valve stuck in incorrect position; valve leakage; un-

stable valve control; undersized heating coil; fouling
heating coil.

Fan Efficiency degradation; stuck at constant speed, in-
creased pressure drop

Duct Internal or external air leakage; fouling
Filter Leakage past the filter; fouling
ERW Complete failure; stuck at constant speed; air leakage
Damper Stuck in incorrect position; air leakage
Pressure, temperature, airflow, humidity and CO2
sensors

Bias, drift or discrete values

Control Fault description
Setpoint Temperature setpoint incorrect; airflow setpoint in-

correct; pressure setpoint incorrect
Component control ERW control incorrect; HCV control incorrect; fan

control incorrect; damper control incorrect
BMS control Operating schedule incorrect; control sequencing of

valves and ERW incorrect

Table 4.1: General AHU faults found in literature [8, 20, 59]

The following paragraphs describe nine types of faults, which were chosen not to be included in the DBN.

First, faults related to CO2 and moisture sensors, as these are not used for controlling the AHU and are not
used for diagnosing other components in DBNs in the literature [61, 62].

Second, airflow sensor-related faults, as the AHU uses static pressure sensors instead of airflow sensors. Cor-
responding control symptoms have also been removed.

Third, the efficiency degradation of the fans. This can be measured by comparing the power consumption or
rotation speed of the fans to the airflow output [62]. However, the power consumption and rotation speed
of the fans are both not available in the case study AHU.

Fourth, the bias fault for the supply/return pressure sensors and the two pressure difference sensors. These
cannot be diagnosed because the pressure values cannot be determined from airflow or power consumption
data.

Fifth, fouling of the HCV and undersized HC capacity are not included due to a missing supply water tem-
perature sensor. This sensor is needed for calculating the expected heat transfer of the heating coil.

Sixth, damper leakage is not included as the diagnosis is done during working hours of the AHU. During
these hours the damper should always be opened.

Seventh, the incorrect operating schedule fault is also not included as only diagnosis during working hours of
the AHU is considered.

Eight, exhaust damper failure is excluded as the exhaust dampers are considered out of the scope of AHU
diagnosis. This is because the exhaust dampers are situated in different parts of the building and are therefore
considered part of the ventilation system.
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Component Fault Description
Fans, fanr Failure The supply or return fan is stuck at a certain speed or

fails completely.
Filters, filterr Leakage Air is leaking past the supply/return filter.

Fouling The supply/return duct or filter is filled with dirt/-
dust.

Heating coil Failure The heating coil valve is stuck at a certain position.
Leakage Theheating coil heats the airwhen the valve is closed.

ERW Failure The energy recovery wheel is stuck at a certain rota-
tion speed or fails completely.

Dampers Stuck closed The supply damper is stuck closed.
Ps sensor, Pr sensor Failure The supply/return pressure sensor shows outliers or

data is not available.
Ti, Tp, Ts, Tre combined Bias A temperature sensor is biased positively or nega-

tively
Ti, Tp, Ts, Tr and Te Failure A temperature sensor stores no data or shows out-

liers.

Control Fault Description

Temperature setpoint Setpoint set incorrectly The AHU supply temperature setpoint is higher or
lower than designed.

Ps setpoint, Pr setpoint Setpoint set incorrectly The AHU supply/return pressure setpoint is higher
or lower than designed.

ERW control Incorrect control signal The ERW control signal should be increased or de-
creased based on the supply temperature and set-
point.

HCV control Incorrect control signal The heating coil valve signal is incorrect.
Fans control, fanr control Incorrect control signal The supply/return fan control signal is incorrect.

Table 4.2: Faults diagnosed with the developed DBN.

Finally, duct fouling and leakages are not included in the DBN for building 28, as they have a small impact on
energy usage and are among the hardest faults to detect [9]. However, filter fouling has been included which
can lead to duct fouling. Fouling of the duct leads to filter fouling when the dirt from the ducts is blown into
the filters.

Asmentioned in the previous paragraphs, several sensors or control valueswere absent in theAHU, because of
which some faults were chosen not to be included in the DBN. The missing sensors and control signals were
the following: damper control signals; fan rotation speed sensors; fan power consumption; supply and return
airflow sensors; cooling coil return water temperature; and heating and cooling coil supply water temperature
sensors. For other AHUs, if the sensors are available the DBN structure could be altered in the following
way. The damper control signals could be used to check for incorrect control of the dampers, separating the
damper fault into a damper and component fault. High power consumption of the fans can be added as
symptoms linking to a new low fan efficiency fault, based on the designed fan efficiency of the AHU. Low
airflow and fan rotation speed symptoms could be added as symptoms linked to both fan control and fan
failure. With power consumption, airflow or fan rotation speed sensors available, pressure sensor biases could
also be diagnosed. The pressure bias fault could be linked to a symptom that compares the measured power,
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airflow or fan rotation speed to the measured pressure. Finally, if the water temperature sensors are present,
the coil efficiencies can be calculated and added as a symptom. These would also be linked to added low HC
or CC efficiency faults.

Several of the faults presented in Table 4.1 have been combined to lower the number of nodes in the DBN.
These are the failure and stuck component faults for the ERW,HCV and fans. Drift and discrete values faults
have been combined with bias faults, as these can all be detected by comparing the values of different sensors.
For the temperature sensors on the supply side, the failure and bias faults have been combined. The control
sequencing fault for the HCV and ERW is included in the HC control and ERW control faults. The sup-
ply damper control fault is combined with the failure fault, as it is mechanically operated inside the AHU.
Therefore no control signal is sent to the damper from the BMS.

All prior fault absent probabilities are set to 98% for components and 95% for control faults, which are also
used in the DBNs introduced by Taal et al [46]. Thus a 2% probability is expected of any component fault
being present and a 5% probability of any control fault, independent of any other faults or symptoms.

The posterior probabilities of the faults are the probabilities of faults being present given the detected symp-
toms. These probabilities are inferred by inputting the detecting symptoms into the DBN. A fault is consid-
ered to be detected if the probability is at least 60%. This value was chosen as it lies between the 70% threshold
used by Zhao et al. [62] and the 30% threshold used by Taal et al [45].

The implementation of the DBN contains multiple features for performing real-time fault diagnosis. The
first feature is a configurable diagnosis period, which is set as a number of 10-minute samples. As the DBN is
formulated for performing diagnosis of the AHU during operation, this period ranges from one 10-minute
sample up to all samples during which the AHU was operated. Based on the historical data, the AHU was
shown to be operated on a 12-hour schedule, which results in a maximum diagnosis period of 72 samples.
When the timespan has been determined, fault diagnosis is applied by detecting the symptoms for the chosen
timespan. Following that, the DBN is constructed and the faults are determined by inferring the probabilities
with the detected symptoms as evidence.

Additionally, two features have been added to improve the diagnosis results for longer detection periods. First,
symptoms need to be detected at least a certain number of times before they are considered detected. Second,
each symptom needs to be detected several times consecutively. The chosen thresholds are described in the
diagnosis setup sections inChapter 5 andChapter 6. The first thresholdwill be referred to as the total number
of symptoms threshold and the second as the consecutive symptom threshold.

When combined, the thresholds determine that symptoms are only considered detected if they appear inmul-
tiple samples consecutively a certain number of times. For example, with a total number of symptoms thresh-
old of three and a consecutive symptoms threshold of two, for at least three samples the symptom also has
to be detected in the previous sample to be considered detected. The used threshold values are listed in the
experimental setup of Chapters 5 and 6.

4.2.2. Symptom rules

Aknowledge-based approach is used for symptomdetection. This implies that theDBNdoes not need histor-
ical data to perform symptom detection by applyingmethods such as regression ormachine learning. Instead,
rules are determined based on knowledge of how AHU systems are supposed to operate during fault-free op-
eration. This approach is similar to symptom detection rules presented by Taal et al. and the APAR rules
[44, 45]. Three of the symptom detection rules used by Chitkara are also similar because they also do not re-
quire historical data [8]. These rules are the comparisons between themeasured and setpoint air temperatures.
Several rules applied by Zhao et al. are also knowledge-based [61, 62].

The symptom detection rules used in the DBN are listed in Table 4.4. Symptoms and faults in the introduced
DBN have only two states, present or absent. This simplifies the construction of the DBN, by needing only
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Threshold ε1 ε2 ε3 ε4 ε5s ε5r ε6 ε7 ε8 ε9
Value 5 Pa 5 Pa 1 Pa 239 Pa 174 Pa 5 Pa 1 ◦C 1 ◦C 1 ◦C 5
Threshold ε10 ε11 ε12 ε13 ε14 ε15 ε16 ε17 ε18 ε19
Value 2 ◦C 1 ◦C 1 ◦C 0.49 -25 ◦C 50 ◦C 0 Pa 500 Pa 19 ◦C 22 ◦C

Table 4.3: Thresholds values used for symptom detection.

one parameter for each conditional probability between a fault and symptom. It also helps in making the net-
workmore interpretable. Besides available sensor data, the rules also use additional data provided by the BMS,
mentioned in Chapter 3.1. These are the various alerts generated by malfunctioning components, which are
the fans, HC and ERW, as well as alerts generated by the BMS related to the airflow. The outdoor temperature
values stored in the BMS come from online weather data and are referred to as To in the DBN. This data is
assumed to be correct, and therefore no outdoor temperature bias node was added.

The symptom rules were formulated to have strong correlations to the chosen faults. In this way, a DBN is
created with fewer edges, leading to smaller CPTs (conditional probability tables), faster computation and a
more interpretable network. The ε thresholds determine howmuch the values can deviate from the expected
values. Increasing the thresholds leads to more detected symptoms and decreasing the threshold values does
the opposite. They therefore have a significant effect in determiningwhich symptoms are detected. In general,
the thresholds were chosen to be relatively large, leaving some room for error. The chosen ε values are listed
in Table 4.3. An explanation of the chosen values is given at the end of this section.

Most of the symptoms are operational state (OS) symptoms from 4S3F. These are based on measured values,
for example from temperature and pressure sensors. The only balance symptoms are the temperature bias
symptoms, which compare the temperatures at different locations in theAHU.No air pressure balancemodel
could be constructed, as no pressure sensors are available at the inlet and outlet of the air ducts. In addition,
water temperature sensors were not present to detect aggregated or sub-system energy balance symptoms, as
suggested byWang et al [57].

Two energy performance (EP) symptoms are used, for detecting low ERW and HC efficiency. There are no
additional EP symptoms, as no temperature or pressure balance model is created. Additional symptoms are
not considered, which are optional for further improving the diagnosis results.

The following sections describe all of the formulated symptom rules, categorised by the sensors compared in
the symptom detection rule.

Temperature-related symptoms

SymptomS1detectswhether the damper is unintentionally closed, by comparing the inlet temperature sensor
to the outdoor temperature data. The temperatures should be similar, as the air is not heated before the inlet
sensor.

Symptom S16 is similar to S1, as both compare the outdoor and inlet temperatures. The threshold for symp-
tomS16 is smaller compared to S1 however, to detectwhether the inlet sensor is biased. This rule also contains
thresholds for detecting outliers ormissing values for the inlet sensor, to decrease the size of the network. This
symptom rule is based on the assumption that the outdoor temperature data is correct, allowing the inlet
temperature to be compared to the outdoor temperature for detecting a bias.

Also on the supply side, S17 detects failures or biases of the preheating temperature sensor. By detecting both
failures and missing data, the number of symptoms in the AHU is decreased. Symptom S17 is detected if the
difference between the preheating temperature and the inlet temperature is greater than 1 ◦Cwhen the ERW
is off. If the temperatures are expected to be equal, as otherwise one of the sensors could be biased.
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SymptomS18 is similar, but instead compares the temperatures before and after the heating coil. The absolute
difference between these temperatures should be small when the heating coil valve is closed. When the differ-
ence is larger than 1 ◦C, while theHCV andCC control signal are 0%, the symptom is detected. Additionally,
the symptom is detected if missing values or outliers are detected.

If there is a temperature difference before and after the heating coil, it could be either caused by biased tem-
perature sensors, or a leaking heating coil valve. To distinguish these faults, symptom S26 was added, which
also compares the temperatures with the same threshold of 1 ◦C. However, for this symptom, the difference
is taken as the supply temperature minus the preheating temperature, instead of the absolute temperature.

On the return side, symptoms S19 and S20 detect failures and outliers for the return and exhaust temperature
sensors, while S21 is used for detecting a bias between the return and exhaust temperature sensors. Symp-
tom S21 is detected if the ERW is turned off and the difference between the return and exhaust temperature
sensors is greater than ε7. The bias fault for the return and exhaust temperature sensors has been combined
because the sensor values cannot be compared to any other sensors, which was the case for the supply-side
temperature sensors. Therefore only diagnosis of a bias between both sensors can be diagnosed, but not for
either specifically.

Pressure-related symptoms

There are no symptoms for detecting whether the pressure sensors are biased, due to lacking sensors for the
case study. However, failures are detected for the pressure sensors in symptoms S30 and S31, by checking
for outliers and missing data. For the pressure difference sensors, symptoms S32 and S33 detect outliers or
missing data.

Setpoint-related symptoms

ThreeOS symptoms (S4, S7 and S23) comparemeasured values to the setpoints. This type of symptom is also
often present in DBNs published in the literature, as they indicate that the AHU is failing to deliver the air
at the required rate or temperature [45, 62]. Symptom S23 is detected when the absolute difference between
the supply temperature sensor and the setpoint is larger than threshold ε9. Symptoms S4 and S7 are detected
when this is the case for the supply and return pressure respectively, using threshold ε3.

Incorrect setpoints are detected with OS symptoms S8 for the supply pressure, S9 for the return pressure and
S34 for the supply temperature setpoint. S8 is detected when the supply setpoint is set at least 5 Pa differently
than 185 Pa and S9 is detected when the return setpoint is set more than 5 Pa differently from 200 Pa.

As stated in Section 3.2, 185 Pa and 200 Pa are used based on the historical data. Symptom S34 is detected
when the setpoint is set below 19 ◦C or above 22 ◦C, which should not happen according to the design doc-
ument of the AHU shown in Figure 3.3b. Another approach for this symptom could have been to calculate
the intended setpoint value based on the linear relationship shown in Figure 3.3b, but this was not done to
allow for some deviation from the design document.

Component control-related symptoms

Incorrect control signals are detected for the fans, heating coil valve and energy recovery wheel. These symp-
tom rules are the most sophisticated, combining multiple statements. All of these symptoms are detected
when the control signal is less than 0% or greater than 100%. Additionally, the setpoint temperature or pres-
sure is used to check whether the control signal should be set lower or higher. For the supply and return fans
symptoms S3 and S6 are formulated. Their symptom detection rules state that the control signal should be
increased when the respective pressure setpoint is not being met, while the control signal is not at the maxi-
mum value (100%). The opposite case is detected if the control signal is not set to 0% even though the current
measured pressure is higher than the setpoint value. The threshold used for deviation from the setpoint is ε2.
Symptoms S22 and S27 apply a similar rule, detecting a control symptom when the difference between the
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measured supply temperature and setpoint becomes larger than thresholds ε8 and ε12. Both symptoms are also
detected if the signals do not follow the correct sequencing. The ERW should always run at 100% capacity
if the heating coil valve is opened, otherwise, the heating coil is used to heat the air while heat recovery could
be applied. Therefore the control signal for the ERW should not be lower than 100% while the HCV control
signal is above 0%. In this scenario, both of the control signals are incorrect, and therefore the rule is added
for both symptoms.

Efficiency-related symptoms

Two symptoms detect low efficiencies, S25 for the heating coil and S28 for the ERW. Because the return water
temperature is missing, the efficiency cannot be calculated directly from the difference between the water be-
fore and after the heating coil. Therefore, a different method was used as an indication of the efficiency. The
symptom rule calculates the difference between the preheating and supply temperatures and compares this to
the HCV control signal. Threshold ε10 is multiplied with the control signal for the minimum required tem-
perature difference. The threshold is therefore based on the expected minimum temperature difference when
the valve is fully opened. Symptom S28 detects low efficiency for the ERW, by comparing the temperatures
before and after the ERW. The efficiency calculation is based on a formula for an ideal heat recovery system,
where all of the heat is transferred [6]. The efficiency of ERWs can be calculated in two different ways, either
by comparing the difference in airflow temperatures in the supply or return duct.

S28uses the return side insteadof the supply side for calculating the efficiency. This is donebecause theheating
coil on the supply side could influence themeasuredpreheating temperature. A side benefit of using the return
instead of supply temperature sensors is that the supply efficiencies of ERWs are often overestimated, while
the return efficiencies are underestimated [6]. Therefore, the listed return efficiency of the ERW is better used
as a minimum expected efficiency threshold. However, for this case study specifically using the return side is
less convenient since the return temperature sensor data is stored less often than the preheating sensor. This
decreases the number of samples for which this symptom can be detected.

Alert-related symptoms

Several of the symptoms are related to BMS alerts. Symptoms S2 and S5 are detected when the BMS shows a
failure alert message related to one of the fans. Symptoms S24 and S29 are also linked to alerts generated by
components, S24 links to the heating coil pump failure alert and S29 to the ERW failure alert. The alerts of
symptoms S11 and S13 are created by the BMS, set by the building operators to turn on when the pressure
difference at one of the filters exceeds 250 Pa.

Filter-related symptoms

Four symptoms have been added to detect leakage and fouling of the supply and return filters. Symptoms
S10 and S12 detect filter fouling by comparing the supply or return pressure difference to threshold ε5s or ε5s.
Filter leakage is detected with low-pressure difference symptoms S14 and S15. The symptoms are detected if
the control signal of the fan is at least 5% and the pressure difference is less than the expected threshold ε6.

Epsilon threshold values

Asmentioned at the beginning of this section, the threshold values shown in Table 4.3 have a strong influence
on how often symptoms are detected. The thresholds for bias detection and deviation from the temperature
setpoint have all been set to 1 ◦C for consistency. For deviation from the pressure setpoint, the threshold was
set to 5 Pa. Where possible, data from the AHUwas used for determining the values.

For the filters, the expected minimum and maximum pressure differences were available in the design docu-
ments. The minimum values were not used, however, as they were higher than the measured pressure differ-
ences shown in Figure 3.8. Themaximum resistances before needing replacement were used for thresholds ε5s
and ε5r . The return side efficiency of the ERW was used to set threshold ε13. The values of other thresholds
were based on estimations.
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4.2.3. Conditional probabilities

The developed DBN, presented in Figure 4.1, shows all the relationships between the symptoms and faults.
Some of the faults and symptoms that occur in both the supply and return sides of the AHU have been com-
bined in the figure. This is indicated with a subscript ‘s/r’. For combined fault nodes, the structure of edges
to symptom nodes is different depending on whether the symptom node is also combined. If the symptom
node is also combined, the supply side fault is linked to the supply side symptom and the return side fault
is connected to the return side symptom. For example, the top-left Tr/e failure fault represents the Tr/e fault
connected to symptom S19 and the Te fault connected to symptom S20. If the symptom node contains one
symptom, both faults are connected to it. An example of this is the connection from the Tr/e failure fault to
symptom S21, representing that the Tr fault and Te fault are both connected to symptom S21. The damper
is connected only to symptoms S14 and S4 because these are both supply-side symptoms.

All symptoms and faults in the DBN are connected, there are no disjoint graphs. However, the DBN can be
loosely divided into temperature-related faults and symptoms at the top, and pressure-related symptoms and
faults at the bottom. There are few edges between these sides, with three exceptions. These are edges from fan
failure, fan control and damper faults, connecting from the bottom to the top part of the DBN. The damper
failure fault is connected to symptomS1 because a closed damperwould cause the inlet temperature to deviate
from the outdoor temperature. The fan failure and control faults are connected to the heating coil and ERW
efficiency because the efficiencies assume sufficient airflow.

The other relationships between symptoms and faults were determined as follows. The sensor faults are con-
nected to symptoms where their values are used in the symptom detection rule, such as the supply tempera-
ture for calculating the deviation from the setpoint in symptom S23. The only exception is the connection
between the pressure difference faults and the filter alerts, which is because the filter alerts also rely on the
pressure difference data. The component failure faults of the fans, HC and ERW are linked to corresponding
alert, efficiency and setpoint comparison symptoms. TheHC leakage fault is connected to symptoms S18 and
S26, which calculate the difference between the temperature before and after the heating coil. Failure of the
supply damper can cause a difference between the inlet and outdoor temperatures, or a lower supply pressure
(difference). Therefore this fault has been linked to symptoms S1, S4 and S14. Filter leakage has little influ-
ence on measured data, and is therefore connected only to the low pressure difference symptoms (S14 and
S15). The filter fouling fault is connected to both the alert (S11 and S13) symptoms and the high pressure
difference symptoms (S10 and S12), which are both detected with a high pressure difference.

For the control faults, all related temperature or pressure faults were connected. For theHC andERWcontrol
faults, these are the symptoms that check their control values (S22 and S27), as well as a deviation between
the measured supply temperature and setpoint (S23). The fan control faults are linked to the fan control
symptoms (S3 and S6), as well as the symptoms comparing the measured pressure and setpoint (S4 and S7).
As mentioned above, the fan control symptoms are also connected to the efficiency symptoms (S25 and S28).
The supply temperature setpoint fault is connected to symptoms S34 and S23 because both symptoms use
the setpoint value. This reasoning was also followed for the pressure setpoint faults.

The conditional probabilities of the network have been simplified into two types: strong andweak links. Black
edges represent strong conditional probabilities of 90% and grey edges weak conditional probabilities of 30%.
Theoretically, separate conditional probabilities can be defined for every edge in the network, but this becomes
cumbersome inpractice. Furthermore, Taal et al. have shown that the chosen absolute conditional probability
values are less important than the relative values [45].

For each component fault, the conditional probability of the related alert symptomwas set to strong. If a fault
hadno related alert, themost likely symptomwas considered strong. This approachwasmadepossible because
symptoms were formulated to correspond to the chosen faults. The ERW andHC efficiency symptoms were
also considered strong conditional probabilities for the ERW andHC failure faults.
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Symptom S23 is connected to a relatively large number of faults, as it can be caused by multiple control, com-
ponent or sensor faults. This is also the case for symptoms S4 and S7, which are detected when the measured
pressure is different from the setpoint. Because of this, they have no strong conditional probability edges, as
the number of possible causes is too large to be certain which fault likely caused it.

The entire CPT for each symptom node is constructed with the leaky-or model based on the conditional
probabilities, as described in section 2.2.2. The CPT of a symptom node contains probabilities for each com-
bination of fault states that are connected to the node.

4.3. Data preprocessing
The preprocessing of the different datasets that were used for diagnosis is described in this section.

Fault diagnosis was applied to three different datasets. First, a comma-separated values (CSV) file with the
experiment sensor data. Secondly, a CSV file containing the historical data of 2022 and 2023. Finally, the
pandas DataFrame that was exported from the Kafka cluster. While the datasets were preprocessed similarly,
there were some differences.

For the historical data from 2022 and 2023, the two CSV files were first combined and then processed in
several steps. First, alerts from the alert log were added to the dataset, aligned with the corresponding 10-
minute intervals. Next, the data was indexed by date and time. The columns necessary for analysis were
then renamed and unnecessary columns were removed to reduce the DataFrame’s size. Additionally, strings
containing commas were converted to floats.

Compared to the historical data, the experiment data contained different column names and time formatting.
Outdoor temperature data and setpoint data were not present in the dataset, so these were added manually.
This is further described in Section 5.2. No alertswere signalled during the experiments, but the columnswere
still added so the same DBN structure could be applied. Finally, the data was converted to 10-min samples.
TheCSV file contained rows for every 5minutes, althoughmost of the data was stored in 10-minute intervals.

The real-time data exported from Kafka also consisted of different column names compared to the historical
and experimental datasets. In addition, this data was stored in Coordinated Universal Time (UTC) format,
which needed to be converted to the local ‘Europe/Amsterdam’ time zone. Alerts were not yet part of the
Kafka environment, so these were also added to the DataFrame manually as columns of zeros.



4.3. Data preprocessing 28

Figure 4.1: DBN developed for the case study AHU.
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Symptom Rule

S1 Comparison Ti and To |Ti − To| > ε1
S2 Supply fan alert is present As,fan = 1
S3 ComparisonUs,fan, ps,set and ps Us,fan < 0% orUs,fan > 100% or

(Us,fan < 100% and ps < ps,set − ε2) or
(Us,fan > 0% and ps > ps,set + ε2)

S4 Difference ps,set and ps |ps − ps,set| > ε3
S5 Return fan alert is present Ar,fan = 1
S6 ComparisonUr,fan, pr,set and pr Ur,fan < 0% orUr,fan > 100% or

(Ur,fan < 100% and pr < pr,set − ε2) or
(Ur,fan > 0% and pr > pr,set + ε2)

S7 Difference pr,set and pr |pr − pr,set| > ε3
S8 Comparison ps,set |ps,set − 185| > ε4
S9 Comparison pr,set |pr,set − 200| > ε4
S10 HighΔps Δps > ε5s
S11 Supply filter alert present As,filter = 1
S12 HighΔpr Δpr > ε5r
S13 Return filter alert present Ar,filter = 1
S14 LowΔps Us,fan ≥ 5 andΔps < ε6
S15 LowΔpr Ur,fan ≥ 5 andΔpr < ε6
S16 Difference Ti and To |To−Ti| > ε7 orTi = NaN orTi < ε14 orTi > ε15
S17 Difference Tp and Ti with ERW off (|Tp − Ti| > ε7 andUerw = 0%) or

Tp = NaN or Tp < ε14 or Tp > ε15
S18 Difference Ts and Tp with HCV&CCV closed (|Tp − Ts| > ε7 andUhcv = 0% andUccv = 0%) or

Ts = NaN or Ts < ε14 or Ts > ε15
S19 Tr outlier or missing data Tr = NaN or Tr < ε14 or Tr > ε15
S20 Te outlier or missing data Te = NaN or Te < ε14 or Te > ε15
S21 Difference Tr and Te with ERW off |Tr − Te| > ε7 andUerw = 0%
S22 ComparisonUhcv, Ts and Tset (Uhcv > 0% and Ts > Tset + ε8) or

(Uhcv < 100% and Ts < Tset − ε8) or
(Uhcv > 0 andUerw < 100) or
Uhcv < 0% orUhcv > 100%

S23 Difference Ts and Tset |Ts − Tset| > ε9
S24 Heating coil pump error present Ahc = 1
S25 Low heating coil efficiency (Ts − Tp) < ε10 ∗ Uhcv

100 andUhcv > 0%
S26 Comparison Tp and Ts with HCV closed Uhcv = 0% and Ts > Tp + ε11
S27 ComparisonUerw, Ts and Tset (Uerw < 100% and Ts < Tset − ε12 and Tr > To)

or (Uerw > 0% and Tr < To) or
(Uerw > 0% and Ts > Tset + ε12) or
(Uhcv > 0 andUerw < 100) or
Uerw < 0% orUerw > 100%

S28 Low ERW efficiency Uerw > 0% and (Tr−Te
Tr−Ti

< ε13 ∗ Uerw
100 )

S29 ERW alert present Aerw = 1
S30 ps outlier or missing data ps = NaN or (ps < ε16) or (ps > ε17)
S31 pr outlier or missing data pr = NaN or (pr < ε16) or (pr > ε17)
S32 Δps outlier or missing data Δps = NaN or (Δps < ε16) or (Δps > ε17)
S33 Δpr outlier or missing data Δpr = NaN or (Δpr < ε16) or (Δpr > ε17)
S34 High or low Tset Tset < ε18) or Tset > ε19)

Table 4.4: Symptoms detection rules of the DBN.



5
Experimental validation

In this Chapter, the developed DBNmethod is validated with fault experiments. First, the fault experiments
that were conducted on the case study AHU are described. Then, the setup used for diagnosing faults for
the experimental dataset is outlined. This is followed by the results of applying the developed DBN to the
gathered data from the experiments. The chapter concludes with a discussion on the impact of the different
diagnosis periods and DBN structure on the diagnosed faults.

5.1. Description of experiments
The developed DBN was validated with experiments conducted at the case study building in March 2024.
The experiments were conducted during weekends when no occupants were inside the building, so the exper-
iments could be performed without causing any disturbance.

Faults were introduced by changing controls in the BMS. For example, the first experiment changed the fan
control signal to 30%. In this case, the DBN should diagnose an incorrect control signal fault. Since the faults
were introduced via the BMS, no BMS alerts were present in the BMS on the days that experiments were
conducted. Additionally, the experiments could not simulate ERW, HC and fan failure faults. This was not
possible because the case study AHUwas used for normal operation on weekdays.

The performed experiments are listed in Table A.1. In total, thirteen experiments were carried out on four
different days. Control faults were simulated where the control signal was set either too low or too high, as
well as incorrect setpoint faults and sensor bias faults. The experiments were limited to the supply side of the
AHU, as the return side components were expected to show similar results.

In the rest of this section, the control signals and sensor values during each experiment are shown. This allows
interpretation of the diagnosed faults presented in Section 5.3.

Figure 5.1 shows the first two experiments, which changed the supply fan control signal to 30% and 70% on
March 23rd. As should be expected, the measured pressure changes because of the fan control signal. The
fan does not supply the required pressure of the setpoint. During the first experiment, the measured supply
pressure lies below the setpoint and during the second setpoint it lies above.

The ERW control signal was set to 0% during the experiment shown in Figure 5.2. Because of the incorrect
ERW control signal, the HCV is opened to reach the desired supply temperature setpoint without the ERW.
However, the HCV control signal is unstable, also leading to an unstable supply temperature. Normally, the
HCV would not be opened while the ERW is turned off, which may have impacted the HCV control rule
calculation. The control signal to the HCV can be found to correspond to a delayed increase or decrease in
supply temperature in the figure.

30
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Figure 5.1: Supply fan control experiments conducted onMarch 23rd. The control signal of the supply fan is compared to the
measured supply pressure and pressure setpoint.

Figure 5.2: ERW experiment conducted onMarch 23rd. The control signal of the ERW is compared to the control signal of the
HCV and the preheating and supply sensors.

The supply pressure setpoint was set to 235 Pa and 135 Pa instead of 185 Pa in two experiments on March
24th. The experiment is shown inFigure 5.3. The control signal to the supply fan is adjustedwhen the setpoint
changes.

The pressure sensor at the supply side of the AHU was set to 130 Pa in the experiment shown in Figure 5.4
and to 200 Pa in the experiment shown in Figure 5.5. The fan control signals are correctly set to 100% and 0%
by the AHU, aiming to increase or decrease the measured pressure by controlling the fan. The DBN does not
include bias faults for the pressure sensors, however, this experiment was still conducted to find if different
faults would be diagnosed instead.

In Figure 5.6, the control of the HCV during the experiments on the 29th of March is shown. The supply
temperature data is also shown in the figure. As expected, the supply temperature drops when the heating coil
valve is closed at 09:25. It then slowly increases after the control signal is set to 30% at 11:24. From 17:00 until
20:00 the control signal is set to 100%, which should increase the supply temperature substantially. Surpris-
ingly, this is not the case. When the control signal is set by the BMS again at 20:00, the supply temperature
suddenly sharply increases. Therefore it seems that theHCVwas not actually opened to the intended control
value.
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Figure 5.3: Supply pressure setpoint experiments conducted onMarch 24th. The supply pressure setpoint is compared to the
control signal of the supply fan.

Figure 5.4: Supply pressure sensor experiment conducted onMarch 24th. The sensor value was changed to 130 Pa.

The temperature setpoint was set to 23 ◦C and 17 ◦C in two experiments on the 30th ofMarch. These exper-
iments are shown in Figure 5.7. During the first experiment, the HCV is increasingly opened until the high
temperature setpoint is reached. The supply temperature then stabilises around the required temperature.
When the temperature setpoint becomes 17 ◦C, the supply temperature does not stabilise. Instead, it fluctu-
ates between 12 ◦C and 20 ◦C. As Figure 5.7 shows, this is because of the unstable HCV and ERW controls.
The ERW is sometimes turned off, which is inefficient as the supply temperature can also be decreased by
lowering the control signal to the HCV. Additionally, the HCV signal is set to 0% instead of being reduced
slightly. This causes the supply temperature to drop around 5 ◦Cmultiple times.

In the final experiment, the measured value of the supply temperature sensor was set to 17 ◦C. The tempera-
ture value and control signals of the HCV and ERW are shown in Figure 5.8. The control signals correspond
to expected behaviour. The HCV control signal is continuously increased to reach the desired setpoint tem-
perature, but because the measured value has been set to 17 ◦C this is not achieved. The ERW is also turned
on immediately after the start of the experiment.

The previous figures showed that for some experiments, the AHU did not respond to the altered control
signals as expected. Therefore, the faults that are diagnosed should be different faults from the faults inten-
tionally introduced during the experiments. For example, when the HCV control signal was set to 100%, the
supply temperature remained below the setpoint temperature. Consequently, this should be diagnosed as a
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Figure 5.5: Supply pressure sensor experiment conducted onMarch 30th. The sensor value was changed to 200 Pa.

Figure 5.6: HCV control experiments conducted the 29th of March. The control signal was set to 0%, 30% and 100%.

HC failure fault instead of aHCV control fault. It is possible that a fail-safemechanism in the BMSprevented
the AHU from fully opening the HCV, which could explain why the supply temperature did not increase as
expected. For the majority of experiments, however, the BMS adjusted the control signals as expected based
on the faults that were introduced.

5.2. Diagnosis setup
The setup for the diagnosis of the data from the experiments is outlined in this section. First, the sensor data
that was available is described, as well as how issues regarding missing data were handled. This is followed by
the diagnosis periods and symptom detection thresholds that were used for performing the diagnosis.

Fortunately, the majority of sensor data from the experiments was available. In contrast to the historical data,
the return temperature sensor data was now also stored in 10-minute intervals. The sensor data that was
missing were the supply/return pressure and supply temperature setpoints, as well as outdoor temperature
data.

The outdoor temperature data was replaced with weather data from the KNMI, the DutchNationalWeather
Service. The temperature was recorded at the RotterdamTheHague Airport, located approximately 6.5 kilo-
metres from the case study building, at one-hour intervals. Therefore, the data was interpolated to align with
the required 10-minute sampling interval.
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Figure 5.7: Two temperature setpoint experiments conducted on the 30th of March. The setpoint was set to 23 ◦C and 17 ◦C.

Figure 5.8: Supply temperature sensor experiment conducted on the 30th of March. The measured value was set to 17 ◦C.

In order to replace the setpoint data, values were added to the dataset manually. The temperature setpoint
was replacedwith a value of 20 ◦C, except during the temperature setpoint experiments on the 30th ofMarch,
when they were set to 23 ◦C and 17 ◦C. The return pressure setpoint was replaced with a 200 Pa value for
all experiments. For the supply pressure setpoint 185 Pa was used for all experiments except for the supply
pressure setpoint experiments on the 24th of March.

Different intervals for symptom detection are compared to establish which diagnosis period should be con-
sidered for real-time fault diagnosis of AHUs. The diagnosis is performed on 1-, 3-, 6-, 12- and 18-sample
periods. As the samples are recorded every ten minutes, the diagnosis interval ranges from ten minutes to
three hours. These periods were chosen because the experiments were conducted over a maximum period of
three hours. Additionally, the experiments were conducted consecutively for practical reasons, so the diagno-
sis period could not be extended further.

For each experiment, the first sample that was diagnosed was the first ten-minute interval following the start
time of the experiment. The final sample diagnosed is determined by either the diagnosis period or the last 10-
minute sample before the experiment’s end time, if the diagnosis period was longer than the duration of the
experiment. For three experiments with a shorter duration, the symptoms detected are thus the same for some
of the longer diagnosis periods. However, the results can still be different because of the different threshold
values. These shorter experiments were the Uhcv = 0%, ps = 200 Pa and Ts = 17 ◦C experiments.
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The experiments were also diagnosed with different symptom thresholds for each diagnosis period to allow
comparison of their effect on the diagnosed faults. Symptom detection thresholds were set for each period as
follows. The threshold for the total number of symptoms is defined by ⌈ p6⌉, for p number of samples. For the
consecutive symptom threshold, the threshold was set to one sample for the 1-sample diagnosis period and to
two samples for the other periods.

5.3. Diagnosed faults

Diagnosis period 10 minutes 30 minutes 1 hour 2 hours 3 hours
Fault
Us,fan = 30% Us,fan, Ter bias,

Ti, Ts

Us,fan, Ter bias,
Ti

Us,fan, Ter bias,
Ti, Uhcv

Us,fan, Ter bias,
Ti, Uhcv

Us,fan, Ti, Uhcv

Us,fan = 70% Us,fan, Uhcv Us,fan, Uhcv Us,fan, Ti, Uhcv Us,fan, Ti Us,fan, Ti

Uerw = 0% Ter bias, Tp Ter bias, Tp Ter bias, Tp Ter bias, Ti, Tp Ter bias, Ti, Tp

ps,set = 235 Pa ps,set ps,set ps,set ps,set , Uhcv ps,set
ps,set = 135 Pa Us,fan, ps,set , Ti ps,set , Ti ps,set , Ti ps,set ps,set
ps = 130 Pa Us,fan, Ur,fan,

Ti, Uhcv

Dampers, Ti Dampers, Ti Dampers, Ti Dampers, Ti

ps = 200 Pa Us,fan, Uhcv Us,fan, Uhcv Us,fan, Ti, Uhcv Us,fan, Ti, Uhcv Us,fan, Ti, Uhcv

Uhcv = 0% Ts, Uhcv Ts, Uhcv Ts, Uhcv Ts, Uhcv Ts, Uhcv

Uhcv = 30% Uhcv Uhcv Uhcv Uhcv Uhcv

Uhcv = 100% Ti, HC Ti, HC Ti, HC Ti, HC Ti, HC
Tset = 23 ◦C Tset Tset Tset , Uhcv Tset Tset

Tset = 17 ◦C Ter bias, Tp,
Tset

Tset , Uhcv Tset , Uhcv Tset , Uhcv Ti, Tset , Uhcv

Ts = 17 ◦C Ti, Uhcv Ti, Uhcv Ti, Uhcv Ti, Uhcv Ti, HC

Table 5.1: Diagnosed faults for all of the experiments with five different diagnosis periods.

In this section, the results of applying the developed DBN with different diagnosis intervals to the data gath-
ered from the experiments are presented. Table 5.1 shows the faults diagnosed with the DBN for each diagno-
sis period. The posterior probabilities of all faults for each experiment are shown in Figure 5.9.

Several faults are diagnosed in multiple experiments, unrelated to the fault that was introduced. The Ti fault
is diagnosed often, which is not surprising as this fault was also present in the historical data. This is also the
case for the Uhcv fault, which was also diagnosed in 30% of all historical days. The Ter bias faults also appear
often in the diagnosed faults. This was not the case for the historical data, because this symptom could not be
diagnosed due to themissing return temperature data and the consecutive symptom threshold. SymptomS21
is linked with a strong conditional probability to this fault. It is detected when there is a difference between
the return and exhaust temperatures when the ERW is turned off, as the temperatures should be similar in
that case. Therefore the number of samples where this symptom can be detected is limited to samples where
the ERW is turned off. This explains why it is detected during the experiment where the ERW control signal
is set to 0%.

For the following eight experiments, faults were diagnosed correctly in all diagnosis periods. In both fan con-
trol experiments, the incorrect control signal fault is correctly diagnosed. The high and low pressure setpoint
faults are also detected as well as the HCV control signal faults in the 0% and 30% experiments. Finally, the
temperature setpoint was diagnosed in both experiments in all diagnosis periods.
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Figure 5.9: Inferred posterior fault probabilities of the original DBN for each experiment with a 3-hour diagnosis period.

Bias faults for the pressure sensors were not included in the DBN, only missing data or outliers. Therefore
the frozen sensor values during the pressure sensor experiments could not have been diagnosed. However, the
DBN should still recognise that the AHU is operating with faults, as the stuck pressure sensor value caused
several symptoms to be detected. During the ps = 130 Pa experiment, the closed damper fault is diagnosed
in all diagnosis periods longer than 10 minutes. This is also a component fault, similar to the pressure fault
which also causes a lower pressure and deviation from the setpoint. For the ps = 200Pa experiment, the supply
fan control fault is diagnosed. This does not correspond to the control signal shown in Figure 5.5, which is
correctly set to 0% based on the high measured pressure.

During the experiment where the heating coil control signal was set to 100%, the supply temperature did not
increase as expected. This is shown in Figure 5.6. The fault that was detected for this experiment was the
heating coil failure fault, instead of the HCV control fault. This aligns with the control signal, which could
not be increased anymore to reach the desired supply temperature. Therefore, the DBN considers the HC to
be failing as the temperature is not increasing as intended. This shows that the fault can be diagnosed even
without a failure alert.

Two faults were not diagnosed correctly by theDBN.These are the ERWcontrol and supply temperature sen-
sor faults. During the ERW experiment, the control signal was set to 0%. This fault was not diagnosed with
any of the detection periods. To determine what could have caused this, we can start by considering which
symptoms have been detected for this experiment. Three symptoms related to the ERW control fault were
detected in all diagnosis periods: symptoms S22, S23 and S27. Therefore the symptoms were detected prop-
erly related to this experiment, but the DBN did not diagnose the ERW control fault based on the detected
symptoms.

The calculated posterior probabilities of the ERW control and HCV control faults are shown in Figure 5.9.
Bothposterior probabilitieswere 43.7%,which is below the 60% thresholdused for considering faults. It seems
that theDBNcalculated both faults to be likely, but could not choose between the two faults because the three
symptoms could be caused by either control fault. The reason that both faults were linked to symptoms S22
and S27 was the part comparing the HCV and ERW control signals. If the HCV is opened (Uhcv > 0%), the
ERW should be running at maximum capacity (Uerw = 100%). If this is not the case, both control signals are
incorrect and thus both the ERW control and HCV control fault should be diagnosed by the DBN.
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To remedy this issue, the DBN structure was adapted. The following part of the symptom detection rules
from symptoms S22 and S27 was removed and added to the new symptom S35: Uhcv > 0% andUerw < 100%.
The structure of this revised DBN is shown in Figure B.1 and the corresponding symptom rules are listed in
Table B.1. Both ERW and HCV control faults are linked with a strong conditional probability to symptom
S35, as both controls are incorrect if the HCV is opened while the ERW is not running at maximum capacity.

Diagnosing the ERW experiment again with the revised DBN, resulted in the HCV and ERW control faults
being diagnosedwith all diagnosis periods. The other faults diagnosedwere equal to the faults diagnosedwith
the original DBN.

These results have shown that symptom rules should not include the same parts, as the DBNwill then not be
able to infer a high posterior probability for related faults.

The second fault that was not diagnosed is the supply temperature sensor fault. Symptom S18 is linked
strongly to this fault, which is detected when there is a large difference between the preheating and supply
temperatures while the HCV is closed (Uhcv = 0%). This symptom was not detected during the conducted
experiment, because theHCVwas open during all samples, as can be seen in Figure 5.8. Instead of the supply
temperature fault, the HCV control or HC failure fault was diagnosed, depending on the diagnosis period.
The reason for this is also shown in Figure 5.8. For the first three samples following the experiment start time,
the control of the HCV is not set to the maximum value. Therefore, symptom S22 is detected as the HCV
can be further opened to increase the supply temperature. From 18:50 onwards, the HCV control signal is
set to 100%, while the supply temperature still does not meet the setpoint due to the introduced fault. This is
recognised by the DBN as a HC failure fault only with the longest diagnosis period. For this period the sam-
ples considered are the same as for the 12-sample period, but the difference lies in the threshold used for the
total number of symptoms. The shorter diagnosis periods diagnose the HCV control fault since two samples
detect the symptom consecutively, at 18:30 and 18:40. For the 3-hour diagnosis period, the symptom is not
considered detected since the threshold for the total number of samples is set to three. Therefore, the HC
failure fault is diagnosed instead of the supply temperature fault, which does not have a strong link to either
of these symptoms.

5.4. Impact of the diagnosis period
An additional objective of the experiments was to evaluate the diagnostic outcomes across different diagno-
sis periods. As illustrated in Table 5.1, there are some differences between the faults diagnosed across these
periods. However, there are no instances where the introduced fault was partially identified; faults are either
correctly identified in all periods or not identified in any. Remarkably, even the shortest diagnosis period of 10
minutes, consisting of just a single sample, is sufficient to accurately diagnose most of the introduced faults.

However, differences can be found when considering the diagnosis of other faults beyond the ones intention-
ally introduced during the experiments. Specifically, the 10-minute interval tends to yield diagnoses of faults
that are not detected in longer intervals. This is the case for the Us,fan = 30%, ps,set = 135 Pa, ps = 130 Pa
and Tset = 17 ◦C experiments. These findings suggest that shorter diagnosis periods may be more sensitive to
transient anomalies, resulting inmore false positives. For longer periods this may not happen as often because
of the symptom thresholds.

Another important consideration regarding the diagnosis period is that diagnosis was only performed on the
first part of the experiment data matching the diagnosis period. For instance, with the 10-minute diagnosis
period, only the first 10minutes of data was diagnosed. An alternative approachwould have been to diagnose
every 10-minute sample during each experiment and then combine all of the diagnosed faults. This would
likely result in additional faults being diagnosed, increasing the chance of additional false positives.

An appropriate diagnosis period for practical applications can be determined based on the presented results.
A one-hour diagnosis period appears to be a reasonable compromise. This interval allows multiple diagnostic
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checks throughout the day, enabling rapid identification of any faults in the AHU. In particular control faults
can be diagnosed in a short time frame, potentially leading to energy savings when they are swiftly addressed.
Furthermore, applying the one-hour period still allows consideration ofmultiple samples per diagnosis, which
helps tomitigate the risk of false positive diagnoses. Therefore, with this time span the accuracy and reliability
of the diagnosis are maintained for practical usage.

5.5. Sensitivity analysis
A sensitivity analysis of the DBN structure is presented in this section. The DBN structure consists of condi-
tional and prior probabilities which are used to infer posterior fault probabilities. By diagnosing faults using
different probabilities, we can assess the impact of these parameters on the accuracy of the fault diagnosis.
This can show how robust the DBNmethod is, as it should be able to diagnose faults correctly even when the
probabilities are set sub-optimal.

If the outcomes are highly sensitive to the conditional and prior probabilities, it indicates that finding the
correct probabilities for the DBNwill require careful calibration and possibly extensive research. Conversely,
if the diagnosed faults are not strongly influenced by the conditional and prior probabilities, it shows that
the DBN method can generate results reliably. In this manner, the sensitive analysis will demonstrate the
robustness of the diagnostic method.

The revised DBN with 35 symptoms is compared to three different DBN structures to determine the sensi-
tivity. The three altered DBNs are based on the revised DBN, with equal symptom detection rules and links
between symptoms and faults, only the prior or conditional probabilities were altered. EachDBNwas altered
as follows. The posterior probabilities of Figure 5.10bwere diagnosedwith aDBNwhere all conditional prob-
abilities were set to weak probabilities of 30%. For Figure 5.10c, all conditional probabilities were changed to
strong probabilities of 90%. Finally, for the DBN in Figure 5.10d, all prior probabilities of faults occurring
were set to 5% instead of 2% for component faults.

The inferred prior probabilities of these four DBNs are shown in Figure 5.10. The results were generated by
diagnosing the longest diagnosis period for each experiment.

The calculated posterior probabilities in Figure 5.10 show the effect of changing the conditional probabilities
of the DBN.When the DBN consists of only weak links, faults that previously showed high posterior proba-
bilities resulted in lower posterior probabilities. Conversely, faults that had low posterior probabilities in the
revised DBN see an increase in their posterior probabilities. In contrast, when the DBN is constructed with
only strong links, the opposite effect is observed: faults with high posterior probabilities become even higher,
while thosewith lowposterior probabilities decrease further. One of the exceptions is the damper fault, which
is not diagnosed for either of the altered DBNs for the experiment with the supply pressure sensor set to 130
Pa. Therefore, this fault seems to be diagnosed because of the two different conditional probabilities in the
original DBN.

For theDBNwith only weak links, false negatives are present for some experiments which were absent for the
revised DBN. This is the case for the HC failure fault for two experiments and the pressure sensor bias at 130
Pa experiment. All control faults are still diagnosed correctly, however.

For theDBNwith only strong links all control faults are also diagnosed correctly. TheDBNstructurewas able
to diagnose the pressure setpoint fault for the pressure sensor bias of 130 pascal, which is an improvement over
the DBNwith only weak links, which did not diagnose any faults. However, this DBN frequently diagnosed
the HC failure fault alongside the HC control fault. In two experiments, only the HC control fault should
be diagnosed, indicating that this DBN structure is more prone to diagnosing false positives.

The impact of changing the prior probabilities to 5% is less significant compared to the effect of altering the
conditional probabilities. All faults introduced during the experiments are still diagnosed, except for the 200
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Pa pressure sensor bias experiment. However, the calculated posterior probabilities for the HC failure fault
are higher for two of the experiments. Although the posteriors do not exceed the detection threshold and are
therefore not considered diagnosed, they would have been diagnosed if the threshold had been set lower.

These findings suggest that differentiating the prior probabilities between control and component faults has
a positive effect, as it helps to refine the accuracy of fault diagnosis by reducing false positives and improving
the model’s reliability in identifying the correct faults. The DBN with only strong links showed more false
positives compared to the revised DBN and the DBN with only weak links had more false negatives. The
results were less sensitive to the prior probabilities, as only one experiment was incorrectly diagnosed with the
altered DBN.

(a)DBNwith added symptom S35. (b)DBN containing only weak links.

(c)DBN containing only strong links. (d)DBN containing only 5% prior probabilities.

Figure 5.10: Inferred posterior fault probabilities of different DBN structures, diagnosed for each experiment with a 3-hour
diagnosis period.



6
Diagnosis of historical data

In this chapter, the diagnosis setup and results of analysing the historical case study data are shown. The chap-
ter concludes with a discussion of the sensitivity of the results in regard to the symptom and fault thresholds.

6.1. Diagnosis setup
The setup for applying the developed diagnosis method to the available case study data from 2022 and 2023
is described in this section. This consisted of determining the diagnosis period, selecting the days that would
be diagnosed and setting the symptom thresholds.

The diagnosis periodwas set to themaximumperiod, performing diagnosis once per day, to reduce processing
time. This resulted in a period of 72 samples of 10-minutes, from 08:00 until 20:00, for each day.

Most of the days available in the 2022 and 2023 datasets were diagnosed, even though theDBNwas developed
to focus on the winter and in-between seasons. Themethod could also perform diagnosis during the summer
season, however, because the cooling coil valve (CCV) control signal was taken into consideration for the
symptom detection rules. It only would not be able to diagnose faults related to the CCV. According to
operation data, the AHUwas not operated during weekends and on several holidays. After filtering out these
days, 506 days were left for applying the diagnosis.

The preprocessing of the data was performed as described in Section 4.3. The sensor data were not modified
as part of the preprocessing process. The return temperature sensor data, which was shown in Section 3.2 to
be available in 30-minute intervals in a portion of the dataset, was also chosen not be interpolated. This could
have been done to align the data with the required 10-minute sampling rate. The reason for choosing not to
interpolate the sensor data is that sensor data can also bemissing in practice. Consequently, themissing sensor
data is used to simulate cases of missing data in real-time applications of the DBN. If the decision was made
to interpolate the data instead, additional symptoms could be detected that included this sensor, such as the
ERW efficiency symptom (S28).

Finally, the daily symptom detection threshold was set to three samples and the consecutive symptom detec-
tion threshold to two samples. Therefore, each symptomwas only considered if itwas detected on two samples
consecutively for more than three times per day. These values were chosen based on the diagnosis method of
Chitkara, which considered faults to be diagnosed if they were detected three times consecutively.

6.2. Diagnosis results
In this section, the results of diagnosing the historical data with the previously described setup are presented.
First, the detected symptoms are discussed. This is followed by a description of the diagnosed faults. The

40



6.2. Diagnosis results 41

symptoms detected and faults detected on more than 10% of the days considered are marked in the DBN in
Figure 6.1.

Figure 6.1: Symptoms detected and faults diagnosed for more than 10% of the samples for the historical data, shown in a part of the
DBN.

6.2.1. Detected symptoms

In this section, the symptoms detected by theDBNare presented. Figure 6.2 shows in howmany samples each
symptom was detected, and for how many days they were considered for fault diagnosis, with the symptom
thresholds that were used. There is a wide variance in the number of days the symptoms are detected; eleven
symptoms were not detected for any days and two were detected for almost all days. Additionally, eleven
symptoms were considered to be detected on more than 10% of the days, which are also shown in the DBN
in Figure 6.1.

Figure 6.2: Symptoms detected for the historical dataset of 2022 and 2023.

The ratio between the samples and days shows how the symptom thresholds have affected symptomdetection.
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If the percentage of days detected is larger than the percentage of samples, the symptom is present on most
days, but not many times per day. Therefore, increasing the total number of symptoms threshold could lead
to these symptoms being detected less often. In contrast, if the percentage of samples detected is larger than
the percentage of days, the symptom was detected on some days in the year, perhaps related to the season.

Interestingly, the ratio varied significantly per symptom. For example, symptoms S23 and S25 were both
detected on a similar number of days, even though the number of samples was almost twice as large for S25
compared to S23.

The number of days each symptom was detected is presented in the remainder of this section, in order of
detection rate. For each symptom, an explanation is provided on what may have caused the symptom to be
detected.

Symptom S19 was detected for all days, indicating that return temperature data is missing or unrealistic. As
previously shown in Figure 3.6, this sensor data was indeed missing or only available in 30-minute intervals.
This results in the symptom being detected for two out of three samples for this last part, which is why it was
accurately detected for all days considered.

Symptom S16 was detected if the inlet temperature sensor value is missing, unrealistic or biased compared to
the outdoor temperature. As we can see from Figure 3.6, little data is missing for this sensor. The values are
also not unrealistic, as shown in Figure 3.7. Therefore, the symptom seems to be detected by a difference of
more than 1 ◦C between the outdoor and inlet temperatures.

Symptom S25 indicates that the supply temperature is lower than expected compared to the preheating tem-
perature, based on the control signal to theHCV.A reason that this symptomwas detected on 82% of the days
could be that the supply or preheating temperature sensor is biased, or the heating coil is frequently unable to
deliver the required temperature. It could also be caused by a delay between the HCV control signal and the
measured supply air temperature.

Symptom S23 shows that the supply temperature is often more than 1 ◦C higher or lower than the setpoint
temperature. This symptomwas detected on 79% of all days and 29% of all samples. In the dataset, the supply
temperature was less than 1 ◦C lower in 4923 samples and more than 1 ◦C higher in 5745 samples. This
distribution is quite even, showing that the component controls are not biased to a higher or lower supply
temperature compared to the setpoint. The symptomwas likely detected because of incorrectHCVandERW
controls, as the symptoms indicating this (S22 and S27) are also detected frequently.

Symptom S22, indicating incorrect HCV control, was detected on 16% of the samples and 67% of the days
considered. The low number of samples shows that the symptom was not detected on many samples per
day. The symptom detection rule checks the signal for outliers; and compares theHCV control signal, supply
temperature and temperature setpoint. From Figure 3.9, the control signal values have been shown not to
include any outliers. Therefore, this symptom was detected because the HCV control should be increased or
decreased to match the desired temperature setpoint.

Symptom S34 was also related to the temperature setpoint, however, this symptom was detected when the
difference between the setpoint was not set between 19 ◦C and 22 ◦C. These temperatures were based on the
control document of the AHU, which was written by the building operators. The symptom was detected
often due to the setpoint being set lower than 19 ◦C, as can also be seen in Figure 3.7.

Symptom S1 was detected on 54% of the days considered. Similar to symptom S16, this symptom is detected
when the difference between the outdoor and inlet temperatures is greater than a threshold. However, for this
symptom, the threshold is 2 ◦C instead of 1 ◦C. The number of samples detected was small compared to the
number of days, indicating that this symptom might be detected mostly during specific periods of the day,
such as during the startup of the AHU.
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Symptom S17 was detected on 52% of the days in the dataset. Since there was no missing data for the pre-
heating sensor, this symptom was detected because of a biased inlet or preheating temperature sensor. As
symptom S16 was detected more often, the inlet sensor was more likely biased.

Incorrect ERW control was detected by symptom S27 in 6% of the samples and 20% of the days considered.
The symptom detection rule of symptom S27 contains four different rules, that are detected if: the signal
contains outliers; the ERW should be turned on to meet the supply temperature setpoint; the ERW should
be turned off tomeet the supply temperature setpoint; the ERW should be turned off because the return tem-
perature is lower than the outdoor temperature. As the control signal did not contain any outliers, shown in
Figure 3.9, this symptomwas detected because the control signal did not correspond to the measured temper-
atures and temperature setpoint.

SymptomS35was added in the revisedDBN, presented in Figure B.1. This symptomdetection rule compares
the control signals of the ERW and HCV, if the HCV is opened while the ERW is turned off: Uhcv > 0 and
Uerw < 100. This symptom was detected on 8% of the samples and 15% of the days considered.

Symptom S18 is related to the supply sensor and was detected on 2% of the samples and 15% of the days. The
ratio between the days and samples that this symptom was detected was the highest of all symptoms. This
symptom can be detected due to missing data, outliers or a difference between the preheating and supply
temperatures. Based on Figures 3.7 and 3.6, for this sensor few data was missing and no outliers were present.
Therefore, it was detected because of a bias between the preheating and supply sensors when the heating and
cooling coil valves were closed.

Four pressure-related symptoms were detected on a small percentage of days. Symptom S7 detected a differ-
ence of at least 5 Pa between the return pressure and setpoint for 6% of the days considered. Symptom S6
is similar to symptom S7, however, this symptom is only detected if it is possible to increase or decrease the
control signal of the return fan to match the setpoint. Since symptom S7 was detected, the return pressure
sometimes deviates from the setpoint and in these cases the control value should be adjusted, causing this
symptom to be detected for 5% of the days considered.

Symptoms S3 and S4 are equal to symptoms S6 and S7, but for the supply side of the AHU instead of the
return side. They are detected on 2% and 4% of the days considered, respectively. Notably, the differences
between symptoms S4 and S7 and symptoms S3 and S7 are small, which shows that the difference between
the pressure setpoint and the measured pressure was usually caused by incorrect control signals.

For the remaining symptoms, the low number of days that they are detected aligns with the historical data,
as no alerts were known to be present during the diagnosed period. Additionally, the AHU was expected to
operate fault-free.

No faults were expected to be present for the ERW in the AHU as well, which aligns with the low number of
samples in which symptom S28 was detected, which indicates low ERW efficiency. However, that this symp-
tom was not detected for any day at all is odd considering that it was detected for some samples. This was
caused by the missing return temperature data, which made the model unable to detect the symptoms in two
samples consecutively. Using the consecutive symptom threshold with missing sensor data thus causes symp-
tomswhere the sensor values are used to be unable to be detected. This should be considered as a consequence
of using this threshold in practice.

6.2.2. Diagnosed faults

In this section, the faults that were diagnosed for the historical data are presented. Additionally, it elaborates
on the correlation between the number of days the faults were diagnosed and the corresponding symptoms
that were detected. Finally, the average posterior probabilities of the faults are discussed.

For each fault, the percentage of days for which it was diagnosed and the average inferred posterior probability
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Figure 6.3: Faults diagnosed in the historical dataset of 2022 and 2023.

are shown inFigure 6.3. The faults detectedonmore than10%of the samples aremarked in theDBN inFigure
6.1. As can be seen in Figure 6.3, six faults were diagnosed in more than 10% of the days. In Chapter 8, the
implications of the faults that were diagnosed are further discussed.

The fault most often diagnosed was the failing return temperature fault, diagnosed on all days in the dataset.
This was expected with the missing data for this sensor, as explained in the previous section.

The inlet temperature sensor bias or failure fault was also diagnosed often, in 97% of the days in the dataset.
This alignswith the large number of samples inwhich symptomS16, linked strongly to this fault, was detected.
As mentioned in the previous section, symptom S16 was detected frequently because of a difference between
the outdoor and inlet temperatures. Since the outdoor temperature came from on an online weather source
included in the BMS, the inlet temperature sensor was more likely to be biased. However, the threshold used
of 1 ◦C could also have been too low. This will be further discussed in Chapter 8.

The temperature setpoint fault was detected on 64% of the days, equal to symptom S34, linked strongly to
this fault. This fault was diagnosed often due to the setpoint being set lower than 19 ◦C.

The HCV control fault and the preheating temperature bias or failure fault were detected on 43% and 26%
of the days considered, respectively. The symptoms strongly linked to these faults (S22 and S17) were also
detected frequently, 65% and 52% respectively. The lower percentages for the faults compared to the symp-
toms were likely caused by the presence or absence of other symptoms linked to the faults. Symptom S35 is
also strongly linked to the HCV control fault and detected on fewer (15%) days. This could explain why the
fault was only diagnosed on 43% of the days, as the DBN may infer that the fault is not present if only one
of the two strongly linked symptoms has been detected. For the preheating sensor fault, symptom S17 is also
connected with a weak link to the inlet sensor fault. As this fault was often diagnosed, the DBN seems to have
inferred that symptom S17 was likely caused by the inlet sensor instead of the preheating temperature sensor.

The last frequently diagnosed fault is the ERW control fault, which was diagnosed for 11% of the days. The
symptom linked strongly to this fault (S27), was diagnosed more frequently as well, for 20% of the days. This
difference can be explained in the same manner as for the HCV control fault: by the lower number of days in
which symptom S35 was detected.

The remaining faults were diagnosed infrequently, which aligns with the symptoms that were also detected
infrequently. The damper fault is the only exception, as the strongly linked symptom S1 was detected on 54%
of the days. However, for this fault, symptoms S4 and S14 are detected infrequently, which the fault is also
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linked to. Therefore, the inlet temperature fault is diagnosed correctly instead.

The average posterior values for the six faults diagnosed most often closely resemble the percentages of days
they are diagnosed. This indicates that the posterior values per day were likely either close to 0% or 100%,
which would result in an average value that resembles the percentage of days diagnosed.

For the three faults following these first six faults, the average posterior probabilities are relatively high, while
the percentages of days diagnosed are only 2% to 5%. This is especially so for the HC failure fault, which
was detected on 2% of the days with an average posterior probability of 25%. The relatively high posterior
probability shows that the calculated fault probability was often higher than 0%, although insufficient to pass
the fault probability threshold of 60%.

However, this fault being diagnosed infrequently alignswith the symptoms thatwere detected. NoHCpump
alerts were present, and the other two symptoms related to the HC failure fault S23 and S25 can also be
caused by two other faults. For these two faults, the preheating temperature sensor fault and theHCVcontrol
fault, more related symptoms are detected frequently. These are symptoms S17 and S18 for the preheating
sensor fault and symptoms S22 and S27 for theHCV control fault. Therefore, the fault is correctly diagnosed
infrequently, as these faults should be diagnosed instead.

For the supply temperature and supply fan control faults, the high average posterior probability can also be
explained by the detected symptoms. For the supply temperature fault, the preheating temperature sensor
is diagnosed instead, which is connected to the same symptoms. For the supply fan control fault, only one
symptom (S25) is connected that was detected for a larger number of samples. Since the fault should not
be diagnosed only because symptom S25 was detected, the low number of diagnosed samples for the fault is
correct. Therefore, for these faults, the higher posterior probability aligns with the expected diagnosis result.

6.3. Sensitivity analysis
In this section, a sensitivity analysis is presented of the results with respect to the total and consecutive symp-
tom thresholds, as well as the fault thresholds. The thresholds were set to smaller and larger values to assess
their impact on the detection of symptoms and diagnosis of faults. Faults that are diagnosed differently per
configuration should be considered less certain, compared to faults that are detected on all configurations.

This approach also evaluates the robustness of the diagnosis method. In practice, the fault diagnosis method
should be reliable enough to diagnose similar faults, even with somewhat different threshold values. Other-
wise, the diagnosis would need to be performed multiple times, while the engineer performing the diagnosis
would need to interpret the differences in results.

Additionally, this sensitivity analysis provides insight into the impact of the symptom thresholds compared to
the fault thresholds.

The diagnosis was performed with two different configurations for the symptom thresholds. For the first
configuration, both the total number of symptoms threshold and the consecutive threshold were set to one
sample, effectively resulting in a diagnosis without any effect of the thresholds. The second configuration had
the thresholds set to larger values, with the total number of symptoms set to six and the consecutive threshold
set to three samples.

Because the total and consecutive symptom thresholds determine which symptoms are considered for fault
diagnosis, they affect both the detected symptoms and consequently the diagnosed faults. In contrast, the
fault thresholds only affect the total number of faults that were diagnosed, thus they do not affect the detected
symptoms.

The number of days that symptoms are detected with the different symptom thresholds, shown in Figure 6.4,
varies significantly per symptom. For some symptoms, such as symptoms S16 and S35, the difference between
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Figure 6.4: Symptoms detected for the historical data with different symptom threshold values.

the three configurations was minimal. For others, however, the difference between the configurations was
extensive.

For eight symptoms, the number of days that the symptom was detected was reduced by more than half by
using the original thresholds (with the total threshold set to two and consecutive threshold set to three), com-
pared to not using the thresholds. The difference is most striking for symptoms S1 and S17, which detect
biases for the inlet and preheating temperature sensor respectively. For symptoms S17 and S18, the effect
of the consecutive threshold is expected to have an impact on the number of days they are detected, as these
symptoms are only detected when the control signals of the ERW or HCV are 0%. Therefore, the symptoms
can only be detected with the consecutive threshold if these control signals are 0% in multiple samples consec-
utively. This reduces the number of samples where these symptoms can be detected.

Symptoms S1 and S16 do not include any control signal in their symptom detection rules, which could be
why S16 was detected on a similar number of days for all three configurations. However, this was not the case
for symptom S1. This could be caused by the symptom only being present at the start-up of the AHU.

Other symptoms that are only detected often without the thresholds are symptoms S3, S4, S6 and S7. These
symptoms indicate that the fan control signals should be altered tomatch the pressure setpoints; and that there
was a difference of more than 5 Pa between the measured and setpoint pressure. The consecutive threshold
couldbe causing these symptomsnot tobedetectedbecause the buildingmanagement system (BMS) correctly
adjusts the control signals for the next sample if the setpoint was not beingmet. In this way, the threshold can
help mitigate the delay between setpoint deviation and response by the BMS.

Comparing the original thresholds and the total and consecutive thresholds set to six and three, the difference
was less significant. Four symptoms are detected on at least 10% fewer days with the adjusted thresholds:
symptoms S19, S25, S22 and S27.

The difference was the largest for symptom S19, which detects missing return temperature sensor data. This
was caused by the consecutive threshold that was set to three instead of two. For a large part of the dataset, the
temperature sensor data was only available in 30-minute intervals, which caused this symptom to be detected
for every two out of three samples. Therefore, with the consecutive threshold set to three, the symptomwould
not have been considered detected. This is one of the considerations that can be used to determine which
value to use for the consecutive threshold: how frequently should a sensor fail consecutively before it can be
considered to be malfunctioning?
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The rules of the other three symptoms include control signals of the HCV and ERW. Therefore, these symp-
toms could also be detected less frequently because of the transient nature of the control signals and temper-
ature data.

Figure 6.5: Faults diagnosed for the historical data with different symptom threshold values.

The faults diagnosed with the different total and consecutive thresholds are shown in Figure 6.5. Similar
to the symptoms diagnosed, the difference between no thresholds and the original thresholds was the most
significant. The faults diagnosed align with the detected symptoms shown in Figure 6.4: the control faults are
detected more often without the thresholds, as well as the return temperature sensor failure fault.

Some faults are diagnosed more often with the thresholds, such as the preheating temperature sensor failure
or bias and HC failure faults. This seems counterintuitive, however, this can be explained by the difference
in symptoms that are detected. Symptom S25, indicating lowHC efficiency, was frequently detected with all
three configurations. This symptom is linked to both the preheating temperature sensor fault and the HC
failure faults.

In contrast, the symptom indicating incorrect supply fan control (S3) was detected frequently without the
thresholds. With the thresholds, however, S3 was not detected on any day. Consequently, theDBNdiagnoses
incorrect supply fan control in the absence of thresholds, while with thresholds, it identifies HC failures and
preheating temperature sensor faults.

The return temperature sensor andHCVcontrol faults are the only faults that were diagnosed on significantly
fewer days with the largest thresholds. For the return temperature sensor fault, this aligns with the missing
data for this sensor, as explained previously. However, for the HCV control fault, the significant difference
suggests that this diagnosis may be largely influenced by the transitory nature of the data.

In conclusion, based on these results the symptom thresholds have been shown to reduce the number of con-
trol faults. This was likely caused by the consecutive threshold, requiring controls to be set incorrectly for
multiple samples consecutively. Additionally, the value for the consecutive threshold can be determined by
considering the number of samples that a sensor value can be missing before the sensor is considered to be
failing.

The historical data was also diagnosed with two different posterior fault probability thresholds, of 50% and
70%, and compared to the original results with the 60% threshold. These thresholds determine at which cal-
culated posterior probability a fault is considered to be diagnosed. If this threshold is set too low, faults can be
diagnosed too often, resulting in false positives. However, if the value is set too high, the risk of false negatives
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Figure 6.6: Faults diagnosed for the historical data with different posterior fault threshold values.

is increased.

The faults diagnosed with the three different threshold values are shown in Figure 6.6. The effect on the
number of days each fault is diagnosed is minimal. For only two faults the threshold has a significant effect
on the number of days diagnosed, namely for the preheating and heating coil temperature faults. This shows
that the DBNwas less confident that these faults caused the symptoms that were detected.

Comparing the results of the different posterior thresholds to the previous results with various symptom
thresholds, the results were significantly more impacted by the symptom thresholds compared to the fault
thresholds.
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Real-time implementation

In this chapter the real-time fault diagnosis implementation in Python and the results of diagnosing real-time
data are described. First, relevant background knowledge is provided of the libraries and frameworks that have
been used. This is followed by the implementation of the diagnosis method and data collection. Finally, the
results of diagnosing the collected data are described.

7.1. Description of Python frameworks
In this section, the Python frameworks used to perform real-time fault diagnosis are described.

In this thesis, Python is used for acquiring and preprocessing data, detecting symptoms and consequently
detecting faults with a DBN. Preprocessing the data is done with the pandas library [34], which can import
sensor data CSV files as DataFrame structures. The library can also be used to index and access the data by
timestamp.

There are several Python libraries available for implementing Bayesian networks in Python. For this thesis,
the library pgmpy was used [19]. In pgmpy, fault nodes can be created with prior probabilities as input. The
symptom nodes need to be defined with the CPTs, which can be constructed based on the leaky-or method
explained in Section 2.2.2. The library also includes functionality for probability inference through variable
elimination. This can be used for computing posterior fault probabilities.

The acquisition of real-time sensor data is also implemented in Python. Data from the case study is stored in
an Apache Kafka environment and accessed through the Python API provided by Confluent [10]. Apache
Kafka is a distributed data streaming solution that operates with producers and consumers to generate and
retrieve data independently [53]. The architecture of Kafka is shown in Figure 7.1.

Kafka is run as a cluster, consisting of multiple Kafka brokers that handle data storage and processing. The
data is stored in the form ofmessage logs in separate categories known as topics. Themessages are also referred
to as events. The topics are append-only immutable event logs, divided overmultiple partitions for safety. The
partitions are also divided over different brokers, allowing scalability. Each message consists of a timestamp,
key, value and optional header parts. Within each partition, each message is also given a unique offset integer.

Producers and consumers are clients that can send or retrieve data to or from the topic. For producers, this is
referred to as publishing messages to a topic. Consumers can first subscribe to a topic and can then consume
from a topic to retrieve data. They use the offsets to keep track of which messages have been processed. Mul-
tiple consumers can be part of a consumer group, which divides the partitions among the consumers in the
group. This enables one user to retrievemessages in parallel withmultiple clients, dividing the workload. The
messages are stored on the servers for a configurable period, allowing consumers to choose from which times-
tamp they want to consume. They can also retrieve all messages stored in a topic if desired. Finally, Kafka uses

49
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a centralised service called ZooKeeper to coordinate the Kafka brokers and store configuration settings.

The gathered data is stored locally for performing fault diagnosis. InfluxDB is used for this purpose, a database
optimised for storing time-based data [39]. It has been specifically designed for storing measurements with
timestamps, such as sensor information. Although the database can be deployed in the cloud, for this thesis
InfluxDB OSS version 2 was used, which can be deployed locally [24]. This version is also open-source. In-
fluxDB can be interacted with through the InfluxDB UI, the InfluxDB command line interface (CLI) or the
HTTP API. A Python client library is available that makes use of the HTTP API [16].

When InfluxDB is started for the first time, the initial setup process is initiated. This consists of choosing
an organisation name, a bucket name and admin authorisation credentials. Afterwards, an API key can be
created for interacting with InfluxDB through the Python client. The Python client library can write point
objects to InfluxDB, consisting of a measurement name, tags and a field key and value pair. The points can be
queried from InfluxDB by passing a Flux query as a string to the query API. Flux is the query language used
by InfluxDB version 2.

In InfluxDB single records of data are referred to as points [23]. The points are organised in buckets and
measurements. The buckets are named containers used for storing the measurements and the measurements
are namesused for grouping thepointswithin thebucket. All pointswith the samemeasurementname should
have the same tags, which are used for identifying points. Besides tags, a point also consists of a field key, field
value and a timestamp. The field key is a string used to identify the type of value in the field value column, such
as temperature or pressure. The field value can be either an integer, float, string or boolean. A collection of
points for the same measurement and tags is called a series. The fields in InfluxDB are not indexed, therefore
querying by field values is less efficient compared to querying by tag. Although adding tags is optional, adding
them is beneficial for improving performance.

Figure 7.1: Overview of the Apache Kafka architecture by Javed et al [25].

7.2. Python implementation
In this section, the Python implementation for performing real-time fault diagnosis is described. The versions
of all of the Python packages used in this thesis are listed in Appendix C.

The DBN was developed in Python, making use of the pandas and pgmpy packages for data preprocessing,
detecting symptoms and inferring the posterior fault probabilities [19, 34]. The pgymp library was used for
creating the Bayesian network, with prior probabilities added to fault nodes and conditional probability tables
(CPTs) added to symptom nodes. The CPTs are constructed with the leaky-or model, explained in Section
2.2.2, based on the conditional probability parameters shown in Figure 4.1. The remainder of this section
describes the real-time data collection process.

The data collection process for the case studyAHUconsisted of two steps. First, the data needs to be collected
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from the servers and then it has to be stored locally so fault diagnosis can be performed. The data related to
the case study AHUwas stored in an Apache Kafka environment.

For the case study, sensor data from various buildings was stored under one topic. The data could be retrieved
through the Python Kafka API by building a consumer and consuming from this topic. The SASL (Simple
Authentication Security Layer) framework was used for user authentication with a username and password
encryptedwithTLS/SSL.This security information is passed as a dictionary to the consumer during construc-
tion, with the following key/value pairs:

• ‘sasl.mechanisms’: ‘PLAIN’ - basic authentication with a username and password

• ‘security.protocol’: ‘SASL_SSL’ - the encryption protocol used

• ‘sasl.username’: the username of the user

• ‘sasl.password’: the password of the user

• ‘group.id’: the user’s ‘group.id’, used to share the current offset between consumers created by the same
user

The host and port of the Kafka broker are provided following the ‘bootstrap.servers’ key. Additionally, two
parameters were added to ensure that messages were retrieved from the beginning of the datastream: ‘en-
able.auto.commit’: ‘false’ and ‘auto.offset.reset’: ‘earliest’. By turning ‘enable.auto.commit’ off, the offset
is only updated manually. This was mainly done for debugging purposes, so messages could be retrieved mul-
tiple times. The ‘Auto.offset.reset’ setting determines the position from which to consume in the message
queue if no offset has been stored in the broker for the consumer. As we are interested in all data that is
available, this position is set to the beginning of the partition.

With access, data can be retrieved in the form of messages by consuming from the topic. The messages con-
sist of a timestamp, key and value. The timestamps and keys were not needed, as the sensor data timestamp
and relevant meta-data are stored in the value part. The sensor data is stored in the value part serialised with
the Avro schema. This schema is used instead of JSON, as it is more space-efficient [54]. The Kafka cluster
contains schemas stored per topic, that can be used to convert the messages to JSON format. To access this
schema from the Python client, three configuration parameters need to be provided: a URL in which the
schema registry is stored, a public API key and a private secret key.

When the messages have been deserialised, the sensor data is available in JSON format. The sensor data is sent
with Brick schemameta-data, which is a uniform open-source schema for representing metadata in buildings
[3]. An example sensor data message is shown in Appendix D, for the case study AHU in building 28. The
sensor data contains a building number; a timestamp in millisecond precision; and a list of equipment with
sensor data. Each piece of equipment in the list contains a list of measurements, containing a sensor name
and measured value related to the piece of equipment at the timestamp. In the example listing, the piece of
equipment is the case studyAHUand themeasurement is a pressure sensor located in theAHU. For perform-
ing the fault diagnosis, the only data needed were the ‘building number’, ‘timestamp’, ‘measurement_id’ and
‘value’ tags.

InfluxDBwas used for storing the sensor data retrieved from the Kafka cluster locally. The API token, organ-
isation name and the localhost URL generated in the initial setup process were used for creating the InfluxD-
BClient in Python. This client allows interaction with InfluxDB through a ‘write_api’ and ‘query_api’.

the Kafka messages cannot be written directly to InfluxDB, they first have to be converted to the format used
by InfluxDB. The format used was a list of dictionaries representing points. Separate dictionaries were cre-
ated for all sensor measurements by looping through all the messages and measurements, as shown in Listing
7.1. The dictionary contains the keys ‘measurement’, ‘tags’, ‘fields’ and ‘time’. All created points use the
same ‘measurement’ name. Two tags were added to identify sensor data: ‘building’ and ‘sensor_name’. The
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‘measurements’ value and ‘timestamp’ value in the message were added to the ‘fields’ value and ‘time’ value in
the dictionary. The ‘building and ‘measurement_id_name’ in the message were mapped as ’tags’ values, with
‘building’ and ’measurement_name’ as keys. The created points are passed to the Python InfluxDBClient
‘write_api’ method along with the bucket name, organisation name, access token and writing precision. The
writing precision was set to milliseconds, which was also used for the timestamps in the messages. The result-
ing points can be viewed in the InfluxDBUI, shown in Figure 7.2.

Figure 7.2: InfluxDBUI showing the case study sensor data collected from the Kafka cluster, from June 23rd to June 25th 2024.

The points stored in InfluxDB were queried for fault diagnosis with the query presented in Listing 7.2. The
first row of the query determines the bucket from which to query data, this name is set as an environment
variable. The second row controls the range of data gathered, here set between the 20th of June and the 27th
of June. The ‘aggregateWindow’ function in the third row converts the points to 10-minute samples, by
choosing the first sample in every 10-minute interval. The final row indexes the values by timestamp, with
each sensor name as a column. Inputting the query to the ‘query_api().query_data_frame’ method results in
a pandas DataFrame object formatted in this way. This DataFrame was preprocessed as described in Section
4.3.

1 for message in message_list:
2 for measurement in message['measurements']:
3 point = {
4 "measurement": "sensor_data",
5 "tags": {"building": message['building'], "sensor_name": measurement['

measurement_id_name']},
6 "time": message["timestamp"],
7 "fields": {"value": measurements['value']}
8 }

Listing 7.1: Python code used for converting Kafka messages with sensor data to InfluxDB points.

1 QUERY_STRING = \
2 f'from(bucket:"{os.getenv("INFLUX_BUCKET")}")␣' \
3 f'|>␣range(start:␣2024-06-20T00:00:00Z,␣stop:␣2024-06-27T23:59:00Z)␣' \
4 f'|>␣aggregateWindow(every:␣10m,␣fn:␣first ,␣createEmpty:␣false)' \
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5 f'|>␣pivot(rowKey:["_time"],␣columnKey:␣["sensor_name"],␣valueColumn:␣"_value
")'

Listing 7.2: Flux query used for reading InfluxDB points.

7.3. Real-time diagnosis results
In this section, the result of applying the fault diagnosis method to the data gathered from the Kafka environ-
ment are shown.

Data was collected from Kafka between the 21st and 25th of June 2024. Some data was missing during this
period, so the fault diagnosis is applied to a single day in this period to further validate and demonstrate the
diagnosis method. The day chosen was the 24th of June 2024.

The setup for applying fault diagnostics was identical to the setup used for historical data. The faults were
diagnosed in all 10-minute samples between 08:00 and 20:00, resulting in 72 samples. Compared to the his-
torical data, additional sensors were available in 5-minute intervals for this dataset. However, for the sake of
comparison to previous results, the diagnosis interval was maintained at 10 minutes. The daily symptom de-
tection threshold was set to three samples and the consecutive symptom detection threshold to two samples.
Therefore each symptomwas again only considered if it was detected in two samples consecutively, more than
three times per day. The revised DBN shown in B.1 was used for performing the diagnosis.

Figure 7.3: Symptoms detected and faults diagnosed for the 24th of June, shown in a part of the DBN.

In total, ten symptoms were detected and six faults were diagnosed, shown in the DBN in Figure 7.3. The
percentages of detected samples and days are shown in Figure 7.4 for the detected symptoms, and in Figure
7.5 for the diagnosed faults. As the diagnosis was performed for a single day, the percentage of days considered
or diagnosed was either 0% or 100%.

All of the symptoms and faults identified were related to temperature, and the majority were also frequently
diagnosed in the historical dataset. However, this was not the case for symptoms S18 and S19, which were
detected in the historical data but not in the real-time diagnosis. In contrast, symptom S21 was detected in
the real-time diagnosis but not in the historical diagnosis.

With regards to the faults diagnosed, two faults were diagnosed differently compared to the historical data.
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Figure 7.4: Symptoms detected with the revised DBN for the 24th of June 2024, based on data retrieved from the Kafka cluster.

Figure 7.5: Faults diagnosed for the 24th of June 2024 with the revised DBN, based on data retrieved from the Kafka cluster.

These were the return temperature sensor failure and return or exhaust temperature sensor bias faults. The
return temperature sensor failure fault was not diagnosed for the real-time data, as the sensor data was present.
This fault was correctly diagnosed for all days in the historical dataset.

The return or exhaust temperature sensor bias fault was diagnosed for the real-time data, while it was not
diagnosed for the historical data. This fault could not be diagnosed for the historical data due to the missing
return temperature sensor data, in combination with the consecutive symptom threshold. Since the return
temperature data was available in the real-time dataset, this fault could now be diagnosed.

The faults diagnosed were expected to align with the historical results, given that the operation of the case
study AHU was not expected to have undergone any modifications. Furthermore, no alerts were present on
the 24th of June, so no related component faults were expected to be present in the AHU.However, the 24th
of June took place during the summer season, when theHC should not be operated. Therefore, the diagnosis
of the HCV control fault is an unexpected outcome. The following figures show relevant sensor data from
the 24th of June, explaining why this fault was diagnosed.
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Figure 7.6: HCV and ERW control signals compared to temperature data for the 24th of June 2024.

Figure 7.7: Temperature data for the 24th of June 2024.

Figure 7.6 shows the control signals of the HCV and ERW, as well as the outdoor and return temperatures.
From this, we can determinewhether symptoms S22, S25, S27 and S35, related to theHCVandERWcontrol,
were detected correctly.

TheHCV control signal shown in Figure 7.6 was set to 0.59%, while it should be 0%when the ERW is turned
on. Therefore, sequencing symptom S35 was detected correctly. Furthermore, the supply temperature ex-
ceeded the setpoint bymore than 1 ◦C for several samples, resulting in the accurate detection ofHCV control
symptom S22. This can be seen in Figure 7.7.

The symptom rule detecting low efficiency of the HC (S25) calculates the difference between the preheating
and supply temperature when the HCV control signal is greater than 0%. Because the control signal is 0.59%,
the efficiency is calculated even though the coil should not be used. The calculated efficiency was lower than
the threshold, due to the cooling coil being used to provide cooling.

The ERW control symptom S27 is detected due to the ERWbeing turned on even though the return temper-
ature is lower than the outdoor temperature. The ERW is used to recover cold, which is not in line with the
control document of the AHU. If this is intentional, the symptom rules need to be adjusted to accommodate
this. This is further discussed in Chapter 8.

Based on the outdoor and measured temperatures for the AHU, shown in Figure 7.7, the accuracy of the
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detected bias symptoms can be verified.

The outdoor and inlet temperatures follow a similar pattern, although the inlet temperature is about two de-
grees higher during most of the hours considered. Comparing the inlet and preheating temperature sensors,
wewould expect to see similar temperatureswhen theERWis turnedoff,which is before 12:00 and after 16:00.
However, when the inlet temperature increases around 11:00, following the increase in outdoor temperature,
the preheating temperature does not increase as well. Similarly, the return and exhaust temperatures are ex-
pected to be similar when the ERW control signal is 0%. This is also not the case, as the exhaust temperature
increases between 08:00 and 12:00, while the return temperature remains stable. Based on these temperatures,
bias symptoms S1, S16 and S16 are accurately detected.

Finally, symptom S34 is also detected correctly due to the temperature setpoint being set beneath 19 ◦C. This
can also be seen by the low supply temperature in Figure 7.7.

In total, six faults were diagnosed: bias of the return or exhaust temperature sensor; failure or bias of the inlet
or preheating temperature sensor; an incorrect temperature setpoint; incorrect ERW control; andHC failure.
Similar to the diagnosis of the historical data, the diagnosed faults correspond to the detected symptoms, as
the faults with strong links were diagnosed. The only exceptions are the damper fault and HC failure faults,
for which the inlet temperature sensor and preheating sensor faults were diagnosed instead. The diagnosis of
the bias faults is further discussed in Chapter 8.

When performing a fault diagnosis for each sample in real-time, the amount of processing time needed for
performing the fault diagnosis becomes relevant. For the conducted fault diagnosis on the 24th of June, the
average processing time of performing fault diagnosis over ten runs was 9.2 seconds on an octa-core AMD
Ryzen 7 7735HS with 16GB RAM. Including the time needed for loading the data from InfluxDB, the av-
erage over ten runs was 9.8 seconds. Therefore, running the fault diagnosis for every 5- or 10-minute sample
seems to be feasible. In practice, more time would be required to retrieve the data fromKafka and write to In-
fluxDB. The processing time needed for retrieving the data fromKafka and writing this to InfluxDB depends
on the number of messages that are sent during the time interval.
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Discussion

This chapter discusses the results from the previous chapter. The results of the experimental, historical and
real-time data are discussed. In addition, the generalisability of the proposedmethod is discussed. The chapter
concludes with an analysis of the implications on sustainability of the research.

8.1. Experimental results
The experiments showed that the DBNwas able to correctly diagnose most introduced faults with all consid-
ered diagnosis periods, except for the ERWcontrol fault, the supply temperature sensor fault and the pressure
sensor fault. For the ERW control fault, a separate symptomwas introduced in the revised DBN presented in
Appendix B. With this additional symptom, the DBN was able to correctly diagnose the ERW control fault
in all diagnosis periods.

The supply temperature sensor fault could not be diagnosed because the HCVwas opened during the experi-
ment. If the DBN is extended to also diagnose outside of operation hours, when the HCV is closed, the fault
can be diagnosed. During operation, the fault could also be diagnosed if the supply water temperature sensor
at the heating coil was present, so the heat transfer could be calculated and compared to the measured supply
temperature.

The pressure sensor fault was not included in the DBN, due to missing sensors in the case study AHU. How-
ever, a pressure sensor bias experiment was still conducted, to find how reliable the diagnosis method is when
faults occur that are not included. Although the DBN still diagnosed faults, a fan control fault was diagnosed
when the pressure sensor value was set to 200 Pa. Since this fault could not have been present during the ex-
periment, considering the control signal of the fan was 0%, the DBN structure should be altered to include
the pressure sensor fault as well.

For the four shortest diagnosis periods, the HCV control fault was diagnosed instead of the supply temper-
ature fault. Only in the longest diagnosis period of three hours, the HC failure fault was diagnosed, which
is more similar to the supply temperature sensor fault than the HCV control fault. The 2-hour and 3-hour
diagnosis periods both diagnosed the same samples, the only difference was the total number of symptoms
threshold. This shows that the thresholds enabled the DBN to improve the diagnosis of this fault.

Pressure sensor faults were not included in the DBN, so the pressure sensor faults during the experiments
were diagnosed as damper or fan control faults instead. A fan rotation speed or power consumption sensor,
included in the DBN by Zhao et al., could be used to diagnose this fault [62]. Symptoms could also be added
to detect frozen sensor values by comparing the sensor values of multiple samples. This was not done for the
proposed diagnosis method, so the diagnosis could be applied for a one-sample period as well. Although the
faults were not included in the proposedDBN, the developedmethodwas able to detect faulty operation even
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though the pressure faults were not included. Therefore, other faults that were also not included could still
lead to a fault diagnosis.

8.2. Historical results
The diagnosis of 2022 and 2023 found control and sensor faults during normal operation of the AHU for a
large portion of the dataset. No faults were diagnosed for the other components, which is in line with the lack
of failure alerts in the diagnosed period. The most notable detected symptom was symptom S23, which was
detected in 79% of the days. This symptom is detected if the difference between the supply temperature and
temperature setpoint is greater than ε9, set to 1 ◦C. The most likely cause for this symptom being detected
is incorrect control of the HCV and ERW, as symptoms S22 and S27 were also detected often, indicating
incorrect control signals.

All of the supply-side temperature sensors were frequently diagnosed to be biased. As it is unlikely that all of
the temperature sensors were biased, the symptoms related to the sensor faults could be detected too often
because of too sensitive thresholds. For example, the symptom strongly linked to the inlet sensor (S16) was
detected if the difference between the inlet temperature sensor and outdoor temperature datawas greater than
ε7, which was set to 1 ◦C. Perhaps this temperature difference is often larger than 1 ◦C in practice, due to a
difference between the outdoor temperature data and the actual temperature at the location of the AHU.
For the biases between inlet, preheating and supply temperatures, and return and exhaust temperatures the
threshold values could also be increased to avoid false positive results. A different approach for detecting these
biases would be to compare the temperatures only outside of operation hours when no heat transfer takes
place within the AHU.

All of the symptoms that are detected in more than 5% of the samples are temperature-related. The pressure
setpoints are constant in virtually all of the samples, although the return pressure setpoint has been increased
from 185 Pa to 200 Pa. It is assumed that this increase is intentional, but this should be investigated with
building management. Airflow sensors or rotation speed sensors could be used to detect additional pressure-
related symptoms, which could find lower fan efficiency faults. Sensor bias could then also be diagnosed
separately. The low number of samples in which symptoms S4 and S7 are detected shows that the AHU
provides the requested setpoint pressure for most of the samples.

Themissing data of the return temperature sensor is correctly diagnosed for all of the sampleswith a calculated
posterior fault probability of 100%. This shows the ability of the developedmethod todiagnosemissing sensor
data faults, which are expected to apply to the other sensors as well.

The consecutive symptom threshold in combination with missing data caused some symptoms to be unable
to be diagnosed. Therefore, when interpreting the results of the developed method it should be considered
that if a sensor failure is diagnosed, someother faults cannot be diagnosed due tomissing data. In the historical
data, this was the case for the return temperature sensor, making it impossible to detect low ERW efficiency
in multiple samples consecutively. This was also the case for other rules that included the return temperature,
such as symptom S21, which detects a bias between the return and exhaust temperatures.

If other sensors are missing, the diagnosed faults would be affected in the same manner. This would be prob-
lematic for the supply temperature sensor inparticular, as this value is used inmultiple other symptoms. There-
fore, if the diagnosis results often include a sensor, the consequences for other faults should be taken into
consideration. For example, in the case of the supply temperature sensor, the symptom signalling a deviation
from the setpoint would then not be detected.

8.3. Real-time results
The real-time diagnosis showed several findings that can be used to further adapt the DBN for the case study
AHU.
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Firstly, the results of the real-time diagnosis showed that the HCV valve was not fully closed during the sum-
mer season. However, the value was 0.59% instead of 0%, so this fault could be considered insignificant. Ad-
ditionally, the boilers should not provide warm water to the HC during the summer. The symptom rules
related to the HC can be altered depending on the desired sensitivity by the building operators. For example,
a threshold could be introduced in the threshold rules, if the control signal is higher than 5% instead of 0%.
Furthermore, if theHCVcontrol signal is irrelevant during the summer season, the current season can be used
as a variable for these symptom detection rules. Then, incorrect HCV control and ERW sequencing would
only be diagnosed during the winter and in-between seasons.

Another aspect that should be noted related to the HCV signal, is that this may have impacted the historical
analysis as well. If theHCV control signal was set slightly above 0% during a large part of the dataset, this may
have been part of the reason why this fault was frequently diagnosed.

Another result of the real-timediagnosiswas that theERWis alsoused for cold recovery,whichwasnot listed in
the design document of theAHU. If this is intentional, the symptomdetection rule of ERWcontrol symptom
S27 should be adapted.

Finally, comparing the temperature sensors showed that the differences between the temperature sensors were
greater than previously expected. Particularly for the return and exhaust temperature sensors, when the ERW
was not used, the exhaust temperature still deviated from the return temperature. The return temperature
remained stable throughout the day, only increasing about 1 ◦C. The exhaust temperature followed the trend
of the outdoor and inlet temperature sensors, increasing about 4 ◦C.

Although multiple sensors in the case study AHU could have been biased, this is quite unlikely. A more rea-
sonable explanation is that the temperatures during operation can deviate more than 1 ◦C, and that therefore
the threshold should be increased. Another approach could be to instead compare the temperatures only
outside of operation hours.

8.4. Generalisability of the diagnosis method
As mentioned previously, several faults could be added to the DBN if additional sensors are available. Bias
or frozen values of the pressure sensors can be diagnosed by measuring the power consumption or rotation
speed of the fans. A temperature sensor at the heating coil water supply can be used to calculate the expected
heat transfer for the coil, improving the accuracy of diagnosing heating coil failure. Finally, a supply airflow
sensor could be used to diagnose low fan efficiency. However, these sensors are often not available in practice
and therefore DBNs need to be developed that are generalisable to most AHUs.

The DBN formulated in this thesis is expected to contain sensors available in most AHUs. However, the
diagnosis accuracy is improved by integrating BMS alerts as symptoms. This could potentially reduce the
generalisability of themethod if other AHUs do not have this information available within the BMS, or if the
components have no failure alerts. Because all of the symptom rules are knowledge-based, the method does
not require historical data to perform the diagnosis. The thresholds used can be changed depending on expert
knowledge of the AHU, however. The diagnosis period can also be altered as needed, ranging from single
samples to an entire day.

Additionally, the case studyAHUmaintains a constant pressure setpoint. The symptom rules for the pressure
setpoints would need to be adapted for AHUs that control the setpoint based on occupancy. However, the
structure of the DBNwould not need to be altered.

The approach to adapting theDBN for other AHUswith an ERW is relatively straightforward. Faults for any
components that are absent can be removed, as well as any edges from these faults. Symptoms with detection
rules that include any absent sensors can also be removed. In some cases, the calculation can be adapted,
such as for the ERW efficiency. This symptom rule currently calculates the efficiency based on the return and



8.5. Sustainability implications 60

exhaust temperatures, which could also be calculated with the inlet and preheating temperatures. Depending
on which faults and symptoms remain, the conditional probabilities between symptoms and faults can be set
appropriately.

The DBN structure would have to be alteredmore significantly to perform accurate diagnosis of AHUs with-
out an ERW.This is caused by themixing box, which both the supply and return airflow pass through. There-
fore, the biases can not be calculated by comparing the return and exhaust temperature sensors, as well as the
inlet and preheating temperatures. The ERW control fault and symptom could be replaced with the mixing
damper control fault and a symptom comparing the control signal to intended values. A stuckmixing damper
could be diagnosed with a symptom that compares the temperature sensors around the mixing damper, in-
stead of the low ERW efficiency symptom.

8.5. Sustainability implications
To estimate the increased energy usage of the faults introduced during the experiments, the energy usage of the
building during the experiments was compared to a day with a similar outdoor temperature. Amonth before
the experiments were conducted, the average outdoor temperature was similar. Instead of 6.9 ◦C the average
outdoor temperature was 6.1 ◦C. Comparing the energy usage between these two days showed that the gas
usage was about half during the experiments, even though faults were introduced in the AHU. Therefore this
approach does not give a correct estimation of energy waste caused by faults in the AHU. This wasmost likely
due to lower occupancy during the experiments, as theywere conducted duringweekendswhen no occupants
were present.

In the analysis of the historical data, most of the diagnosed faults are control and sensor faults, which can
remain unnoticed without performing FDD. The return, inlet and preheating sensors were often diagnosed
as faulty. With regards to the energy performance of the AHU, the preheating and inlet temperature sensors
do not have a strong impact on energy usage as the values are not used to control any components. They
are needed for performing fault diagnosis of the AHU, however. The return temperature sensor is used for
controlling the ERW, so this can have an impact on energy usage. Since the sensor was only available every 30
minutes, the control could have been sub-optimal. However, it can also be the case that the data was available
in real-time, but not stored in 10-minute intervals.

The temperature setpoint fault was also diagnosed for a large portion of the dataset. This was mainly because
the setpoint was lower than the intended values of the AHU. Setting the setpoint lower decreases the energy
usage of the AHU, however, it may also have an impact on the other HVAC systems in the building. For
example, by delivering colder air to the building the radiators may be needed to supply more heat instead,
which could increase gas consumption. This is difficult to verify, as the energy consumption of the AHU has
not been measured.

Additional faults that have an impact on the energyusage of theAHUare theHCVandERWcontrols. Energy
can be wasted when the HCV control signal is too high for the current supply temperature. The AHU also
opens theHCVwhile the ERW is turned off, which does notmaximise the available energy recovery potential.
Additionally, the ERW control signals can only turn the ERW on and off, which is less efficient than staying
at a constant capacity.

If the ERW is not operated in the summer season, as stated in the design document, this also reduces the
amount of energy that can be recovered. However, Figure 7.6 in the previous chapter shows that the ERW is
also used to recover cold. Therefore it is likely that the design documents are incorrect.
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Conclusion

This chapter concludes this thesis by answering the research question. It also offers a reflection on the chosen
methods and limitations of the conducted research. Finally, possibilities for future research are described.

This thesis aims to provide a general fault diagnosis method that can be used for real-time diagnosis of AHU
faults. The main research question of this thesis was therefore formulated as the following:

‘How can Bayesian network-based fault diagnosis accurately find faults for air-handling units in real-
time based on expert knowledge?’

In order to answer the main research question, the sub-questions can now be answered:

‘How can expert knowledge be transferred to a diagnostic Bayesian network to detect and diagnose common air-
handling unit faults?’

Common AHU faults from the literature were presented in Chapter 4.1. Symptoms rules were formulated
based on these faults, by applying the 4S3F framework. This was done with a knowledge-based approach,
based on design documents of the AHU and conversations with building management.

The final DBN is presented in Appendix B. The DBNwas shown to be able to diagnose AHU control faults
successfully. Additional validation is needed for component faults, however. The symptom rules presented
can also be applied to other AHUs with an ERW and similar sensors. Furthermore, a similar approach can be
used to formulate the symptom detection rules and DBN structure.

‘Which faults are diagnosedwithBayesiannetwork-based fault detection anddiagnosis during normal operation
of air-handling units?’

In Chapter 6, the historical data was diagnosed with the developed diagnosis method. The faults found most
frequentlywere all temperature-related. Three significant faults were diagnosed for a large number of days: an
incorrect temperature setpoint (64%of the dataset), incorrectHCVcontrol (43%) and incorrect ERWcontrol
(11%). These faults are expected to have impacted the energy consumption of the AHU.

Besides sensor-related faults, no component faults were diagnosed with the developed method for the case
study. This aligned with the lack of alerts in the BMS for the components in the diagnosed period.

‘How can Bayesian network-based fault detection and diagnosis be applied to diagnose air-handling unit faults
in real-time?’

In Chapter 5, experiments were introduced where faults were diagnosed in various diagnosis intervals. The
results have shown that the revised DBN was able to diagnose all control faults even using only a 1-sample
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detection period. However, usingmore samples is recommended, as the symptom thresholds helped improve
the accuracy of the diagnosis for longer periods.

In Chapter 7 diagnosis of data gathered through the data streaming platform Apache Kafka was performed.
Data was collected from Kafka and saved locally in InfluxDB, a time-series storage solution. The required
timespan was queried so diagnosis could be performed.

This showed that real-time diagnosis could be performed with a data streaming framework. The measured
processing time of performing diagnosis enables fault diagnosis to be performed on every 5- or 10-minute
sample.

By answering the sub-research questions, themain research question is also answered. The developedmethod
has been shown to be able to detect and diagnose real-time data, by transferring expert knowledge to a DBN.
The following sections describe the main limitations and future work that can be undertaken to further im-
prove and validate the method.

9.1. Limitations
In this section, themain limitations of the research are describedwhich should be considered for the presented
results. For the historical fault diagnosis, some datawas not fully available. The return temperature sensorwas
only available in 30-minute intervals from September 2022. Due to the consecutive symptom thresholds, the
symptoms using this sensor could not be detected. Additionally, historical alerts were not available for 2023,
so it was assumed that no alerts were present in that year. Because of these limitations, some component faults
could not have been diagnosed.

The second aspect that should be considered is the effect of missing airflow and HC water supply tempera-
ture sensors. Because these sensors were absent, the efficiencies of the HC and fans could not be estimated.
Therefore faults related to fan efficiency were excluded. Additionally, the missing sensors could impact the
reliability of the fan failure and HC failure fault diagnoses.

The third limitation is related to the chosen threshold values used in the symptomdetection rules. Several pro-
posed epsilon values were based on estimations. Some of these values may have been too sensitive, especially
for biases of the temperature sensors. Additionally, the values were based on control and technical documents
of the AHU. This information could be incorrect or outdated, for example, the fan efficiency can be lower in
practice than stated in the design document. Furthermore, technical information could be lacking when ap-
plying the diagnosis method to other AHUs. This highlights the importance of involving building operators
in the setup of the diagnosis method, as they can provide input on sensible threshold values for the considered
AHU.

Another limitation of the results is that they are dependent on the conditional and prior probabilities of the
DBN. The sensitivity analysis of Section 5.5 showed that the structure affected the number of false positive
and negative faults diagnosed.

Finally, some symptoms could be detected due to the transient nature of the data. There is a delay between
changes in the control signals and the measured temperatures. For example, when the ERW is turned on
just before the sampling interval, the supply temperature may still lie below the setpoint. This should be
considered when setting the thresholds in the symptom rules. Alternatively, future work can be done on
filtering transient data, which is discussed further in the next section.

9.2. Recommendations for future work
This section will outline recommended future work related to this thesis.

The first recommended future research is to extend the symptoms and faults of the DBN. The DBN can be
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extended to the summer season by adding symptoms and faults related to the chiller. ERWcontrol during the
summer could also be further validated. Secondly, diagnostics can be performed outside of working hours,
when only temperature sensor distortions are detected. This is expected to improve the accuracy of the bias-
related symptoms.

The symptoms could also be improved by adding efficiency estimations for the coils and fans based on engi-
neering knowledge. The expected efficiency could then be calculated based on the control signals. Symptoms
that cover several samples could also be added, such as the freezing of sensor values symptom. For this thesis,
only symptoms that can be detected in real-time with one sample have been considered.

The proposed epsilon values should also be further investigated. This could be done by conducting data-
driven research for different AHUs and by interviewing engineers with experience in operating AHUs. Ap-
plying the diagnostic method to different case study AHUs can also further validate the detection rules.

The final suggestion related to symptomdetection is to test differentmethods of filtering transient data. Zhao
et al. filter the data based on the minimum, maximum and mean sensor values of the previous five samples,
as proposed by Lee et al [31, 62]. If this is done for real-time diagnosis, a trade-off must be found so that the
amount of data left is sufficient to perform real-time fault diagnosis. Additionally, the combination of filtering
the transient data and only selecting symptoms with the total and consecutive thresholds can be explored.

The second area for future research is the structure of the DBN. The current implementation of the DBN
contains binary states for the symptom and fault nodes, absent and present. The number of states can be
extended, e.g. to positive, negative and fault-free states. This allows separate conditional probabilities for the
different states, potentially improving the diagnosis accuracy.

Similarly, the number of parameters for the conditional probabilities could be extended. For example, a
medium strength conditional probability parameter could be added of 60%. Furthermore, different parame-
ter values can be experimented with.

Different values for the posterior threshold of 60% can be further investigated for the fault diagnosis process.
As an alternative approach, faults could be isolated similar to themethod proposed by Zhao et al [62]. In their
work, faults are considered if they are at least some threshold higher than the other faults (for example 30%).
Additionally, if a fault is not isolated a fault alert is still generated if the air pressure and fanpower consumption
exceed certain thresholds.

The real-time diagnosis presented in Chapter 7 can be further extended by adding alerts from the BMS to the
data streaming platform. For the case study, the alerts are stored differently than sensor data, which could
make integration with the real-time framework challenging. Furthermore, the alerts are only stored for one
sample in the BMS, even though the related fault could be present for a longer period. Therefore, each alert
should be considered for multiple samples.

The developedPython implementation canbe further improved aswell. Firstly, the code canbe runon a server
to test automated diagnosis. Furthermore, a graphical user interface can be implemented with a framework
such as Dash, to provide diagnosis information on an accessible website [42]. This information could consist
of showing the DBN, as well as the diagnosis results with detected symptoms, diagnosed faults and calculated
posteriors for theperiod considered. Additionally, thedevelopedmethod shouldbe applied todifferentAHUs
in buildings on the TUDelft campus and elsewhere, to research the generalisability of the method. Themost
logical first candidate is the case study building, which contains another AHU.

Finally, additional experiments can be performed to simulate component failures and further validate the
proposedDBN.During the experiments, alarms should be generated which can be analysed to determine the
frequency of false positives or false negatives. In addition, the energy consumption during these experiments
can be measured and compared to fault-free operation.
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A
Fault experiments

Table A.1: Conducted experiments dates and times.

Date Fault Start time End time
03/23/2024 Supply fan control set to 30% 8:21 11:14

Supply fan control set to 70% 11:14 14:32
ERW control set to 0% 14:32 17:00

03/24/2024 Supply pressure setpoint set to 235 Pa 11:05 13:58
Supply pressure setpoint set to 135 Pa 13:58 17:00
Supply pressure sensor set to 130 Pa 17:00 20:00

03/29/2024 HCV control set to 0% 9:25 11:24
HCV control set to 30% 11:24 14:00
HCV control set to 100% 14:00 17:12

03/30/2024 Supply pressure sensor set to 200 Pa 9:53 10:56
Temperature setpoint set to 23 ◦C 11:22 14:35
Temperature setpoint set to 17 ◦C 14:35 17:59
Supply temperature sensor set to 17 ◦C 18:10 20:00
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Revised DBN
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Figure B.1: Revised DBNwith symptom S35.
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Symptom Rule

S1 Comparison Ti and To |Ti − To| > ε1
S2 Supply fan alert is present As,fan = 1
S3 ComparisonUs,fan, ps,set and ps Us,fan < 0% orUs,fan > 100% or

(Us,fan < 100% and ps < ps,set − ε2) or
(Us,fan > 0% and ps > ps,set + ε2)

S4 Difference ps,set and ps |ps − ps,set| > ε3
S5 Return fan alert is present Ar,fan = 1
S6 ComparisonUr,fan, pr,set and pr Ur,fan < 0% orUr,fan > 100% or

(Ur,fan < 100% and pr < pr,set − ε2) or
(Ur,fan > 0% and pr > pr,set + ε2)

S7 Difference pr,set and pr |pr − pr,set| > ε3
S8 Comparison ps,set |ps,set − 185| > ε4
S9 Comparison pr,set |pr,set − 200| > ε4
S10 HighΔps Δps > ε5s
S11 Supply filter alert present As,filter = 1
S12 HighΔpr Δpr > ε5r
S13 Return filter alert present Ar,filter = 1
S14 LowΔps Us,fan ≥ 5 andΔps < ε6
S15 LowΔpr Ur,fan ≥ 5 andΔpr < ε6
S16 Difference Ti and To |To−Ti| > ε7 orTi = NaN orTi < ε14 orTi > ε15
S17 Difference Tp and Ti with ERW off (|Tp − Ti| > ε7 andUerw = 0%) or

Tp = NaN or Tp < ε14 or Tp > ε15
S18 Difference Ts and Tp with HCV&CCV closed (|Tp − Ts| > ε7 andUhcv = 0% andUccv = 0%) or

Ts = NaN or Ts < ε14 or Ts > ε15
S19 Tr outlier or missing data Tr = NaN or Tr < ε14 or Tr > ε15
S20 Te outlier or missing data Te = NaN or Te < ε14 or Te > ε15
S21 Difference Tr and Te with ERW off |Tr − Te| > ε7 andUerw = 0%
S22 ComparisonUhcv, Ts and Tset (Uhcv > 0% and Ts > Tset + ε8) or

(Uhcv < 100% and Ts < Tset − ε8) or
Uhcv < 0% orUhcv > 100%

S23 Difference Ts and Tset |Ts − Tset| > ε9
S24 Heating coil pump error present Ahc = 1
S25 Low heating coil efficiency (Ts − Tp) < ε10 ∗ Uhcv

100 andUhcv > 0%
S26 Comparison Tp and Ts with HCV closed Uhcv = 0% and Ts > Tp + ε11
S27 ComparisonUerw, Ts and Tset (Uerw < 100% and Ts < Tset − ε12 and Tr > To)

or (Uerw > 0% and Tr < To) or
(Uerw > 0% and Ts > Tset + ε12) or
Uerw < 0% orUerw > 100%

S28 Low ERW efficiency Uerw > 0% and (Tr−Te
Tr−Ti

< ε13 ∗ Uerw
100 )

S29 ERW alert present Aerw = 1
S30 ps outlier or missing data ps = NaN or (ps < ε16) or (ps > ε17)
S31 pr outlier or missing data pr = NaN or (pr < ε16) or (pr > ε17)
S32 Δps outlier or missing data Δps = NaN or (Δps < ε16) or (Δps > ε17)
S33 Δpr outlier or missing data Δpr = NaN or (Δpr < ε16) or (Δpr > ε17)
S34 High or low Tset Tset < ε18 or Tset > ε19)
S35 ComparisonUhcv andUerw Uhcv > 0% andUerw < 100%

Table B.1: Symptoms detection rules for the DBN including symptom S35 and revised rules for symptoms S22 and S27.
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Python packages

Table C.1: Python packages used.

Package version
confluent-kafka 2.4.0
influxdb-client 1.43.0
numpy 1.26.4
pandas 2.2.1
pgmpy 0.1.25
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D
Example Kafka message

1 "system_manufacturer": "",
2 "building": "28",
3 "brick_system_class": "HVAC",
4 "timestamp": 1719224913464,
5 "equipments": [
6 {
7 "equipment_name": "AHU␣1",
8 "brick_equipment_class": "AHU-Pressure_Sensor",
9 "equipment_description": "Pressure␣transmitter",
10 "equipment_reference_id": "",
11 "equipment_NLSfB_element_class": "",
12 "equipment_NLSfB_element_naam": "",
13 "location_wing": "D",
14 "location_floor": "",
15 "location_room_number": "",
16 "location_room_name": "",
17 "location_room_description": "",
18 "location_room_class": "",
19 "location_zone": "",
20 "location_zone_description": "",
21 "measurements": [
22 {
23 "measurement_reference_id": "",
24 "measurement_id_name": "(28)␣201.PT-02M--",
25 "measurement_name": "Pressure␣transmitter -Measurement -None",
26 "brick_point_class": "Sensor",
27 "unit": "pascals",
28 "value": 200.441833,
29 "measurement_description": ""
30 }
31 ]
32 }
33 ],
34 "portfolio": "",
35 "system_manufacturer_description": "",
36 "portfolio_description": "",
37 "building_description": "",
38 "brick_system_class_description": ""

Listing D.1: Example case study Kafka message with sensor data, deserialised to JSON format.

74


	Preface
	Summary
	Nomenclature
	Introduction
	Problem analysis
	Research aim
	Research context
	Thesis outline

	Literature review and theoretical background
	Literature review
	Fault diagnosis methodologies
	Diagnostic Bayesian networks
	Air-handling unit diagnosis
	4S3F framework

	Theoretical background
	Description of air-handling units
	Bayesian network theory
	Building management systems


	Descriptive analysis of case study and historical data
	Case study description
	Historical data analysis

	FDD model development
	AHU faults
	DBN description
	Fault diagnosis
	Symptom rules
	Conditional probabilities

	Data preprocessing

	Experimental validation
	Description of experiments
	Diagnosis setup
	Diagnosed faults
	Impact of the diagnosis period
	Sensitivity analysis

	Diagnosis of historical data
	Diagnosis setup
	Diagnosis results
	Detected symptoms
	Diagnosed faults

	Sensitivity analysis

	Real-time implementation
	Description of Python frameworks
	Python implementation
	Real-time diagnosis results

	Discussion
	Experimental results
	Historical results
	Real-time results
	Generalisability of the diagnosis method
	Sustainability implications

	Conclusion
	Limitations
	Recommendations for future work

	References
	Fault experiments
	Revised DBN
	Python packages
	Example Kafka message

