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Abstract

The domain name system (DNS) and public key in-
frastructure (PKI) provide the core services for the
Internet. The use of these systems requires trust in
institutions to provide proper services, which they
can fail to provide. Centralized management allows
these institutions to perform censorship. Addition-
ally, these legacy systems have seen numerous se-
curity issues over the years related to both network
security and data security. The rise of the Internet
of Things, often resource-constrained devices such
as embedded sensors, has leveraged these services.
But in doing so has exposed the IoT to the same
flaws as the underlying infrastructure. To combat
this, both non-blockchain-based and blockchain-
based solutions have been proposed, both with their
own issues. Non-blockchain-based solutions offer
improvements in one dimension, such as trust, but
at the cost of security. In comparison, blockchain-
based solutions can offer improvements in multi-
ple dimensions simultaneously as has been shown
in proposed systems. Blockchain-based solutions
deal with their own set of issues: they struggle with
the adoption of such a system and lack compati-
bility with the resource-constrained IoT. To combat
the issues of blockchain-based solutions, this paper
proposes theoretical improvements on blockchain-
based DNS and PKI solutions, building on work
done in the field. These improvements address
the interoperability with current systems to increase
adoptability. Additionally, it offers a system archi-
tecture compatible with both the IoT and regular
devices by leveraging different types of nodes for
the blockchain network based on device constraints
and needs.

1 Introduction

The Domain Name System (DNS) [1] and Public Key Infras-
tructure (PKI)[2] have powered the Internet since the begin-
ning. DNS provides a mapping between domain names and
IP addresses, while PKI has a supporting role in the cryptog-
raphy of the web. However, a new dimension has been added
to the Internet in recent history: the Internet of Things (IoT)

[3]. The ToT empowers many devices ranging from smart de-
vices in a consumer home to sensors in industrial plants and
medical devices. This is achieved while being connected to
the Internet and leveraging its core components: DNS and
PKI. But over the years, both technologies have experienced
a wide range of issues:

e Trust: End-users trust governments and institutions to
provide the DNS and PKI services, but this makes them
dependent [4]. As a result, errors and mistakes made by
the service providers, can disrupt services and introduce
problems for the end-users while leaving the user pow-
erless to resolve the problems.

¢ Security: DNS is known for its network security issues
[5], which cause disruptions and can result in issues for
data security. In addition, PKI has problems with phys-
ical and hardware security relating to the root private
keys [6]. This opens up the potential for unavailabil-
ity, and incorrect records on critical systems caused by
security issues.

 Internet censorship: With governments and large insti-
tutions having control over these services, they also pos-
sess the power to censor these services, resulting in the
unavailability of content [7]. A common example of this
is the Great Firewall created by the Chinese government

(8].

By building on the Internet, the IoT has inevitably inherited
these flaws, making the system vulnerable.

With the rise of Bitcoin [9], blockchain technology has
seen a large amount of interest and research. By promising
high levels of security, a trustless environment, no single
point of failure, immutable and auditable data, blockchain
technology is a promising technology to mitigate the issues
of legacy Internet components.

Related work in this field has focused on both blockchain
and non-blockchain solutions. [10] proposed a decentralized
version of the DNS before blockchain technology existed
to address security issues and the DNS as a single point of
failure. Both [11] and [12] provide an overview of existing
blockchain solutions for both DNS and PKI. However, none
of these works focus on the specific context of the IoT, which
adds additional restrictions. Most papers focus on security
and a single point of failure, neglecting the points of trust



and internet censorship.

This paper aims to fill in those gaps by providing an
overview of the existing solutions and giving theoretical
improvements to solve the aforementioned issues regarding
trust, security, and censorship with the DNS and PKI, put
in the context of the IoT. To achieve this, an overview of
the technologies is given, where all four technologies are
discussed, and their main advantages and drawbacks are
defined. The next step provides an overview of the existing
solutions both with and without blockchain technology, their
main advantages and drawbacks regarding trust, security, and
censorship. Finally, using the advantages and drawbacks of
various solutions, the last part provides theoretical improve-
ments for blockchain-based solutions.

This paper is structured in the following manner: Sec-
tion 2 of this paper gives an overview of the methods used
to gather and process sources; Section 3 gives an overview
of related work in this field; Section 4 introduces the back-
ground of the technologies relevant to this research, as well
as how they relate to each other and the issues that currently
exist; Section 5 gives an overview of current non-blockchain
and blockchain-based solutions, and their main advantages
and drawbacks. Section 6 states the key findings from the
previous section and proposed improvements for blockchain-
based solutions; Section 7 provides all main findings of
this paper and proposes recommendations for future work.
Section 8§ is dedicated to the ethical side of this paper and the
reproducibility of the research.

2 Methodology

This literature study is mainly concerned with four differ-
ent technologies: blockchain, IoT, DNS, and PKI. As a lit-
erature study, all methodology relates to searching, reading,
and processing various sources. All searches were performed
on Google and Google Scholar, with default settings, com-
bined with the TU Delft library extension for access. Within
Google Scholar, the following keywords were used to per-
form searches:

» Technology keywords: DNS, Blockchain, PKI, IoT

e Research dimension keywords: trust, security, censor-
ship

To gain specific information, a combination of these key-
words was used, for example, “DNS” and “Security” to find
information related to the security of the DNS.

[13] formed the foundation and introduction into the
topic of IoT and blockchain. In addition, it gave the first
introduction to blockchain-based identity management. [13]
together with [11] and [12] introduced a range of topics
and specifics into the subject and provided references to
specifics. For specific information about technologies, their
original proposals were used, Request For Comments for
DNS and PKI, and whitepapers for the different blockchain
solutions. The proposed improvements build on work from
the referenced works in both the background and analysis

sections. It combines guidelines and proposals of related
work into proposed improvements to mitigate the issues
identified in the relevant technologies.

3 Related work

With the DNS being a legacy system, alternatives have been
proposed before blockchain existed. In [14], an alterna-
tive to DNS is proposed that is more suitable for inter-
net objects, possibly complementing the existing infrastruc-
ture. [10] proposed a distributed DNS alternative, before the
blockchain’s distributed technology existed, it introduces ex-
tra servers to maintain copies and eliminate security risks. To
remove the need for public static IPs for each device, [15]
suggests Unmanaged Internet Architecture (UIA) to provide
zero-configuration names for each device.

More recent papers propose and discuss DNS and PKI so-
lutions based on blockchain technology. The first blockchain-
based solution was Namecoin [16], based on talks about a
hypothetical bitDNS. [17] performs a study on Namecoin,
discussing the benefits and flaws of the Namecoin system.
[18] introduces a solution based on the Namecoin infrastruc-
ture, called Blockstack. Blockstack uses a virtual chain to
address issues of upgradability and security present in Name-
coin. [19] focuses on the privacy aspect of current PKI so-
lutions and proposes a blockchain-based solution to combat
privacy issues, though increased privacy is achievable it does
so at the cost of security. [20] performs a study on the current
relationship between the DNS and the IoT, identifying the
current issues for regular DNS and mDNS. An overview and
comparison of various proposed solutions is given in [11] and
[12], where the advantages and disadvantages of blockchain-
based solutions are discussed. [21] defines general guidelines
for reasoning about PKI, and the decentralized web, while
also proposing an Ethereum [22] based PKI solution called
Ghazal.

4 Background

This section provides the background on the underlying
technologies. The first subsection briefly explains what a
blockchain is, the basics of the IoT, and how both relate. Sec-
tion 4.2 gives an overview of both the DNS and PKI tech-
nologies, introducing the basic concepts and issues related to
these technologies.

4.1 Blockchain and the IoT

To understand how blockchain technology and the internet of
things relate to each other. First, a basis of both blockchain
and the IoT itself is required. This subsection first introduces
both technologies, after which both are combined to show the
relationship between the technologies.

4.1.1 Blockchain

Blockchain technology is a new technology that sees active
research and development [23]. A blockchain is a distributed
ledger shared among a network made up of nodes, with each
node being a device. This ledger is a data structure that con-
tains all transactions that occurred on the network. Internally
this data structure uses blocks of data: each block contains



a set of transactions and keeps track of the previous block.
Together these blocks create a chain where the full history
of the ledger is recorded. A transaction on a blockchain is a
record containing data. This data can be a financial transac-
tion, as it is with cryptocurrencies, or be another type of data.
Blockchain is known for its strong points:

* No need for trust in central authorities
* Immutability of the data

e Auditable

* Security

Each node contains a copy of the complete ledger and there-
fore can audit every transaction in the ledger’s history. The
other strong points of the blockchain are achieved with the
help of a consensus algorithm: a consensus algorithm is a way
to reach a decentralized consensus between the network’s
nodes, and it is based on strong cryptographic principles [9].
The consensus algorithm ensures that the blockchain is im-
mutable and resistant to faults. In addition, it ensures that it is
practically too difficult to tamper with the blockchain, this is
achieved by requiring an amount of power in the network to
achieve consensus. This power can consist of computational
work, as in Proof of Work algorithms, or assets in the network
as in Proof of Stake algorithms.

4.1.2 The Internet of Things

The Internet of Things, abbreviated IoT, is an upcoming cat-
egory of computer devices [3]. The Internet of Things is built
on two essential parts: the devices, Things, and the connec-
tivity, the Internet [24]. Things on the Internet of Things are
at their core computers but can differ greatly from a regular
commercial computer. IoT Things often have one or more of
the following characteristics [25]:

* Small: IoT devices can be found in all forms and sizes,
but they can be multiple factors smaller than regular
computers.

* Embedded: IoT devices are embedded in other items and
are normally not visible from the outside. These devices
can range from embedded sensors in a chemical plant to
the internal controller of a smart fridge.

e Low computing power: Given the size and the location
of [oT devices, they do not possess the computing power
to process heavy tasks. This gives IoT devices the abil-
ity to have a small form factor since they do not require
active cooling and have low power consumption.

* Specialized: An IoT device can be specialized for one
specific task. A sensor device will only act as a sensor
compared to general-purpose computers.

* Real-time: IoT devices, especially sensor devices, can
generate large amounts of data, often in real-time. This
characteristic is important in high-risk environments,
such as chemical plants.

* No Human-Computer interaction: An important aspect
that sets an IoT device apart from a general computing
device is that it requires little to no human interaction.
This ensures that a device can operate on its own without

supervision. In addition, this allows devices to be placed
in hard-to-reach or remote locations while the data is ac-
cessible.

The other aspect of the Internet of Things is connectivity. As
is in the name, all IoT devices are connected over the inter-
net. This is characteristic that all IoT devices share to be an
IoT device, and this is also what makes other characteristics
possible, like placing them in remote locations.

IoT has been deployed in many different contexts, from
smart homes to appliances in agriculture, logistics, and the
medical field [26]. Nevertheless, although IoT has been in
use and is projected to grow to more devices, it also has its
own fair share of issues [13; 27; 28]:

e Trust: The specialization of IoT devices makes them
limited to their specialization. Nevertheless, the connec-
tion of multiple devices over the internet allows for a
large interconnected system. To achieve this, IoT gen-
erally uses centralized cloud services to accumulate and
process all data from a group of devices. This intro-
duces the need for trust in two different places: firstly
in the cloud service that the devices connect to, and sec-
ondly in the infrastructure that powers the internet, for
example, DNS, DHCP, and PKI servers.

* Privacy: IoT devices handle all types of data, but this
data contains personal and identifiable data, especially in
the context of medical or smart-home devices. This be-
comes of uttermost importance when dealing with third-
party services, as is the case with cloud services. In the-
ory, data can be used for other purposes and possibly
sold for advertisement and marketing purposes.

e Security: The computing capabilities on IoT devices
leave little room for proper security implementations.
Some issues can be attributed to poor implementa-
tion and poor configuration. Other devices lack the
power and storage to facilitate cryptographic algorithms
needed for encryption. Reliance on third-party services
and infrastructure only further increases the vulnerabil-
ity of these devices. In addition to a software approach to
security, there is also a hardware side to the story. Phys-
ical access to a device can grant a malicious user access
to the device’s software and, therefore, data.

* Scalability: IoT devices generate a large amount of data,
often in real-time. This causes a large load on the un-
derlying internet infrastructure. As well as the ability to
process data on a processing service.

This makes that while IoT devices have a useful purpose,
there are problems that need to be considered. These prob-
lems require solving to ensure that the IoT services can be
used securely, reliably, and trusted.

4.1.3 Blockchain and the IoT

If put together, IoT and blockchain technology seem to com-
plement each other. Where IoT lacks in term of security and
trust, blockchain technology excels [23]. For this specific rea-
son, a combination of both technologies has gained attention
in the last years [13]. However, putting blockchain and IoT
together is not as straightforward as possible and introduces



new challenges. For example, both technologies can have is-
sues with scalability: to support the amount of data coming
from IoT devices, a blockchain should have a higher transac-
tion throughput than Bitcoin and Ethereum [29]. In addition
to that, IoT devices can lack both storage capacity and com-
puting power. To be part of a blockchain, a device needs to
be able to run a consensus algorithm. Especially algorithms
like Proof of Work are known for their high demands on pro-
cessing power [30]. Therefore, scalability and computational
power pose important problems to integrating blockchain and
IoT.

4.2 DNS and PKI: The Internet

The Internet is a complex system that, over the years, gradu-
ally grew, from having few components to a wide variety of
architectural components [31]. Two of those components are
DNS and PKI, this section gives an overview of both tech-
nologies, their uses, problems, and finally, their relation to
the IoT.

4.2.1 Domain Name System
The DNS is a component of the Internet that manages the
mapping of domain names to IP addresses [1]. The DNS was
designed to generify and simplify the process of identifying
hosts to be ready for the growth of the Internet. The DNS
is designed in a decentralized hierarchical manner, where
root servers point to domain-specific sub-servers. To per-
form a DNS domain look-up, a device will contact the root
server, which will point to the specific domain server, this
can continue until the device reaches the DNS server respon-
sible for hosting the record of the domain. DNS is one of
the older components of the Internet, and over the years, it
has seen multiple extensions and changes [32]. One impor-
tant extension of the DNS is the introduction of DNSSEC,
which introduces security measures into the DNS [33; 34;
35].

With more than half of the world’s population being on-
line, the DNS handles large amounts of traffic [36]. However,
despite the heavy usage, the DNS is also known for its flaws:

* Trust: Though the DNS is architecturally decentralized,
it does require trust in a set of centralized root servers
[1]. The design does allow for the possibility to add local
or private DNS servers, but that does not change the need
for root servers for non-local records.

* Security: The original DNS did not include security fea-
tures [11, but with the introduction of DNSSEC, the DNS
protocol added digital signatures based on the public key
cryptography [37]. However, despite the formalization
of DNSSEC, the deployment of DNSSEC is lackluster,
as found by Chung et al. [38]. In addition, the DNS
is a high-profile target for denial-of-service attacks and
vulnerable to a wide range of attacks [5].

* Point of failure: As mentioned, DNS servers are high-
profile targets for cyber attacks. These attacks can lead
to the unavailability of a DNS server or group of servers.
In addition, a disrupted or offline DNS server can pro-
vide incorrect address mapping. To combat this, the
DNS and DNSSEC standards introduced zoning, which

tries to resolve unavailability issues, but is still vulnera-
ble to incorrect records.

¢ Internet censorship: Top-level domain and root domain
servers are hosted by countries and large organizations.
In over 60 countries, DNS level censoring is applied,
where DNS records are altered or removed [7]. Internet
censorship introduces issues for human rights organiza-
tions and human rights and is against the principles of a
free Internet [39].

To mitigate these issues, DNS has seen a large number of
patches since the first proposed implementation [40]. Unfor-
tunately, as with the roll-out of the initial DNSSEC protocol,
adoption is slow and leaves much to be desired. The discov-
ery of new vulnerabilities will only make this problem larger.
In addition, issues of trust and censorship cannot be resolved
with new extensions to the DNS, as they come from the fun-
damental architecture of the system.

4.2.2 Public Key Infrastructure
To secure content and connections on the web, public-key
cryptography is used. But the public keys are not guaranteed
to have come from the owning entity. To solve this problem,
public key infrastructure (PKI) was introduced [2]. PKI ver-
ifies the identity associated with a public key and stores this
data in a digital signature. PKI is structured hierarchically,
with root certificate authorities on top. Each following cer-
tificate authority can be verified by going up the chain to the
root authorities. Root authorities have self-signed certificates
and are included in most browsers and operating systems as a
trusted root [41]. In practice, PKI is used to secure the web,
it verifies the foundations TLS is built on and enables secure
connections for the DNSSEC. PKI is therefore of importance
to important components of the Internet and acts as support-
ing infrastructure.

In its existence, PKI has seen three main points of criticism
[42; 6]:

e Trust: PKI works with a chain of trust, this means that
an entity can go up the verification chain. But root cer-
tificates of CAs are self-signed, meaning that there is no
upper authority. CAs and their certificates are trusted
because entities within the Internet, such as the browser
and operating system vendors, decided to. This intro-
duces a need for trust, which is not quantifiable. This
also means that once the root authorities are compro-
mised, the chains fall apart. This results in a system with
a single point of failure.

* Security: The PKI is a complex and expansive system,
this also introduces multiple points of attack. The stan-
dard does take compromises into account by allowing
certificates to expire and be revoked. In practice, not all
breaches are detected immediately and can result in a de-
lay between the breach and revokal [43]. In addition to
software attacks, physical attacks are also possible. The
private keys for root certificates and CAs are stored on
physical locations. A breach of those private keys would
mean a revokal of root certificates and be disruptive to
the ecosystem. [42] summarizes the security of the PKI:
“Security is a chain; it’s only as strong as the weakest



Service provider

Figure 1: Simplified overview of current network architecture

link. The security of any CA-based system is based on
many links and they’re not all cryptographic”.

* Conceptual: The PKI also brings up identification and
legal issues. Identification issues relate to the fact that
certificates establish a link between a key and an entity
but do not provide hard links between the digital and
physical entities. Legal issues come from repudiation,
where the question arises if the owner of a key is re-
sponsible for what happens with the key, even if a third
party gained access.

Public key infrastructure has allowed the Internet to become
more secure by enabling TLS and DNSSEC. But despite
those efforts receives criticism for its flaws in trust, security,
and concept. Furthermore, as with DNS, PKI is a legacy sys-
tem used by a large part of the Internet, therefore proposing
alternative solutions also introduces issues with adoption.

4.2.3 DNS and PKI with the IoT

To connect to service providers, IoT makes use of the DNS
and PKI infrastructure. The DNS is used to look up the ser-
vice’s domain, while the PKI is used to support the security
protocols DNSSEC and TLS. The reliance on DNS and PKI
means that IoT also inherits the flaws of those systems. This
results in an IoT that is based on trust, insecure, and vulner-
able to censorship. DNS-related security issues are nothing
new to the IoT. A recent example, as of 2021, is the set of
“NAME:WRECK” security vulnerabilities in the DNS im-
plementation of 100m+ IoT devices [44]. This vulnerability
makes devices potentially vulnerable to denial-of-service at-
tacks and remote code execution. A simplified architectural
overview of the DNS, PKI, and IoT is given in Fig. 1.

5 Analysis

To solve the issues of trust, security, and censorship, mul-
tiple solutions exist. Generally, these can be divided into
two groups: non-blockchain solutions and blockchain solu-
tions. Non-blockchain solutions focus on a subset of issues
and can therefore only solve a subset of the issues present.
Blockchain solutions offer the potential to solve all of the is-
sues, but do also introduce new issues. This section first in-
troduces and discusses non-blockchain solutions; afterward,
several blockchain-based solutions are discussed.

5.1 Non-blockchain solutions

Non-blockchain-based solutions try to solve issues of the
DNS and PKI using conventional, pre-blockchain methods.
Some examples of this are local recursive DNS, secured dis-
tributed DNS, and mDNS.

5.1.1 Local recursive DNS

A local recursive DNS[45] is an improvement over the cen-
tralized DNS services from Google [46] and Cloudflare [47].
A local recursive DNS instance processes the DNS requests
from devices, if the record is available, it is returned, if not,
the server will perform a recursive search from the root DNS
nodes[1]. This reduces the need for trust in large DNS ser-
vices but does not fully eliminate trust since the recursive
look-up is reliant on external servers. The server’s security
is moved from the centralized server to the local server, in it-
self, the security of the DNS server will not change [48]. The
potential for censorship can be reduced since, with decen-
tralization, the influence of the centralized server is reduced.
However, individual servers in the look-up process can still
impose censorship on the service.

5.1.2 Secure Distributed DNS

The Secure Distributed DNS proposed in [10] is the clos-
est a solution could come to the blockchain without using
blockchain. It ensures a decentralized, fault-tolerant system
up to fault tolerance of one-third. The solution proposed in-
creases fault tolerance and security compared to the conven-
tional DNS, but does not address the issues of trust and cen-
sorship. The solution does not reduce the need for authorita-
tive servers and therefore does not reduce the issues of trust
and censorship. The addition of extra servers to reach a fault-
tolerant network introduces extra latency for the end-user. An
important issue this solution addresses is the issue of adop-
tion. The proposed solution is compatible with the current
DNS systems, removing the need to change and upgrade user
devices. The adoption of alternative systems is discussed later
in this section.

5.1.3 mDNS

Multicast DNS or mDNS is a small-scale variant for DNS,
it is intended for deployment on a local scale [49]. Multi-
cast DNS works without a centralized server infrastructure,
instead, all devices are addressed directly. The requesting de-
vice sends a multicast over the network to all other devices,
the addressed device then responds with another multicast
to all devices on the network. The mDNS systems are de-
fined to work with .local domain names and cannot process
regular top-level domains. Multicast DNS improves on cen-
sorship compared to regular DNS by removing the central-
ized servers. MDNS removes the need for trust in centralized
servers but operates under the assumption of cooperative de-
vices [49]. This need for trust together with other issues such
as cache poisoning [50], Make the mDNS insecure. Addi-
tionally, the high amount of traffic can impose problems on
the underlying network architecture and requires too much
computing power for some IoT devices [51].



5.2 Blockchain-based solutions

In comparison to the aforementioned solutions, the discussed
blockchain-based solutions show similar benefits and draw-
backs. Though their implementation differs, they are all
based on blockchain technology and provide the benefits of
that technology. Blockchain-based solutions increase the net-
work security of the DNS and PKI due to their distributed na-
ture [11]. This reduces the potential for attacks like (D)DoS
to target a specific server or group of servers, increasing the
overall security and, therefore, availability of the network.
Additionally, the immutability of a blockchain removes the
potential for DNS-specific attacks like cache poisoning. This
is achieved by the need for consensus on the whole network.
The immutability of the data and the distributed nodes re-
duce the power of an institution on the network. This re-
duces the need for trust in a single authority to provide the
proper service and reduces the ability of an institution to
impose censorship. Instead of altering one server, it re-
quires the altering party to have enough participation in the
blockchain network to research consensus on their own. This
means that blockchain-based DNS and PKI can address the
issues of trust, security and censorship simultaneously, com-
pared to current and non-blockchain-based solutions. Though
blockchain-based solutions have these common characteris-
tics, individual solutions differ. In this paper, four differ-
ent solutions are mentioned and analyzed: Namecoin, Block-
stack, Ethereum Name Services (ENS), and EmerDNS.

5.2.1 Namecoin

Namecoin is the first blockchain-based solution that offers an
alternative to the existing DNS infrastructure [16]. Namecoin
is based on the Bitcoin framework and provides the option to
create decentralized namespaces, of which the DNS is one.
Namecoin provides the ability to create domain names with
the .bit extension. In [17] multiple problems with the Name-
coin system were identified. A major issue with the Name-
coin system is the lack of participation on the network, this
resulted in one party having over 51% of the network’s power.
This breaks the Namecoin system and makes it possible to al-
ter and censor records on the system. In addition, Namecoin
only offers the additional .bit domain extension and does not
support standard extensions. In the context of the IoT, Name-
coin is not feasible since it uses Proof of Work. This is a type
of consensus that requires too much computational power for
the IoT.

5.2.2 Blockstack

The Blockestack framework [18], builds on the foundation of
Namecoin and tries to address numerous issues of the Name-
coin ecosystem. Blockstack introduces a model that builds
on a virtual chain, a layer in between the blockchain and the
users, to provide a DNS and PKI solution. This virtual chain
is agnostic to the blockchain underneath and allows for cross-
chain migrations. By moving to Bitcoin instead of Namecoin,
Blockstack mitigates the security issues related to Namecoin
but does experience transaction scalability issues related to
Bitcoin. The ability to migrate to different blockchains re-
duces problems related to forking and protocol upgrades and
allows Blockstack to move away from a Proof of Work pro-
tocol later.

5.2.3 [Ethereum Name Services

Ethereum Name Services offers naming services [52] based
on the Ethereum blockchain [22]. ENS allows for Ethereum
domain names with the .eth extensions, in addition, it pro-
vides support for some regular top-level domain extensions.
The registration of regular top-level domains will automat-
ically synchronize with the ENS, providing access to regu-
lar domains on the blockchain. To achieve this, ENS uses
the ENS root, which is managed by a group of up to 7 in-
dividuals from different foundations. This takes away from
the full decentralization Ethereum offers by default. In addi-
tion, Ethereum uses Proof of Work and experiences high net-
work latency and transaction fees [53], making it unsuitable
for most IoT devices due to the computational power. How-
ever, this is set to be resolved with the migration to Ethereum
2.0 [541.

5.2.4 EmerDNS

EmerDNS is similar to Ethereum Name Services but builds
on Emercoin instead of Ethereum [55]. It is part of the
EmerNVS identity management suite, which provides both
DNS and PKI services. Emercoin uses a hybrid approach be-
tween Proof of Work, merge-mined with Bitcoin, and Proof
of Stake. Similar to ENS, EmerDNS provides the option to
use blockchain-only domain extensions such as .coin, .emc,
ib, .bazar or can be used to set up a local DNS server.
EmerDNS does not provide services to synchronize between
regular TLDs and blockchain-based TLDs.

5.2.5 Issues

The problems of these blockchain-based solutions can
roughly be summarized into two problems. Firstly they are
too computationally heavy to be used in the context of the
IoT, this is especially true for Namecoin. Blockstack could
theoretically move to another chain, Ethereum should even-
tually move on to ETH 2.0 with Proof of Stake. From these
four examples, only EmerDNS provides an option other than
Proof of Work by default. The second problem with these
solutions is interoperability with the current system. Only
ENS provides limited support for regular TLDs but still re-
quires extensions to provide this to regular users. Browser
extensions such as PeerName [56] and Blockchain-DNS [57]
provide seamless integration of regular DNS and blockchain-
based DNS for the end-users. Alternative DNS network solu-
tions that run a regular DNS that ICANN does not regulate,
such as OpenNIC [58], support blockchain-based TLDs but
do not use alternative technologies such as blockchain. In ad-
dition, there are other issues related to specific blockchains,
such as high fees and block processing times in both Bitcoin
and Ethereum.

6 Discussion

Both blockchain-based and non-blockchain-based solutions
can help resolve issues with the current infrastructure.
Though non-blockchain-based solutions can offer improve-
ments on one aspect, such as trust, they will do so at the
cost of another, such as security. Blockchain-based solu-
tions can provide improvement simultaneously on trust, se-
curity, and censorship compared to the current infrastructure.



Though proposed blockchain-based solutions offer improve-
ments, they do so at the cost of new disadvantages. Most im-
portantly, lack of integration with current systems and incom-
patibility with the IoT ecosystem in terms of computational
power. This section proposes points of improvements future
blockchain-based DNS solutions should incorporate to miti-
gate the problems current blockchain-based solutions have.

6.1 Functionalities

To accommodate migration from the current ecosystem, it
is required that a blockchain-based solution offers the same
amount of functionalities. This means that all types of record
features in the DNS system should also be compatible with
the blockchain system. A comparable system in functional-
ity also helps with adopting a system since there is no loss of
functionality. Registration of an entry could follow a similar
pattern to that used in Namecoin, where registration is first
announced and only after 12 or more blocks the actual regis-
tration is performed [16]. This reduces the chance of block
propagation resulting in a registration collision. In addition,
functionalities to alter, transfer and delete a registration are
provided. With the current DNS, registrations can expire and
are not always reregistered by mistake. This allows third par-
ties to take over ownership of important domain names. To
prevent this problem, blockchain-based registrations are per-
manent.

6.2 Integration and Adoption

As seen in the case of Namecoin, a lack of adoption can cause
significant problems for the functionality and security of a
blockchain. An important aspect of adoption is the integra-
tion with existing services. A solution that does not address
the current existing ecosystem will fail to gain adoption since
it would make almost all of the Internet incompatible. There-
fore a blockchain-based solution should offer compatibility
with existing services, as is done partially in the ENS ecosys-
tem. A system where existing TLDs can synchronize with the
blockchain ecosystem means that the DNS infrastructure can
migrate away from the current solution. This would provide
a lower entry bar for users registering a new domain into the
blockchain ecosystem. However, this means that the current
issues will keep existing as long as the migration is not com-
plete. In addition, a blockchain-based solution would benefit
by using a commonly used blockchain in terms of adoption.
This would reduce the potential of having too few users on the
network to protect against common blockchain attacks such
as the 51% attack.

6.3 Technical Features

Out of the mentioned solutions, only EmerDNS provided
an alternative to the Proof of Work consensus algorithms
by allowing Proof of Stake [55]. As stated in [59], cur-
rently, none of the consensus algorithms can sufficiently ad-
dress blockchain issues for the IoT. Therefore a solution is to
change the type of devices that run the blockchain nodes. The
recommended restriction on the type of consensus algorithm
is not to use Proof of Work. Even if a device can run a Proof
of Work blockchain, this is a waste of computational power
and energy compared to alternatives [30]. As for the different

Service provider
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Figure 2: Example architecture containing delegated, regular and
light nodes

type of devices, this paper proposes the following three types
of nodes:

* Regular nodes: Regular nodes are devices that are capa-
ble of running and storing a blockchain. Since the DNS
and PKI are concerned with both the IoT and the Internet
in general, a blockchain solution should not only support
IoT. Within this category of devices fall classic com-
puters such as desktop PCs and servers, but also larger
IoT devices with sufficient computational power. These
nodes can benefit from blockchain technology fully and
provide the lowest latency of the three types. A local in-
dex can be built to more efficiently search the blockchain
to speed up the record look-up.

* Delegated nodes: Delegated nodes are useful for devices
that are too resource-constrained to run a blockchain,
within this category fall most IoT devices. A delegated
node is a device capable of running the blockchain for
other devices. For example, this could be a server repre-
senting a group of sensors in an assembly line. The de-
vices dependent on this delegated node interact with this
node and do not directly address the blockchain. How-
ever, a delegated node does offer reduced improvements
in trust and availability by introducing a local point of
failure.

e Light nodes: Light nodes are devices that run the
blockchain but do not store the full blockchain, as is
done with Ethereum in [60]. This type of node provides
a middle-ground between delegated and regular nodes.
It offers improved trust over delegated nodes but for a
smaller range of devices. Compared to regular nodes, it
introduces extra latency because of the need to connect
to a regular node on the network. A light node can per-
form management on a registered name or provide addi-
tional trust when additional latency is not a problem.

An overview of this structure is given in Fig. 2, and in
the long term, it should replace all existing DNS and PKI
infrastructure, but at the start, it would use a hybrid environ-
ment with both solutions, for increased adoption. The differ-



ent types of nodes can address a large range of devices while
providing the benefits of a blockchain-based system over the
current systems.

7 Conclusions and Future Work

The current DNS and PKI infrastructure is not sufficient
enough to accommodate proper services. As a result, trust
in companies, institutions, and governments to provide these
services has been compromised on multiple occasions. Their
power over the centralized system has allowed them to im-
pose censorship on users. In addition, security issues have
led to unavailability and a loss of data integrity, while miti-
gations have failed to address this properly. The Internet of
Things has inherited these same issues by leveraging the ser-
vices provided.

To address these issues, both non-blockchain-based and
blockchain-based have been proposed. Non-blockchain-
based solutions can address some of the issues present but
do so at the cost of others. On the other hand, blockchain-
based solutions can offer improved trust, network, and data
security and reduce censorship possibilities. But currently
proposed solutions have issues related to adoption due to the
lack of interoperability with current systems, and computa-
tional power makes them infeasible for the IoT. The proposed
theoretical improvements of this paper aim to provide a solu-
tion to the problems of blockchain-based solutions. The issue
of adoption is addressed by synchronizing current systems
with a new blockchain-based system and leveraging an exist-
ing blockchain ecosystem.

The problem of computational power with the IoT is
addressed by differentiating between three types of nodes:
Regular nodes that run the full blockchain on devices that
provide enough computational power; Delegated nodes
which can run the full blockchain on a dedicated blockchain
node to represent a group of devices incapable of running
a blockchain, this is done at the cost of trust; Light nodes
which can run the blockchain but do not need to store the full
blockchain, which can achieve improved trust over delegated
nodes at the cost of extra latency.

With these improvements, blockchain-based DNS and
PKI solutions can address current issues with blockchain-
based solutions, especially in the context of the IoT. Though,
multiple points of interest and potential research questions
remain:

* This paper only proposes theoretical improvements over
existing solutions in this field. Future research could fo-
cus on implementing these improvements in a proof of
concept or an actual system. This would also open up a
way to gain quantifiable analytical data to make further
claims about the performance of such a system.

e An important aspect of the DNS and PKI system that
is not addressed in this paper is privacy. Privacy in this
context relates to the profiling of both users and devices
based on the requests they make. Future research could
evaluate and possibly improve the privacy aspect of a
proposed system.

e Though improvements are suggested to increase the
adoption of a new system, the proposed additional hard-
ware would require changes on an end-user side. This
means that users would need to change from a current
system to a new system. Therefore a less technical but
important aspect of a new system would be user willing-
ness to migrate from existing services.

To accommodate the synchronization of proposed and
legacy systems, current operators are required to cooper-
ate. However, this cooperation would require operators
to change or end their DNS and PKI-related services,
posing problems to adoption. A problem like this is al-
ready apparent in current systems, where the roll-out of
DNSSEC has been slow at the cost of end-user security.

8 Ethical and Responsible Research

Though this paper does only deal with theoretical concepts,
ethical questions are of importance. Two main ethically con-
cerned subjects emerge from the contents of this paper: Inter-
net censorship and the use of blockchain technology. Internet
censorship deals with the oppression of people’s freedom to
look up information on the internet and the repression of free-
dom of speech by disabling online places to do so [61]. To
combat the ability to perform this type of censorship, this pa-
per identifies blockchain technology as a solution to do so
by reducing the power of institutions over the services where
censorship is performed. But blockchain technology does
come with its own ethical dilemmas. Blockchain technol-
ogy is criticized for its energy consumption, especially when
using the Proof of Work consensus algorithm [30]. This pa-
per addresses this issue by recommending against this type
of consensus algorithm. A second ethical issue related to
blockchain relates to the anonymity of such a framework.
This is a point criticized as facilitating a place for illegal ac-
tivities [62]. Though this paper does not fully address this
point, a blockchain-based solution would not facilitate finan-
cial transactions but the mapping of names and values.

In addition to the ethical aspects based on the content, re-
sponsible research and reproducibility issues are of impor-
tance. Though this paper does not contain any analytical data,
this still allows for reproducibility. Section 2 provides in-
sight into the applied methodology for this research and dis-
cusses search term keywords; Section 3 provides the refer-
ence framework of work done by other authors; Section 4
contains the foundation of this paper, providing an extensive
overview of the technologies and problems. The analysis sec-
tion discusses both blockchain and non-blockchain-based so-
lutions evaluating advantages and downsides. The proposed
improvements are supported by argumentation and are based
on verifiable issues with other solutions. The final section
mentions the open questions left to be answered and indi-
cates potential issues with the proposed improvements. All
combined give an overview of the path taken from problem
statement to proposed improvements, where arguments and
references support claims to ensure reproducibility.
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