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Abstract

Deep learning models are now widely deployed on edge IoT devices. However,
most of these models are trained under supervised conditions and can only re-
cognize seen classes learned from the training stage. Zero-shot learning (ZSL) is
a popular method for identifying unseen classes by leveraging the semantic in-
formation from both seen and unseen classes. Foundation models (FMs) trained
on web-scale data have shown impressive ZSL capability in natural language
processing and visual understanding. However, leveraging FMs’ generalized
knowledge for zero-shot Internet of Things (IoT) sensing using signals such as
mmWave, IMU, and Wi-Fi has not been fully investigated. In this work, we
align the IoT data embeddings with the semantic embeddings generated by an
FM’s text encoder for zero-shot IoT sensing. To utilize the physics principles
governing the generation of IoT sensor signals to derive more effective prompts
for semantic embedding extraction, we propose to use a multi-source information
fusion strategy, cross-attention, to combine a hard prompt generated by Large
Language Models (LLMs) and a soft prompt consisting of learnable vectors. To
address the problem of IoT embeddings biasing to seen classes due to the lack
of unseen class data during training, we propose using data augmentation to
synthesize unseen class IoT data for fine-tuning the IoT feature extractor and
embedding projector. We evaluate our approach on multiple IoT sensing tasks.
Experiment results show that our approach achieves an average improvement of
1.0% in open-set detection and 9.5% in generalized zero-shot learning compared
with multiple baselines on three datasets.
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“Fxcellence” is not a gift, but a skill that takes practice. — Plato
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Chapter 1

Introduction

1.1 Motivation

With the advancement of edge hardware accelerators, deep learning is increas-
ingly employed for IoT sensing tasks on edge devices, such as deep learning-based
Wi-Fi human sensing [40], sound-event detection [38], and activity recognition
using motion sensors [32]. However, although deep learning models show ex-
cellent performance in classifying samples from a set of seen classes that are
included in the training dataset, identifying and classifying data samples from
unseen classes using deep learning models trained under the supervised setting
are challenging. To address this, an intuitive solution is to include as many
classes as possible during training. However, unlike images, text, and audio,
which humans can easily interpret, IoT data often lacks readability and requires
costly labeling processes. Thus, IoT datasets usually contain a limited number
of classes. For example, most inertial measurement unit (IMU)-based activity
recognition datasets contain fewer than 20 activity classes [32]. In comparison,
the ImageNet dataset contains 21,814 classes.

Zero-shot learning (ZSL) [24] is a promising learning paradigm to address the
aforementioned challenge. ZSL classifies data from unseen classes with the help
of semantic information that transfers knowledge from seen classes to unseen
ones. Previous studies rely on manually-engineered attributes as semantic in-
formation for zero-shot IoT sensing [23] [34], which are labor-intensive to design
and difficult to scale to complex datasets. Some works [20] 82 [35], [38] employ
learned semantic spaces built from word vectors of class labels or descriptions,
which are extracted by word representation models such as Word2Vec [20] B3],
BERT [38], and GloVe [32]. However, the word vectors generated by capturing
the semantic relationships between words based on their contexts in the text cor-
pus may contain task-irrelevant noise, causing a semantic gap between the IoT
data and word embeddings. The work in [32] constructs a visual semantic space
using human activity videos for zero-shot IMU-based human activity recogni-
tion, which may raise privacy concerns. Additionally, the training procedure of
these ZSL methods involves only seen class data, which may lead to bias dur-
ing inference, causing the model to favor seen classes even when it encounters
examples from unseen classes. In this work, we aim to explore the foundation
models, which are considered to have a generalized understanding of the world



acquired from diverse and extensive training data, to generate more effective
and contextually relevant semantic embeddings for zero-shot IoT sensing.

Foundation models (FMs) are large-scale general deep learning models pre-
trained on vast data that serve as the foundation for various downstream tasks [43].
FMs trained on extensive text corpora exhibit remarkable generalizability to a
broad spectrum of new tasks, e.g., passing exams [I], code generation [22], and
language translation [26]. Large vision-language FMs embed images with lan-
guage inputs in a joint semantic space using hundreds of millions of image and
text pairs, which achieve impressive zero-shot transferability to downstream
tasks such as image recognition on unseen datasets [25] [3I]. Inspired by this,
recent research aligns different audio, depth, infrared, and IMU data with the
vision [10] and language [46] modalities, aiming to extend the zero-shot capabil-
ity of the vision-language FMs to multiple modalities. These multi-modal FMs
demonstrate excellent performance in new tasks such as zero-shot classification
on unobserved images, and audio data pairs.

Recent research aligns IoT sensor signals to textual semantic features gener-
ated by FMs for zero-shot IoT sensing. For example, the work in [45] jointly
aligns FM’s textual embeddings with multiple IoT sensor signals, including
video, LiDAR, and mmWave in a unified semantic space. It demonstrates FM’s
ZSL capability in recognizing unseen class IoT data. However, this work is
built upon large quantities of multi-modal data samples where all modalities
are presented together, which are expensive to acquire and impractical if new
modalities are to be added to the semantic space. EdgeFM [39] leverages FMs
for zero-shot sensing on resource-limited edge devices. However, EdgeFM only
supports the existing modalities of FMs, including video, images, and audio.

FMs are promising methods for recognizing unseen class data on the IoT edge.
However, existing methods do not fully address the challenges in zero-shot IoT
sensing. Therefore, we propose our main research question as follows:

How can we leverage the FMs’ generalized knowledge for zero-shot IoT
sensing using sensor signals such as mmWave, Wi-Fi, and IMU?

We formulate the above main research question into two sub-problems:

e How to incorporate IoT domain knowledge into the FMs’ prompt to lever-
age effective semantic embeddings for aligning with IoT signals?

e How can we mitigate the bias problem (unseen classes bias to seen classes)
in the zero-shot learning model trained with seen IoT data?

To address the main question, our idea is to align the IoT data embeddings (in-
cluding mmWave, IMU, and Wi-Fi) with the semantic embeddings generated
by the FMs’ text encoder using contrastive learning. This alignment enables the
unseen IoT data embeddings to match the FMs’ text embeddings, facilitating ef-
fective zero-shot learning. For the first sub-question, IoT sensor signals typically
follow certain physics principles, which can provide a powerful form of guidance
for effective prompt engineering. Therefore, we propose integrating IoT signal
descriptions and learnable context into the prompt, to generate robust semantic
embeddings with IoT domain knowledge. To tackle the bias problem mentioned
in the second sub-question, we employ data augmentation to synthesize unseen



class IoT data. This synthetic data fine-tunes the model, helping it create dis-
tinct embedding spaces for unseen class data and thus reducing bias towards
seen classes.

Our approach’s overview is shown in Figure We apply prompt engineering
on class labels and extract semantic embeddings from FM’s text encoder as class
prototype representations. To incorporate the IoT knowledge into the prompt
for effective semantic embeddings, we employ a cross-attention to combine an
auxiliary hard prompt that encodes IoT domain knowledge and a learnable soft
prompt with generalization ability. Meanwhile, we use an IoT feature extractor
to extract features from IoT sensor signals followed by a projector to project the
features into the semantic space defined by the FMs. During training, we employ
supervised contrastive learning to ensure that the IoT data embeddings and the
class prototypes from FMs are well-aligned. To mitigate the bias problem, we
implement a generative adversarial network (GAN) for data augmentation. The
GAN generates synthetic IoT data for unseen classes, which is used to fine-tune
the IoT feature extractor and projector. During zero-shot classification, we
conduct open-set detection to identify data of unseen classes and use FMs to do
zero-shot learning.

We evaluate our approach on multiple datasets including MM-Fi (mmWave,
Wi-Fi), USC-HAD (IMU), and PAMAP2 (IMU). Our approach achieves super-
ior performance in open-set detection and generalized zero-shot learning com-
pared with various baselines.

Our contributions are summarized as follows.

e To leverage the domain knowledge for zero-shot IoT sensing, we propose
using cross-attention to combine a learnable soft prompt and an auxiliary
hard prompt for effective prompt engineering.

e To eliminate the problem of unseen class IoT embeddings biasing to seen
class embeddings, we employ data augmentation and open-set detection
for generalized zero-shot IoT sensing.

e We evaluate our approach on multiple IoT datasets with IMU, mmWave,
and Wi-Fi data. The results demonstrate that our approach outperforms
various baselines in both open-set detection and generalized zero-shot
learning.

1.2 Thesis Structure

The remainder of the thesis is organized as follows: In chapter 2, we will discuss
the background and related works, including the foundation models, zero-shot
learning, zero-shot IoT sensing, and open-set detection. Chapter 3 presents
the problem formulation based on an edge-cloud collaboration scenario, and ex-
plains the technical details of each component in our methods, including class
prototype extraction, IoT embedding extraction, model training, and zero-shot
classification. Chapter 4 presents the results of open-set recognition and general-
ized zero-shot classification. An ablation study is also conducted to demonstrate
the effectiveness of each component in the method. A small testbed is also built
to evaluate the actual performance of our method. Lastly, in chapter 5, we
conclude the whole work and propose some directions for future work.






Chapter 2

Background and Related
Works

This chapter presents the background and related works on foundation models,
zero-shot learning, zero-shot IoT sensing, and open-set detection. We list the
characteristics of some core-related works in Table to show that no prior
work suited all our needs. A brief summary of the methods utilized in related
works is presented in Table

2.1 Foundation Models

Text?
Encoder ‘ i i i i

Pepper the
aussie pup

— Ty | T, | T3 [ . | Ty
—> b LTy | LT, LT | . | LTy

» b LT [T | LTy | . | LT

Image L | | | LTy | LT | 1T T
Encoder 3 3Ty | I3 Ty | I3 T3 | .. 3TN
> I | |INTy [ INTy | INT3 | . [INTN

Figure 2.1: Training of the CLIP [25]. CLIP jointly trains a text en-
coder and an image encoder for predicting image-text pairs within a
batch. During testing, the trained text encoder generates embeddings
for descriptions of the dataset’s classes to match the image embed-
ding from the image encoder.

Foundation models are general deep learning models that are pre-trained on
massive amounts of data to support various downstream tasks such as chat-



bot [Il 26] and image recognition [25]. FMs are extensively studied in natural
language processing and computer vision [43]. For example, ChatGPT is fine-
tuned for conversational tasks from the generative pre-trained transformer-based
language foundation models, e.g., GPT-3.5 [3] and GPT-4 [I]. CLIP [25] is a
vision-language foundation model that trains an image encoder and a text en-
coder jointly aiming to predict the correct image-text pairs. As illustrated in
Figure during pre-training, CLIP is trained to predict which of N x N pos-
sible image-text pairs across a batch actually occurred. To achieve this, CLIP
jointly trains an image encoder and a text encoder to learn a multi-modal embed-
ding space. The training objective is to maximize the cosine similarity between
the embeddings of the N true image-text pairs in the batch while minimizing the
cosine similarity between the embeddings of the N2 — N incorrect pairs. This is
achieved by optimizing a symmetric cross-entropy loss over the similarity scores.
The CLIP functions as a zero-shot classifier as shown in Figure The learned
text encoder generates embeddings for the text descriptions of all classes, which
are then matched with the image embeddings to enable zero-shot predictions. It
finally achieves zero-shot transferability to unseen image recognition tasks after
training on 400 million image-text pairs.
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Figure 2.2: Inference of the CLIP [25]. The trained text encoder gen-
erates embeddings for descriptions of the dataset’s classes to match
the image embedding from the image encoder.

More recently, FMs have been applied to other modalities, including audio,
depth, IMU, and infrared [I0, 46]. These multi-modal FMs use transformer-
based encoders to extract embeddings of different modalities. Consider an im-
age U;, and its corresponding observation in another modality V;. They are
encoded by separate transformer encoders fi; for images and gy for the other
modality: w; = fiyy (U;) and v; = gy (V;). Then, a joint embedding space is
learned via contrastive learning that aligns the embeddings of different modal-
ities:

exp (u?vi/r)

exp (uz‘TVi/T) + ZJ—# exp (u;vj/q-) ’ (2.1)

L =—log



where 7 is a scalar temperature and j denotes unrelated observations. The loss
makes the embeddings u; and v; closer in the joint embedding space and thus
aligns the image and the other modality. The learned joint embeddings can
be used for various tasks such as cross-modal retrieval, cross-modal generation,
and composing modalities with arithmetic. However, we aim to build a scalable
model that can add new IoT sensing modalities to the FMs, achieving zero-
shot ToT sensing. These multi-modal FMs [10] 46] align different modalities to
the semantic space simultaneously, making it difficult to collect and add new
modalities’ data to the FMs.

The multi-modal FMs trained on different cross-modal data pairs, e.g., (im-
age, text) and (image audio), can implicitly associate unobserved data pairs,
e.g., (audio, text), which is defined as emergent zero-shot classification. Dif-
ferent from the existing works that focus on FMs’ zero-shot transferability on
unseen datasets [25] 1] and unobserved data pairs [10, [46], our work aims to
investigate the zero-shot capability of FM characterized by the performance of
generalizing to unseen object categories in classification tasks, which represents
a more practical scenario in IoT sensing tasks.

2.2 Zero-Shot Learning

Zero-shot learning aims to classify data of unseen classes with the help of se-
mantic information containing knowledge about both seen and unseen classes [24].
Traditional ZSL methods focus on classifying data into unseen classes. They are
inspired by how humans recognize a zebra (an unseen class) given that he/she
has seen a horse (a seen class) before and knows that a zebra looks like a horse
with black and white stripes (semantic information). However, the test set in
ZSL only contains samples from the unseen classes, which is an unrealistic set-
ting and does not reflect real-world recognition conditions. A more realistic
setting is the generalized zero-shot learning (GZSL). As shown in Figure
GZSL leverages the learned relationship between seen data and semantic fea-
tures, classifying both seen and unseen class data during the testing stage,
instead of only unseen data.

GZSL methods can be categorized as embedding-based and generative-based.
Embedding-based GZSL methods mainly learn a projection function from the
data feature space to the semantic space. The goal is to map the data em-
beddings belonging to the same class to the ground-truth label in the semantic
space. The method ALE [2] leverages label embeddings derived from textual
data to improve image classification by projecting image features into a shared
semantic space, enabling effective recognition of unseen classes. DCN [19] intro-
duces a deep calibration network that addresses the generalized zero-shot learn-
ing challenge by effectively calibrating the confidence of predictions, thereby
improving the classifier’s ability to distinguish between seen and unseen classes.
Although these embedding-based GZSL methods are easy to understand and
implement, they are usually biased towards seen classes due to a lack of unseen
class data features during training. Generative-based GZSL trains a model to
generate synthetic features of unseen class data based on features of seen class
data and semantic information of both seen and unseen classes. The generated
features of unseen class data can be used to perform supervised learning, where
a model is trained to classify data samples of both seen and unseen classes.
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Figure 2.3: An example of ZSL and GZSL schematic [24]. In the train-
ing stage, a projection relationship is learned between the image of
seen classes and the semantic features. During the testing stage, un-
der the ZSL setting, the model leverages the projection relationship
to classify only the samples in the unseen classes, while GZSL re-
quires the model to correctly identify samples from both seen and
unseen classes.

f-CLSWGAN [37] utilizes a generative adversarial network (GAN) to synthesize
discriminative CNN features for unseen classes, improving classification accur-
acy on seen and unseen classes. FREE [5] employs a feature refinement module
that incorporates semantic to visual mapping into a unified generative model to
refine the visual features of seen and unseen class samples. These generative-
based GZSL methods alleviate the biasing problem via synthesizing features of
unseen classes. However, the generative models are unstable in training and
susceptible to model collapse issues.

2.3 Zero-Shot IoT Sensing

In recent years, IoT sensing for activity recognition has been adopted in many
applications such as health monitoring, smart home, and wearable devices. With
sensors adopted as data-collecting devices, activity recognition is usually per-
formed via the supervised classification model. However, the model’s capability



is largely limited by the number of samples and classes of activities learned in
the training stage, activities not learned by the model could not be recognized.
Moreover, collecting large-scale IoT data to train a robust supervised model
to recognize all activities is unrealistic. ZSL-based techniques are proposed to
solve this problem.

Some works use hand-crafted attributes such as the movement of the body
or related objects and environment to construct semantic information for zero-
shot IoT sensing [23], 34], but these methods could be labour-intensive and less
scalable to large complex datasets. To circumvent manual attribute engineering
processes, some studies utilize word vectors, which are numerical representations
of words in a continuous vector space extracted by word representation models
such as Word2Vec [20] [35], BERT [38], and GloVe [32], to construct semantic
space. The word representation models are trained on text corpus to encode
semantic relationships between words as vectors. However, these vectors may
include task-irrelevant noise and may not directly suit the specific IoT sensing
task. The work in [32] proposes to construct a visual semantic space using
videos of human activities for IMU-based zero-shot human activity recognition,
which is shown to outperform the word vector semantic space. However, it is
difficult to collect and construct a dataset that aligns IMUs with videos, and the
collected videos of human activities may raise privacy issues. A recent work [45]
jointly aligns multiple IoT data embeddings, including video, LIDAR, and mm-
Wave, with text embeddings extracted from a vision-language FM, CLIP [25],
for human activity recognition. With the unified semantic space, not only ac-
tions of seen classes can be identified but also the actions of unseen classes
can be recognized by the closet textual embedding in the semantic space. How-
ever, this approach requires joint training on a self-collected multi-modal aligned
dataset, which has limited usability in reality if additional sensor modalities are
to be added to the system. EdgeFM [39] is an edge-cloud cooperative system
that achieves zero-shot recognition capability on resource-limited edge devices
by leveraging FMs on the cloud for selective knowledge query. However, the
zero-shot capability is only demonstrated on the existing modalities of FMs, in-
cluding video, images, and audio. To this end, the potential of leveraging FMs’
generalized knowledge for zero-shot sensing using IoT signals such as mmWave,
IMU, and Wi-Fi, which are not covered by the supported modalities of existing
FMs, is still under-explored.

2.4 Open-Set Detection

The deep learning models can incorrectly classify test samples from unseen
classes as one of the seen categories with high confidence. Open-set detection
is proposed to address this problem by equipping the model with the ability
to recognize the unseen classes. Common techniques for open-set detection
mainly include output-based methods [15 21] and distance-based methods [30].
A classical output-based method uses the maximum softmax probability as the
indicator score for open-set detection [I5]. Specifically, given an input test
sample Tiet, by inputting it into a trained classifier, the output probability
after the softmax layer is P = (p1,--+,pc), C is the total number of seen
classes. If pmax = max(p1,- - ,pc) is greater than a pre-set threshold, then
Ttest 18 considered as an unseen sample. The threshold is usually determined by



ensuring a large percentage (e.g. 95%) of seen data can be correctly recognized.
MCM [21] is another output-based method that leverages the output of the
CLIP concept matching between images and text. A threshold for the output
is also used to determine seen or unseen.

Distance-based methods measure the distance between a data point’s em-
bedding and the embeddings of seen data utilized in training. Large distances
suggest the data point could be the unseen data. Deep nearest neighbor [30]
is a recent work that develops a non-parametric distanced-based open-set de-
tection approach. This method calculates the distance to the nearest neighbors
in the feature space learned by a deep neural network. The distance to the
k-th nearest neighbor is used to make the open-set detection decision. This
approach has been shown to outperform output-based methods like MSP [15],
and MCM [2]] by providing more reliable detections, particularly in complex
and high-dimensional feature spaces, reducing false positives, and enhancing the
robustness. The distance-based methods are also less model-specific and adapt-
able to different data modalities. However, this method uses the embeddings
obtained by contrastive learning with image data augmentation (crop, random
noise, etc.), which may not be applicable to IoT data.

Alleviate Semantic KnoIv(\);IJ; dge
Methods ZSL Scalability | Generalization | . :
Bias Ability in Semantic
Space
CLIP [25] v v v
LanguageBind [46] v v/
ALE [2] 4
DCN [19] v v v/
f-CLSWGAN [37] v v v
FREE [5] v v v
NCBM [34] v
HDPoseDS [23] v
Sensor HAR [20] v v
MLCLM [35] v v
ZSL-Audio [38] v v
ZSL-IMU [32] v
TENT [45] v v
EdgeFM [39)] v v
Ours v v v v

Table 2.1: Characteristics of core-related works. Column “Alleviate
ZSL Bias” means the model with ZSL generalizing ability can alle-
viate the problem of seen class bias to unseen class. “Scalability”
means whether the model can easily add new IoT modalities. “Se-
mantic generalization ability” means that the representation of se-
mantic information can be learned and generalized. “IoT Knowledge
in Semantic Space” represents the pre-trained model’s semantic space
has already contained IoT knowledge.
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Sections Methods Descriptions
Model trained on massive text data,
Large language . . .
. learning rich representations that
Foundation models . . .
capture meanings and relationships
Models [11, 3]
between words.
Vision-language Learn a joint embedding across
models different modalities (image, text, etc)
[10, [25] [31], [46] using contrastive learning.
. Learn a projection function from
Zero-Shot Embedding-based data embedding space to semantic
) 2, 9] _
Learning embedding space.
Train a model that can generate
synthetic embeddings for unseen
Generative-based classes using the embeddings
(Bl 137] of seen classes and the semantic
information of both seen and
unseen classes.
Attribute-based Use hagd—qafted a'ttrlbute§ as
o semantic information to align
Zero-Shot [23, [34) .
. with IoT data.
ToT Sensing
Word -
Utilize word vectors to construct
vectors-based semantic space for ZSL-IoT sensin,
120, 32, 35, [38] P &
Foundation Jointly aligns IoT data with FMs’
models-based embeddines
[39, [45] &

Open-Set
Detection

Output-based
[15] 2]

Leverage the output of the neural
network to determine if a sample
is seen or unseen.

Distance-based
[30]

Measure the distance between the
input sample and the training samples
in embedding space to determine if a
sample is seen or unseen.

Table 2.2: Summary of related works.
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Chapter 3

Methodology

This chapter presents the design of our model. The overview of our model is
shown in Figure [3.1] We first introduce the formulation of our problem and
model. Then, we discuss the technical details of class prototype extraction, IoT
embedding extraction, model training, and zero-shot classification modules.

3.1 Problem Formulation

We target a deep learning-powered IoT sensing task enabled by an edge-cloud
cooperative system that contains the following components.

e Edge Devices host a small-scale specialist deep neural network (DNN)
f(-), which can classify a limited set of seen classes S = {cf}2,. The
f(-) is trained under supervised setting using a seen train set D® =
{(x3,y)}Nrain € X x S, where x; € R? is the raw IoT data, v} is
the ground-truth label, and X denotes the IoT data space. The input
test data may include not only samples from known seen classes but also

samples from novel unseen classes, denoted by Dfest = {xtest}Neest ¢y,

e Cloud Server runs a large foundation model (FM) ®(-), which possesses
general knowledge learned from web-scale training data and has the poten-
tial of zero-shot classification on unseen class data. The cloud maintains a
list of interested unseen classes outside the set of seen classes S, denoted
by U = {c}‘}fvgp where S NU = . Note that U can be specified by users
or include the commonly seen classes in the IoT sensing task.

The primary goal is to effectively (1) detect data sample of unseen classes x
from D%t fed to the specialist DNN f(-) on the local edge devices and then
(2) leverage the cloud’s FM ®(-) to perform zero-shot classification by assigning
correct label y* € U for the detected data of unseen classes. Note that an altern-
ative way is to upload all the data to the cloud’s FM for classification. However,
in we will demonstrate that having the detection step alleviates the GZSL
biasing problem. Such a cooperative system is common in IoT applications such
as healthcare monitoring, autonomous driving, and AR/VR gaming. To achieve
the goal, given an incoming IoT data sample, we first extract its IoT embedding
and conduct open-set detection to determine whether the sample belongs to a
seen class or unseen class, both on the edge. If it is detected as a seen class

13
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Figure 3.1: Approach overview. We employ cross-attention to combine
the learnable soft prompt and auxiliary hard prompt to generate class
We use a feature extractor followed by an embedding
projector to generate IoT embeddings. During model training, we use
supervised contrastive learning to align the class prototypes and IoT
We then use data augmentation to synthesize unseen
class data for fine-tuning the IoT feature extractor and embedding
During zero-shot classification, we first extract the IoT
embeddings of input data for open-set detection. Then, the samples
detected as seen class will be classified by the specialist model on
The samples detected as unseen will be uploaded to
the cloud for zero-shot learning by the foundation model.



sample, we use the local specialist DNN to give prediction. Otherwise, if the
sample is considered as unseen class data, we upload it to the cloud’s FM for
zero-shot learning.

3.2 Class Prototype Extraction

In ZSL, class prototypes encapsulate the essential characteristics of each class in
the semantic space. During inference, the similarity between the data embed-
ding and each class prototype is measured to determine the sample’s class. In
this work, we utilize the text encoder of the vision-language FM, CLIP [25], to
extract class prototypes from task-specific hints, namely prompt. In the field of
Natural Language Processing (NLP), prompt engineering has emerged as a key
technique for harnessing the capabilities of large pre-trained language models
(LLMs) and foundation models (FMs) [12]. A prompt is usually some natural
language descriptions or continuous vectors that are fed into an Al pre-trained
model. The natural language descriptions are called “hard prompts”, while
continuous vectors are known as “soft prompts”.

Hard prompts are human-written instructions provided to the LLMs or FMs
before processing the input data. These prompts explicitly specify the task
and guide the model’s behavior towards relevant aspects of the input [27]. For
example, a hard prompt for LLMs can be a sentence ”Summarize this thesis:
[Insert text here] in two sentences.”, which is a task-related text instruction to
guide the LLMs to generate the thesis’s summary. This approach is very easy to
implement and understand and allows the language model to produce relatively
accurate responses. However, hard prompts may not generalize well to different
tasks and require substantial modification for each new use case.

Soft prompts are not directly readable instructions but rather learnable para-
meters that can be learned or fine-tuned during the model training process [18]
44]. The learnable soft prompts incorporate learnable vectors in their design to
optimize the context for specific tasks. Compared to hard prompts, learnable
prompts enable the model to generalize and perform well across different inputs
without significant modifications.

3.2.1 Learnable Soft Prompt

The default prompt in CLIP is constructed by plugging the class name into a
pre-defined prompt template, i.e., “a photo of {class name}”. However, such a
fixed prompt is difficult to adapt to downstream tasks. Because CLIP’s default
prompts tend to gather together in the semantic space, which is unfavorable for
data-text alignment [44]. To address this and avoid laborious manual prompt
engineering, we learn a soft prompt end-to-end from training data, aiming to
align the text embedding with IoT data embedding. We follow the work in [44]
and put the class token in the middle of the prompt. For each class ¢, the
learnable soft prompt fed to the pre-trained CLIP’s text encoder ®ieyt(-) is
represented by:

p'(c) = &(ly, ..., CLIPtokenizer[c], ..., 1ps), (3.1)

where @ is the concatenation operation, 1;, (¢ = 1--- M) denotes the i-th learn-
able token vector, and c is the class name, e.g., “walking forward”. The CLIP
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Figure 3.2: Soft learnable prompt optimization for CLIP [44]. The
learnable context is composed of continuous vector 1, that can be
optimized during learning. [CLASS] is the tokenized class label em-
bedding. The parameters of [CLASS] and the text encoder are frozen
during training.

tokenizer adopts the Byte Pair Encoding (BPE) [29] for tokenization. It is re-
sponsible for segmenting sentences into words and converting them into tokens,
which are then transformed into input embeddings. As shown in Figure [3.2
the input “walking forward” is first broken down into individual tokens, includ-
ing special start and end tokens. These tokens are then converted into token
IDs, which are passed through the embedding layer to generate a corresponding
token embedding. The token embedding is combined with learnable vectors to
create a learnable prompt, which is then fed into the text encoder.

The learnable prompt is optimized over the training data using the loss defined
shortly in Eq. The extracted learnable text embedding t!(c) = ®¢cxt (P'(c))
has the same dimension as the IoT data embedding. The learned prompt token
vectors 1;, (i =1--- M) are shared for all classes, which are task-specific.

3.2.2 Auxiliary Hard Prompt

The learnable soft prompt provides task-specific context by aligning the text
embedding with the IoT data embedding in the semantic space. Meanwhile,
IoT data is usually characterized by certain physics principles, which can be
leveraged as a strong supervision for prompt crafting. For example, Figure |3.3
shows that the data samples of two classes in the USC-HAD [42] dataset exhibit
different patterns, which can be utilized to easily distinguish the data of the two
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Given a class list ["Walking Forward", ..., "Jumping Up"], what are
the important attributes and features for distinguishing each
human action from other actions?
For distinguishing each human action in the I0T scenario, various
GpT | attributes and features can be considered. Here's a dictionary that
describes the important attributes and features for each action:
action_features = {
"Walking Forward": "Linear movement in the forward
direction. Speed is consistent but slower than
running. Characterized by alternating movement of
left and right legs.",
"Jumping Up": "Vertical movement upwards without
' forward motion. Characterized by both feet leaving
P EREEEEE > the ground simultaneously and arms usually
swinging upwards."
}

Figure 3.3: Visualization of two data samples from an IMU activity
recognition dataset [42]. X-axis, Y-axis, and Z-axis are aligned with
gravity, walking direction, and perpendicular direction to walking
direction, respectively. The data sample of class “walking forward”
has around zero values in the Y-axis of the accelerometer reading,

indicating a constant speed along the walking direction.

The data

sample of “jumping up” has large positive values in the X-axis of the
accelerometer reading, indicating vertical movements upwards. The
patterns of the samples are characterized by the generated descriptive

text.
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classes. To leverage the physics principles governing the generation of the IoT
sensor signals, we further use a hard prompt to give auxiliary class-specific
information for constructing semantic embeddings. To automate the process,
we use a state-of-the-art large language model (LLM), GPT-3.5 [3], to generate
class-conditional descriptive text and fine-tune the text manually. For an IoT
sensing task, we first feed the list of all classes to the LLM. Then, for each
class ¢, we query the LLM: “What are the important attributes and features to
distinguish class ¢ from all the other classes?”. We then tokenized the answer
to derive the auxiliary hard prompt p*(c), which will be fed to CLIP’s text
encoder to derive the auxiliary text embedding t%(c) = ®rext (P*(c)), which has
the same dimension as the IoT data embeddings. Figure [3.3| illustrates some
example answers generated by GPT.

|
1 Linear

MatMul T
f A
Concat
SoftMax -
) c
Mask (opt.) Scaled Dot-Product J& h
) Attention N
Scale p I p t , H
f Linear Linear Linear
MatMul
Q KV v K Q

Scaled Dot-Product Attention Multi-Head Attention

Figure 3.4: Scaled dot-product attention and multi-head attention [33].
The multi-head attention consists of multiple scaled dot-product at-
tention heads.

3.2.3 Cross-Attention for Combining Prompts

To leverage the advantages of both the learnable soft prompt and auxiliary
hard prompt, we combine the text embeddings of the two prompts using the
cross-attention [4]. The attention mechanism [33] is a deep learning method
that enhances the model by selectively focusing on crucial parts of the model
inputs. The selective concentration idea is inspired by human visual attention,
which assigns varying levels of importance to different objects in an image or
words in a sentence. The cross-attention is an attention mechanism typically
used in scenarios where two sequences from different source modalities need to
be aligned or related to each other. The two sequences are transformed into

18



three inputs: query, key, and value. The query represents what you are looking
for or the information you want to focus on. The key acts as the context or
reference, allowing the model to efficiently access relevant parts of the query
information. The value is the content that the model retrieves and utilizes to
produce its output.

Learnable
Text Embedding =
2> Vv —
2 \_}
_ N
- — )
» g » Q > . =
=) L J =
2| ,9 %
= ) & 7] |8 —
§ —>» K —>»
\L — —/ —
Auxiliary
Text Embedding

Figure 3.5: Use cross-attention to integrate learnable text embedding
t! and auxiliary text embedding t°.

In our work, as illustrated in Figure |3.5, we set t* as the key input, denoted
by K, and t! as the query and value inputs, denoted by Q and V, respectively.
The idea is to compute the attention weights between the query and key inputs,
which embed the useful class-specific context information from t®, and then
use the weights to aggregate the value input t'. Specifically, Q = PQ th, K =
pr(t?), and V = py (t!), where p.(-), (¢ € {Q, K, V}) is a single fully-connected
(linear) layer. p.(-) is optimized over the training data on the loss defined shortly
in Eq.[3:9] The attention weights are computed by:

QK"
Vi
where dk is the dimension of K. The output embedding, denoted by t = AV,

is the class prototype. The semantic space is formed by the set of all class
prototypes T = {t(c) | c € SUU}.

)s (3.2)

A = softmax(

3.3 IoT Embedding Extraction

For each input IoT data x;, we apply a feature extractor to extract the IoT
embedding that captures the essential characteristics and patterns of the data.
Here, we utilize a transformer-based backbone [9] as the feature extractor to
extract the IoT embedding. The transformer is known for capturing complex
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patterns and long-range dependencies. This is particularly useful for IoT data,
where important features and patterns may be spread across long sequences of
data points.

The transformer usually consists of an encoder and a decoder. The encoder
processes the input into sequence or patch embeddings, which capture the con-
text and relationships within the input. The decoder is responsible for trans-
forming the embeddings from the encoder to task-specific output. In our work,
we only need the encoder to extract the embeddings of the IoT data. The archi-
tecture of the encoder is shown in Figure the input IoT data x; is divided
into patches, and each patch contains different signal fragments after segment-
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Figure 3.6: Transformer encoder architecture for IoT embedding ex-
traction.

ation. These patches are then fed to a linear projection layer fi,(-) and added
with positional embeddings E.s that learn the relative location of each patch
within the original sample:

m; = [fip(x7), L fip (%0 )] + Epos, (3.3)

where the P = {P1,---, Py, }, Np is the number of the patches, this combined
representation forms the input embeddings, denoted by m;. Then the embed-
dings are fed to the repeating transformer blocks. A transformer block consists
of several key elements: a multi-head attention layer, layer normalization, and
a feed-forward layer. Figure further illustrates the architecture of the multi-
head attention layer [33]. It consists of multiple scaled-dot product attention
heads. The input of each scaled-dot product attention head contains query Q¢
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key K€, and value V¢, and Q® = K® = V® = m;. The attention output is
calculated by:

Attention(Q°®, K¢, V®) = softma QK" ve (3.4)
ntion(Q®, K®, = softmax | —— | - V©, :
Vdke

where dge is the dimension of K®, the dot-product Q¢ - Ke7 is the attention
scores that measure the similarity between each query and the keys. The res-
ulting scores are scaled by /dke to stabilize gradients during training. The
scaled scores are then passed through a softmax function to obtain the atten-
tion weights, which are used to compute a weighted sum of the values V© to get
the final attention output. This process allows the model to focus on the most
relevant parts of the input, dynamically adjusting the focus based on the query.

Then the multi-head attention repeats the attention head multiple times by
taking the inputs and concatenating the output vectors together:

MultiHead(Q®, K®, V) = Concat(head, heads, . .., head),) W9, (3.5)
head; = Attention(Q°W ", KeWX" vewY"), (3.6)

where WiQe, WiKe7 WiVe are learned projection matrices for Q¢, K€ V* in head
1. FEach matrix projects into a unique embedding subspace, where the scaled
dot-product attention performs the calculation in parallel. The A is the number
of attention heads, and W is the sharing matrix for all heads. The multi-head
attention enables the model to consider various positions and representations
simultaneously, enhancing its ability to understand dependencies of IoT features
from different patches, allowing the model to capture more complex internal
relationships of the IoT data. After that, the output is fed to the feed-forward
layer, followed by layer normalization to reduce the risk of overfitting. We

summarize the feature extraction by transformer as follows:
hi = /J/(Xi). (37)

where p(-) is the transformer-based feature extractor. Then, we use an embed-
ding projector g(-) aiming to project the IoT embeddings h; into the foundation
model’s semantic space and derive the projected IoT embedding;:

3.4 Model Training

In model training, we utilize a method called contrastive learning, which is a
deep learning technique used for unsupervised representation learning. It aims
to create an embedding of data where similar instances are positioned close to
each other in the embedding space, while dissimilar instances are placed further
apart. This method has proven effective in various computer vision and natural
language processing applications [14] [16], and tasks like zero-shot learning and
cross-modal retrieval [I0] 25].

A typical contrastive learning method is self-supervised contrastive learning
SIMCLR [6]. It learns embeddings by maximizing the similarity between dif-
ferent augmented views of the same data example. As illustrated in the left of
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Figure[3.7] the anchor is the original dog picture, and the positive is the picture
after data augmentation that transforms the original data by applying random
crop, random color distortions, and random Gaussian blur. Negatives are the
remaining data in the training data. The strategy is to contrast a single positive
against all negatives. However, the performance of self-supervised contrastive
learning is sensitive to data augmentations and hyperparameters, and it is un-
friendly for a dataset with few samples. Supervised contrastive learning [17] is
proposed to improve the self-supervised one by integrating the label informa-
tion during contrastive learning. As shown in the right of Figure[3.7] supervised
contrastive learning compares all data points from the same class (positives)
to the remaining data points (negatives). This method increases the number
of positive sample pairs with fewer samples, which can better characterize the
similarity and improve the robustness of the learned features.

Anchor Negatives Anchor Negatives
7 1 V.

Positive Po‘sitives
w 5
A1 (e

S

Supervised Contrastive

Self Supervised Contrastive

Figure 3.7: Examples of self-supervised contrastive learning and super-
vised contrastive learning method [17]. In the self-supervised setting,
the anchor dog and its augmented positive contrast all other negatives
including the black-white dog. Under supervised contrastive learn-
ing, the black-white dog is considered as positive.

3.4.1 Supervised Contrastive Learning

We freeze the text encoder of CLIP ®ext(-) and conduct model training under
the supervised contrastive learning strategy, which trains the models to distin-
guish between similar (positive) and dissimilar (negative) data sample pairs.
This allows us to learn effective representations by maximizing the distance
between different classes and minimizing the distance within the same class [17].

First, we jointly train the learnable soft prompt p', px(-) in the cross-attention
module, IoT feature extractor p(-), and IoT embedding projector g(-) on the
seen train set D® using a supervised contrastive loss. Within a batch of randomly
sampled data {(x$,yf)} Y5 from D*, the positive pairs contain (1) two IoT data
samples belonging to the same class and (2) an IoT data sample and its class
label text. The negative pairs consist of (1) two IoT data samples belonging to
different classes; (2) an IoT data sample and a class label other than its own;
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and (3) two different class labels. We illustrate this loss in Figure it pulls
together embeddings of positive pairs while pushing away the embeddings of
negative pairs. Let ¢ € I = {1--- Ng} be the index of the data in a training
batch. Let Np represent the number of distinct classes in the batch and j € J =
{1--- Nr} be the index of distinct classes. We define the supervised contrastive

loss as:
L= L

icl
-1
X (pr (3 erer o)
i€l pEP(3)

(3.9)
(| e

a€A(7)
+ Z (exp(e; - tn/T) +exp(t; - tn/T))>),
neN(j)

where, for each IoT data sample x;, e; is its IoT embedding, t; is its correspond-
ing class prototype, A(i) = I\{i}, N(j) = J\{j}, P(i) ={p € AG) : yp = vi},
and 7 is a positive temperature scalar.
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Figure 3.8: Illustration of supervised contrastive learning in our
method. The incoming IoT embeddings in a batch are treated as
the anchor, contrasting the positive IoT embeddings and class proto-
types against the negative IoT embeddings and class prototypes.

3.4.2 Data Augmentation for Fine-Tuning

During the model training on seen data D?® described in the previous paragraph,
the IoT feature extractor and embedding projector are only trained on data of
seen classes. Consequently, the IoT embeddings of unseen classes are biased
to the seen ones, and thus, the data samples of unseen classes may easily be
classified as seen ones. To address this bias problem, we propose to train a
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generative model under the Generative Adversarial Network (GAN) setting to
synthesize data samples of unseen classes. Introducing the synthetic unseen
data into the training process can improve the diversity of embedding space,
creating a space for unseen classes data to mitigate the bias problem. The goal
is to derive more robust IoT embeddings by fine-tuning the IoT feature extractor
and embedding projector using the augmented unseen class data.
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Figure 3.9: An example of generative adversarial network [1I]. The
generator G takes the random noise z to generate fake digit “8” to
fool the discriminator D. The discriminator D aims to distinguish
between real and fake digits “8”.

GAN is a type of unsupervised learning method that utilizes two neural net-
works engaged in an adversarial process to learn. It was first proposed by Ian
Goodfellow [I1] in 2014. A typical GAN consists of two neural networks, a
generator and a discriminator, which are trained simultaneously through an
adversarial process. As illustrated in Figure the generator network G is
responsible for creating data samples from a random noise input z. It aims to
produce fake output Xgaie that is indistinguishable from real data X;e,;. The
discriminator network acts as a binary classifier. It is tasked with distinguish-
ing between real data sample X e, and Xf.ie generated by the generator. The
discriminator also provides feedback to the generator about the realism of the
generated samples. The objective loss function for learning the generator and
the discriminator is defined as:

rncgnmrz)ixﬁ(D7 G) = E[log D(X)] + E[log(1 — D(G(%)))], (3.10)

here for a fixed generator G, maxp L£(D,G) optimizes the discriminator D
to distinguish generated samples G(z). Instead, for a fixed discriminator D,
ming £(D, G) optimizes the G for generating synthetic samples G(z) to fool the
discriminator D. However, the original GAN may suffer from unstable issues
and model collapse during the training process, leading the discriminator or
the generator not to perform well. Wasserstein-GAN [I3] is designed to solve
this problem by measuring the distance between the distribution of generated
data and the distribution of real data. This distance provides a more meaning-
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ful and smoother gradient compared to the Jensen-Shannon divergence used in
traditional GANs.

As illustrated in Figure [3.10] given the seen train set D*, we learn a condi-
tional generator G(-) that takes as input the class prototype t(y) and a random
Gaussian noise vector z, aiming to output the synthesized IoT data x € X
of class y. Note that the class prototype t(y) is generated by the frozen text
branch. To achieve this goal, we modify the loss in [37] and define the data
augmentation loss as:

Lpa = Lwean + Leis, (3.11)

where the Lwgan is the loss function of the Wasserstein GAN, Lcrs is the
classification loss. Specifically, the Lwgan is defined as:

Lwaax = EID(x,t(y))] - EID(X, t(y))] — €& [(|VxD (X, t )l ~ 17,
(3.12)

where D(-) is the discriminator, x is the real data, X = G(z, t(y)) is the gener-
ated data, X = ax + (1 — a)x with a ~ U(0, 1), and ¢ is the penalty coefficient.
The first term represents the expected value of the discriminator’s output for
real data. This term aims to maximize the discriminator’s output for real data
samples. The second term represents the expected value of the discriminator’s
output for generated data. This term aims to minimize the discriminator’s out-
put for generated data samples, and the third term aims to enforce the gradient
of D to have a unit norm between pairs of real and the generated embeddings.
The classification loss L¢1,s is defined as:

ECLS = 7]E[10g Pr(y ‘ 5(; 0)], (313)

where X = G(z,t(y)), Pr(y | X;0) is the probability of & being predicted with
its true class vy, it is computed by a linear softmax classifier parameterized by 6
that is pre-trained on D*. This loss can be treated as a regularizer enforcing the
generator to construct discriminative embeddings. The generator and discrim-
inator are trained by optimizing the objective ming maxp Lpa. The generator
G(+) aims to fool the discriminator D(-) by generating IoT data that are con-
sidered as real, while the discriminator D(-) aims to distinguish real data from

the synthesized one. After G(-) is trained, we use it to generate a synthesized

train set of unseen classes D**9 = {(xV, yf)}fvz"l" € X xU and use it to fine-

tune the IoT feature extractor and embedding projector using the loss defined

in Eq.[3:9

3.5 Zero-Shot Classification

As outlined in we decompose the zero-shot classification into two steps.
The first step is to identify unseen class data, i.e., open-set detection, on the
local edge devices, and the recognized seen data is classified by a local special
model. The second step is to conduct zero-shot learning using the FM located
on the cloud, the uploaded unseen data is paired with the class prototypes for
classification.
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Figure 3.10: Training of the Generative Adversarial Network. The
generator G(z,t(y)) takes the gaussian noise vector z and the all class
prototypes t(y) to generate synthetic data . The discriminator is
required to distinguish between the original IoT data x and synthetic
data z. The aim is to minimize the classification loss L5 over the
synthetic data £ and the Lyygany with penalty.

3.5.1 Open-Set Detection

Open-set detection is a binary classification problem to identify whether a data
sample belongs to seen or unseen classes. Inspired by the work in [30], we develop
a distance-based method for open-set detection. First, based on a train set D?,
we cluster the IoT embeddings of all data samples based on their classes and
denote these clusters by {Ef}fil, where N, is the number of seen classes. Each
class cluster E¥, (i = 1---N,) consists of a set of IoT embeddings {ei,j}év:il,
where N; is the number of data samples in E?. For an input data sample
xtest ¢ Dtest which may belong to either seen or unseen classes, we compute the
Euclidean distances between its IoT embedding e'** and the IoT embeddings

in each class cluster E; as:
dij =" —eijl2,ei; € E;. (3.14)

Then we sort d; ; to obtain the k;-th smallest distance for each cluster, denoted

by dl(»k"). We use a simple threshold-based criterion on dl(.ki) to determine whether
the input sample belongs to seen or unseen classes:

N
Q(Xtest; kl) _ Z 1|d£k1) < )\”7 (315)
test) _ {Unseen, Q=0

= , (3.16)
Seen, ) > 1

Sopen (X
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Figure 3.11: Example of the open-set detection. If the distances dz(-ki)
between the test data and the nearest k;-th neighbor of each cluster is
larger than the threshold ); of each cluster, the test data is detected
as the unseen data.

where 1]|-| is the indicator function and A; is the class-specific distance threshold
that is decided empirically by correctly associating a high fraction of seen class
data samples to their corresponding class clusters using a validation set. If the
value of @ equals 0, it indicates that the test sample does not belong to any
seen class clusters and should be considered as unseen. If the value of Q > 1, it
means that the test sample can be associated with at least one seen class cluster
and should be considered as seen.

3.5.2 Zero-Shot Learning

For a detected “unseen” test sample x9°* with IoT embedding e9°*, we upload it
to the cloud’s FM for zero-shot learning. Specifically, we compute the similarity
scores, i.e., dot product, between e°* and all the class prototypes in {t(c%),c% €
U}. Then, the class with the highest similarity score is the predicted label et

for xdet:

g9t = argmax(e?® - t(c¥)), (3.17)

> i
crelu
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Chapter 4

Evaluation

In this chapter, we present the results of open-set detection and generalized zero-
shot classification conducted on three different datasets. Additionally, we per-
form an ablation study to illustrate the effectiveness of each component within
the proposed method. Furthermore, we construct a small testbed to assess the
practical performance of our approach.

4.1 Datasets

We evaluate our approach on multiple IMU, mmWave, and Wi-Fi datasets as
these modalities are commonly used in IoT sensing tasks. The selected datasets
and corresponding data preprocessing methods are as follows:

e USC-HAD [42]. The USC Human Activity Dataset is an IMU dataset
of 12 different daily activities collected from 14 human subjects by the
sensing hardware attached to the subjects’ front right hip. By sampling
it with a 1.28-second window and a 50% overlap rate, we obtain 42,708
samples, each consisting of a 1.28-second 3-axis accelerometer and 3-axis
gyroscope readings. The implementation of the sliding window is presen-
ted in Listing[I} We divide the activities into 9 seen classes and 3 unseen
classes.

o PAMAP2 [28]. The Physical Activity Monitoring Dataset consists of
12 daily activities by collecting IMU data following a protocol from 9
subjects. We divide the activities into 9 seen classes and 3 unseen classes.
We adopt a 1.71-second sliding window with a 10% overlap rate to extract
4,178 samples.

e MM-Fi [41]. The MM-Fi dataset is a multi-modal wireless human sens-
ing dataset consisting of 1,080 consecutive sequences with over 320k syn-
chronized frames from five sensing modalities. We adopt the Wi-Fi and
filtered mmWave sub-datasets in environment 4 from the MM-Fi. We
resample mmWave and Wi-Fi data using 1-second and 0.6-second sliding
windows with 10% overlap, respectively, yielding 27,337 mmWave samples
and 8,748 Wi-Fi samples. For both mmWave and Wi-Fi, we split the 27
activity classes into 22 seen classes and 5 unseen classes.
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We adopt a K-fold evaluation strategy to split each dataset into seen classes
and unseen classes. For USC-HAD and PAMAP2, we randomly select 3 unseen
classes in each of K=4 folds. For mmWave and Wi-Fi, we randomly select 5
unseen classes in K=5 folds. For the seen class data samples, we divide them
into training, validation, and test sets with a ratio of 8:1:1. The validation set
is used to tune the parameters like \;. The test set has an equal number of seen
class and unseen class data samples. All obtained data are normalized by using
z-score normalization.

Listing 1 Sliding Window in Python
def sliding_window(array, window_size, overlap_rate):

o

array: A two-dimensional array (n, m), n ts the length of
the sequences, m i1s the number of modal azes.
window_stze: The size of the sliding window
overlap_rate: The proportion of overlap between consecutive
windows, the range should be [0, 1)
rr
stride = int(window_size * (1 - overlap_rate))
times = (len(array) - window_size) // stride + 1
res = []
for i in range(times):
x = array[i * stride: i * stride + window_size]
res.append (x)
return res

4.2 Implementation Details

For the software settings, we use Pytorch to implement our approach. The spe-
cifications of the hardware platform we train and test our model are present
in Table For class prototype extraction, we use GPT-3.5 to generate aux-
iliary hard prompts. The text encoder is adopted from the frozen CLIP text
encoder with the ViT-B/16 backbone. For IoT embedding extraction and pro-
jection, we use a simple one-layer feed-forward neural network as the projector
to project the embedding into the CLIP’s embedding space. The obtained text
embedding and the extracted IoT embedding have the same dimensions 512.
The supervised contrastive loss’s temperature parameter 7 is set to 0.2. For
data augmentation, the random Gaussian noise vector z follows a normal distri-
bution N'(0,1), and the penalty coefficient £ is set to 10. During training, the
optimization is performed via the Stochastic Gradient Descent with Momentum
(SGDM) algorithm. The learning rate is 0.001 and the batch size for training
is 64. Additionally, a momentum term of 0.9 was incorporated to accelerate
convergence and help the optimizer escape local minima, while a weight decay
parameter of 0.01 was applied to prevent overfitting by adding a regularization
term to the loss function. In open-set detection, the k; is set to 0.08 x N;. The
threshold ); is set to a number that guarantees a large percentage of seen data
in the validation set can be successfully classified. This percentage is set to 80%
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for USC-HAD, PAMAP2, MM-Fi (Wi-Fi), and 75% for MM-Fi (mmWave). All
datasets are processed by calculating the mean and variance on all splits for

each dataset.

Table 4.1: System specifications for training and testing.

4.3 Open-Set Detection Performance

Component Description
CPU Intel Core i9-12900F
GPU NVIDIA GeForce RTX 3090
Memory 128GB
0S Ubuntu 22.04 LTS

4.3.1 Baselines and Evaluation Metrics

We consider the following open-set detection baselines:

e MSP [I5] measures the maximum softmax probability generated by a

model trained on the seen class data using cross-entropy loss to detect
unseen class data. For the MSP baseline, we adopt the Vision Transformer
as the model architecture.

KNN [30] computes the k-th nearest neighbor distance between an input
image feature and the training set for unseen class data detection. The
images are augmented, e.g., by adding Gaussian noise, for supervised con-
trastive learning in KNN. In the KNN baseline, we augment the IoT data
also by adding noise and using supervised contrastive learning to extract
TIoT embeddings.

MCM [2]] measures the distance between an input image feature and its
closest label embedding, both directly generated by a large vision-language
FM, for unseen class data detection. For the MCM baseline, we replace
the image features with our IoT embeddings and use the prompt template
”The human action of [CLASS]” for text encoding.

For all open-set detection baselines, we set the detection thresholds and para-
meters using the same strategy as our method. To evaluate the performance of
open-set detection, we calculate the weighted precision, recall, and F1 score:

S|

TPs | TPy

p— x + x , 4.1
S+ ] < TPs + iP5 TS+ TPy s Fry MY

S| TPs | TPy
R= X + X , 4.2
S|+ U] * TPs + FNs ' |S|+ U] * TPy + FNy (42)

2xP xR

Fl=-222% 4.3
PIR (4.3)
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Performance

Dataset Method
Precision Recall F1 score

MSP 72.1+£0.1%  71.9+0.1% 71.840.1%
MM-Fi KNN 68.94+0.0% 68.54+0.1% 68.4+0.1%
(mmWave) MCM  70.840.2%  70.5£0.3%  70.4+0.3%
Ours 73.5+0.1% 73.2+0.1% 173.0+0.1%
MSP 69.44+0.3%  68.6£0.4% 67.8£0.6%
KNN 77.8+0.1% 77.7£0.1%  77.7+£0.1%
USC-HAD MCM 66.8+1.2%  65.7+1.3% 64.1£1.7%
Ours  79.240.3% 178.9+£0.3% 78.840.3%
MSP 87.6+0.1%  87.0£0.0%  87.0£0.0%
KNN 88.7+0.1%  87.7£0.1%  87.6£0.1%
PAMAP2 MCM 81.44+0.3% 81.1£0.2%  81.1£0.2%
Ours 89.6+0.0% 88.0+0.0% 87.94+0.0%
MSP 77.240.1%  77.04£0.1%  77.0+£0.1%
MM-Fi KNN 58.1+0.1%  56.54+0.1% 54.0+£0.1%
(Wi-Fi) MCM 74.0+£0.1% 73.6+£0.1% 73.4£0.1%
Ours 77.4+0.0% 77.3£0.0% 77.3+£0.0%

Table 4.2: Open-set detection performance on four datasets.

4.3.2 Results

In Table we can see that our approach achieves the best open-set detection
performance compared with all baselines on all three modalities’ datasets. In
detail, our approach outperforms the traditional softmax-based method MSP
because the supervised contrastive loss can help our model obtain more dis-
tinguishable IoT embeddings than the cross-entropy loss in MSP. The KNN
method performs worse than ours. This is because the image augmentation
used by KNN for supervised contrastive learning, e.g., adding noise, cannot be
directly applied to IoT data. Differently, our approach aligns text embeddings
with IoT embeddings using supervised contrastive learning and achieves more
generalized IoT embeddings. Our approach performs better than MCM since
the MCM only takes hard prompts to generate text embeddings, which is un-
desirable for aligning IoT embeddings of different tasks with text embeddings.

4.3.3 Sampling Strategy

In open-set detection, we use the embeddings of all training data to calculate the
Euclidean distance with the test samples and then determine whether the test
sample is seen or unseen. However, using a large amount of training data for
open-set detection increases the computation time and storage usage, affecting
the inference time and model deployment on the edge end. To address this
problem, we adopt a simple random sampling strategy to sample a portion of
training data from each original cluster for open-set detection: § x N;, ¢ is the
sampling ratio. Since the k; is set as 0.08 x Nj;, k; will be changed with the
sampling number of training data.
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We evaluate the effectiveness of this strategy on one split of the USC-HAD
dataset. The training set consists of 24,745 samples with only seen classes,
while the test set of 6,196 samples has an equal number of seen and unseen
samples. We set the calculation time of open-set detection and the Fl-score
as the evaluation metrics. As shown in Figure [f1] the calculation time of
open-set detection decreases as the sampling ratio decreases. Meanwhile, the
F1 score of open-set detection remains relatively stable, showing only a minor
decrease even with significant reductions in the sampling ratio. This result is
also demonstrated in KNN [30]. An explanation is that the seen and unseen
embeddings extracted by the robust feature extractor are far away from each
other in the embedding space, and even after sampling, seen data and unseen
data can still be effectively distinguished.

1.0 0.09
I F1 Score —8— QOpen-Set Detection Time
- 0.08
0.8 1 0.75 0.7537 0.7527 0.7523 0.7524 0.7517 - 0.07
o 0.6 A
—
o
]
(V2]
—
L 0.4
0.2 1
0.0 -

100% 75% 50% 25% 10% 5%
Sampling Ratio

Figure 4.1: Results of applying sampling strategy on USC-HAD.

4.4 Zero-Shot Classification Performance

4.4.1 Baselines and Evaluation Metrics

We consider the following baselines to evaluate the GZSL performance of our
approach:

e ALE [2] measures the compatibility of image features and class label em-
beddings in the FEuclidean space for ZSL.
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e DCN [I9] uses a Deep Calibration Network to map image features and
class prototypes to a common embedding space for ZSL.

e BERT [8] We replace the frozen CLIP text encoder in our approach with
the pre-trained BERT to process the prompt template as a baseline.

e f-CLSWGAN |[37] uses an attribute conditional feature generating ad-
versarial network to generate CNN features of unseen classes for ZSL.

e FREE [f] learns a visual feature generator jointly with a feature refine-
ment module for ZSL.

ALE, DCN, and BERT are embedding-based methods, while f-CLSWGAN
and FREE are generative-based methods. We replace the image features with
IoT embeddings in all the above methods as baselines.

We evaluate the performance of GZSL using the following metrics. We meas-
ure the percentage of correctly classified seen and unseen class data samples,
i.e., seen class accuracy ACCg and unseen class accuracy ACCy,, respectively.
They are obtained by computing the weighted average per-class Top-1 accuracy
on seen and unseen classes [36]:

ACCs = 1 correctly predicteq samples in class c’ (4.4)
|S]| = samples in class ¢
1 correctly predicted samples in class ¢
ACCy = — , 4.5
u || Z samples in class ¢ (45)

ceu

We also compute the harmonic mean [24], which is a conventional metric to
measure the inherent biases of a GZSL method with respect to the seen classes:

2 x ACCgs x ACCy,

A =
CCu ACCs + ACCy

(4.6)

A lower ACCy means that the unseen class accuracy ACCyy, is lower than seen
class accuracy ACCg, indicating that a GZSL method is biased towards the
seen classes.

4.4.2 Results

As shown in Table [£:3] our approach achieves the best ACCy and ACCy on
all datasets compared with all baselines. Although some baselines have higher
ACCeg, it is not practical to only consider seen classes because recognizing both
seen and unseen classes is critical for most IoT sensing tasks. Specifically, our
approach outperforms embedding-based approaches ALE, DCN, and BERT on
ACCpy because we construct better text embeddings by using cross-attention to
integrate soft prompt and hard prompt while using contrastive loss to make text-
IoT embedding alignment more accurate and robust. Moreover, these methods
are trained only with uni-modal textual data, whereas the CLIP text encoder is
trained from multi-modal data of both images and text, which generates more
effective text embeddings for data-text alignment [7]. Compared with gener-
ative methods f~-CLSWAGAN and FREE, our approach still achieves superior
performance. The generative methods’ results on small-scale IoT datasets are
less satisfactory because their performance relies on a large amount of training
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data. For our approach, in addition to using the generative model for synthesiz-
ing unseen class data to alleviate the biasing problem, the open-set detection also
helps our method further classify the seen and unseen data correctly, achieving
better performance.

Dataset Method Performance
ACCg ACCy ACCy

ALE 86.5+0.1% 0.01+£0.0%  2.04+0.0%

MM-Fi DCN 67.0£1.3% 30.2+1.3%  40.3+0.9%
(mmWave) BERT 71.840.0% 36.9+0.6% 48.3+0.5%
f-CLSWGAN 77.240.3% 29.7+0.5% 42.34+0.4%

FREE 87.7+0.1% 25.34+0.8% 38.3+1.1%
Ours 73.3+0.0% 40.4+0.5% 51.7+0.3%

ALE 92.54+0.0%  0.640.0% 1.140.0%

DCN 56.6+3.2% 37.1+1.5% 43.3+1.1%

USC-HAD BERT 74.940.1% 41.6+£1.3%  52.240.7%
f-=CLSWGAN 81.3+0.5% 29.2+3.5% 39.54+4.9%

FREE 90.94+0.1% 14.0+0.6% 23.2+1.6%
Ours 73.1+0.5% 54.8+1.8% 61.1+0.7%

ALE 70.14£3.9% 12.1+1.9%  15.54+3.6%

DCN 42.240.9% 33.1£0.2% 36.7+0.3%

PAMAP2 BERT 74.740.0% 49.940.7%  59.34+0.0%
f-=CLSWGAN 92.440.2% 27.8+1.1% 41.7+1.5%

FREE 87.7+0.3% 37.240.2% 52.1+0.2%
Ours 74.64+0.1% 53.7+£0.4% 62.1+0.2%

ALE 52.24+6.0% 9.5+0.5%  11.8+£0.5%

MM-Fi DCN 60.1+£1.8% 18.7+0.2% 28.2+0.4%
(Wi-Fi) BERT 62.5+0.0% 29.5+0.5% 39.5+0.5%
f-CLSWGAN  84.740.0% 6.24£0.1%  11.4+£0.1%

FREE 80.0+0.1% 30.4+0.3%  43.6+0.3%
Ours 75.1+£0.0% 35.3+£0.5% 47.6+0.4%

Table 4.3: Generalized zero-shot learning performance on four data-
sets.

4.5 Visualization Analysis

From the previous experimental results, we can see that our work has achieved
good performance. To further demonstrate the effectiveness of our method in
generalized zero-shot learning, we present the t-SNE visualization of the unified
embedding space with IoT embeddings and text embeddings in Figure We
can observe that the IoT and text embeddings of each seen class are closely
aligned in the embedding space, and different seen classes’ embeddings can be
distinguished, indicating that the feature extractor can extract unique embed-
dings. The supervised contrastive learning also plays a vital role in the excellent
alignment with a few IoT data samples. For unseen classes, the IoT embeddings
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Figure 4.2: USC-HAD t-SNE visualization. The classes with (S) suffix
are seen classes, and the classes with (U) suffix are unseen classes.

of each unseen class can be roughly distinguished from the seen classes, and
each of them has a relatively independent embedding space. However, unseen
classes’ IoT and text embeddings are not well aligned, some text embeddings
are even close to the seen ones (Walking Forward (unseen) is close to Walk-
ing Left (seen)). If we use all seen and unseen text embeddings for zero-shot
classification, the unseen IoT embeddings can be easily misclassified to seen
classes. Based on the gap between seen and unseen classes in the embedding
space, we adopt the open-set detection method to separate unseen and seen
IoT embeddings. The separated unseen IoT embeddings match the unseen text
embeddings more accurately.

4.6 Ablation Study

To analyze the effectiveness of the prompt engineering, open-set detection, and
data augmentation modules, we conduct ablation studies by removing one of
these components. The results are shown in Table [£.4]

Prompt Engineering. To demonstrate that prompt engineering brings im-
provement to GZSL, we remove it by replacing the prompt engineering part
with a fixed prompt template, ” The human action of [CLASS]”. As shown in
Table [£:4] we can see that there is an accuracy drop in ACCy and ACCy by
disabling the prompt engineering. The prompt engineering provides tailored
text embeddings by integrating the soft prompt and hard prompt, helping the
model to align text embeddings and IoT embeddings, resulting in better GZSL
results.
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Performance

Dataset PE. 0O.S. D.A.
ACCgs ACCy ACCy
v v 60.0£0.1% 38.1+0.4%  46.440.2%
MM-Fi v v/ 88.6+0.0% 8.4+0.1%  15.0+0.5%
(mmWave) v v 72.0+0.0% 39.8+0.2%  51.14+0.1%
v v v 73.310.0% 40.440.5% 51.7+0.3%
v v 74.840.2% 40.3+£3.0%  49.9+1.5%
v v 83.8+1.1% 14.14+0.9% 22.8+1.7%
USC-HAD v/ v 73.140.3% 51.3+1.1%  59.5+0.5%
v v v 73.140.5% 54.8+1.8% 61.1+0.7%
v v 73.5+0.1% 53.1+£0.9%  61.240.4%
v v 929402% 7.7£0.9%  12.9+2.1%
PAMAP2 v v 74.7£0.1% 52.7+£0.2%  61.6+0.0%
v/ v v/ 74.64+0.1% 53.7+£0.4% 62.1+£0.2%
v v 65.6+0.1% 31.64+0.3% 42.1+0.2%
MM-Fi v v 80.0£0.2% 10.24+0.1% 17.7+0.5%
(Wi-Fi) v v 74.840.0% 34.44+0.4%  46.7+0.4%
v v v 75.14£0.0% 35.3+£0.5% 47.6+£0.4%

Table 4.4: Ablation study. P.E. indicates prompt engineering, O.S.
represents open-set detection, and D.A. is the data augmentation.

Open-Set Dectection. To validate the effectiveness of open-set detection,
we remove it and directly match the IoT embeddings with all seen and unseen
text embeddings. The class label that has the largest matching score will be
the classification result. As shown in Table [£.4] although there is an increase
for ACCg, the ACCy; and ACCy experience a huge decline by removing the
open-set detection module. This is because the open-set detection helps the
model eliminate the bias problem in GZSL, leading to classifying more unseen
data correctly.

Data Augmentation. To investigate the effectiveness of data augmentation,
we remove the step of fine-tuning the model using synthetic data. From Table
we can observe that by using data augmentation, the ACCy, is improved
since the synthetic unseen data helps the model to reduce the bias problem of
unseen IoT embeddings.

4.7 Testbed Building

Our method designs an edge-cloud cooperative system for IoT sensing tasks.
As shown in § of Figure when the incoming IoT data is received, the
edge device extracts its IoT embeddings and performs open-set detection to
determine if the sample belongs to a seen or unseen class. If the sample is
identified as a seen class, the edge device uses the local specialist model for
classification. If the sample is considered to belong to an unseen class, the edge
uploads it to the cloud’s foundation model for generalized zero-shot learning.
We build a testbed using a Raspberry Pi 4B (FP32 performance 9.69 GFLOPs)
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as the edge and a personal computer with GPU (FP32 performance 10.94
TFLOPs) as the cloud to measure the actual performance of this system. For
the system settings, we deploy the pre-trained feature extractor with open-set
detection on the edge and the foundation model on the cloud. The specialist
model shares the same model architecture and parameters as the feature ex-
tractor except for the last feed-forward layer. By adding the last feed-forward
layer to the feature extractor, it can realize feature extraction and prediction
simultaneously. Therefore, we only deploy one pre-trained model at the edge
for both feature extraction and prediction. Then the seen classes’ prediction
results on the edge are selected by the open-set detection. Moreover, the cloud
uses the full training set (22720 samples) for open set detection to achieve bet-
ter detection accuracy, while the edge only utilizes 1% of the training samples
considering the inference latency.

To evaluate the effectiveness of the edge-cloud cooperative system, we also
set up another cloud-only system for comparison. It directly sends the IoT data
to the cloud for prediction by the foundation model. Our experiment utilizes
200 samples from the USC-HAD dataset, comprising 100 seen and 100 unseen
samples. The evaluation metrics are as follows:

e Seen and unseen accuracy: The accuracy for recognizing seen and unseen

data that follows the metrics in § [£.4.1]

e Total Time: The latency from inputting data to obtain classification res-
ults. In the cloud-only setting, the total latency contains the round-trip
time (RTT) of foundation model recognition on the cloud. In the cloud-
edge cooperative setting, the total latency includes the time of feature
extraction and open-set detection, as well as the time for running the
cloud model.

Performance
ACCs ACCy ACCy Total Time

Cloud-Only 74.8% 47.9%  58.4% 0.7210s
Edge-Cloud 77.3% 47.1% 58.5% 1.5847s

Method

Table 4.5: Performance comparison between the cloud-only and edge-
cloud cooperative system.

From the experimental results in Table the edge-cloud cooperative sys-
tem achieves higher seen accuracy than the cloud-only system since the local
specialist model has greater capability for seen class prediction under the su-
pervised training schematic. However, edge-cloud performs slightly worse in
unseen class prediction, because the open-set detection at the edge uses fewer
support samples, which may result in fewer correctly detected unseen data. For
the total time, the latency of the edge-cloud system is much longer than that
of the cloud-only system. This is because the hardware computing efficiency
on the edge is lower (only the CPU can be used for inference). If the amount
of data is larger, feature extraction and open-set detection take more time. To
demonstrate this, we set up another experiment to measure the influence of data
volume on total inference time. As shown in Figure [£.3] when the number of
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data samples is 5 or 10, the total time of the cloud-edge system is slightly less
than that of the cloud-only system. As the number of samples increases, the
total time of the edge-cloud system exceeds that of the cloud-only system. The
processing on the edge generates huge overhead due to the limited performance
of the hardware. The time required on the edge increases proportionally with
the number of samples, while the inference time of the cloud only increases
slightly.

1.6 oo [Cloud-Edge] Edge Time
mm [Cloud-Edge] Cloud Time
1.4 mmm [Cloud-Only] Cloud Time

Time (s)

5 10 20 50 100 200
Number of Samples

Figure 4.3: Comparison of total inference time between cloud-only and
cloud-edge systems as the number of data samples increases.
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Chapter 5

Conclusion and Future
Work

5.1 Conclusion

In this work, we have explored the potential of foundation models (FMs) for
zero-shot IoT sensing. We leverage the generalized knowledge encoded in FMs
and employ novel techniques to bridge the semantic gap between IoT data and
text embeddings. Our proposed approach utilizes cross-attention to combine
a learnable soft prompt that is optimized automatically on training data and
an auxiliary hard prompt that encodes domain knowledge of the IoT sensing
task for effective prompt engineering. To mitigate bias problem in zero-shot
learning, a GAN-based data augmentation method is developed to fine-tune the
feature extractor and projector, making extracted seen and unseen embeddings
separate. The evaluation has demonstrated the superior performance of our
approach compared with existing baselines in both open-set detection and gen-
eralized zero-shot learning tasks across USC-HAD, PAMAP2, MM-Fi datasets
of IMU, mmWave, Wi-Fi modalities.

5.2 Future Work

e Real system building. This work builds an ideal AI system for edge-
cloud collaboration. Although excellent performance was achieved in our
experiments, the real system we built still had some problems and short-
comings. We still need to consider issues such as limited computational
efficiency, model quantization, network bandwidth, etc. More experiments
like cross-environment, and cross-user evaluation should also be conducted
to demonstrate the robustness of the system. We also need to explore the
potential application scenarios of this system further, such as wearables
equipped with IMUs for healthcare/sports monitoring.

¢ Extension to other IoT modalities and scenarios. Although our
work has achieved excellent generalized zero-shot learning results on IMU,
Wi-Fi, and mmWayve, there are still many IoT modalities that we have not
explored. For instance, Lidar, which offers high-resolution spatial data,
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could significantly enhance the accuracy and reliability of zero-shot learn-
ing in environments requiring precise spatial awareness. In addition to
human activity recognition, our work can also be applied to other scen-
arios. For example, zero-shot IoT sensing can help autonomous driving
systems identify objects it has never encountered before by leveraging se-
mantic similarities with known objects, thus improving the robustness of
the detection system.

Interpretability of FMs-based zero-shot IoT sensing. The found-
ation models act as a black box during model training and inference. We
still need to explain how it generates generalized knowledge and helps
align different modality data. This involves understanding the embedding
space learned by the models and how the text can correlate with the IoT
sensing data.
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