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Abstract—As privacy concerns grow, organizations and policy
makers promote the use of privacy-enhancing technologies
(PETs) to improve user trust and data-sharing behaviors. How-
ever, privacy-enhancing technologies (PETs) are often techno-
logically complex and opaque to lay users. It is challenging
to understand and effectively communicate the functionality
of complex PETs to the users, such as Secure Multi-Party
Computation (MPC).

Studies typically assess the impact of new PETs by pre-
senting users with a high-level description of the technology
before measuring how this treatment changed their attitude
or behavior. These results influence business and regulatory
decisions (see Gartner’s Hype Cycle for Emerging Technol-
ogy [123]). In the present study, we question this approach.
We assess whether naming specific PETs and providing generic
descriptions impact users’ willingness to put trust in service
providers and share their data. Our survey presented three
randomized controlled trials with 1,457 participants in a data
marketplace scenario. The first group was treated with a
PET (MPC), the second group with a fictional PET, and the
third with a non-PET, serving as a control group.

Our findings reveal that user trust and data-sharing will-
ingness increased with MPC and the fictional PET, indicating
that the high-level description, rather than the technology
name, shapes user perception. We conclude that claiming the
use of a PET is not an effective method to measure the impact
of actually using this technology. However, given their mental
model, lay users cannot verify the privacy claims of such
descriptions presented in studies or by service providers. This
increases the risks of users being deceived into a false sense of
privacy, leading them to expose more private data than they
otherwise would.

1. Introduction

Consumers are increasingly reluctant to share data with
businesses due to increasing concerns over privacy and
control [72, 133, 143, 169]. This reluctance is plausible
given the prevalence of documented mishandling of users’
private data [7, 14, 83]. In turn, companies are constantly
developing better methods to mislead users into disclosing
as much personal data as possible.

Economics has long examined the balance between dig-
italization and data economy goals [17, 42]. As proposed,
this data economy poses enormous potential for enabling
automation, personalization, and knowledge creation [41,
162]. To contribute to this discussion, researchers exten-
sively studied what influences users’ willingness to share
their data, especially in the more economics-oriented In-
formation Systems field. In these studies, factors such as
perceived control [112], general privacy concerns [129],
perceived risks [50], and trust [145] are found to influence
users data sharing decisions.

Yet, with the aforementioned reluctance of users to ac-
tually share their data, organizations are turning to technical
remedies in the form of PETs to find ways to leverage data
while being able to preserve privacy [17].

Meanwhile, the image of PETs has shifted from unnec-
essary to essential, offering competitive advantages [131,
155]. This is demonstrated by the emerging uses of,
e.g., End-to-End Encryption for messaging [182], Fully
Homomorphic Encryption, and Zero-Knowledge protocols
for cloud storage [107] or Differential Privacy [51, 58, 71]
by major companies. ‘The Blockchain’ was seen to hold
similarly disruptive potential to overcome users’ privacy
concerns and lead the way into a new age of data-driven eco-
nomic growth [32, 128, 187]. Here, Multi-party computation
(MPC) has recently been found to be a promising technology
to fulfill these conflicting requirements of preserving privacy
and leveraging data [17].

Such technologies typically also provide privacy pro-
tection for the user in addition to their security benefits. If
accepted, they can potentially increase the user’s trust in the
product and, therefore, the company. Consequently, besides
the expectable hype [72], researchers also investigated how
such new, disruptive technologies would influence users’
willingness to and perception of sharing data. Methodolog-
ically, quantitative studies in this field usually work with
mock-up and prototype setups, relying on explaining what
a new PET is doing while then collecting stated preferences
from study participants to infer the impact of a given PET,
see, e.g., Smith et al. [166] for an overview of the field. Be-
yond the issue of self-reporting bias [35, 54], there must be
some truth to the privacy assertions claimed, considering the
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wide-spread adoption of new PETs in the industry, starting
with the long-since gone ‘SSL badges’ on websites [113].

In this paper, we present the results of a large-scale
(N 1457) randomized controlled treatment study that
was conducted in November 2021 to assess the impact of
MPC on users’ trust and willingness to share data in a data
marketplace (DMP). We designed this study following best
practices, comparing a DMP using MPC with one default
case of the DMP acting as a trusted third party. A common
practice for such studies is to utilize high-level descriptions
with the explicit naming of the PET and mock-ups to make
statements about specific technologies [87, 160]. Out of
an abundance of caution, we included a control condition
to ensure that we were not just testing for the name of
a PET. In this control condition, we introduce the PET
by a different name, again accompanied by a high-level
description. However, this technology is entirely fictitious.

Running our study with a representative end-user sample
from the United Kingdom, we find that both — MPC
and our made-up technology — similarly impact users’
data-sharing behavior compared to a baseline of a trusted
third party. We did, however, not find significant differences
among these two; see Table 5 and 6.

While this result may initially seem obvious, it contra-
dicts common practice regarding the use of mock-ups and
high-level descriptions for end-user studies on the impact
of PETs. This boils down to the underlying issue that users
usually lack the ability to verify whether it actually does
what it promises [117, 144]. At the same time, providing
more in-depth and technical explanations would necessarily
exclude participants who are less familiar with the technol-
ogy. The core findings of our study are:

o Based on our finding that the name of technology
makes no significant difference regarding users’ trust
and willingness to share data, we argue that only the
high-level communicable privacy guarantees influence
how well a PET is perceived in end-user studies.
Given the difficulty of communicating PETs reliably to
participants, we argue for studies assessing the impact
of PETs to shift their focus instead on the effects of
particular privacy properties of PETs.

Development and investment decisions rooted in stud-
ies assessing end-users trust in specific PETs should be
treated with caution and scrutiny, especially by regula-
tors. This also applies to advertisements that explicitly
practice name-dropping of PETs.

Structure: The remainder of this paper is structured as
follows. We first provide additional background on prior
studies on PETs’ impact on users’ privacy perceptions and
a brief background on MPC in Section 2. Subsequently,
we introduce our study methodology and instrument in
Section 3, where we also discuss our work’s ethical im-
plications and necessary precautions. We present our results
and statistical evaluation in Section 4 before analyzing and
contextualizing them in Section 5. Finally, we conclude in
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Section 6. In addition, we make our complete supplemental
material available for download !.

2. Background and Related Work

In this section, we introduce relevant background and
related work. Here, we also emphasize concepts that may
differ between computer science-focused privacy studies and
more economics-related fields investigating privacy.

2.1. Privacy Enhancing Technology (PET)

According to Goldberg et al. ‘Privacy refers to the abil-
ity of the individual to protect information about [her-
Jhimself’ [79]. Consequently, the field of creating PETs,
which includes or even focuses on protecting a user’s pri-
vacy, emerged [19, 39] either. Furthermore, over the past
decades, policymakers (GDPR, CCPA, etc.) have established
requirements for a systems’ privacy properties to protect
users’ privacy.

Despite most PETs using similar underlying technical
concepts depending on their purpose, e.g., encryption, to
protect privacy properties, there is no common universal
definition of what properties make a PET a PET. For ex-
ample, the European Agency ENISA claims PETs to be “a
fuzzy concept in practice” [157]. Nevertheless, they roughly
describe PETs as software to protect against risks to the
privacy of an individual [157].

As such, policymakers tend to focus on those underlying
technologies or the protected properties in the context of
PETs: For example, in 2023, the UK Information Com-
missioner’s Office considered the following PET concepts
as state-of-the-art: Differential privacy, Homomorphic En-
cryption, Zero-Knowledge-Proofs, Secure Multiparty Com-
putation, and Private Set Intersection® [95]. In contrast,
Canada’s Privacy Commissioner names goals for PETs to
achieve, e.g., anonymity, confidentiality, data minimization,
and transparency, among others> [152].

Regarding privacy engineering in the industrial context,
one must consider additional aspects. For example, Iwaya et
al. emphasize the importance of corporate management com-
municating its commitment to privacy values to its software
developers [98]. This creates a tension between the (legal
and individual) right to privacy and the industry’s interests.
On the one hand, individuals have the right to privacy and,
therefore, not to have their data processed without their
consent. On the other side, the data industries’ business
model is usually based on the processing and resale of
data - which consequently is unwilling to put their interests
at risk [21, 165]. Greaney discussed this conflict in Data
Privacy In The Age of Surveillance Capitalism [82]°.

Considering these diverse perspectives, the variety of use
cases, and the rapid involvement of technology, we conclude

1. https://anonymous.4open.science/r/mpc_supplemental _
material-D8CF/

2. These lists do not claim to be complete and serve only as an example.

3. This title refers to “Surveillance Capitalism”, coined by Zuboff [194].
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Figure 1. Overview of a Data Marketplace for driving related data.

that there is no comprehensive list of properties or concepts
that a technology must comply with to be considered a PET.

2.2. Data Marketplaces (DMP)

Generally, data marketplaces are defined as multi-sided
platforms that facilitate data sharing and trading between
data providers and data buyers, which can be individuals
or businesses [92, 110, 169, 172]. Data marketplaces allow
participants to store, maintain, access, and trade data from
various sources based on a wide range of standardized or
negotiated licensing models [163, 171]. Their role between
data providers is regularly seen as a method to allow data-
creating parties to gain equitable access to monetize their
data [61, 92, 110]. This is especially crucial for data-heavy
scenarios, like the “Internet-of-Things” [137] and ‘Smart
Cities” [156].

Naturally, due to the central role of DMPs, critical voices
also highlight the risks, along with traditional discourse
on the productization of users [60]. As such, efforts to
decentralize DMPs [177], or to enhance their acceptance by
introducing novel technology [111, 142, 178] are common.

The practical implementation of DMPs these days
raises doubt whether the use of technology, especially
PETs, can improve equitable participation in data
exploitation [18], analogous to work in the broader
context of PETs and fairness [33, 84]: Data marketplaces
tend to show involvement by established players in the
cloud economy [15]. As such, DMPs may accelerate
centralization and surveillance capitalism by re-enforcing
existing power imbalances in data sovereignty [37].

Data Marketplaces for Driving Data are a specific sector
implementation of a DMP to make driving data accessible
to various interested parties. For example, insurance com-
panies [16], societal stakeholders [127] or city planers [52],
represent a variety of use-cases. Figure 1 provides a high-
level overview of their workflow.
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2.3. Trusted-Third-Party (TTP)

When we refer to a TTP in this work, we do not imply
that the TTP has any specific features that gualify it to act as
a TTP between two entities. Furthermore, we do not imply
that this party is necessarily impartial to all aspects of a
transaction. However, we presuppose that both interacting
parties leveraging a TTP place trust in this party concerning
a specific property.

Put into an example: While a DMP shares an interest
in facilitating transactions via its platform, it may hold its
interest in pulling as much data as possible from a data
provider onto the platform. However, the data provider trusts
the DMP to not unnecessarily reveal information to data
consumers because doing so would counter its interests.
Similarly, data consumers trust that the DMP will provide
them with truthful, e.g., data aggregations after paying the
DMP for their services. Thus, we choose TPP as a counter-
part to MPC and DCP as it relies more on the semantic
framing of the term “trust” instead of the (supposedly)
utilisation of a specific technology.

2.4. Multi-party computation (MPC)

MPC, or often also Secure Multi-Party Computation, is
a summary term for a set of cryptographic techniques where
several parties jointly compute a function to generate a
meaningful output without disclosing the input provided by
either party [40, 188]. As such, this is applicable in various
use cases that require joint computation but also necessitate
not sharing individual plain-text data [12]. Therefore, it is
helpful for cases where two or more parties, e.g., individuals
or organizations, would like to collaborate using sensitive
data that requires strict privacy protection. Modern practical
use-cases include auction-based pricing [27], gender wage
gap analysis [119], and health-care data processing [59].

MPC is closely related to and partially overlapping with
other PETs [5, 13], e.g., homomorphic encryption [74, 138],
differential privacy [56, 57], and federated learning [120,
135]. While these technologies share similar characteristics
in protecting input data while computing meaningful output,
they differ in specifics. For instance, homomorphic encryp-
tion protects data at rest, held by one data owner. Similarly,
differential privacy strives to preserve privacy while gener-
ating generally publishable datasets. Furthermore, federated
learning expands on MPC, keeping the inputs decentralized
by focusing on training machine learning models. Neverthe-
less, these technologies can complement each other to meet
robust privacy and security requirements when necessary [9,
148, 190].

In 2020, the European Data Protection Board (EDPB)
recommended MPC as a key PET supplementary measure
to the GDPR. It proposed its application for fields like finan-
cial and healthcare services, machine learning, or privacy-
preserving data storage, among others [43]. EDPBs recom-
mendation and the rapid development of MPC protocols in
research and industry [81, 100, 150, 191] leads to the choice
of MPC being a representative for PETs in this study.

Authorized licensed use limited to: TU Delft Library. Downloaded on May 12,2026 at 06:53:30 UTC from IEEE Xplore. Restrictions apply.



2.5. Data-Computation-Protection (DCP)
(fictional technology)

This background section introduces the concept of a
technology called Data Computation Protection. However,
since DCP is a fictional technology we made up for this
survey, there is no definition of functions or any related
work to refer to.

Previous work regularly assumes that naming a tech-
nology along with a high-level description is sufficient to
make statements on the user’s position towards it [87, 160].
As DCP serves as our control condition to assess this
assumption, we opted for this approach. We constructed
the description for both DCP and MPC by applying the
general concepts of PETSs, as proposed in Sec.2.1 for the
description. Concretely, we applied wording and structure
repeatedly used in well-known fully-fledged PETs (which
applies to MPC, as this technology is not fictitious), i.e.,
encryption, decryption, data access, and computation.

3. Methodology

In this section, we present our survey methodology. As
our research question requires high internal validity [179],
we use a controlled, survey-based online experiment. More
specifically, we used a between-subject post-test-only de-
sign, meaning that each participant was randomly assigned
to a different treatment with different conditions and got an
identical post-test [38]. This design allows us to explore the
effect of a treatment (e.g., TTP vs. MPC vs. DCP) on a
given situation (e.g., consumers’ data-sharing decisions).

3.1. Experiment Overview

To test the impact of PETs on participants’ data-sharing
willingness, we set up a multi-step procedure, see Figure 2.
We selected this scenario as providing a monetary incentive
in exchange for data is a common mechanic to motivate
users to share data [28, 149]. This also applies to users who
have concerns regarding their privacy, a phenomenon called
the privacy paradox [45]. The scenario of sharing driving
data is also already being implemented by car insurance
companies in exchange for reduced premiums [48, 168].

In the first step, users are introduced to a data-sharing
scenario via a ‘data marketplace’, i.e., a dedicated entity that
facilitates data trading. After presenting the scenario, users
are randomly assigned to a treatment. Finally, after applying
the treatment, users are asked to fill out a survey, followed
by a final step in which we solicit general demographic data
on the participant.

3.1.1. Scenario Description. In our scenario, users are
asked to imagine that they can sell their driving-related
data (trip date/time, destination, route history, speed, etc.)
to interested third parties via a data marketplace. In return
for sharing their data, they would receive payments from
the data marketplace, which, in turn, charges the entities
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using this data. This overall setting has been selected as it
illustrates a widely relatable case for end-users*, while also
having clear incentives for data consumers, e.g., when it
comes to more effective traffic steering.

3.1.2. Treatments. In the second step, we present par-
ticipants with a randomly selected treatment. Besides the
scenario description itself, treatments included mock-ups
of the expectable data marketplace. Our mock-ups were
developed over two years and iteratively refined in mul-
tiple independent usability-focused qualitative pre-studies.
We explored multiple ways of explaining and visualizing
PETs suggested in prior work. For an example mock-up
(MPC case), please see Figure 3. Our supplemental material
contains higher-resolution screenshots of the mock-ups and
makes it available for download>.

For the treatments, we asked users to consider the overall
scenario in which the data market implements the PET
presented in the treatment for the following questionnaire.
Our treatment conditions are:

a) TTP: In this treatment, we ask users to imagine that the
data market serves as a TTP. This means that data buyers
are not able to access the data directly. Instead, they request
the data marketplace to run specific analyses on the user-
supplied data and only receive aggregate statistics. Still, as
the TTP, the data market has access to all data.

b) MPC: In this treatment, users are informed that MPC
is being used. The functionality of MPC is described in
a high-level manner, focusing on key properties (e.g., data
encryption and only storage in the participants’ car). While
one might argue that this description insufficiently represents
MPC and does not allow participants to grasp underlying
concepts thoroughly, we did so to be consistent with the ap-
proaches taken in prior studies and the language commonly
found in, e.g., privacy policies [94, 125, 126]. Furthermore,
it is unlikely that average users from the general (our
target) population would find a more detailed description
sufficiently accessible.

¢) DCP (fictional): To run our study on a sample from
the general public, the description of MPC in the mock-
up is rather high-level (Sec. 2). This carries the risk that an
experiment may only test the impact of something related
to PETs being mentioned and not the impact of the actual
PET. Contrary to prior work, we decided to control for
this bias by including an additional test case that uses an
entirely fictional name while generally following the same
phrasing as treatment b). If this treatment has a comparable
effect to the MPC treatment compared to the baseline, we
know that the effect is not caused by the named technology.
Instead, the effect is more likely caused by the high-level
description of the PET and/or the general notion of adding
some technology to improve privacy. While such a finding
would be negative for our specific study, it carries significant
implications for the whole field, as our general approach

4. In 2021, approx. 25.6 million people in Great Britain lived in a
household that owned at least one car [173].

5. https://anonymous.4open.science/r/mpc_supplemental _
material-D8CF/
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Figure 2. Overview of the experimental flow with the three treatment conditions.
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Figure 3. Design of the mock-up for the MPC scenario.

aligns with common practices when studying the impact of
(new) PETSs on users’ trust.

3.1.3. Survey. After applying the treatment, users are asked
to fill out a survey, see Appendix A, to solicit self-reported
data on how the treatment affected the users’ disposition
toward data sharing in the given scenario. We root our sur-
vey in prior work on antecedents of consumers’ willingness
to share data derived from the information systems’ pri-
vacy literature: Perceived control, privacy concerns, trust (in
data buyers and data marketplaces operators), and perceived
risks, see Table 1.

Hence, in this survey, we test six different measures on a
five-point Likert scale [22, 122], utilizing instruments from
prior work adjusted to the context of data marketplaces,
adding a meta instrument on the general willingness to share
data via data marketplaces by Pavlou [145]:

1) Perceived control (3 questions, from Xu et al. [166])
2) Perceived risk (2 questions, from Xu et al. [166])
3) Privacy concerns (2 questions, from Dinev & Hart [50])
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4) Trust in data marketplaces operator (3 questions, from
Kehr et al. [104])

5) Trust in data buyers (3 questions, from Kehr et
al. [104])

6) Willingness to share data via data marketplaces (3
questions, from Pavlou [145])

Furthermore, we follow survey design best practices as
summarized by Redmiles et al. [158]: To ensure participants
are attentive and consciously filling out the survey, we added
an instructional manipulation check [141]. For that test,
participants are requested always to answer a specific Likert
item, regardless of their disposition toward the question
These two questions are:

o There is nothing wrong with companies that collect
personal information without consent. Regardless of
what you think, please select “somewhat agree.”

e Do you agree that data is the new oil? Regardless of
what you think, please select “strongly disagree.”

Furthermore, to prevent order-effects [34, 115], the order of
questions presented to participants in the questionnaire is
fully randomized. Finally, we also extensively piloted and
refined our questionnaire; see Section 3.2.

3.1.4. Demographic Data. As the last step in the survey, we
collect demographic information on the participants. Specif-
ically, we collect: i) Age, ii) Gender, iii) Education level,
iv) Employment status, v) Industry type, vi) Role at work,
vii) Car ownership, viii) Awareness of data marketplaces,
ix) Awareness of PETs, x) Westin’s Privacy Segmentation
Index.

The final item, Westin’s Privacy Segmentation In-
dex [116], is an established measure in information systems’
literature to segment participants into one of three categories
concerning their privacy behavior: Privacy fundamental-
ists (most protective of their privacy), privacy unconcerned
(least protective of their privacy), and, privacy pragmatists
(weighing the pros and cons of sharing information). The
index uses three questions on a 4-point Likert scale from 1

Authorized licensed use limited to: TU Delft Library. Downloaded on May 12,2026 at 06:53:30 UTC from IEEE Xplore. Restrictions apply.



TABLE 1. ANTECEDENTS OF CONSUMERS’ WILLINGNESS TO SHARE DATA DERIVED FROM THE INFORMATION SYSTEMS’ PRIVACY LITERATURE.

Antecedents Description

Related Work

Perceived control

The extent to which an individual believes that they can
manage the release and dissemination of personal informa-
tion [186].

Trust (in data buyers An individual’s belief that another party (data buyers and/or
& data marketplace data marketplaces operator) will act as expected and not do
operators) harmful things, such as misusing personal data [104].

Dinev et al. [49], Farrelly and Chew [64], Kim and Choi [108], Krasnova et
al. [112], Markos et al. [132], S. Spiekermann [170], Schomakers et al. [162], Xu
et al. [186]

Buck and Reith [31], Dinev and Hart [50], Kehr et al. [104], Krasnova et al. [112],
Liu et al. [124], Malhotra et al. [129], Pavlou [145], Wessels et al. [181]

(strongly disagree) to 4 (strongly agree), and is widely used
within the field [44, 55, 161, 185]:

o Consumers have lost control over how companies col-
lect and use personal information.

o Most businesses handle the personal information they
collect about consumers in a proper and confidential
way.

o Existing laws and organizational practices provide a
reasonable level of protection for consumer privacy
today.

3.2. Pilot Studies

We validated the instruments and measurements used
in two pilot studies not included in the final result set.
The first pilot was conducted with six local participants to
validate the content validity of the constructs. Based on their
feedback, we refined the questions, case descriptions, and
experiment flow. The second pilot study was conducted with
300 participants recruited from the online crowd-sourcing
platform Prolific, which was also used to recruit the main
study participants; see Sec. 4.1.

3.3. Population Overview & Recruitment

Our population of interest comprises citizens of the
United Kingdom (i.e., those with UK nationality or currently
living in the UK) aged 18 years and older. We recruited
participants using the online crowd-sourcing platform Pro-
lific, which is commonly used in academic research nowa-
days [146, 153, 158].

Participants recruited via Prolific are more diverse,
naive, and honest than similar crowdsourcing platforms
like Amazon Mechanical Turk (MTurk) [3, 146]. Please
note that Prolific uses a pool of volunteer participants to
receive survey requests. This panel’s diversity is ensured
by, e.g.,additional recruitment efforts, i.e.,it is not biased
by, for example, self-selection bias. Furthermore, Prolific
ensures the requested number of participants, explaining the
seemingly 100% response rate. Also, Prolific claims to be
able to offer representative samples based on age, gender,
and ethnicity. [154]

Nevertheless, using Prolific for academic research also
has limitations like participant selection bias and monetary
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incentives, which should be considered when interpreting
the results [102, 158]. Overall, our sample roughly conforms
to the demographic parameters of the underlying population;
see Section 4.1.

3.4. Ethical Considerations

In our study, we collected informed consent from our
participants and informed them that their participation
was voluntary. See our supplemental material at
https://anonymous.4open.science/r/mpc_supplemental_
material-D8CF/ for the full text. Participants were awarded
2.5 GBP for participating in the survey, following the rate
recommended by Prolific (7.5 GBP/hour) concerning the
rounded-up average completion time for the survey in the
pre-study (average 15.6 minutes, SD = 9.3).

Before engaging with participants, our research de-
sign was audited and cleared by our institution’s Hu-
man Research Ethics Committee (HREC) under No.
<REDACTED>. The clearing process involved an evalua-
tion of our research ethics, as well as our data management
plan. Furthermore, the HREC also audited our informed
consent form.

4. Results

Here, we first describe the general parameters of our
dataset and the demographic parameters of the respondents
in our sample compared to the demographics of the underly-
ing population. Next, we perform a thorough statistical anal-
ysis, auditing the dataset for noise and unreliable measures
we may have introduced. Finally, based on the responses
received, we compare the effects of the selected treatments.

4.1. Demographic Overview

According to Prolific, we collected the data in November
2021 and recruited 1500 participants who are representative
of the UK population. We excluded 43 because they failed
to answer two instructional manipulation checks correctly,
suggesting that these participants did not participate in the
experiment seriously [141]. The final sample of 1457 partic-
ipants is representative in terms of gender (47.9% male com-
pared to 49.4% in the target population), ethnicity (85.5%
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white compared to 84.8% in the target population), and car
ownership (64.9% own/have access to the car compared
to 76% in the target population). However, the sample is
biased toward the younger generation (58% between 18
and 37 compared to 32.6% in the target population) and
highly educated people (60.7% higher education compared
to 47% in the target population), although the median age
was representative (35 years compared to 39 years in the
target population).

Looking at other demographics, more than half of the
participants currently work full-time (55.7%) or part-time
(18.7%) and primarily work in the education (12.4%), IT
(8.9%), or retail industry (7.9%). About a quarter of our
participants hold a managerial position, either at a ju-
nior (8.9%), middle (14.1%), or upper management level
(3.4%). Moreover, 45.4% of participants claimed they were
aware of data marketplaces and provided examples such
as Snowflake, Facebook, Prolific, Compare the Market, and
YouGov. Meanwhile, 20.8% of participants were aware of
PETs before participating in the survey, with many different
encryption protocols named, such as end-to-end encryption,
homomorphic encryption, zero-knowledge proofs, and Vir-
tual Private Network (VPN). Further, the majority of our
participants are privacy pragmatists (53.6%), followed by
privacy fundamentalists (26.5%) and privacy unconcerned
(19.9%), which is broadly similar to the distribution of
privacy perspectives in comparison to other studies [93, 99,
116]. See Table 2 for the demographic characteristics of our
sample.

4.2. Statistical Validity & Reliability

Before comparing our treatment conditions, we perform
due diligence by assessing our measurement instrument’s
statistical validity and reliability, given the collected re-
sponses. Our instrument has sufficient internal validity and
reliability for the entire dataset and each individual treat-
ment. Please see Tables 3 for an overview.

Confirmatory Factor Analysis (CFA): First, to validate
our constructs and measurement model (see Section 3), we
perform a Confirmatory Factor Analysis (CFA), as intro-
duced by Brown & Moore [29], using JASP version 0.16.1°.
Using the three established criteria by Hu and Bentler [91],
i.e., a Comparative Fit Index (CFI) > 0.95, Tucker-Lewis
Index (TLI) > 0.95, and Root Mean Square Error of Ap-
proximation (RMSEA) > 0.06, we find our model to have
a good fit index, with CFI = 0.988, TLI = 0.984, and
RMSFEA = 0.043. This means that, from a high-level
statistical perspective, our questionnaire is well suited to
measure the effects we aim to measure.

Factor Loading: Next, to further assess the validity of
our constructs, we also investigate the factor loadings of
each survey item. For this, we use a threshold of 0.70,
following a recommendation made by Fornell & Larcker
that has been established in the literature since 1981 [68].
Here, the analysis revealed that one item (CTRL_3, see

6. https://jasp-stats.org/previous-versions/
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TABLE 2. SAMPLE DEMOGRAPHICS FOR N = 1457.

Variable Characteristics N %
18-27 395 27.1%
Cw3 4500 309%
Age 38-47 257  17.6%
58+ 153 10.5%
Male 698  47.9%
| Female . 745 5L1%
Gender None of the above 11 0.8%
| Prefernottosay 3 02%
Doctorate degree (Ph.D./other) 39 2.7%
| Graduate degree (MA/MSc/MPhiljother) 276 18.9%
Undergraduate degree (BA/BSc/other) 569 39.1%
. Technical/community college 135 9.3%
Edi’catl“’n High school diploma/A-levels 265 18.2%
€€ Secondary education (.., GED/GCSE) 158 108%
No formal qualifications 12 0.8%
' I do not know/not applicable 1 01%
Prefer not to say 2 0.1%
Full-time 812  557%
| Partime 273 187%
Self-employed/freelance 18 1.2%
Employment  ""\io¢ employed (students) 65  45%
SUS Starting a new job within the next month 12 0.8%
Unemployed (and job-seeking) 74 5.1%
Education & Training 180 12.4%
. Information Technology 129 89%
Industry Retail 115 7.9%
ype  VCHEHE e
Finance 96 6.6%
(Oter 838 571%
Upper Management 50 3.4%
Role at Junior Management 129 8.9%
vokotes 1000 68.6%
Prefer not to say 73 5%
Yes 946  64.9%
Car | Have access via parents/family 214 14.7%
ownership Have access via leasing/rental 50 3.4%
‘N 2% 170%
Shared data through DMPs multiple times 77 5.3%
| Shared data through DMPs once 67 4.6%
Awareness Know but never shared data through a 518 35.6%
of DMPs DMP
| Never heard of data marketplaces 795 54.6%
Already know before the survey 303 20.8%
AW Have some ideas because of the survey 876 60.1%
of PETs Still have no idea after the survey 278 19.1%
Westin’s Privacy fundamentalists 386 26.5%
Priv. Seg.  [PFiVACY UACORCETEd 290 I9:9%
Index Privacy pragmatists 781 53.6%

Section A.l in Appendix A) does not meet this criterion,
i.e., does not sufficiently measure what it is supposed to
measure. Hence, we excluded this item to ensure it does

see Table 3, have a factor loading of 0.79 or greater, higher
than the recommended threshold.

Assessing Internal Reliability: We then assess the internal
reliability of our model by looking at the Composite Relia-
bility (CR) and Cronbach’s alpha of each construct, which
should have a value of 0.7 or higher [85, 86]. Here, we
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TABLE 3. DESCRIPTIVE STATISTICS, CONVERGENT VALIDITY,
INTERNAL CONSISTENCY, AND RELIABILITY OVER OUR CONSTRUCTS.

TABLE 5. THE RESULTS OF ONE-WAY ANOVA FOR ALL CONSTRUCTS
COMPARING THE TTP, MPC, AND DCP TREATMENT. NOTE THAT FROM
N = 1457, THREE DATA LINES WERE NOT COMPLETE FOR ALL
RELEVANT COMBINATIONS OF CONSTRUCTS RELEVANT HERE, LEADING

& o TO A FINAL N = 1454 FOR THE ONE-WAY ANOVA, AS WE FILTERED
Q()@ S\Q Lo
Construct Item & ' Sp RZ & CR AVE THESE.
Perceived CTIRL_I 079 325 L14 063 () (o0 (e g 3 S
control (CTRL) ~ CTRL_2 084 345 1.12 071 2% 0% % )
Construct > & Q F-Value w P
£z Sz &=
Perceived risk RISK_1 093 307 107 086 M 299 351 355 s
(RISK) RISK2 095 307 109 0gy 090 094 0388 CIRL  sp 102 094 096 [3 1454)=5035 0.063 <.001°
RISK
Privacy concerns PRIV_1 091 3.20 1.17 0.83
0.89 093 0.87 M 328 295 298 N :
(PRIV) PRIV_2 096 336 1.13 092 PRIV o 100 Tos o1 F@ 1454 =1538 0019 <001
TRSD
Trust in data TRSD_1 090 343 089 081
marketplaces TRSD_2 090 335 087 080 090 093 082 tRsg M 296 316 302 po s 565 0006 0.004"
operator (TRSD) ~ TRSD_3 092 350 090 0.84 SD 099 093 099
WTSD
) TRSB_I 094 306 101 0.89 — - -
bT“‘Sf “‘Tgfé‘g TRSB_2 098 3.09 102 095 095 097 093 Note: * p<.05, T p<.01, ¥ p<.001
uyers (TRSB)  TRsB3 097 3.00 103 094
Willingness to ~ WTSD_I 097 3.06 115 094 s .
share datavia  WTSD2 095 299 112 091 094 096 090 (0 check whether all criteria are also met in the three
data marketplaces  WTSD_3 092 2.88  1.17 0.85 treatment conditions we applied, i.e., across all responses

(WTSD)

Notes: SD = Standard Deviation; ov = Cronbach’s Alpha;
CR = composite reliability; AVE = average variance extracted;
We removed CTRL_3 due to low factor loadings, see Section 4.2

TABLE 4. DISCRIMINANT VALIDITY: CORRELATION AMONG
CONSTRUCTS AND THE SQUARE ROOT OF THE AVE. DIAGONALS
REPRESENT THE SQUARE ROOT OF THE AVERAGE VARIANCE
EXTRACTED, AND OTHER VALUES REPRESENT THE CORRELATIONS.

CTRL RISK PRIV TRSD TRSB WTSD
CTRL
RISK
PRIV 0.75
TRSD 0.45 -0.58 -0.52
TRSB 0.37 -0.48 -0.45 0.68
WTSD 0.43 -0.70 -0.61 0.61 0.57

find we establish convergent validity as all constructs have
CR and Cronbach’s alpha values greater than 0.8 and 0.74,
respectively, see also Table 3.

Convergent Validity: Subsequently, we examine convergent
validity through the Average Variance Extracted (AVE),
which should be greater than 0.5, according to Fornell
and Larcker [68]. We find all our constructs to satisfy this
requirement, with the lowest AVE being 0.67 for perceived
control and the highest value of 0.93 for trust in data buyers,
again, see Table 3.

Discriminant Validity: We also examine the discriminant
validity of the constructs by checking whether the cor-
relation among constructs is lower than the square root
of AVE [68].All inter-construct correlation coefficients are
well below the square root of AVE, i.e., we also establish
discriminant validity, see Table 4.

Multi-Group Confirmatory Factor Analysis: Finally, we
run a Multi-Group Confirmatory Factor Analysis (MGCFA)
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and for each subset individually. We estimate the model
using configural invariance testing and find a good level
of the fit index, with CFI = 0.980, T'LI = 0.975, and
RMSFEA = 0.053. All treatment conditions also show
convergent and discriminant validity, with all factor load-
ings, CR, and Cronbach’s alpha higher than 0.7 and AVE
higher than 0.5. Furthermore, comparing the square root of
AVE and all inter-construct correlation coefficients in all
treatment conditions suggests discriminant validity.

4.3. Comparison Between TTP, MPC, and DCP

We first perform a MANOVA on the collected data to
check whether antecedents of consumers’ willingness to
share data differ across our treatments (TTP, MPC, and DCP,
see Section 3.1.2). We do this since we used a between-
subject design with several antecedents of consumers’ will-
ingness to share data as multiple dependent variables. Sub-
sequently, we conduct one-way ANOVAs to compare the
effect of our treatments on each of the antecedents of
consumers’ data-sharing decisions (see Table 5). For the
analysis, we use composite scores for each construct, derived
from aggregating the scores of items belonging to each con-
struct divided by the number of items. Further, we conduct
Levene’s test [73] to test for equal variances and find that the
variances for each construct are equal across our treatment.

4.3.1. Comparison Overview. The MANOVA shows that
there is a significant effect for both of our treatments
on antecedents of consumers’ data-sharing decisions (Pil-
lai’s trace= 0.08, F'(12,2900) 9.96,p < 0.001) in
comparison to the TTP case. The subsequent one-way
ANOVAs (see Table 5) reveal a significant effect of our
treatments on perceived control [F(2,1454) = 50.35,p <
0.001,w? = 0.06], perceived risk [F(2,1454) = 15.38,p <
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TABLE 6. THE RESULTS OF OUR POST-HOC COMPARISONS BETWEEN
TTP, MPC, AND DCP. THE SAME FILTERING AS IN TABLE 5 APPLIES.

Construct  Comparison MZ““ SE df t P
TTP - MPC 0.52 0.06 1454 -8.31 < .001*
CTRL
MPC - DCP -0.04 0.06 1454 -0.71 0.76

TTP - DCP 0.30 0.07 1454 4.58 < .001*

TTP - MPC 0.29 0.07 1454 4.11 < .001%

PRIV

MPC - DCP -0.06 0.07 1454 -0.80 0.706

TTP - DCP -0.15 0.06 1454 -2.47 0.036*

TTP - MPC -0.25 0.07 1454 -3.61 < .001*

WTSD
MPC - DCP 0.06

Note: * p<.05, " p<.01, ¥ p<.001

0.07 1454 0.81 0.696

0.001, w? 0.02], privacy concerns [F(2,1454)
9.49.,p < 0.001,w? 0.01], trust in data buyers
[F(2,1454) = 5.65,p = 0.004,w? = 0.01], and willingness
to share data [F(2,1454) = 7.17,p < 0.001,w? = 0.01]
at the p < .05 level. Reassuringly, we find no significant
differences for our treatments concerning trust in the data
marketplaces operator [F'(2,1454) = 2.21,p = 0.11].

4.3.2. MPC vs. DCP. Next, we dive into the difference
between MPC and the control treatment DCP by conducting
a series of post hoc tests using Tukey’s correction [47] to
better account for outliers and address potential multiplicity
issues, see also Table 6.

Control: Participants who received the MPC treatment per-
ceive higher control over data (mean difference to TPP=
0.52, p < 0.001). In comparison, participants in the con-
trol DCP group also perceive a higher control over their
data control (mean difference to TPP= 0.56, p < 0.001).
Comparing both treatment groups with each other, i.e., MPC
with DCP, we find no significant difference (mean difference
= 0.04, p ~=0.76).

Trust in buyer: For participants in the MPC group, trust
in data buyers increased (mean difference to TPP:= 0.2,
p < 0.05). Participants in the DCP group saw a similar, even
though slightly lower, increase in trust (mean difference to
TTP = 0.15, p < 0.036). Here, changes to trust are also
not influenced by either treatment (mean difference = 0.05,
p = 0.737).

Willingness to share: Again, both groups (MPC and DCP)
saw a higher willingness to share data when treated, with
participants treated with MPC having a slightly higher mean
difference and higher statistical significance (mean differ-
ence to TPP = 0.25, p < 0.001) than participants treated
with DCP (mean difference to TPP = 0.19, p < 0.01).
For a comparison between MPC and DCP, however, we
again find no significant difference (mean difference = 0.06,
p = 0.696).

Perceived risk: Similar to the other measures, perceived
risk was reduced for MPC (mean difference to TPP = 0.38,
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p < 0.001) and DCP (mean difference to TPP = 0.3, p <
0.001) alike. As before, there is also no difference between
the treatments (mean difference = 0.03, p = 0.904).

Privacy concerns: Finally, in both treatment conditions,
also the level of privacy concerns was reduced, with MPC
(mean difference to TPP = 0.29, p < 0.001) again showing
a slightly higher impact than DCP (mean difference to TPP
= 0.23,p < 0.003). Unsurprisingly, for the last measure,
there again is no significant difference between MPC and the
fictional control DCP mean difference = 0.06, p = 0.706).

4.3.3. Summary. To phrase our results more colloquially,
both of our treatments (MPC and DCP) increase respon-
dents’ perceived control, lower their perceived risk, lessen
their privacy concerns, increase their trust in data buyers,
and ultimately increase their willingness to share data. How-
ever, comparing MPC with DCP, we did not find a sig-
nificant difference. Furthermore, neither group (TTP, MPC,
DCP) impacts respondents’ trust in the data marketplace, so
it is unlikely that a change in respondents’ trust in the data
marketplace influenced the results.

4.4. Effects of Control Variables

In addition to the core questions related to our study, our
questionnaire included control variables to allow us to test
whether our instrument may have missed additional main
or interaction effects, i.e., to gauge its external validity.
We perform two-way ANOVAs on these to test whether
our control variables (i.e., Westin’s Privacy Segmentation
Index, industry type, car ownership, awareness of data mar-
ketplaces, and stated awareness of PETs) result in significant
differences.

Before the analyses, we organized our sample depending
on the control variables. We use the current classification
for Westin’s Privacy Segmentation Index without making
any changes. For industry type, we assigned participants of
non-IT industries to one group (non-IT), while the rest were
assigned to another (IT). For car ownership, we assigned
participants who do not own a car or only have access via
rental or family members to one group (do not own a car),
while the rest were assigned to the “own a car” group.
Regarding awareness of data marketplaces, we assigned
participants that (1) know data marketplaces but never share
data, (2) share data once, or (3) share data multiple times
as one group (aware of data marketplaces), while those
who never heard of data marketplaces were classified as
“not aware of data marketplaces” group. Finally, concerning
awareness of PETSs, those who were either aware of PETs
before the survey or became aware because of the survey
were assigned as one group (aware of PETs). The remaining
participants were assigned to the “Unaware of PETs” group.

We find a significant main effect of Westin’s Privacy
Segmentation Index (p < .001 in all cases) and awareness
of PETs (p < .001 in all cases except for “Trust in Data
Buyers”, where p = 0.009) on all constructs, e.g., those
considered privacy fundamentalists are less likely to be will-
ing to share personal data than privacy pragmatists. Industry
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type also has a statistically significant main effect on trust
in data buyers (p = 0.006 for “Trust in Data Buyers”).

The remaining control variables have no significant main
effects on any constructs. Furthermore, we find no interac-
tion effects between control variables and our treatments.
Please see Table 7 for the results of two-way ANOVA for
the main, and Table 8 for the results of two-way ANOVA
for the interaction effects of control variables.

5. Discussion

In this section, we interpret our core findings and discuss
the implications of our results for researchers, industry, and
policymakers alike.

5.1. Expectable Results

Following our methodology, the limited delta between
the MPC and DCP treatments, and straight-forward intuition
aligning with our findings, one might argue that the effect
we quantitatively tested is one of the things everyone knows;
Although our outcomes may initially appear obvious, our
empirical data confirms the urgent need for greater aware-
ness and attention to this problem.

Additionally, our methodology closely follows re-
searchers’ standard practices in applied privacy, usable se-
curity and privacy, and economics. However, we included
our extra DCP condition as a placebo to enhance the rigor
of our approach. Results of such studies are regularly the
scientific foundation of projected adoption [123], investment
decisions, and policy efforts. However, if our study had not
included DCP as a control treatment, our results would indi-
cate the significant promise of MPC for resolving common
obstacles to realizing a privacy-friendly data economy and
improving users’ willingness to share personal data, i.e., our
conclusion would have been similar to the results of related
theoretical and empirical work, see also Section 2.

5.2. The ‘Explanatory Gap’ of PETs

Our study found comparable effects for an established
PET (MPC) and a made-up PET (DCP) being claimed to
be used. This suggests that our study technically produces
a null-result regarding the difference between MPC and
DCP. Despite the statistical significance of individual com-
parisons, we cannot make any qualitative statement on the
impact of MPC on the metrics in our study, as the same ef-
fect is observed with a placebo (DCP); see Sec. 4. However,
given that the pretense of using any PET remains the same,
we conclude that in a study involving end-users, the main
effects can be attributed to the pretense of a PET being
used, regardless of its actual efficacy or even existence.
We attribute this to the high-level explanation necessary to
describe a PET in an end-user-accessible manner. However,
such explanations are necessary, as expecting the user to
become an expert and assess the technology behind PETs is
not feasible. Consequently, users must give the companies
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a leap of faith and trust their PET’s description of how it
works and whether it accomplishes its promises. Lakkaraju
and Bastani [117] already explored in 2020 how users’
trust can be misled by providing malicious explanations, in
which they included features/wording that users believe are
relevant and omitted those that users believe could be prob-
lematic. Hence, connecting to tangential work from other
domains [88], we call the underlying issue the Explanatory
Gap of PETs’.

5.3. A False Sense of Privacy

The Explanatory Gap of PETs regularly appears implic-
itly in related work [24, 75, 77, 103] and is a core issue
of usable security and privacy, going back to its roots [175,
184]. However, there does not seem to be a fundamental
solution. An even more worrying fact is that as technology
becomes increasingly pervasive in our lives, the quantity of
data that can be extracted from us is concomitantly growing.
This, in turn, increases its value on data markets [96], which
leads to user data often being referred to as ‘The New
Gold’ [11]8.

The consequence for the users is that, due to the higher
number of data violation incidents [36], they become in-
creasingly aware of the value of their privacy [147], and their
demand for deployment of PETs increase accordingly °. The
consequence for the industry is that it becomes increasingly
difficult to protect this data, i.e., especially with progressing
cloudification, it is challenging to know which data they
store where and share with whom [67]. This leads to in-
creased costs due to data breaches [97], a growing number
of regulations [62, 140] and, luckily, a growing adoption
of PETs [159], trying to meet the perceived demand of
users. However, in our study, participants who were treated
with the claim of a PET being used showed a significantly
higher willingness to share data than participants in the
control group; see Sec. 4.3.3). Considering the treatment
DCP to be a fictitious PET, we conclude that just the
claim of it being used created a false sense of privacy
(FSP) in the participants. As the everyday user generally
lacks the mental models of specific PETs, FSP risks users
disclosing more data to such a service, assuming that it is
adequately protected. This renders the integration of PETSs
harmful, as it conflicts with the concept of data minimiza-
tion (Sec. 2.1) [174]. Ultimately, from a service provider’s
perspective, when trying to convince users to share personal
data, it is not about a technology being a working solution
for privacy but about making users believe that it is.

Examples of this issue materializing in practice are
equally prevalent. Companies claiming to protect the user’s

7. The term ‘Explanatory Gap’ is used in the domain of Philosophy [88]
to describe the gap between experienced cognitive processes and the
available physical explanations.

8. The authors rather agree with the alternative notion ‘Data is the New
Oil’: Similar to oil, once it spills, the beaches will be soiled and it is close
to impossible to get all of it back into the barrel.

9. The increased demand is reflected in the growing market value of
PETs [96].
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TABLE 7. THE RESULTS OF TWO-WAY ANOVA FOR MAIN EFFECTS. AS IN TABLE 5, WE FILTERED LINES NOT HOLDING DATA FOR ALL COMPARED
CONSTRUCTS, LEADING TO A REDUCTION BY NINE TO N = 1448 FOR WESTIN, AND BY SIX TO N = 1451 FOR THE REMAINING EFFECTS.

WESTIN INDUSTRY CAR DMP PETS

Construct F-value P F-value P F-value p F-value P F-value p

CTRL F(2, 1448) = 49.03 <.001% F(1, 1451) =0.07  0.786 F(l, 1451) =0.73  0.393  F(l, 1451) = 0.5 0.481 F(1, 1451) = 19.76  <.001*

PRIV F(2, 1448) = 108.29  <.001* F(1, 1451) = 0.34  0.559 F(1, 1451) = 0.01 0.935 F(1, 1451) =0.13  0.716  F(1, 1451) = 18.3 <.001

TRSB F(2, 1448) = 163.23 <.001% F(1, 1451) = 7.69  0.006" F(l1, 1451) =0.09  0.77  F(l, 1451) =043  0.513  F(l, 1451) = 6.77 0.009'

Notes: WESTIN = Westin’s Privacy Segmentation Index; INDUSTRY = Industry type; CAR = Car ownership; DMP = awareness of data marketplaces;
PETS = awareness of Privacy-Enhancing Technologies (PETs);
* p<.05, T p<.01, F p<.001

TABLE 8. THE RESULTS OF TWO-WAY ANOVA FOR THE INTERACTION EFFECT BETWEEN DATA SHARING APPROACHES AND CONTROL VARIABLES.
WE APPLIED THE SAME FILTERS AS IN TABLE 7 FOR DATA LINES THAT WERE INCOMPLETE FOR SPECIFIC EFFECT COMBINATIONS.

C SCENARIOxWESTIN SCENARIOXINDUSTRY SCENARIOxCAR SCENARIOxDMP SCENARIOXPETS
onstruct
F-value P F-value P F-value P F-value P F-value P
CTRL F(4, 1448) = 0.41 0.805 F(2, 1451) =232 0.099 F(2, 1451) = 044  0.643  F(2, 1451) =5.58  0.004F F(2, 1451) = 1.21  0.299

PRIV F(4, 1448) = 028  0.89  F(2, 1451) =023  0.793 F(2, 1451) = 0.85 0743 F(2, 1451)=0.85 0.43  FQ2, 1451) = 1.13  0.323

TRSB F(4, 1448) = 1.77  0.132  F(2, 1451) = 0.21  0.814 F(2, 1451) = 1.32 0342 F(2, 1451) =132 0266 F(2, 1451) = 037  0.694

Notes: SCENARIO = Data sharing approaches(TTP/MPC/DCP); WESTIN = Westin’s Privacy Segmentation Index; INDUSTRY = Industry type;
CAR = Car ownership; DMP = awareness of data marketplaces; PETS = awareness of Privacy-Enhancing Technologies (PETs)
* p<.05, T p<.01, ¥ p<.001

privacy by, e.g., using suitable PR campaigns [4, 183], were the wording asymmetric end-to-end encryption already sim-

later identified by research to neglect their promise [109, plifies the corresponding encryption protocol, along with its

121] or fined by the authorities for violating data protection diverse variants and configurations.

regulations [89]. Utilizing dark patterns is another state-of- What actually changes in such wording is the claim to

the-art method to lure users into disclosing more data [23,  be tested becomes independent of the technology used to

180]. realize it. For users, this more clearly communicates the
role of them having to trust. At the same time, for auditors

5.4. A Matter of Trust and Verifiability and oversight bodies, it provides a clear set of properties to,

e.g., formally, during audits, or in certification processes,
At their core, the ‘Explanatory Gap’ and ‘False Sense test for. Also, users (and other relevant stakeholders) are
of Privacy’ are not technical problems. Instead, they are the  not required to adapt their mental models as soon as a
culmination of the complexity of PETs and the resulting  technology surpasses its hype cycle, and a new PET would
lack of mental models of users, and not to be neglected,  technically take place in the description.'® Consequently,
the market dynamics and monetary incentives encouraging it is not relevant which technology is used as long as it
companies to leverage the ‘Explanatory Gap’ and ‘False  provides the promised privacy properties.
Sense of Privacy’ to increase users’ willingness to share While ‘Open Source’ could be a fundamental component
data. of this approach, it stretches beyond, ultimately to an exten-
In his lecture “Reflections on Trusting Trust”, Ken  sjon of Kerckhoffs’s principle [106]: Opening systems in
Thompson advised users on how to trust the systems they terms of their source code, but also documentation, opens
are using: “Don’t.” [175]. However, as this extreme advice is both to public and regulatory scrutiny. This approach in-
not practicable, we need to find a way to improve the status  creases the chance that incorrectly claimed security and pri-
quo at least. We argue that there needs to be a fundamental  vacy properties, whether through human error [103] or ma-

shift in how the community and companies handle PETs: Jicious intent, can be detected. Additionally, open standards
Frorg pushmg 1nd1v1dua} technolqgles to fOf:usmg on the enable choice for users by encouraging interoperability and,
tangible privacy properties, they aim to provide [78]. therefore, the potential for data portability. This would make

To put this into an example, instead of claiming the use it easier for users to vote with their feet if an operator or
of asymmetric end-to-end encryption, the claim should be  company loses their trust.

instead ensuring that exclusively sender and recipient can
read a message exchanged between the two. This might 10. This naturally does not imply that services should not also publish

sound like simply using more accessible language, a fre- an in-depth technical description/whitepaper in addition, explaining how
quently recommended approach [103]. However, techmcally, they accomplish the specific privacy properties for domain experts.
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In summary, the proposed shift in the community’s
approach is comparatively subtle and does not eliminate the
user’s need to trust someone. However, it shifts the trust
from an individual service provider’s commercial incentives
to the engagement of a whole privacy-aware community and
regulatory oversight while more clearly communicating the
trust required by users.

5.5. Implications for Policy-Makers

Verifiable privacy properties are useless if no indepen-
dent party verifies them. Current commercial approaches
such as Pentest Certificates or IT-Security Labels [30],
offered by Germany’s Authorities, aim to demonstrate the
absence of vulnerabilities in a given scenario or context.
Instead, we call for an approach towards demonstrating
the presence of privacy properties. Instead of testing the
unscoped question of “Is this secure?”, it has to be tested
whether made claims regarding privacy properties are suffi-
ciently realized.

At this point, we see policy makers as the only party
to counterbalance the incentive structure of the industry.
They could seize their role of ‘keeping the industry hon-
est’ by, e.g., establishing certification processes for software
vendors, well-established processes from the sectors of med-
ical [136], automotive [53, 176] or food industry [66]. After
verifying the privacy property claims in their software prod-
ucts, vendors could obtain an attestation that users can rely
on. Furthermore, authorities should proactively investigate
privacy issues, i.e., not rely on users reporting concerns
before coming into action. Given that users’ behavior seems
to be perception-focused, this way, regulators would not
work reactively, i.e.,reacting to users’ complaints, but in-
stead proactively.

However, this approach requires policymakers to alter
applicable legislation to enable the proactive investigations
necessary to ensure organizations adhere to their promises
and the rules that apply.

5.6. Implications for Industry

Cynically, the main implication of our results on industry
players could be that it does not matter if they implement
PETs as long as they can convince their customers to do
so. Nevertheless, we argue that the industry’s motivation to
implement PETs should not be rooted in its positive impact
on users’ willingness to buy their products and/or share their
data when utilizing a service. Instead, they should focus on
implementing verifiable privacy properties in their products
and proving this to their customers via official certification
processes. Certificates can be a competitive advantage, as
they can improve the credibility and recognition among
customers by demonstrating the trustworthiness of a product
or service [10, 63, 118]. However, we acknowledge that this
would require a change in market dynamics, e.g., through
the aforementioned policy actions.

Another beneficial side effect for the industry is that
they do not need to rely on the hype cycle of new tech-
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nologies [123]. According to Funk, “[technological] hype
wastes resources and time and distracts from more plausi-
ble pathways for improving productivity or solving social
problems.” [69]. Since the domains of Formal Verification
and Privacy and Security properties are fundamental aspects
of Computer Science, they can be assumed less susceptible
to named hype cycles and, therefore, more reliable selling
points in the long run. '

5.7. Recommendations for Future Research

The domain of formal verification is well-established
in Computer Science, with Verifiable Cryptography being a
well-established subdomain [20]. To the best of our knowl-
edge, there are no practically applicable formal specification
and verification methods for privacy properties. However,
theoretical prior work exists that can be built upon [1, 25,
65, 90, 151, 193]. Therefore, we encourage the research
community to investigate further the feasibility of formal
specification and verification of privacy properties, and to
develop appropriate methods that can be implemented by
policy makers and industry alike.

Our results demonstrate that the impact of new PETs
on users’ decision-making is difficult to observe in a lab
environment. Technically, to make a qualified statement
about the impact of a specific technology, a study design
must ensure that participants understand what a given PET
does and what guarantees it can provide. However, if a
survey would provide more detailed information about the
technology, real-world circumstances would not necessar-
ily be reflected, where users are usually confronted with
product-positive marketing campaigns [4, 183], and not with
detailed technical specifications or privacy policies [134].
Furthermore, such more in-depth descriptions would likely
introduce additional side effects, e.g., based on individual
respondents’ familiarity or even expertise in the topic.

Furthermore, past research demonstrated that it is no-
toriously difficult to accurately communicate how a given
PET works without oversimplifying or being too complex.
For example, experts and non-experts showing surprisingly
similar mental models for, e.g., VPNs [24], operators having
limited mental models of, e.g., HTTPS [114], or program-
mers being challenged by implementing basics of secure
development [2, 80]. Self-reported efficacy of participants
is notoriously unreliable due to a variety of effects; First
and foremost, but certainly not only, social desirability
effects [70]. Similarly, festing whether a participant under-
stands how a technology works is even more difficult, as
seen in the related field of assessing learning outcomes [6,
26]. Hence, it would be hardly feasible to attain a census-
representative population of participants who are sure to be
sufficiently versed in a PET’s inner workings to adequately
understand a study’s stated technical premises regarding a
PET.

11. We note that, technically, this more somber perspective on privacy
attestation may be able to become a hype term by itself. However, if the
hype concerns a more honest description of privacy properties, we argue
that the effect differs from the hype around a specific technology.
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Hence, we suggest following related work on learn-
ing [6, 26], which recommends to not focus on assessing
‘understanding’, but instead test capabilities, e.g., e.g., can
explain/analyze/etc., possibly enhanced with drawings or
similar expressive aids. This, as done by, e.g., Binkhorst
et al. [24] and Krombholz et al. [114], allows assessing
a participant’s mental model of a PET and subsequently
comparing it to an expert assessment. Still, given that this
approach is qualitative, it will be challenging to execute for
quantitative work.

5.8. Limitations

As with all empirical research, our study has limita-
tions to consider when assessing its conclusions. First, we
excluded perceived benefits in our model of data shar-
ing willingness, despite this having been identified as a
dominant factor in explaining an individual’s data sharing
decisions [46]. However, as we focus on the impact of
MPC and DCP, respectively, compared to each other and
a baseline, we instead decided not to include this variable
to keep the model simple. We accomplish this by instructing
participants, regardless of the treatment condition, that they
would, as the scenario is hypothetical, be paid for data
sharing, again equal for all treatments. However, this also
means that our results are not directly generalizable to
circumstances where the perceived benefits may differ along
with claimed PETs.

Similarly, our scenario did not include additional infor-
mation that may positively influence participant’s disposition
toward the data marketplace or data buyers, e.g., claiming
that a certification process or regular audits are in place.
However, for the same simplicity reasons stated above, we
decided not to include this variable in the models. Conse-
quently, the same considerations also apply.

Furthermore, our study is built on hypothetical scenarios
and mock-ups that are not working prototypes. However,
this is a common practice in the field, and the exact ap-
proach/scenario we aimed to investigate is shown in Sec. 2.
Nevertheless, it means that effects may differ for cases
where, e.g., a design science research (DSR) approach is
used to develop an artifact or at least a seemingly working
mock-up of a PET to demonstrate the evaluated scenario.

Another point to consider is the timing of our survey.
The data collection was conducted in 2021 during the wan-
ing phase of the COVID-19 pandemic. Public restrictions
during this time accelerated digitalization in many public
and private sectors. This led to extensive use of tools for
pandemic tracking, remote communication, payment, and
others. According to a study in 2023, people perceive a
possible routinization of [...] using apps and the need to
choose a trade-off between their personal privacy and public
health: “Participants routinely expected that data collected
through apps related to public health would be shared with
unknown third parties” (Seberger and Patil, 2023 [164]). It
is difficult to determine whether and how much this change
in users’ perception impacted the outcome of our study.
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However, this emphasizes the need to repeat our study later
to identify possible impacts.

Finally, we work with a census representative sample
from the U.K.’s population. Hence, our findings are limited
in their generalizability beyond the U.K. — or at least
generally western — populations. Such a survey requires
a more extensive study, considering additional factors such
as culture, demographics, and prior experiences with privacy
infringement’s [76].

6. Conclusion

In this paper, we build upon information privacy theory
from the fields of economics and human factors in security
and privacy to investigate the impact of using secure Multi-
Party-Computation on consumers’ data-sharing decisions.
We use a double-blind, randomized control trial with a
between-subject design conducted via an online survey with
three mock-ups of personal data marketplaces. We find,
statistically robust, that the sole claim of implementing
a PET, not the specifically named PET, is sufficient to
increase consumers’ trust in data buyers, reduce perceptions
of risks, and lower privacy concerns, ultimately increasing
willingness to share. Our key takeaways are:

o The specific name of a PET does not necessarily influ-
ence how users’ trust and willingness to share data are
influenced in a study. Instead, the high-level description
and presentation of a PET are the significant factors.
This must be considered when interpreting studies that
claim to find a significant impact of a (new) PET on
users’ trust.

Beyond academic studies, the implied—effectively—
black-box nature of PETs means that especially users
with a lack of understanding of how a PET works
and whether it is effective must trust descriptions and
claims. The resulting issue, which we name ‘The Ex-
planatory Gap of PETSs, allows monetary-motivated
actors to mislead users into sharing more data.

This ‘Explanatory Gap of PETs’ leaves the user with no
choice but to either trust a vendor’s privacy protection
claims or not. If the user decides to trust, it potentially
fosters a “False Sense of Privacy”, i.e., the risk of
passing on more data than he would have done if he
had fully understood the circumstances.

Hence, development and investment decisions rooted in
studies on how users’ trust changes by (claiming to be)
using a PET need to be critically assessed, especially
by regulators.

Finally, our work highlights an intrinsic dilemma of privacy-
enhancing technologies, which follows directly from Ken
Thompson’s ‘Reflections on Trusting Trust” [175]: “Ulti-
mately everyone must trust that what the screen shows is
actually what is really happening.”
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Appendix A: Survey Items

Here, we list our survey questions. Note that the order
of questions was randomized during the study to prevent
order effects, see Section 3.1.3. References were not shown
to participants. The full treatment conditions, consent in-
formation, and experimental flow are available online at:
https://github.com/ichdasich/mpc_supplemental_material.

The results of our survey are available at: https://figshare.
com/s/bedb755aea0f997450c9.

A.1. Main Survey Questions

Perceived control (Xu et al. [186])

CTRL_1 I believe I have control over who can access the
sensitive data I provided to this data marketplace.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
CTRL_2 I think I have control over what kind of sensitive
data is shared by this data marketplace to other
companies.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
CTRL_3 I believe I have control over how other companies
use the sensitive data I provided to this data mar-
ketplace.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Perceived risk (Xu et al. [186])

RISK_1 I find it risky to provide my sensitive data via this
data marketplace.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
RISK_2 There would be too much uncertainty associated
with providing my sensitive data to this data mar-
ketplace.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Privacy concerns(Dinev and Hart [50])

PRIV_1 I am concerned that other parties could find sen-
sitive information about me on this data market-
place.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

PRIV_2 I am concerned about providing my sensitive data
to this data marketplace because of what other
parties might do with it.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Trust in data marketplaces operator (Kehr et al. [104])

TRSD_1 T expect this data marketplace would be trustwor-
thy regarding my sensitive data.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
TRSD_2 This data marketplace would tell the truth and
fulfil promises related to my sensitive data.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
TRSD_3 1 expect this data marketplace would be honest
with me regarding the sensitive data I would pro-
vide.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Trust in data buyers (Kehr et al. [104])

TRSB_1 I expect that data buyers would be trustworthy in
handling the data they got from this data market-
place.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

TRSB_2 I expect that data buyers would tell the truth and
fulfil promises in handling the data they got from
this data marketplace.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree
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TRSB_3 I expect that data buyers would be honest when
handling the data they got from this data market-
place.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Willingness to share data via a DMP (Pavlou [145])

WTSD_1 Given the chance, I would share my data via this
data marketplace.
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Dis-
agree
Given the chance, I predict that I should share
my data via this data marketplace in the future.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Dis-

WTSD_2

agree
It is likely that I will share my data via this data
marketplace in the near future.

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Dis-

WTSD_3

agree
A.2. Westin’s Privacy Segmentation Index

Note: We use Westin’s privacy index [116] to collect
participant’s disposition towards privacy as additional de-
mographic information to be able to assess whether their
privacy disposition influences treatment effects.

(1) Consumers have lost all control over how personal
information is collected and used by companies.

Scale: Strongly Agree - Agree - Disagree - Strongly Disagree

Most businesses handle the personal information they
collect about consumers in a proper and confidential
way.

Scale: Strongly Agree - Agree - Disagree - Strongly Disagree

Existing laws and organizational practices provide a
reasonable level of protection for consumer privacy
today.

Scale: Strongly Agree - Agree - Disagree - Strongly Disagree

2

3

A.3. Instructional manipulation check

Note: To ensure that participants are attentive, we in-
cluded an instructional manipulation check [141]. Below
you can find the two checks we included in the survey:

(1) There is nothing wrong with companies that collect
personal information without consent. Regardless of
what you think, please select “somewhat agree.”

Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

(2) Do you agree that data is the new oil? Regardless of
what you think, please select “strongly disagree.”
Scale: Strongly Agree - Neutral - Agree - Disagree - Strongly Disagree

Appendix B: Meta-Review

B.1. Summary

This paper employs a large scale quantitative study
to evaluate the impact on attitudes and intended actions
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of participants given a description of a privacy-enhancing
technology (PET). The paper found that, when comparing
their real treatment group (multiparty computation descrip-
tion) and a group of participants that received the fictional
treatment, that there was no significant difference between
the effects of the real PET and that of a fictional PET. The
paper identifies this as a potential gap for PETs that could
give users a false sense of privacy.

B.2. Scientific Contributions

Provides a Valuable Step Forward in an Established Field

B.2. Reasons for Acceptance

The work demonstrates a nuance between explaining
PETs and the impact of explanations on perceptions and
behaviors. This nuance has implications for future studies
on communicating PETs as well as on the interpretation of
past studies.

B.3. Noteworthy Concerns

1) The authors only compare the description of a real PET
with its real name to a description of a fictional PET
with a fictional name and do not compare other isolated
factors, such as by comparing the same description with
two different names assigned to it.

The paper is missing explanations critical for its inter-
pretation such as what their fictional DCP description
is, why TPP was chosen for the control group.

The contributions and motivation for this work are not
presented with sufficient contextualization in regards to
its limitations on relating to PETs other than MPC.

2)

3)

B.4. Response to the Meta-Review

1) The notable concerns state that our study does not
evaluate a sufficiently large set of possible variables.
We argue that our results highlight the general risk of
studies misinterpreting the factors influencing users’
perception when presenting PETs to lay users. We
agree that isolating individual factors to gain deeper
insight into this mechanism is interesting future work.
However, for the study at hand, we limited the scope
to the problem in general.

Our reasons for choosing TPP and MPC are explained
in Sec.2.3 and Sec.2.4. The supplementary material
contains the descriptions provided to participants.

The result of our study shows that intruducing PETs
to users and measuring their perception should not
rely on merely naming and explaining the technologies
used. The risk of misinterpretation of its influence the
risk of a false sence of privacy must be considered
by the privacy advocating community, the research
community as well as policy makers.

2)

3)
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