Blockchain |

for an enhanced

passenger experience at
Amsterdam Airport Schiphol

| Appendix

Master’s Thesis | Tess Poot | Strategic Product Design

This project is part of PASSME, funded
through the European Union's Hori-
zon 2020 research and innovation
programme under grant agreement
No 636308.

5
TUDelft




Blockchain for an enhanced passenger experience
at Amsterdam Airport Schiphol.

Appendix

October, 2017

Author
Tess Poot

Education

Delft University of Technology

Faculty of Industrial Design Engineering
Strategic Product Design

Chair
Sicco Santema |
Product Innovation Management

Mentor
Katinka Bergema |
Product Innovation Management

Company
Royal Schiphol Group

Company Mentor
Marit Gangsaas |
Stakeholder Manager, Capital Programme

This project is part of PASSME, funded through the European Union’s Horizon 2020
research and innovation programme under grant agreement No 636308.

The opinions expressed in this document reflect only the author’s view and in no
way reflect the European Commission’s opinions. The European Commission is not
responsible for any use that may be made of the information it contains.

0 | Content of the Appendix

A.1 | Overview Conversations

A.2 | Future Use Cases of Smart Contracts
A.3 | Observational research YASK infodesk
A.4 | Full Description of Personas

A.5 | Extensive Trend Analysis

A.6 | Extensive Future of Airports

A.7 | All Ideas Explained

A.8 | The Ideation Process

A.9 | Passenger Research

A.9.2 | Passenger Research | Transcripts
A.9.3 | Passenger Research | Codebook
A.10 | Case Study Research

11
15
16
17
25
32
43
76
84



A.1 | Overview Conversations
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Schiphol NeXt werkt vanuit technology push. Ze spotten nieuwe technologie en kijken hoe ze deze in kunnen zetten voor
Schiphol. Voor deze oplossingen maken ze een proof of concept en presenteren dit aan de afdelingen.

Rondleiding door de terminal.

Zie apart verslag
Uitleg van hoe de organisatie in elkaar zit.

Over een aantal jaar ziet de passenger journey er heel anders uit. Dan komt iemand aan op de parkeerplaats en levert
dan al zijn koffer af bij de parkeerplaats. Vervolgens gaat hij met self driving vehicle naar de terminal. Inchecken hoeft niet
meer. Met gezichtsscan gaat iemand door de security. Vindt mensen om je heen die het verhaal voor je kunnen vertellen.

Er komt een vijfde stroom bij ‘connected' airport. Sensoren etc.

Uit het gesprek met andy werd duidelijk dat er eigenlijk wel veel ruimte is voor innovatie. Schiphol moet weer koploper
worden in innovatie. Common use inchecken is geen probleem. Heel veel airports hebben dit al, IATA bouwt de common
use checkin desk waar passagiers direct communiceren met airlines. Airlines, communiceren dus niet met elkaar. Look at
interlining. IATA is onderzoeks organisatie airlines. ICAO is onderzoeks organisatie Airports. How can blockchain be
applyied to intent based screening. How can visa's be electronic. Look at Dubai app for senior immigration officers. Is there
an app for VOP medewerkers? The biggest challenge would be to implement seamless flow.

Vooral uitleg gegeven over de faculteit van 10, Maryan overwoog een project met ACD te gaan doen.

Doordat het aantal reizigers stijgt, en de kMar bezetting hetzelfde blijft is security opzoek naar andere oplossingen. Een
daarvan is no cue, de ander is happy flow. Aruba zat dit wel zitten omdat ze een interessante hub konden maken
aangezien er dan een noord americaanse grens en europese grens dicht bij elkaar liggen. Uiteindelijk wil schiphol een
gedigitaliseerd proces. DAP doet dit alleen vanuit de commercie, happy flow doet dit vanuit de regering. De arubaanse
regering wilde namelijk een integer proces. Daardoor waren ze bereid de regels te veranderen. Dat is waarom het in
nederland niet zal lukken, op schiphol zijn er op te veel plekken grenzen tussen Schengen en niet-Schengen. (Hoe kan je
schiphol zo inrichten dat er een lean overheid kan zijn, dit wil zeggen zo min mogelijk Schengen niet Schengen grenzen
zodat HappyFlow makkelijk kan worden toegepast.) Europa gaat namelijk de regels niet aanpassen voor Nederland, daar
is nederland te klein voor. Marten zijn werk is het faciliteren van de douane en kMar, zowel in het passagier, bagage en
vliegtuig proces. Vergeet niet de airliners zijn ook klant!

Binnen grote bouwprojecten verantwoordelijk voor de input en borging van de security processen. Interne codrdinatie met
security policy en security operations.

CP werkt volgens de volgende drie principes, proven product; half jaar werkend zijn in de huidige situatie. Proven process;
medewerkers moeten weten hoe het zit, niet voor iets totaal onbekends komen te staan. State of the art zijn; dwz min 5 tot
10 jaar mee gaan. API's drie soorten ; intern, sector en publiek. Tussen 23 en 6h wordt niet gevlogen, dit mag niet van de
overheid. Op F6 en F8 is er pilot boarding biometrics. Er moet wel zeker een nieuwe terminal bijkomen. Nu is staat er een
terminal en infrastructuur gebaseerd op 30 mil passagiers, maar er zijn er 65 mil. Dus je red het niet door alleen de
processen te verbeteren. Er zal waarschijnlijk een spanningsveld komen tussen Bernardo en de business. De business
wilt de nieuwste spullen in de terminal hebben, en Bernardo wilt gewoon de terminal af.

Het grootste probleem nu is wachttijden. Daar zou je op kunnen focussen. En flexibiliteit. Joacim is bezig met programmas
van eisen opstellen voor alle constructies. Wat IT doet voor alle hardware en software doet asset management voor de
rest. De oplossing zit vaak niet in beton. Hoe zou je de gebouwen flexibel kunnen maken zodat ze snel veranderd kunnen
worden. In de toekomst zijn er volgens Joacim geen winkeltjes meer, waarom zouden mensen dat willen? Er is geen
bagage meer, je mag waarschijnlijk niks meer meenemen omdat security steeds heftiger wordt. Je stapt gewoon je
vliegtuig in. Drones, vliegende taxi's. Joacim gelooft dat een vliegveld energie neutraal kan zijn, of zelfs op kan wekken.
Hoe dat is alleen nog onbepaald, maar de technieken zijn er vast.

Blockchain is niet geschikt voor identity management, iedereen weet dan wie je bent het is publiek. Het is goed voor de
transactie insurance peer to peer , smart contracts. Mensen worden een nummer, en met dit nummer wordt
gecommuniceerd. Transavia weet wie dit nummer is, schiphol niet. Maar is dit wel blockchain specifiek. Data storage is
niet de oplossing, want je kan het niet verwijderen. Tip: privacy wetgeving doorlezen. Identity mixers worden gebruikt om
iets anoniem te maken. Tegenwoordig wordt het alleen maar gebruikt om van wit geld, zwart geld te maken. Bij platforms
zoals ether, wordt een profiel aangemaakt en dit gekoppeld aan een nummertje. Het platform beheerd dan jou persoonlijke
info op een centrale plek. Met het nummertje ga je transacties doen op de blockchain.

Ontwikkelingen; Technisch, Sociaal, Juridisch. Van snel naar traag. Misschien kan je met lost&found wat betekenen met
blockchain. Met de missie connecting to complete wordt nog weinig gedaan.

Zie aparte samenvatting

Seamless flow heeft geen probleem met het uitlezen van passpoorten, want schiphol gaat dit doen voor de KMar en die
mogen dit wel. Wanneer je paspoort wordt uitgelezen komt dit in jouw kluis in de grote kluis van Schiphol. De hash van je
paspoort wordt dan de private key. Alleen jij hebt toegang tot deze kluis. Schiphol heeft jouw public key. Een
biometerische scan bewijst dat jij bij de kluis hoort. Voor seamless flow is dit een gezichts scan, voor privium een iris en
voor niet eu moeten er 8 vingerafdrukken worden achtergelaten. Deze vingerafdrukken gaan naar een gecentraliseerde
database in Brussel dat moet vanaf 2020. Privium krijgt een pasje met een QR code als representatie van je paspoort.

keer wel weer je paspoort in scannen, maar kunnen wel jouw gegevens worden opgehaald. Omdat alleen Schiphol deze
backbone bevat, kan een lugagge tag niet gekoppeld worden, want de luchthaven van aankomst kan niet in de backbone
van Schiphol kijken. Is het interessant om als individu je eigen kluis bij je te dragen? Ivar zegt van niet, met als reden dat
het extreem hackgevoelig is. Uitwisseling van informatie tussen verschillende airports is interessant.

Inzicht

Nummering is erg ingewikkeld.Conflict tussen geld en passagiers beleving. Er is niet genoeg geld om het helemaal op
nieuw te doen. Maar dit is wel het best voor de passagier. Of, moet het volledig worden gedigitaliseerd. (e-ink)

unscreened > security > screened non-schengen > kMar,border filter > schengen  kmar= mensen , douane= spullen
iedereen komt op de 2de verdieping aan, unscreened gaat gelijk door naar de 3de verdieping. Security filters zijn op 3 en
2de verdieping. kMar filter alleen op de eerste, alleen voor transfer passagiers.

Integrated filters? A" pier staat al in de planning, daarna door naast H.

1 waarde (wie is klant? waar wil hij voor betalen?) 2 value stream (waar liggen de rode processen) 3 flow (batch&cue of
single flow? wat is de takt?) 4 pull (alleen produceren wat wordt gevraagd) 5 perfectie (blijf verbeteren)

Veel technische trends zijn voor mij al 'normaal’ maar voor het publieck op TNW nog een ver van hun bed show.
Zie verslag dag, appendix 3.
Zie verslag sessie, appendix 8.

Alles levert een bijdrage aan de doelstelling van een Excellent Process. Dat houd in: space, speed, perception,
comfortable and safe work environment.

Verslag van de trip van Schiphol NeXt naar de South to SouthWest conferentie.
Presentatie waarin DAP hun werkzaamheden verder toelicht aan de rest van de organisatie.

Hedzer en Ivar waren uitgenodigd om het Capital Programme op de hoogte te stellen van de ontwikkelingen voor
seamless flow.

Koen Hartog van het bedrijf blockchain pilots was uitgenodigd door seamless flow om te kijken of Seamless flow een
geschikte use case van blockchain uit kan werken.
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Gebeld over de werkzaamheden van de nederlandse blockchain coalitie.

Mining is niet altijd nodig. Verschillende blockchains, verschillende validatie mogelijkheden. Immutability is op te lossen
door blocks te revoken door een geautoriseerd persoon. Verder Angela Plomp ontmoet. Mail van Martijn met papers
gekregen.

Bij seamless flow nu moet je ook je boarding pass presenteren, deze wordt ook gekoppeld. Ben het enrollen wordt je
gezicht vergeleken met een foto op de chip. Klopt dit? > attestation.(getuigenis) Idee identity-as-a-service toegelicht.
Commentaar: Airlines vertrouwen schiphol niet, waarom zou dit systeem werken? En hoe lang blijft de data toegankelijk
voor relying partners zodra je dit openstelt? Rienk was niet overtuigd dat decentralisatie per se positief is. De roadmap
klopt niet qua jaartallen. Eigenlijk zo je ACI zoiets op moeten makken, een overkoepelende organisatie waarbij veel
luchthavens zijn aangesloten. Een paspoort uitlezen mag nog steeds niet, op zoek naar oplossingen. Nu doen we dit
samen met kmar(een overheids instantie).

Opmerkingen over idee: Scalability, groeit de blockchain niet alleen maar? Is je telefoon wel geschikt, hacken kwijtraken
etc. Men kan het inzien maar niet doorgeven (Schluss) Men ziet de gegevens en weet dat jij het bent, maar ze kunnen er
helemaal niets mee. Schluss houd ook bij wie je wat hebt gegeven.

Opmerkingen over idee: Is het echt nodig om data te sharen met de RP, heeft de RP niet genoeg aan alleen de
blockchain. Wat komt er precies in de blockchain, elke transactie, of alleen het bewijs van het paspoort. Je zou zeggen
elke transactie aangezien je dan een mooie geschiedenis krijgt en het bewijs ook sterker wordt, naar mate het vaker wordt
gebruikt. Moet je je elke keer weer de data delen of doe je dat een keer per instantie, Dit zijn vrgaen waar ik nu antwoord
op moet gaan vinden. De front end designen; Hoe laat je mensen in controle zijn? Krijg je een request over NFC, hoe ziet
zo'n request eruit? Hoe geef je toestemming? Hoe meld je je aan/ maak je een account? Wat betreft het onderzoek,
mensen wilden ook geen auto wel sneller vervoer. Mensen willen geen digitaal paspoort maar wel controle over hun eigen
data/ seamless door het vliegveld. Op zoek naar de motieven!

Rondleiding bagagekelder.

Gesprek over de privacy wetgeving en hoe de TravelWallet hier mee te maken heetft.

Gesprek over de business case van seamless flow en de verschillende stakeholders die betrokken zijn bij het project.

Figure 2 Overview Meetings and Activities
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A.2 | Future Use Cases of Smart Contracts

Dapps

A form of smart contracts are decentralized apps
or so to say, Dapps. These Dapps are a new type
of software program designed to exist on the
Internetin away thatis not controlled by any single
entity. They differ from smart contracts because
they have an unlimited number of participants
from both sides. Further, the application does not
necessarily have to be financial. (Blockchainhub,
n.d.) For an application to be considered a Dapp it
has to have the following criteria (Blockchainhub,
n.d.):

- The app needs to be open-source, it must
operate autonomously.

- The data must be cryptographically stored on
the blockchain

- The app must use a cryptographic token, which
is necessary to access the application and rewards
the miners.

- The application must generate tokens according
to a standard cryptographic algorithm acting as a
proof of the value for the nodes contributing to
the app.

THE BLOCKCHAIN
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Figure 3 Three levels of use cases of smart contracts.

DAO/DAC
Amorecomplexformofadecentralized application
is the decentralized autonomous organization
(DAO) and the decentralized autonomous
corporations (DAC). Decentralized autonomous
organizations as a concept arises from artificial
intelligence. In a DAO, smart contracts run
on blockchains that execute sequences of
prespecified tasks based on events and changing
conditions. The smart contracts work as a network
of agents who perform tasks, so it can be perceived
as a corporation running without any human
involvement. A DAO are basically Dapps with a
more complicated functionality, the functionality
of a constitution that would outline its governance
on the blockchain. (Swan, 2015)

DAS

If the DAO's and DAC's are taken a step further you
end up with decentralized autonomous societies
(DAS). These decentralized autonomous societies
contain entire ecosystems of Dapps, DAO’s and
DAC's operating autonomously. This relates to
self-bootstrapped organizations as they are called
in the book of Swan (2015), here an idea can
outgrow to a stand alone entity with standardised
smart contracts, software to crowdfund it self,
operate, pay dividends, received feedback through
blockchain prediction markets and decentralized
blockchain voting.

DAS

A.3 | Observational research YASK infodesk

Problem Definition

To confirm the passenger needs stated by Beau-
tiful lives and Market research and intelligence
and to discover any new passenger needs, an
observation session was done with the employ-
ees of the YASK infodesk.

Purpose Research
The goal of the research was to get insight in the
needs of the passengers.

Respondents

The passengers that were observed were coming
towards the infodesk at different areas in the
airport. In total observation was done at six dif-
ferent desks. In all the three lounges, departures
2 and arrivals 2 and 3.

Method

The observation included making conversation
with the employees about their experiences and
observing the passengers who came in asking
guestions. Sometimes the observer answered
some of the questions as well during busy mo-
ments.

Results

Stop 1 - Lounge 2 - Anne-Marie, Ellen en Mar-
git

Frequently asked questions:

Everyone is looking for confirmation. Even
though passengers find the information on the
digital screens, they will ask the employees for
confirmation. Not only elderly but also young
passengers do this.

People expect all kinds of things, playgrounds,
chargers in different sizes etc.

Next to questions about wayfinding. A lot of time
is spend on lost & found.

Passengers feel the need for a movie theater, or
somewhere you can watch a movie by yourself.

Notable things:

The information desk is too low, employees con-
stantly have to bend their knees in order to get
their stuff. Often they end up standing standing
with their back towards the passengers.

The sign for the E- H gates points towards a
store.

Stop 2 - Lounge 3 - Gerard

Frequently asked questions:

Wayfinding, all asian people ask where they can
get a tax free refund.

Passengers that lost each other

Passengers who lost their belongings

Notable things:

Between 9 -12h and 19-21h there is a peek of
intercontinental flights that arrive. Between 2- 5h
there are no flights departing or arriving.

Stop 3 - Vertrek 3 - Willem

Frequently asked questions:

Questions are about wayfinding, confirmation of
gates and where to check in baggage.

Some questions are about where to find the
ticketdesk. Often only handlers have a sign at the
desks therefore less frequent airliner are hard to
locate. .

Passengers are asking where to find a locker for
luggage.

Often people do not know that gates change
quite often during the day.

Another frequently asked question is where the
flixbus tickets are sold.

Notable things:
A lot of people come in at departures 3 and have
to be at departures 1.

There is a lot of confusion about boarding time
and departure time.

Between 11-14 is the busiest moment at the
airport. Between 18 and 20h a lot of Schengen
flights arrive.

A lot of people are used to a small airport, multi-
ple departure halls is therefore quite confusing.
Willem:"For a lot of people we can make their trip
even better, they come here all stressed, we are
able to reassure them.”

Lounge 1 is only Schengen flights

Peer H is european flights, but no schengen
flights

Peer M are all easyjet flights.



Stop 4-Lounge 1-Irma

Frequently asked questions:

A lot of people had questions about their tickets,
or changing their tickets. Most of these passen-
gers were directed to the KLM transfer desk.

A passenger also asked; ‘Is there a quite place
where | can work and charge my laptop?’

Conclusion

The results can be summarized into multiple pas-
senger needs. Passenger have the need to:

- Be up to date of gate changes etc.

- Guiding, where to go?

- Confirmation that it's all gonna be ok

- Need for physical reassurance

- People have the need to get rid of their baggage

A.4 | Full Description of Personas

Notable things: - Not waitin line

With Irma we met people who spoke nothing else - The need for charging their devices

other than Chinese. Which was hard communi-
cating.

Quote of a passenger: ‘It is super busy near pass-

port control, is there nowhere else | can do the

check?

I am a mother of two children, but they have already moved out of
the house. | enjoy my job as a secretary at a medium-sized company. e

=%

Stop 5 - Aankomst 2 - Louise en Sonja
Frequently asked questions:

Hotels

Check In, which gate do | have to be?

People who come to pick up a loved one, don't
know which gate they have to be.

People who lost something in the plane.
Simcards

Notable things:

Passengers who walked past the baggage belt,
but forgot their luggage. They go back through
door 16.

Lots of maps are handed out.

Stop 6 - Aankomst 3 - Jolanda, Gerard en Mi-
chelle

Frequently asked questions:

Lots of questions about public transport, people
think it is the infodesk of the NS.

Money

Tax refunds

Hotels

People who come to pick up someone; ‘See is
arriving from Italy, where do | have to go?'
“Where is the exit for my pickup?”

‘Where do | go for an Uber?'

Notable:

Lots of people for Easyjet at the H and M pier.
Misunderstanding the ticket saying ‘terminal’
on the ticket and signatures at the airport itself
saying Arrival/Departures.

When travelling, | like to take it easy and let everything be arranged
for me. | value personal assistance, ownership of my travel plan and

services that make travel a bit more pleasant.

MY LIFE

THINGS THAT DISTINGUISH ME

I am a proud wother of two children, who
have already moved out. | now live together
with my partner. | have always worked as a
secretary and | still enjoy it. In my spave time,
| try to relax and stay away from stressful
situations.

MY DAY-2-DAY ACTIVITIES

My day starts with a relaxing breakfast. After
that, | go to the office, where | work as a
secretary for a medium-sized company. In the
evenings, | enjoy reading books and cooking
with friends. Our cleaning lady takes care of
the household, so this allows me to do
whatever | feel like. | really enjoy my stress—
free way of living.

Anneke

STEREOTYPING. . .. _
IWAS AN
EARLY ADoPTER
2, S My T

COVGAKS ARE A
MYTH

Figure 4 The Convenience Seeker

1. When traveling, | am looking for as much

comfort as possible, so that | can spend my

travel time exactly the way | want to

2. 1 value personal assistance and reliability

3. | desire additional services and benefits
that make travel a bit more pleasant

4. | expect travel companies to provide me
with ownership of my travel plan, clear
communication and effective solutions in
case of issues

5. | rather dow’t want to waste any time on
arranging all travel details myself

Ay,
-~ :h e ”‘Lr:\:‘iw o Capgemini
S R e

ANNEXE

e —
Life philosophy:
+ Peace of mind

Key driver for travel:
* Recognition

Hassle Enjoy

Customer Personas 1 of 2
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“I expect hassle—free travel with complete
ownership of my travel plan”

MY NEEDS & WANTS

Offering:

« Comfortable and reliable travel

« Personalized advice from expert

- Ownership of a total solution

« Pre-booked tickets (excursions)

- Benefits of loyalty programs

Support:

«Clear overview of travel plan

* Multiple payment options

*Prompt and effective solutions in
case of questions or issues

« Automatic reimbursements

| Travel o Capgemini
Tomorrow TR T st SRR

MY PAIN POINTS

Offering:

* Poor travel advice

* Lack of personal assistance

* No adequate care of passengers in
case of delays

* Disappointing accommodation

Support:

*Lack of support in case of
itinerary changes

« Confusion about cabin and hand
baggage allowance

* Unclear visa and transit policy

Customer Personas 2 of 2

Copyright © Capgemini 2015. All Rights Reserved 82
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ABOUT ME
ABOUT ME

[ am a young independent woman and | want to make the most of
each day. | enjoy spending time with my friends and focusing on my
career. When travelling, | am looking for inspiration. | value authentic
experiences and making new friends all over the globe. | prefer to
compile my own travel plan for maximum freedom and flexibility.

e

I am a marvied man and have worked at the same employer for a
long time. | enjoy taking care of my family and working in

garden. When travelling, | put together a reliable travel plan, so that |
am sure things are properly arranged. | value detailed information,
flexible offerings and proactive communication in case of issues.

FRED

MY LIFE THINGS THAT DISTINGUISH ME Life philosophy:
] g * Freedom of choice
MY LIFE THINGS THAT DISTINGUISH ME LfFe philosoplny: | am a young independent woman, who enjoys 1. When traveling, | am focused on finding
« In control spending time with friends. | am in a authentic experiences and inspiration

I am a married man with three children. 1. When traveling, | am focused on quickly relationship, but we prefer to live on our own 2. | value authenticity, flexibility and Key driver for travel:
enjoy spending time with my family and seein putting together a reliable travel plan, so . for now. I am Industry Manager at a large spending time with friends « Personal deve!opment
:\y C.‘/\i{d/:;;l _grow;p, '1 work at the _!I;f,lm;strg o that 'FM sure things are properly taken Key driver for travel: tzclf\no:ogy company and take my career very 3. ‘thu;?\(t to szfﬂorgn{nlmzz W\yt f.mvzldprn, so

oreign Affairs, where | am responsible for care o . : : seriously. can personalize my trip and have
procurement. At times, | have to travel to a 2. | value speed, reliability, flexibility and Functional achievement the freedom to adjust it at any point in
conference for work. control MY DAY-2-DAY ACTIVITIES time

3. | desire proactive communication and 4. | expect travel companies to provide me

MY DAY-2-DAY ACTIVITIES rapid solutions in case of issues
4. | expect travel companies to provide me
with personalized and detailed
information, transparent pricing and
intuitive technology that help me to self-
organize my travel plan
5. | rather don't want to deal with any kind Hassle

with inspiring information, flexible
offerings and intuitive online tools

5. | enjoy writing blogs and sharing my travel =======
experiences with peers

In the moming, | like starting the day with
yoghurt and super foods. At work, | am very
ambitious and try to learn new things every
day, as | am very serious about my personal
development. In the evening, | enjoy doing
4oga or running. | also enjoy watching Netflix.
Overall, | value my health and | want to make

In the morning, my wife takes care of the kids,
while | prepare breakfast. | then check the
traffic jam overview on my smart phone and
take the fastest route to work to ensure that |
am on time. After work, | enjoy helping the

Hassle Enjoy

kids with :f:hci_r home work, P{"Ej"“ﬂ_ volleyball of hassle during traveling the most of every day. 2%3 B Tl o Copgenini Customer Personas 1 of 2
and working in my garden, which is always Vi NS omorrow s - e .
Customer Personas 1 of 2 KA Copyright © Capgemini 2015. All Rights Reserved 85
properly arranged. Spiral _ Travel o Capgemini
= Tomorrow b, ]

Copyright © Capgemini 2015. All Rights Reserved 83

“I expect personalized information that helps

GhiaricEe me to quickly self-organize my travel plans”

“| expect everything to run smoothly and

Fred happen according to my travel plan”

MY NEEDS & WANTS MY PAIN POINTS
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2
TECHNOLOGY
15 NOT TARING AWAY
FRED'S UNCERTAINTY

Figure 5 The Efficiency Seeker

MY NEEDS & WANTS

Offering:

*Quick, reliable and flexible travel

« Structured, detailed information

* Monitoring tools that provide
more control during travel

* Transparent pricing

Support:

*Rapid solutions in case of issues

s Intuitive and proven online tools
that enable self-service

* Peer reviews (for validation)

Connected environments

:“:_'r- Travel & Capgemini

Tomorrow

MY PAIN POINTS

Offering:

«Lack of flexibility when booking
or adjusting travel plan

« Contradictory information

* Hotels at inconvenient locations

« Hidden costs

Support:

«Unexpected events, such as delays
or lost baggage (“no surprises’)

* Time-consuming check-in process

«Unclear refund procedure

« Complex technology

Customer Personas 2 of 2
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WOULD THIS ONE BE MORE
THE HASSLE TYFPE
OR RATHER THE OTHER one?

Figure 6 The Discovery Enthusiast

Offering:

« Authentic inspiration

« Personalized information on
travel and additional activities

*Flexible offers

«Online information in one place

Support:

« Intuitive online tools

« Proactive notifications in case
of issues

* Travel blogs and peer reviews

* Connected environments

:‘I::'r- Travel & Capgemini

Tomorrow

Offering:

- Self-organizing my travel plans
takes a lot of time

«Stress due to information overkill
and making trade offs

* Fragmented information

Support:

« Difficult and time -consuming
booking procedures

«Lack of proactive communication

«Lack of high-speed internet for
work and entertainment

Customer Personas 2 of 2

Copyright © Capgemini 2015. All Rights Reserved
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ABOUT ME

I am a successful business woman and mother of two kids. | have a
busy life, but fortunately | am supported by a great personal
assistant, nanny and husband. When traveling, | enjoy spending
‘quality time' with my family. | value premium quality and ownership.
I don’t want to be bothered with time-consuming administration.

MY LIFE

THINGS THAT DISTINGUISH ME

I am happily married with the love of my life
and together we have two children. | am
Head of Communication at a large
wultinational, which takes up a lot of time.
When we have free time, we therefore really
want to make the most of it.

MY DAY-2-DAY ACTIVITIES

At week days, | am taking the children to
school and work the whole day. | manage my
own team, so | am always busy. Fortunately, |
have a great personal assistant and a nanny,
so that | can focus on my career. During
weekends, | enjoy working out with my
personal trainer and driving our Tesla with
the entire family.

Sofie

HOW TO BRING ME VALUE

HIP
KNIWS EVERYTHING
— Sofle—

Figure 7 The Service Enthusiast

1. When traveling, | am focused on spending
quality time with my husband and kids. |
want to enjoy every minute of my trip

2. Ivalue premium quality, tailored solutions
and ownership of my complete travel plan

3. | want to be able to reach my personal
travel assistant in case of questions or
issues

4. | expect travel companies to walk the extra

mile andfrovfde ‘a personal touch’
5. | rather dow't want to be bothered with
any

time -consuming activities that can be dealt

with by someone else

AR, = u [ - -
s Capgemini
éﬁ'\’%g 'ﬂ Tomorrow h A

Life philosophy:
* Tailored solutions

Key driver for travel:
* Reward

Hassle Enjoy

Customer Personas 1. of 2.

Copyright © Capgemini 2015. All Rights Reserved 87

“I expect a premium experience that is
tailored to my very own wish list”

MY NEEDS & WANTS

Offering:

* High-quality and tailored offer
with a flawless execution

»Ownership of a total solution

*Value added services

« Benefits of loyalty programs

Support:
*Advice on travel destinations
*Prompt and effective personal

travel assistant (physical / digital)

in case of questions or issues
*Friendly and helpful staff

Ay, =« [ .
" o Capger
ave Tomorrow e

MY PAIN POINTS

Offering:

*Wasting time on administration
and logistics

*Services are not in line with
promises made (seat allocation,
bookings & hotel facilities)

Support:

* Travel assistants that don't take
ownership of issues

*Waiting at check-in, security and
baggage belt

*Rude behavior of staff

Customer Personas 2 of 2.
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A.5 | Extensive Trend Analysis

Besides a passenger analysis an external analysis
was conducted. This is done to respond with new
product/service development to trends that are
changing the world today. The trends are divided
in demographical, economical, political, ecologi-
cal, social-cultural and technological trends.

Demographic

Within the demographical world we see that
more people are moving towards the cities,

due to urbanisation. (ARUP, 2016) At the time
the population is aging, the UN expects 21% of
the global population to be 60 years old or over
by 2050. (ARUP, 2016) Because the amount of
people travelling by air is expected to double

by 2030, the amount of passengers that have
never travelled before is increasing. Besides the
increasing amount of aged inexperienced trav-
ellers, the inequality between people is rising. A
good example of this polarisation is the Brexit,
here 64% of all young people between 18 and 24
years old voted to stay in the EU, while 58% of all
people older than 65 voted to leave the EU.

Economical

On the economical level, two major trends are
occurring. The first one is that our way of work-
ing is changing. Companies often collaborate
with third parties and their platforms to increase
and integrate their business in forms of open
innovation. (Accenture, 2017) Next to this work
and life are often integrated. The rise of the
cloud and our connections allow for employees
to be flexible in where they work. (Hyper Island,
2017) Accenture (2017) predict that in five years
the freelancers will mostly replace the tradition-
al full-time employment. Talent marketplaces
will provide freelancers with improved earning
opportunities. (Accenture, 2017)

The next major economical trend is the sharing
economy. Ownership has shifted to access and
everything becomes a service. Rides have be-
come shared rides on BlaBlacar and houses are
shared with total strangers on the Airbnb plat-
form. (Hyper Island, 2017)

Political

On a political level terrorism is a global treat.
Daily terrorists attack civilians some where in the
world. (ARUP, 2016) Since this year the priva-

cy law in the Netherlands became more strict.
Misuse of privacy sensitive information can lead
to fines that account 10% of the company's total
profit. (Schiphol Privacy)

Ecological
The biggest trend on the ecological level is cli-
mate change. (ARUP, 2016)

Socio cultural

On a social cultural level it is seen that business
want a personal relationship with customers.
They design digital experiences in which tech-
nology is designed especially for individual
behaviour. This way customers feel emotional-
ly connected to businesses. These customers
therefore buy more products, use more services,
provide vocal support, and pay more attention
to company communications and advice. (Accen-
ture, 2017)

The second trend on a social-cultural level is
‘sense of place’. Customers are looking for
meaningful and memorable places, products and
services. Public spaces therefore often transform
into places with a own identity created by con-
necting with local characteristics like traditions.
(Market Research and Intelligence Schiphol
Group, 2017)

Technological

On a technological level it is seen that technology
is more often adapting to people and stead of
people adapting to technology. (Accenture, 2017)
Next to this technology is disappearing in a way
that we do not see the interactions anymore. ‘In
the future designers and developers will have
realised that the best interface is no interface.’
(Accenture, 2017) In their 2017 technology vision
Accenture predicts that in seven years most
interfaces will not have a screen and will be inte-
grated into daily tasks. Besides this they predict
that in five years, the majority of customers will
be purchasing goods or services through a digital
‘middleman’ - such as messaging platforms, con-
nected devices, or smart assistants.

Other upcoming technology trends are:

- Near-field communication (Schiphol NeXt, 2017)
- Artificial intelligence (Schiphol NeXt, 2017)
- Machine interactions, chatbots (Schiphol
NeXt, 2017)

- Self driving cars (Schiphol NeXt, 2017)

- Robots (Schiphol NeXt, 2017)

- Drones (Schiphol NeXt, 2017)

- Big Data (ARUP, 2016)

- Internet of things (Schiphol NeXt, 2017)

- Wearables (SITA, 2016)

- Cloud services (SITA, 2016)

- Mixed reality, magic leap (Fjord, 2017)
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A.6 | Extensive Future of Airports

End to End

First of all there is a shift from focussing on only
the journey at the airport towards a end-to-end
journey from the passengers base towards their
destination. (ARUP, 2016)

Personalised

Second there is a need for personal and rel-
evant information. Currently there are about
2000 Bluetooth-beacons installed at Amsterdam
Schiphol Airport. With these sensors smart-
phones can be tracked, these location-based
information can be used to send a boarding call,
show the route to the gate or the amount of time
it takes to get there.

Self service

What is seen it that self-service at airports is
reaching maturity. (SITA, airport IT, 2016) People
have a positive experience in the early steps of
the process where the use self-service for book-
ing, check-in and getting their boarding passes.
(SITA, passenger, 2016 Because of the self- ser-
vice people have way more control over this
part of the journey. ‘91% of passengers who use
self-service check in will do so again and again’ is
stated in the SITA passenger IT trends survey of
2016.

(Picture of self service % /use of technology %
during journey passenger IT SITA)

Terminal lite

In the report of ARUP (2016) called Future of air
travel the concept of a ‘Terminal Lite' is dis-
cussed. This approach retains essential terminal
processes and dramatically decentralizes as
many terminal functions as possible. The current
terminal processes will be increasingly automat-
ed through embedded technology with predictive
capabilities. The terminal lite will decentralize
many physical functions that are currently in-ter-
minal like bag-drop/check in, meet & greet, bag-
gage handling systems, commercial activities, car
parking, ticketing and baggage reclaim. Functions
that will occur at the aircraft are ID check, border
control and health checks. That will leave only
mandatory terminal processing elements which
contain mostly allowing space for passengers to
be comfortable, to connect between transport
models and security screening. This concept of a
terminal will minimise capital investments, opti-
mise assets and operations and improve custom-
er experience.

Biometrics

At the moment a lot of airports are focussing on
biometrics to provide a seamless flow through
the airport. Biometerics is a authentication meth-
od that uses physical characteristics of passen-
gers. Amsterdam Airport Schiphol is currently
testing with biometrical boarding. Their goal is to
implement biometric checks in departure hall 2
by 2018. (DAP, 2017)

Airport control

Next to biometrics there is a focus on airport
control by managing the passenger flows. Arti-
ficial intelligence (Al), like the famous IBM Wat-
son, is used as a tool to predict these passenger
flows. (DAP, 2017) Bides Al, sensors are widely
implemented. The next three years the majority
of airports will install sensors at security check-
points 66%, bag-drop area 61%, retail areas 60%,
boarding gates 54% and bag reclaim 52%. (SITA,
2016)

Bagage

When it comes to baggage the whole concept

is reimagined. Current baggage processes are
inefficient and inconvenient for the passenger,
airport and airline. A fundamental source of
travel stress is the uncertainty of the checked
bag. (ARUP, 2016) There are three scenarios to
take away this uncertainty. First is door-to-door
baggage services, this way baggage is handled
as cargo and does not travel with the passenger.
Second, is an ultra smart bag. Here the bag can
be tracked real time and can be reclaimed on
demand. The last scenario is bag cloning, with
the sharing economy clothing and items could be
ordered and made available at the destination.

Security

Within the aviation security a movement to-
wards assessing intent, or so to say risk-based
screening, has originated. Today passengers are
screened for being a threat on two things, first
intent to do harm and second their capability of
doing harm. (ARUP, 2016) ARUP hypothesised
that assessment of government and commercial-
ly health data could determine intent and thus
mitigate the need for screening, entirely for those
passengers deemed lacking intent. This means
there would no longer be the need to process
large volumes of passengers, because with risk
based screening the screening is moved from
the physical to the virtual environment. Although
the downside to this approach is the demand for
technological capability, a legal framework and
public acceptance.

A.7 | All Ideas Explained
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TransportBird |

Sway Your Way Trough the Airport
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INSIGHTS

Target group: for the efficiency seeker
Need: In case of the efficiency seeker
there is in some cases reduced mobility.
The passenger is not suited to be a PRM,
but still has difficulties with long walking
distances. Next to this there is the need
for control over their journey.

Trend: From the market it is seen that
everything moves from ownership to
services.

Figure 8 Transport Bird
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Blockchain:

Pay per use
Identity management

What is it: The Transport Bird is a service
that offers segways on the airport, some
people who have difficulties with the
walking distances on the airport can take
a segway from the station and leave it in
some other station.

WorkSpaces | Workplace as a Service

INSIGHTS
Target group: the efficiency
seeker

Need: Who has a need for
comfortable,quiet, workplaces
with power behind security.
Trend: Schiphol wants to be
an airport city and facilitate
business. Next to this the
amount of freelancers is

rising just as the flexibility in
workplaces because of the
accessibility of everything in
the cloud. People can work
anywhere.

Blockchain:

Pay per use

Identity management

What is it: Workspace as a
service are work pods behind
security which you can rent
per use. Renting it with
multiple people can make it
cheaper. And you can save
SchipholCoins (Schiphols own
currency) each time you rent

one.

Figure 9  Workspaces

19



Time Flies | Your Personal Journey Travelwallet | Your Personal Vault

INSIGHTS
( Target group: All passengers. D ‘@ l EU !
(‘ * Need: - Controlled privacy
p)

No waiting lines
Baggage insurance
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o | 1

Mg

WG‘\T\:S O What is it: A wallet containing your
wu‘ VO(AQ digital identity and travel documents.

With the wallet you are the owner of
this information and you can control
‘ l ) who sees what information.

Having your personal TravelWallet

. enables you to check in with biometrics

A at every airport without enrolling

again and again. Next to a scan of your

INSIGHTS \/’ fgce/ﬂnger, your passport aqd your
Target group: All passengers ticket, the wallet can also contain visas,
Need: Control their own journey luggage tags, schiphol coins and even

c—/ —

Be up to date of last minute changes smart contracts for tax free refunds.

Know what to expect

Guidance, where do | go?

Confirmation and physical reassurance

Trend: People and assets can be tracked with sensors,
everything becomes ‘smart'.

Blockchain:
Smart Contracts, sensors register events and these events lead to actions.

What is it: A personal journey application. People are tracked during their journey
on the airport. This way they get a confirmation that they are on schedule and what
they have to do next. When your in the plane you can see your journey on the little
screens, why not already follow the plane that your taking that journey so you know
when it is landed etc. The app can also contain a security live stream or crowd radar
and have a smart contract on gate changes so you are automatically notified.

Figure 10  Time Flies Figure 11 Travelwallet



Helpful Hand | Help Out Your Peers LostFoundMatch |
A Lost & Found Service

INSIGHTS

Target group: the convenience seeker
Need: Assistance

Trend: Aging Population

Blockchain:

p2p

Adding economy

(.
=D

INSIGHTS
Target group: All passengers

Need: Getting back their lost belongings.
Blockchain:

Trust, drones can be sure it is the right
product

P2P

Adding economy

/
A

/\
\
\

Whatisit: Aservicethatmatcheselderly
with younger travel companions that
are on the same flight. These travel
companions can assist the elderly for
areward in forms of a cryptocurrency.

What is it: A services that matches lost
products and their finders to the product
owners. The finders can get a reward from
the owners in form of a cryptocurrency. In
a later stage you can think about drones
delivering these products.

Figure 12 Helpful Hand

Figure 13 LostFoundMatch
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Schipholcoin | A Loyalty Program

INSIGHTS

Target group: (Discovery) Service Enthusiast
Need: no waiting lines

entertainment

Trend:

Sense of place

Emotionally connected customers
Blockchain:

Adding economy

What is it: A loyalty program that gives you a
reward for being ‘on time' (the airport should
provide a time slot), less luggage etc. This
reward will be a Schiphol Coin which you

can spend on priority, consumptions and
entertainment. The Schiphol Coin will work
with a demurrage concept, which means
you can only spend it a certain amount of
time, for example you can receive and spend
them during your journey at the airport, but
as soon as your flight leaves, it has no value
anymore.

Figure 14 SchipholCoin
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Figure 15 H2 make sure everyone is at the right time, at the right place
with the correct luggage?

Figure 16  Generation of ‘how to's’
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Figure 17 Outcomes of the brainwriting on selected ‘how to's’

Figure 18

Selected ideas.
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Figure 19  Quick brainstorm on IoT and the sharing economy at Schiphol.

A.8.2 | Individual Brainstorm

Figure 20 Brainstorm, from insights towards ideas.
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Figure 21

Ideas clustered together with the insights they are based on.

Figure 22 Summary of ideas with value for Schiphol Group.
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A.9 | Passenger Research

Passenger research - August 2017 - Master thesis Tess Poot

Problem Definition

The problem that lead to this passenger research is to get a better understanding in how people
perceive identity verification at the airport, who they trust with their data and what is their opinion
about different identification scenarios at the airport.

Purpose Research

The purpose of the research is to gain insight in how the service of the TravelWallet should be
designed in order for passengers to feel like using the service. The research should result in
design principles for the TravelWallet service.

Method

Since the goal of the research was to find the underlying motives for people's decisions, a
qualitative research was conducted. For the research it was decided to perform the interview in
a semi structured way. This means the questions were prepared, but there was still the freedom
to ask different or additional questions during the interview. By continuously asking why people
made certain statements and decisions, the underlying motives were discovered.

Respondents

The goal was to conduct 11 interviews. The group of respondents was selected by a few
requirements. The group of respondents had to be as diverse as possible, therefore
respondents were picked from three generations. Generation Y with people from 20 to 30 years
old, generation X from 30 to 50 years old and the babyboomers from 50 to 70 years old. The
generations were used since people from the same generation exhibit similar characteristics,
preferences and values over their lifetimes.(Lebowitz, 2017) Next to their age, gender was a
selection requirement. Because of this 5 women and 6 men were interviewed. The last
requirement was that respondent should travel by plane at least one time a year.

Gender Age Occupation Extra info
Male 23 Student Architecture

Female 24 Psychologist

Female 24 Student Design

Female 24 Veterinary Student

Male 27 IT Project Manager

Male 32 Inspector Housing

Corporation

Male 40 ARUP Consultant Privium customer
Female 56 Shop owner
Female 57 Primary School
teacher
Male 59 Gymnastics teacher
Male 60 Dutch Language
teacher
Procedure

As been mentioned in the method, 11 semi-structured interviews were conducted. For these
interviews a topic guide was created so the general outline of every interview was the same.

Topic Guide

Introduction

- Welcome respondents and introduce yourself.

- Explain the general goal of the interview like the procedure and duration.

- Explain that you will be asking ‘Why’ a lot.

- Explain reasons for recording (to help analyzing) and ask for permission

- Emphasize anonymity (your full name will not be associated with your comments)
- End with: “Any questions?” before turning to the first question.

Theme 1: Perception IDV (ldentity Verification)

- Which entity checks my identity at the airport?
Airliner- KMar

- How many times do you have to show your passport/ boarding card?
Paspoort 3 times (Checkin, boarder, boarding)
Boarding pass once (To enter security)

- What do you think of this?

> Why?
- How do you feel when providing this information?
- My personal data is something | protect, or give away for free?

"Personal data" means data relating to a living individual who is or can be identified either
from the data or from the data in conjunction with other information that is in, or is likely to

come into, the possession of the data controller.

- Whatis privacy for you?
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Theme 2: Use of ID documents

- When on the airport where do you leave my passport and boarding pass?
> Why?

- Where do you leave your phone?
> Why?

- Do you pay extra attention to your belongings/ ID documents? In contrast to your other
belongings.
> Why?

Theme 3: Prefered IDV method
*personal data in the following questions means everything in your passport; Name, date of
birth, place of birth, height, passport number etc.
-l trust Schiphol/ Government/ Airlines/ only myself with personal data.
> Why?
- How would you feel about walking freely at the airport, if this means no physical security
and border check?
- How would you feel about Schiphol owning your data while you're at the airport, if it
means you can walk free at the airport?
- How would you feel about Government owning your data while you’re at the airport, if it
means you can walk free at the airport?
>Why?

Explanation Digital ID

A digital passport would be like your current physical passport only then stored on your
phone. The passport would be only accessible by your biometrics, this means no one
else is able to access your data. Because the data is stored in the cloud and not on your
phone, your data is gone when you lose your phone.

- How do you feel about a digital passport on your phone?
- How do you feel about Digi-D?
- | rather have my passport in a physical/ digital form.
> Why?
- | rather have my passport and boarding pass in a digital form and verify my identity once,
than physical and show it at least five times.
> Why?
- | rather share my personal data with consent than automatically.
> Why?

Show Scenario

- How would you feel about such a service?

General questions
- Age
- Occupation

Closing:
Thank the respondent for their participation.
Tell respondents what you are going to do with the information.

Pilot review

In the first pilots it became clear that some questions of the third theme, the prefered IDV
method, were in the wrong order. Next to this, the digital passport should first be explained
before asking questions about this topic.

In the beginning of the pilot the interviewer tended to give the respondent answers, later on this
went better. Just as asking the question why at the right moment. After the pilot these probes
were added to the interview guide, so the interviewer won'’t forget to ask these probes during the
interviews.

A second pilot was done to review the adjustments.

After the second pilot, the scenario of the last question was added. Out of the feedback of the
second pilot it became clear that the respondent had a difficult time giving feedback on the
mockup app because it was hard to imagine the situation in which you would use such a
service. Therefore the scenario was added so the respondent could answer the questions more
easy since they were able to empathize with the situation.

Results

- Perception of IDV methods
Awareness of operation at the airport
When asking the question about who checks your identity at the airport, the majority of the
respondents say they do not know. After they took some time to think, the respondents tried to
answer the question. This let to a lot of different answers. Most people did mention that the
airliner checks your identity (6 respondents) and the marechaussee (5 respondents). This is the
right answer. But next to this, four respondents think that at customs they also check your
identity. The airport, AIVD, baggage handlers and security companies were also mentioned as
organisations that check your identity at the airport.

During the interview people were asking to name the points in their journey at the airport where
their passport or boarding pass was checked. This question caused a lot of confusion among
the respondents. Most respondents did mention showing their passport at the incheck desk (7
respondents) and showing both items before entering the plane during boarding (6
respondents). Two respondents mentioned showing their boarding pass before security.
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Next to this a lot of other answers were given, for example 4 people said that they have to show
their passport at customs when departing. Three respondents mentioned you do not need to
show your passport within the EU.

Check of id documents

Most of the respondents had no problem with showing their identity documents at the airport
and said they understood that they were checked. People mentioned reasons like, ‘showing
your passport makes you feel safe’, ‘this means that other people are also checked well’, ‘being
checked is normal’ and ‘the more checks, the better’. Two respondents explained they couldn’t
imagine how their information could be used against them. On the other hand it became clear,
that showing your passport and boarding pass can feel like a hassle. A women of 57 said; ‘I'm
always relieved as soon as I'm sitting in the plane.” One of the respondents was owner of a
privium subscription, which means he could pass border control by scanning his face and iris.
He was very satisfied with the privium service.

- Use of ID documents
Handling belongings
To the question where people leave their passport and boarding pass at the airport most people
answered in their handbag (4 respondents), in their hand (3 respondents), or in their pocket (2
respondents). The same answers were given for their phone. One person did not trust himself
with his passport and boarding pass and gave it to his girlfriend to keep it for him. Another
respondent mentioned he always carried his passport with him, wherever he goes.
One respondent mentioned she always keeps her passport in hand because you have to show
it often, but this gives her a very unsafe feeling because someone can easily take it from her
hand.
Almost all respondents said they are paying extra attention to their belongings when being on
the airport. People are very afraid to lose their passport and see it as one of their most important
possessions. ‘If | lose it, | don’t get far.” ‘My passport is the most impractical thing to lose.” Only
the privium user mentioned not to pay extra attention to his belongs except for the part where he
has to put his belonging in a box when going through security.

Protection of personal information

A big part of the respondents (6) say they do not protect their personal information. Arguments
were mentioned like ‘Nowadays everyone already knows almost everything about me’, ‘l have a
lot of faith in society.” and ‘I think it is important that it's protected, but | do not protect it myself.’
Some respondents do consciously protect their data, especially when it comes to the internet.
People protect their facebook profile and are reluctant to send copies of their data over the
internet. One respondent mentioned; ‘l don’t mind sharing my data, especially not when | benefit
from it myself.” Two respondents mentioned they feel like they have no choice in sharing their
information in order to get on a plane.

- Opinion on privacy and trust
Privacy
During the interview respondents were asked to give their definition of privacy. Two things all
definitions of the respondents had in common were the fact that privacy is the ability to keep
things to yourself and the second part was the control you have over who sees your information.

Trust

The interviewer mentioned three organisations, the government, schiphol and the airliner. On
the question which organisations the respondents trusted which their personal data, five
respondents named they trust all organisations. Reasons for this were ‘They owe it to offer
security over your data.” and ‘They have to keep their name clear.’. Two respondents don’t feel
like they have the choice not to share the information. ‘It's not as if i'm able to fly if | don’t give
my information.’

People trust airlines by far the least, the main reason mentioned is because they have a
commercial interest. “They don't necessarily need the data for my benefit, but for their own
benefit.” Of all organisations, government is mentioned as most trustworthy. Reasons for this are
that government already owns personal data and they don’t benefit of having your personal
data. Besides this there is the expectation that the government has great digital security,
because they have to for their citizens.

The opinion if Schiphol is a trustworthy organisation differ. Some people do not trust schiphol
‘Once you left the building they probably don’t care anymore.” and second because they can
use the data for tracking passengers and retail purposes. Some people do trust Schiphol,
because it's partly controlled by government, because as one of the biggest airports in europe
they are expected to have good digital security, and because on the other hand some
respondents can not imagine how the airport could use their data in a wrong way.

A lot of respondents (6) mention that organisations using personal data have to be transparent
about this. ‘When Schiphol is using my personal information | want to be warned at least 7
times, ‘be aware that when travelling at Schiphol your identity is being checked.’ Like your being
warned for side effects when buying medicine.’

- Preferred IDV method
Within the last part of the interview a few Identity Verification Scenarios are proposed, like how
people would feel about Schiphol owning their personal data meaning passengers could walk
straight through the airport without having to present their passport again. Six people said they
would like such a concept. One respondent said if showing your identity once would increase
the credibility of security. Three respondents mentioned showing your identity only once would
require data sharing between institutions. Again transparency was named as a requirement to
share this data.
When proposing a digital passport, people reacted positive in general for reasons as ‘You have
to keep up with the time you're living in’, ‘It would be ideal, you would always carry your
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passport with you. ’, ‘Keeping it digitally is maybe even safer.” and ‘It saves you carrying another
piece of paper or card.’

At the same time when proposing the digital passport every respondent named some
downsides like the fact ‘What if my phone gets lost or breaks down?’ , ‘Everything can be
hacked’ or ‘My phone would become a stressful item.” Two respondents also mentioned the
appreciation and emotional connection to the stamps and visas in their physical passport.

When asking about their preference for a physical or digital passport 7 people would pick a
physical passport for reasons like ‘Than | know for sure | have physical control that it is there.’
Four respondents would prefer a digital passport. When adding the advantage to the digital
passport of only showing it once, six people changed their opinion to preferring a digital
passport for convenience. One respondent would still prefer showing her physical passport.

To the question if people would prefer to share their data, in case of a digital passport, with
consent, eight respondents answered positive. The main reason was awareness and the feeling
of control over who is using your data. One respondent mentioned her preference to share
without consent. ‘| have to say yes anyway, so they can have it. Nowadays everyone already
has your data.’

Another respondent said he expects it to work as a normal passport where you don't have a
consent either. He mentioned the example of Apple, you don't sign a consent to use your phone
as a payment mechanism either.

As a comparison, the respondents were asked about their opinion towards DigiD as well. Three
respondents said they were very satisfied with DigiD. ‘It feels like it is super secure’

Seven respondents had a negative opinion about DigiD, they thought it was complicated and a
hassle. The reason was often the complicated password people didn’t remember.

- Feedback on the Travel Wallet concept
As a last question people were asked to give their opinion on the concept of the TravelWallet.
Many respondents reacted positively and mentioned advantages like travelling time, the feeling
that you have a choice, the history overview and the fact that only the information needed is
shared.

Some uncertainties about the concept that respondents mentioned were the fact that according
to some ‘everything is hackable’, ‘What if someone makes a screenshot of your data?’, ‘What if
my phone get stolen’. One respondent also mentioned the probability that people who do not
travel through Schiphol that often would probably stick to a physical passport.

People also mentioned a few additional propositions for the Travel Wallet concept. First one
was a backup, so the information could be retrieved in case it got lost. Second was making the
sharing with consent function optional. Last was the fact that a few respondents mentioned they
liked to be convinced that it actually works, like some evidence or trials undertaken by
trustworthy organizations.

Conclusion
- Perception of IDV methods
Awareness of operation at the airport
e Most people have no clue who checks their identity at the airport.
e The passport and boarding card check is very unclear and confusing for people. People
feel like the have to present their id documents at anytime and that the checks are
different every time they fly.

Check of id documents
e People have no problem showing their identity documents because they are used to it
and it logical for them that it is necessary in order to keep the airport safe.
e People do think it is a hassle showing it and even feel relieved when finally sitting in the
plane.

- Use of ID documents
Handling belongings
e People always keep their passport and boarding card close. Most of the time in their
handbag, hand or pocket.
Most people keep their phone in their handbag or pocket because they use it often.
People always pay extra attention to their id documents at the airport and are especially
afraid to lose their passport, because when losing your passport you are not able to fly.

Protection of personal information
e Most of the respondents feel like protecting their personal information is important, but
they do not protect the information themselves.
They don’t mind sharing information, especially not when they benefit from it themselves.
People are reluctant in sending identity documents over the internet.

- Opinion on privacy and trust
Privacy
e Privacy is the ability to keep things to yourself
e Privacy is the control you have in deciding who sees your personal information

Trust
e People trust government the most, since they do not benefit of having personal data.
e People trust airlines least, because of the big benefits they have in owning passenger
data.
e People are divided whether they trust Schiphol with their data. Because it is a big
organization people do trust the digital security. But they argue the amount of
commercial interest Schiphol has in their data.
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- Preferred IDV method
Proposed Identity Verification Scenarios

e Most people feel ok with Schiphol keeping personal data of them to be able to travel
seamless through the airport. Under the conditions that Schiphol is transparent in using
this information.

e People are overall positive about a digital passport, but they all question what happens
when your phone gets stolen or breaks down.
Most people prefer a physical passport for physical control and memories.
When the digital passport comes with the benefits of showing it only once, everyone
except one person would pick the digital passport for convenience.

e People prefer to have consent over sharing their data. Or propose the option to turn it
off.

e DigiD is perceived as a hassle because of the complicated password people do not
remember.

- Feedback on the TravelWallet concept
Comments on TravelWallet

e The overall feedback about the concept is positive, people like the time it saves and

control it brings.

There are some uncertainties that come with the concept:

e Everyone is afraid of losing their phone

e The trustworthiness of the concept, who says it is secure?

e s it suited for people who do not travel through Schiphol that often?
Propositions that are mentioned are:

e Share with consent should made optional

e A backup is necessary

e Existence of the service next to a physical passport

Discussion
From the conclusions design principles can be distracted.

Providing Control
- Since many passengers have no clue about who checks their identity, passengers
should be kept up to date of who check what kind of information at what time.

- For most of the respondents privacy is the ability to decide and control who sees
what kind of information about them. This should return in the TravelWallet service.

Trust
- It appeared that when people feel that the organization they give their data to benefits
more from the data than themselves, a lack of trust is created. Also people like
organisations to be transparent about who uses their data and for what kind of purpose.
In the period that Schiphol would be the identity provider, it has to be made very clear.
That owning the data is only for the passengers benefit, unless communicated
otherwise. The service should communicate no commercial interest.

VALIDATION

Communication

From the research it became clear that people prefer a digital passport over a physical passport
only if it gives them a benefit over the current situation. Therefore the benefits of the
TravelWallet should be communicated very clearly.

Benefits

- Most people have no problem with showing their identity documents, but they do think it
is a hassle to get it out of their bag, or to keep it in hand all the time.Therefore the big
benefit of showing it only once should be communicated very well.

- Next to this it appeared that people always have their phone close. A digital passport on
their phone would mean they are always able to identify themselves wherever they

go.

- People are aware that they should protect their data more than they do at the moment.
Only they do not know how. The TravelWallet is also a tool to protect your data.

- Passengers are not always trusting new technologies. It should be communicated
very well why it’s secure enough to use.

VALIDATION
Take away uncertainties
- Because for passengers their passport is their most valuable procession when they are
at the airport, they are afraid of losing if when putting it on their phone. Therefore in the
startup phase of the product the digital passport should exist next to the physical
passport so people can see this as a backup. Later on maybe a secure backup can be
created to take away this insecurity.
- A worst case scenario should be designed for what happens when your phone breaks
down.

Extra convenience
- The ability to give consent can be made optional, so frequent flyers do not have to
give consent to the same organisations over and over again.
- Complicated passwords should be avoided.
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A.9.2 | Passenger Research | Transcripts
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People are attached to the stamps and visas in their physical passport. Maybe away

digital way of saving memories can be designed.

Memorable

Another limitation can be time pressure. Because some respondents only had a limited amount

of time they did not elaborate on their answers as much as they could.
discussion that came up was interesting to process. On the other hand it could have worked as

a disadvantage since the opinion of one respondent could have influenced the other

respondents were acquaintances, they could have been biased by saying any nice things about
respondent.

of participants. Because respondents were most of the time acquaintances of the interviewer,
this is not a good representation of society. The frequent flyer was for example a consultant
the design.

Besides the respondents and time, the method that could have influenced the outcomes of the
research. Two respondents were interviewed at the same time. This was done to see if the

Some circumstances were not ideal for conducting a solid research. For example the selection
hired by the airport. This could have biased his answers. Next to this because some of the

Limitations
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The last limitation is the topic guide that changed during the research. Not all respondents were
asked to give feedback on the concept of the TravelWallet since the scenario was still in making

during the first interviews. Therefore there are not as much answers to this last question

compared to the rest of the interview.

When completing the final design of the TravelWallet a second research should be conducted.

This time to see whether there are any disadvantages to the product.

Further research
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A.10 | Case Study Research

Case study research - June/July 2017 - Master
thesis Tess Poot

Problem Definition

Since a self sovereign identity is not a new
concept. Blockchain technology can be applied
in multiple ways to create such a system. Block-
chain can be seen as a design pattern, like an
engine blueprint. There are different types of
engines. You can take those attributes of a tech-
nology like blockchain and apply these in differ-
ent ways. The case studies are conducted to give
insight in how different organizations use the
blockchain technology within the identity verifica-
tion system and what kind of blockchain do they
use for their system.

Purpose Research

The goal of the research was to get insight in
which configurations are best suited for Schiphol
Group.

Respondents

The use cases exists of different companies from
all over the world. Each have configured a self
sovereign identity system with a different config-
uration of the blockchain technology. The case
studies looked into four situations existing of
SecureKey, which is a Canadian identity and au-
thentication provider, ShoCard a company who
created a digital traveller app in collaboration
with SITA, Civic a company specialized in identity
verification and protection and MedRec which is
a service created by MIT that provides a decen-
tralized record management system to handle
electronic health record system.

Method

For each situation it was examined who acted as
a identity provider as the relying party, who was
the user and what type of blockchain was used.
Besides this, it was explored how the different
stakeholders in the system communicated.

Results

Secure Key

SecureKey is a Canadian identity and authentica-
tion provider. In Canada they started the system
Securekey Concierge that enables users to log in
to government services with their bank ID. This
year they want to launch a decentralised service
in collaboration with IBM that allows users to
share identity data from their bank and telecom-

munication companies (telco’s) with other service
providers. An app gathers all attributes provid-
ers and matches these with relying partners.
Your bank already knows your name, address
and account number. Your Telco already knows
the sim in your phone and the location of your
phone. The state knows your driver’s license
and your face matches this document. The
service of SecureKey enables you to share this
data with consent. This all happens with triple
blind privacy. The provider of the data does not
know where it's going and the receiver does not
know where it is from. The relying partner only
get's what necessary for them. When buying a
house for example, the seller does not care who
you are. They only want to know you are a valid
person and your credit score is over a certain
amount of money.

The SecureKey service is build on the IBM hyper
ledger fabric. Blockchain is a design pattern, Jerry
Cuomo, vice president of blockchain technology
IBM, thinks of it as an engine blueprint

There are different types of engines. You can
take those attributes of a technology like block-
chain and apply these in different ways. For
SecureKey they made a permissioned blockchain
where the identity attributes are not kept on the
ledger. The ledger is used as a way to put proofs.
Proofs of permissions that have been granted.
This way the blockchain serves as a proofing
engine.

Ultimately it will become a matching engine. If a
consumer comes in and allows the telco to send
a request on their behalf to a number of working
institutions in the network, the actual request will
hit the right destinations that are permissioned
by that user to answer those questions.

The permissioned part of the blockchain means
that the members who kind of manage the integ-
rity of the ledger are permissioned, meaning they
each get a digital membership card that allows
them to perform a consent on the transactions
coming into the ledger.

Working within a set of privacy rules. Smart
contracts manage permissions and visibility of
identity.

Identity Provider: Banks, Telco's
Relying Partner: Any service provider
User: Any user

Type of blockchain: permissioned

ShoCard

Within the Aviation industry, SITA created the
Digital Traveler Identity App. In the traveler app
passengers will be granted a travel token. This
information is certified by an agent or an auto-
matic kiosk during registration. After certification,
the digitally signed validation is hashed in written
to the public blockchain.

During their journey at the airport, passengers
can present the information from their app to
different institutions operating at the airport like
the marechaussee. The agents can then validate
the authenticity of the traveler’s identity and
their token via the blockchain. (see figure system
shocard) As the user travels with more airlines
and his identity is thus verified by multiple insti-
tutions, their credentials can strengthen.

With the ShoCard solution there is still a server
involved storing encrypted images of passengers.

Identity Provider: Airline

Relying Partner: All institutions at the airport
User: Passengers

Type of blockchain: public

Civic

Currently Civic provides a Secure identity plat-
form. The platform exists of an app that can be
downloaded by the consumer. When installed
the user has to set up his digital identity on their
device, once verified by Civic the user's identity is
stored on their personal device, highly encrypted
and only accessible which biometrics. The at-
testations of the verification by Civic are written
to the blockchain. From then on, the users are
enabled to share their data.

When a user’s information is requested, they
receive an QR code from the requester. The
user opens the app with his or her biometrics
and scans the QR code, after this they see which
information is requested and choose whether
to approve or deny the request. When approved
the data is shared with the requester who then
verifies the authenticity of the data with the
attestation on the blockchain. (see figure from
white paper)

For the future Civic is planning an identity ecosys-
tem which exists of smart contracts and a Civic
Token. In the ecosystem situation the identity of

the Civic user is not attested by Civic anymore
but by trustworthy IDV providers such as finan-
cial institutions, government etc, known as ‘Vali-
dators'. These validators have the ability to stamp
their approval of identity verification and write
this attestation to the blockchain. Validators, also
known as identity providers can then offer these
attestations for sale. Relying parties such as ser-
vice providers can buy these attestations, so they
would no longer need to verify the information
themselves saving time and money with this.
When the validator, service provider and user all
sign off on the transaction via a smart contract
system, the service provider will pay the validator
in the Civic token, the smart contract will transfer
a part of this amount to the user to incentivize
participation in the ecosystem. In the ecosystem
Civic will not handle any storage of data.

When the ecosystem will be adopted, it will
become more common to have verification of
ownership before a transaction takes place. This
way the value of identity attributes on the black
market will decline. For example if you first have
to proof a credit card number is actually yours,
having the credit card number itself becomes
worth way less. (Civic, 2017)

|dentity Provider: Any institution

Relying Partner: Any institution

User: Customers

Type of blockchain: Public, bitcoin blockchain

MedRec

MedRec is a service that provides a decentralized
record management system to handle Electronic
Health Records. With blockchain technology they
give patients an extensive, a long term, trusted
log of their medical information with a sharing
functionality. MedRec manages authentication,
confidentiality, accountability and data sharing of
sensitive information. What is special about Me-
dRec is that the system integrated with providers
existing local data storage solutions. Next to this
they use medical stakeholders to do mining, by
incentivizing them with aggregated data as a
reward.

|dentity Provider: Medical Facilties, FitBit, Apple
HealthKit etc

Relying Partner: Other medical facilities

User: Patients

Miners: Medical researchers, with aggregated
data as reward.

Type of blockchain: Permissioned
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Conclusion

The decentralized service of Securekey allows
users to share identity data from their bank and
telecommunication companies (telco’s) with oth-
er service providers. An app gathers all attributes
providers and matches these with relying part-
ners.

What is interesting is that Securekey does not
store identity attributes on the ledger. The ledger
is used as a way to put proofs. Proofs of permis-
sions that have been granted.

Securekey works with a permissioned blockchain.
The permissioned part of the blockchain means
that the members who kind of manage the integ-
rity of the ledger are permissioned, meaning they
each get a digital membership card that allows
them to perform a consent on the transactions
coming into the ledger.

Identity Provider: Banks, Telco’s

Relying Parties: Any service provider

User: Any user

Type of blockchain: Permissioned

ShoCard collaborated with SITA in creating the
Digital Traveler Identity App. In the traveler app
passengers will be granted a travel token. This
information is certified by an agent or an auto-
matic kiosk during registration. After certification,
the digitally signed validation is hashed in written
to the public blockchain. When signing up for the
service, the user has to make a selfie, this image
is than encrypted and stored on the ShoStore
Server.

Identity Provider: Airline

Relying Parties: All institutions at the airport
User: Passengers

Type of blockchain: Public

Currently Civic provides a Secure identity plat-
form. When installed the user has to set up his
digital identity on their device, once verified by
Civic the user's identity is stored on their person-
al device, highly encrypted and only accessible
which biometrics. The attestations of the verifica-
tion by Civic are written to the blockchain. From
then on, the users are enabled to share their
data. When a user's information is requested,
they receive an QR code from the requester. The
user opens the app with his or her biometrics
and scans the QR code, after this they see which
information is requested and choose whether
to approve or deny the request. When approved
the data is shared with the requester who then
verifies the authenticity of the data with the
attestation on the blockchain. Civic uses a public
blockchain to run the service, the bitcoin block-
chain to be specific.

Identity Provider: Any institution

Relying Parties: Any institution

User: Customers

Type of blockchain: Public, bitcoin blockchain

MedRec is a service that provides a decentralized
record management system to handle Electronic
Health Records. MedRec manages authenti-
cation, confidentiality, accountability and data
sharing of sensitive information. What is special
about MedRec is that they give patients control
over their medical data. Patients are allowed

to grant other doctors access to their personal
information. They can also granted access to
health care provider, researchers and their chil-
dren. The MedRec system integrates with provid-
ers existing local data storage solutions. They link
access to the patient’'s medical records across a
variety of their doctors databases.

Next to this they use medical stakeholders to

do mining, by incentivizing them with aggregat-
ed data as a reward. A novel design feature of
MedRec is the way records are validated and
added to the blockchain. Medical stakeholders,
like medical researchers do the mining. They are
incentivized to do this by aggregated data as a
reward. With aggregated data, the individual
privacy of the person is protected, and the aggre-
gate data is used for critical research.

Identity Provider: Medical Facilities, FitBit, Apple
HealthKit etc

Relying Parties: Other medical facilities

User: Patients

Miners: Medical researchers, with aggregated
data as reward.

Type of blockchain: Permissioned

Discussion

Probably the environment of Schiphol and its
stakeholders is most comparable to that of Se-
curekey and MedRec. SecureKey also works with
governments as identity providers, airlines could
easily be a relying party in their system. Because
government is a trusted organization and they al-
ready issued personal identification documents,
there is no need to use a public blockchain.
Therefore the TravelWallet can be created on a
permissioned blockchain, where only identity
providers have control over the transactions
coming into the ledger.

Personal information does not have to be stored
on the blockchain. The data is stored on your
personal device. The attestations of the verifica-
tion of the personal data are hashed and after-
wards written to the blockchain. This way your
personal data is only owned by you and not open
to the public on the blockchain. Relying parties
can compare the data send from your phone
with the attestation on the blockchain to verify
your identity.
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