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Integration of IoT into e-government

Deo Shao, Fredrick R. Ishengoma, Charalampos Alexopoulos, Stuti Saxena,
Anastasija Nikiforova and Ricardo Matheus

Abstract

Purpose – The purpose of this paper is to highlight the drivers, barriers, benefits and risks affecting the

integration of Internet of Things (IoT) into the e-government and to provide a future research agenda.

Design/methodology/approach – Existing literature examining the relationships between e-

government and IoT is scanned and evaluated by conceptualizing the IoT concept in the e-government

perspective.

Findings – The study shows that there are drivers to integrate IoT in e-government, such as ensuring the

economy, efficiency and effectiveness of government operations, which would largely establish a

relationship between the government and the citizens. Furthermore, there are barriers to such integration,

given the lack of political will, the appropriate information technology infrastructure, the training of the

stakeholders with a focus on the employee and the like.

Originality/value – The integration of IoT in e-government is a novel and weakly explored concept,

particularly in the light of new advances such as blockchain in the e-government, which requires further

exploration and conceptualization, thereby achieving a shared/common vision and body of knowledge

for its further successful and sustainable adoption – to the best of the authors’ knowledge, the current

study is one of these initial attempts.

Keywords IoT, Internet of things, E-government, E-governance, Electronic government, Barrier,

Driver, Integration, Digital transformation, Sustainability

Paper type Research paper

1. Introduction

With the development of information technology (IT) and information and communications

technology (ICT), as well as the increasingly diverse needs of citizens, governments sought

to provide public services through the internet, which became known as e-government. The

objective of the adoption of IT in the provision of public services was to establish a

connection with users and to provide public services in an economic, efficient and effective

manner. In this respect, the Internet of Things (IoT) seen as an emerging as one of the major

trends shaping the development of technologies in the ICT sector (Miorandi et al., 2012),

which transformation potential has been a topic of interest both in literature and practice for

decades, has been an important breakthrough in the field of intelligent and smart

technologies.

It is also tend to be characterized as “the most revolutionary and attractive technology of

today without which it is nearly impossible to imagine the future due to its application in

numerous fields such as smart cities, home automation, wearable devices, etc., and its

ability to make human life much easier via integration with other technologies such as cloud

“computing and artificial intelligence” (Bansal et al., 2022). This paradigm shift (an internet

used for interconnecting end-user devices to IoT) leads to rethink some of the traditional

approaches commonly used in networking, computing and service management (Miorandi

et al., 2012; Pinochet et. al., 2018). As a result, it is capable of transforming government into

smart government.

(Information about the

authors can be found at the

end of this article.)
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This paper addresses the call by Oke and his colleagues (Oke et al., 2023) that

“Government is also encouraged to adopt the principles of IoT [. . .] to improve the economy

of the nation”. By lending credence to the assertion that disruptive technologies ought to be

integrated in the administrative systems (Ronzhyn et al., 2019), the current study argues

that the integration of IoT into e-government could lead to a revolution in the provision of

public service. Two research questions are raised and expected to be answered:

RQ1. What are the drivers and barriers to the integration of IoT into e-government?

RQ1. What are the benefits and risks to the integration of IoT in e-government?

To answer the above-defined research questions, the study provides a background

building a common knowledge base based on previous literature (Section 2), provides a

brief on the methodology adopted for the present purpose (Section 3), identifies potential

drivers to IoT integration into e-government (Section 4), identifies potential barriers to IoT

integration into e-government (Section 5), outlines the benefits of integrating IoT into

e-government (Section 6) and determines the risks of integrating IoT into e-government

(Section 7). Section 8 concludes the study and Section 9 provides a brief on the practitioner

implications.

2. Background

Firstly, given the variety of definitions of both concepts, i.e. IoT and e-government, let us

briefly discuss these concepts and provide coherent definitions.

2.1 Internet of Things

In general, the IoT has been defined as “everyday objects that can sense the environment

around them and communicate that data to other objects and services via the Internet”

(Hoy, 2015, p. 353). According to Hoy (2015), it is important to note that this term refers to a

combination of several distinct ideas: a large number of heterogeneous “smart objects”,

which refers to “things” in the “Internet of Things” term, all connected to the internet, with

applications and services that use data from these objects to create interactions. Miorandi

et al. (2012) described it with the three major pillars, according to which the above-

mentioned “smart objects” should be identifiable, be able to communicate, be able to

interact with each other and build networks of interconnected objects or with end-users or

other network entities.

The question, which could arise here, is what the term “smart object” stands for? Miorandi

et al. define them as entities that have a physical embodiment and a set of associated

physical characteristics such as size and shape; have a minimal set of communication

functions, such as the ability to be discovered and to accept incoming messages and

respond to them; have a unique identifier; are associated with at least one name and one

address, where the name is a human-readable description of the object and can be used

for reasoning purposes, while the address refer to a machine-readable string that can be

used to communicate with the object; have some basic computing capabilities, which can

range from the ability to match an incoming message with a specific footprint and ending

with the ability to perform complex computations, including discovery of services and

network management tasks; may be means to sense physical phenomena such as

temperature, light, electromagnetic radiation level or to trigger actions that affect on

physical reality/actuators.

Today, IoT has an increasing number of applications, including production and

manufacturing, where it promotes the inspection, instrumentation and information factories

to improve quality and productivity, logistics, where this means a unique identifier for

individual items, so that supply chains can become more robust and “smart”, development

of new products and services, where it supports the development of smart, connected
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products that provide information about their state so that information can be used to

improve the operations the products support, disaster management, retail sector, smart

cities and other areas (De Franca et al., 2021; Pawar et al., 2021; Wahyudi et al., 2017). All

in all, IoT-based technologies aim at enabling organizations and individuals to make better

informed decisions, to be more productive and to improve health and quality of life.

The IoT uses devices to exchange data and act based on that data. It is also possible that a

group of devices cooperate to achieve a common goal and communicate via the internet.

There may be a variety of scenarios in which developing applications to harness the data

collected by these devices will provide e-government with strategic, tactical and operational

advantages. The IoT collects a large amount of big data has the potential of increasing

transparency and openness. Citizens and businesses can use the data to improve self-

service, ensure proper oversight, reduce labour and fraud costs, automate security and

improve process efficiency.

2.2 E-government

E-government is a paradigm that aims to support, improve and change government

activities to modern ways through digital technologies. The development of e-government

has had a big impact on government-citizen interaction because it makes it easier for

citizens to exercise their democratic rights and help run the state (Engin and Treleaven,

2019) besides furthering accountability and transparency (Saxena, 2017). E-government

can be defined as a digital traditional government model built using a variety of ICT,

including but not limited to IoT, cloud computing and machine learning (ML). Its aims are to

enhance the access to and delivery of government/public services to benefit citizens,

business partners and employees, as well as to increase the participation of citizens in the

governmental activities electronically (e.g. IoT-based online voting) and thereby remotely

(Bansal et al., 2022; Silcock, 2001). It also gained an increased popularity and

demonstrated benefits in sectors such as health, education and agriculture, gaining

popularity for unmanned aerial vehicles. However, other sectors also serve as positive

examples and include but are not limited to the environment (water and air pollution,

disaster prediction, etc.), where the IoT and ML are combined with the active use of social

network analysis.

E-government is considered to be an indispensable part of a smart city that uses ICT to

transform relationships between public authorities/government bodies and citizens,

businesses and other government departments to improve government services, improve

interactions and increase the efficiency of governmental operation.

The e-government paradigm has evolved due to the increase in the degree of adoption of

digital technologies. Its first-generation, called “e-government 1.0”, used ICT to support and

transform government agencies’ complicated internal processes to make them more

efficient. Later, with the widespread use of the internet, it shifted its focus to providing

transactional services to citizens and businesses through electronic channels like the

internet and, later, the mobile phone. Next, the “e-government 2.0” generation of e-

government came about because of the widespread use of social media and the

widespread ideas about open and participatory government that people shared. It was all

about how to use the internet, especially social media, to make it easier for people to be

involved, be more transparent and work together. A new type of e-government called e-

government 3.0 has come out in the past few years. The e-government 3.0 focuses on

leveraging digital technology to help government people make smart decisions and policies

about how to solve problems in the world is one of its main goals. The e-government 3.0

uses digital technology to support evidence-based decisions about solving problems in the

world like big data, AI, data mining and the IoT (Kim, 2013).
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2.3 Summing up

Integration of theoretical concepts in significant in research involving integration of phenomena

based on identification, observation and appreciation of the commonalities and even the

differences between them (Gigerenzer, 2017). In the present study, the selection of theoretical

concepts of IoT and e-government was not arbitrary but reflective of the observations, and the

necessity for contribution towards the body of knowledge (Lysaght, 2011) also provides a

rationale for application in the actual governmental settings. Given that multiple theories lend

diverse perspectives on a specific theme, the present study sought to align the theoretical

concepts to the overarching research objectives (Grant and Osanloo, 2014).

Bansal et al. (2022) referred to the concept of “smart” government and its realization by

mean of fog computing with IoT, which resulted in the Fog-of-Things architecture. The

authors divide it in “extensions smart government”, which is described as a admin-centric

and not transparent combination of an e-government and smart cities; and “next generation

smart government” described as a people-centric and transparent form of smart

government, which takes features of government 2.0 and smart cities. The authors,

however, acknowledge the set of challenges or barriers to be overcome. The issue of the

IoT adoption by government and identification of the impediments blocking it was originally

addressed by Brous and Janssen (2015) emphasizing limited literature on the IoT in the e-

government domain, and lack of determination of barriers affecting its adoption in general,

particularly pointing on the lack of a systematic analysis. They find that these impediments

are interrelated and occur on the strategic, tactical and operational level, which should be

resolved jointly rather than independently/one-by-one. They have identified and classified

possible impediments into:

� strategic/political barriers associated with data privacy issues, data security issues,

weak or uncoordinated data policies, weak or uncoordinated data governance and

conflicting market forces;

� tactical barriers, referring to costs, interoperability and integration issues, acceptance

of IoT and trust-related issues; and

� operational referred to a lack of sufficient knowledge regarding IoT, IT infrastructural

limitations and data management issues.

Their further analysis of two IoT case studies has proved the compliance of this classification

with the real world, although some of the above-mentioned impediments were less expressed,

i.e. data security, costs, IT infrastructural limitations and data management issues.

In general, both concepts have common objectives in some sense, i.e. to improve the quality

of services and quality of life as a whole through technology. This makes the combination of

both logical and almost self-evident “must have”, yet they have some potential barriers,

which governments face. It is therefore important to be aware of them to be able to deal with

them, preferably in a preventive manner, i.e. before they actually intervened. The IoT

paradigm is deemed to make e-government 3.0 a reality while also ensuring that the new

technology has the intended effect, thanks to new ubiquitous, integrated, intelligent and

universal devices. Indeed, IoT is considered the backbone of smart governments. IoT may

be defined as internet-connected sensors that, among other capabilities, enable companies

to monitor individuals. However, there is not a lot of research on IoT in the field of e-

government to help find the nexus between the two (Brous and Janssen, 2015; Kankanhalli

et al., 2019) – the present research seeks to underline this nexus.

3. Methodology

For the purpose of this study, we performed a systematic literature review based on

keyword search (Figure 1). Looking for all articles related to the topic of the question, we
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searched for all the articles falling in the IoT and e-government. As for the sources, while

there are high-quality journals devoted to topics similar to the inspected, we looked broader

and addressed two major digital libraries/databases, more precisely Scopus and Web of

Science.

An in-depth analysis of the relevant studies was then carried out. Although, in view of the

nature of this study, it may be appropriate to add more keywords as exclusion criteria to limit

the number of studies further dedicated to the topic by addressing the barriers and drivers of

the adoption and integration of the IoT in e-government, and the benefits and challenges

arising from this, we have decided not to do so. The reasons for this are twofold: firstly, this

could affect the completeness of the results, if the authors dealing with the above-mentioned

issues had used other terminology (e.g. benefits, advantages, pros, positive outcome, positive

results, etc.) that would exclude the relevant studies from our resulting set. Secondly, to obtain

as full overall picture as possible, we examined all the studies and derived the above-

mentioned points from the results obtained by the authors, if the identification of the above-

mentioned was not the primary aim of these studies. This should enrich our study and make

our outputs more reliable and relevant to the real world as the search for studies on barriers

([“iot” OR “internet of things”] AND [“e-government” OR “e-governance” OR “electronic

government”] AND [“barrier” OR “obstacle” OR “impediment”]) resulted in 210 studies in

Scopus and 59 in Web of Science, 44 and 12 of which, respectively, were available in an open

access. Given relatively low number of studies available in an open access, we looked for pre-

prints and/or archived versions of the results obtained from these two searches. Specifically,

the coding rules included aspects such as discipline and sub-discipline (information

management, public policy and government, humanities and social sciences, engineering),

type of study (theoretical, quantitative, qualitative or mixed methods), year of publication

(2010–2022), language (only English), methods used (if applicable), authors, title, journal,

volume, issue number, pages and digital object identifier. Using snowballing approach, the

resultant research articles are back-tracked and forward-tracked, and then the abstracts were

filtered followed by a close double-review of the remaining 58 studies by three of the authors,

and finally, these studies were compiled in the categories of “barriers” and “drivers” for the

integration of IoT in e-government.

4. Potential drivers to effect integration of internet of things in e-government

One of the most popular fears of e-government as a new digitized form of government

complemented with the emerging technologies is e-government, and each component

Figure 1 Methodology adopted in the study
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consists of (e.g. artificial intelligence) security and safety (Young et al., 2019). According to

Young et al. (2019), to meet this requirement, the implementation of a secure and safe e-

government ecosystem uses many cutting-edge technologies underpinning theoretical

breakthrough in the fields of AI, telecommunication, cryptography and authentication.

Interestingly, that AI serves here as both the threat and the treatment as AI and ML are

widely used in the emulating of abnormal network traffic, including such widely occurred

threats as intrusion, Denial of Service (DoS), fishing email and consequent development of

the respective detection systems, thereby improving the state of the security at various

levels.

Another technology to mention is blockchains – a peer to peer distributed ledger, which is

shared among participating parties on the network and is used to record transactions that

are verified by a consensus mechanism that creates trust in the network (Peck et al., 2017;

Batubara et al., 2018) and secured using public key cryptography applied to blocks of

these records (Young et al., 2019). As regards the security, to break the security of the

blockchain, most peers/parties should be violated by the attacker simultaneously, which

make it a difficult task seen as almost unrealistic at this point. The blockchain has the

potential to improve the efficiency of government operation by improving public service

delivery and increasing trust and confidence in the public sectors (Konashevych, 2017).

Batubara et al. (2018) considered this, and trust and transparency in particularly, to be

particularly beneficial for developing countries as they are found to be more vulnerable to

corruption, fraud and lack of trust compared to the developed countries. However, it also

means that even developed countries, which governments can be characterized with the

above-mentioned (corruption, lack of trust, etc.), can be a source of resistance to the

adoption of this technology and put it at risk, thus also putting e-government at risk.

The use of IoT in the government sector can ensure the smooth operation of routine

activities. IoT opens up new possibilities for technology solutions that improve existing e-

government services and digital infrastructures in general (Gil-Garcia et al., 2020; Velsberg

et al., 2020).

It is evident that a significant amount of research has reported the potential of e-government

in transforming relations among government institutions, businesses and citizens through

the use of ICT. Many are limited in scope and are not comprehensive in identifying and

analysing the role of emerging technologies. Although the benefits of e-government are

overwhelming, understanding of the feasibility of emerging technologies such as IoT

remains under-explored, to say the least. To reap the benefits of the IoT infrastructure, e-

government 3.0 must possess three characteristics: instrumentation, interconnection and

intelligence (Ølnes et al., 2017). There are several factors that can drive IoT integration in

the e-government.

4.1 Political and bureaucratic support

It is a key driver of IoT and e-government integration, without which relevant policies are

unlikely to succeed. Scholars regard IoT as an archetype of e-government reform with the

potential to significantly improve traditional e-government practices (Brous and Janssen,

2015). Many governments, for example, want to improve public services, ensure proper

oversight, cut labor and fraud costs, automate security and improve process efficiency. All

of these lofty goals necessitate the strategic application of new technologies such as IoT

which has the potential to combine and analyse disparate data to assist governments in

developing and improving services that isolated systems cannot provide. Legislative and

regulatory frameworks are important considerations in IoT integration in e-government

(Guler and Demir, 2020). Many existing legal and regulatory frameworks did not cover the

aspects of IoT because IoT adoption in e-government initiatives is still in its infancy. As a

result, new frameworks are attempting to incorporate IoT as a fundamental component that

promotes the advancement of e-government (Gil-Garcia et al., 2020). Enhanced connected
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devices should be in place such that the smart phones’ manufacturers ensure that strong

authentication and encryption platforms are ensured. Likewise, biometric security and

surveillance may be ensured. Regular and automatic software update is mandatory to

tackle the risks of being attacked by threats such as worms, backdoors, rooters and

Trojans. Before data transmission, mutual authentication is must such that the sensors can

only accept connections and commands from authorized systems. Finally, a

comprehensive e-government information security maturity model should be in place to

ensure security in e-government systems.

4.2 e-Readiness

This is another driver of IoT integration in e-government. The advancement of existing e-

services will be aided by basic technological infrastructure. Stable and fast broadband

infrastructure, collaboration among actors, stable information systems and data security

and privacy laws will not only drive the growth of IoT integration in e-Government but also

increase citizens’ adoption of IoT-mediated e-government services. To achieve success in

integrating IoT in e-government, public agencies must recognize the significance of

integration and transformation in all e-government building blocks – IT strategy, processes,

technology and people (Botchway and Yeboah-Boateng, 2019).

4.3 Citizens’ trust and the usability of e-services

In fact, successful e-government initiatives must be citizen-centric; otherwise, they will fail.

This is especially evident in IoT-integrated e-government initiatives, which appear to collect

more data sets that could jeopardize privacy. Furthermore, unlike traditional e-government

services, IoT-based e-government services may necessitate a slightly higher level of IT

literacy for adoption; thus, aspects of ease of use are critical to promoting trust and

acceptance (El-Haddadeh et al., 2019). According to Rai et al. (2020), perceived ease of

use of e-services, interoperability and system trustworthiness are significant predictors of

acceptance and use of an e-government service. Similarly, Zhao and Khan (2013) argue

that there is compelling evidence of a link between culture, awareness, trust and adoption

of any e-government service. As a result, for planning or integrating IoT in public services,

ensuring citizen satisfaction is crucial.

The aforementioned drivers towards integration of IoT in e-government have been

enumerated in Figure 2. While the public sector across the world is undergoing a profound

digital transformation, the central pillar of this transformation is the realization of a data-

driven government. Datafication of public sector and governmental institutions requires

control over their physical assets (Broomfield and Reutter, 2021). The hassle and

inconveniences of the usual approaches motivate governments to think of ways such as IoT

to optimize the control over data to improve services and make them more accessible to all

citizens. As government agencies face challenges in maximizing the value of their data

resources, IoT integration in e-government systems can assist them in gleaning useful

insights from data sets usually presented in different formats that do not connect to each

other (Brous and Janssen, 2015).

5. Potential barriers to effect an integration of internet of things in e-government

In the previous section, we have already mentioned the blockchain and its potential in the

context of e-government. However, as with other technologies, resistance and low

acceptance of the technology are sometimes noticed. Therefore, Batubara et al. (2018)

have explored the adoption and use in the e-government. They found that the main

challenges faced in adopting blockchain are mostly technological aspects such as security,

scalability and flexibility. However, there are also organizational challenges, such as the

issues of acceptability and the need for new governance models identified as key barriers

j FORESIGHT j



to adoption, and the lack of legislation and regulatory support identified as a major

environmental barrier to adoption.

Despite several significant benefits of IoT and e-government integration, overall integration

has received little attention from the governments due to several barriers. These barriers

include security, device heterogeneity, interoperability, privacy, ethical issues, legal issues

and IoT policy, as discussed in the following sub-sections.

Security threats linked with IoT may relate to physical security, computing security and data

security (Ahmid and Kazar, In Press). This calls for authentication for securing information

which may be made possible by using biometric authentication with iris recognition (Meena

and Choudhary, 2019). Furthermore, conceding that diverse data (identification, positional,

environmental, historical and descriptive) would be a part of the integrated IoT–e-

government ecosystem, it is important that aspects such as querying, indexing, process

modeling, transaction handling and integration of data across heterogenous systems be

done in a deft manner (Cooper and James, 2009). Another barrier is linked with the need to

clearly outline the legislative framework (Chatterjee and Kar, 2018) pertaining to IoT’s

application in e-government, in particular, apart from other areas.

5.1 Security

One of the major barriers towards integrating IoT in e-government is the security. The sheer

magnitude of the IoT network creates an “attack surface” that traditional firewalls and

solutions cannot handle comprehensively (Sniatala et al., 2021). The capacity to safeguard

each layer of the IoT ecosystem from intrusions and security vulnerabilities becomes

challenging as the ecosystem expands into multiple levels. Furthermore, some of the

devices connected to the IoT typically lack basic security measures, which makes them

vulnerable to cyber-attacks (Tchagna et al., 2022). This becomes challenging as e-

government systems contain sensitive government data, documents and citizens’
particulars which needs adequate security measures (Cho et al., 2021).

Most governments (as a norm) use technologies that have already been matured, evaluated

and standardized and as security in the IoT environment is not yet satisfactory, the security

Figure 2 Potential drivers for integration of IoT in e-government
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issue remains one of the major barriers of IoT and e-government integration. Security

threats linked with IoT encompasses physical security, software security and data security.

5.2 Device heterogeneity

The growing number of linked IoT devices necessitates many sophisticated solutions to

support the heterogeneous connectivity of devices and the connection scale, where all

devices must have standardized protocols and algorithms for seamless communication.

The variety of IoT devices makes it challenging to connect and communicate between

devices. This has resulted in disjointed, splintered smart systems, with each device vendor

offering unique/proprietary protocols. The lack of standardized data exchange standards,

which might refer to communication between devices and e-government systems, between

e-government systems and citizens, adds to the difficulty of integrating IoT and e-

government. Thus, governments, researchers and IoT stakeholders need to develop

interoperability standards to manage the heterogeneity of IoT devices. Without

standardization, the heterogeneity factor would remain a barrier not only to IoT and e-

government integration but also to other domain.

5.3 Interoperability

Most traditional communication protocols lacked the foresight to include the IoT and as a

result, their coverage is insufficient to support the interoperability of overgrowing IoT

settings. Moreover, most of the IoT architecture, application cases, devices and other

aspects of the industry are designed as vertical silos, with each one using its data format,

storage design and proprietary protocols (Noura et al., 2019). This makes it harder for

interoperability among IoT devices. From the perspective of IoT devices, lack of

interoperability means that e-government systems would be tied to a single hardware or IoT

vendor and must continue with it, potentially limiting scalability and plethora of services to

support. Lack of interoperability across IoT platforms forces e-government software

developers to conform their applications to platform-specific application programming

interfaces and information models, preventing cross-platform and cross-domain software

development. Nevertheless, academics and innovators are currently researching effective

approaches to solve the IoT interoperability barrier.

Standardization is one way the industry attempts to overcome IoT interoperability issues

(Palau et al, 2021). Several initiatives to define standards for interoperability across IoT

devices, systems, applications and data formats introduced by various vendors are

emerging. Researchers, industry giants and standardization bodies are currently promoting

IoT interoperability standardization. The European Union, for instance, has also lately

financed research projects focusing on the unification of IoT platforms through the H2020

initiative (Noura et al., 2019).

5.4 Privacy

IoT sensors capture a wide range of data from various sources, such as citizens, physical

surroundings, buildings and machinery. However, IoT devices can expose people to

various new privacy issues (Alfandi et al., 2021). Sensor data generated from IoT devices

can indirectly expose a plethora of sensitive private information. Traffic light cameras, for

instance, capture photos of automobiles running red lights, which can be swiftly analysed

by algorithms trained to watch changes in street lighting and car positioning (Hewei et al.,

2022).

According to researchers (Baldini et al., 2018), the issue of privacy under IoT needs special

attention since the volume of data from IoT devices is increasing, and soon, it will be too

complex to control. Moreover, the complication will increase when determining which data
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is private and which is not. This has recently captured the researchers’ and government’s
attention to address citizens’ privacy rights under IoT and e-government integration. For

instance, consider an IoT reception system installed in a government agency building to

automatically authenticate visitors’ identities and issue an access card (with some personal

collecting information). This has led to the privacy dilemma on the management and

authority of the collected data. For instance, what percentage of this data should be

collected and maintained and for how long should it be retained? What data classification

scheme should the IoT-based e-government system use for each data category? Is it

possible to sell or publish part (or all) of the data? Without carefully considering privacy, the

government risks being accused of invading the privacy of the general population, leading

to mistrust and citizens’ disapproval of IoT-based e-government systems.

5.5 Legal issues

Another barrier is the lack of a legislative framework that governs IoT’s integration in e-

government (Chatterjee and Kar, 2018). With the potential for IoT devices to enhance e-

government systems and services, the legal implication when IoT devices fail or lead to

data breach is still a dilemma. Numerous problems can occur with network-enabled

devices, such data interception (man-in-the-middle attacks) and distributed denial of

service (DDoS) attacks when the IoT-based e-government system is hacked and used as

part of a network. Due to the interconnected nature of IoT devices, identifying liability is

more challenging than ever. This can make legal battles exceedingly difficult and costly.

5.6 Internet of things policy

Lack of IoT policies is another barrier to integrating IoT and e-government in most countries.

IoT policies and regulations are being established at a far slower pace than IoT, e-

government services and the two’s integration. With a lack of clear IoT policy, e-government

practitioners, users and providers of IoT services are experiencing confusion and dilemma

on the how to operate seamlessly in the integration context. This is a barrier, as without the

IoT policy, there remain many predicaments surrounding IoT’s working environment in e-

government. As an emerging technology, the IoT requires a suitable policy framework that

supports future innovation and ethically protects against abuse without limiting its ability to

bring societal and economic advantages. Moreover, the IoT policies should go hand in

hand with establishing countries’ strategic roadmap to lead the IoT implementation and

adoption. Government agencies active in particular industries can produce specialized

action plans for specific domains, such as e-government, in addition to a holistic roadmap.

5.7 Ethical issues

Ethical concerns about integrating IoT technology with e-government are also a barrier that

needs to be addressed (Mittelstadt, 2017). Due to the massive volume of data collected

and processed in IoT and the sensitivity of the e-government data, the ethical issues

become more complicated than those of simple internet. Lack of transparency of IoT firms

regarding how data are obtained from vast numbers of IoT devices and e-government

users and how the data are handled and used is a key current ethical issue. Governments

are responsible for regulating this issue and should establish appropriate ethical guidelines.

Currently, several ethical concerns are debatable by researchers. For instance, what

happens if an IoT device operates in unanticipated ways on e-government data? What

would happen to e-government data if an IoT product/service provider goes out of business

and the integration is no longer supported? Is the integration of IoT and e-government likely

to widen the digital gap for citizens who lack smart devices or the skills to use them? These,

along with other ethical concerns, need to be addressed and resolved for the effective

integration of IoT and e-government.
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Figure 3 summarizes the potential barriers to integrating IoT in e-government.

6. Potential benefits of integrating internet of things in e-government

While it is crystal clear that IoT will have a major impact to bolster e-government services.

However, IoT adoption in the public sector is still at the earlier stages (Brous and Janssen,

2015). Precisely, IoT can bolster efficiency in various facets of e-government including

health care, transport, environment, emergency services and security and surveillance.

6.1 Public health-care services

IoT promises affordable and accessible health-care services. Precisely, IoT can benefit the

delivery of health-care services by enabling remote monitoring, timely care, sensor-based

equipment, ingestible sensors, smart beds in the hospital and real-time tracking. Citizens

can benefit from increased access to services, and there are opportunities for rural and

remote areas to receive public services (Javaid and Khan, 2021).

6.2 Public transport services

IoT can also help the government improve their services through the collection and use of

real-time data using sensors. These data sets are useful to manage public transportation

from monitor traffic conditions to route planning and improving service experience

(Bharambe and Shaikh, 2017; Gil-Garcia et al., 2020).

6.3 Environmental monitoring

Environmental sustainability is one of the major responsibilities of governments. IoT can

help governments to monitor and control pollution levels in the air and signpost the

necessary action at the right time.

6.4 Security services

Security is a primary concern of the governments. IoT can bolster government security and

surveillance services by supporting real-time coordination and instant detection of unusual

scene. Through real-time monitoring, governments can use IoT to monitor and optimize the

performance of physical assets (Bello and Zeadally, 2019). Additionally, it can be used to

identify vulnerabilities and mitigate cybersecurity risks. IoT can be used to collect data on

the use and maintenance of public infrastructure. Moreover, IoT-based systems in

Figure 3 Potential barriers of integrating IoT in e-government
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governance can be used to monitor state, land, air, sea borders and other sensitive

locations from a public safety standpoint. Furthermore, IoT capabilities can safeguard

critical infrastructures, such as electricity and water generation plants (Panchatcharam and

Vivekanandan, 1AD).

6.5 Emergency response services

IoT can help the government to deal with natural disaster and emergency management (Dugdale

et al., 2021). Real-time capture of data sets about pressure, fog, smoke, temperature and fire,

government can analyse and draw insights to deal with current and future emergencies.

In general, using IoT can support governments getting control of physical assets. Given the

fact that almost all governments worldwide have a visible presence on the internet, they can

expand their reach with the use of IoT. Governments can provide better services to their

citizens by leveraging the IoT to extend the soft infrastructure have control of over

distributed infrastructure (Wirtz et al., 2019). IoT can help the government achieve its goals,

such as increased economic growth and improvements in environmental sustainability,

public safety and security, service delivery and productivity, in the same way that the

internet has helped economies develop and flourish.

7. Potential risks of integrating internet of things in e-government

Integrating IoT into e-government is not without risks. The IoT systems pose unique risks

when integrated with e-government, given the complex nature and heterogeneity of the

devices. In the following sub-sections, we discussed several potential risks.

7.1 Physical attack

Integrating IoT into e-government has potential risks to physical attacks that need to be

considered. Physical attacks may be possible depending on where the government

agencies set the IoT devices. As physical parts of the devices can give the point of entry

onto a network, IT administrators should consider the risks of IoT physical security.

Cybercriminals can physically dismantle an IoT device to obtain access to the device’s
internal parts, terminals, pins and circuitry, then hook up to the entire network, potentially

exposing critical government data and citizen records. Physical vulnerability can be

classified into two categories: invasive and non-invasive attacks.

1. Invasive attacks require the chip’s surface to be exposed, allowing it to be physically modified.

For instance, an attacker can physically tamper with the integrated circuit (IC) to collect

sensitive information from the metal wires using tiny probes. An attacker may even attempt to

change the circuit’s functionality by overdriving the IC’s state (Balogh et al., 2021).

2. Non-invasive attacks necessitate the attacker being proximate enough to target the

chip and electrical properties in IoT device, allowing the attackers to alter device

behaviour or obtain sensitive data. For instance, an attacker can analyse the power

signature or electromagnetic radiation emitted by an IC to obtain sensitive data (Batina

et al., 2021).

7.2 Software vulnerabilities

Millions of IoT devices feature security flaws in their software that might allow cybercriminals

to compromise e-government systems. Network services that run on insecure IoT devices,

especially those accessible to the internet, can compromise the availability of

confidentiality, integrity and authenticity of government data. The flaws might aid

cybercriminals in gaining access to government systems and stealing sensitive data,

tampering with – or deactivating – operational technologies.
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7.3 Data breach

As IoT devices are connected with e-government, failure to maintain the proper security of

IoT devices poses a severe risk of data breaches. Many IoT components contain sensors

connected to communicators, which is the root of the data breach problem. A webcam,

speaker or other sensing devices, for instance, can gather up government data from the

environment and communicate it to a remote location, such as the internet or a proprietary

server (Lipford et al., 2022). There have previously been several examples in which smart

electronics (such as televisions) have transferred data collected from people’s homes and

offices back to the company’s servers without the users’ consent. Moreover, not only may

IoT operators use IoT devices to spy on government agencies and their operations, but

inadequate device security can also lead to IoT-connected devices being used as a source

of distributed denial of service (DDoS) attacks and, ultimately, government data breaches.

8. Conclusion

IoT is a network connection of people, processes, data and things. Its integration into e-

government would result in efficacious public service delivery. The paper sought to

underline the drivers, barriers, benefits and risks resulting from such integration. A

systematic literature review was conducted to arrive at the finalized research articles.

Having appreciated the drivers and barriers for bringing about the integration of IoT in e-

government, the study looks into the potential caveats as well. It may be deduced that the

integration of IoT in e-government would result in realizing the over-arching vision of the

Society 5.0 and Industry 5.0. The government’s increasing use of and investment in digital

technologies necessitates extensive research in this area, on the one hand, to improve

e-government efficiency, effectiveness and innovation. Because IoT application in

e-government is still in its early stages, this study contributes to both practical and

theoretical understanding of how it can be leveraged in the e-government context. It is

without a doubt that IoT has a significant impact on e-government services in the future,

bringing a range of benefits to e-government at all levels, but more understanding is

needed to explore the seamless integration between the two in multiple perspectives by

mitigating the potential challenges. By integrating two concepts, the present study

advances the IT governance research domain (Peterson et al., 2000) as well as providing a

sounding board for the practitioners for effecting the integration of IoT in e-government.

While most of the current studies have focused on the design of IoT frameworks,

applications, architectures and their potential impact, there is little evaluation of these

concepts in the context of e-government. As a result, future research should move beyond

the conceptual level and focus on practical models for evaluating and putting such ideas

into real e-government systems. Moreover, some uncertainties need to be addressed in

future research:

Q1. How should access control and authentication be handled in IoT-based e-

government systems?

Q2. How can new cryptographic algorithms be used efficiently in IoT-based e-

government environments?

Q3. How to effectively address the ethical and legal dilemmas resulting from the

integration of IoT and e-government?

Future studies should also explore the citizen adoption of IoT-based e-government systems

in different social-economic and cultural settings. Another aspect is the advancement of IoT

security for e-government from the design point of view. As e-government deals with

sensitive data, researchers should advance the security standards. Thus, security must be

from the design and functionality of IoT devices, and standards should be developed with input

from the government and industry based on empirical research and thorough cost-benefit
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analysis. Lastly, it would be valuable to make a call for unified theory of acceptance and use of

technology, technology acceptance model, technology organization environment, item response

theory studies on their perceived benefits, behavioural intention, etc., to appreciate how the

integration of IoT in e-government is being embraced by the concerned stakeholders.

9. Practitioner implications

New technologies are assisting governments in improving e-service delivery and adapting

to changing needs, but their full potential has yet to be realized in many parts of the world.

Increased adoption of frontier technologies like the IoT has seemingly limitless potential;

such technologies can be used to address needs in a variety of areas, including agriculture,

health care, education and social protection. Governments, in fact, are an excellent testbed

for real-world, practical and effective IoT applications. They have a vested interest in

boosting efficiency by leveraging massive amounts of data collected from connected

devices, as well as the infrastructure and budget to support it. Governments, on the other

hand, have been slower to respond to the IoT than the private sector.

In the public sector, bringing about change or introducing new technology is a difficult task.

IoT has been slow to gain traction in the public sector. The importance of IoT in government

cannot be overstated. The IoT generates an infinite amount of data, but governments can

only benefit if they have the right solution in place to manage and leverage it. Using the right

platform will ensure that the information gathered is put to good use. To regain control over

data, governments must implement a highly secure and adaptable platform. Centralized

master data management, for example, uses an agile approach to govern data flow and

standardizes IoT adoption. The present study showed that while there are several drivers,

barriers and risks towards integration of IoT in e-government, there is no gainsaying the fact

that each of these components might have differential significance for the practitioners in

line with the organizational strategic vision, resource availability and external environmental

factors, namely, technological infrastructure, macroeconomic indices and digital divide,

thereby making a step forward towards organizational learning (Schilling and Kluge, 2009).
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