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Abstract

Cryptography is used everywhere in our society, from simple internet searches to providing security and privacy
for our banking systems. A key research area in this field is secure function evaluation, where multiple parties
compute a function of their inputs, without revealing them to each other. However, as most cryptographic tasks,
current implementations often rely on computational assumptions, which may become insecure in the future. Re-
searchers have explored quantum communications to eliminate such computational assumptions since the 80s, but
still challenges remain. For instance, many theoretical protocols using quantum communications rely on perfect
single-photon sources. However, in practice, photon sources have a small probability of emitting multiple photons in
one pulse, potentially leaking information to a dishonest party. Furthermore, a dishonest party could have secretly
tempered the measurement device of the other party and potentially introduced a backdoor in it. The so-called
“measurement device independent” setting has then been described, to provide security against this kind of attacks.

In this work, we investigate the possibility of achieving two secure function evaluation primitives - oblivious transfer
and bit commitment - in the measurement device independent setting, using imperfect single-photon sources. We
already know that under this setting, bit commitment is possible to achieve but oblivious transfer seems hard to
achieve. It is still an open question if there exist a protocol to achieve oblivious transfer under this setting. If not,
it would be interesting to find new achievable primitives other than oblivious transfer. Here, we study the existing
protocols and provide some results towards answering these questions. We start by extending an existing result on
the difficulty of achieving oblivious transfer by proving that even a weaker version of this primitive is difficult to
achieve under such setting. We also shortly explore the possibility of using an existing reduction from oblivious
transfer to bit commitment to see whether we can achieve oblivious transfer from the existing bit commitment
protocol. Finally, we show that an existing bit commitment protocol can perform at a better rate by giving a
slightly modified security proof.
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Chapter 1

Introduction

1.1 Secure Function Evaluation

Secure Function Evaluation (SFE) tasks are crucial in our society, as they allow several (untrusted) parties, each
holding an input, to jointly compute functions of these inputs without revealing their own inputs to other parties.

Alice Bob
X y
SFE
f,(4y) fa(x,y)

Figure 1.1: A general two-party Secure Function FEvaluation (SFE). At the start of the protocol, Alice holds the
value x and Bob holds the value y. At the end of the SFE, Alice knows fa(x,y) and Bob knows fg(x,y). Alice does
not learn more about y than what fa(x,y) reveals and Bob does not learn more about x than what f(x,y) reveals.

Oblivious Transfer (OT) and Bit Commitment (BC) are two central cryptographic primitives that can allow us to
build more advanced SFEs. It has been shown [1] that oblivious transfer is universal, in the sense that if one has
access to an oblivious transfer protocol, they can build a protocol to implement any given two-party SFE (including
BC), using only classical communication. In addition, it is known that using quantum communications, one can
produce an OT protocol given a BC protocol [2]. With this and the fact the OT is universal, the two primitives
are then in a quantum communication regime: we can go from one to another.

However, OT and BC are both impossible to achieve using only classical communication. Assumptions regarding
the computational power of the opponent have to be made to obtain a secure protocol [3]. This protocol makes the
so-called Diffie-Hellman assumption, which is based on the complexity of computing discrete logarithms in cyclic
groups. This assumption holds very well against attackers with classical computers, but things get trickier when
the adversary is allowed to use quantum computers. For example, Shor’s algorithm [4] is a period-finding algorithm
which can be used to compute discrete logarithms in polynomial time [5], which is not possible using classical
computers.

The use of quantum computers to break classical cryptosystems has been thought of theoretically for decades,
which encouraged the development of Quantum Key Distribution (QKD) [6] - a primitive that allows to securely
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Figure 1.2: Reductions between various secure function evaluation primitives

distribute keys later used for one-time pad encryption between two parties - without making the same computational
assumptions as for instance the Diffie-Hellman key exchange algorithm. One difference between QKD and two-party
SFEs is that in a QKD protocol we evaluate the security against a malicious man-in-the-middle attacker - Eve -
who can listen and interfere over the communications, whereas for SFE we consider that one party is honest and
evaluate the security of the protocol assuming that the other party is malicious.

1.2 Quantum protocols for SFE

Instead of only using classical communication, protocols for OT and BC using quantum communication have been
studied for a few decades [2, 7, 8]. Unfortunately, information theoretically secure BC is shown to be impossible
using quantum communication without any assumptions [9]. This also implies the impossibility of OT. In order
to build safe protocols, researchers have been trying to limit the capabilities of a malicious party with realistic
assumptions. One model that stands out regarding this issue is the limited quantum storage model. This model
can be derived in two variants: bounded-storage initiated by Damgérd, Fehr, Salvail and Schaffner [10] and the
noisy storage introduced by Wehner, Schaffner and Terhal [11]. A bounded-storage means that malicious Bob
can perfectly store a limited amount of qubits. The noisy storage means that malicious Bob can store his qubits
only with a high noise, resulting in the loss of some qubits after a period of time. In a noisy storage model the
adversary will loose some of their stored qubits, and in the bounded-storage model they have to choose which qubits
they store. It is shown in [12] that one can first prove the security of a protocol in the bounded-storage model to
then extend it to the more general noisy storage model. The bounded/noisy storage setting provides everlasting
security, meaning that the assumptions made only have to be true during the protocol, and gaining more power
after the protocol does not allow to retroactively decipher the communications. This is an advantage compared
to computational assumptions, where giving more power to the dishonest party after the protocol can harm the
security of the protocol.

1.3 MDI setting and multiphoton emissions

The protocols proposed in the noisy or bounded storage [10, 13, 11] implicitly make an assumption that the quantum
devices will always work as intended. However, some attacks can be made by tampering the quantum devices of
one party [14]. In order to overcome these types of attacks, the Device Independent (DI) setting has been used to
provide OT and BC protocols, which are secure even if the quantum devices (sources and measurement devices)
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Figure 1.3: Schematic of an Measurement Device Independent (MDI) protocol

used are compromised [15]. A protocol for DI-OT in the bounded quantum storage model has been proposed by
Broadbent and Yuen in [8]. Their work is based on a technique called self-testing [16, 17] which relies on a post-
quantum computational assumption named the hardness of Learning With Errors (LWE) [18]. However, most of
the attacks against devices are directed toward the measurement ones [19], which makes relevant the looser notion
of Measurement Device Independence [20]. In this setting, only the measurement devices of both parties are treated
as black boxes. They can be seen as a joint measurement station between Alice and Bob. Under the MDI setting,
a dishonest party will have total control over the measurement station. Ribeiro et al. gave an MDI-BC protocol
[21, Protocol II.1] and an MDI-OT protocol |21, Protocol I1.2] in the bounded/noisy quantum storage model.

Ribeiro et al. initially consider the use of perfect single photon sources for their protocols. In a real world protocol,
photon sources will have a small probability of emitting multiple photons in one pulse [22, 23|, potentially leaking
information to a dishonest party. For example, one commonly used photon source is Weak Coherent laser Pulses
(WCP), which are cost efficient but have multi-photon emissions. Usually, the decoy states technique is used to
construct quantum cryptographic protocols under multiphoton emissions [24]. Combining decoy states technique
with [21, Protocol II.1] gives an MDI-BC protocol under multiphoton emissions [21, Protocol 11.3]. However,
problems arise while trying to find a similar protocol for MDI-OT which works with multiphoton emissions. Indeed,
having imperfect sources which sometimes send multiple photons seems to leak too much information to allow for
building a secure MDI-OT protocol.

1.4 Research goals

During this project, we are exploring the following research questions.

1. To what extent do multiphoton emissions harm the security of an MDI-OT protocol? Can some other OT-like
primitive be securely implemented under the MDI setting with multiphoton emissions?

2. How can we reduce the negative impact of multiphoton emissions in the existing MDI-BC protocol from [21,
Protocol I1.3]?

3. What prevents us from using existing reduction from OT to BC [25] to build MDI-OT with imperfect photon
sources from the MDI-BC protocol in [21, Protocol I1.3]?

1.5 Contribution

Ribeiro et al. showed that the protocol obtained by combining decoy states technique with [21, Protocol I1.2| does

not securely implement OT under the MDI setting and multiphoton emissions, letting Alice (the sender) win with
a probability strictly greater than % However, this reasoning may suggest that it could be possible to use this

protocol to build a weaker form of OT, where Alice can cheat with a probability bounded by a known value (for



instance 0.65). We then show that such a protocol can neither be used to implement such a variant of the OT
primitive under the MDI setting and multiphoton emissions.

There is a known reduction from OT to BC [2], which could be used to obtain MDI-OT under multiphoton emissions
from the secure MDI-BC protocol. We give a modified version of this reduction and prove its security under the MDI
setting with perfect single photon sources. We show that multiphoton emissions does also harm the security of this
protocol. We also give another version of this protocol to deal with bit flips during the quantum communications,
but we do not prove its security here.

There is an assumption made in [21] which is that Alice guesses Bob’s encoding basis (see Section 2.3.2) with
probability 1 whenever Bob sends multiple photons at once. We show that we can find an upper bound on this
probability which is strictly smaller than 1, allowing us not to make this assumption. We are currently looking into
how can this analysis be used to reduce the number of photon transmissions needed in the MDI-BC protocol [21,
Protocol I1.3], by being less conservative.

1.6 Outline

Chapter 2 gives the notations and definitions required to understand the rest of the report, as well as some common
concepts regarding quantum cryptography protocols. Chapter 3 is a review of related work which includes definitions
of Weak String Erasure and BC primitives, as well as protocols to implement them under the MDI setting with
perfect photon sources. This chapter also includes a review of the different variants of OT presented in the literature.
In Chapter 4, the results obtained in this project are listed and Chapter 5 lists the potential approaches that could
be explored later on.

10



Chapter 2

Background

This chapter should give the reader the required knowledge and definitions to understand the rest of the thesis.

2.1 Notations

We note by IN the set of all non-negative integers, and IN* := IN\{0} the set of all positive integers. Given € > 0,
In(e€)

we note by log(e) the binary logarithm log,(¢) = () - For a given set E, we will write X Cy E if the random
variable X is randomly and uniformly sampled from E.

Given a positive integer n > 1, we consider the following notations:

we note by [n] the set of integers from 1 to n: [n] :={1,...,n}, we write an n-bit string X € {0,1}" as X}, we
note by 2" the set of all subsets of [n], we note by M,, (C) the set of all n by n matrices with complex values,
and we call 1,, the n by n identity matrix.

2.2 Definitions

Classical states The protocols that are described in this report rely on quantum communications but will also
involve classical states, which can be seen as follows.

A quantum register of m € IN* qubits can be described using a density matrix p. If a state A is classical, it can be
described using the probability distribution {ps(z),z € {0,1}™} which is such that for any bit string « € {0,1}™
pa(z) is the probability that the string contained in the register A is equal to z. We can also represent bit strings
from {0, 1} as decimal positive integers that range from 0 to 2™ — 1. In the usual quantum bra-ket notation, the
corresponding density matrix p4 is written as

2m—1

pa= Y pal@)lz)(al. (2.1)
=0

We can see here that we can fully describe a classical state using either its probability distribution or its quantum
density matrix.

11



Classical quantum states This definition comes from [26, Section 2.2.8].

If m € IN* and we have two registers X{* and ) in which X" corresponds to a classical state as defined above and
@ is a generic quantum register, we call the joint state of X7" and @ a classical-quantum (cq) state, and its density

matrix has the following form:
2m 1

pxq= Y (px(@)|z)(z|®p?). (2.2)
x=0

Uniform distribution A classical register X" that has a uniform probability distribution (meaning that Va €
{0,1}™,px(z) = 7) is in a maximally mixed state. We will call such a state 7x, and it has the corresponding

. . 1 2™m—1
density matrix 7x = 5= > .. |2)(z].

Hermitian matrix A matrix M € M,, (C) is called hermitian if MT = M, where M T := (M7) is the conjugate
transpose of M. A hermitian matrix is always diagonalizable with real eigenvalues.

Trace distance For quantum registers B and B’ that have density matrices pg and p1, the trace distance between
them is equal to D(B, B") = maxo<a<1(tr(M(po — p1))). A more suitable definition for calculations is

1 1
D(8,8) = 5 I~ o)1, = 5 (/o0 — s — 1)) (23)
It is equal to half of the Schatten 1-norm of the matrix (pg — p1), so half of the sum of its singular values.

POVM measurement A POVM measurement on an n-qubit state is given by a set of POVM elements { M7, Ms, ..., M}
which satisfy the following properties:

e Vi, M; has to be hermitian and satisfy 0 < M; < 1an
[ ) ZZ M’L == ]].Qn

e-closeness

Let p,o be two arbitrary quantum states and let e > 0. We say that the two states are e-close (in trace distance),

and we note p . o, when D (p,0) = % l(p—0o)|l; <e.

Conditional min-entropy Consider a cq state X' B where X' is a classical register. The conditional min-
entropy of the joint state X7* B is defined as

Huin (XT'[B) = — log(Pguess (X1 B)), (2.4)
where Pgyess (X7 B) is the maximum probability that Bob who holds B guesses Alice’s string X7 correctly.

We can see here that the more Bob knows about Alice’s string, the smaller the min-entropy is. For instance, if Bob

knows perfectly 10% of the string and has no information about the remaining bits, we have Pgyess(XT'|B) = ﬁ,

and then H,;, (X7 |B) = 0.9n.

However, min-entropy as described above is used to measure uncertainty when Bob has perfect (without errors)
states, which are almost impossible in a real-world application. We then need to introduce a so-called smoothed

12



min-entropy, which is described in [11, 13|. In fact, instead of Bob having the ideal state B, he will have a state B’
such that the trace distance (sometimes other distance metrics are used) between B and B’ is smaller than a given
parameter €.

In an imperfect protocol, Bob therefore has a state B’ € %°(B) where %°(B) is defined as the set of all states B’
such that D(B, B’) < e. We can now define the smooth min-entropy of Alice and Bob’s state.

Smooth min-entropy Consider a cq state X' B where X7 is classical. The e-smoothed (conditional) min-
entropy of the joint state X" B is defined as

s in(X"B) = Huin (X" B'). 2.5
i (X7[B) = | max o (X[B) (25)

Intuitively, this is the maximum min-entropy among every joint states X™ B’ such that B’ is at most at a trace
distance ¢ from Bob’s perfect state B.

2-universal family of hash functions A family of hash functions R} = {r : {0,1}" — {0,1}} is called
2-universal if for every two strings z, ' € {0,1}" with = # 2’ and any two ¢, ¢’ € {0,1}*, we have

Pr ((r(@) =) A (r(@) = &) = 55 (2.6)

For any r € R}, we refer to r(x) also as Ext(z, 7).

2.3 Ideas to understand quantum SFE protocols

This section explains a common building block for quantum cryptographic protocols called BB84 coding. There is
also a small discussion on the impact of using imperfect single photon sources, especially under the Measurement
Device Independent setting, and the different attack strategies that the dishonest party can use.

2.3.1 BB&84 coding

This technique is called BB84 coding in reference to the quantum key distribution protocol in which it was first used
[6]. In this technique, Alice and Bob are sending states encoded in two orthogonal bases, the computational basis
{]0), |1)} and the Hadamard basis {|+),|—)} := {% (10) + 1)), % (10) — \1))} Encoding the bit z € {0,1} in the
basis 6 € {0,1} then corresponds to preparing the state |x)g, where |0)g = [0), |1)o = [1), |0)1 = |[+), |1)1 = |—).
Measuring in one basis destroys the information on the other basis, which implies that measuring a single qubit in
any basis does not allow the party to find the encoding basis: If Bob uses the first basis, from Alice’s perspective
it is equivalent to Bob sending po = 5({|0){0 + [1)(1]}), and in the second basis he sends p1 = 1 (|4+)(+] + |—-)(-])
and we have pg = p1. Therefore Alice can not know which basis Bob was chosen by Bob.

2.3.2 Multiphoton emissions under the MDI setting

The main consequence of multiphoton emissions is that they can leak to Alice information about Bob’s encoding
bases (and vice-versa). If only one photon was emitted, Bob can encode his random bit either in {|0),|1)} or in

{1}

13



If two photons are emitted, from Alice’s perspective, Bob will send either py = 2(|00)(00| + [11)(11]) or p; =
%(| ++)(++|+|— —)(— —|) which are not equal. For instance, if Alice measures two different outcomes on Bob’s
qubits, she will know that he did not choose the same base as her. The same happens for any number of photons
emitted greater than 2.

When we are under the MDI setting, we assume that a malicious party has total control over the measurement
station. Dishonest Alice or Bob could then announce every single photon emission as lost to only keep the rounds
in which they have information about the other person’s basis.

One technique used in quantum key distribution to deal with imperfect photon sources is the use of decoy states
[24]. The aim of this technique is to allow both Alice and Bob to estimate how many multiphoton rounds have
been kept compared to single photon rounds. If this number seems suspicious (too many single photon emission
discarded by the measurement station), they assume that the other party tried to gain an advantage and abort
the protocol. Using the decoy states technique, Alice and Bob can each choose the intensities (average number
of photons sent) of a number ¢ of decoy state intensities and the intensity of their signal states. Alice knows the
value nf' 4 n4, which is the number of rounds in which she used her signal intensity and the measurement station
reported a successful measurement (same for Bob with n® +nZ,) but she does not know the individual values n{!
and néQ, where the subscript corresponds to the number of photons sent. The decoy states technique will allow
Alice and Bob to estimate lower bounds on n{ and n? respectively using the decoy states (which gives them upper
bounds on n4, and nZ,). Alice and Bob will abort the protocol if these lower bounds are below a certain threshold
value. These bounds are functions of the intensities, the corresponding probabilities, and the number of rounds
that were not discarded when they used each intensity. Lemma [21, Lemma IV.15] gives the analytical expressions
of these lower bounds in the case where Alice and Bob use 2 different decoy intensities (¢ = 2), and [21, appendix
B| gives a numerical way of computing them if ¢ > 2.

2.3.3 Attacks against quantum protocols

In a typical attack strategy, the dishonest party (Alice or Bob) attaches an ancilla system to a quantum state sent
by the honest party. They will then perform a unitary on the system composed of the sent state and the ancilla, to
finally measure the ancilla system. When Alice and Bob are performing several quantum communication rounds,
there exist 3 families of attack strategies: individual, collective and coherent attacks. A detailed description of
these attacks is given for the context of quantum key distribution (where the malicious attacker is a third party
Eve performing a man-in-the-middle attack) in [27, Section 5.3.1].

1. Individual attacks are the ones which give the dishonest party the least power. In this kind of attacks, the
dishonest party is forced to attack every transmission individually and in the same way, they will attach the
ancilla system to each state sent and measure them one by one after applying the same unitary for each round.

2. In collective attacks, the dishonest party still has to apply the same unitary to every round and they have
the same ancilla state. However, they can perform a joint measurement on the ancillas obtained from all the
rounds.

3. Finally, when considering coherent attacks the dishonest party is allowed to attach one ancilla system on the
joint state composed of every transmission sent, to then apply a global unitary and perform a measurement
on the ancilla system.

The following table (from [27, Table 5.1]) gives the ancilla state p, (or pp for coherent attacks) corresponding
to each type of attacks performed by the dishonest party (Alice or Bob) D € {A, B} against the honest party
H = {A, B}\D, where we write M! a POVM measurement for one system, and M™ a POVM over the global
state. Here U denotes the unitary operating over each round and Ug is the global unitary applied to the whole
system (for coherent attacks).

14



Ancilla State

\ Probability Distribution \

: , - =
Individual i = Try (U (ply @ [0)(0]p) U) P Pl
Collective o = Try (UT (p;[ ® |0><0|D) U) Pﬁ;ﬂ@pD@...@pD
Coherent | pp = Try (Ué ((p}q & p%{ ®...® p};) ® |0) <0|D) UG) Pﬁ,ﬂ

Table 2.1: Attacks against quantum protocols [27, Table 5.1]
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Chapter 3

Related work

This chapter describes the current state of the art regarding quantum OT and BC protocols which provide
information-theoretic security under the bounded/noisy storage assumption. In this report, we study the prim-
itive of (?)—randomized oblivious string transfer, which we will refer to as Oblivious Transfer (OT). Similarly, we

refer to Randomized String Commitment (or RSC) when we say Bit Commitment (BC).

We first provide the reader understanding of two quantum functionalities: Weak String Erasure with Errors (WSEE)
introduced in [11] and Randomized String Commitment (RSC), studied in [21]. RSC is a primitive where Alice will
commit to multiple bits (a string) at once toward Bob, and if she is honest this string will be randomly generated.
In a second phase, Alice will open her string and reveal it to Bob. If Bob is honest, he should be able to detect
whether Alice has changed her committed value between the two steps. We will give a protocol to implement
MDI-WSEE with perfect single photon sources, and a classical reduction protocol that allows to build MDI-RSC
from any MDI-WSEE protocol, along with the corresponding security proofs. While the two protocols given are
parts of |21, Protocol II.1|, we have chosen to split this MDI-RSC protocol into a WSEE part and a classical
reduction part to make the security proof clearer for the reader. This also allows the use of the reduction part with
other potential MDI-WSEE protocols, where the authors of [2 1] chose to directly build an RSC protocol and prove
its security in one go.

We then define oblivious string transfer and we show the existing protocol for MDI-OT with perfect single photon
sources. However, this protocol is proven by the authors to be unsafe against a dishonest Alice whenever Bob uses
imperfect single photon sources, giving to a cheating Alice a probability of winning higher than if she performs
random guesses. We then describe weaker variants of OT shown in the literature and make an overview of the
existing protocols for implementing OT-like primitives.

3.1 Weak String Erasure with Errors (WSEE)

3.1.1 Definition

In Weak String Erasure (formally defined in [13]), Alice wants to send a bit string to Bob, who will obtain a part
of this string (about 50% of it) with the indices corresponding to the bits he correctly received. A WSE protocol
can therefore be informally viewed as an erasure channel in which each bit has been erased with probability %

We consider here a modified version of this primitive presented in [11], called Weak String Erasure with Errors.
In this protocol, apart from the erasure, there is for each bit a probability pe,, for it to become flipped (a 0 bit
becomes a 1 and vice versa). This is equivalent to adding a bit-flipping channel E, . such that every bit has a
probability pe,. of being flipped. We can then write the channel F for a bit b € {0,1}:

err

E

Perr

1—0b With probability pe.,
(b) = { (3.1)

b With probability 1 — perr
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We give here an informal definition of WSEE, a formal definition can be found in Appendix A.

Definition 3.1. Weak String Erasure with errors (informal):

We define an (n, A, €, perr)-WSEE primitive as in [11] with the following parameters:

n € IN the length of Alice’s string

An the minimal uncertainty (in terms of smoothed min-entropy) that Bob has about Alice’s string

€ the smoothing parameter that defines the smoothed min-entropy.

Perr €]0,0.5] the probability of having a bit flip in the channel due to noise

A protocol is a secure (n, A, &, perr)-WSEE protocol if the following properties hold.

Correctness:  If both Alice and Bob are honest, at the end of the protocol Alice has a randomly chosen bit
string X' € {0,1}". Bob has a randomly chosen subset of indices Z C [n] with the corresponding bit string
Xz = E,,, (Xz) with Vi € [n],Pr(i € T) = 1.

Security for Alice: If Alice is honest, Bob’s knowledge about X7 is limited to

min

%HE (X7(B) > A (3.2)

where B is Bob’s state and H;, is the smoothed min-entropy as defined in equation (2.5). This means that
Bob is only allowed to have a certain amount of information about Alice’s entire string.

Security for Bob: If Bob is honest, Alice must not learn anything about Z.

3.1.2 An MDI-WSEE protocol

We present here and prove the security of a protocol that implements WSEE under the MDI setting. We define for

this protocol the following parameters:
lln(%) ln(%)
= 5 = —_— 3.3

A=t (f) N % - <10gT(L22>> (3.4)

0 1= 2Perr + 4(z, (3.5)

where n is the length of Alice’s string, D is an upper bound on the size of dishonest Bob’s quantum memory (in
number of qubits), pe.. is the expected error rate between Alice’s and Bob’s strings X7 and X7 and ¢ is a given
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security parameter. We call h the Shannon’s binary entropy such that Va €]0, 1[, h(x)

—zlog(x)—(1—2z)log(l—x)

and we define the functions g as g(z) = h(z) +  — 1 and f as follows.

f(@):

0
g ' (z)

ifer<-1
if —1<z<i
ifi<z<i1

(3.6)

71— fix)

0.8 4

0.6 +

fix)

0.4 4

0.2 4

0.0

T
=1.5 =1.0

T
-0.5

T T T
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Figure 3.1: Graph representing the function f

Protocol 1: MDI-WSEE (from |21, Protocol II.1])

Inputs:

Bob’s strings X7 and XI due to noise.

strings (X7', ©7) and Bob has (X', ©7).
3. Both parties wait for a time At.

4. Alice sends OF over to Bob.

The security parameter € > 0, the length n > 0 of the string, D an upper bound on the size of
dishonest Bob’s quantum memory (in number of qubits), pe,» the expected error rate between Alice’s and

Here, ¢ and (7 are defined as in (3.3), A as in (3.4) and J as in (3.5).

1. For round ¢ until the total number of successful measurements is equal to n:
e Alice chooses (X;,0;) €y {0,1}* uniformly at random. She prepares and sends |X;)e, (where
[0Yg = |0), |1)o =|1), |0)1 = |+) and |1); = |—)) to the measurement station.

e Bob chooses (X;,0;) € {0,1}? uniformly at random. He prepares and sends |X1>® (where |0)g =
|0), [1)o = |1), |0)1 = |+) and |1); = |—)) to the measurement station.

e The measurement station performs a Bell state measurement on the two states it receives and
publicly reveals the outcome (or reveals that the measurement failed). Bob decides based on the
output of a successful measurement whether he should flip his bit X; or not.

2. Alice and Bob discard all the rounds in which a failure has been announced. Now Alice has the two

5. Bob computes the set Z C [1,7n] of rounds where ©; = ©; and discards the rounds i ¢ I. We now call
X7 the string formed by all the remaining bits X; with ¢ € Z.

The measurement station performs a measurement that is sometimes referred to as “probabilistic Bell measurement”.
These measurements measure two qubits which are projected onto orthogonal maximally entangled states. The
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outcome of such projections indicates to Bob whether he has to flip his bit x; in order to have the same than
Alice if they used the same encoding basis. The outcomes corresponding to operators that are not projections onto
maximally entangled states are considered as “failures”, just as when a qubit is lost before arriving to the station.

In order to perform the security proof, we need the following Lemmas:

Lemma 3.1. Leftover hash lemma with smooth min-entropy (as used in [13, Theorem II.3]).

Let pap B be a cg-state, R be a randomness extractor chosen from a 2-universal hash functions family Ry uniformly
and independently from A}B. Let K 4 be the classical register containing Ext(A}, R). Then, Ve > 0,

1

—_Loge . n —0)—
§HPKA,R,B_TKA®pR,B”1 < 97 s (Hain(AT1B)=0)~1 4 o

Intuitively, this lemma shows that the state obtained after the randomness extraction is (2_%(Hilin(‘4?‘3 )=O-1 4 25)—

close to a state in which K 4 is chosen uniformly and independent of R and B. If we choose a small enough ¢, these
two states can be made to be 3e-close. Note that this lemma corrects the mistake in the leftover hash lemma given
in [21, Lemma IV.1] by adding the missing factor of 1.

Lemma 3.2. Chain rule for the min-entropy (as used in [21, Theorem IV.2] and [13, Equation 16]).

If A, B are 2 classical registers and Q is a quantum register, we have
Hyin(A|BQ) = Hyyin (A[B) — log (dim (Q)) -

This means that by additionally obtaining the state in Q, a party holding B can reduce the entropy about the state
in A by at most the number of qubits in Q.

Lemma 3.3. Distance of a randomly generated code [21, Theorem IV.3].

Let C be a randomly generated [n, k] linear code. Then the distance d of the code satisfies, Vo € [0,1]

Pr(d < on) < 20— 1+h(G)n,

This lemma will be used as the reduction protocol requires to create a random [n, k, d] linear code C with d the
distance of the code such that

Lemma 3.4. Hoeffding’s inequalities (A specific case of [21, Theorem IV.5 ]).

Let X4,..., X, be n identically and independently distributed random variables such that Vi € [1,n],

¥, 0 with probability 1 — p
)1 with probability p '

Then, Ve €]0, 1]
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which gives us

In(z—1
n@)) < 2. (3.10)
From equation (3.8), we obtain, ¥Vt > 0

1 n
Pr (p - Yox, > t) < e(=2tn) (3.11)
i=1
Theorem 3.1. Security proof of the MDI-WSEE protocol

Protocol 1 gives a secure MDI (n,\, &, perr)-WSEE protocol, given that Bob’s quantum memory Q (in terms of
qubits) is such that log (dim (Q)) < D.

Proof. Let us start with the correctness:

If the two parties are honest, they both choose at each round X, XZ, ©; and ©; uniformly at random. This directly
results in X' being randomly distributed. In addition, Bob will have the same bit than Alice at each round in
which they chose the same basis (©; = 6, i), as he can flip his bit dependlng on the measurement station if X; ;é X;.
Honest Alice and Bob will have the same basis with probability 3, which ensures that Vi € [n], Pr (i € T) =

Finally, considering pe, as an input allows us to see that XI that Bob receives is actually XI =FE,,. (X1),asifa
bit flip happens before a qubit reaches the measurement station Bob will incorrectly flip (not flip) his bit if X; = X;

(if X; # X;).
Lemma 3.5 gives the proof for the security for Alice, and Lemma 3.6 shows the security for Bob. O

Lemma 3.5. Security for Alice for the MDI-WSEE protocol:

If Alice is honest and Bob’s quantum memory Q is such that log (dim (Q)) < D, then at the end of Protocol 1,
Bob’s uncertainty about Alice’s string XJ* is such that * H:, (XT|B) > .

n T min

Proof. If Alice is honest, the MDI situation is equivalent to the one where Alice sends her states directly to Bob
who performs the measurement. We can then adapt proofs for the non-MDI case. We can then use [28, Corollary
13] combined with [28, Lemma 23] to obtain

Hiim (XT'[B), = An, (3.12)
with A defined in equation (3.4). O

Lemma 3.6. Security for Bob for the MDI-WSEE protocol:

If Bob is honest, Alice does not learn anything about .

Proof. As explained in [21, Lemma IV.8 | that the scenario in which a dishonest Alice would send half of an EPR
pair to Bob is equivalent to the first step of the MDI-WSEE protocol when Alice is dishonest. The proof of the
security for Bob from [13, Theorem III.5] can then used here and adapted to the presence of noise as in [21, Lemma
IV.9]. This gives us that Z is uniformly distributed and independent of Alice’s register. O
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3.2 Randomized String Commitment (RSC)

3.2.1 Definition

Randomized String Commitment is a protocol in which Alice wants to commit a randomly generated bit string to
Bob. We want Alice to send some information to Bob during a so-called commit phase. At this point, Alice knows
the string she is going to commit to, but Bob does not. Later - during the open phase - Bob receives the string
Alice claims to have committed to, and he can use the information obtained in the previous phase to check that
she indeed committed to this string, and he accordingly either accepts or rejects the commitment. The essential
requirement is that Alice cannot change the string she commits to between the commit and the open phases without
Bob noticing, with a high probability. This protocol is a more general version of Bit Commitment (BC), because
Alice commits multiple bits at once.

The term randomized means that Alice does not get to choose the string she is going to commit to, it must be a
randomly generated string. In an RSC protocol, Alice receives a random string she commits to, and Bob receives
the fact that Alice committed to it both from the protocol. In the open phase, Alice reveals the string to Bob and
he can check the correctness of the commitment and learn whether Alice cheated.

We give here an informal definition of RSC, a formal definition can be found in Appendix A.

Definition 3.2. Randomized string commitment (informal):

We define a RSC protocol as in [21] with the following parameters:

e / is the length of the string that Alice will commit to

e ¢ is the parameter indicating the failure probability

A protocol implements an (¢, €)-randomized string commitment if it ensures the following properties:

Correctness: If both Alice and Bob are honest, Alice’s string Cf is chosen randomly and Bob accepts, with
a probability higher than 1 —e. .

Security for Alice: If Alice is honest, Bob cannot guess Alice’s string C{ before the open phase, except
with a probability smaller than . Such a protocol is said to be e-hiding.

Security for Bob: If Bob is honest, there exist a string C{ of length ¢ after the commit phase, such that the
probability that Alice opens to another string C{’ # C{ and Bob accepts it is smaller than . Such a protocol
is said to be e-binding.

3.2.2 An MDI-RSC protocol: from WSEE to RSC

In this section, we show that the RSC primitive can be reduced to the WSEE primitive. We assume that we
have a black box that performs a correct (n, A, €, per)-WSEE protocol and explain how one can obtain a correct
(£,32)-RSC protocol from it, as described in [11, Protocol II.C]. By using the MDI-WSEE protocol described in
Section 3.1, this reduction gives a secure MDI-RSC protocol.

With h the Shannon binary entropy, we take k to be the largest integer such that
k
n

<1-h(s)+ logn(a) (3.13)
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where ¢ is defined in equation (3.5). Note that this definition slightly differs from the one in [21], where they take
In (¢) instead of log (¢). This change has been made to correct the proof of the security for Bob, in equation (3.18).

In the following protocol, Cf represents the string Alice will commit to, where ¢ satisfies
1 1
l < ()\—h(6))n—2log(£)—ln(g), (3.14)

where A is defined as in equation (3.4).

Protocol 2: Going from (n (£,&), A (¢,€), &, perr) )WSEE to (£,2)RSC

Inputs: The security parameter € > 0, the length £ > 0 of the string to be committed, D an upper bound
on the size of dishonest Bob’s quantum memory (in number of qubits), pe,. the expected error rate between
Alice’s and Bob’s strings X7 and X7.

Preparation phase

1. Alice and Bob choose a number of rounds n such that n (A — h(6)) > £ + 2log(5-) + In(2), where A and
d are defined in equations (3.4) and (3.5).

2. Alice and Bob perform an (n, A, €, per)-WSEE protocol. At the end, Alice obtains X" and Bob obtains
(Xz1,7).

Commit phase

1. Bob checks that the length m of I is such that m > 5 — n(, otherwise he aborts the protocol.

2. Alice chooses a random [n, k] linear code C (with k defined in equation (3.13)) and computes the syndrome
of X7 given by w := Syn.(X}) € {0,1}"F.

3. Alice picks a random 7 from the 2-universal family of hash functions R} and computes C{ = Ext(X],r).

4. Alice sends w and r to Bob.

Open phase

1. Alice sends X{" to Bob.

2. Bob computes the syndrome of X7* with the code C and check that it is indeed equal to w. If it is not
the case, Bob aborts the protocol.

3. Bob finally checks that the proportion of indices in which X7 and X7 do not agree lies in the interval
1Perr — €T, Perr + Cz[. If it is the case, Bob accepts and outputs C} := Ext(X],r), otherwise Bob aborts
the protocol.

The expression of the parameter (7 is the same than the one for ( except with a string of length m, as (% —()n is
a lower-bound for |Z| during the protocol.

We will now prove that the protocol described allows to perform a secure RSC protocol given that the WSEE

protocol can be securely implemented. This proof is an adaptation of the proof in IV-B of [21] and the Theorem
IV.2 from [13].
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After the WSEE protocol, we call n the length of Alice’s string, and we define ¢ and (7 as in formula 3.3. We take
C a random [n, k] linear code with fixed k that satisfies 3.13.

If £ € IN is such that the equation (3.14) is satisfied, we are going to prove that the protocol described implements
a (¢,3¢)-RSC. In fact, the protocol will be 3e-hiding, 2e-binding and if both Alice and Bob are honest, the protocol
will be correct and accepted with a probability greater than 1 — 3e.

Regarding the security for Alice, we want to make sure that, with high probability, a dishonest Bob does not learn
C! before the open phase. Intuitively, this will be ensured through the correctness of the WSEE protocol - where
the security for Alice criterion bounds the knowledge of Bob about X}* - and by showing that giving Syn(X7') to
Bob does not increase Bob’s knowledge too much.

The security for Bob consists in ensuring that Alice cannot change her string Cf between the commit and the open
phases without Bob noticing it with high probability. Intuitively, Bob has two strings that help him detect whether
Alice has cheated: the syndrome Syn(X7") which indicates to him if Alice changed a small number of bits in X" and
his substring X7 obtained during WSEE which indicates to him if Alice changed a lot of bits. Indeed, a dishonest
Alice would have to find a string X{‘ that has the same syndrome as X7* and matches with X7 (except at about
Perr|Z| locations). We choose a random linear code (having a sufficiently large distance with high probability) such
that this happens with probability at most 2¢.

Theorem 3.2. The reduction shown in Protocol 2 implements a secure MDI (£,3¢)-RSC protocol, given that the
MDI-WSEE protocol used in the preparation phase is secure, the total number of rounds m is chosen to satisfy
equation (3.14) and the parameters of the [n, k] error-correcting code are chosen to satisfy (3.13).

Proof. Let us start with the correctness. If both parties are honest and Bob does not abort, the protocol is such that
the final joint state held by Alice and Bob is p, 5 = Perot i.e.Cf = Cf. The WSEE ensures that Alice’s string
1+1

X7 is uniformly chosen, just like the hash function 7. The output of randomness extraction C{ is then uniformly
random, and we have Porce = Totot-

We are now going to show that if both parties are honest, the protocol will be accepted with probability higher
than 1 — 3e. Bob can decide to abort the protocol at one of the three places: in the commit phase if m < 5 —n(,
in the open phase if the error rate between X7 and X7 does not lie within Perr — Cz5 Perr + 2] or if the syndrome
of X7 is different than w.

We can use the Hoeffding’s inequality (Lemma 3.4) of equation (3.9) by seeing the sampling of I as n independent
Bernoulli variables equal to 1 with probability p = % to show that Bob will abort in the first case with a probability
smaller than . In the second case, we can similarly show that Bob will abort with probability smaller than 2¢ using
equation (3.10). Finally, as the classical communication channel is assumed to be perfect, the last case will never
happen if Alice and Bob are both honest.

This gives us that Bob will incorrectly abort the protocol with probability at most 3¢, and the protocol is 3e-correct.

Lemma 3.7 gives the proof of the security for Alice, and Lemma 3.8 shows security for Bob. 0

Lemma 3.7. Security for Alice for the reduction protocol:

+21log(5)

Protocol 2 is 3e-hiding, as long as A — 1+ % >0 andn > ST1rt

given in equations (3.13) and (3.14).

, which is ensured by the conditions on k and ¢

Proof. Using these two equations we find that k + 1 > n — nh(d) + log(e) (as k is the largest integer that satisfies
equation (3.13)), therefore A\ — 1+ £ > ¢ —1+1log(5) +In() > —1>0if £ > 2.

After the preparation phase, the security for Alice criterion of the WSEE gives us that there exist an ideal state
oX7B such that Hpin(X7|B')s > An, and the real state PX7B produced by the protocol is at a distance smaller
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than € from oxpp/. This directly gives us that Hy;, (XT'|B), > An after the preparation phase. We can now use

the chain rule of Lemma 3.2 to have that after the commit phase,

cin (X7 |Bw) > An— (n—k) (3.15)

min

because of the length of the syndrome of an [n, k] error correcting code is n — k. Bob learning w = Syn.(X7') can
then only reduce his entropy about X' by n — k. We can rewrite it to have

k

H; . (XT|Bw) > nA—1+ —). (3.16)
n
We can now use the leftover hash lemma (Lemma 3.1) to obtain
1 € n
= Hpcf’R,Bw — Tt ® mele < 9 4 9 3HLL(XT[Bw)=0-1 _ 9. 4 9= 3(n(A-1+5)-0)-1 (3.17)
The protocol is then 2e + ¢/-binding where &’ = 2-2(n(A=1+3)-0-1  However, as n > % we have ¢/ < ¢ and

therefore the protocol becomes 3e-binding. O

Lemma 3.8. Security for Bob for the reduction protocol.

We show here that the protocol is 2e-binding, which means that if Alice changes her string before the open phase,
Bob will notice it with probability greater than 1 — 2e. This proof is mostly an adaptation to a WSEE protocol of
the proof in Lemma IV.4 of [13].

Proof. We will first prove that the randomly generated [n, k]-code has a distance d which satisfies equation (3.7)
with probability greater than 1 — ¢ as long as k was chosen to satisfy equation (3.13). 0

Using Lemma 3.3 with 6 = 2(perr + 2¢z), we find that

Pr(d < (2(perr + 2¢z))n) < 20 1TREOR,

From equation (3.13), we have (£ — 14 h(6))n = log(e).

We finally have
Pr(d < (2(perr + 2¢2))n) < 2'98(8) = ¢ (3.18)

therefore, Pr(d > (2(perr + 2(z))n) > 1 — €.

We can now recall that after the WSEE protocol, Alice has absolutely no information about the set of indices I that
Bob knows about her string. there exist a random string X{* such that Bob has a set of indices I and the substring
(with errors) X; of length m ~ 2. Let us call X7 the closest string from XJ' such that w = Sync(X}), X} the
string that Alice sends to Bob during the open phase, w = Syn.(X7), and C{ = Ext(X7,r) with r a randomly

chosen 2-universal hash function.

First, if Alice sends Xf = XJ' = X}, Bob will accept the protocol and output the commitment Cf = C{ which
corresponds to a correct protocol, we will then analyze the case in which X7* # XP. For this we want to evaluate
the probability of the event in which C’f # Of and Bob accepts the protocol. We can split this situation in two
cases: if Syng(X7) = w and if Syny(X7) # w. The second case has probability 0 to occur as Bob will never accept
the protocol if the syndrome he computes from Alice’s string is different than the syndrome w he received during
the commit phase. We can then write:

Pr(C! # Cf and Bob accepts) = Pr(Ext(X7,r) # Ext(X7,r) and Bob accepts|Syne (X7) = w)
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Note that due to the properties of the error- correcting code C, Syng(XJ') = w means that the distance between
X7 and X7 is at least 4, and due to our choice of X} the distance between X7 and X7 is smaller than £. Alice
then has to modify at least 4 5 bits of her string, and in order to not be detected by Bob during the open phase,
she must do it in such a way that X7 and X7 (the strings X{L and X7 sampled on the indices of 7) have at most
(perr + Cz)m distinct bits. We then want to have an idea of the number W of bits of X7 that Alice will flip. If
Alice has randomly flipped g bits among the n bits in X', a randomly chosen bit has a probability -2 5, to have been
flipped, and a random number m = |Z| of the n bits will be sampled by Bob.

We can now use the Hoeffding’s inequality of equation (3.11): If we call Xy,..., X, m random Bernoulli variables
that are equal to 1 with probab1hty then W can be seen as the sum these random variables, and we have

E(W) = g’f Note that as Bob is assumed to be honest, conditioned on not aborting we have m > (7 - §) n. This
gives us:

i=1

Pr(W < (——Cz ( (ZX>—§:XiZmCI>

In addition, if d > 2 (perr + 2{z) n as required in equation (3.7), we have m (% — Cz) > (perr + ¢z) m. This then
gives us that Pr(W < (perr + (z)m) < e.

We can put this together with equation (3.18), to find that the event of Alice cheating without Bob detecting it will
occur either if W < (perr + (z)m or if d < 2 (perr + 2¢z) n. Each event has a probability € of occurring, therefore
either of the events will happen with a probability smaller than 2e. We can then say that the protocol is 2e-binding.

3.3 Oblivious Transfer (OT)

As mentioned by the authors in [21], MDI-OT with imperfect photon sources is “difficult”, meaning that they could
not find a secure protocol to implement it. However, they give a lower-bound on Alice’s probability of cheating
which tends to % when the length n of the strings gets large. This could indicate that weaker primitives than OT
could be possible to do. After defining what is an OT primitive, this section therefore aims to present a review of
existing weaker OT-like primitives and summarize how they compare to each other. The work of Santos et al. [29]
helped us to perform this review.

3.3.1 Definition

We give here an informal definition of a randomized version of an OT primitive. A formal definition can be found
in Appendix A.
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Definition 3.3. Randomized 1-out-2 string Oblivious Transfer (informal):

We define an (f)—Randomized String Transfer protocol as in [21] with the following parameters:

e / is the length of the two strings obtained by Alice

e ¢ is the parameter indicating the failure probability

A protocol implements an (¢, ¢)-Randomized 1-out-2 Oblivious String Transfer if it ensures the following prop-
erties:

Correctness: If both Alice and Bob are honest, Alice’s strings S; and Sy are chosen randomly and Bob learns
only one of the two strings (the string he learns is chosen randomly), while Bob accepts with a probability
higher than 1 — €.

Security for Alice: If Alice is honest, she obtains two strings S; and Sy such that there is at least one of
the two strings that Bob is e-ignorant about. Such a protocol is said to be e-hiding.

Security for Bob: If Bob is honest, he receives after the protocol a randomly generated choice bit ¢ and an
£-bit string S., such that Alice is e-ignorant about c¢. Such a protocol is said to be e-binding.

3.3.2 An MDI-OT protocol

A protocol that implements MDI-OT with perfect single photon sources is given with its security proof in [21,
Protocol 11.2]. Let Sy and S; represent the strings of length £ Alice will send, where

A = h(perr) — O Ln n
(< ( (\F>) —D—1+2log(1— 1—82) (3.19)
2
and A is defined as )
- !
N o= : 5 (3.20)
with
1 1

&= [2-log 32In (2) % (3.21)

Protocol 3, from [21, Protocol 11.2]:

Inputs: The security parameter € > 0, the length ¢ > 0 of the string to be transferred, D an upper bound
on the size of dishonest Bob’s quantum memory (in number of qubits), pe, the expected error rate between
Alice’s and Bob’s strings X7 and X7z.

Preparation phase

£+D+1-2log(1—v1—¢?)

1. Alice and Bob choose a number of rounds n such that n > 2
)‘_h(perv‘)_o<ﬁ)

, where X is defined in

equation (3.20) and (3.21).
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2. Alice and Bob perform the (n,\, &, perr)-WSEE protocol given by Protocol 3.1.2. At the end, Alice
obtains X7* and Bob obtains (Xz,7).

Classical post processing

1. Bob checks that the length of Z is such that m > 5 — n(, otherwise he aborts the protocol. Bob then
randomly truncates the string Z for it to be exactly of length m := 3 — n(.

2. Bob picks a random subset of Z¢ := [n] \Z of size m called Zpqq and picks his random bit ¢ uniformly. He
then renames (Z,Zpqq) into (Z.,Z;—.) and sends (Zy,Z;) in this order to Alice.

3. Alice sends to Bob error correction information of length leako for the strings X7, and Xz, .

4. Bob uses the right syndrome to correct his string Xz. He aborts the protocol in case of a failure in the
error correction.

5. Alice picks two random function ro and r; from the 2-universal family of hash functions R}* and sends
them to Bob

6. Alice outputs (SpS1) := (Ext(Xz,,70), Ext(Xz,,71)) and bob outputs S, := Ext(Xz_,7.) and c.

In order to satisfy the security definition for OT, when an honest party aborts the protocol, the aborting party
will continue the protocol as if they were not aborting — in particular, they do not announce the abort event
until the end of the protocol — except that in the end, when the abort event is announced all honest parties
assign to their outputs uniformly random values

3.3.3 Impossibility result under the MDI setting with imperfect single photon sources

Protocol 3 was proven to be secure under the MDI setting with perfect single photon sources, however the authors
showed in [21, Theorem IV.20] that this protocol is not secure when Bob uses an imperfect single photon source. We
show here the attack strategy given in [21, Protocol I11.4] for a semi-honest Alice. Let M be the classical information
exchanged between Alice and Bob during the post processing of Protocol 3, and we call fy and f7 the functions such
that So = fo (X7, M) and S; = f1 (X}*, M). These functions correspond to the computations that a honest Alice will
do to compute the output strings Sy and S7. A dishonest Alice will in addition create two sets Zg and Zp using the
leakage of information due to multiphoton emissions. For Protocol 3, Zg (Zg) corresponds to the rounds where Bob
emitted multiple photons and Alice and Bob used the same basis (different bases). The following assumption [21,
Assumption IL.1] is made by the authors: we assume that there exist a function F' such that (Zg,Z;) = F (X', M),
on which fy and f; depends. We also assume that the event [(Zg UZg) N (Zo\Z1) # Dand (Zg UZp) N (Z1\Zo) # 0)
happens with non negligible probability, which is the case in Protocol 3.

Protocol 4: Alice’s attack strategy against Protocol 3 [21, Protocol I1.4]:

Inputs: X7, M,Z¢,1p

1. Alice computes (Zy,Z;) = F (X}, M)

2. Alice checks that (ZgUZg) N (Zo\Z1) # Pand (Zg UZg) N (Z1\Zop) # 0. If this is not the case, Alice
outputs ¢ €y {0,1}.

3. Alice randomly generates r €y {0,1}, and chooses the index i, €y Z,\Z1_» N (Zg UZR)

r if 7, € Zg

4. Alice outputs ¢ := o
1—r ifi.eZp
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From [21, Theorem IV.20], using this attack strategy on Protocol 3 allows Alice to cheat with probability Pgyess
such that ) ) )
Pguess > 5 + [1 - (1 - ’Y)Qm} X v y (322)
n

where -y is the proportions of rounds where Bob emits 2 or more photons, and v is the probability that Alice guesses
Bob’s encoding basis when he does so. This gives a lower-bound on Alice’s probability of cheating greater than
%. However, this lower bound approaches % when the number n of communication rounds grows large. This could
indicate that weaker primitives than OT which lets Alice cheats with a bounded advantage (say Pyyess < 0.6) may
be achievable. In the following section, we describe some weaker variants of OT to explore this possibility.

3.3.4 Weak OTs
3.3.4.1 Weakening the definitions

Since unconditionally secure OT is impossible without assumptions, research has been made to try to relax the
definition of OT in different ways. We will write (?)—OT to denote a primitive in which Alice sends n bits and Bob

receives 1 of them, and @)-OT’“ a protocol in which Alice has two k-bit strings and Bob receives only one of the
strings. @)—OT'C is also called string commitment, and we can see that (?)—OT is the same primitive as (f)—OTkzl.

A (f)—XOR OT is a primitive in which Alice will still send 2 bits by and b; but Bob can now receive one bit from
{bo, b1, bp ® b1} without knowing the other values, and without Alice knowing what did Bob received. A generalized
(f)—OT is a primitive in which Bob will choose one function f : {0,1}> — {0,1} and receive f(bg,b;1), without
learning anything about by and by other than f(bg,b1) and without Alice knowing f. We can see that the usual
(?)—OT primitive is a special case of generalized OT in which the set of functions f is restricted to choosing one of
the bits. Is has been shown in [7] that (f)—OTk can be reduced to slightly more than 4.8188k instances of generalized
(?)—OT . Finally, one more general (weaker) variant of OT is called universal (f)—OT. Here, Bob can choose any
type of information about the bits sent by Alice (including probabilistic information). Bob can for instance choose
to obtain noisy versions of the two bits (with some error probability €).

Another work [10] defines the security of OT probabilistically by the means of information leakage, and they give
a (?)—OT protocol that is secure in the bounded storage model.

3.3.4.2 'Weakening the bounds

We recall that in a @)—OTkprotocol7 a dishonest Alice will try to cheat by guessing the value of Bob’s choice bit,
and a dishonest Bob will try to cheat by guessing the string which does not correspond to his choice bit. We call
p% and pp the probabilities of winning for Alice and Bob in a given protocol. The aim of a safe OT protocol is to
have p% and p} corresponding to random guesses with a probability of % for each bit of secret information. For a

secure (f)—OTk scheme, pj should be 2% (the probability of correctly randomly guessing a k-bit) and p% should be
1

5
Some researchers have then tried to find protocols in which max(p%, p%) is not % but some constant between % and
1 (for a length of k = 1 bit). This means that a dishonest party has some known advantage which translates to a
greater chance of winning compared to performing random guesses. Several values of lower bound for the maximum
probability of cheating have been given in different protocols.

First, in 2013, the authors of [30] show that by noting the bias ¢ of a protocol as ¢ = max(p% — 1,p; — 3), OT
and randomized-OT are equivalent: we can build a randomized-OT with bias € from an OT protocol with bias
€, and vice-versa. The authors also show that for any quantum (f)—OT protocol that does not make assumptions
on the storage of malicious parties, the probability of cheating of both Alice and Bob is greater than 0.5852, i.e.

max(p%,pj) > 0.5852.
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In [31], it is shown that for any (?)—OT’“ protocol that does not make assumptions on the storage of malicious
parties, max(p%,p%) > 0.61, which gives a lower bound for string oblivious transfer that is independent of the
length k.

In [32], the authors introduce a framework for semi-random OT and show that the minimum achievable bound is
max(p%, py) > % ~ 0.67, and they give a protocol that achieves cheating probabilities of % for Alice and 0.729 for
Bob.

Later, in 2022, it is shown in [33] that under a more general setting, for any quantum (f)—OT protocol max(p%, py) >
0.5242. This is a looser bound than the one previously presented in [30]. However, the authors explain the difference
by the fact that the bound given is much more general compared to the other bounds restricted to certain OT

protocols.s

Below is a table that gives an overview of several OT and weak OT protocols proposed in the literature.

] Protocol \ Conditions/ assumptions\ Techniques used Alice security Bob Security
BBCS|2] Bob not allowed to BB84 coding Bob has no Alice has no
store any qubit information about | information about
Sl—c &
BBCS with
commit- Perfect storage Bit commitment on Bob has no Alice has no
ment[29] Assumes that BC is a fraction of Bob’s | information about | information about
possible encoded bits and Si_e c
bases for Alice to
check
e-OT|11] Noisy storage with WSEE Bob is e-ignorant Alice has no
perfect photon sources | Interactive hashing about S7_. information about
c
e-OT [34] Noisy storage (for WSEE Bob is e-ignorant Alice has no
Bob), imperfect single about S7_. information about
photon sources c
e-OT[21] MDI, bounded storage WSEE Bob is e-ignorant Alice has no
with perfect photon about S7_. information about
sources c
e-OT [§] DI, Bounded storage Self testing Bob is e-ignorant Alice has no
LWE assumption about S7_. information about
c
Weak OT [32] Unbounded memory, Unambiguous Py > 0.729 Py >3
perfect single photon quantum state
sources elimination

Table 3.1: Overview of various OT-like primitives

3.3.5 pj-weak OT

Here, we give the definition of a particular weak variant of OT where the probability for Alice to guess Bob’s choice
For convenience, we refer to this primitive as p%-weak OT. This is a weak
OT primitive that can be useful when there is a protocol that gives an advantage for Alice but not for Bob, and
In the next chapter, we will study the possibility of

bit is given by p% € ]%, 1[ and pp =

that advantage can be proven to be strictly smaller than 3.

L
2k

1
2

implementing this primitive using Protocol 3 under the MDI setting with multiphoton emissions.

Definition 3.4. Randomized 1-out-2 string p*-weak Oblivious Transfer (informal):

We define an OT protocol with the following parameters:
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e / is the length of the two strings obtained by Alice

e ¢ is the parameter indicating the failure probability

o Py — % is the advantage for Alice in predicting Bob’s choice bit

A protocol implements an (¢, ¢)-Randomized 1-out-2 String p%-weak Oblivious Transfer if it ensures the fol-
lowing properties:

Correctness: If both Alice and Bob are honest, Alice’s strings S; and Sy are chosen randomly and Bob learns
only one of the two strings (the string he learns is chosen randomly), while Bob accepts with a probability
higher than 1 — €.

Security for Alice: If Alice is honest, she obtains two strings S; and Sy such that there is at least one of
the two strings that Bob cannot learn anything about except with probability €. Such a protocol is said to be
e-hiding.

Security for Bob: If Bob is honest, he receives after the protocol a randomly generated choice bit ¢ and an
£-bit string S., such that Alice cannot guess c except with probability p%.
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Chapter 4

Contributions

This chapter describes the contributions made during this project.

1. Ribeiro et al. showed that using the decoy states technique in [21, Protocol I1.2] does not implement a secure
OT protocol. We extend this result by showing that even p%-weak OT is not achievable by using the decoy
states technique in [21, Protocol II.2] under the MDI setting and multiphoton emissions.

2. We are currently working to show that our analysis can be used to improve the rate of the MDI-BC pro-
tocol in [21, Protocol I1.3]. By rate we mean the number of random bits generated per round of quantum
communication.

3. We are also showing that the BBCS reduction from OT to BC [2] cannot be used to achieve a secure OT
protocol under MDI setting with multiphoton emissions.

4.1 On the impossibility of p%-weak OT primitives from [21, Protocol
I1.2]

As mentioned above, the protocol [21, Protocol I1.2] comes with a discussion on why this protocol will not allow to
perform MDI-OT when using imperfect single photon sources. The authors give a lower bound on the probability
for Alice to cheat, which may let us think that one could find a p*-weak OT protocol (Section 3.3.5) which allows
Alice to cheat with a probability strictly smaller than % + adv, where adv < % However, as we are going to see
in this section, this is not possible to do with [21, Protocol I1.2]. We are going to give here a cheating strategy for
Alice and show that this strategy gives her a probability of cheating that exponentially grows to 1 as the number
of communication rounds gets large.

4.1.1 Probability that Alice guesses Bob’s basis when he sends a given number of
photon

Theorem 4.1. Probability that Alice correctly guess Bob’s basis when he sends m > 1 photons

If Alice and Bob are in a protocol where Bob uses Weak Coherent laser Pulses as an imperfect single photon source
to send BB84 states and sends a number n > 1 of photons during one round, Alice has a probability of at most

max

phax =341 pr,o m— Phei mH < 1 to guess Bob’s basis, where pf_, . and p¥_, . are defined in equations
k) — — 1 — Y —

(4.9,4.10).
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Proof. We are deriving here the probability that on a given round, Alice correctly guess Bob’s basis based on the
number of photons he sent. Note that only in this section, we note n the number of photons sent during one round,
instead of the total number of rounds. From Section 4.1.2, n will denote the number of rounds in the preparation
phase of the OT protocol. Using Weak Coherent laser Pulses (WCP), if Bob chooses to encode his bits in the basis
0, he will send a state equal to

Phw =D PmPorm: (4.1)
n=0

where p,, denotes the probability that Bob’s source sends n photons, and

P6=0,2=0,m = |0>®m<0|®m (42)

PO=0,z=1,m = |1>®m<1|®m (43)

Po=1,0=0,m = [+)Z™(+|®™ (4.4)

Po=1,z=1,m = |_>®m<_|®m. (45)

O

If we note x the intensity (the average number of photons) of the WCP source, we have
_ e X™
Pm =€ " (4.6)

Dishonest Alice’s goal is to be able to distinguish, for a fixed number of photons n, whether the state is in
{P6-0.2=0.m> PI=0.0=1.m} OF in {ple,x:()’m,pf:l’z:l’m}. Alice will try to find the pair of measurement opera-
tors { Mg, M{},} such that measuring Bob’s state p® € {pfq .0 1> Plz0.o—1.m> Po=1.2=0.m" Poet o—1.m} Wil give
her the best guess about 6.

From [26, page 5.1.1], the probability of being able to correctly distinguishing between § = 0 and 6 =1 is given by

1 A 1 A 1 A 1 A
Psuce,m = itr (MO,mpg’:O,x:O,m) + Ztr (MO,mpeB=07x=1,m) + Ztr (Ml,mpg;l,x:o,m) + Ztr (Ml,mpgzl,le,m) : (47)

We have from the properties of POVM operators Mﬁ‘m =Tom — Mé‘}m, which gives us

1 1
Psuce,m = 5 + itr (MOIL}m (Pf:o,m - pgzl,m)) y (48)
where i 1
PeB:O,m = 5 (pGB:(),a::O,m + szo,le,m) = 5 (|O>®m<0|®m + |1>®m<1‘®m) (4.9)
and ) 1
pGB:Lm = 5 (pOB:L:L’:O,m + pOB:L:L’:l,m) = 5 (|+>®m<+|®m + |_>®m<_|®m) . (410)

The maximum probability for Alice to distinguish the two states is then given by

max _
psucc,m -

+ max  tr (M (pgo.m — Phe1m)) - (4.11)

1
2 0<M<lym

N =

From the definition of the trace distance (definition 1), this term can be written as

1 1
pIsI;Laé)z,m = 5 + 1 HpOB:O,m - pQB:LTTLHl . (412)

Computing the maximum probability of winning for Alice for various values of m gives the following graph:

We can put these numbers in a table, where we chose an intensity of y = 0.1:
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0.94

0.6 4

Figure 4.1: p2%  as a function of m

suce,m

Number m of photons 0 1 2 3 4 5 6
Dm, 0.905 | 0.090 | 0.004 | 0.00015 | 3.7x107% | 7.5 x 107% | 1.26 x 10~°
phax 0.5 0.5 0.75 0.933 0.967 0.984 0.992

We can see from this table that even if pgi% ,, gets close to one quickly, the probability of sending m photons

when m > 5 is really small, so most of the correct guesses from Alice will happen with a relatively small number of
photons emitted. This is why we do not consider m > 7 for the numerical calculations below.

Corollary 4.1. Probability that Bob emits 2 photons or more, and probability that Alice correctly guesses his base
when he does so.

If Alice and Bob are in a round of a protocol where Bob emits BB8/ states using Weak Coherent laser Pulses as an
imperfect single photon source with intensity x, then he has a probability v := L=z P

1-po
and Alice has a probability v := W of correctly guessing his encoding basis if he did so, where the values
2 Pm

{pm,m > 0} are given in equation (4.6) and pM2%  is given in equation (4.12).

suce,m

to send multiple photons

Proof. For a given intensity x used by Bob, we can evaluate 7y, the expected proportion of multiphoton emissions
(excluding zero-photon emissions) and v, the probability of predicting the basis choice correctly during a multiphoton
emission.

e Zm=aPm (4.13)
- 1-po '
o max
i P iy = (4.1)
N m=2Pm

O

We can do the calculation, taking x = 0.1 and ranging the number of photons emitted up to 6, to find that v ~ 0.756
and v = 0.049.

In order to compare the values obtained here with the work of Ribeiro et al, in which it is assumed that whenever
a multiphoton emission occurs Alice can guess Bob’s basis with probability 1, the following figure shows the value
of v as a function of the source intensity y > 0.

4.1.2 Estimating Alice’s cheating probability in [21, Protocol I1.2]

Let us recall that [21, Theorem IV.20] gives a lower bound on the probability that Alice has to cheat during Protocol
3 when Bob uses an imperfect single photon source which is strictly greater than %, as described in Section 3.3.3.

However, this is not a lower bound which clearly tends to 1 when the number of rounds gets large, and this may
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Figure 4.2: v as a function of x. We can see that the value of v is always far from 1.

suggest that p%-weak OT is possible to achieve from this protocol, if one manages to find an upper bound on the
probability that Alice has to cheat which is strictly smaller than 1. However, Theorem 4.2 states that this is not
the case, by showing a new attack strategy for Alice.

Theorem 4.2. Impossibility of p* -weak OT from [21, Protocol II.2] under multiphoton emissions

When Alice and Bob perform the protocol [21, Protocol I1.2] and Bob has access to an imperfect single photon source

which sends 2 photons or more with probability v and Alice has a probability v of correctly guessing his encoding
2 (0,12
basis when he does so, Alice can guess Bob’s choice bit with a probability Pyyess > 1 — e~ = , where n is the

number of quantum communication Tounds, using the attack strategy described in Protocol 5. This gives a better
strategy for Alice to cheat against Protocol 8 compared to the attack described in Protocol 4 given by [21].

n

Proof. We define here a cheating strategy for Alice and show that this cheating strategy gives her a winning
probability that grows to 1 as the number of rounds n gets large. O

Let’s first recall the key elements of the MDI-OT protocol |21, Protocol I1.2]. Alice and Bob will start performing
a WSEE-like protocol in a so-called “preparation phase” which outputs to honest Alice a bit string X7* ¢ {0,1}™,
while honest Bob receives a subset of indices Z Cy [n] of length approximately %, as well as the string Xz =
{Ep.,.(X;),i € T}. However, the fact that Bob uses imperfect photon sources will leak information to a dishonest
Alice, and she will try to guess for certain indices whether they are in Z or not. We can say that a dishonest Alice
will build two sets Zg,Zp C [n] of combined length |Zg UZpg| ~ yn such that Zg N Zp = 0, and Vi € Zg U Zp:

if ©+ € Z then i € Zg with probability v or ¢ € Tp with probability 1 — v

if i ¢ 7 then ¢ € Z; with probability 1 — v or ¢ € Zg with probability v

After the preparation phase, Bob will create a set of indices Z' := [n]\Z, randomly choose a bit ¢ € {0,1}, and
rename (Z,Z') into (Z.,Z; _.) before sending (Zy,Z;) over to Alice through a classical channel. The aim of dishonest
Alice is to correctly guess Bob’s choice bit c.

One strategy for a dishonest Alice to cheat is to compute the numbers |Zg N Zy|, |Ze N Z1|, |Zs N Zo| and |Zp NZ;|.
We can see that from the definition of Zg and Zp, if v is large we expect |Zg NZ.| and |Zp NZ;_| to be greater
than the two other values, which will allow Alice to guess ¢ with a high probability. We then give the following
strategy for Alice, where the function F' is described in Section 3.3.3:

Protocol 5: New Alice’s attack strategy against Protocol 3:

Inputs: X{*, M,Zq,Ip
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1. Alice computes (Zy,Z;) = F (X}, M)

2. Alice outputs

. {0 if |Te N To| + |Zp N 71| — [Te N Ta| — |Tp N To| > 0

1 otherwise

(4.15)

In order to compute a lower bound on Alice’s probability to cheat, we call Z the random variable such that

Z = |IG ﬂIo\+|IB ﬁIl|—|IG ﬁIl‘ - |IB ﬁIo|.

(4.16)

If we restrict ourselves in the case where ¢ = 0 (the result holds when ¢ = 1 for symmetry reasons), we can see that

Pjuess =Pr(¢=0)=Pr(Z>0). (4.17)
We will use a more general version of the Hoeffding’s inequality: if X1, Xs,..., X, are m identically and indepen-
dently distributed random variables such that Vi € [m], X; € [a, b], then Vt > 0,
m m 1t2
Pr (Z X, —FE (Z Xi> < —t) < ¢ m-a? (4.18)
i=1 i=1
We can now see that Z is a sum of n independent variables: Z = >"" | Z;, where
0 if Bob sent 1 or 0 photons
Z; = { +1 if Bob sent more than one photon and i € (Zg NZy) U (Zp NZ4)
—1 if Bob sent more than one photon and i € (Zg NZy) U (Zg NZy),
Vi € [n]. We can see that the probability distribution of Z; is given by
0  with probability 1 —~
Z; =< +1 with probability yv
—1  with probability v (1 — v),
Vi € [n]. We then have using Hoeffding’s inequality, for ¢ > 0,a = —1,b =1,
t2
Pr(Z—TF(Z) < —t) < e,
we can take t = E (Z) = yn (2v — 1), and we are left with
2[yn(2v—1)]2
Pr(Z<0)<e ~ 4= (4.19)
22 (ev-1)?
Pr(Z<0)<e ™ > (4.20)
Having Pyyess = Pr(Z > 0), we finally have
2(2v—1)2
Ppuess > 1— e 050 (4.21)

This gives us a lower bound on the probability that Alice has to guess Bob’s bit correctly which tends to 1 when n
gets large (as v > 3), which indicates that not any form of weak OT can be achieved using [21, Protocol I1.2].
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4.2 Investigating a reduction from OT to BC under the MDI setting
with imperfect sources

The authors in [25] show a reduction which allows to obtain a secure OT protocol from a BC black box, this
reduction is called the BBCS protocol. We will assume here that we have a secure MDI-BC protocol safe under
multiphoton emissions (for instance, the MDI-RSC protocol from [21, Protocol I1.3]) and investigate whether such
a reduction allows to build an MDI-OT protocol secure under multiphoton emissions. Note that if one has access to
a secure protocol for randomized string commitment, they can build a secure non-randomized string commitment
protocol, as explained in [13, Section IV.A]: if Alice wants to commit to an input string Y; and receives a random
committed sting C{ during the commit phase of the protocol, she can send M} := Yy @® C{ to Bob at the end of this
phase, who can discover Y{ at the end of the open phase (where he receives C{) by computing M{ & Cf = Y. If the
original randomized string commitment is secure for Alice, Bob has no information about C{ in the commit phase
and M{ can be seen as a one-time pad encryption of Alice’s string, proving security for Alice. Nothing changes
regarding the security for Bob as the string on which Alice and Bob perform the commitment is still actually CY.

4.2.1 BBCS MDI-OT protocol with perfect single photon sources

The BBCS protocol can be found in [25] and allows to build safe Oblivious Bit Transfer from Bit commitment, with
non-MDI settings and assuming no bit flips in the quantum communication channel. The security proof for this
protocol can be separately found in [35] (security for Alice) and [2] (security for Bob). A proof was later provided
using a framework for analyzing sampling strategies by Bouman [36], on a slightly modified version of this protocol.
In [37, Section 6.1], a protocol is given to implement oblivious string transfer from the BBCS protocol, using hash
functions instead of parity values.

We now present an altered version of this protocol to provide security under the MDI setting with the bounded
storage assumption. This version also outputs a randomized string in order to match with Ribeiro’s protocol for
Randomized Oblivious String Transfer [21, Protocol II.2]. Similarly to [21, Protocol I1.2], we make use of an
intermediate measurement station to construct a secure protocol under the MDI setting.

We define for this protocol the parameter

= m;f) (4.22)

and we note A := % the rate of the protocol, where /¢ is the length of the strings Sy and S; and 2n is the total
number of quantum communication rounds.

Protocol 6: Modified BBCS for (?)—Randomized Oblivious String Transfer from Bit Commitment (MDI)

Inputs: The security parameter ¢, the length £ of the strings Alice will receive, a bound D < n on the size of
Bob’s quantum memory (in number of qubits).

1. For round 4 € [1,2n], where n > 8¢+ 4D:
(a) Alice chooses (X;,©;) €y {0,1}? uniformly at random. She prepares and send |X;)e, to the
measurement station.

(b) Bob chooses (X;,0;) €y {0,1}2 uniformly at random. He prepares and send |)A(i)@i to the mea-
surement station.

(¢) The measurement station performs a Bell measurement on the two states it receives and publicly
reveals the outcome (or reveals that the measurement failed). Bob decides based on the output of
a successful measurement whether he should flip his bit X; or not.

2. Fori € [1,n]:
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(a) Bob commits to ()A(Z,é,> and ()A(n,+i,@,L+1;).

(b) Alice chooses f; €y {0,1} and announces it to Bob.
(
(d
(e) if f; =0 then Alice sets ©; < ©,,4; and X; + X,,4;, and Bob sets 0, @nﬂ- and X; « Xnﬂ-.

)
)
¢) Bob opens his value (anfiﬂ-, énxfi+i).
) Alice checks that O,y f,4+; = énxfiﬂ- = Xpxfiti = anfiﬂ-, otherwise she aborts the protocol.
)
3. Alice announces O} = (01,...,0,) to Bob, who computes the set Z of rounds where ©; = 6,.

4. Bob checks that |Z| > n (3 — () =: m. If this is the case, he randomly truncates Z so that [Z| = m,
otherwise he aborts the protocol.

5. Bob randomly generates his choice bit C €y {0, 1}

6. Bob picks a random subset Z’ of [n]\Z of size m, and he renames (Z,Z’) into (Z¢,Z1—¢) before sending
(Zo,7;) to Alice.

7. Alice chooses two 2-universal hash functions rg, 7y €y R and sends them over to Bob.
8. Alice outputs (S1, So) = (Ext (Xz,,70), Ext (Xz,,71)).

9. Bob outputs S¢ = Ext (Xz,,,7¢).

Note that this protocol assumes that there are no bit flips in the protocol (p., = 0). For a protocol which accounts
for bit flips (perr > 0), see Section 4.2.3.

4.2.1.1 Differences between the two MDI-OT protocols

The steps 1 to 4 of Protocol 6 can be seen as giving the same output state as the preparation phase of [21, Protocol
I1.2], and we follow the same classical post processing. This classical post processing is also close to the one done
in the original BBCS protocol (the major changes being the size of Zy and Z;, and the output of strings using hash
functions). We make sure that Bob does not keep qubits without measuring them using bit commitment. The 2n
rounds then correspond to n code bits (which will be used in X7') and n check bits (which are used for Alice to
know whether Bob has tried to cheat by not measuring the qubits).

One important difference between these two protocols is with respect to the party for which we make the bounded /noisy
quantum storage assumption. If we use [21, Protocol I1.3] for implementing the bit commitment in Protocol 6 for
MDI-OT, the bounded /noisy storage assumption has to be made on Alice’s quantum memory. In Ribeiro’s protocol
for MDI-OT |21, Protocol I1.2], the assumption is made on Bob’s storage. According to |37, Corollary 6.2], the
protocol is computationally secure against a dishonest Bob, as long as £ < %, without making the bounded /noisy
quantum storage assumption on Bob.

Knowing this, as reductions of secure function evaluation to OT can involve oblivious transfers from Alice to Bob and
from Bob to Alice, one could design reductions which only imply the bounded storage assumption on one of the two
parties (for instance the client in a client-server scenario) using one or the other of these two OT implementations
to ensure that the same party is assumed to have bounded storage.
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4.2.1.2 Security of the BBCS MDI-OT protocol with perfect single photon sources

We prove here the security of Protocol 3 in the bounded storage model. Note that we make here the assumption
that Bob has a bounded storage, and using an MDI-BC protocol for Bob to commit his measurements to Alice will
likely require to make the bounded storage assumption on Alice as well.

Theorem 4.3. Security of the BBCS MDI-OT protocol

We prove here that the protocol is e-secure, if n > 8¢ +4D, where D is an upper bound on the size of Bob’s quantum
storage. In particular, the protocol is e-correct, (¢ = 0)-hiding, and (¢ = 0)-binding.

Proof. Let us start with the correctness: if both Alice and Bob are honest and Bob does not abort the protocol,
the protocol runs correctly. Indeed, if Bob is honest, Alice will not abort the protocol. Bob can abort in step 4 if
|Z| is too small, which happens with probability at most ¢ using Hoeffding’s inequality.

Regarding the security for Alice, if Bob is dishonest, we can use a similar argument as in [21, Figure 7] to see
that the MDI situation is equivalent to the one where Alice sends her states directly to Bob who performs the
measurement. We can then use the proof regarding the non-MDI case [37, Corollary 6.2], where Protocol 3 can be
seen as the compilation C* of a BBCS protocol without commitment, where o« = % is the proportion of the rounds
used for the verification of the commitments. This theorem then tells us that the protocol is unconditionally secure
against a dishonest Bob as if v = %, we have v < i — 2\

For the security for Bob, during the steps 1 to 4 and assuming that Bob uses a perfect single photon source, Alice
does not get any information about the bases ©; that he did not commit to due to the BB84 encoding. As Alice and
Bob will later use the rounds to which Bob did not commit to, even an imperfect bit commitment scheme does not
allow Alice to gain information. Alice then has no information about Z and has no way of distinguishing between
Z. and Z;_.. Alice can then only randomly guess C, and the protocol is (¢ = 0)-binding. O

4.2.2 Attack strategy against the BBCS MDI-OT protocol with multiphoton emis-
sions

We recall here that in order to cheat, a dishonest Alice will try to guess Bob’s choice bit ¢. We will adapt here the
cheating strategy for Alice from the one described against the protocol [21, Protocol I1.2]|. As in this proof, Bob will
use an imperfect single photon source (for instance weak coherent laser pulses) which emits 2 photons or more with
probability . For a round where Bob emitted multiple photons, a dishonest Alice controlling the measurement
station has an average probability v < 1 to guess Bob’s encoding basis.

In the BBCS MDI-OT protocol, dishonest Alice is able to arbitrary choose the value f; in the step 2, allowing her
to choose between the rounds n and n + ¢ if one of them represents a multiphoton emission. We will then consider
that after step 2, a round ¢ € [n] represents a multiphoton emission with probability v/ =1 — (1 — 7)2 > v, and for
each of these rounds, Alice will in average guess the basis with probability v.
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Alice can then use the same attack strategy as the one given to attack |21, Protocol I1.2], and she will obtain an
overall cheating probability
_n'yl2(2u71)2
Pquess Z 1- € 2

Claim 4.1. This result suggests that any protocol for OT using a Weak String Erasure-like protocol as part of it
with a classical post-processing similar to the one done in [21, Protocol I1.2] will be vulnerable for Bob under the
MDI setting if he uses an imperfect single photon source. Indeed, the multiphoton emissions will leak information
about Z (the set of rounds where Alice and Bob used the same basis), allowing her to guess which of the two sets
Ty and Z; contains rounds that corresponds to Bob’s set Z, letting her guess C' with a high probability.

4.2.3 BBCS MDI-OT protocol to deal with bit flips

We now present an altered version of this protocol to provide security under the MDI setting and account for bit
flips using error correction and an accumulator which aims to help Alice detecting whether Bob has likely tried
to cheat by wrongly committing to too many measurements. We do not give here a security proof but we let this
protocol as a potential lead for future work.

(1)

2n

We define for this protocol the parameter ¢ :=

Protocol 7: Modified BBCS for (?)-Randomized Oblivious String Transfer from Bit Commitment (MDI)
accounting for bit flips

Inputs: The security parameter ¢, the length ¢ of the strings Alice will receive, a bound D < n on the size of
Bob’s quantum memory (in number of qubits).

1. For round i € [1,2n], where n > 8¢+ 4D:
(a) Alice chooses (X;,©;) €y {0,1}? uniformly at random. She prepares and send |X;)e, to the
measurement station.

(b) Bob chooses (X;,0;) €y {0,1}2 uniformly at random. He prepares and send |Xl>(_) to the mea-
surement station.

(¢) The measurement station performs a Bell measurement on the two states it receives and publicly
reveals the outcome (or reveals that the measurement failed). Bob decides based on the output of
a successful measurement whether he should flip his bit X; or not.

2. Alice initializes her accumulator A to 0.
3. For i € [1,n]:

(a) Bob commits to ()A(z,él) and ()A(nﬂ,(:)n“).

(b) Alice chooses f; €y {0,1} and announces it to Bob.
(
(d
(e) if f; =0 then Alice sets ©; « ©,,4; and X; + X,,4;, and Bob sets @1 — én+i and X’l — Xn+i.

)
)
¢) Bob opens his value (X'nxfﬁi, (:)nxftﬂ-).
) Alice checks that ©,, f,4+; = én,xf71+i = Xoxfiti = )A(nxfi+,;, otherwise she adds 1 to A.
)

4. Alice verifies that the value A lies in the interval |(perr — C) 15 (Perr + ) n], otherwise she aborts the
protocol.

5. Alice announces O} = (01, ...,0,) to Bob, who computes the set Z of rounds where ©; = 6,.

6. Bob checks that [Z| > n (3 —¢) =: m. If this is the case, he randomly truncates Z so that [Z| = m,
otherwise he aborts the protocol.
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7. Bob randomly generates his choice bit ¢ €y {0,1}

8. Bob picks a random subset Z' of [n]\Z of size m, and he renames (Z,Z') into (Z.,Z;—.) before sending
(Zo,Z7) to Alice.

9. Alice sends Bob error correction information for the strings X7, and Xz, .
10. Bob uses the error correction information to correct his string X, .
11. Alice chooses two 2-universal hash functions rg,r7; €y R and sends them over to Bob.
12. Alice outputs (S1,S0) = (Ext (Xz,,70), Ext (Xz,,71)).
13. Bob outputs S, = Ext (Xz,,7.).

4.3 Improving the rate of protocol [21, Protocol I1.3]

This section was motivated by our calculation of v in equation (4.14) that shows that we do not have to make the
assumption that v = 1 i.e. Alice correctly knows Bob’s basis whenever a multiphoton emission occurs. The aim
to show that not making the assumption ¥ = 1 gives a smaller lower bound on the minimum distance of the code
d from equation (4.46), which will then allow to use [21, Protocol I1.3] with less quantum communication rounds
while keeping the same length of committed string ¢.

We start by removing a circularity error in the parameters defined in [21, Lemma IV.19], using the work of Juliette
van Mil, who is currently working on her master thesis project in order to give protocol |21, Protocol I1.3| without
these circular parameters (Section 4.3.1). We also rewrite one lemma which gives the security for Bob for this
protocol ([21, Lemma IV.19]) to correct the derivation and more easily adapt it to the case v < 1, and we finally
take v < 1 to provide a tighter lower bound on the rate of the protocol without affecting its overall security.

4.3.1 Corrections on the MDI-RSC protocol [21, Lemma IV.19]

Let us first recall the parameters of the protocol: Alice and Bob will use imperfect single photon sources which emits
2 photons or more with probability v € [O, % [ We assume that bit flips can happen in the quantum communication
channel with probability pe,., and Alice and Bob give in input the security parameter € as well as D an upper
bound on the size of Bob’s memory (in qubits). In order to circumvent the information leakage from multiphoton
emissions, Alice and Bob will use decoy states. They chose a number g > 2 of decoy states intensities, and they chose
the probability distributions (pa.,Pa,, - - - ,padq) and (po,,Po,, s - - - ,pbdq) as well as the intensities {as, aq,,...,aq,}
and {bs,bq,,...,bq,}, where as and b, are the signal intensities. For instance, if i € [q], Alice will use the intensity
aq; with probability p,, . If n is the number of quantum communication rounds which have not been discarded at
the end of the preparation phase of Protocol 8, we define the following parameter:

¢ = m;s) : (4.23)

The parameter af defined in [21] is used at the beginning of the protocol [21, Protocol II.3] but its value depends
on parameters that are obtained during the execution protocol, which causes circularity issues. According to van
Mil’s work, we can use instead another parameter & := (v + 1) ;—C such that o < &% in the beginning of the
protocol to fix the circular definitions. We can also define the parameter &4 := (y + 1) p2T<.' We can then use these

non-circular parameters at the beginning of the protocol (to define n*), and keep the values from the original paper
for the rest of the computations. From this, we define the following parameters:
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In (&
(= \/ 2(1_7(_)(13)n (4.24)

{7 := min % ¢t (1;15713&3) F] (4.25)
(z:= z(gl—lg))n (4.26)
Cznr = \/ 21+ Cf)h(ll(i_)v ~aB)n (4.27)
=2 |(3+G) (+6%) 4+ Gop (127 - ) 4 Lo (1.29
=f<—§> —(r+ AB)—%a (429)

where the function f is defined in equation (3.6).

Van Mil and I decided to introduce new notations that are hopefully more intuitive than the ones in the original
paper. Following the notations in [11], we call every parameter that comes from a concentration bound with the
letter (. Here is a table showing the equivalence between our notations:

Ribeiro’s notation [21] | e | a1 [ a2 [ o] [ o] [ a3 | B2, B8 | af,af
Our notation Perr | C 1 G| GG [ B8] [ata?

Table 4.1: Summary of our notations

We give here the MDI-BC protocol from Ribeiro’s paper:

Protocol 8: Corrected MDI-RSC protocol |21, Protocol 11-3]

Inputs: Security parameters € and €; (€7 is used to compute the bounds using the decoy states technique, see

[21, Lemma IV.15]), ¢ the length of the committed string, the parameter v € [0, 5[ which is the probability

of multiphoton emissions, the maximum size D of Bob’s quantum memory, the expected proportion of bit
flips perr, the probability distributions (pa,,pa,, - - - ,padq) and (pp,,Pby, s - - - ,pbdq) as well as the intensities

{as,aq,,...,aq,} and {bs,bq,,...,bq,}.

Preparation phase

1. Alice and Bob start by agreeing on the total number of round N. N is such that

ln(%)
2N

p— N >n*, (4.30)

where p is the probability that a round 7 is not discarded if both parties are honest and n* is the smallest
integer solution to
1 1
- A—h(9)

where A and 0 are in equations (4.28) and (4.29). We have p = pa, X pp, X (1 = Ptaitfa,b. )-

(4.31)

2. For round i € [N]:
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e Alice chooses (X;,0;) €r {0,1}? uniformly at random and chooses a € {as,aq,,...,aq,} according to
her probability distribution. She prepares a signal of intensity a encoding X; in the basis ©; and sends
|X:)e, (where [0)g = |0), [1}g = |1), |0)1 = |+) and |1); = |—)) to the measurement station.

e Bob chooses (X;,0;) €x {0,1}2 uniformly at random and chooses b € {bs, ba,, .. ., ba, } according to his

probability distribution. He prepares a signal of intensity b encoding X; in the basis ©; and sends |)A(i)éi
(where |0)g = 10), |1)o = |1), |0)1 = |+) and |1); = |—)) to the measurement station.

e The measurement station performs a measurement on the two states it receives and publicly reveals
the outcome (or reveals that the measurement failed). Bob decides based on the output of a successful
measurement whether he should flip his bit X; or not.

3. Alice and Bob publicly announce the intensities they have used for every round ¢ € [N]. We call f, and f3,
the fractions of rounds in which respectively Alice and Bob used their signal intensity when the measurement
succeeded and the other party also used their signal intensity.

1
4. Alice computes 4 = ;I(lflA)) where n denotes the number of rounds where she used her signal intensity

and the measurement succeeded. She checks that f,_ > p,. — 84, otherwise she aborts the protocol.

T
5. Bob computes 37 := ;IZT(L%)) where n® denotes the number of rounds where he used his signal intensity

and the measurement succeeded. He checks that f,. > p.. — 37, otherwise he aborts the protocol.

6. The number of round in which both Alice and Bob used their signal intensities is denoted as n = f;,_ x (n4) =
fa. % (nP). Using the decoy states Alice estimates a lower-bound L4 for n{! (as given in [21, Lemma IV.15])
which is the number of rounds where the Bell measurement succeeded and Alice emitted exactly one photon
with intensity as. If Uas :=n — Lay > (v + aA)n, Alice aborts the protocol.

7. Using the decoy states Bob estimates a lower-bound Lg; for n® (as given in [21, Lemma IV.15]) which is the
number of rounds where the Bell measurement succeeded and Bob emitted exactly one photon with intensity

bs. If Uy :=n — Lpy > (v + a®)n, Bob aborts the protocol.

8. Alice and Bob discard all the rounds where a failure has been announced, and where the intensities used

. . @+210g(é)+1n(%)
by Alice and Bob are not as and bs. Alice and Bob check that n > ——he and abort the protocol

otherwise. Now Alice has the strings X{* and ©} and Bob has the strings X{‘ and (;)?

9. Both parties wait for a time At.

10. Alice sends ©F to Bob through a classical channel.

11. Bob computes the set of rounds Z where ©; = ©,. He discard every rounds which are not in 7.

Commit phase

1. Bob checks that the length m of Z is such that m € [% —nC, 5 + nd, otherwise he aborts the protocol.

2. Alice chooses a random [n, k] linear code C with k the largest integer such that £ <1 —h(8) + % and
computes the syndrome of X} given by w := Syn,(X7) € {0,1}"~*.

3. Alice picks a random 7 from the 2-universal family of hash functions R? and computes Cf := Ext(XJ, 7).

4. Alice sends w and r to Bob.
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Open phase

1. Alice sends X{" to Bob.

2. Bob computes the syndrome of X{* with the code C and check that it is indeed equal to w. If it is not
the case, Bob aborts the protocol.

3. Bob finally checks that the proportion of indices in which X7 and X7 do not agree lies in the interval
|Perr — €T, Perr + Cz[. If it is the case, Bob accepts and outputs C} := Ext(X7,r), otherwise Bob aborts
the protocol.

Lemma 4.1. Decoy states technique (from [21, Lemma IV.15])

Take e,e;1 > 0. Let H € {A, B} denote one of the two parties, Alice and Bob. Let €,é and Ly1 be parameters
whose values are as defined in [21, Lemma IV.15]. Then, if nil > Ly in step 2 of Protocol 8, the proportion of
multiphoton emissions from Bob is at most v + o', except with probability 16 (e + & + &) + Se;.

Theorem 4.4. Security proof for Protocol 8.

Let €,¢e1,¢,€ be as defined in Lemma 4.1. If the sources used by the two parties are sufficiently good, i.e,
>21b,
< P, T=po) < Pa.?- (4.32)

then Protocol 8 gives a secure MDI (¢,9¢ + 32 (e + € + €) + 16¢1)-RSC protocol.

Proof. The correctness and security for Alice are respectively proven in [21, Lemma IV.14] and [21, Lemma IV.17].
In particular, the protocol is (9e + 32 (e 4+ & + &) + 16¢; )-correct and (3e + 16 (e + & + &) 4 8¢1)-secure for Alice.
Lemma 4.2 shows that the protocol is (2¢ + 16 (¢ + € + &) + 8¢y )-secure for Bob. O

Lemma 4.2. Security for Bob in Protocol 8

In order to help the derivations of the improved rate and correct potential derivation errors, we rewrite here the
proof of [21, Lemma IV.19], which corresponds to the proof of the security for Bob, to detail the calculation steps.
The difference between this lemma and the derivation with perfect single photon sources (Section 3.8) is that Alice
now has some information about Bob’s set of indices Z due to multiphoton emissions. The aim of this lemma is to
show that we can still take a code with a sufficiently high distance d so that a dishonest Alice will cause Bob to
abort the protocol (i.e. she flips a proportion higher than (pe,. + (z) of the bits in Z) with high probability, when
trying to flip at least g bits of her bit string X7

Let T' C [n] denote the set of all transmissions for which Bob has emitted multiple photons. We assume here that
v = 1 (this is the assumption made in [21, Lemma IV.19]), which implies that Alice knows the sets Zg :=Z NT
and Zp := ZNT. Note that we obtain different values for 6 and 3 (a3) compared to Ribeiro et al, as we believe
this is the correct derivation.

We want to estimate an upper bound on ’f N F|, which is the number of bits that Alice can flip safely in X7'. In
order to give this upper bound, we have from 4.1 that after the protocol and using the decoy state technique, the
upper bound Upgs that Bob computes is greater than n§2 except with probability 16 (e + & + €) 4 8¢1. If Bob does
not abort in the step 7 of the protocol, there are then at most (’y +aPf ) n rounds in which Bob emitted 2 or more
photons, except with probability 16 (e + € + &) + 8¢; . This means that
IT| < (’y—l—aB)n (4.33)
‘f’ > (1—7—0{3) n, (4.34)

except with a small probability.
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We can then use Hoeffding’s inequality and the fact that Z is randomly and uniformly sampled from [n] to see that

_ 1 In (%) - 1 N\ =
|ZNT| < (2 + 2 f] ) IT| < (2 +<F) IT| (4.35)
except with probability € + 16 (¢ + ¢ + &) + 8¢;, where
In (¢)
Cl" - \/2(:[_,V_O{B)Tl' (4.36)

In addition, if the protocol does not abort then the total number of rounds in Z is |Z| > (% — () n. We can directly
see that

|ZNT|=T|+|ZnT|-|Z|
1 _
<irl+ (5460 -1z

I+ (5+6) (- I0D - 7]

— <;_CF> |F|+<;+Cp>n—|1|
< (;—Cf\) (v—i—aB)n—&—(;-i-Cf)n—(;—C)”

B
< <7+2a +(1—7—a3)gf+g> n, (4.37)

except with probability € + 16 (¢ + € + &) + 8e¢;.

We can rewrite this upper bound as
- 1
ZnT| < <2+§I) (v+aP)n, (4.38)

H(1—7—=a)¢r

except with probability € + 16 (¢ + ¢ 4+ €) + 8¢1, where (7 = min {;, —FaT

. We will then use equation

(4.38) as an upper bound on |f N F’, except with probability € + 16 (¢ + & + ) + 8e;.

Dishonest Alice still has to flip at least % — (% + Cj—) (fy +aPf ) n bits outside of ZNT . However, Alice knows that
any flip in ZN T will be detected by Bob, so she will probabilistically only flip bits from I', which has at least
(1 —y—aPf ) n rounds. The choice of the bits to flip within I' is then equivalent to uniformly sampling without
replacement at least % — (% + §f) (fy + aB) n bits out of at least (1 -y — aB) n positions.

Let us denote by Wg the number of rounds belonging to Z N [ that Alice will flip her bits when she flips g —
(% + g) (’y +af ) n bits within I'. Let us note that the probability that a given round i € T gets flipped by Alice
is given by

N (e raen]

We can then write Wy as the sum of |I N f| Bernoulli variables which are equal to 1 with probability p, and we
know that ‘I N f| < (% + (f) (1 e aB) n. The expected value for Wg can then be given by

E (Wr) §p<;+<r> (1-v—a")n (4.40)
< (; +<F> (;l - (; +<I> (v +a®) n) (4.41)
§n<;+Cf> (i— (;-FCj) (v+a3)), (4.42)
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except with probability € + 16 (¢ + € + &) + 8¢;.

We can once again use Hoeffding’s inequality to see that
Pr(E(Wp) — Wp > In () (1+<) (1-y—-a®)n
r r= 2(%+Cf)(1—'y—a3)n 2 o 7
=P 1+¢ a4 _ 1+¢f (v+a®) ) = Wp > Cnp 1+g— (1—7-aP) (4.43)
—rr{Mlg e g, (g Tez) T I =6znr {5 760 Toa)n .
:PI‘( Sn(;—FCF) <2i— (;"’CI) (’y—|—aB)) —{zhr (;4-@}) (1—*}/—()43) n) (4.44)
—rr(Wesn(34a) (50 (5+@) 6 +a®) - Gur (-9 -a%))) (4.45)

<e

=

=

In %
where (znp = \/2(;+<f)((1—)w—a3>n'

This gives us that if we take the distance d of the code to satisfy

1
122|(3+) (r+a®) 4 Grop (1 -9 ) 4 L 2D BRIy, (4.46)
2 3 +¢
we have
1 d (1 B .
WF>"<2+<F> <2n<2+41> (v+af) = Gar(1-7-a )>

Wf > (perr+CI) (; +C) n > (perr +CZ) |I‘7

except with probability 2¢ + 16 (¢ + € 4 &) + 8e;.

This means that if equation (4.46) is satisfied, a cheating Alice will be detected by Bob, except with probability
1—-2e—16(e+¢e+ &) — 8e.

4.3.2 Improving the rate of the protocol [21, Protocol I1.3]

The aim is now to show that not making the assumption v = 1 gives security using a smaller lower bound on the
minimum distance of the code d from equation (4.46), which will then allow to use [21, Protocol II.3] with less
quantum communication rounds for the same length of committed string 4.

This assumption was implicitly made in [21] and not making it can intuitively allow us to use the value of v from
equation (4.14) by saying that for every multiphoton emission round (which represent a fraction v of the total
number of rounds), Alice has a probability v of correctly guessing Bob’s basis. However, a dishonest Alice can have
access to a photon counter in the measurement station, and we then cannot assume that she will act the same on
every round, she can have a strategy which depends on the number of photons sent by Bob. Let us recall that for
any round, the probability pii ,,, that Alice correctly guess Bob’s basis when he sends m > 1 photons is given by
equation (4.12) in Section 4.1.1. This is an increasing function with respect to the number m.

Assumption 1. Note that we are here proving security against a semi-honest Alice i.e. we assume that Alice will
try to gain advantage over Bob without changing her execution of the protocol during the preparation phase of
Protocol 8. However, she is allowed to store the extra photons Bob transmits during multiphoton emissions and
can use it after the preparation phase.
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If a semi-honest Alice wants to open to a different string other than her committed string X" without being detected
by Bob, she will have to flip a suitable set of bits in X7*. Whether Bob detects a bit flip at position ¢ depends
on whether ©; = ©; or O, # ©,;. In order to consider the most general kind of collective attacks that Alice can
perform, we can assume that she makes a measurement on the extra photons in each round i of the transmission
from Bob to predict ©,. She can predict Bob’s choice of basis ©,; when Bob emits m photons with probability at
most, phax If Alice’s predicts that ©; # ©; and she flips the bit ¢, Bob will detect this flip with probability

suce,m*

1 — pmax Similarly, if Alice predicts ©; = O, and she flips the bit 4, Bob will detect this flip with probability

psucc,m'
max max _ 1 _ max 1 max : :
Paweem- Note that pgiX = 5 when m =1, pgi® | > 5 for any m > 2 and pg. ,, increases with respect to

m. Therefore, the best possible cheating strategy for Alice is to flip a suitable number of bits starting with rounds
having high m and where she predicts 6, # ©;. We can represent such an attack strategy using a set of fractions
{fm,m > 1} such that whenever Bob sent m photons and Alice predicts 6, # 0, she flips the corresponding bit
with probability f,,. One intuitive distribution of {f,,} would be to say that there is an m¢y, > 1 and f € [0,1]
such that
0 if m<mi
fmi=qf ifm=my (4.47)

1 ifm > mn.

Note that if Alice uses any other attack strategy, Bob will have a higher probability of detecting her cheating
compared to using f,, from equation (4.47) for some my, and f.

For every i € [n], there are 4 cases: i can be inin ZNT,in ZNT,in ZNT or in ZNT. For m > 2, we define T, as
the set of rounds where Bob sent exactly m photons, we then have I' := T UT'3s Uy U.... . We are interested in
the number of bits that Alice will flip at indices which are in Z = (ZNT)U(ZNT). As Alice has access to a photon
counter, we assume that she will first only flip bits corresponding to rounds in I' (where she has information about
7), and then try to randomly flip bits in T' until she flipped g bits in total. For a round where Bob sent m > 2
photons, Alice will flip it with probability f,, if she guessed (correctly or not) that the bit is not in Z, and her
guess will be correct with probability pg,. . For Alice to flip a round in ZNT, the round needs to be in Z (which
happens with probability %), and Alice has to incorrectly think that it is not in Z and to flip it, which happens
with probability

Pr (Alice flips X;[i € ZNTy,) = fn (1 — pos ) - (4.48)

- psucc,m

As we know the value of p,,, the probability that Bob emits m photons during a given round, Alice will in average
incorrectly flip a bit in Z NT" with probability

Pr (Alice flips X;|i € ZNT) = > Pr(Alice flips X;[i € ZNT,,)Pr(i € ZNT,)i € ZNT)

m>2
Pm
= fm (1 - p?ﬁz,m) (449)
% 1—po

When Alice uses my, = 1, we have Ym > 2, f,, = 1. The probability from (4.49) when my, = 1 is given by

: Pm
g:= 1 — Pgueem : (4.50)
é ( ) 1—po

max

Since Vm > 2, pguie > %, we have g < ﬁ, with p>g = ZmZQ D
Theorem 4.5. Security for Protocol 8 with improved rate.

Protocol 8 with parameters as defined in Theorem 4.4 and 0 replaced with

1
<1+<I> (Y +a®) +Grr (1 =y =) + (pe”tcz) €2+4)
? 3¢

- (i _1;) (9 — Cznr) (1p_21290 - CI) (; - C)] (4.51)

1/ p>s 3 pP>2
— = - == 4.52
pm>2(1_p0> +32 (4.52)

8 =2

and Perr Satisfying
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gives an MDI (£,9¢ + 32 (e + € + €) + 16€1)-RSC protocol which is correct, secure against dishonest Bob and secure
against any collective attack by a semi-honest Alice, which improves the rate of the protocol, as presented numerically
i Figure 4.3.

Proof. We know that |Z] > (3 — () n except with probability e. If we call p>3 := 3", <, pm the probability to send
2 photons or more (this is then the probability of a given round to be in T'), we can once again use Hoeffding’s
inequality to find that

p>2 In (<)
nr|> < v 4.
zrs (22— 5| (4.5)
1
P2 In (1) <1 )
> — < - — n 4.54
(1—]30 2(;4)71) 3¢ (4:54)
D>2 1
> (22— _ .
IZNT] <1_po Cz) (2 <> n, (4.55)
except with probability 2e, where
In (1
(1= () (4.56)

Case 1: my, = 1.

Let Ur be the number of bits Alice flips within Z N T and Wt be the number of bits Alice flips within ZNT. We
then have, using Hoeffding’s inequality, that Wt is bounded by

wos (g 26 IZNT) (4.57)
F= 9T 2iznT '
o (e )

. . > 1 4.58
B w o) T e o
o (e )
> [g- c 22 _ ¢\, 4.59
-\ 2 (1%;0 - CI) (% - C)n I —po r 2 <)r ( )

except with probability 3e. If we define

Czrr = (

we have

(4.60)
Wr > (g — Czrr) <1p2§)0 - CI) (; - C) n, (4.61)

except with probability 3e. Similarly, we can define an upper bound on Wr as

1
Wr < (g+ Czer) <1p = cz) ( + <> n, (4.62)
— Do 2
except with probability 3e.

After flipping Ur bits in Z N T and Wt bits in ZN T, Alice still needs to flip % — Ur — Wr bits in I'. Since

Ur<|InT|< (; +gI) (v + o) n, (4.63)
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except with probability e+ Alice still needs to flip at least % — (% + Cj) ('y +af ) n — Wr bits within T', which has
at least (1 —~y—af ) n rounds. The choice of the bits to flip within I' is then equivalent to uniformly sampling
without replacement at least g — (% + (f) ('y + aB) n — Wr bits out of at least (1 e aB) n positions. Alice then
has less margin of error, as she will have already wrongly flipped Wr bits in ZNT' (which will be detected by Bob).

Bob will detect a cheating by Alice if the number of flips in T' exceeds (pe, + (7) |Z| — Wr.

We can then reuse equation (4.46) from Lemma 4.2, replacing

1 1
é_ <2+Cf) ('y—|—aB)n with g— (2+<7:—) (fy—i—aB)n—WF and

2
(perr + CI) |I‘ with (perr + CI) |I‘ - WF

This gives us that if we take the distance d of the code to satisfy

1 _Wwr
d>2 (1+Cz> (7+QB)+szf(1—v—aB)+(perr+411)(2+<) TR (4.64)
2 §+<f
1 ~ B ~ B (perr+<1) %""C) Wl" l_Cf‘
>2 (2+CI) (v+ ) +Czar (1 =7 —a”) + [y _n(i‘f‘CF) (4.65)

we have Wy +Wr > (perr + (1) (% + C) n > (Perr + (1) |Z|, except with a probability less than 5e¢+ 16 (e + & + &) +
861.

Using the lower bound on Wr from equation (4.35), if d satisfies

(perr + CI) (% + C)
3 +¢e

- @ 12) (9 — Czrr) (1p_220 - Cz) (; - C)] n (4.66)

=:40'n, (4.67)

d>?2

(;HI) (v +0®) + Gar (1 =7 —a”) +

then Bob will detect more than (perr + (z) |Z| , except with probability 5e + 16 (e + € + €) + 8ey.
Case 2: myp > 2.
Similar to the case where myy, = 1, let Ur be the number of bits Alice flips within Z N T and Wt be the number of

bits Alice flips within Z N T'". Note that upper bounds for Ur and W when my, = 1 are also upper bounds for Ur
and Wr when my, > 2. This implies that

Ur < (; + Cz> (v+aP)n (4.68)

except with probability € + 16 (¢ + ¢ + ) + 8¢1, and

Wr < (g9 + (znr) (ff;o + <z> (; + C) n (4.69)

except with probability 3e.

The total number of flips made by Alice in I', given by Ur 4+ Wr, is bounded as

Ur+Wr < (; + Cf) (v+ aB) n+ (9 + ¢znr) (1}?—2;0 + Cz) (; + C) n (4.70)
1 1 1
< (2 + CI) (v+aP)n+ (2 121220 +szr> (1p>20 + Cz) (2 +C) n (4.71)
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except with probability 4e + 16 (¢ + € 4 €) + 8¢;. We know that

d 1 err l
42 |(3+a) 6ra?) rare -y -a?) 4 Pt DG4
() 6 (322 - a) (5-¢) | @.72)
%+<f 9 — Cznr 1— o z B . .
Using the two bounds from equations (4.72) and (4.71), we get that
d [ err + C i + C i- C7 1
5 —Ur—Wr=> _Cznf(l—v—aB)—i—(p éf)ﬁ(ﬁ )_(§+C;>(Q_CINF)(IP>;O_CI) <2—C)
1 p>2 p>2 1
_<21—P0+<Imr) (1—p0+§1> <2+<)]n (“73)
'<pm+<z)(;+<)(;—<f> (p>2 ><1 )
Z_ TG e (9 + Czrr) 1_p0+CI 5 ¢
1 1
(i o) (5 040) (349 )
1 (Perr +¢z) (% —Cr> (1 D>2 ) ( p>2 )
> (59 [P - (a) i o) (5 v
1
- <2 1p_220 + CImF) <1p_>;0 + CI):| n (4.75)
_3+¢] L/ pa ' pe2 (&
= %erC* _perr ~3 (1 p0> — <2 +szr> + ¢z — Czlznr | 1 (4.76)
T4¢ 1/ p>2 ? p>2 [ (1
Z %24_(7 _pe’r'r - 5 (1 _p0> - 1 — o (2 +CIOF> n (477)
T+¢ | 1/ ps2 \° 3 poa
2 . > 2 =
> %+<7 -perr 2(1_p0) 41—p0 n (478)
>0 (4.79)

except with probability 4e + 16 (e + & + £€) + 8¢;. This implies that Alice will not be able to flip % or more bits by
taking myp, > 2, except with a small probability. We can then assume that Alice will use my, = 1. O

Note that in the case 1, 6’ < d. The value d is crucial as it is used in the equation (37) of [21] to give the rate % of
the protocol
(+2log (5) +1n ()

4.80
"= X—h(0) ’ (4.80)
and in the equation for the [n, k]-error correcting code used by Alice and Bob
k log (%
E ooy oele) (4.81)
n n

Considering the values of (z, (zar, v 5 &P, Perr, ¢z and ¢ are all very small compared to 1 in a realistic context,
we will have § < 1, and then h (6’) < h(6). This will then allow to decrease the number of successful rounds n*
which is the smallest integer satisfying equation (4.80), which then improves the rate of the protocol. The new
value ¢’ also allows to reduce the size of the syndrome w € {0, 1}"_k that Alice sends to Bob, reducing the classical

communication needed.

If Alice’s attack strategy is to have my, > 1 and f € [0, 1] such that

0 ifm=0
fmi=Rf ifm=1
1 ifm>2,
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we then reduce the value § by

% é_cr>_<%_CF) _.max Py __ ,max Pm _ ( b>2 _ >(1_ >
n (é +Cf = %+Cf f (]— psucc,mth) 1—po + Z (]' psucc,m) 1_ Cznr ¢z 2 ¢).

o Do 1—po

The relevence of this improvement is shown in Figure 4.3.
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Figure 4.3: Simulation to show the change of the rate provided with our improvement. We took an intensity x = 0.01,
a probability of bit flips in the channel p... = 0.0035, a security parameter ¢ = 1076, This image was obtained
thanks to help from Van Mil in writing the simulation code.
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Chapter 5

Discussion and future work

This chapter gives a summary of the contributions made in this thesis while discussing the impact of these results,
and lists other possible approaches that can be taken to make further progress on the topic.

5.1 Discussion

During this thesis, we have discussed the possibility of achieving oblivious transfer under the measurement device
independent setting, using imperfect single-photon sources. We defined a new attack strategy to show that the MDI-
OT protocol given in [21, Protocol I1.2] does not allow implementing p% —weak OT, a weaker version of oblivious
transfer, when using imperfect single-photon sources. However, we have not investigated other possible weaker
forms of OT, such as the ones described in Section 3.3.4.

We have defined a modified version of the BBCS OT protocol which is secure under the MDI setting with perfect
single-photon sources. We proved the security of this protocol when making the bounded storage assumption on
Bob, but according to [29], it is likely that a security result stronger than computational security can be obtained
without this assumption, reinforcing the observation made in Section 4.2.1.1 regarding the party we assume to have
bounded storage. We proved that this reduction is vulnerable to the same kind of attack when trying to implement
oblivious transfer under the MDI setting with multiphoton emissions. While it remains an open question whether
OT can be securely implemented under the MDI setting using imperfect single-photon sources, these results reinforce
the intuition that this is a difficult challenge.

We have also shown that when assuming that Alice is semi-honest, we can improve the rate of the protocol [21,
Protocol IL.3|, which reduces the negative impact of multiphoton emissions. One could try to obtain a stronger
statement proving security when assuming that Alice is fully dishonest.

Overall, this work paves the way for further exploration of the OT and BC primitives, under a realistic setting.
In the next section, we also propose a new protocol that aims to implement a new primitive we decided to call
“Weak String Erasure with Errors and Leaks”, but we do not give security proofs. Defining such a primitive could
be useful under the setting of this thesis where basis information is leaked to Alice. It could also help to deal with
the basis-dependent flaw [38], where basis information can also be leaked.

5.2 Proposing a WSEEL protocol

We know that RSC can be reduced to WSEE in the case of perfect single photon sources (Section 3.2). In order
to see how much power the quantum state of the MDI-RSC protocol [21, Protocol I1.3] gives after the preparation
phase, we have been interested in describing a new primitive which could be called Weak String Erasure with Errors
and Leaks (WSEEL). This primitive would be a WSEE-like primitive which adds the parameter v to characterize
the information brought to Alice by multiphoton emissions under the MDI setting.
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5.2.1 Definition

The aim of this section is to define a Weak String Erasure-like protocol that takes into account the use of imperfect
photon sources under the MDI setting. This is a lead that was left behind after discussion, but it may still be
interesting for someone to try to push into this direction.

We are defining here a WSEE-like protocol that holds when Alice and Bob are using multiphoton emissions, which
leads to dishonest Alice being able to guess whether some bits of her string are known or not by Bob. A formal
definition can be found in B.

Definition 5.1. Weak String Erasure with Errors and Leaks:

We define a (n, A, &, perr, 7)-WSEEL protocol similar to the (n, A, &, per)-WSEE protocol [11] but adding the “leaks”
part required to deal with imperfect sources like in [21, Protocol I1.3.] with the following parameters:

e n € IN the length of Alice’s string X7

e )\ € [0,1] which indicates the Bob’s uncertainty about Alice’s string.

e ¢ € [0,1] the smoothing parameter used to define the smooth min-entropy Hy;,.

Perr €]0,0.5] the probability of bit flip in the bits from X7 received by Bob from Alice.

v e }O, % [ indicates the proportion of multiphoton emissions during the protocol.

An (n, A\ &, perr,7)-WSEEL is a protocol between Alice and Bob satisfying the following properties.

Correctness:  If both Alice and Bob are honest, at the end of the protocol Alice obtains a bit string X" €y
{0,1}™. Bob has a bit string Z* €y {0,1}™ as well as the corresponding bit string Xz = {E,_,,. (X;)|Z; = 1} .

Security for Alice: If Alice is honest, Bob’s knowledge about X7 is limited to

LHe,, (X218 2 A, (5.1)
n

where B’ is the state held by a dishonest Bob.

Security for Bob: If Bob is honest, Alice’s knowledge about Z7* is limited to

HE (T4 > 1, (5.2)

where A’ is the state held by a dishonest Alice.

5.2.2 An MDI-WSEEL protocol [21, Protocol 11.3.]

The following protocol was provided in [11] without MDI settings, and a version under the MDI setting is described
in the preparation phase of [21, Protocol II-3]. This performs a WSE protocol which contains errors (bit flips) and
which allows Alice to have some information about Bob’s string. This protocol is given in the bounded storage
assumption, we therefore require the size of Bob’s quantum register ) to be upper-bounded by some value D.

Alice and Bob each have probability distributions (pa,,pa,, ;- - - ,padq) and (Do, Poy, s - - - ,pbdq) that give the prob-
ability that they use their intensities {as,aq,,...,aq,} and {bs,ba,,...,bq,}. The parameter X is defined as
A= f(=2)— (v + af") — L, if we define the function f as in equation (3.6).
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Protocol 9: MDI-WSEEL protocol (from the preparation phase of |21, Protocol I1-3])

Inputs: n the number of rounds, a security parameter ¢, the probability distributions (p,,, pa 4y Pa dq) and
(Pbss Dby, s - - - ,pbdq) as well as the intensities {as,aq,,...,aq,} and {bs,bq,,...,bq,}.

1. Alice and Bob start by agreeing on a target number of round N. N is such that

()

> .
o | Nzn (5.3)

p—

where p is the probability that a round ¢ is not discarded if both parties are honest and n is the target
number of rounds, given as an input of the protocol. We have p = pa, X po, X (1 = Ptaitja,b,)-

2. For round i € [N]:

e Alice chooses (X;,0;) €g {0,1}* uniformly at random and chooses a € {a,,aq,,...,aq,} according to
her probability distribution. She prepares a signal of intensity a encoding X; in the basis ©; and sends
|X:)e, (where [0)g = |0), [1}g = |1), |0)1 = |+) and |1); = |—)) to the measurement station.

e Bob chooses (X;,0;) € {0,1}2 uniformly at random and chooses b € {bs, b, , ..., ba, } according to his
probability distribution. He prepares a signal of intensity b encoding X; in the basis ©; and sends |X¢)®i
(where |0)g = |0), [1)g = |1), |0)1 = |+) and |1); = |—)) to the measurement station.

e The measurement station performs a measurement on the two states it receives and publicly reveals
the outcome (or reveals that the measurement failed). Bob decides based on the output of a successful
measurement whether he should flip his bit X; or not.

3. Alice and Bob publicly announce the intensities they have used for every round ¢ € [N]. We call f,, and fj,
the fractions of rounds in which respectively Alice and Bob used their signal intensity when the measurement
succeeded and the other party also used their signal intensity.

1
4. Alice computes 84 := ér(lT(LA)) where n? denotes the number of rounds where she used her signal intensity

and the measurement succeeded. She checks that f,_ > p,. — 84, otherwise she aborts the protocol.

T
5. Bob computes 37 := ;(17(153)) where n® denotes the number of rounds where he used his signal intensity

and the measurement succeeded. He checks that f,. > p,. — 3%, otherwise he aborts the protocol.

6. The number of round in which both Alice and Bob used their signal intensities is denoted as n’ = f;, X
(n) = fa. x (nP). Using the decoy states Alice estimates a lower-bound L; for nf which is the number
of rounds where the Bell measurement succeeded and Alice emitted exactly one photon with intensity as. If
Uas > (v +a™)n/, Alice aborts the protocol.

7. Using the decoy states Bob estimates a lower-bound Lp; for n? which is the number of rounds where the
Bell measurement succeeded and Bob emitted exactly one photon with intensity b,. If Uy > (7 +af)n’, Bob
aborts the protocol.

8. Alice and Bob discard all the rounds where a failure has been announced, and where the intensities used
by Alice and Bob are not as and b,. Alice and Bob check that n’ > n and abort the protocol otherwise. They
randomly choose to drop n’ —n rounds. Alice then has strings X7' and ©F and Bob has the strings X' and
or.
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9. Both parties wait for a time At.
10. Alice sends ©F to Bob through a classical channel.

11. Bob computes the string 77" =1 ® O @ é? and X7 the string formed by all the bits where Z; = 1.

1
We require the condition (p — m2(N)> N > n in order to make sure that Alice and Bob end up with a string of

length at least n with probability at least 1 — € using the Hoeffding inequality.
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Appendix A

Formal definitions of WSEE, RSC and OT

Definition A.1. Weak String Erasure with errors (formal) [11, Appendix A]:

An (n, A, &, perr)-WSEE scheme is a protocol between Alice and Bob that satisfies the following three properties.

Correctness:

If both parties are honest, the ideal state Oxnr%, is defined with X; = E,... (Xr) such that

1. The joint distribution of the n-bit string X{* and the subset I is uniform:
JXI"I = 7{071}71 X To(n)
2. The joint state pap created by the real protocol is e-close to the ideal state:
Pxprx, Me Oxprx,
Security for Alice:

If Alice is honest, then there exist an ideal state oxy g/ such that

1. The amount of information that B’ gives Bob about X7 is limited:
1 n /
*Hmin(Xl |B )(7 Z )\
n

2. The joint state pxpp created by the real protocol is e-close to the ideal state:

PXpB ~e OX1 B’
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Security for Bob:

If Bob is honest, then there exist an ideal state TprXrps where X{L € {0,1}™ and I C [n] such that

1. The random variable I is independent of A’X7 and uniformly distributed over 20"
O-A/X:T’I = UA'X:T ® Toln]
2. The joint state p ,, X1 created by the real protocol is e-close to the ideal state:

Parxpr Fe Opxprr

Definition A.2. Randomized string commitment (formal) [21, Appendix CJ:

An (¢,¢)-RSC scheme is a protocol between Alice and Bob that satisfies the following three properties.

Correctness:

If both parties are honest, the ideal state o¢eoep is defined such that

1. CY{ is uniformly distributed over {0,1}* and the protocol is accepted:
oot = Toe @ |accept) (accept|p
2. The joint state p, 5, created by the real protocol is e-close to the ideal state:
1¥1

Pototp e Ocicir
Security for Alice:
If Alice is honest, Bob is ignorant about Cf before the open phase:
Pctp e Tot @ PB-
Security for Bob:

If Bob is honest, then there exist between the commit and the open phases an ideal state o 4 g such that for any
Open algorithm described by the CPTP map O 45, in which Bob is honest, we have:

1. Bob almost never accepts C~'f # Ct:
for (1oe ® Oap)(oceap) we have Pr(éf #+ C% and F = accept) < e.
2. The joint state p4p produced by the real commitment is e-close to the ideal state:

PAB ¢ 0AB

Definition A.3. Randomized 1-out-2 string Oblivious Transfer (formal) [21, Appendix C]:

An (¢,e)-Randomized 1-out-2 Oblivious String Transfer scheme is a protocol between Alice and Bob that satisfies
the following three properties:
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Correctness:

If both parties are honest, the ideal state og,s,cs. is defined such that

1. Sy, 51 and C are uniformly and independently distributed:

0508.C = TS, @ Ts, @ TC
2. The joint state pg 5 g, created by the real protocol is e-close to the ideal state:
Psy5,C8c e 0505:CSc
Security for Alice:
If Alice is honest, there exist a binary variable C' € {0, 1} such that Bob is e-ignorant about S, _:
PSoS1BC e 055 BC DTS, -
Security for Bob:

If Bob is honest, then Alice is e-ignorant about C:

PAC Re 05,5, ® TC
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Appendix B

Formal definition of WSEEL

Definition 7. Weak String Erasure with errors and leaks (formal):

An (n, A\, €, perr, 7)-WSEEL scheme is a protocol between Alice and Bob that satisfies the following three properties.

Correctness:
If both parties are honest, the ideal state Oxpyp s ap 18 defined with X; = {E,_ (X;)|i € [n] N I; = 1} such that

1. The joint distribution of the strings X', I{" and Ji" are independent and uniform:
oxpynr = T{0,1}» @ T{—1,0,1}» ® T{0,1}n
2. The joint state pap created by the real protocol is e-close to the ideal state:

= Pxngn g e Oxn i n
PAB = PxnynX1p e OxngnX, 17

Security for Alice:

If Alice is honest, then there exist an ideal state oxp»p/ such that

1. The amount of information that B’ gives Bob about X7 is limited:

1
*Hmin (X{L|B/) o Z A
n

2. The joint state pxppp created by the real protocol is e-close to the ideal state:
PXpIpB e OX7Ip B
Security for Bob:
If Bob is honest, then there exist an ideal state o ,, yn n, Where X7r e {0,1}" and I} € {0,1}" such that
171

1. The amount of information that A" gives Alice about I7 is limited:
1
EHmin (I?‘A/) o Z 1- Y
2. The joint state p , XpIp created by the real protocol is e-close to the ideal state:

Paxprp e Oqrxprp
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