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Executive Summary

Technology advancements and growing demands from citizens brought about a digital transfor-
mation of the Dutch public sector. As the digital standard rises higher and higher, the Dutch
public sector is faced with the task to offer a strong digital environment and can choose to do so
by either maintaining current IT infrastructures or by investing in alternatives.

At the moment the most promising alternative seems to be cloud technology. Cloud technology,
or more specifically public cloud technology, provides the option to 'rent” computing resources
remotely from an external party. It is already widely in use within the private sector, as well as in
some European governments. However, to introduce public cloud technology some hurdles must
be overcome, such as concerns related to data security or the dependence on soft- and hardware
that has been superseded but is difficult to replace. To gain more insight into the issue of the
public cloud being a viable option to accommodate future digital transformation, it is first and
foremost important to know what variables play a role in the decision-making process: what are
the incentives to answer this question with either a “yes” or a 'no’? The objective of this study
will therefore be to investigate this landscape of variables that influence the decision to adopt
public cloud technology. It starts with the identification of variables from current research and re-
ports, and then explores possible interrelationships. The identification and classification of these
relationships could eventually help to bring about a well-considered decision about public cloud
adoption in the Dutch public sector.

Reviewing current research related to variables that influence cloud adoption, three research gaps
emerged. Firstly, current research was delineated to the Netherlands and therefore failed to cap-
ture geographically specific variables, such as legal or cultural characteristics. Secondly, authors
that analysed the decision-making process of adopting cloud technology neglected any interrela-
tions between different variables. Thirdly, existing theories fell short in capturing the full scope
of could computing adoption decisions, being either too generic or not specific enough.

To address the knowledge gaps and simultaneously fulfil the objective of this study, Interpretive
Structural Modeling (ISM) and Fuzzy Matrice d'Impacts Croisés Multiplication Appliquée a un
Classement (MICMAC) methods are used. ISM aims to simplify complex relationships between
a system of variables by providing a graphical representation of the hierarchical structure of that
system. Fuzzy MICMAC is used to assess the strength of the relationship between the variables.
In total, 22 interviews with experts in the field were held as input for the analysis. The experts
worked in the Dutch public sector and were familiar with the decision-making process related to
cloud computing adoption.

In the first step of ISM, relevant current literature and official Dutch documents and reports were
used to create a list of eight variables that would have a negative effect on the decision to adopt
cloud computing within the Dutch public sector. These were classified as the "barriers’. Addi-
tionally, a list of eight positive variables was created and classified as the “drivers’. Then, the ISM
Fuzzy MICMAC steps were followed for both lists.

Key findings for ISM can be described as "how many’ other variables are influenced by a certain
variable, or by "how many’ other variables this certain variable influences (including indirect ef-
fects). For Fuzzy MICMAC, results can be described by using the terms driving power, i.e. how



ii

‘strong” does a variable influence other variables in the system, and dependence power, i.e. how
‘strong’ is a variable influenced by other variables.

For the barriers, Regulations and government policy was the variable that had the most influence on
other variables within the barrier system. The barrier that influenced other variables the strongest
however (i.e. had the highest driving power), was Lack of knowledge and capabilities. Both Inter-
nal resistance to change and Negative business case were influenced by the highest number of other
variables and did not affect any new variables. The variables with the highest dependence power
were Internal resistance to change and Data security concerns.

For the drivers, Bigger knowledge market, Ease of use and Improved hard- and software were the vari-
ables that had the most influence on other variables within the drivers” system. The driver with
the highest driving power was Improved hard- and software. Governmental strategy was influenced
by the highest number of other variables and did not affect any new variables. The variables with
the highest dependence power were Lower and flexible cost and Governmental strategy.

The findings of this research have practical and theoretical implications. Practical, because they
can support decisions about cloud within the Dutch public sector. Theoretical, since the findings
suggest new variables, interrelations and theories related to public cloud computing. Further-
more, it uses ISM Fuzzy MICMAC, which is often used in the context of novel technologies, but
never before for cloud computing adoption decisions.

Future research could address the limitations of this study, such as the exclusion of a feedback
loop from the experts during the identification of the variables. Alternatively, research could use
the Total Interpretive Structural Modelling (TISM) method to investigate the relationships further.
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1 Introduction

This chapter will start with the background and context of the thesis, after which the problem
that the thesis will address is introduced. After that, the demarcation of the multi-actor GovTech
problem is presented to provide context and further understanding. Then, the research objective
and questions will be presented. The chapter concludes with the outline of the research design.

1.1 Background

In 1961, Professor John McCarthy predicted that one day, computation might be organised as a
public utility. Subscribers would have access to a very large system of resources but only pay for
the computing power and services they needed (Daylami, 2015). It wasn’t for another 45 years
however, when McCarthy’s prediction became reality and Amazon Web Services (AWS) first in-
troduced "public utility computing’, now known as cloud computing, to the wider market in 2006.
AWS, becoming the first ‘Cloud Service Provider” (hereafter: CSP), created a platform where its
Cloud Service Customers (hereafter: CSC) got pay-as-you-go access to virtual servers and data
storage space (Marston et al., 2011).

Not long after AWS, Google introduced its own Google Cloud Platform (GCP) in 2008 (Marston
et al., 2011), followed by Microsoft Azure in 2010 (Qian et al., 2009). At first, these CSPs mainly
moved applications that ran on in-house computers or servers to servers of the CSP on a "virtual
machine" (VM). These computers were like the computers that people had at home, but accessi-
ble through the internet and with all the hardware in one place, managed by the CSP. Later the
possibilities evolved as the CSPs made it possible for multiple users to share the same hardware,
lowering overall cost. This idea of hardware optimisation extended even further with the evolu-
tion into serverless cloud computing: no dedicated hardware; the hardware would only be used
- and paid for - when it was actually needed.

The provision of hardware is managed automatically with set parameters. In addition to this, dif-
ferent deployment models were introduced, based on the structure of, and the access to, the cloud
services: public cloud, Private cloud and Hybrid cloud. In all three cases, the dedicated hardware
is managed by the CSP. However, in the Private cloud deployment model, only a single organ-
isation can use the particular dedicated hardware, whereas in the public cloud model, multiple
customers can use the same hardware. The Hybrid cloud model uses a combination of public
and Private cloud models. For completeness: On-premises means that the dedicated hardware is
used, as well as managed, by the organisation itself.

Businesses started to incorporate cloud in their IT landscape, either seeing the possible advan-
tages it could bring, like the disposal of their in-house data centres and thus saving costs, or to be
ahead of the competition. This cloud adoption trend made a steep rise over the years. Gartner es-
timates a total end-user spend-age of 591.8 billion USD for public cloud services in 2023 (Gartner,
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2022).

As with a lot of innovations, (private) businesses were relatively quick to adopt this technology in
comparison with the public sector (Aziz et al., 2013). A distinction that could be related to the fact
that public bodies are bound by legal frameworks that differ significantly from private ones, and
have responsibilities in the public interest to ensure both availability and security of data. As a
consequence, when public bodies consider the cloud as an option, a possible first step could be to
create a uniform protocol for the legal classification and treatment of public sector data (Gleeson
& Walden, 2016).

In the Netherlands, such a uniform protocol was published in the summer of 2022. The ‘government-
wide cloud policy” (Rijksbreed Cloudbeleid 2022) stated that under strict conditions, organisa-
tions within the Dutch public sectmﬂ would be able to use commercial public cloud services (Ri-
jksoverheid, 2022). At that point, cloud services were already in use within the public sector but
mostly in the form of private cloud structures. The reason that was given for the approval of
(commercial) public cloud technology was the significant decrease in risks related to its use. The
risks were mainly related to security, which had improved rapidly during the COVID-19 pan-
demic.

The change in Dutch policy enabled organisations in the Dutch public sector to start investigating
their options for digital solutions that incorporated commercial public cloud technology. How-
ever, approximately a year after the policy has gone into effect, there is still a lot of hesitation
about migrating to public cloud. The government, as well as the organisations that consider mi-
gration, recognise the potential that public cloud has, such as access to better hard and software
(Ha, 2022), better security and availability (Hsu et al., 2014), and scalability and flexibility (Hsu
et al., 2014). All these factors could also be achieved in a non-cloud setting, but often against
substantially higher costs (Ha, 2022).

Still, numerous challenges that prevent effective adoption need to be faced. These challenges
might be tied to agreements made between the CSC and CSP, such as how to ensure security and
control of data (Jones et al., 2019) King and Raja, 2012, but also to a lack of compatibility between
the current (IT) environment and a new cloud computing environment (Hujran et al., 2019). A
strong legacy dependence, for example, will severely influence the choice to migrate to the public
cloud (Nanos et al., 2019). In addition to this, human aspects such as a lack of knowledge and
capabilities (Ali et al., 2016), as well as internal resistance, can form a possible barrier to adoption
(Hsu et al., 2014).

These factors have been identified in previous literature, but to what extent are these factors recog-
nised in the decision-making process within the Dutch public sector? And how do they relate to
each other? Although CSPs often provide tools to help answer these questions, their motivation
originates from gaining a competitive advantage and is not based on scientific research. As of yet,
current research has not addressed these questions, so this thesis will aim to address these gaps.

IThis policy did not apply to the Dutch public sector as a whole, and demarcated certain conditions for which
organisations this would be possible, based on e.g. sensitivity of the data that was processed in that organisation.
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Understanding the factors that influence the decision to adopt public cloud computing within the
Dutch public sector is crucial to optimise its use and to accurately assess advantages but also con-
sider disadvantages. This is necessary to make informed and strategic choices. This thesis aims
at providing that understanding, by defining a concrete list of factors with a negative effect - and
a list of factors with a positive effect - on the decision to adopt cloud computing within the Dutch
public sector. The analysis of these factors will be done using Interpretive Structural Modelling
(ISM) and fuzzy MICMAC, recognising any interdependence.
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1.2 Cloud adoption as a multi-actor problem

The adoption of cloud technology can be viewed as a multi-actor GovTech problem (Bharosa,
2022)). A GovTech problem, since it involves private (CSP) companies that offer their services and
interact with the public sector. A multi-actor problem, since it involves multiple actors, all with
their own interests and perspectives. The most important actors involved are:

* Policymakers (government agencies) need to provide a legal framework for the use of cloud
computing services and make sure that the other actors adhere to current regulations.

¢ The Cloud Service Customers (CSCs): Entities in the public sector need to ensure that cloud
computing services meet the requirements related to performance, conformity (continuity
and alignment with current digital infrastructure), and compliance.

* The Cloud Service Providers (CSPs) are responsible for providing reliable and secure ser-
vices that are in line with the requirements of the CSCs.

¢ The citizens are the end-users of the cloud solutions. They benefit from a secure, stable
digital solution that is easy to use and protects their data.

The fact that this problem covers multiple actors can add to the complexity of it. In this thesis, the
problem is viewed from the CSCs: the adopter or migrator. Even though some of the variables
that will be introduced later on in this thesis also affect the other actors, it is still important to note
that the starting point will always be the view from the CSC’s perspective.

1.3 Research objectives and research questions

The objective of this study will be to investigate the landscape of variables that influence the
decision to adopt public cloud technology.
The main research question is:

What is the interrelationship between variables that influence the decision to adopt public
cloud computing within the Dutch public sector?

To help answer the research question, the following sub-questions will be answered:
1. What are the key variables that influence cloud computing adoption decisions?
2. What is the hierarchical structure between the variables?

3. What is the driving and dependence power of these variables? E|

2The driving power means to what extent do variables drive other variables? The dependence power translates
to the extent the which variables are driven by (i.e. dependent on) other variables.
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1.4 Research design

In figurdI.T} a schematic representation of the research design is presented. The research questions
will be answered in the sections that they are connected to.

| Literature review |

Identification of variables Answer subquestion 1

Determlnlng_ of cc_)ntextual ¢ | Expert opinion
relationship

Y

Develop SSIM

v

Develop binary direct
reachability matrix

|
v v

Develop final reachability Determine fuzzy direct
matrix reachability matrix

Partition reachability matrix in Perform Fuzzy MICMAC Answer subquestion 2
levels analysis
. Determine driving and
Develop Diagraph
dependence power Answer SquueStion 8

Interpret results Answer main research
P question

FIGURE 1.1: Research design



2 Literature review

2.1 Introduction and literature gaps

In preparation for this master’s thesis, a literature review was performed that aimed at evaluating
the state-of-the-art challenges related to cloud computing technology and the government. This
literature review formed the foundation of this thesis and is presented in Appendix

Two research gaps that emerged from this literature review were:

* The lack of research that focused on the Dutch public sector specifically. Especially since
public cloud adoption is influenced by national regulations, it is important to place research
in its geographical context.

* Authors that analysed the effect of variables that influence the decision-making of adopting
cloud technology only focused on the variable’s influence on the "final” outcome, and not on
the influence that variables had on each other (e.g. (Hsu et al., 2014). For an adequate anal-
ysis of the landscape of variables that decision-makers should consider, interrelationships
between the variables should also be included.

To address these literature gaps, this thesis aims to provide an analysis of the variables that in-
fluence cloud computing adoption within the Dutch public sector as well as the interrelations
between these variables.

The first step in this process is defining the variables that will be represented in the analysis. To
obtain them, a second literature study is performed to extract relevant variables from the current
literature. In addition to this, current Dutch policies and reports are reviewed to identify variables
that influence the decision to adopt public cloud technology. The findings of this second literature
review are presented in this section.

This chapter is structured as follows: First, the search description, selection-, inclusion-, and ex-
clusion criteria are described. Then the cloud concepts and relevant Dutch documents are pre-
sented. After that, the method for aggregating the final variables is outlined and the chapter
concludes with a description of each variable that is included in this study.

2.2 Search description and selection criteria

2.2.1 Keywords and selection criteria

At the start of the literature review, an initial skim was done to identify the current developments
of cloud use within the Dutch government. This search included non-scientific sources, such as
podcasts and (reactions to) policy documents of the Dutch government. The main goal was to
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tind out which topics were perceived to be relevant. It is important to note these non-scientific
sources were not used in the initial development of the variables, except for policy reports that
were used as a checklist to cross-reference the variables for their relevance in relation to the Dutch
public sector.

Before the keywords and selection criteria are presented it must be noted, that the decision of the
Dutch government to allow public cloud usage was motivated by the fact that the cloud com-
puting technology, and especially the security of its usage, improved significantly during the
COVID-19 pandemic (Rijksoverheid, 2022). To accurately evaluate variables that were (and still
are) present after this decision was made, it could be argued that relevant research was performed
after the pandemic since the public cloud computing technology was at that point mature enough
to be admitted to the Dutch public sector.

However, it was not possible just to include after-pandemic performed research, because of its
significant lack in quantity and quality (e.g. "cloud computing, public sector, drivers" had only
1 hit after 2019, and 6 hits before 2019). Since the biggest change was made in the security field,
research related to government and cloud usage in this area which was executed before the pan-
demic started (i.e. march 2019) was reviewed with extra care.

To find relevant articles, Scopus was used as a search engine. In some cases, articles were not
accessible through Scopus and then Google Scholar was used. The keywords that were used are
described in table In every search, keywords or synonyms were combined to find relevant
articles related to variables that influence cloud computing adoption in the public sector.

Keywords Synonyms
Cloud computing Cloud, Public cloud
. Drivers, Barriers, Challenges, Opportunities, Strengths,
Variables Weaknesses, Benefits, Risks
Public sector Government, e-Government

TABLE 2.1: Keywords and synonyms

Optional keywords are described in table These keywords were not always included since
they severely limited the number of articles that were shown in Scopus. For example, an initial
search with the keywords "cloud computing" "government" and "Netherlands", resulted in 5 hits.
This lack of sources underlined the need for scientific research in this field. However, the Nether-
lands has a rather small geographic scope and since a lot of the jurisdictional challenges that the
Dutch government faces with regard to cloud migration are imposed by the EU, the search was
widened by changing "Netherlands" into "Europe" which resulted in 30 hits. However, after eval-
uation it was determined that only a few articles considered relevant variables, so a third search
omitted the geographical term altogether. This was done to enable robust (holistic) inclusion of
variables that would be distilled into Dutch public sector related at a later stage, for which the
method is described in section Nevertheless, it is important to acknowledge that the litera-
ture review also considered dead ends and initial approaches that changed over the course of the
research.



Chapter 2. Literature review 8

Optional keywords
Adoption, adoption decision
Netherlands, Europe
Influence

TABLE 2.2: Optional keywords

Additional useful articles were found by following the references of the research that was pre-
sented in the first articles that Scopus showed (snowball effect). Alternatively, research that ref-
erenced the "initial articles" was also included in some cases, based on the information in the
abstract.

Articles that were found during the search for barriers were also used for the drivers and vice
versa.

2.2.2 Inclusion and exclusion criteria

Since the topic of cloud computing technology in the public sector is a rapidly changing field,
multiple sources were excluded because of their ‘older” publication date. Since the NIST defined
the cloud computing model as we still use it today in 2011 (Mell & Grance, 2011), sources older
than 2011 were either excluded or evaluated more thoroughly on relevancy. The number of cita-
tions and the Field-Weighted Citation Impac were also considered when selecting sources.

Due to the lack of relevant sources related to the Dutch public sector, there was a limited need to
apply specific exclusion criteria. Research that focused on variables related to cloud computing
and the public sector, in any specific field (e.g. technical, operational or environmental) or at any
stage (e.g. regulation, implementation, or planning) was included. Some of the research focused
only on e-government services, but since e-government services are part of government services
in general, no distinction was made for the evaluation used in this literature review. Furthermore,
wider research related to cloud computing technology which was not specific to the public sector
was included if it sufficiently covered variables that would not be exclusively relevant for the
private sector.

Even though they might not be considered "scientific’ sources, policy papers, governmental doc-
uments and official reports that were made by the Dutch government are included because they
provide the current leading guideline for the Dutch public sector when it comes to cloud com-
puting, and are therefore crucial when assessing the variables that influence a decision about that
topic. A schematic overview of all inclusion and exclusion criteria is proved in table

After the selection process, 27 articles and 4 reports were chosen to be included in this literature
review. In appendix B the search terms, total number of hits in Scopus and the articles that were
ultimately included are recorded, which was determined by following the inclusion and exclusion
criteria.

The Field-Weighted Citation impact shows how well cited this document is when compared to similar documents
based on publication year, document type and disciplines associated with its source.
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Criteria Inclusion Exclusion
Period Sources after 2011, with a preference Sources before 2011
for sources after 2019
Sector Public sector, government and cross- Specific private sector research
sector research
Other emerging technologies in the
Technology Cloud te chnology, general factors of public sector that are unrelated to
Innovation
cloud technology
Peer-reviewed articles, case studies,
scientific journals, policy papers, gov-
Research type ernmentaJI documer;ts a}:ng gfﬁcia% re- Blogs, forums, podcasts
ports
foli)lihcatlon Scopus, Google scholar Other search engines
Country Preference for Europe and non-USA U.SA’ but in some cases these were
still used
Language English, Dutch Other

TABLE 2.3: Inclusion and exclusion criteria

2.3 Cloud concepts

For the definition of cloud computing and its different concepts the definition of the National
Institute of Standards and Technology (NIST) is used. This is in line with the Government-wide
cloud policy (in Dutch: Rijksbreed cloudbeleid) (Rijksoverheid, 2022) which played a significant
role in shaping this thesis. This definition is also used in much more research (Zwattendorfer
et al., 2013).

Cloud service, or cloud computing, is defined by the National Institute of Standards and Tech-
nology (NIST) as a model for "enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction." (Mell & Grance, 2011). This is different from the traditional on-
premise model, where the computer resources are installed locally. There are five essential char-
acteristics of the cloud model, as defined by the NIST:

* On-demand self-service. Configurable cloud computing resources can be provisioned for the
consumer (CSC) without requiring any human intervention (or interaction).

* Broad network access. Cloud computing resources are available through standard networks
on heterogeneous client platforms.

* Resource pooling. The computing resources provided are pooled and used by multiple con-
sumers at the same time.

* Rapid elasticity. Cloud computing resources can be scaled up or down automatically, de-
pending on the CSC’s needs.
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* Measured service. Cloud computing providers monitor, control, optimise and report the us-

age of resources automatically, providing transparency for users and providers.

Following these characteristics, the cloud computation model can be categorised into service mod-
els and deployment models. These models will be described below following the definition of the

NIST (Mell & Grance, 2011).

The service models can be distinguished by three different types of management by either the

provider or the consumer of the cloud computing resources. The service models are:

* Software as a Service (SaaS). In the software as a service model, applications are provided to
the customer. All other computing resources, e.g. hardware and networking, are hosted by
the cloud provider. An example of Saas is Microsoft Office 365.

* Platform as a Service (PaaS). In this model, part of the computing resources is managed by the
consumer (e.g. consumer-created applications) and part by the cloud provider (including

network, servers, operating systems and storage).

e Infrastructure as a Service (IaaS). In this model, the consumer can provision and manage the
most computing resources, such as arbitrary operating systems. The cloud provider only

manages the underlying cloud infrastructure.

On - premises

Infrastructure as a Service

Platform as a Service

Software as a Service

Applications
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Runtime
Middleware
(N
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Servers
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Networking
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CSP manages:

FIGURE 2.1: Cloud service models

In addition to the service models, four different deployment models are identified. The deploy-
ment models make a distinction in the features, structure, and access management of the cloud

services provided. Deployment models:

* Private cloud. In this deployment model, the cloud infrastructure is exclusively provisioned
for and used by a single organisation. It grants a firm greater control over the infrastructure

I:l CSC manages:

[ ]

and computational resources. It can exist on or off-premise.

* Community cloud. The cloud infrastructure is provisioned and used by a community of con-

sumers and exists on or off-premise.
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* Public cloud. The cloud infrastructure is provisioned and used by the general public and can
be owned and managed by an organisation or a third. It exists on the premise of the cloud
provider.

* Hybrid cloud. This is a deployment model that combines two or more of the other deploy-
ment models. These models can be used together, where the use of compatible technologies
and data portability are of importance.

24 Current developments in the Netherlands

A fundamental task of the government is to support and provide services for individual civilians
and society as a whole. This includes the delivery and availability of these services. Nowadays,
people have become accustomed to digitally available services, mainly provided by the private
sector. Companies such as Google and Microsoft introduced new opportunities for (data-driven)
digital technology to the market, allowing the population to grow accustomed to a certain stan-
dard of IT services. The technological revolution of the (digital) service industry resulted in in-
creased expectations of digital services in general. Theories of the government as a data-driven
enterprise (van Donge et al., 2020) or a ‘cloud” of public services (Alonso et al., 2016) are being
explored, outlining a futuristic government that is capable of meeting the high expectations of our
digitised society, but there are lots of bumps in the road. Cloud computing technology could be
one of the enabling technologies that will help the government, and the public sector in general,
to adapt and transform digitally.

Evidence of this shift in the digital landscape in the Netherlands was provided on the 29th of
August, 2022, when it was announced that governmental bodies would be able to use commer-
cial public cloud services (Rijksoverheid, 2022). Cloud services were already in use within the
public sector but mostly in the form of private cloud structures, whereas this new cloud policy
was directed specifically at the use of public cloud technology. The reason for this governmental
approval of the (commercial) public cloud was that, at that point in time, the technology was con-
sidered mature enough and the advantages outweighed the risks (Rijksoverheid, [2022). The risks
were mainly related to security, which improved rapidly during the COVID-19 pandemic since
March 2020. The most important restrictions upon the use of public cloud services were that a
mandatory risk assessment had to be carried out and that no state secrets were being stored or
handled. Furthermore, no services could be conducted in countries with an active cyber program
against the Netherlands (Rijksoverheid, 2022). The Ministry of Defense was excluded from this
policy for security reasons.

Even though this policy change might indicate a desire to embrace cloud migration, no concrete
strategy has been communicated for the adoption of cloud technology within the government
until now and concerns about the new cloud policy have also been raised(Wolfsen, 2022). The
Dutch Data Protection Authority (AP), stated that the new government-wide cloud policy does
not adequately recognize the privacy risks associated with cloud computing and lacks methods
to mitigate these risks (Wolfsen, 2022). Academic experts sounded the alarm bell after the cloud
policy was presented, stating that the dependence upon American (cloud) companies could leave
the Dutch public sector vulnerable (van Dijk & Jacobs, 2022). This accumulated distrust in several
aspects of cloud technology eventually led to a motion that stated that the Dutch government
should reconsider its newly produced cloud policy, to include European cloud alternatives and
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focus on more data security (Hartholt, 2022). As of yet, the motion to adjust policy has not yet
been treated by the Dutch government so the government-wide cloud policy remains in effect.

Within the Dutch government, several components (documents, departments and institutions)
play an important role in cloud computing adoption. In the next sections, three of these compo-
nents are described to provide a context of the current digital landscape in the Netherlands. These
three components are used as input for the final list of variables that influence cloud computing
adoption decisions in the Dutch public sector. This is presented in[2.5

24.1 GDI and MIDO

The Generic Digital Infrastructure (GDI) is the collection of services, standards, and agreements
that are used by all public service providers for their digital solutions to citizens and businesses.

The GDI is subdivided into five sections that have their own ‘programming tables’: access, in-
teraction, data exchange, infrastructure and architecture. These sections are then again divided
into digital ‘building blocks’, which represent digital applications such as DigiD. To enable inter-
administrative cooperation, the Multiple Year Plan (MIDO), and Multiple Year Vision were set
up in 2022 to transform the GDI and provide support for both public service providers as well as
private parties with a public task (MIDO-kader, 2022) (BZK, |14-01-2022).

The MIDO provides an overview of the current and future digital infrastructure and its compo-
nents and addresses trends for the coming years. For example, the ‘programming table” infras-
tructure is expected to have an increase in the use of cloud technology (BZK, |14-01-2022). Whether
‘public” cloud technology is meant remains unclear. Only for some specific building blocks the
MIDO states that a private governmental cloud ("Rijkscloud") is used. This is in contradiction
with the Dutch cloud policy 2022, which stated that a governmental private cloud could not be
established due to a lack of coherent demand (Rijksoverheid, [2022).

The GDI and MIDO reports were used to establish a general overview of the current Dutch digital
infrastructure. This provided the context in which to place the variables that were found in other
reports and in the literature.

24.2 BIO

In October 2021, the ‘Centre for Information security and Privacy protection” (CIP) published a
reference framework to aid government organisations in their adoption of the cloud (Tewarie &
van der Veen, 2023). It is in line with the Baseline Information security of the Government (BIO)
and based upon the political developments, the input of the Dutch intelligence service and inter-
nal exploratory research.

The reference framework, often just named BIO, is structured by demarcating ‘objects” that are
of importance to the CSC, which is the public organisation in this case. The objects are analysed
from the policy, execution, and control domains. The cooperation between the CSC and the CSP
starts on the demand side with a "Concept of demands and wishes’ (PvEeW). In every step the
following needs to be considered: Is the application of the cloud service in accordance with the
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accepted risks by the Dutch government?

The next step is taken by the CSP, which is to make a functional and technical design. The design
needs to comply with business and law demands. Additionally, the services need to be:

* Measurable and predictable

¢ Compliant with current law and regulations, and compliant with business and security de-
mands

* Secure and controlled

Reasons for the government, and by extension the public sector, to use public cloud technology
are identified in the BIO as:

* Focus on core tasks.

¢ Increase in efficiency of business operations and a decrease in total costs.

¢ The ability to acquire new IT functionalities quickly and therefore be able to adapt services
to citizens and businesses more quickly to (changing) needs.

* Guarantee of qualified personnel.

* Lowering the IT complexity in specific situations.

* Improving security and availability.

* A revised business strategy and specific security requirements for processes and data.

The global structure and context of the cloud services are defined within a policy, execution, and
control domain. Since the BIO is the most specified document in regards to Dutch cloud adoption
it was chosen to cross-reference the variables with its contents. A description of this can be found
in the appendix

243 ACICT

The third relevant input is the assessment framework from the Advisory Committee of Infrastruc-
ture, Communication and Technology (AC-ICT) (ICT-toetsing, 2021). Projects within the Dutch
public sector with a value above 5 million euros need to be checked by the committee. The as-
sessment framework used by the advisory committee consists of nine risk areas:

¢ Business case, benefits and finance.

¢ Client and project organisation.

* Risk control and project dependencies.

¢ Consistency work processes and ICT solutions.

¢ Control of the scope.

* Architecture, Functional feasibility and technical achievability.
* Realisation and planning.

* Procurement aspects.

* Acceptance, implementation and transfer.

All of these areas are placed within the cloud computing technology context to assess relevant
variables.
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2.5 Variables

2.5.1 Shortcomings in the literature

In the introduction of this chapter, two literature gaps are presented that will be addressed in
this research. In this section, another gap is highlighted: the lack of a universal method, model
or framework to identify variables that influence the decision to adopt public cloud within the
Dutch public sector.

Technology models that are used in the literature, such as Diffusion of Innovation (DOI) or Tech-
nology Operational Environment (TOE) are too narrow to provide a complete view of the relevant
variables in this case. Both of them are made for smaller, demarcated technology, such as a spe-
cific app on a phone. Cloud adoption in the public sector stands for a large technological shift.
Hence, these models are insufficient. Within the Dutch public sector, the AC-ICT will assess ICT
projects in nine different areas which are deemed crucial in determining the feasibility of a project.
However, these areas are determined for ICT projects in general and not tailored to cloud com-
puting in particular and are hence insufficient to completely determine barriers or drivers. The
same holds for the GDI and MIDO, which are set up broadly and not cloud-specific.

The BIO is an assessment form which is tailored for the Netherlands and for cloud Technology.
It does denote important objects but mainly aims at mitigating risks, is subjective to the inter-
pretation of the user and does not identify a concrete list of (negative) variables, and hence also
provides insufficient input.

The objective of this thesis is to help managers and decision-makers in their considerations to
adopt a public cloud within the Dutch public sector. However, the models used in the existing
literature and the generalised nature of other reports fall short of capturing the full scope of this
problem. There is no ‘one model” or guideline that includes all variables relevant to the decision
within the defined context. Therefore we have chosen to extract the most important variables
from all of these sources and validate them using expert interviews.

At this point, it must be noted that the terms ’barriers” and "drivers’ might wrongly suggest that
we should strive for a "yes” on the question: should the Dutch public sector migrate to the public
cloud? However, this thesis aims at supporting a decision with both outcomes (yes and no). If
the question was posed differently e.g. should the Dutch public sector not migrate to the public
cloud, the drivers and barriers would be switched entirely. To that end, all variables (barriers &nd
drivers) can be seen as incentives to answer the question about public cloud use with either a "yes’
or a 'no’. Since it was chosen to use the opportunistic ‘should the Dutch public sector migrate to
the public cloud?’, the 'no” incentives are coined as barriers and the "yes’ incentives as drivers ﬂ

2.5.2 Aggregation method

After an extensive review of the literature, the identified variables were aggregated and a distilled
list was created to provide an overview of the elements that were relevant according to the current
literature. The process of refining the variables involved analysis of the literature and putting an

2And even then, these ‘incentives’ can not unilaterally be ascribed to either the yes’ or 'no’ category, as many
variables have a complex influence on adoption decision which includes both positive and negative parts
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emphasis on the frequency of their appearance. If variables were consistently present in multiple
studies, they were prioritised and proposed for the final list. This process was repeated for cur-
rent Dutch cloud policy documents and for company documents from consulting firm Deloitte,
based on their experience working with public sector clients.

Similar variables were grouped together to ensure that the variables covered a wide area of as-
pects that influence the decision to adopt public cloud technology within the Dutch public sector
while having limited overlap. This was done with the help of an expert in the field and resulted in
a list of 8 barriers and 8 drivers. Examples of the former are "lack of trust" (Alenizi & Al-karawi,
2022), "losing digital sovereignty" (Tewarie & van der Veen, 2023) (Ali et al.,[2016) and "insecurity
about data ownership" (Jones et al., 2019), which were grouped together and formed into "fear of
losing control". The description of "fear of losing control" still included all the other variables, but
it is nevertheless important to underline that a trade-off between completeness and conciseness
(or compactness) was made during this condensing step. Since all experts who participated in
the study were asked to validate the identified variables and provide new input, any one of them
could have been chosen to act as the expert who helped in the condensing step. Therefore, the
decision was made to use convenience sampling, and contact the expert who would be the most
available to provide information (Sekaran & Bougie, 2016). While employing this method may
not necessarily result in the most experienced expert giving input ﬂ it enabled frequent discus-
sions and swiftly gained insights, which were considered of higher importance at this stage.

The final barrier list was cross-referenced with the BIO (Tewarie & van der Veen, 2023) to check if
the variables were adequately represented. Since the BIO was mainly aimed at mitigating barriers
(or risks), it was difficult to cross-reference the drivers with the BIO well. The drivers’ list was
therefore cross-referenced with the findings within company documents of consultancy firm De-
loitte, which were based on their experience working with public clients. A schematic represen-
tation of the aggregation process is shown in figure [2.2|and the cross-reference lists are provided

in([Cl

In ISM MICMAC it is quite usual to approach all experts that are willing to participate in the
research at this stage. The identified variables are presented and altered if they, according to the
experts, do not represent the relevant variables in the specified context (Junior et al., 2021). Due
to time restrictions, the decision was made to not include the altering step of this "feedback loop’,
and to ask for the expert opinion on the variables themselves during the interview (except for the
one expert’s opinion that was provided during the condensing step of the aggregation method).
This has as a drawback that the variables might be solely based on literature and not accurately
represent reality, which can in turn make it difficult for the expert to define the contextual rela-
tionship from one variable to the other. For example, how can expert A say something about the
influence of variable i on variable j if it does not recognise variable i as having an influence on
cloud adoption in the first place? However, it severely increased the amount of time needed to
gather data, since an extra loop would mean knowing that people would participate in advance
which was not feasible within the time limit of this thesis. Furthermore, using only literature for
the variables is a method that is already established in previous research.

Since using (only) literature does raise the question whether or not the variables accurately rep-
resent reality, it was still asked during the interview. In most cases, the experts recognised all

3In the case of this study, the expert had 5 years of experience
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presented variables from their experience. When the expert felt that a certain variable was not as
strongly present, it was chosen to still include it because that variable might have a very strong
influence on other variables that were deemed important by the expert, making them indirectly
important to the system of variables as a whole.

Variables from Variables from Variables from
. Dutch reports and Company documents
Literature . .
policy documents Deloitte
Y

ariable is frequently present?

Yes

\

Create initial list of
Variables

i

Is list accepted by expert? No——> Alter list

Yes

v

Cross reference
list with bio BIO
and company
documents

Final Variable list |«

FIGURE 2.2: Schematic representation of variable aggregation

2.5.3 Barriers

In this section, the 8 barriers, i.e. the variables with a negative effect on the decision to adopt
cloud computing within the Dutch public sector, are described. Long description:

¢ Inadequate regulations and government policy
Regulations and government policy are often identified as a barrier in existing literature
(Assaf et al., 2021) (Tewarie & van der Veen, 2023) (Abied et al., [2022a) (Hujran et al., 2019)
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(Hsu et al., 2014). Existing rules and regulations are tailored to on-premise IT projects in-
stead of public cloud IT projects. In addition to this, the Government-wide cloud policy
only outlines cloud usage in a very general (vague) way, which could be interpreted dif-
ferently based on subjective opinion (unlike e.g. the cloud-first strategy in the UK (Jones
et al., 2019)). The absence, vagueness or (over)complexity of legal frameworks, regulations
and government policy hinders cloud adoption in general, but especially in the public sec-
tor since it is in essence bound to governmental strategy and legal frameworks (Gleeson &
Walden, 2016).

¢ Data security concerns

Data security is defined as protecting data from unauthorised access, corruption, or theft
(IBM, 2022). The cloud computing model characteristic of using shared resources and com-
ponents could lead to increased system complexity and provide a larger “attack area” where
systems are vulnerable to hackers. Additionally, the internet delivery of public cloud ser-
vices exposes government services to new network threats. All these concerns make it
harder to guarantee data confidentiality and integrity within the public cloud (King & Raja,
2012) (Jones et al., 2019)(Ali et al., 2016) (Alonso et al., 2016).

¢ Internal resistance to change

Unwillingness to adapt to new circumstances. public sector entities are known to be lag-
gards when it comes to change (and new innovation), and this is no different in the case of
cloud technology. Whether this is triggered by the high switching costs for training employ-
ees to use cloud services, the lack of need to gain a competitive advantage or the risk-averse
mentality of its managers: there is an overall unwillingness to adapt to new circumstances
which affect cloud adoption negatively (Hsu et al., 2014) Lee et al., 2012/ (Nanos et al., 2019)
(Zwattendorfer et al., 2013) (Halvorsen et al., [2005).

* Legacy dependence
Governmental IT infrastructure often depends on soft- or hardware that has been super-
seded but is difficult to replace. These infrastructures are not compatible with cloud tech-
nology, increasing the costs of switching to the cloud (Mutkoski, 2015) (Aziz et al., 2013)
(Nanos et al., 2019).

¢ Lack of standards

This barrier is defined three-fold. There is a lack of standardisation on the CSC’s side, e.g.
different departments have different IT systems (also related to legacy dependency). There
is a lack of standardisation on the CSP’s side, which has a negative effect on the portability
of the data that is handled in the cloud. Or there is a lack of institutional standards. The
goal of this is that cloud services are usable on different IT platforms (thanks to standards)
and that they can connect different platforms with each other (Interoperability). Data can
be transferred to different CSPs without major modifications (Portability). (Zwattendorfer
et al., 2013) (Tsohou et al., 2014) (Kotka et al.,2016) (Alenizi & Al-karawi, 2022).

¢ Lack of knowledge and capabilities
The lack of IT-skilled personnel within the civil service, and the difficulty in obtaining
enough IT-skilled personnel. Aside from the employees, the top management that is in
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the end responsible for deciding to adopt cloud technology, is often lacking sufficient back-
ground knowledge in IT and cloud to make a well-balanced decision. Creating understand-
ing and awareness can improve the accurate evaluation of all possibilities that cloud solu-
tions could offer, which otherwise might be discarded based on a fear of undefined risks. In
addition to this, a shift in knowledge is needed: from the operational/application adminis-
tration that is needed in current on-premise environments to functional administration that
is needed for cloud environments (Ali et al., 2016)(Alenizi & Al-karawi, 2022)(Aziz et al.,
2013).

¢ Fear of losing control

Placing public sector digital infrastructure and data at the disposal of a third party (the pri-
vate sector-owned cloud) risks losing digital sovereignty. The shared responsibility model
places most of the security controls of the CSC at the CSP. Even though the security agree-
ment is checked on compliance and compared with an independent assurance report, it still
leaves the CSC dependent on the CSP. Additionally, costs can increase if provider depen-
dency becomes too high (vendor lock-in) (Alenizi & Al-karawi, 2022) (Jones et al., 2019)
(Nanos et al., 2019) (King & Raja, 2012) (Ali et al., 2016).

* Negative business case

The business case describes the use and need to start the (cloud migration) project, the costs
and benefits and the boundary conditions. The business case can be interpreted financially,
for example when the ROl is positive or not, but the aim of the business case is to support
the choices, analyses and decisions that are made to start up the project. Alternatives are
considered and a clear reason (for starting the project), problem statement and objectives
are provided. Requirements are identified and analysed. The Advisory Committee ICT will
test projects on this explicitly. If the business case is negative, it will most likely advise
against starting the project at all (ICT-toetsing, 2021) (Ali et al., [2016)(Kuiper et al., 2015)
(Mohammed et al., 2017).

The barriers were presented to experts in the field, in order to develop the contextual relationships
between them. The exact method for this step will be described in chapter 3l The description that
was used to describe the barriers is presented in table

Barrier Description
Regulations and government | The absence of legal frameworks, as well as a uniform, gov-
policy ernmental cloud protocol hinders cloud adoption

Placing data and infrastructure in the public cloud can
make it more vulnerable to attacks, due to network deliv-
ery and the increased amount of interfaces. Data integrity
and confidentiality can therefore not always be guaranteed
Unwillingness to adapt to new circumstances. Related to
Internal resistance to change high switching costs (training), the lack of need to gain com-
petitive advantage, and risk-averse management.

Existing IT infrastructure often depends on soft- or hard-
ware that has been superseded but is difficult to replace.
There is a lack of compatibility with cloud technology, mak-
ing switching costs higher

Data security concerns

Legacy dependence
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Lack of standards

There is a lack of standards internally (legacy) and a lack
of standards externally (strategic direction government) (no
guarantee of data portability).

Lack of knowledge and capabil-
ities

The lack of IT-skilled personnel within the governmen-
tal authorities, and the difficulty in obtaining enough IT-
skilled personnel. Cloud possibilities could be better eval-
uated with more internal knowledge,

Losing control

Fear of losing digital sovereignty of data. Assurance
and compliance issues, related to the shared responsibility
model of CSP. Fear of a vendor lock-in which leaves the CSC
to lose control to switch to a different CSP.

Negative business case

Insufficient substantiation for choice to use public cloud
technology. Insufficient explanation about the need to mi-
grate’ often results in negative advice from the AC ICT.

TABLE 2.4: Compact description barriers
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2.5.4 Drivers

In this section, the 8 drivers, i.e. the variables with a positive effect on the decision to adopt cloud
computing within the Dutch public sector, are described.

Low and flexible cost

Lower costs to build and maintain hardware and resources (e.g. data centers), since the
CSC can exploit the investments made by the CSP. An increase in the efficiency of business
operations and fewer IT personnel is needed. Additionally, no on-premise licensing costs.
Both CAPEX and OPEX are decreased when switching to the cloud, making this one of
the biggest drivers according to literature. Other than lower costs, the pay-per-use pricing
model allows for flexible costs (Pinheiro Junior et al., 2020) (Mell & Grance, 2011)(Qian et al.,
2009) (Hsu et al., 2014) (Assaf et al., |2021) (Tewarie & van der Veen, 2023) (Marston et al.,
2011) (Aziz et al., 2013) (Mutkoski, 2015) (Ha, 2022) (Mohammed & Ibrahim, 2015).

Governmental strategy

When the political debate is about the modernisation of the government, the government
may choose to innovate by stimulating cloud use by adapting government cloud policy.
The use of cloud technology makes public services themselves more agile to adapt to the
changing digital needs of businesses and citizens. The push of a cloud-focused governmen-
tal strategy is a driver (Pinheiro Junior et al., 2020) (Tewarie & van der Veen, 2023) (Alenizi
& Al-karawi, 2022).

Scalability, flexibility and agility

Cloud technology enables a lower development time, by configuring resources & scale up
and down on demand. The latter also denotes the scalability (ability to scale your up/down
on demand). This enables the CSC to focus on core tasks and provides a quicker response
to changing requirements (agility)(Hsu et al., 2014) (Assaf et al., 2021) (Tewarie & van der
Veen, 2023) (Halvorsen et al., 2005) (Mutkoski, 2015) (Mohammed & Ibrahim, 2015).

Larger knowledge market

Easier to find new personnel, since capabilities are widely recognised. This stands in con-
trast to private cloud on-premise solutions that are currently used in the public sector, which
are dependent on highly specialised knowledge of that (unique) infrastructure. People re-
tention will also grow since employees acquire external acknowledgement of the value of
what they learn, ensuring them they are on a sustainable career path. Lastly, working with
new technologies such as public cloud technology will attract more hires (Tewarie & van
der Veen, 2023) (Ha, 2022).

Ease of use

Lowers the IT complexity in specific situations. Cloud resources are accessible via an inter-
net connection and can be installed and upgraded easily in the console. Additionally, expert
IT support is available to smooth out any problems, and no additional (complex) mainte-
nance teams are needed (Hsu et al., 2014) (Assaf et al., 2021) (Tewarie & van der Veen, 2023)
(Hsu et al., 2014) (Kotka et al., 2016).

Improving security and availability
The CSP has access to robust and advanced tech support, as well as soft- hardware in dif-
ferent availability zones, which protects the CSC against DDOS attacks and improves the



Chapter 2. Literature review 21

availability, and disaster recovery, of public services (Assaf et al., 2021) (Tewarie & van der
Veen, 2023) (Hsu et al., 2014) (Mohammed et al., 2017) (Mohammed & Ibrahim, 2015).

¢ Improved integration and interoperability
The cloud services are usable on different IT platforms and can connect different platforms,
enabling integration and interoperability across departments and with third parties. Actions
such as data sharing will therefore be more simplified (Hsu et al., 2014) (Elena & Johnson,
2015) (Ha, 2022).

* More advanced soft- and hardware
A lot of the hard- and software used by the CSP is technologically more advanced and better
tested than most of the current IT resources in the public sector (Marston et al., 2011) (Ha,
2022)). In addition to this, advanced technologies that need a lot of computing power, such
as Al can be realised easier (and cheaper) through the use of cloud technology than in an
on-premise environment.

The drivers were presented to experts in the field, to develop the contextual relationships between
them. The exact method for this step will be described in chapter[3} The description that was used
to describe the barriers is presented in table

Driver Description

Lower cost to build and maintain resources, less need for
maintenance-focused IT personnel and less licensing costs.
A political agenda that pushes a cloud-focused strategy in
order to innovate to answer to changing needs and de-
mands of citizens and businesses

Configuring and scaling of resources on demand and re-
duction of development time enables flexibility to focus on
core tasks and agility to respond to changing requirements
Easier to find new personnel since capabilities are widely
recognised (as opposed to private current solutions). In-
crease in employee retention, since an innovative work-
place attracts and retains hires.

Lower and flexible cost

Governmental strategy

Scalability, flexibility and agility

Bigger knowledge market

Ease of use

Cloud resources are easy to configure, and a lot of (com-
plex) maintenance tasks are executed by the CSP.

Improving security and avail-
ability

Protection against large-scale cyber attacks (DDOS), faster
disaster recovery and high availability

Improved integration and inter-
operability

Cloud services can connect to different IT platforms in a
standardised way, improving integration, interoperability
and data exchange across departments and with third par-
ties.

Improved hard- and software

Access to technologies that are more robust and better
tested.

TABLE 2.5: Compact description of drivers
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3 Materials and methods

To determine the relationship between the different variables that were introduced during the lit-
erature review, ISM (Interpretive Structural Modelling) and fuzzy MICMAC (Matrices” Impacts
Cruises Multiplication Applique a un Classement) are used. ISM is chosen to determine the in-
terrelation between the variables holistically, while fuzzy MICMAC is added to gain more insight
into the variables” driving and dependence power, which is determined by how strongly they
influence, or are influenced by, other variables.

3.1 Overview

ISM was First introduced by Warfield in 1974 (Warfield, 1974) and aims to simplify complex re-
lationships between variables in a system in order to provide hierarchical direction and clarity
(Sage, 1977)(Wartield, 1974). The method consists of the following steps, which are explained in
detail in the next sections:

Variable identification

* Determining contextual relationships

Developing Structural Self Interaction Matrix (SSIM)

Developing Reachability matrix

Level partitions and graph creation

Analysing driving and dependence power using Fuzzy MICMAC

3.2 Variable identification

From existing literature and other relevant documents, variables related to the issue are identi-
tied. In this research, an extensive literature review is done to identify variables that influence
public cloud adoption in the Dutch public sector. Additionally, the Baseline Information security
Government (BIO) and the risk areas that are identified by the AC-ICT are included. The variables
are categorised into drivers, which positively affect the decision to adopt cloud technology, and
barriers, which negatively affect the decision to adopt cloud technology [’} Since limited research
is done in the field of cloud adoption in the Dutch public sector, the decision was made to include
both the drivers and barriers in this research. To make the defining of the interrelationships be-
tween the variables easier, the drivers and barriers will be treated separately. This means that the

1 As mentioned in most variables are not unilaterally positive or negative, but the terminology is chosen to
provide clarity and simplicity
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subsequent steps are executed twice; one time for the barriers, and one time for the drivers.

3.3 Determining contextual relationships

Using experts’ opinions, the contextual relationship between any two barriers (i and j), and any
two drivers, is determined. To gather these opinions, several methods are described in existing
literature such as individual interviews (Junior et al., 2021) (Amrina & Oktora, 2020), question-
naires (Dubey & Ali, 2014), or group sessions where a consensus is reached (Attri et al., 2013)
(Dubey & Singh, 2015).

The main advantage of group discussions is that the participants will share different perspectives
that are initially not evident for all individuals. The cross-participant collaboration that is needed
to reach a consensus could result in more inclusive results. The main weakness of this approach is
that the result is often biased by the ability of individual participants to express their arguments
by expertise, determination or power (Junior et al., 2021). It is therefore impossible to assure the
correctness of the consensus of a group discussion (Schuman, 2002). Minimisation of the group
discussion bias is the main advantage of choosing the individual interview approach. On the
other hand, the answers of the participants are highly subjective to individual perception which
is the main weakness of using individual interviews (Junior et al., 2021).

In this research, individual interviews were chosen because of the aim to reduce the bias created
within groups. In addition to this, the complexity of arranging a group discussion of relevant
experts and the limited time available during the master thesis made it less desirable to choose
that option. By choosing individual interviews, the data collection could be scaled up or down,
depending on the number of participants that were found.

3.3.1 Participant criteria and selection

The criteria for the selection of the participants for the interview were:

* Participant is working for/in the Dutch public sector and her or his work is related to cloud
adoption.

¢ The participant is familiar with the decision-making process of cloud adoption.

Initially, the criteria were limited to participants who were working in the public sector and were
not extended to participants who were working for the public sector. However, it is usual for
projects in the public sector, especially IT projects, to be created in cooperation with external par-
ties (MIDO-kader, 2022). Therefore, the criteria were broadened to participants who work for the
public sector, hereby including e.g. consultants and freelancers

Additionally, a minimum amount of working experience years, either with cloud technology or
in the public sector (and preferably both), was desired because this would validate the expert’s

21t could be noted that these external workforces are still on the payroll of the public sector organisation so they
are technically also working for the public sector but for clarity, the reasoning for including them is provided.
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knowledge about the topic. However, since the Dutch policy only changed in the summer of
2022, it would be difficult to find participants working with the public cloud in the public sec-
tor for 3+ years. Therefore, the decision was made to leave the criteria as they were and to ask
the participating experts about their years of experience based on IT and decision-making-related
work within the Dutch public sector or work related to cloud technology. The decision was made
to exclude academics from the study since the research focuses on the decision-making process
from the perspective of the CSC (as described in section[I.2).

Participants were initially approached through the professional network of Deloitte and LinkedIn.
After the first round of participant selection, the response rate was very low (3 participants were
found). Previous studies that used the ISM fuzzy MICMAC single-interview-method included 4
interviews (Junior et al., 2021) minimum, and it was consequently decided that the lower limit
was set on 5 interviews. The choice was made to do 5 instead of 4 to limit contradictory results in
the expert opinions.

A second round of participant selection was initiated because of the low response rate of 3. More
participants responded after changing the technique and approaching possible participants di-
rectly by contacting ministries and public organisations via email. In total, 38 experts were ap-
proached, and 22 of them participated in the study.

Table [3.1] gives an overview of the participants. In addition to the years of experience and the
technical function name, a distinction is made between Technical and managerial/advisory roles.
Participants with technical roles are involved in the design and implementation phase for IT so-
lutions. These include for example architects, engineers and consultants. Participants with advi-
sory/managerial roles oversee IT projects, provide strategic guidance, and make decisions about
IT initiatives from a broader perspective. These include for example project managers, IT advi-
sors, and policy makers.

3.3.2 Empirical validation and pairwise relation

After presenting the variables to the experts, they were asked if they recognised them in the
tield or if they noticed certain elements that were missing. Then, the contextual relationship
between the presented variables was established ﬂ This was done by exploring the pairwise
relation between any two barriers (i and j), and any two drivers. In the literature, four types of
pairwise relations between variables are identified (Bolanos et al., 2005) (Warfield, 1994):

¢ Definitive (includes, partitions, is a member of)

¢ Comparative (greater than, smaller than, more important than)

¢ Influence (causes, affects, enhances, supports, confirms, is independent of)
¢ Temporal (precedes, follows, is disjoint in time)

In this research, the type ‘influence’ is chosen because of the aim to better understand the inter-
relationship between the variables and not their definitive, comparative or temporal relation. In
addition to this, the last three describe a static relation which does not provide insight into causal

3The reason for not including the expert’s feedback on the variables in this stage is explained in section m
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# | Function name Years of experience | Type of role
1 | IT risk consultant 3 Technical
2 | Cloud engineer 3 Technical
3 | IT risk consultant 4 Technical
4 | Sr. Manager Digital Transformation & Cloud | 4 Managerial /advisory
5 | Risk cloud engineer 5 Technical
6 | Project lead cyber risk 5 Managerial /advisory
7 | Partner Risk 8 Managerial /advisory
8 | Project manager/product owner 10 Technical
9 | Cloud Risk Advisory Director 13 Managerial /advisory
10 | IT advisory 13 Managerial /advisory
11 | Architect 13 Technical
12 | Product owner 15 Technical
13 | Advisor ICT 15 Managerial /advisory
14 | ICT Architect 15 Technical
15 | Advisor information security and privacy 18 Managerial /advisory
16 | Partner public sector 20 Managerial /advisory
17 | Product manager 20 Technical
18 | Architect Team Test & Architect 20 Technical
19 | Director Privacy & digital regulations 23 Managerial /advisory
20 | Head of infrastructure/ product owner 25 Managerial /advisory
21 | Sr. manager cloud engineering 25 Technical
22 | Architect 28 Technical

TABLE 3.1: Overview of participants
relations.

The contextual relationship is thus established by asking the expert if variable i "influences" vari-
able j. A supplementary explanation was given by stating that if a change would occur in variable
i, would this trigger a change in variable j?

The process of asking about the pairwise influence was first repeated for all 8 barriers, and then
for all 8 drivers. Since it was quite complex to establish all the relationships, it took approximately
1 hour per category. To ensure accurate data that were not biased by the participant being fatigued
or rushed, there was a preference to discuss the barriers and drivers at separate appointments.

3.4 Developing Structural Self Interaction Matrix (SSIM)

After the determination of the contextual relationships, the direction of the relationships is noted
in the Structural Self Interaction Matrix according to the following rules:

* V =variable i will influence variable j;
* A =variable j will be influenced by variable i;

¢ X =variable i and j will influence each other; and



Chapter 3. Materials and methods 26

¢ O =variable i and j are unrelated.

3.5 Developing the Binary Direct Reachability Matrix

In this step, the SSIM was transformed to the initial binary direct reachability matrix (BDRM) by
substituting V, A, X and O by either 0 or 1, according to the following rules:

o If the (i, j) entry in the SSIM is V, then the (i, j) entry in the reachability matrix becomes 1,
and the (j, i) entry becomes 0.

e If the (i, j) entry in the SSIM is A, then the (i, j) entry in the reachability matrix becomes 0,
and the (j, i) entry becomes 1.

e If the (i, j) entry in the SSIM is X, then the (i, j) entry in the reachability matrix becomes 1,
and the (j, i) entry also becomes 1.

e If the (i, j) entry in the SSIM is O, then the (i, j) entry in the reachability matrix becomes 0,
and the (j, i) entry also becomes 0.

The diagonal elements were set to zero.

3.5.1 Aggregation of results

In previous research, various methods have been explored to aggregate the data from the indi-
vidual interviews.

* Research by (Amrina & Oktora, 2020) considered the SSIM matrix and followed two rules:
Firstly, the symbol (V, A, X or O) with the highest frequency of occurrence was selected for
the aggregated SSIM. Secondly, if the frequency of a given relation was equal for 2 or more
symbols, priority was given in the following order: V, A, X and O.

* Research by (Junior et al., 2021) considered the BDRM and assumed a value of 1 if half (or
more) of the individual BDRMs had a value of 1.

Because of its potential to minimise the omission of data, the second option was chosen for this re-
search. This can be illustrated by examining the situation in which one expert states that variable
i influences variable j (symbol V), and another one states that variable i and j influence each other
(symbol X). Following the first method, this would be a V in the aggregated matrix and the data
of the expert who stated X will be discarded. However, if we use the second method, the data of X
will be included since the ones in the RM will be added to the total value, therefore also increasing
the threshold that needs to be crossed in order to establish a relationship in the aggregated matrix.

The final reachability matrix was subsequently determined by adding all entries of the BDRMs
together and establishing the threshold for when elements are set to 1 and when to 0. After that,
the diagonal elements of the aggregated BDRM were set to 1 and indirect relations were analysed
by incorporating transitivity effects: if i influences j and j influences k, then i influences k. Using
this method, both the direct and indirect effects are included. The final reachability matrix (FRM)
was the base for the level partitions and diagram.
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3.6 Level partitions and diagram

From the final reachability matrix, the reachability set and antecedent sets were derived. The
reachability set consisted of variable i and all the variables that variable i would influence. The
antecedent set also consisted of variable i but then included the variables that themselves influ-
enced variable i. These reachability and antecedent sets were determined and based on their
intersection, a distinction was made between different levels.

The levels were generated in the following manner: first, the reachability, antecedent and inter-
section sets for all the variables were established. Then, the variables for which the reachability
and antecedent sets were the same will occupy the top level. The top level is occupied by the vari-
ables that have no variables ‘above’ them that they were influenced by. These top-level variables
were then removed from all other reachability, antecedent and intersection sets and the process
was repeated until all variables had an assigned level.

For example, say BR5 has a reachability set (3, 5, 6, 8), meaning it influences barriers 3, 6, and Sﬁ
and antecedent set (1, 3, 5, 6, 8), which means that barrier 1, 3, 6 and 8 influence BR5. It can now be
concluded that BR5 only influences variables that it is itself influenced by, and does not reach any
new variables. BR5 is now placed on the lowest level and 5 is removed from all other reachability
and antecedents sets. Now, the intersection of the remaining variables is analysed and variables
for which the intersection set is equal to the reachability set were placed on level 2 and removed
from all the remaining sets. The process is continued until the final variable is assigned.

The diagram is created by placing the variables that were on the same level next to each other
horizontally and adding arrows between them to show the relational direction.

After the graphs were constructed their face validity was tested by an expert in the field. This was
done by asking the expert if she or he agreed with the connections that were present between the
levels.

3.7 Fuzzy MICMAC

A limitation of the ISM method is that it only considers whether or not there is a relation, but it
does not consider the strength of the relation.

3.7.1 Driving and dependence power

For ISM, relations were denoted by either a 1 if there is a relation, or by 0 if there is not. Fuzzy
MICMAC is used to overcome this limitation, by enriching the relations with an additional degree
of ‘strength’ that is denoted by a number in the interval [0, 1] (Bashir et al., 2022) (Khan & Haleem,
2012). The data for this degree of strength were obtained during the expert interviews that were
held to establish the contextual relationship. In addition to the direction of the relationship, the
opinion on the relationship’s strength was considered according to table Note that value 0
was automatically filled in if the expert stated that the variables had no influence on each other.

4Both the reachability and the antecedent sets also consist of the variable itself (Junior et al.,[2021)
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This method ensures that the importance of a variable is measured less by its direct relationships
and more by many indirect relationships. These indirect relationships influence the whole system
of variables through many reaction chains and feedback loops (Saxena et al., 1992).

Category | No relation | Very weak | Weak | Strong | Very strong
Value 0 0.25 0.5 0.75 1

TABLE 3.2: Linguistic and numerical values for strength relationship

The ’strength” value per relation was calculated and superimposed to the aggregated BDRM,
which resulted in the Fuzzy Direct Reachability Matrix (FDRM). Two ways of aggregating these
results are used in previous research which incorporated fuzzy MICMAC: the strength of the re-
lationship was either determined by the strength with the highest frequency (Kamble et al., 2018)
(Smania et al., 2022) or only one fuzzy matrix was provided that was created in consensus be-
tween the experts by approaching them a second time after the creation of the BDRM to provide
their opinion (Khan & Haleem, 2012)(Junior et al., 2021) (Pfohl et al., 2011) if an explanation was
provided at all (Dubey & Ali, [2014)(Deshmukh & Mohan, 2017). Due to time constraints, it was
decided to minimise the number of contacts with the experts and the first method was chosen
to determine strength was chosen as the fuzzy relationship. Moreover, the percentage of experts
that stated a relation was already incorporated in the ISM section, by using the threshold of 70%.
We could therefore state that only relations with a probability ‘strength” higher than 70% were
considered (Sushil, 2012). Thus, a relationship was included if more than 15 experts recognised it
in the field, and the strength of that relationship was determined by the strength that was identi-
tied the most often by all experts.

In order to determine the strength of the indirect relation from variable i to j, three types of com-
positions are possible (Zimmermann, 1996): max-min, max-product and max-average. In this
research, the max-min option is chosen since the minimal strength of the indirect relationship
between variable i and j is denoted by the maximum of all possible minimal impacts from i to j
(Kandasamy et al., 2007).

Following the steps as described in (Khan & Haleem, 2012), adapted from (Kandasamy et al.,
2007), the matrix is multiplied using the max-min method using the following function:

C = A,B = max k[(min(al-k, bk]))],A = [aik]andB = [bk]] (31)

Starting with the FDRM, the matrix is multiplied recursively (according to until stabilisation
of the driving and dependence power arise. The driving power of variable i is the result of the
sum of the power of variables that influence variable i, i.e. the sum of all entries for row i. The
depending power follows from the sum of variables that are influenced by variable i, i.e. the sum
of all of the entries in column i (Dubey & Ali, 2014). If the hierarchy of driving power and depen-
dence power remains the same in alternate stages of multiplication for all variables, the matrix is
stable (Saxena et al.,[1992)). These calculations were executed in a Python script using the libraries
pandas and numpy. The code will be made available to the reader upon request.
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3.7.2 Cluster classification

After generating the Fuzzy MICMAC stabilised matrix, the variables are classified into four clus-
ters which are visualised in a quadrant, based upon their driver-dependence power (Khan &
Haleem, 2012) (Kamble et al., 2018):

¢ Autonomous Cluster: variables with weak dependence and driving power. The autonomous
variables can be found in the lower left of the quadrant.

¢ Dependent Cluster: variables with weak driving and strong dependence power. The depen-
dent variables can be found on the lower right of the quadrant.

¢ Linkage Cluster: variables with strong driving and strong dependence power. The linkage
variables can be found on the upper right of the quadrant.

* Independent: variables with strong driving and weak dependent power. The independent
variables can be found on the upper left side of the quadrant.
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4 Results

During the interviews, the first step was to validate the variables by asking the experts if they
recognised them in the field or if they noticed certain elements that were missing. In the second
step, the interrelation of each of the elements was determined by asking for each variable i if it
influenced variable j or vice versa. In the third step, the strength of the influence was determined
by asking the experts how strongly variable i influenced variable ;.

4.1 Variables

In the first step of the interview, the variables that are described in tables {4.1| and [4.2] were pre-
sented and the expert was asked if he or she agreed with them. In addition to this, the expert was
asked to identify any extra variables that were deemed important but not represented (enough)
in the tables.

Code | Barrier

BR1 | Inadequate regulations and government policy
BR2 | Data security concerns

BR3 | Internal resistance to change

BR4 | Legacy dependence

BR5 | Lack of standards

BR6 | Lack of knowledge and capabilities

BR7 | Fear of losing control

BR8 | Negative business case

TABLE 4.1: Coded barriers

During the interviews, the additional barrier Lack of (supply by the) market was proposed. This
barrier relates to the fact that, within the current demand package of the Dutch public sector, so
far there is no supplier available that can answer to these demands. For instance, there is no Eu-
ropean cloud provider that can offer the same services as e.g. Microsoft Azure. A second barrier
addressed the Segmented structure of the public sector where all organisations are separately respon-
sible for their link in the chain. This compartmentalised nature of the public sector in general,
could hinder adoption since it means that a lot of steps have to be carried out several times.

On the other hand, internal resistance was not always recognised as a barrier. On the contrary, it
was stated by some experts that there was so little resistance and that employees were pushing
for change so that was seen as a driver.

For the drivers, an additional driver that was noted was Supplier strategy which relates to the
fact that current suppliers of IT services to the public sector are switching to the cloud. They are
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Code | Driver

DR1 | Lower and flexible costs

DR2 | Governmental strategy

DR3 | Scalability, flexibility and agility

DR4 | Bigger knowledge market

DR5 | Ease of use

DR6 | Improving security and availability

DR7 | Improved integration and interoperability
DR8 | Improved hard- and software

TABLE 4.2: Coded drivers

thereby “forcing’ the (public) user organisation to either switch suppliers or migrate to the cloud.

Furthermore, a bigger knowledge market was not always recognised as being present as a driver,
but also in general. Even though cloud providers provide training to enhance knowledge, ex-
perts stated that there was still a significant shortage of IT personnel which made it difficult to
acknowledge a bigger knowledge market as a factor of influence. In addition to this, lower cost
and increased interoperability were also not always recognised. Like with internal resistance,
experts sometimes noticed a trend in the other direction: costs would end up higher and interop-
erability would get worse.

4.2 Determining contextual relationships and SSIM

In the next step, the contextual relation was determined by examining the direction of influence
between each pair of variables. The results are shown in table As described in section
the following rules were followed to construct the SSIM from the expert’s opinion:

* V =variable i will influence variable j;

¢ A =variable i will be influenced by variable j;

¢ X =variable i and j will influence each other; and
* O =variable i and j are unrelated.

In table only the relationship (V, A, X or O) with the highest frequency is shown. The exact
number of experts that observed this relationship is shown in table An example of an inter-
pretation of the results is that of the 22 experts, 11 experts found a relationship X between BR1
and BR2. This means that 11 people stated that inadequate regulations and government policy
(e.g. complex or lack of regulations and policies) and data security concerns (e.g. bigger attack
surface in the cloud, data integrity and confidentiality ) influenced each other.

In the following sections, remarkable results are highlighted, such as the relations that were recog-
nised by either the most or the least experts.

The relationships that were recognised by most experts:

¢ 18 out of 22 experts stated:
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- BR6 (V) BR7 = Lack of knowledge and capabilities influences losing control

— BR4 (V) BR8 = Legacy dependence influences negative business case
¢ 17 out of 22 experts stated:

— BR5 (V) BR7 = Lack of standards influences losing control
— BR6 (V) BR8 = Lack of knowledge and capabilities influences the negative business case

The relationship on which the experts disagreed the most was BR3 A BRS:

* 8 out of 22 experts stated a relationship A, which means that the negative business case
influences the internal resistance

* 4 out of 22 stated a relationship V which means that internal resistance influences the busi-
ness case.

* 5 out of 22 stated a relationship X (they influence each other) or O (they are unrelated).

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BRS

BR1 Inadequate regulations
and government policy
BR2 Data security concerns

<
> <<

BR3 Internal resistance to
change
BR4 Legacy dependence

>
| » | » | <
> ] <

BR5 Lack of standards

<

BR6 Lack of knowledge and ca-
pabilities
BR?7 Fear of losing control

<| <] O| »

< | <] <<

BR8 Negative business case

TABLE 4.3: Aggregated SSIM barriers

For the drivers, the relationship which was established by the highest number of experts is shown
in table The exact number of experts that stated any particular relationship is shown in table
The frequency of all possible relationships can be found in appendix[D} The relationships that
were recognised by most experts:

* 17 out of 22 experts stated:
— DR1 (A) DR3 = Scalability, flexibility and agility influence lower and flexible costs

* 16 out of 22 experts stated:
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BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8

BR1 Inadequate I:egulatlons 1 10 1 12 9 9 12
and government policy
BR2 Data security concerns 12 10 10 15 11 15
BR3 Internal resistance to 14 13 13 15 3
change
BR4 Legacy dependence 9 10 10 18
BR5 Lack of standards 9 17 14
BR6 Lack of knowledge and ca-

- 18 17
pabilities
BR?7 Fear of losing control 1

BR8 Negative business case

TABLE 4.4: Number of experts that identified the SSIM relation for the barriers

- DR1 (A) DR7 = Improved integration and interoperability influences lower and flexible

costs

The relationship on which opinions were most divided was DR2 V/A DR4:

* 6out of 22 experts stated a relationship V, which means that governmental strategy (political
agenda) influences the bigger knowledge market, or a relationship A, which means that the
bigger knowledge market influences the governmental strategy.

* 5 out of 22 stated a relationship X (they influence each other) or O (they are unrelated).

On average, 12.25 experts recognised the same relationship for the barriers and 10.89 for the
drivers. Thus, on average more experts were in consensus about the relationships for the bar-

riers than for the drivers.

4.3 Developing reachability matrix

In this step, the SSIM is transformed to the initial Binary Direct Reachability Matrix (BDRM) by

substituting V, A, X and O by either 0 or 1, according to the following rules (see also [3.5):

o If the (i, j) entry in the SSIM is V, then the (i, j) entry in the reachability matrix becomes 1,

and the (j, i) entry becomes 0.

o If the (i, j) entry in the SSIM is A, then the (i, j) entry in the reachability matrix becomes 0,

and the (j, i) entry becomes 1.

o If the (i, j) entry in the SSIM is X, then the (i, j) entry in the reachability matrix becomes 1,
and the (j, i) entry also becomes 1.
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DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8

DR1 Lower and flexible costs v A A A A A A
DR2 Governmental strategy X V/A | A X A A
DR3 Scalability, flexibility and o X v A A
agility
DR4 Bigger knowledge market A v v o
DR5 Ease of use v v X
DR6 Improving security and

lataits Vv A
availability
DR7 Improved integration and
. o A
interoperability
DRS8 Improved hard- and soft-
ware

TABLE 4.5: Aggregated SSIM drivers
DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8

DR1 Lower and flexible costs 14 17 1 13 15 16 1
DR2 Governmental strategy 9 6 12 3 v 9
DR3 Scalability, flexibility and 3 9 3 9 12
agility
DR4 Bigger knowledge market 9 13 12 1
DRS5 Ease of use 14 12 3
DRé6 Improving security and

ot 8 12
availability
DR?7 Improved integration and 10
interoperability
DR8 Improved hard- and soft-
ware

TABLE 4.6: Number of experts that identified the SSIM relation for the barriers

e If the (i, j) entry in the SSIM is O, then the (i, j) entry in the reachability matrix becomes 0,
and the (j, i) entry also becomes 0.

In the previous section, only the relationship with the highest frequency per pair of variables is
presented. However, the SSIMs are still developed for all data sets. For the creation of the BDRM,
all 22 SSIMs are separately converted to individual BDRMs using the rules described above. In
other words: all datasets are included in this section, and for each relation separately it is deter-
mined if a relation was recognised by more than 15 experts. If that was the case, the relation was
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included in the total BDRM.

4.3.1 Barriers

The final, aggregated BDRM is constructed by adding the binary matrices of all BDRMs together
and using a threshold of 15 to decide which entries will be set to O (relationship is excluded) and
which entries will be set to 1 (relationship is included). The sum of the BDRM entries from the 22
participants is shown in table 4.7

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8

BR1 Inadequate regulations and government policy | 0 |21 |12 |8 17 |11 |15 |12
BR2 Data security concerns 12 10 19 |7 10 |6 13 |15
BR3 Internal resistance to change 5 14 |0 5 5 9 6 9

BR4 Legacy dependence 4 14 |17 |0 8 10 |9 19
BR5 Lack of standards 6 16 |16 |7 |0 12 119 |15
BR6 Lack of knowledge and capabilities 6 |20 |21 |15 |15 |0 |22 |20
BR?7 Fear of losing control 15 |18 |20 |4 2 4 0 13
BR8 Negative business case 2 1 13 |2 3 3 4 0

TABLE 4.7: Total sum of BDRM entries from 22 participants for the barriers

The relationships that were recognised by most experts:

o all experts stated that BR6 influences BR7 = A lack of knowledge and capabilities influences
fear of losing control

¢ 21 out of 22 experts stated:

- BR1 influences BR2 = Inadequate regulations and government policy influence data
security concerns

- BR6 influences BR3 = A lack of knowledge influences internal resistance to change

The relationship which was recognised by the smallest number of participants was BR8 influences
BR2 = A negative business case influences data security concerns. Only one expert stated that this
relationship was present in this context.

The results in table 4.7|do not include the transitivityﬂ principle yet, as this step requires a binary
matrix which is formed by imposing a threshold on the summed entries. In this study the choice
was made for a threshold of 70%; i.e. if 70% of the experts say the relationship holds, the relation-
ship is included in the aggregated matrix. Concretely, if (22/100x70 = 15.4) more than 15 experts
have a value of 1 on place (i, ) in their individual BDRM, a value of 1 is assumed on place (i, j)
in the aggregated BDRM. If 15 or fewer experts have a value of 1 at place (i, ]), the aggregated
BDRM has a value of 0 at place (i, j).

ltransitivity between three elements exists when a relationship is derived from one indirect connection. For in-
stance, if x is related to y, and y is related to z; then x and z have a transitive relationship (Junior et al.,[2021).
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BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8
BR1 Inadequate regulations and government policy | 0 1 0 0 1 0 0 0
BR2 Data security concerns 0 0 1 0 0 0 0 0
BR3 Internal resistance to change 0 0 0 0 0 0 0 0
BR4 Legacy dependence 0 |0 1 0 |0 0 |0 1
BR5 Lack of standards 0 1 1 0 0 0 1 0
BR6 Lack of knowledge and capabilities 0 1 1 0 0 0 1 1
BR?7 Fear of losing control 0 1 1 0 0 0 0 0
BR8 Negative business case 0 0 0 0 0 0 0 0

TABLE 4.8: The final binary direct reachability matrix using a threshold of 15

To investigate the influence of the height of the threshold, the results are also calculated for a
threshold of 14 experts and a threshold of 16 experts. These results are presented in the appendix

In the final step, the diagonal elements are set to 1 and the transitivity principle is included to
incorporate indirect relationships. The results of the final reachability matrix are shown in table
Transitive links are denoted with a star (*).

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8
BR1 Inadequate regulations and government policy | 1 1 1* |0 1 0 1* |0
BR2 Data security concerns 0 1 1 0 0 0 0 0
BR3 Internal resistance to change 0 0 1 0 0 0 0 0
BR4 Legacy dependence 0 0 1 1 0 0 0 1
BR5 Lack of standards 0 1 1 0 1 0 1 0
BR6 Lack of knowledge and capabilities 0 1 1 0 0 1 1 1
BR?7 Fear of losing control 0 1 1 0 0 0 1 0
BR8 Negative business case 0 0 0 0 0 0 0 1

TABLE 4.9: Final reachability matrix including transitive relationships for the barriers

4.3.2 Drivers

The same process is repeated for the drivers. The results for the sum of all BDRM entries are

presented in table

The final direct reachability matrix is again developed by setting all entries above the threshold
to 1, and all entries below the threshold to 0. The result is shown in table for a threshold of
15, and in the appendix [E| for a threshold of 14 and 16.

After including the transitive relations, the final reachability matrix is established and shown in

table
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DR1| DR2| DR3| DR4| DR5| DR6| DR7| DRS8
DR1 Lower and flexible costs 0 16 | 4 3 4 3 2 4
DR2 Governmental strategy 2 0 13 |11 |5 13 |11 |7
DR3 Scalability, flexibility and agility 20 |17 | O 11 |13 |13 |9 7
DR4 Bigger knowledge market 13 |11 |9 0 10 |16 |15 |6
DR5 Ease of use 15 |14 |15 |11 | O 20 |16 |10
DR6 Improving security and availability 16 |15 |11 |3 7 0 14 | 8
DR?7 Improved integration and interoperability 16 |12 |13 |6 9 12 |0 6
DR8 Improved hard- and software 14 |10 |14 |8 15 |16 |15 |0

TABLE 4.10: Total sum of BDRM entries from 22 participants for the drivers

DR1| DR2| DR3| DR4| DR5| DR6| DR7| DRS8

DR1 Lower and flexible costs

DR2 Governmental strategy

DR3 Scalability, flexibility and agility

DR4 Bigger knowledge market

DR5 Ease of use

DR6 Improving security and availability

OO OO OO O
OO OO OO O

DR7 Improved integration and interoperability

Ol R OIOoOROo o
OO OO OO
OO OO OO
aal Nl Nenl Bl il Nl N en) Nanl
[l ielNeli) ol ol ol N
(] Nl N o) Nl Heo] ool Re) Naw)

DR8 Improved hard- and software

TABLE 4.11: The final binary direct reachability matrix using a threshold of 15 for the

drivers
DR1| DR2| DR3| DR4| DR5| DR6| DR7| DRS8
DR1 Lower and flexible costs 1 1 o (0 (0 |0 |0 |O
DR2 Governmental strategy 0 1 0 0 0 0 0 0
DR3 Scalability, flexibility and agility 1 1 1 0 0 0 0 0
DR4 Bigger knowledge market 1* [ 1* |0 1 0 1 0 0
DR5 Ease of use * |1* |0 0 1 1 1 0
DR6 Improving security and availability 1 * |0 [0 |O 1 0 0
DR?7 Improved integration and interoperability 1 * /0 [0 |O 0 1 0
DR8 Improved hard- and software * |1 |0 |0 |0 1 0 1

TABLE 4.12: Final reachability matrix including transitive relationships for the
drivers

4.4 Level partition

The level that a specific variable occupies is based upon the intersection of the reachability set (
= set of other variables that that variable reaches) and the antecedent set ( = set of other variables
that reach that specific variable). For the barriers, these sets are denoted in If the intersection
set is equal to the reachability set, it means that the variable in question will not reach any ‘'new’
variables. In table BR3 has reachability set (3), meaning it influences no other barriers EL and
antecedentset (1,2, 3, 4, 5, 6, 7), which means that barrier 1, 2, 3, 4, 5, 6 and 7 influence BR3. Thus,

2Both the reachability and the antecedent sets also consist of the variable itself (Junior et al., 2021).
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BR3 does not reach any new variables and is assigned to level 1. The same logic applies to BRS,
which is assigned to the same level. Consequently, BR3 and BR8 are removed from all sets, and
we repeat the process from the start. At the second iteration, for both BR2 and BR4 holds that the
reachability set, with 8 and 3 removed, is equal to the intersection of the reachability set with the
antecedent set. Thus, without BR3 and BR8 in the system, they do not reach any new variables
and are assigned to level 2. The process is continued until the final variable, in this case BR1, is
assigned.

Variable Reachability set | Antecedentset | Intersectionset | Level
BR% Inadequate regulations and government 1,2,3,5,7 1 1 5
policy

BR2 Data security concerns 2,3 1,2,5,6,7 2 2
BR3 Internal resistance to change 3 1,2,3,4,5,6,7 3 1
BR4 Legacy dependence 3,4,8 4 4 2
BR5 Lack of standards 2,3,5,7 1,5 5 4
BR6 Lack of knowledge and capabilities 2,3,6,7,8 6 6 4
BR?7 Fear of losing control 2,3,7 1,5,6,7 7 3
BR8 Negative business case 8 4,6,8 8 1

TABLE 4.13: Summary of level partition of barriers

The same process is repeated for the drivers and is shown in table

Variable Reachability set | Antecedentset | Intersectionset | Level
DR1 Lower and flexible costs 1,2 1,3,4,5,6,7,8 1 2
DR2 Governmental strategy 2 1,2,3,4,5,6,7,8 | 2 1
DR3 Scalability, flexibility and agility 1,2,3 3 3 3
DR4 Bigger knowledge market 1,2,4,6 4 4 4
DR5 Ease of use 1,2,5,6,7 5 5 4
DR6 Improving security and availability 1,2,6 4,5,6,8 6 3
DR?7 Improved integration and interoperability | 1,2,7 57 7 3
DR8 Improved hard- and software 1,2,6,8 8 8 4

TABLE 4.14: Summary of level partition of drivers

4.5 Creating graphs

To create the final graph, the variables are structured according to the level partition from the
previous step. After structuring the variables hierarchically, arrows are placed according to their
directional relationship based on the binary direct relations (table [E.T|and table 4.11). The results
for the barriers are shown in figure and the results for the drivers are shown in figure
The graphs which still include the transitive links are presented in the appendix

After the graphs were constructed they were validated by an expert in the field. The expert
agreed with all the connections that were present in diagram However, for the drivers
the expert stated that there should have been a connection between DR4 and DR3, so between
Bigger knowledge market and Scalability flexibility and agility. In addition to this, the connection
between DR4 and DR?, as well as the connection between DR5 and DR3 were missing. The expert
agreed with all the other connections.
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Level 1

BR3 Internal resistance to
change

BR8 Negative business case

E BR2 Data security concerns BR4 Legacy dependence -

Level 3

BR7 Fear of losing control

E Level 4 :

BR6 Lack of knowledge and

: BR5 Lack of standards capabilities :
Level 5

BR1 Regulations and
government policy

FIGURE 4.1: Final directed graph barriers
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DR2 Governmental strategy
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DR1 Lower and flexible cost
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DR3 Scalability, flexibility and
agility

DRG6 Improving security and
availability

DR7 Improved integration and
interoperability
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/ |

DR4 Bigger knowledge market

DRS Ease of use

FIGURE 4.2: Final directed graph drivers
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4.6 Fuzzy MICMAC

The fuzzy direct reachability matrix was determined individually by superimposing the numer-
ical representation of the strength to the BDRM for all 22 participants. After this step,
the aggregated fuzzy direct reachability matrix is constructed by taking the relationship with the
highest frequency. Thus, it was determined by taking the strength factor that was recognised by
the most experts of all individual fuzzy direct reachability matrices. The aggregated fuzzy matrix
is shown in table The diagonal is set to 1 as in Kamble et al., 2018/ and (Khatwani et al.,2015).

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8
BR1 Inadequate regulations and government policy | 1 0750 |0 |075/0 |075 0
BR2 Data security concerns 0 1 075{0 |0 0 [0 |O
BR3 Internal resistance to change 0 0,75 1 0 0 0 0 0
BR4 Legacy dependence 0 ]0,75/075|1 0 0 |0 [075
BR5 Lack of standards 0 1 0510 1 0 0,75] 0,5
BR6 Lack of knowledge and capabilities 0 0,75/ 1 0 0,75/ 1 0,75/ 0,75
BR?7 Fear of losing control 0,751 0,75/ 0,75| 0 0 0 1 0
BR8 Negative business case 0 0 0 0 0 0 0 1

TABLE 4.15: Aggregated fuzzy direct reachability matrix barriers

In the next step, matrix multiplication is used as described by Kandasamy et al., 2007, using the
formula:

C = A, B = maxk[(min(a;, by;))], A = [axlandB = [byj] 4.1)
The matrix is recursively multiplied until it is stabilised and the levels of driving and dependence

power no longer change.

After 3 iterations, stabilisation of the driving and dependence levels occurred. The matrix, the
driving and dependence power, and levels are shown in table

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8 | Driving | Level

BR1 Inadequate regulations and gov-

: 1 0,75 0,75/ 0 0,75 0 0,75/ 05 | 45

ernment policy

BR2 Data security concerns 0 1 0,75| 0 0 0 0 0 1,75 5
BR3 Internal resistance to change 0 0,75 1 0 0 0 0 0 1,75 5
BR4 Legacy dependence 0 0750751 0O (0 |0 |075 325 4
BR5 Lack of standards 0,75| 1 0,75| 0 1 0 0,75/ 0,5 | 4,75 2
Ele{: Lack of knowledge and capabili- 0,75/ 0,75 1 0 0,75 1 0,75/ 0,75 5.75 1
BR?7 Fear of losing control 0,751 0,75/ 0,75| 0 0,75/ 0 1 05 |45 3
BR8 Negative business case 0 0 [0 |O 0 [0 |O 1 1 6
Dependence 3,25| 5,75| 5,75| 1 3,25| 1 3,25| 4

Level 3 1 1 4 3 4 3 2

TABLE 4.16: Stabilized fuzzy matrix for the barriers
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The results are visually analysed by creating a driving-dependence graph, which is shown in
section The same steps were repeated for the drivers, for which the results are presented in
tables and In the case of the drivers, stabilisation also occurred after 3 iterations.

DR1| DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8
DR1 Lower and flexible costs 1 0510 0 0 0 0 0
DR2 Governmental strategy 0 1 0 [0 |O 0 [0 |O
DR3 Scalability, flexibility and agility 1 10751 0O (0 (O O |O
DR4 Bigger knowledge market o (0 |0 |1 |0 |075/075/0
DR5 Ease of use 0,75/ 0,5 |0,75(0 |1 0,75/ 0,75| 0
DR6 Improving security and availability 0,75/ 0,75/ 0 0 0 1 0 0
DR7 Improved integration and interoperability 0,75/ 0 0 [0 |O 0 1 0
DR8 Improved hard- and software 0 0 0 0 0,751 0,75/ 0,75] 1

TABLE 4.17: Aggregated fuzzy direct reachability matrix drivers

DR1| DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8 | Driving | Level
DR1 Lower and flexible costs 1 0510 0 0 0 0 0 1,5 7
DR2 Governmental strategy 0 1 0 0 0 0 0 0 1 8
DR3 Scalability, flexibility and agility | 1 0,75 1 0 0 0 0 0 2,75 4
DR4 Bigger knowledge market 0,75/ 0,75/ 0 1 0 0,751 0,75/ 0 4 3
DR5 Ease of use 0,75/ 0,75| 0,75| 0 1 0,75/ 0,75/ 0 4,75 2
DR6 Improving security and avail- 0750 075 0 | 0 0 1 0 0 |25 5
ability
DR7 ImProved integration and inter- 07505 [0 |0 0 o 1 0 | 225
operability
DR8 Improved hard- and software 0,751 0,75/ 0,75| 0 0,75 0,75 0,75| 1 5,5
Dependence 5751575/ 25 |1 1,75| 3,25| 3,25| 1
Level 1 1 3 5 4 2 2 5

TABLE 4.18: Stabilized fuzzy matrix for the drivers

4.6.1 Cluster classification

After generating the Fuzzy MICMAC stabilised matrix, the factors are classified into four clusters
based upon their driver-dependence power

4.3

For the barriers, the results were:

* The Autonomous Cluster, i.e. the factors with weak dependence and driving power. This
cluster is filled with variable BR4. Thus, within the system, the legacy dependence does
(relatively speaking) not have much power to influence other variables and is also (relatively
speaking) not influenced heavily by other variables.

* The Dependent Cluster, i.e. variables with weak driving and strong dependence power.
This cluster is filled with variables BR2 and BR3. Thus, within the system, data security
concerns and internal resistance to change have relatively little power to influence other
variables, but other variables do have relatively high power to influence them.
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Dependence and driving power Barriers

® BR6 Lack of knowledge and capabilities

BR5 Lack of standards g
BR7 Fear of losing control ® BR1 Inadequate regulations and government policy

Driving power
S

® BR4 Legacy dependence

® BR2 Data security concerns

1 ® BR8 Negative business case

0 1 2 3 4 5 6 7 8

Dependence power

FIGURE 4.3: Driving and dependence power of barriers

¢ Linkage Cluster: variables with strong driving and strong dependence power. For the bar-
riers system, there are no variables identified within this cluster.

* The Independent Cluster, i.e. variables with strong driving and weak dependent power is
tilled by BR1, BR5, BR6 and BR7. These variables are the least strongly influenced by other
variables, but do have a strong power to drive others. BRY, i.e. the lack of knowledge and
capabilities, has the strongest driving power in the system.

* BRS8 lies exactly in the middle when it comes to the dependence power, and can therefore
be counted to both the Autonomous and the Dependent Cluster. It has the lowest driving
power of the system. To summarise: the business case has the least power to influence other
variables and is influenced on an average level by other variables.

For the drivers, the results are presented in figure The following cluster classification for the
variables is identified:

e The Autonomous cluster, which contains variables DR3, DR6 and DR7. This means that
within the system, scalability, flexibility and agility, improving security and availability and
improved integration and interoperability have a relatively low driving power on the other
variables in the system. At the same time, they are not dependent on other variables either
since the dependence power is low.
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Dependence and driving power Drivers

® DR8 Improved hard- and software

® DRS5 Ease of use

p—= DR4 Bigger knowledge market

Driving power
SN

DR3 Scalability, flexibility, agility ® e DR6 Improving security and availability
® DR7 Improved interoperability and integration

® DR1 Lower and flexible cost

1 ® DR2 Governmental strategy

0 1 2 3 4 5 6 7 8
Dependence power

FIGURE 4.4: Driving and dependence power of drivers

¢ The Dependent Cluster contains DR1 and DR2, meaning that Low and flexible costs, as well
as governmental strategy, have a low driving and a high dependency power. The govern-
mental strategy has the lowest driving power in the system, meaning that the accumulated
strength of its influence on other variables is the lowest.

¢ Linkage Cluster: variables with strong driving and strong dependence power. For the bar-
riers system, there are no variables identified within this cluster.

* The Independent Cluster contains both DR8 and DR5. Improved hard- and software and
ease of use strongly influence other variables, but are only weakly influenced by other vari-
ables. Improved hard- and software has the most driving power in the system.

* BR4, Bigger knowledge market, lies exactly on the boundary between the autonomous and
independent quadrants, and can therefore be assigned to both clusters.

Since there are multiple variables that occupy the top level in the graph The key variable is
determined by the variable with the highest driving power, which is improved hard- and soft-
ware.

For completeness, the aggregation is also performed by taking the average per entry (i,j) of all in-
dividual fuzzy matrices, after which the results were normalised. Even though averaging would
include the most expert opinions, it would also "flatten” them and presumably result in unrep-
resentative driving and dependence power. Furthermore, no existing literature was found that
used the method of averaging the results for fuzzy MICMAC in this sense. These results can be
found in appendix|G|
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5 Discussion

In the discussion section, possible explanations for the results are provided and the subquestions
are answered. Furthermore, the limitations of the research as a whole are described and possible
future research directions are outlined.

5.1 Discussion on results

In this section, the results are discussed. The three subquestions are answered throughout this
section.

What are the key variables that influence cloud computing adoption decisions?

The key variables found in literature and Dutch reports and official documents, as far as the bar-
riers are concerned: Inadequate requlations and government policy, Data security concerns, Internal
resistance to change, Legacy dependence, Lack of standards, Lack of knowledge and capabilities, Fear of
losing control and Negative business case. In addition to this and as described in section Lack of
(supply by the) market and Segmented structure of the public sector were proposed as barriers. Internal
resistance was not always recognised.

An explanation for the last result could be that the participants of the study were all actively en-
gaged in cloud-related environments and probably had an opportunistic perspective. In addition
to this, participants needed to have knowledge about cloud technology and as seen in the results
a lack of knowledge influences internal resistance. The opposite could also be true: more
knowledge leads to less resistance. Since the participants were highly knowledgeable, their per-
ception of internal resistance could therefore be influenced.

For the drivers, the variables that were identified were: Lower and flexible costs, Governmental strat-
eqy, Scalability, flexibility and agility, Bigger knowledge market, Ease of use, Improving security and
availability, Improved integration and interoperability and Improved hard- and software. In addition to
this, Supplier strategqy was proposed. Lower and flexible costs, Bigger knowledge market and Improved
integration and interoperability were not always recognised.

An explanation for this last result could be that in most cases, the costs of using cloud services can
exceed those of on-premise infrastructures. It was supposed however, that for cost comparisons,
personnel or maintenance costs are not always included in the on-premise scenario, making it
difficult to assess if the total costs are really higher.

The bigger knowledge market was often viewed as a very relevant variable which had not been
noticed by many participants before. However, some of them noted that even though a nicer
workplace and more training from cloud providers would mean more knowledge in the market,
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there still was (and is) a large shortage of IT personnel.

According to some experts, interoperability and integration became more complex due to the in-
corporation of cloud services. This was not so much due to technical reasons, but more because
of the broader (architecture) aspect since more parties were involved and issues related to how
the cloud services would integrate with existing IT components increased.

In general, experts noted that the barriers were easier to recognise within the (Dutch) public sec-
tor specifically, whereas the drivers had a more universal background. This could originate from
the fact that within the Dutch public sector, not many reports are available on driving variables.
Presumably, CSPs offer their perspective on why cloud could be a viable option and the CSC feels
the need to mitigate risks associated with the agreement with the CSP. It should however be noted
that to make a well-balanced decision, it is important to address both drivers and risks from the
CSC’s perspective, independently from the CSP.

What is the hierarchical structure between the identified variables?

Following the ISM method, the level of variable i is determined by the intersection of the number
of variables it (in)directly influences and the number of variables that it is (in)directly influenced by.

For the barriers, the variables were distributed over the different levels as shown in figures
The hierarchy starting from least influential /most influenced to most influential /least influenced
can be summarised as follows:

1. BR3 Internal resistance to change and BR8 Negative Business case are occupying the lowest
level in the system. They are relatively the least influential and the most influenced by other
variables.

2. BR2 Data security concerns and BR4 Legacy dependence occupy the second level in the system.
3. BRY Fear of losing control occupies the third level in the system.

4. BRS5 Lack of standards and BR6 Lack of knowledge and capabilities occupy the fourth level in the
system.

5. BR1 Inadequate regulations and government policy occupies the fifth and top-most level of the
system. It is relatively the most influential and least influenced by other variables in the
system.

Within the field, experts noted that a lot of the other barriers influence internal resistance directly,
but that internal resistance mostly influenced others in a very implicit way. For example, having
resistance to cloud adoption could slow the process of creating standards or the willingness to
obtain new knowledge. However, the internal resistance would not be the ‘main” influence in
these processes and was therefore often not considered as a (very) influential variable.

The negative business case was often identified as having little to no influence on other variables,
and was considered to be mostly influenced by the legacy dependence. Some experts also noted
that a lack of standards makes it more difficult to construct a business in the first place since stan-
dards could be considered tools to develop a business case. In that sense, the lack of standards
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did influence the business case, but not in a way that it induced a negative or positive outcome of
the business case.

Regulations and government policy were often identified as a "fixed” variable that could not be
influenced by many others (except maybe a lack of knowledge). The regulations and government
policy were set and therefore not changeable. Some experts noted that if the variable would also
include (lower level) organisational rules and strategies, it might make it a more dynamic vari-
able.

For the drivers, the following hierarchy was identified:

1. DR2 Governmental strategy is occupying the lowest level in the system. This is relatively the
least influential and most influenced variable within the system.

2. DR1 Lower and flexible costs occupies the second level in the system.

3. DR3 Scalability, flexibility and agility, DR5 Improving security and availability and DR7 Improved
integration and interoperability occupy the third level in the system.

4. D4 Bigger knowledge market, DR5 Ease of use and DR7 Improved hard- and software occupy the
fourth and final level in the system.

Starting with level 1, it can be seen that governmental strategy is influenced directly by lower and
tlexible costs, which are in turn influenced by the other variables. A possible explanation for this
is that all the technical aspects that can be realised with public cloud technology (e.g. improved
security or improved integration) could in theory also be realised on-premise, but public cloud
technology can offer these advantages at a lower price. The technical drivers, therefore, influence
the lower and flexible costs, which in turn influence the governmental strategy.

It is also important to note at this point that the results of this section are based upon the quan-
tity of other variables that were influenced. For example, a lot of experts stated that lower and
flexible costs are not the most important driver to change governmental strategy, while graph 4.2
might suggest otherwise. Results related to which variables influenced others the strongest will
be presented in the next section.

An interesting finding overall is that the two variables that ‘come from” higher up in the govern-
ment (DR2Governmental strategy and BR1Inadequate requlations and governmental policy) are either
influenced the most or are the most influential. Incentives to say "yes’ to the public cloud within
the public sector influence the governmental strategy, while the Regulations and governmental
policy influence the incentives to say 'no’ to the public cloud.

In general, it may be more accurate that incentives to say "yes’ to a new innovation could indeed
alter a strategy, which can result in new rules and regulations to address incentives (when) to say
'no’ to that innovation. This should however be a topic for further research. Additionally, a few
experts noted that both of these variables were more ‘enablers’ than incentives, which could also
explain their presence at either top or bottom levels.

What is the driving and dependence power of the identified variables?
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To answer this subquestion, the definition of driving and dependence power is revisited: driv-
ing power means to what extent variables drive other variables and dependence power means to
what extent variables are driven by (i.e. dependent on) other variables.

The driving and dependence power of all variables can be found in 4.4 and In this section,
the most important results will be discussed.

For the barriers, the variable which influenced other variables the strongest was BR6 Lack of knowl-
edge and capabilities. This was entirely consistent with the opinion of most experts, who often
denoted it as the most important variable in the system. The least driving power was assigned
to the negative business case. Most experts did not link the business case to many other vari-
ables. A possible explanation for this is the fact that the business case in itself did not influence
the variables, but more the next step of not starting a project: negative business case -> no cloud
migration -> no knowledge development.

The barriers with the highest dependence power were Data security concerns and internal resistance
to change. A possible explanation for this could be that data security concerns and internal resis-
tance are often fueled by other incentives to say 'no” to public cloud computing. Aspects such as
knowledge or standards can mitigate data security concerns as well as internal resistance, but a
lack of them can have the opposite effect.

The barriers with the lowest dependence power were Legacy dependence and Lack of knowledge.
Legacy dependence was usually noted by experts as a variable that existed due to "fixed” techni-
cal reasons and was therefore not dependent on other variables. A possible explanation for the
independence of the lack of knowledge could be that it is usually the result of a 'no” to the decision
to adopt cloud technology. It is thus not influenced by the other variables, but more connected to
the final outcome which is not included in the scope of this research.

The driver with the highest driving power was Improved hard- and software. During the interviews,
it stood out that this driver was not linked to many other variables but if it influenced another
variable, it was usually a strong or very strong relation. This may have to do with the fact that
improvement in hard- and software often has a very measurable effect (e.g. speed or capacity),
making its influence "strong’.

The driver with the lowest driving power was Governmental strategy. A possible explanation for
this could be the fact that the governmental strategy in itself does not alter any other drivers, as it
can be seen as a plan of action based on already existing variables. However, some experts noted
that governmental strategy could influence the flexibility of organisations since it could help them
in organising public cloud migration. It should be noted that governmental strategy was closely
followed by low and flexible costs, meaning that the low and flexible costs also only influenced
other variables in a very weak sense.

Drivers with the highest dependence power were Lower and flexible costs and Governmental strat-
egy which were influenced the strongest by other variables. The reason for this could be that both
variables are based on the other factors in the system. The fact that a public cloud solution can be
realised with lower and more flexible costs is due to e.g. its technical scalability or its improved
security. To achieve the same security standard, it is often more expensive to realise everything
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on-premise instead of using public cloud which incorporates a lot of security measures in itself.
As said in the previous paragraph, a governmental strategy is often based upon other variables
in the system, making it highly dependent on them.

Drivers with the lowest dependence power were Bigger knowledge market and Improved hard- and
software. The bigger knowledge market can be seen as an enabler for other drivers (especially if
it is related to more IT personnel) but is rarely influenced by other (technical) variables within
the specified system. For example, the fact that there is improved hard- and software does not
necessarily influence the knowledge market. The improved hard- and software was often seen as
a characteristic of the technology itself, which was not influenced by any external factors. It was
however noted that a bigger knowledge market would in some cases lead to improved hard- and
software.

5.2 Strengths and weaknesses

In this section, the strengths and weaknesses of the research are described, after which directions
for future research are pointed out.

The strengths of the research were its new angle, the solidity of the study and its thoroughness.

The new angle of the research is evidenced by the fact that research on public cloud comput-
ing within the Dutch public sector was rarely done before, especially after the publication of the
Cloud policy in 2022 (Rijksoverheid, 2022). In addition to this, the ISM Fuzzy MICMAC approach
has never been combined with public cloud computing. This method lowered the complexity of
interrelations, by providing a graphical representation of the hierarchy between the variables (Ju-
nior et al., 2021) (Sindhwani & Malhotra, 2016). Furthermore, by incorporating the strength of the
relation, an extra dimension of analysis was added.

The solidity (or robustness) of the study is demonstrated by the fact that 22 experts were individ-
ually interviewed from many different departments and layers of the Dutch public sector. This is
a relatively high number in comparison with other ISM Fuzzy MICMAC research, that included
e.g. 5 participants (Junior et al.,2021).

The thoroughness of the study is substantiated by the extensive literature review that also in-
cluded official Dutch documents to identify variables. The personal interview method also en-
hanced thoroughness, as that method granted the ability to clarify doubts and pick up on non-
verbal clues (Sekaran & Bougie, 2016).

There are three categories of weaknesses that could be identified:
¢ In the data collection phase:

— The expert’s opinion was biased by the specific industrial setting where he or she was
working in (Deshmukh & Mohan, 2017).

— The interviewees were in some cases referred to by other participants, which could lead
to biases.
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Many interviewees who wanted to participate in the study, acknowledged the impor-
tant role that (public) cloud technology could possibly take in the near future and felt
positive about its use. It could therefore be the case that the sampling was biased to-
wards cloud opportunistic experts. It could be argued that experts who did not ac-
knowledge cloud technology as something that should be used by the government,
also did not feel the need to participate in a study, and were therefore underrepre-
sented.

The results of this study showed that a lack of knowledge is a large incentive to say 'no’
to public cloud technology. However, the participant requirements stated that the inter-
viewee must have knowledge about cloud technology and its decision-making process,
which means that there could have been a bias within the sampling population.

In some cases, the interviewee did not agree with the identified variables, which re-
sulted in complex discussions when establishing the influence of that variable on other
variables.

¢ In the data analysis phase:

Only a limited number of variables are considered, and the problem or issue may con-
sist of many more variables than the ones that have been identified in this study (Attri
et al., 2013).

Variables that were included were only based on their frequency of appearance in liter-
ature and official documents. This may falsely result in the assumption that variables
that have a high frequency are relevant. Even though input from experts was asked
to explore the relevant variables in the field to overcome this limitation, new variables
were still not included in the ISM fuzzy MICMAC analysis.

The results of ISM fuzzy MICMAC are not statistically validated (Attri et al.,[2013).

Determining the strength of a relationship is highly subjective since it includes that par-
ticipant’s perception of ‘strength’, which could e.g. denote the possibility that some-
thing is related or the impact it makes if there is a relation.

To determine the strength of the relationship between variables, the interviewees were
asked to assign one of five options. In reality, strength is not a discrete variable.

Because the final RM is based upon the inclusion threshold of 15 and is therefore sub-
jective to the researcher’s parameter choice.

ISM does not account for the interaction between variables on different levels. By re-
moving transitive and bidirectional links, the reductionist graph can provide clarity.
However, this does not always reflect practice. For instance, internal resistance could
in practice influence regulatory changes, even though this is not reflected in the graphs.

e QOverall:

Both methods do not arrange the variables in order of importance to the final ‘public
cloud migration” decision but rather rank them on how strong their influence is or how
many other variables within the system they influence.

The relationships in the system are only denoted by direction or strength and are not
further investigated, for instance answering the question of what the reasons are be-
hind a claimed relationship.
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5.3 Future research

For future research, the overall limitations of this study could be addressed. For example, letting
the participants rank the individual importance of the identified variables on the final decision
’Should the Dutch public sector use public cloud technology’. This could address the criticism
that the variables are now only analysed on their influence on each other, and not on their direct
influence on the decision to adopt public cloud. Additionally, the simple question: ‘Should public
cloud technology be used within the Dutch public sector?” could be added to even out the sample
of the experts to include positions that lean towards 'no’, as well as "yes’.

Another direction that future research could look into is Total Interpretive Structural Modelling
(TISM). ISM interprets only the variables, whereas TISM interprets both variables and relation-
ships in the digraph. Thus, the arrows in the graph are accommodated with statements on the
relationships that are validated by experts. Moreover, in ISM all transitive links are eliminated,
whereas in TISM, some important transitive links remain to provide clarity (Sushil, 2012).

Additionally, future research could focus on translating the variables and their interrelations to
actual tools that can support decision-makers in assessing whether or not to adopt public cloud.
Possible key criteria or scenarios can be thought out to further enhance this process.
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6 Conclusion and reflection

In the final section of this study, the main research question will be answered. Then, the scientific
implications will be discussed by revisiting the knowledge gaps that were identified in chapter
The section ends with a final reflection, in which policy recommendations are presented.

6.1 Main conclusion

The objective of this research was to investigate the landscape of variables that influence the de-
cision to adopt public cloud technology. To achieve this objective, the following main research
question was posed:

What is the interrelationship between variables that influence the decision to adopt public
cloud computing within the Dutch public sector?

Throughout this study, methods have been employed to identify variables and analyse their inter-
relation. First, variables were identified using literature and Dutch official documents. Then, they
were classified into two systems: incentives which would likely influence public cloud adoption
decisions negatively (main perceived reasons to say 'no’ to public cloud usage), i.e. the barriers,
and incentives which would likely influence public cloud adoption decisions positively (main
perceived reasons to say ‘yes’ to public cloud usage), i.e. the drivers. These systems were then
analysed separately from each other.

Within the barrier system, it was found that a lack of knowledge had the strongest influence on
incentives to say 'no’ to public cloud usage, whereas inadequate regulations and government pol-
icy had the widest reach to influence these incentives. Moreover, the negative business case had
the weakest influence on others in the system, and shared the lowest position for how many other
variables it influenced with the variable internal resistance to change.

Within the driver system, it was found that the improved hard- and software had the strongest
influence on incentives to say ’yes’ to public cloud usage. The widest reach to influence other
variables in the system was held by bigger knowledge market, ease of use and improved hard-
and software. The driver with the weakest influence on others in the system was the governmen-
tal strategy, which also influenced the lowest number of other variables within the system.

These are only a few key results of this research, that shed light on the landscape of variables
that influence the decision to adopt public cloud technology while acknowledging their possible
interrelation.

Ultimately, the identification of these variables and recognition of the interrelationships between
them can support decision-makers, managers, and policymakers to make informed and strategic
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choices in relation to public cloud adoption. The results of this study can evolve into balanced
guidelines and strategies that address challenges and opportunities in the current technology and
policy landscape. A landscape that is evolving continuously, underlining the need for further
research into the variables and their interrelations.

6.1.1 Scientific implications and contributions

When the existing body of scientific information with regard to cloud computing adoption in the
public sector was analysed, three gaps were identified. Firstly, research was often not delineated
to the Netherlands and therefore failed to capture geographically specific variables, such as legal
or cultural characteristics. Secondly, authors who analysed the decision-making process of adopt-
ing cloud technology did not pay any attention to the interrelations between different variables.
Thirdly, existing theories fell short in capturing the full scope of could computing adoption deci-
sions, being either too general or not specific enough.

Geographical factors, such as culture or legal and regulatory frameworks have been identified as
important by many authors (Gleeson & Walden, 2016)) (Abied et al., 2022a) (Alenizi & Al-karawi,
2022). An example of this is a (lack of) existing IT infrastructure, which is identified as a major
challenge to cloud adoption for developing countries but is far less recognised in other countries
(Abied et al., 2022a) (Alenizi & Al-karawi, 2022). While no research about cloud adoption within
the Dutch public sector specifically was done, it could be argued that the Netherlands falls under
the institutional umbrella of the European Union. Directives of the EU largely determine the di-
rection of the national legislation of its member states, making European research eligible to fill
this knowledge gap (such as research by (Gleeson & Walden, 2016) and (Jones et al., 2019)). How-
ever, cultural factors can differ widely within Europe and influence adoption decisions as well
(Alenizi & Al-karawi, 2022). This study therefore contributed to the existing body of knowledge
by adding new insights to it that are based on official Dutch documents and reports, as well as on
an analysis performed in the context of the Dutch public sector.

Existing studies that analysed variables influencing cloud computing adoption within the public
sector have so far not acknowledged any interplay between variables (Assaf et al., 2021) ['| How-
ever, several authors did define a hierarchy between the variables in terms of importance, using
e.g. input of experts or Analytical Hierarchical Process (AHP) (Yoo & Kim, [2018). For the drivers
(i.e. the incentives to say "yes’ to public cloud adoption within the Dutch public sector), the ability
to be scale-able or having enough IT knowledge were identified as the most important variables
to influence cloud computing adoption decisions (Abied et al., 2022b) (Mohammed & Ibrahim,
2015) (Ali et al., 2016). The results of this study showed that a bigger knowledge market, which
generates enough IT knowledge and scalability, flexibility and agility both claim a high position
within the system of other drivers (see figure Thus, these results support previous findings
and add to the literature by using a new method. In this sense, it could be argued that perceived
important variables within the drivers” system correspond with those who influence the most
other variables.

!Even in other sectors, only two examples of interrelation analysis were found (Choi et al., 2016) (Garg. & Stiller.,
2015), that were either deemed two complex or did not include enough relevant variables
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For the barriers (i.e. the incentives to say 'no’ to public cloud adoption within the Dutch public
sector), existing studies seemed to agree that data security concerns and risks were the most im-
portant variables within the barriers system (Jones et al., 2019) (King & Raja, 2012) (Hujran et al.,
2019), whereas government regulations are categorised as of medium importance (Yoo & Kim,
2018) (Hsu et al., 2014). By using ISM Fuzzy MICMAC analysis, this study uncovered the com-
plexity of the influence that governmental regulations and policies have on other factors. This
result challenges researchers to reevaluate the importance of this variable on cloud computing
adoption decisions within the public sector.

To address the third knowledge gap, variables that were identified in previous studies, that used
different existing models such as TOE, TAM or DOI, were combined with variables found in pol-
icy documents and official reports supplemented by interviews with experts to form a list of rele-
vant variables. Combining models has been done by previous authors, such as TOE and DOI by
Abied et al., 2022a} or DOI and institutional theory by Pinheiro Junior et al.,[2020. The aforemen-
tioned authors noted that there was not “one” model accurate (enough) to capture all of the factors
influencing adoption decisions, and therefore combined them. This study sought a different ap-
proach to bridge the gap. Referring to the multi-actor nature of the problem (described in [I.2),
this study aimed to represent all of the actors (and their interactions) by cherry-picking the most
frequently identified variables from multiple existing theories. For example, TOE can be used for
the CSC, because this framework focuses mainly on influencing factors as seen from the organi-
sational level of implementation or a new technology (Tornatzky et al., 1990). However, DOI or
TAM are often used for exploration on the individual level of implementation, which could en-
compass variables that are important to citizens, who in turn (as end users) drive the motivations
for the CSC (Abied et al., 2022b). Institutional theory generates factors that are driven or restricted
by external pressure and relate to the policymakers, CSPs and CSCs (Jabbar, 2019). Policy doc-
uments, official reports and expert input generated variables that were important in the specific
context of the problem.

All these, sometimes overlapping, models and frameworks have different starting points to es-
tablish which variables are important. This resulted in the identification of new variables, but
still did not capture the interconnected nature of barriers and drivers as regards to cloud com-
puting adoption decisions. Even though the decision is viewed from the perspective of the CSC,
its decision is in essence influenced by variables (one could even state ‘values’ at this point) that
are deemed more or less important by the other actors. It is therefore that the “cherry-picking
method” which was used in this study added to the existing literature by using a variety of differ-
ent models that included (but were not limited to) organisational, technological, economic, and
contextual dimensions. Despite the holistic view that ultimately resulted from this approach, its
nature was exploratory rather than theory testing or building, although maybe this approach can
provide some building blocks for this. It highlights the need for a more integrated model that
incorporates the complex multi-actor nature of the problem to address the knowledge gap.

One aspect that has only been touched upon briefly in this study is the external pressure that
"forces’ the migrator (CSC) to consider cloud adoption. Rather than shape the outcome of the
decision (like the variables do), these pressures evoke a sense of urgency to drive or restrict cloud
computing adoption decisions. A governmental strategy focused on cloud technology as an an-
swer to pressure to innovate directly influences the decision to adopt cloud computing. However,
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this does not fully encompass the external forces at play here. Although most variables identi-
tied in this study are technical in nature, some can be placed within the context of institutional
literature. Institutional literature concerns itself with institutions as forces on individuals and or-
ganisations that are often derived from external (social) pressures and restrictions (Jabbar, 2019).
Coercive pressures, which can result in sanctions if not followed, are included in variables such
as Governmental strategy or Supplier strategy. Not complying with the governmental strategy
might ultimately result in legal sanctions, while the supplier strategy, as described in section
could lead to the discontinuation of current IT practices. Furthermore, normative pressures
related to social pressure on organisations to conform to certain norms that originate from pro-
tessional or industry associations are for example included in a lack of standards or improving
security and availability (Krell et al., 2016). If a certain standard is set or a norm is determined
based on a certain level of security or availability, non-compliance is often morally not accepted.
While previous studies have highlighted the importance of external pressures in general (Yoo &
Kim, 2018) (Pinheiro Junior et al., 2020), this study contributed to the existing literature by (implic-
itly) examining these pressures within the public sector cloud adoption context. These insights
can in turn help to close the institutional 'void’, that results from technology advancements sur-
passing institutional advancements (Hajer, 2003).

In conclusion, this study contributed to the existing literature by empirically validating variables
that are important in cloud computing adoption decisions within the Dutch public sector con-
text. Furthermore, it introduced a comprehensive overview of the interrelationships between the
variables. Not only did it confirm the significance of previously explored factors, such as the im-
portance of knowledge enhancement or technological (hard- and software) improvement, but it
also established the importance of under-explored ones, such as supplier and knowledge market
dynamics. It addressed gaps in current theories by including different models and frameworks to
identify variables and implicitly contributed to the understanding of institutional forces that in-
fluence cloud adoption decisions. This ultimately expanded and enriched the existing knowledge
about cloud computing adoption, which encourages issue analysis and learning development.

6.2 Reflection

In the next several years, the Dutch Government will have to determine its position towards the
use of public cloud computing within the Dutch public sector. A recent change in government-
wide cloud policy marked a first step towards a possible transformation. A year after its intro-
duction in 2022, this study investigated the decision landscape as it is today. In this reflection,
practical implications are presented that explore the impact this research could have on decision-
making. Conclusively, policy recommendations are presented that provide viable steps based on
the research.

6.2.1 Decision making

An important aspect of decision-making is weighing benefits against costs or pros against cons.
This research showed that variables in the decision-making process regarding cloud adoption
can have complex interrelations. Within the Dutch (or maybe any) public sector, variables should
not only be ranked on individual importance, but also be analysed based on the influence and
number (and strength) of interrelations within the system. This will not only lead to more knowl-
edge among researchers but also provide valuable insights for policymakers and various other
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stakeholders. Making results visible for decision-makers, for instance that legacy dependence is
mostly seen as an “autonomous’ factor, or that flexibility is ultimately linked to costs, helps them
to create a well-considered plan of action for cloud adoption decisions. The study also addresses
the dynamic environment of the problem, which underlines the critical role of research in shaping
the future of cloud adoption practices. All this ensures that decision-makers remain responsive
to evolving challenges and new opportunities within the Dutch public sector.

6.2.2 Recommendations

This thesis concludes with a translation of the main findings into actions the relevant stakeholders
can take in the multi-actor system that was sketched in

A lack of knowledge and regulations and government policies are key variables within the barrier
system. Based upon these findings, knowledge development, especially within institutions that
provide the rules and regulations, such as the government or parliament should be stimulated.
Evidently, governmental agencies also came to this conclusion as several IT knowledge-creating
projects such as traineeships or doctorates have been set up or expanded in the last year (BZK,
2023). Another example is the joining of the RADIO (translated from Dutch to English as the
National Academy for Digitisation and Informatisation Government) to the BZK (Ministry of the
Interior and Kingdom Relations) in order to train civil servants in all fields on IT-related subjects.

This bottom-up approach of educating the next generation of researchers and civil servants in
general will eventually lead to knowledgeable managers and policymakers, that can assess cloud
(or other digital) decisions appropriately. Undoubtedly, this approach will result in more knowl-
edge overall, but the process might take years to yield the desired result. In addition to this, many
experts who participated in this study observed an inverse knowledge-responsibility trend. This
trend indicated that the people with the most responsibility (e.g. top officials, policymakers or
directors) did not always possess the required knowledge that was necessary to make informed
decisions. Decisions often were delegated to technical teams with more knowledge, but these
teams did not always possess the authority to convince the people with the most responsibility
of their conclusions. This phenomenon might find its origins within the hierarchical nature of
governmental agencies. However, the cloud computing market is advancing quickly, and it is
crucial to acknowledge the importance of authoritative leaders who are highly skilled in cloud
technology, or even IT-related fields in general. These leaders, forming a ‘cloud authority” can
help to make sure that cloud adoption within the Dutch public sector will not be bogged down.

This “cloud authority” of knowledgeable top official(s) could address the barriers (see by ad-
vising on rules and regulations and promoting collaboration, (inter-organisational) knowledge
sharing and standardisation. It could create governance frameworks to address the fear of losing
control and advise on security concerns. Such a cloud authority should preferably be central and
independent, therefore surpassing the segmented structure of the public sector as identified in
Furthermore, it can direct independent research on incentives to say "yes’ to the cloud (i.e. the
drivers), as there are currently no specific (official Dutch) reports on this. Most of these "yes” in-
centives are provided by the CSP which seeks to gain a competitive advantage, making it difficult
to base a well-balanced decision on them.
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However, will appointing a cloud authority help to navigate the Dutch sector through the com-
plex cloud landscape? While it certainly would bring benetfits, it is essential to see this problem
in a broader European Union context. Collaborating with other European countries can bring
about numerous advantages, such as international knowledge sharing, standardisation and more
economies of scale. As the world gets more and more interconnected, tackling the complex cloud
landscape collectively can lead to a more robust and unified approach where common values,
such as digital sovereignty, compliance, availability and security are paramount. A start with
these collaborative efforts has already been made but it is moving very slowly. It was only on the
15th of July 2023 that the first objectives of the 'European industrial technology road map for the
next-generation cloud-edge” were published by the European Alliance for Industrial Data, Edge
and Cloud E| (European Alliance for Industrial Data & Cloud, 2023). Therefore a rapid proposal
from the European Commission to install a supranational cloud authority to be discussed in the
European Parliament and accepted by all EU member states seems highly desirable. Top officials
from the different member states with expert knowledge can speed up the process by forming
opinions that reflect their nation’s needs while being able to assess what is possible in the cloud.
This could result in the development of a uniform European cloud strategy that is not hindered
by alack of knowledge.

To summarise the recommendations: based upon the findings of this study, there is an urgent
need for knowledge development at different levels of government. Currently, knowledge devel-
opment already takes place but especially among younger generations or in technical teams that
have relatively low responsibility and little power to implement policies. To address the immi-
nent need for IT-skilled 4nd top-level decision-makers, the establishment of a “cloud authority”’
is proposed, which consists of top official(s) who have expert cloud knowledge and who can de-
velop a policy with clear objectives, a substantial budget and fixed deadlines to be decided upon
swiftly by well-informed politicians. This cloud authority can also initiate research into public
sector-specific drivers, while simultaneously having enough authority to advise other top offi-
cials on cloud-related matters. All EU member states should have their own representative in the
EU-Cloud Authority (EUCLAUT) focusing on agile and well-balanced decision-making.

In conclusion, this study supports decision-makers, managers, and policymakers in making in-
formed and strategic choices in relation to public cloud adoption. The recommendations out-
line possible next steps to be taken, but the government should always look critically at what is
needed to realise these steps and cloud adoption in general but also consider adequate alterna-
tives such as the improvement of on-premises structures or processing data closer to the source
(edge-computing) which could reduce the need for cloud resources.

2The Alliance is formed by organisations that are of ‘significant relevance to the provision of highly secure cloud
and data processing” and have a legal representative within the EU (European Alliance for Industrial Data & Cloud,
2023)
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Appendix A

Preliminary literature review

In this literature review, the state-of-the-art challenges related to cloud computing technology
and the government are evaluated. This evaluation will provide the base for this master’s thesis
research which will explore how cloud technology will influence the Dutch government, and
identify challenges that will arise by using cloud technology within the current governmental
ICT - landscape. After presenting the keywords and selection criteria that were used to find
relevant research, the findings will be presented. After that, the most important conclusions will
be presented and the gap in the literature will be identified.

Challenges of cloud computing

In this section, the implications of cloud computing and its use within the Dutch public sector
will be discussed. First the challenges will be discussed, followed by an extensive overview of the
benefits and risks.

Overview

In recent years, cloud computation is gaining in popularity. The enormous benefits that cloud
computing can bring in terms of scalability and cost savings have made it very attractive for a
lot of companies (Aziz et al., 2013)(Mutkoski, 2015). For entities in the public sector, especially
in the government, cloud adoption has progressed a lot slower (Zwattendorfer et al., 2013). In
this section, findings in regard to the current challenges are grouped per main topic. The research
that is presented includes both qualitative, quantitative and mixed methods research. Methods
used by (Ali et al., 2016) for example were a systematic literature review and in depth interviews
were used, and (Jones et al., 2019) combined a literature review with three case studies. Some
of the authors first introduced the term e-government, which (Mutkoski, 2015) defines as "the
government’s use of information and communication technologies for providing electronic public
services to citizens, the government itself, public officers, politicians, businesses, etc." As stated
in the selection criteria, no distinction will be made in this literature review, as e-government
services can be viewed as a part of government services in general.

Security and Privacy

When talking about the use of cloud computing within governmental bodies, security concerns
are very often the first reaction and possibly even the main challenge (Dash & Pani, |[2016). One of
the challenges found in the research was data security. Data security can be defined as protecting
data from unauthorised access, corruption, or theft (IBM, 2022). The cloud computing model char-
acteristic of using shared resources and components will increase the risk of unauthorised access
to data by other subscribers (e.g. hackers) which could potentially exploit vulnerabilities in the
cloud environment (King & Raja, 2012) (Jones et al., 2019)(Ali et al., 2016). Additionally, research
by (King & Raja, 2012) suggests that the increased system complexity will provide a larger "area’
where systems are vulnerable to hackers and that the internet-delivery of public cloud services
exposes government services to new network threads. Furthermore, fulfilling the requirement of



Appendix A. Preliminary literature review 64

a stable internet connection for access to cloud computing resources is identified as a challenge
on its own (Alenizi & Al-karawi, 2022).

Other than these technical security challenges, policies that ensure data protection are needed in
order to guarantee data-security during the cloud transformation of the public sector and identify
the deficiency of protective facilities in the public sector (Tsohou et al.,[2014).

Concerns relating to privacy refer to who is allowed to access data. These concerns form one
of the biggest challenges for European governments that are interested in using the services of
commercial public cloud providers. Since the biggest cloud providers are mainly situated in the
US, external control by the cloud service provider can pose severe security and privacy threats.
Updating current regulations to limit the trans-border data flow is therefore seen as a relevant
challenge by many researchers (Nanos et al.,2019) (King & Raja, 2012).

Limiting the trans border data flow is one way to answer to privacy and security concerns, but
it can be a very lengthy and (costly) process to determine which data can be stored. Current IT
processes that handle both sensitive and insensitive data need to be redesigned and eventually
both public cloud and on-premise IT systems need to be managed. One could pose the question
if this wouldn’t eventually lead to even more complexity and costs, undoing the cost-reduction
argument to move to the cloud in the first place. Research by (Ali et al., 2016) indicated that 33
per cent of cloud users are concerned about the data storage location, because the location of the
servers will decide under which policy the stored data is held. He argues that the lack of clarity
about data storage cloud providers and consumers makes it more difficult to create policies that
would be better tailored to data storage in the cloud, instead of just limiting the trans-border data
flow in general. More research stresses the need for a harmonised set of guidelines should be
formed for the use of personal data (Tsohou et al., 2014), and show that the lack of user control
in cloud usage remains a threat to privacy (Jones et al., 2019). Additionally, business continuity
strategies, which are e.g. supported by good agreements and back-ups, should be in place to
ensure the continuity of government services if cloud services fail. (Aziz et al., 2013).

Provider dependency, data portability and standardization

Choosing the right cloud provider is recognised as a challenge by many articles (Alonso et al.,
2016) (Ali et al., 2016). Other than the fact that the location of the cloud provider is important
due to legal restrictions for security and privacy reasons, location is important in relation to la-
tency and high availability (Alonso et al., 2016). Research by (Ali et al., 2016) discussed the fact
that government agencies in some areas struggle to choose the cloud provider which best suits
their needs, because there are no cloud providers that offer a sufficient level of services. How-
ever, in areas where cloud providers do provide a high level of technological maturity, they often
form a heterogeneous landscape(Zwattendorfer et al., 2013). Consequently, the threat of a vendor
lock-in arises. Vendor lock-in occurs if the cost to switch from the current to an alternative cloud
provider is so high, e.g. due to training or data transfer cost, that even though the alternative
cloud provider offers a better pricing or technological option, the consumer will stay at the initial
provider. The importance of vendor lock-in avoidance is argued by (Zwattendorfer et al., 2013)
and (Alonso et al., 2016).
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A challenge related to vendor lock-in is the lack of data portability. Data portability is the abil-
ity to transfer data across different cloud providers and services. Ensuring data portability can
help to ensure limited cloud provider dependence and avoid vendor lock-in and allow for a
wider choice of cloud providers. Data portability is identified by many researchers as a chal-
lenge (Nanos et al., 2019) (Kotka et al., 2016). A lack of interoperability |'|and standardization also
affects the data portability and increases cloud provider dependence (Alenizi2022149). How-
ever, (Mutkoski, [2015) argues that, even though standardization should not be discouraged, the
measured service provided by the cloud can be used as an advantage that wouldn’t require such
strong standardization in the first place. The challenge here can be seen as not to standardize
the governmental departments, but allowing and ensuring that governmental authorities have
the option to choose which cloud structure (and provider) fits their specific needs. Additionally,
an increased standardization will ensure compliance-compatibility with existing systems (Nanos
et al., 2019), research by (Kotka et al., 2016) states that standardization across government services
will additionally ease operational management.

Interoperability, integration and legacy

Many authors defined challenges related to a lack of integration and interoperability between the
different information systems of the government. Different departments of the government use
different databases, different programming languages and have a different Legacy information
system, that they are dependent on. (Mutkoski, 2015) (Aziz et al., 2013) (Nanos et al., 2019) H
There is a lack of interconnection between the different departments and a lack of common ar-
chitecture, as well as an absence of common standards (Nanos et al., 2019). The lack of common
standards is described in the previous paragraph, so this section will mainly focus on the integra-
tion and interoperability aspects.

When migrating to the cloud, integration of current systems with the proposed new cloud sys-
tem is seen as a challenge by governmental authorities. Integration in this sense means the level
that the current on-premise computing resources can interact with the 'new’ cloud infrastructure.
Lack of integration can result in a failure to yield the benefits that cloud computing can provide,
and in adoption failure in general (Ali et al., 2016).

Interoperability relates to the fact that different components are actually using the same 'com-
municating’ language. This can be done by enforcing the same standards or framework. The
need for a common regulatory framework for best practices, at legal, technical and operational
level is explored in (Alonso et al., 2016). Research by (Alenizi & Al-karawi, 2022) also relates
the lack of common standards to interoperability and claims that consumers of cloud computing
services should be able to migrate among cloud service suppliers with a minimum of threat and
expense(Alenizi & Al-karawi, 2022).

Organisational, economical and social challenges

Research by (Halvorsen et al.,2005) suggests that private sector companies are more able to adapt
to the cloud faster because they are able to change their organisational structure in a flexible way.

!Described in section 3.4
2Legacy is denoted by the Oxford dictionary as: "denoting or relating to software or hardware that has been
superseded but is difficult to replace because of its wide use."
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Public cloud companies provide new services and updates almost daily and are ever-changing in
nature. The dynamic nature of this technology suggests that an agile way of working enhances a
successful implementation of cloud technology. Research by (Kotka et al., 2016) found that using
an agile approach to application building ensures a quicker response to threats.

Since governmental bodies are usually characterised by bureaucracy, rigid structures, and a low
degree of innovation adoption (Nanos et al., 2019), one could argue that cloud technology would
not be compatible. However, studies have found that within Europe, cloud computation has been
used by many governments in various forms and deployment models (Zwattendorfer et al.,[2013)).
(Mutkoski, 2015) argues that the adoption of cloud computing itself makes the government more
agile in responding to public needs.

Even though much research indicates that the adoption of cloud computing technology within
the government will result in a cost reduction and view it as one of the benefits of transitioning to
the technology (Mutkoski, 2015), some authors consider cost as one of the challenges. This can be
related to the cost of training and hiring relevant IT personnel, or higher start-up costs (Ali et al.,
2016). However, (Ali et al., 2016) argue in the same article that the higher start-up costs are only
perceived by consumers and not backed up by the actual numbers. Taking this into account, per-
ceived high start-up costs can still count as a challenge for governmental bodies to adopt cloud
technology and might fall into the category ‘lack of awareness’ that will be analysed in the next
paragraph.

The lack of awareness and understanding is highlighted as a challenge by many authors. Research
by (Alenizi & Al-karawi, 2022) found that there is a lack of orientation campaigns to endorse dig-
ital government and cloud use. This can result in a lack of national vision to stimulate digital
growth in general and a lack of motivation to innovate by employees in the public sector (Nanos
et al., 2019). Cloud computing, just like any other innovation, needs enough "push’ to be success-
ful, and it is therefore very important that the motivation to innovate does not diminish, due to
lack of understanding. However, research by (Ali et al., 2016) indicates that "the willingness of the
stakeholders to accept the new way of doing things" is seen as a difficulty within the government,
which can be supported by the definition of the government as a bureaucratic, rigid structure
with a low degree of innovation adoption (Nanos et al., 2019).

Other than awareness and motivation to innovate, the actual lack of 'hard skill” IT knowledge
present in the current governmental employee pool could form an obstruction to successful im-
plementation. The lack of IT-skilled personnel within the governmental authorities, and the dif-
ticulty of obtaining enough IT-skilled personnel, is highlighted in research done by (Aziz et al.,
2013). Aside from the employees, the top management that is in the end responsible for deciding
to adopt cloud technology, is often lacking sufficient background knowledge in IT to make an
accurate decision and consequently fails to offer sufficient tools that help the successful adoption
of cloud computing (Ali et al., 2016).

The last challenge that was identified within the existing literature was a lack of trust. This lack of
trust was not only ascribed to the cloud computing technology itself, but in a wider range to the
internet and government electronic services. Citizens fear a lack of protection by the government
(Alenizi & Al-karawi, 2022). However, one author argues that providing more governmental
services online, which is established by using cloud technology, can increase transparency and
stimulate trust (Aziz et al., 2013). Trust is also an important aspect between the governmental
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authority and the cloud provider (Jones et al., 2019). Many aspects related to the security and
privacy of data are handled by the cloud provider so it is of important that there is sufficient trust
between the government and the cloud provider.

Conclusions

Cloud computing is gaining in popularity. Due to rapid development, the risks that used to be as-
sociated with its use are decreasing. Advantages such as cost reduction, flexibility and scaleability
made cloud computing technology already widely adopted by companies in the private sector.
The adoption did only take place to a certain extent by organisations in the public sector, due to
security and other concerns Zwattendorfer et al., 2013, In the Netherlands, the same trend can
be observed by the fact that governmental authorities could, until recently legally only use pri-
vate (on-premise) cloud computing resources. However, recent developments have led the Dutch
government to reevaluate its cloud policy and allow the use of commercial cloud services. This
change in cloud policy prompted my research to identify current challenges related to commer-
cial (public) cloud adoption in the government.

In this literature review the state-of-the-art challenges related to cloud computing technology and
its adoption (and implementation) by governments are evaluated. After analyzing the literature,
numerous challenges were identified. Security-related challenges, that aim to limit unauthorized
access, can be distinguished into technical challenges, e.g. related to the ease at which hackers
can access the data, as well as non-technical challenges, such as data protection policy formation.
Policies can also help in the mitigation of privacy concerns, either by limiting the trans-border
data flow or by allowing tailored cloud usage by the government. Challenges related to provider
dependency and vendor lock-in can possibly be overcome by tackling the challenges posed by en-
suring data portability and interoperability and striving for standardisation across governmental
IT infrastructures. A lack of awareness and understanding of cloud computing technology and
how the government can benefit from its use can result in a failure of adoption. Acquiring the
knowledge and personnel needed should therefore be a key priority for governmental authorities
that consider cloud transformation. Lastly, the importance of realising trust between citizens and
government, and government and cloud provider is established as a requirement for the success-
ful adoption and implementation of cloud computing technology.

The main goals of this literature review were to understand the state-of-the-art and to determine
the existence of research gaps. The research gaps will be described in this section. The first re-
search gap was found when my search began, as there were only limited authors who wrote
about cloud adoption challenges within the Dutch government. Taking into account that cloud
computing is a very new technology and has only recently become ‘'mature enough’ to use by the
public (and governmental) sector, and that the Netherlands is a small geographical area, this gap
is not surprising. However, since many private sector companies in the Netherlands have already
successfully adopted cloud technology (Rijksoverheid, 2022), and the regulations around the use
of commercial (public) cloud computing technology has recently changed, the need for research
to support cloud adoption decisions is increasing.

The second gap emerged from the fact that many intertwining challenges have been identified
within the literature, but no authors fully developed these challenges into a comprehensive as-
sessment framework. Many did note that the goal of their research was to aid managers in their
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decision to adopt cloud technology, but no research has resulted in an assessment framework
that can be used in practice. This could be a problem that I could try to solve in my master’s
thesis. A start for such a framework can be made by understanding how challenges that were
presented in this literature review relate to each other and recognising any interdependence. Ad-
ditionally, future research is needed to identify other factors, such as benefits, risks, or existing
digital infrastructure, that influence the decision of governmental bodies to adopt cloud comput-
ing technology.
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Number of arti-

Search term Hits Citation
cles used
}"ITL]?-ABS-K‘}EY ( "cloud " drivers 10 1 (Ha, 2022)
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(Hsu et al., [2014), |
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(Ali et al., 2016), (Mo-
TITLE-ABS-KEY ( "cloud comput- 534 5 hammed et al., 2017)
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(Aziz et al., 2013),
(Nanos et al., [2019)
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2015)
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ing" "drivers" "public sector")
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TITLE-ABS-KEY ( "innovation" 308 5 2005), (Lee et al.,
"public sector" "factors") 2012) (Gleeson &
Walden, 2016)
(Marston et al., 2011)
Found via snowballing 1 (found in article (Hsu

et al.,2014)
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BIO (Tewarie & van der Veen, 2023)
AC-ICT (ICT-toetsing, |2021)

GDI (BZK, [14-01-2022)

Rijksbreed cloudbeleid 2022
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Appendix C

Variable aggregation
Opportunities Driver
Ability to launch new businesses rapidly Scalability, flexibility and agility
Accelerated deployment of new IT capabilities Bigger knowledge market

Access to new tools and services to accelerate business in-
novation

Improved hard- and software,
Scalability, flexibility and agility,
Improved security and avail-
ability

Accounting and tax implications of a shift from OPEX to
CAPEX

Low and flexible cost

Achieve business benefits by changing the way we operate

Scalability, flexibility and agility,
Improved integration and inter-
operability

Cloud improves analytics and insights by integrating data
across silos

Improved integration and inter-
operability internally and exter-
nally

Cloud migration can help reduce high licensing costs

Low and flexible cost

Cloud reduces the technology gap (“the technical debt”)
that arises as systems near end of life

Improving security and avail-
ability

Empower talent in new, more creative ways

Bigger knowledge market

Greater business flexibility, scalability and agility

Scalability, flexibility and agility

Identify and target better candidates

Bigger knowledge market

Improved business agility

Increased speed to innovate

Scalability, flexibility and agility,
Ease of use

Leverage new HR tools and services to onboard and man-
age talent

Bigger knowledge market

Moving technology upstream as a driver of strategy and
business models

Governmental strategy

Opportunity to address the exponential growth in technol-
ogy systems and data

Improved hard- and software,
Improved integration and inter-
operability

Provide and enhance data-driven insights

Improved integration and inter-
operability internally and exter-
nally

Support new business models at scale, operationally

Scalability, flexibility and agility

The rapid pace of technology change and the ability to keep
up

Scalability, flexibility and agility
& Improved hard- and software

Attracting and retaining new cloud hires

Bigger knowledge market

Organisation’s ability to embrace change

Scalability, flexibility and agility

TABLE C.1: Cross-reference drivers with company documents
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Appendix D

SSIM

Barriers

BR1| BR2 BR3 BR4 BR5 BR6 BR7 BRS
BR1 10,1,11,0 | 10,3,2,7 |7,3,1,11 12,1,5,4 |9,4,2,7 6,691 12,2,0,8
BR2 7,2,12,1 3,10,4,5 | 4,10,6,2 1,15,5,1 2,7,11,2 15,1,0,6
BR3 2,14,3,3 |2,13,3,4 1,13,8,0 1,15,5,1 4,8,5,5
BR4 6,5,2,9 5,10,5,2 8,3,1,10 18,1,1,2
BR5 3,6,9,4 17,0,2,3 14,2,1,5
BR6 18,0,4,0 17,0,3,2
BR7 11,2,2,7
BRS
TABLE D.1: Aggregated structural self interaction matrix. Frequency of recognised
contextual relationship in order V, A, X, O.
Drivers
DR1| DR2 DR3 DR4 DR5 DR6 DR7 DRS

DR1 14,0,6, 2 1,17,1,3 2,12,7,1 2,13,5,2 |12,15,4,1 2,16,4,0 | 2,12,6,2
DR2 4,8,1,9 6,6,5,5 3,12,5,2 |5,7,2,8 6,7,4,5 6,9,6,1
DR3 53,8,6 4,6,3,9 8,6,3,5 59,4,4 512,3,2
DR4 8,932 13,0,6,3 12,3,4,3 | 3,5,11,3
DR5 14,1,1,6 12,5,1,4 |2,7,5,8
DR6 8,6,2,6 4,12,2,4
DR7 1,10,6,5
DRS

TABLE D.2: Aggregated structural self-interaction matrix for drivers. Frequency of
recognised contextual relationship in order V, A, X, O.




Appendix E
Results RM for different thresholds

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BRS
BR1 | 1 1 0 0 1 0 1 0
BR2 | 0 1 1 0 0 0 0 1
BR3 | 0 0 1 0 0 0 0 0
BR4 | 0 0 1 1 0 0 0 1
BR5 | 0 1 1 0 1 0 1 1
BR6 | 0 1 1 1 1 1 1 1
BR7 | 1 1 1 0 0 0 1 0
BR8 | 0 0 0 0 0 0 0 1

TABLE E.1: The final binary direct reachability matrix using a threshold of 14

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8
BR1 | 1 1 0 0 1 0 0 0
BR2 | 0 1 1 0 0 0 0 0
BR3 | 0 0 1 0 0 0 0 0
BR4 | 0 0 1 1 0 0 0 1
BR5 | 0 0 0 0 1 0 1 0
BRé6 | 0 1 1 0 0 1 1 1
BR7 | 0 1 1 0 0 0 1 0
BRS8 | 0 0 0 0 0 0 0 1

TABLE E.2: The final binary direct reachability matrix using a threshold of 16
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DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DRS8
DR1 | 1 1 0 0 0 0 0 0
DR2 | 0 1 0 0 0 0 0 0
DR3 | 1 1 1 0 0 0 0 0
DR4 | 0 0 0 1 0 1 1 0
DR5 | 1 0 1 0 1 1 1 0
DR6 | 1 1 0 0 0 1 0 0
DR7 | 1 0 0 0 0 0 1 0
DRS8 | 0 0 0 0 1 1 1 1
TABLE E.3: The final binary direct reachability matrix using a threshold of 14 for the
drivers
DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DRS8
DR1 | 1 0 0 0 0 0 0 0
DR2 | 0 1 0 0 0 0 0 0
DR3 | 1 1 1 0 0 0 0 0
DR4 | 0 0 0 1 0 0 0 0
DR5 | 0 0 0 0 1 1 0 0
DR6 | O 0 0 0 0 1 0 0
DR7 | 0 0 0 0 0 0 1 0
DRS8 | 0 0 0 0 0 0 0 1

TABLE E.4: The final binary direct reachability matrix using a threshold of 16 for the
drivers
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Appendix F

Graphs with transitive links

BR8 Negative business case

BR3 Internal resistance to
change

BR4 Legacy dependence

BR2 Data security concerns

BR6 Lack of knowledge and
capabilities

BR5 Lack of standards

BR1 Regulations and
government policy

FIGURE F.1: Final directed graph barriers including transitive links
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FIGURE F.2: Final directed graph drivers including transitive links
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Appendix G
Results fuzzy MICMAC for different parameters

The aggregated matrix that is determined by taking the average of all individual fuzzy direct
reachability matrices is presented in table After averaging the entries, the matrix is nor-
malised by taking the largest entry in the matrix (i.e. 0.84) and the smallest (i.e. 0.05) and replac-
ing the elements according to: Xjj is replaced by Xij — minentry/ (maxentry — minentry). For the nor-
malised results, both drivers and barriers stabilised after 7 iterations. The resulting dependence-

driver graphs are shown in[G.T|and

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8 | Driving | Level

BR1 o5 (05 (05 |04 |05 |04 |05 |05 |38 1
BR2 o5 (05 (05 |04 |05 |04 |05 |05 |38 1
BR3 o5 (05 (05 |04 |05 |04 |05 |05 |38 1
BR4 05 (05 (05 |04 |O5 |04 |05 |05 |38 1
BR5 05 (05 (05 |04 |05 |04 |05 |05 |38 1
BR6 o5 (05 (05 |04 |05 |04 |05 |05 |38 1
BR7 05 (05 (05 |04 |05 |04 |05 |05 |38 1
BR8 o4 |04 (04 |04 |04 |04 |04 |04 |32 2
Dependence | 39 |39 |39 |32 |39 |32 |39 |39

Level 1 1 1 2 1 2 1 1

TABLE G.1: Stabilized fuzzy matrix barriers 1 decimal

BR1 | BR2 | BR3 | BR4 | BR5 | BR6 | BR7 | BR8 | Driving | Level

BR1 05 (05 |05 |03505 |03 (05 |045 3,65 1
BR2 045104505 035045035 045|045 | 345 2
BR3 045105 045,035 045035045 |045 | 345 2
BR4 045104505 035045035045 |045 | 345 2
BR5 05 |05 |05 |03 05 |03 |05 |045 | 3,65 1
BR6 05 (05 |05 |035(05 |03 (05 |045 3,65 1
BR7 05 (05 |05 [03505 |03 (05 |045 3,65 1
BR8 0,38 1038 |038{035|038/|035]038]0,38 | 298 3
Dependence | 3,73 | 3,78 | 3,83 |28 |3,73 |28 |373 353

Level 3 2 1 5 3 5 3 4

TABLE G.2: Stabilized fuzzy matrix barriers 2 decimal
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BR1

BR2

BR3

BR4

BR5

BR6

BR7

BR8

BR1

0

0,78

0,36

0,26

0,57

0,23

0,51

0,31

BR2

0,44

0

0,67

0,22

0,4

0,23

0,45

0,44

BR3

0,16

0,5

0

0,17

0,13

0,35

0,23

0,24

BR4

0,15

043

0,61

0

0,24

0,33

0,24

0,72

BR5

0,24

0,57

0,36

0,23

0

0,34

0,56

0,38

BR6

0,19

0,77

0,82

0,49

0,44

0

0,84

0,64

BR7

0,5

0,64

0,73

0,13

0,07

0,14

0

0,45

BR8

0,08

0,05

0,38

0,08

0,09

0,1

0,13

0

TABLE G.3:

Aggregated average fuzzy direct reachability matrix barriers

BR1

BR2

BR3

BR4

BR5

BR6

BR7

BR8

BR1

0

0,92

0,39

0,27

0,66

0,23

0,58

0,33

BR2

0,49

0

0,78

0,22

0,44

0,23

0,51

0,49

BR3

0,14

0,57

0

0,15

0,1

0,38

0,23

0,24

BR4

0,13

0,48

0,71

0

0,24

0,35

0,24

0,85

BR5

0,24

0,66

0,39

0,23

0,37

0,65

0,42

BR6

0,18

0,91

0,97

0,56

0,49

0,75

BR7

0,57

0,75

0,86

0,1

0,03

0,11

0,51

BR8

0,04

0

0,42

0,04

0,05

0,06

0,1

TABLE G.4:

Normalized fuzzy matrix barriers

BR1

BR2

BR3

BR4

BR5

BR6

BR7

BR8

Driving

Level

BR1

0,57

0,57

0,57

0,38

0,57

0,38

0,57

0,51

4,12

BR2

0,51

0,51

0,57

0,38

0,51

0,38

0,51

0,51

3,88

BR3

0,51

0,57

0,51

0,38

0,51

0,38

0,51

0,51

3,88

BR4

0,51

0,51

0,57

0,38

0,51

0,38

0,51

0,51

3,88

BR5

0,57

0,57

0,57

0,38

0,57

0,38

0,57

0,51

4,12

BR6

0,57

0,57

0,57

0,38

0,57

0,38

0,57

0,51

4,12

BR7

0,57

0,57

0,57

0,38

0,57

0,38

0,57

0,51

4,12

BR8

042

042

042

0,38

042

0,38

0,42

0,42

3,28

W == RN NN~

Dependence

4,23

4,29

4,35

3,04

4,23

3,04

4,23

3,99

Level

3

2

1

5

3

5

3

TABLE G.5: Stabilized fuzzy normalized matrix barriers
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Dependence and driving power Barriers

4,8

4,6

4,4

4,2 BR6 BR1 BR5 BR7
® ®

BR4 BR2 BR3 me—

Driving power
B

3,8

3,6

3,4 BR8

3,2

3 3,5 4 4,5 5

Dependence power

FIGURE G.1: Driving and dependence power of barriers normalized fuzzy matrix

DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8 | Driver | Level

DR1 o4 04 04 (04 |04 |04 |04 |03 |31 4
DR2 o4 04 04 |04 |04 |05 04 (03 |32 3
DR3 o5 (05 |04 |04 |04 |04 |04 |03 |33 2
DR4 o4 |04 04 |04 |04 |05 04 |03 |32 3
DR5 04 |04 |04 |04 |04 |05 04 |03 |32 3
DR6 o5 (05 |04 |04 |04 |04 |04 |03 |33 2
DR7 o4 04 04 (04 |04 |04 |04 |03 |31 4
DRS8 05 |05 04 |04 |04 |05 04 |03 |34 1
Dependence | 3,5 3,5 3,2 3,2 3,2 3,6 3,2 24

Level 2 2 3 3 3 1 3 4

TABLE G.6: Stabilized fuzzy matrix drivers 1 decimal
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DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8 | Driver | Level
DR1 044 | 044 044 (036 | 043 [ 044 | 043 | 033 | 331 4
DR2 044 044 044 | 036 043 | 048 | 043 | 0,33 | 3,35 3
DR3 048 [ 048 | 044 | 036 | 043 | 044 | 043 | 0,33 | 3,39 2
DR4 044 1044 | 044 | 036 | 043 | 048 | 043 | 0,33 | 3,35 3
DR5 044 (044 | 044 (036 | 043 | 048 | 043 | 0,33 | 3,35 3
DR6 048 1048 | 044 | 036 | 043 | 044 | 043 | 0,33 | 3,39 2
DR7 044 1044 [ 044 | 036 043 044 | 043 | 0,33 | 3,31 4
DR8 048 {048 [ 044 [ 036 043 | 048 | 043 | 0,33 | 3,43 1
Dependence | 3,64 | 3,64 | 352 | 2,88 | 3,44 | 3,68 | 344 | 2,64
Level 2 2 3 5 4 1 4 6
TABLE G.7: Fuzzy stabilized matrix drivers 2 decimals
DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8

DR1 | 0,00 | 044 | 0,13 | 0,06 | 0,15 | 0,11 | 0,06 | 0,15

DR2 | 0,06 | 000 | 044 | 034 | 0,11 | 048 | 0,38 | 0,13

DR3 | 0,76 | 0,53 | 0,00 | 0,32 | 043 | 0,44 | 0,28 | 0,16

DR4 | 0,30 | 0,31 | 0,24 | 0,00 | 0,31 | 0,50 | 0,42 | 0,13

DR5| 0,45 | 040 | 049 | 0,36 | 000 | 0,72 | 0,52 | 0,33

DR6 | 0,52 | 0,55 {034 | 0,10 | 0,23 | 0,00 | 0,42 | 0,28

DR7 1048 | 033 | 041 0,19 032 032 | 0,00 | 0,17

DR8 | 0,50 | 0,30 { 0,45 | 0,18 | 0,55 | 0,58 | 0,41 | 0,00

TABLE G.8: Aggregated average fuzzy direct reachability matrix drivers

DR1

DR2

DR3

DR4

DR5

DR6

DR7

DR8

DR1

0

0,55

0,11

0

0,14

0,08

0,01

0,14

DR2

0,01

0

0,55

0,41

0,08

0,61

0,46

0,11

DR3

1

0,68

0

0,38

0,54

0,55

0,32

0,15

DR4

0,35

0,37

0,27

0

0,37

0,63

0,52

0,11

DR5

0,56

0,49

0,62

0,44

0,94

0,66

0,39

DR6

0,66

0,7

041

0,07

0,25

0,52

0,32

DR7

0,61

0,39

0,51

0,2

0,38

0,38

0,17

DR8

0,63

0,35

0,56

0,18

0,7

0,75

0,51

TABLE G.9: Normalized fuzzy matrix drivers



Appendix G. Results fuzzy MICMAC for different parameters 85
DR1 | DR2 | DR3 | DR4 | DR5 | DR6 | DR7 | DR8 | Driver | Level
DR1 055 055 |05 |044 054 | 055 054 | 039 | 411 4
DR2 055 1055 |05 |044 | 054 | 061 |054 |039 |4,17 3
DR3 061 061 |05 |044 054 | 055 |054 |039 | 4523 2
DR4 0,55 055 05 |044 | 054 | 061 | 054|039 |4,17 3
DR5 055 055 055|044 | 054 | 061 |054 |039 |4,17 3
DR6 061 061 |05 |044 054 | 055 054|039 | 4523 2
DR7 055 055 |05 044 054 | 055 054|039 | 411 4
DR8 061 061 |05 |044 054 | 061 |054 |039 |4529 1
Dependence | 4,58 | 4,58 | 4,4 352 432 |4,64 | 432 | 3,12
Level 2 2 3 5 4 1 4 6
TABLE G.10: Stabilized fuzzy normalized matrix drivers
Dependence and driving power Drivers
5
4,8
4,6
4,4
DRE ®
< 42 DR3 ® DR6 @
v DR4 @ DR5 ® DR2 @
2 DR7 ® DR1 ®
(o}
w 4
£
2
0 3,8
3,6
3,4
3,2
3
2,5 3 3,5 4 4,5 5 55

Dependence power

FIGURE G.2: Driving and dependence power of drivers
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Appendix H

Interview slides

In this appendix, the interview slides that were used during the expert interviews to develop the
pairwise contextual relationship between factors are presented. The slides are in Dutch since all
the interviewees were native Dutch speakers and this would limit the communication barrier.

Methode

» Er worden zometeen 8 barriers gepresenteerd die invloed hebben op de keuze van
managers/beslissingmakers binnen de publieke sector om naar de publieke cloud te gaan

In dit geval wordt "naar de publieke cloud gaan" gedefinieerd als het plaatsen van een bestaande of
nieuwe digitale oplossing (gedeeltelijk) in een commerciéle publieke cloud, inclusief de mogelijkheid van
hybride cloudoplossingen. On-premises oplossingen worden hierbij niet overwogen. Het delen van
computing resources is een kenmerk van deze benadering. Voorbeelden van digitale oplossingen die
naar de publieke cloud kunnen worden verplaatst, zijn onder andere het gebruik van een beheerde
database en het gebruik van Google Drive.

Na de korte presentatie wil ik aan u vragen om pér variabele de invioed die deze uitoefent op de andere
variabelen te identificeren (er is keuze uit 4 opties) en vervolgens de sterkte van deze invloed aan te
geven.

<
TUDelft

FIGURE H.1: Interview slide 1
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Barrier Description

Regulations and government policy Absence of legal frameworks, as well as a uniform and easy to use governmental cloud
protocol.

Data security concerns Vulnerable to attacks, due to bigger attack surface. Data integrity and confidentiality.

Internal resistance to change Unwillingness to adapt to new circumstances.

Legacy dependence There is a lack of compatibility, switching costs.

Lack of standards There is a lack of standards internally (legacy) and a lack of standards externally (strategic
direction government) (no guarantee of data portability).

Lack of knowledge and capabilities  The lack of IT-skilled personnel within the governmental authorities. Difficult to assess
possibilities. Shift from application management to functional management.

Losing control Fear of losing digital sovereignty of data. Assurance and compliance issues. Fear of a vendor
lock-in.

Negative business case Insufficient substantiation for choice to use public cloud technology. “Need to use” public cloud
insufficient.

[ 7
TUDelft

FIGURE H.2: Interview slide 2

Q1: What is the relation between variable
A and the variables in column B: Data security concerns

Larger attack surface, data integrity and
confidentiality

« Ainfluences B

« Binfluences A
« Aand B influence each other Internal resistence to change

Unwillingness to change to new circumstances
* Aand B are unrelated

A Legacy dependence

Uncompatible, high switching costs

Regulations and government policy

0Q2: How strong is this relation: Legal frameworks, uniform strategy Lack of standards
Legacy dependency, data portability,
* Very weak government strategy
*  Weak
. st Lack of knowledge and capabilities
rong IT-skilled personel, understanding, awareness,
. Very strong unexplored possibilities

Eear of losing control

Digital sovereignty. compliance, assurance,
vendor lock-in

No positive business case

TU D |f Requirement definition, argumentation for
e t cloud choice

FIGURE H.3: Interview slide 3
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Appendix I

Informed consent

The informed consent was sent to the participants. It was written in Dutch since all the intervie-
wees were native Dutch speakers and this would limit the communication barrier.

Research Informed Consent

U wordt uitgenodigd om deel te nemen aan een onderzoek genaamd “factoren die cloud
adoptie beinvioeden in de Nederlandse publieke sector” Dit onderzoek wordt uitgevoerd door
Marleen van Merrienboer van de TU Delft, tijdens een stage bij Deloitte.

Het doel van dit onderzoek is het analyseren en visualiseren van onderlinge relaties tussen
factoren die invloed hebben op de keuze om publieke cloud te adopteren in de publieke
sector en zal ongeveer 2x60 minuten in beslag nemen. De data zal gebruikt worden voor
een masterscriptie met mogelijke publicatie, en om beslissingen en beleidsmakers binnen de
publieke sector te ondersteunen. U wordt gevraagd om aan te geven in hoeverre een
gepresenteerde factor i invlioed heeft op factor j. Dit process herhaalt zich voor 16 factoren.

Zoals bij elke online activiteit is het risico van een databreuk aanwezig. Wij doen ons best
om uw antwoorden vertrouwelijk te houden. We minimaliseren de risico’s door data anoniem
te verzamelen en in een beveiligde survey database op te slaan. De informatie die wordt
opgeslagen is:

-De antwoorden op de survey

-De functienaam van de geinterviewde (e.g. manager IT-afdeling, developer etc.)
-Het aantal jaren werkervaring

-Het gegeven dat de geinterviewde werkzaam is in de publieke sector

Uw deelname aan dit onderzoek is volledig vrijwillig, en u kunt zich elk moment
terugtrekken zonder reden op te geven. U bent vrij om vragen niet te beantwoorden.

PLEASE TICK THE APPROPRIATE BOXES e || e

A: GENERAL AGREEMENT — RESEARCH GOALS, PARTICPANT TASKS AND VOLUNTARY
PARTICIPATION

1. Ik heb de informatie over het onderzoek gelezen en begrepen, of deze is aan mij voorgelezen. O O
Ik heb de mogelijkheid gehad om vragen te stellen over het onderzoek en mijn vragen zijn naar
tevredenheid beantwoord.

2. Ik doe vrijwillig mee aan dit onderzoek, en ik begrijp dat ik kan weigeren vragen te O O
beantwoorden en mij op elk moment kan terugtrekken uit de studie, zonder een reden op te
hoeven geven.

3. Ik begrijp dat mijn deelname aan het onderzoek de volgende punten betekent: O O

° De informatie wordt door vastgelegd middel van een begeleide vragenlijst
. De informatie wordt verzameld door middel van handgeschreven notities
° De informatie wordt opgeslagen in een beveiligde surveydatabase

5. Ik begrijp dat de studie 14-08-2023 eindigt.

B: POTENTIAL RISKS OF PARTICIPATING (INCLUDING DATA PROTECTION)

6. Ik begrijp dat mijn deelname de volgende risico’s met zich meebrengt [...]. Ik begrijp dat deze U U
risico’s worden geminimaliseerd door [...]

. Anonieme data verwerking
. Beveiligde vragenlijst datanbase
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Ik geef toestemming om de geanonimiseerde data [ ] die over mij

verzameld worden gearchiveerd worden in de TU Delft Thesis repository opdat deze gebruikt
kunnen worden voor toekomstig onderzoek en onderwijs.

PLEASE TICK THE APPROPRIATE BOXES Yes | No
10. Ik begrijp dat de persoonlijke informatie die over mij verzameld wordt en mij kan o O
identificeren, zoals naam en wekplaats, niet gedeeld worden buiten het studieteam.
11. Ik begrijp dat de persoonlijke data die over mij verzameld wordt, vernietigd wordt binnen 4 a ad
maanden na het interview
C: RESEARCH PUBLICATION, DISSEMINATION AND APPLICATION
12. Ik begrijp dat na het onderzoek de geanonimiseerde informatie gebruikt zal worden voor [...] ) d
o Master scriptie rapport
. Mogelijke publicatie
. Beslissings ontwikkeling
. Beleidsontwikkeling
D: (LONGTERM) DATA STORAGE, ACCESS AND REUSE
16. [m} O

De antwoorden op de survey

De functienaam van de geinterviewde (e.g. manager IT-afdeling, developer etc.)
Het aantal jaren werkervaring

Het gegeven dat de geinterviewde werkzaam is in de publieke sector

Signatures

Naam deelnemer Handtekening Datum

Ik, de onderzoeker, verklaar dat ik de informatie en het instemmingsformulier
correct aan de potentiéle deelnemer heb verstuurd en naar het beste van mijn
vermogen, heb verzekerd dat de deelnemer begrijpt waar hij/zij vrijwillig mee
instemt.

Marleen van Merrienboer

12-06-2023

T

Naam onderzoeker Hahdtekening Datum
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