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Secure Multi-Character Searchable Encryption
Supporting Rich Search Functionalities

Qing Wang *“, Donghui Hu

Guomin Yang

Abstract—Wildcard Keyword Searchable Encryption (WKSE)
has grown into a ubiquitous tool. It enables clients to search de-
sired files with wildcard expressions. Although promising, previous
schemes confront three barriers: (1) An adversary can launch
a correlation attack to acquire the similarity between keywords.
(2) The WKSE schemes exhibit false positives which can lead
to wrong search results. (3) Existing feature extraction strategies
limit the flexibility of search expressions. In this paper, we pro-
pose a Multi-Character Searchable Encryption scheme (MCSE)
that overcomes the aforementioned barriers. To resist correlation
attacks, we design the randomize-pad model to encrypt the vector.
To eradicate false positives, we apply the vector space model and
complete feature extraction strategies so that a feature set uniquely
identifies a keyword or expression. To enhance search flexibility,
we introduce three distinct feature extraction strategies for key-
word expressions, wildcard expressions, and logical expressions,
enabling effective multi-character search. These strategies enable
indexes to accommodate the search of diverse expressions. Finally,
we prove that MCSE is indistinguishable against chosen-feature
attacks and implement MCSE on two real datasets. Compared with
state-of-the-art schemes, the experiment results show that MCSE
achieves good performance.

Index Terms—Searchable encryption, wildcard expression,
logical expression, correlation attack, feature extraction strategy.
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I. INTRODUCTION

LOUD storage [1], [2] provides massive storage and
C elastic computation services. To protect data privacy and
ensure data availability, Searchable Encryption (SE) [3] is pro-
posed, which is a keyword search technique that enables the
cloud server to search on encrypted data without decryption.
Most existing SE schemes [4], [5], [6], [7], [8] focus on the
indexes built by complete keywords. However, the user may
issue a query that contains wildcards. To solve the issue, recent
works [9], [10] have explored Wildcard Keyword Searchable
Encryption (WKSE) technology that splits each keyword into
multiple characters and maps them to a Bloom Filter. With the
technology, users can use search expressions that contain wild-
cards to search over encrypted data. The common wildcards have
two types: single-character wildcard “?” and multi-character
wildcard “ x 7. “?” denotes any individual character, while “ * ”
signifies any sequence of characters.

Most WKSE schemes [11], [12] based on Bloom Filters only
offer weak security, where adversaries can launch correlation
attacks [13], [14]. The specific details are as follows: the data
owner splits a keyword into multiple characters and maps them
into a Bloom Filter. Since the same method is used for all
keywords, the identical characters are in the same position in
the Bloom Filters corresponding to different keywords. Ad-
versaries can infer the similarity of keywords by comparing
the overlapping parts of the Bloom Filters. The correlation
attacks lead to data breaches when the adversary has background
knowledge. To resist correlation attacks, Bosch et al. [15] used
a pseudo-random generator to encrypt each bit of each Bloom
Filter. However, this method requires users to possess significant
computational power. Another solution [16] also introduced an
unkeyed hash function to encrypt the index. But it causes cor-
relation attacks when the data user performs multiple searches.
SPWSE [17] and SFWQ [18] used inner product encryption and
key aggregation encryption to resist correlation attacks, but they
both leak the wildcard positions.

False positives need to be eliminated in WKSE. WKSE
schemes [10], [16] extracted feature sets for keywords and
expressions to build indexes and generate trapdoors. However,
incomplete feature extraction strategies can lead to the feature set
of one keyword or expression may be the feature set of another
keyword or expression. For example, in SSE-MCW [12], the
feature set of a x b * c is the same as the feature set of a * c.
Therefore, incomplete feature extraction strategies can result
in false positives. Another reason for false positives in WKSE

1041-4347 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: TU Delft Library. Downloaded on March 02,2026 at 12:29:55 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0009-0004-5313-1212
https://orcid.org/0000-0001-9517-9688
https://orcid.org/0000-0003-3553-0813
https://orcid.org/0000-0002-4407-1762
https://orcid.org/0000-0002-4949-7738
https://orcid.org/0000-0002-3612-1934
mailto:qingwang@mail.hfut.edu.cn
mailto:hudh@hfut.edu.cn
mailto:mengli@hfut.edu.cn
mailto:qiaoyan@hfut.edu.cn
mailto:gmyang@smu.edu.sg
mailto:gmyang@smu.edu.sg
mailto:mauro.conti@unipd.it

WANG et al.: SECURE MULTI-CHARACTER SEARCHABLE ENCRYPTION SUPPORTING RICH SEARCH FUNCTIONALITIES

is the utilization of cryptographic tools. A Bloom Filter [19],
[20] is a common cryptographic tool that can efficiently check
whether an element is within a set or not, but it inherently
has false positives due to hash collision. The presence of false
positives in search results can lead to serious misunderstandings
and erroneous judgments. Yang et al. [21] achieved wildcard
expression search by slicing the ciphertext to have no false
positive, but this requires multiple rounds of interaction between
two non-colluding servers. Wang et al. [18] adopted the interval
matching and Li et al. [17] leveraged inner product encryption
to achieve WKSE without false positive. However, the trapdoor
will leak the positions where wildcards appear in the expression.

To further accommodate the practical necessity of users,
search expressions need support “and”, “or” and “not” oper-
ations between characters. The expressions can be viewed as
logical expressions. The “or”” operation means that one of the
provided characters can appear in a specific position. We use
“()” to represent “or”. For example, (abc) requires any one of a,
b and c to be in the first position. The “not” operation denotes
that the provided characters cannot appear at a specific position.
We use “[]” to represent “not”. For example, [abc] requires a, b,
and c should not appear in the first position. The “and” operation
indicates that the specified character appears in each position.
The “and” operation needs not to be symbolized. For example,
a(abd) requires a to be in the first position while any one of a,
b, and d should be in the second position. To further emphasize
the importance of logical expression, we consider the follow-
ing banking system. The bank classifies all clients into retail
clients, professional clients, or eligible counterparties to provide
different investment services. For management purposes, the
bank extracts a label for each client. The first position of the
label represents the category that the client belongs to and the
second position of the label represents the type of business the
client is engaged in. One day, the bank needs to find clients
are retail clients or professional clients and they specialize in
the automotive industry. The corresponding logical expression
is (rp)a. To the best of our knowledge, WKSE is unable to
address the problem beyond the naive method, which requires
the user to supply two search expressions, denoted as ra and pa,
for the search process.

In summary, the existing WKSE schemes suffer from the
following issues: (a) The correlation attacks for WKSE can
compromise the similarity of keywords. (b) Incomplete feature
extraction strategies and natural properties of Bloom Filters
may causes false positives in the search results. (c) Logical
expressions are mostly used for pattern matching with strings,
but most SE works do not consider logical expressions search.

To solve the above issues, we need to address three technical
challenges: Challenge 1: High efficiency while resistant to
correlation attacks. The adversary can obtain keyword sim-
ilarities from unencrypted Bloom Filters. Encrypting Bloom
Filters using traditional encryption schemes incurs significant
communication and computation costs for clients, as the server
must return the encrypted Bloom Filters to the client for local
decryption. Similarly, homomorphic encryption for Bloom Fil-
ters results in substantial computation costs. Thus, designing
keyword encrypted search schemes that are both resistant to
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correlation attacks and efficient in the search process is a chal-
lenge. Challenge 2: Complete feature extraction strategies.
Characters, character positions, relative positions, and n-grams
can be keyword features. It appears that as the number of features
extracted increases, the probability of false positives decreases.
Even so, it cannot eliminate the errors completely. If the feature
set does not uniquely correspond to a search expression, then
multiple distinct search expressions may share an identical fea-
ture set. Consequently, the search results will be a combination
of the results of all of these search expressions, introducing false
positives to any one of them. Thus, the challenge is to develop a
complete feature extraction strategy that enables the feature set
to be unique to keywords or expressions. Challenge 3: Flexible
feature extraction strategies. Feature extraction strategies for
wildcard expressions fail to ensure proper execution of logical
expressions, because a wildcard can represent any character
while logical operators specify concrete characters that either
occur or do not occur at specific positions. Alternatively, we
extract all characters within “()” for the “or” operation, then the
feature set of the logical expression will be larger than the feature
set of the keyword. If the feature set of a keyword is included
in the feature set of a logical expression to consider that the
two match, then the keyword that does not match can also be in
the search results. Thus, it is challenging to extract features for
logical expressions and achieve correct matches.

To address these technical challenges, we make the following
contributions:

Security: To resist correlation attacks and safeguard keyword
confidentiality, an index encryption phase is introduced. The
randomized-pad mode is proposed, which randomizes vectors
before padding. It ensures that computation results for the same
index but different trapdoors do not produce the same variable.
In addition, this method requires only a single additional di-
mension for padding, reducing computation cost. During the
index-building process, features are extracted from keywords
and encrypted into indexes using the randomized-pad mode and
invertible matrices, ensuring that keyword information remains
confidential.

Accuracy: To avoid false positives, we design complete fea-
ture extraction. We extract each character along with its precise
positional information and the length of the expression. For
wildcard expressions, we also extract the length of the desired
keyword. These features comprising character, position and
length information ensure that each keyword or expression is
uniquely represented. In addition, we apply vector space mod-
els to replace Bloom Filters and complete feature extraction
strategies to eradicate false positives. The vector space model
guarantees that a vector component is 1 provided that the feature
set must contain the feature corresponding to that component.

Functionality: To support multi-character search, we propose
feature extraction strategies corresponding to keyword, wild-
card, and logical expressions. For keyword and wildcard ex-
pressions, we extract characters, positions, and length features.
The size of the feature set is viewed as an indicator, which is
used as a reference for matching. For logical expressions, we
consider each operation (“or” and “not”) as a unit. Within a
unit, all characters are assigned the same positional value. Then
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TABLE I
COMPARISON OF FUNCTIONALITIES WITH EXISTING WORKS

Property Keyword expression | Wildcard expression Logical expression | No false positive Coﬁzf;;f;m;tzks Wiﬁz;rrgvggggins
SKS [10] v v v
SSE-MCW [22] v
EWESS [11] v v v
SPWSE [17] v v v v
SFWQ [18] v v v v
TSEWS [23] v v v v v
MCSE v v v v v v

we extract the characters, positions, and length features. The
length of the logical expression plus one indicator is used as a
reference for each matching.

To summarize, we propose a multi-character searchable en-
cryption (MCSE). We compare MCSE with existing works in
Table I.

® MCSE resists correlation attacks and hides wildcard po-
sitions. By security proof, MCSE is secure under chosen-
feature attacks which catch correlation attacks.

e MCSE has no false positives. We design complete feature
extraction strategies and apply vector space models so that
can any vector to determine a keyword or an expression
uniquely.

® MCSE supports keyword, wildcard, and logical expression
searches. We design three feature extraction strategies.
These strategies enable indexes to accommodate the search
of diverse expressions.

® MCSE achieves significant better performance and so on.
Compared with the state-of-the-art schemes, the experi-
ment results show that MCSE brings a saving of approxi-
mately 99.87% in the search process.

The paper is organized as outlined below. We review the
related work in Section II. Section III formalizes the problem.
Section IV introduces the necessary preliminaries. In Section V,
we present the details of E-MRSE. In section VI, we propose
a multi-character searchable encryption scheme that adopts the
encryption method in E-MRSE, followed by the security anal-
ysis in Section VII and performance evaluation in Section VIII,
respectively. We discuss about scalability, security, efficiency,
and flexibility of MCSE in Section IX. Finally, we conclude the
paper in Section X.

II. RELATED WORK

In this section, we describe related works on Wildcard Key-
word Searchable Encryption.

A. Symmetric Searchable Encryption

Song et al. [3] introduced Symmetric Searchable Encryption
(SSE) in 2000 and proposed schemes with provable secrecy,
query isolation, controlled search, hidden queries, and feasi-
bility. However, the underlying plaintext distribution is vulner-
able to statistical attacks. Goh et al. [13] defined a security
model for SSE known as semantic security against adaptive
chosen keyword attack (IND-CKA) and proposed an efficient
SSE scheme based on Bloom Filter (BF) that proved secure

under the IND-CKA model. Considering the information leaked
by trapdoors, Curtmola et al. [24] introduced game-based and
simulation-based definitions to protect the privacy of indexes
and trapdoors and formalized the keyword-file index structure,
a landmark work in the field of SSE. To date, more researchers
have devoted to improving the performance and enhancing the
functionality of SSE [25], [26], [27], [28].

B. Secure K-Nearest Neighbor Computation

Wong et al. [29] proposed a k-nearest neighbor (knn) compu-
tation technology that searches for k points on encrypted data
that are the nearest to a given query point. They proposed two
secure knn schemes based on asymmetric scalar product preserv-
ing encryption. The schemes have been enormously impactful,
engendering numerous applications [30], [31], [32], [33].

Cao et al. [34] proposed Multi-keyword Ranked Searchable
Encryption (MRSE) based on knn. For security, MRSE-2 was
padded with more dummy keywords. Xia et al. [35] transformed
the index into a special tree structure to achieve sub-linear search
and support dynamic updates of documents. Chen et al. [36]
considered the similarity between files and proposed a k-means
based hierarchical clustering method to speed up the search
phase. The method clusters files based on a minimum relevance
threshold and then divides the resulting clusters into sub-clusters
until all sub-clusters do not exceed the pre-specified cluster size.
Fuzzy keyword search technology allows users to provide query
keywords with minor misspellings or inconsistencies in the form
of stored keywords. Li et al. [37] used edit distance to quantify
keyword similarity to support fuzzy keyword search. [38], [39]
solved the problem of fuzzy keyword search ranking. To enable
the correctness and completeness of search results, Sun et al. [40]
proposed a verifiable multi-keyword ranked search upon the
index tree structure. All these schemes require padding dummy
keywords for security.

C. Wildcard Keyword Searchable Encryption

Existing works achieve WKSE based on several techniques:
hidden vector encryption, homomorphic encryption, inner prod-
uctencryption, and Bloom Filter. Fuzzy keyword search technol-
ogy [32] appears to offer a potential solution for implementing
wildcard expression searches. However, the index generation
process depends on the edit distance, so search results may be
incomplete.

Hidden vector encryption technology [9], [41], [42] can be
transformed into SE that support wildcard expressions search.
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For example, Sedghi et al. [9] proposed a public-key hidden
vector encryption scheme. The data owner encrypts a public
message using the keyword. The trapdoor sent to the server is
actually a decryption key derived from a query expression. If
the server decrypts the ciphertext to obtain the public message,
then the two keywords are the same except for the wildcard
positions. But the general drawback of this approach is that
the data user needs to provide the server with locations where
wildcards appear in the keyword.

The appearance of homomorphic encryption [21], [43], [44]
has attracted the attention of more researchers. For example,
Yasuda et al. [44] computed the sum of multiple modified inner
products between two vectors and determined whether it is
0. Saha et al. [45] split the expression from the location that
wildcard appears to support repetitive wildcards. Kim et al. [46]
proposed a pattern-matching algorithm that takes an encrypted
string and an encrypted pattern along with auxiliary encryptions
as inputs and returns an encryption of 1 or 0. The main appli-
cation is searching for DNA sequences in a genome database.
Yang et al. [21] proposed a wildcard search scheme in multi-user
scenarios based on homomorphic encryption, but it is under the
dual-server model.

Inner product encryption is a type of functional encryption in
which the ciphertext and the key each correspond to a vector.
With the correct key, the decryption result is the inner product
of the two vectors. Li et al. [17] transformed the keyword and
the wildcard keyword into vectors and leveraged inner product
encryption to process these vectors. If the two match, the inner
product is 0. However, the search expression cannot contain
multi-character wildcards. Wang et al. [18] adopted the interval
matching method instead of position matching to support multi-
character wildcard keyword search, but the user has to provide
the locations where wildcards appear in the keyword.

The prevailing approach for wildcard expressions search in
symmetric searchable encryption is based on Bloom Filter. The
first method [15], [22] to support wildcard expressions search
is to transform a wildcard search into a lookup for an exact
match. For example, Bosch et al. [15] proposed a masked
index scheme that can resist the correlation attack. However,
the encrypted index is not available for the server, and users
have to decrypt themselves to match. Hu et al. [22] considered
dynamic operations on the documents. The data owners in these
schemes are obliged to pre-process the keywords and insert not
only the keyword to the index but all wildcard versions of each
keyword. So the search is not flexible, the data user can only
search for wildcard expressions in the index. Another flexible
method is to compare the characters of the keywords in the
index and the trapdoor. Suga et al. [10] proposed a wildcard
keyword searchable encryption scheme. During index building
phase, the data owner extracts the characters of the keywords,
concatenates their positions, and incorporates these features
into BF. Trapdoors are also generated in this way based on
wildcard expressions in addition to hopping over wildcards. So
if a keyword in the index matches the wildcard expression, the
index is 1 in all positions where the trapdoor is 1. Hu et al. [12]
extracted the character in keyword concatenated its inverted
position additionally to support expressions containing “* .
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Fig. 1.  System model.

Zhao et al. [16] considered the correlation attack derived from
unencrypted BF and introduced an unkeyed hash function to
xor the unencrypted BF but it is also vulnerable to correlation
attacks. Based on [16], Weener et al. [47] proposed a framework
of backward private WKSE, but did not provide a concrete
scheme. Hua et al. [11] proposed an enhanced wildcard-based
fuzzy search scheme that extends functionality to client-proxy-
database frameworks like CryptDB [48], but the scheme did not
consider correlation attacks.

In summary, prevailing-based WKSE schemes either cannot
resist correlation attacks or users need to perform decryption
operations. In addition, none of the WKSE schemes support
logical expression searches.

III. PROBLEM STATEMENT

In this section, we introduce the system model, security
model, and design objectives of MCSE.

A. System Model

As illustrated in Fig. 1, the system model of MCSE includes
three parties: the cloud server, the data owner, and the data user.

Cloud server (CS): The cloud server has huge storage space
and can provide efficient and convenient data services. In our
system model, we consider the server to be honest-but-curious. It
may try to learn any useful information about files and keywords
from indexes, trapdoors, and similar inner products, but it cannot
deviate from the protocol.

Data owner (DO): The data owner, who can be an individual
or an enterprise, is responsible for building indexes. Also, he/she
can search for files and authorize other users to search.

Data user (DU): The data user can search for files of interest
by generating trapdoors with keys provided by the data owner.

MCSE system is composed of four algorithms, namely Setup,
IndexBuild, Trapdoor and Search. In Fig. 1, step 1 is Setup
algorithm where the DO chooses encryption keys. For step 2,
the DO extracts keywords from files, builds indexes based on
the keyword-file relationship and uploads the encrypted files
and indexes to the cloud server. When a DU wants to search for
files containing desired search expressions, he/she first sends a
search query to the DO. Upon receiving the request, the DO, if
granting authorization, transmits the key to the DU via a secure
channel. The DU then uses this key to generate the trapdoor and
sends it to the cloud server at step 4. Once the server receives
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a trapdoor from the DU, it searches the index with the trapdoor
and returns matched files at step 5. We focus on the index for
queries, which is deemed as the “structure-only” SSE [49], [50].

B. Security Model

In this system, we consider that the cloud server is honest-but-
curious which has been widely adopted in searchable encryp-
tion [51], [52], [53]. It assumes that the server follows the scheme
algorithms honestly but attempts to learn about keywords and
documents with the help of messages transmitted by the data
user.

We define the security model that indistinguishability against
chosen-feature attacks (IND-CFA) for multi-character search-
able encryption based on IND-CKA [13]. The indistinguisha-
bility security is modeled by a game played by a challenger C
and an adversary A. During their interaction, C simulates an
MCSE scheme II, which A tries to break.

Chosen-feature attacks capture the ability of an adversary to
exercise control over what indexes are built by data owners and
what expression data users query. First, C generates a key set C
and keeps it secret. A makes sub-index queries on keywords by
his option and then outputs two distinct keywords wyq, w; to be
challenged. C generates a challenge sub-index I on a randomly
chosen keyword from wy, w;. After that, A can also adaptively
make sub-index queries on any keyword and make trapdoor
queries on expressions that do not contain character features
that are in wq but not in w; or character features that are in
w; but not in wy. Finally, A outputs a guess for the challenge
sub-index. Formally, the IND-CFA security model is described
as follows.

Setup: Given a security parameter, the challenger C generates
the key set /C.

Queryl: A chooses keyword adaptively and issues sub-index
queries and trapdoor queries.

1) For sub-index queries, C runs IndexBuild to generate a

sub-index and return it to A.

2) For trapdoor queries, C runs Trapdoor to generate a trap-
door and return it to A.

Challenge: A outputs two distinct keywords wg and w; under
the restriction that the expression W has not been queried where
Wi] = woli] or wq[i] but wo[i] # wy[i]. C randomly chooses
b € {0,1} and runs IndexBuild on V4 to get the index I, which
is given to A. We refer to [ as the challenge sub-index.

Query2: A issues sub-index queries and trapdoor queries.

1) For a sub-index query, C responds to sub-index queries in
the same way as in Query1 without restriction.

2) For a trapdoor query, C runs Trapdoor to generates a
trapdoor and returns it to .A. But the expressions do not
contain character features that are in wg but not in w; or
character features that are in w; but not in wy.

Guess: A outputs a bit I as its guess for b.

Since the adversary adaptively issues sub-index queries for
keywords during phase (1) of Query2, chosen-feature attacks
catch correlation attacks.

Definition 3.1. A multi-character searchable encryption
scheme II = (Setup, IndexBuild, Trapdoor, Search) is IND-
CFA secure, if there exists no probabilistic polynomial-time

IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 38, NO. 3, MARCH 2026

TABLE II
KEY NOTATIONS

FL feature list

the size of F'L

length of the longest keyword
w keyword (expression)

wli] the ¢ + 1-th character of w
|| concatenation

? single-character wildcard

* multi-character wildcard
(abe) a, b, or c

[abc] not a, not b and not ¢

ir indicator

w keyword set

D file set

D; the -th file

w; the i-th keyword

V; the initial vector of D; (w;) in E-MRSE (MCSE)
Vi the ¢ + 1-th entry of V

1% processed vector

Ei (V) encrypted vector

My, Mo invertible matrix

adversary who can win the above game with non-negligible
advantage over random guess after it makes trapdoor queries
and sub-index queries.

C. Design Objectives

We have three design objectives, namely privacy, functional-

ity, and efficiency.

® Functionality: The designed scheme needs to support key-
word expression, wildcard expression, and Logical expres-
sion searches.

® Privacy: (1) Index privacy. The server cannot learn the
keyword corresponding to the sub-index. (2) Trapdoor
privacy. The server cannot obtain the information of ex-
pression from trapdoors. (3) Resist correlation attacks. The
server cannot recover indexes even if it captures some
feature-trapdoor pairs.

e FEfficiency: The designed scheme should be efficient in
terms of computational and communication costs. Specif-
ically, the search protocol requires only a single round of
interaction between the user and the server. Furthermore,
there are no complex computations on the user side.

IV. PRELIMINARIES

In this section, we introduce key notations and review the
multi-keyword ranked searchable encryption scheme MRSE-1.

A. Notations

This paper utilizes several notations, which are systematically
presented in Table II.

B. MRSE-1

Wong et al. [29] proposed a secure knn technique in encrypted
databases, which can compare the Euclidean distance between
two points in the database and the query point in privacy and
select the k nearest neighbor points to the query point. Tradi-
tional knn encryption techniques have been used in numerous
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searchable encryption schemes for multi-keyword search. We
first briefly review the algorithms of these schemes.

Suppose the filesetasD = { Dy, ..., D,}, thekeyword set as
W = {w1, ..., wn }. The secret key consists of a bit-vector S of
length m + 2 and two invertible matrices M7, M, of dimension
m + 2. The data owner generates a file vector V; for each file
in D. If file D; contains keyword wy;, set the j-th bit of V; as 1.
Otherwise, set it as 0. For each file vector V;, it needs to extend
to (m + 2)-dimensional vector V;, where the (m + 1)-th entry
is set to a random value &; and the (m + 2)-th entry is set to
1. According to S, V is Spht into two vectors Vz 1, Vl 2. If the

j-th bit of S is 0, V; 1, [j], Vi.2[j] are set as the same as V;[].
Otherwise, set Vi1[4], Vi.2[4] to random numbers that satisfy
Viilj] 4 Vialj] = Vilj]. At last, the file vector is encrypted as
El( ) - {M1 zl;Mz 12}

The data user generates a query vector () for the keywords
of interest. The query vector is generated in the same way as
the file vector, i.e. the corresponding entry of the keywords of
interest in the vector is set to 1 and the other entries are set to
0. And @ also needs to be extended by 2 dimensions to obtain
Q. where the (m + 2)-th entry is set to a random value ¢, the
(m + 1)-th entry is set to a random number 7, and the first m
entries are multiplied by r. Accordingly, the data user divides
Q into two vectors Ql, QQ. Here, the rules for splitting vectors
are the reversal of those for file vectors. If the i-th bit of .S is
0, Q11i], Qg[ ] are set to random numbers that satisfy Ql[ 1+
Qsli] = Q[i]. Otherwise, Q1 [i], Q4] are set as the same as Qli.
Atlast, the trapdoor Es(Q) is generated by { M; ' Q1, My ' Q5 }.

During the query phase, the server calculates (1) for 1=
1,...,n,andreturns the top-k files. 7(V; - Q + €;) + ¢ preserves
the inner product between the file vector and query vector and
scale relationship for two queries on the same keyword.

E (Vi) - E2(Q)
= (MIViy, MIVis) - (M{1Q1, M.
= Ai,l : Ql + ‘71',2 : Q2
= (Vi,ei,1) - (rQ,m,t)
=r(Vi-Q+e) +t 1

5 Q)

Since similar inner products computed by an index I; and
different trapdoors all contain the same variable €;, Cao et al. [34]
identified that the MRSE-1 scheme is susceptible to scale analy-
sis attacks. To address this vulnerability, they proposed MRSE-2
which adds U + 1 dummy entries into the vector. So MRSE-2
brings more computation overhead.

V. E-MRSE

In this section, we propose E-MRSE which can resist scale
analysis attacks. The vector processes of MRSE-1, MRSE-2 and
E-MRSE are shown in Fig. 2. MRSE-1 and MRSE-2 pad the vec-
tors before randomization. In contrast, in E-MRSE, we random-
ize the vectors before padding. During the pad phase, MCSE,
MRSE-1, and MRSE-2 pad 1, 2, and U + 1(U > 1) entries,
respectively. During the randomize phase, MCSE, MRSE-1,
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Step 1
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Randomize
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VI V(2] V(3] ... Vim] D o
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VIV V3] ... Vimeje) ... eh 1 s
n;.mf:m.,ﬁ
Vv v'E .V m Vim1) . VU m ) ¢
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Vv vie .. vim ¢
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2 2 2
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(c) E-MRSE

Fig. 2. Vector processing system.

and MRSE-2 execute m, m + 2, and m + U + 1 randomized
processes.

A. Scheme

The four algorithms included in MRSE are described below:

e Setup (1) — K: The data owner randomly chooses a
m-bit vector S and two (m + 1)-dimensional invertible
matrices My, M. The secret key is K = {S, My, Ms}.

e IndexBuild(D, W, K) — I: For each D; € D, the data
owner generates a file vector V;. The initial state of V;
is a zero vector of length m. If D; contains w;, j € [1, s],
set the j-th bit of V; as 1. Otherwise, set it as 0. Instead
of extending the vector before splitting, V; is split into
two m-bit vectors according to the secure knn technique.
Subsequently, the two m-bit vectors needs to be extended
to m + 1 bits, the (m + 1)-th entries are set as random
numbers ¢; 1 € F and €; o € F, respectively. So V; 1 and
Vio are obtained. Finally, the data owner computes the
sub-index I; = E1(V;) = {M{'V; 1, MJ'V; 5}. The index
isZT={h,....I,}.

e Trapdoor(Wg, K) — T Foraset of query keywords W,
the data user generates a query vector (). The initial
state of () is a zero vector of length m. If Wy contains
wj,j € (1, s], set the j-th bit of @) as 1. Otherwise, set it as
0. First, each entry of () is multiplied by a random number
r € R and then ( is split into two vectors according to the
knn technology. Subsequently, the two vectors are extended
into (m + 1) bits. The (m + 1)-th entry of Q1,Q- are
inserted into the random numbers r; € E and r, € E,
respectively. The data user computes the encrypted query
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vector Fo(Q) = {M;*Q1, M, *Q5}. Finally, the trapdoor
T = E5(Q) is uploaded.

Search(Z,T) — IScore: The cloud server computes the
similar inner product of the encrypted query vector and
file vector via (2). After sorting all scores, the cloud server
returns the top-k ranked files.

I T = (M{V; 1, M3 Vi) - (M;'Qr, My ' Qo)
=Vi1-Q1+Via Q2
=7r(Vi-Q)+eiir1 +€i2m2 (2)

B. Analysis

We analyze the E-MRSE in terms of correctness , efficiency
and privacy. We compare it with MRSE-1 and MRSE-2.

Correctness: The form of the similar inner productis r(V; -
Q) +eiar +giore. If Inf(R) > 2|Sup(E) — Inf(E)| -
|Sup(E)| where Sup, Inf denote the upper and lower
bounds of a set, respectively, then the similarity-based
ranking preserves the correct order established by the actual
inner products. The reasons are follows.

Let Vi, V5 denote the file vectors of D1, D5 respectively,
and let @ be a query vector. The actual inner products are
defined as /P, =V;-Q and IP, = V5 - (). The similar
inner products are STP; =r(Vy - Q) + 171 + €212 and
SIPy =1(Va - Q)+ e3r1 + e472. Since V;, Q) are binary
vectors, the difference between [Py, [P, is at least 1 if
1Py # IP,. Without loss of generality, we may assume that
IP; = IP, + 1. For the similar inner product to yield the
correct ranking, the condition STP; > SIP, must hold.
That is SIP, — SIP, = ’I“(IPl — IPQ) + 7"1(51 — 53) +
ro(ea —e4) > 0. Given IP; = IP; + 1, we can obtain
r>r1(es —e1) +ro(eq —e2). Since 1, €9, €3,64, 71,72
are chosen from F, then e314) —e1(2) < |Sup(E) —
Inf(E)| and ry(9) < [SupE|. Therefore, 71(e3 —€1) +
ro(eq4 — £2) < 2|Sup(E) — Inf(E)| - |SupE|. Since r is
chosen from R, we set the lower bound condition of R
as Inf(R) > 2|Sup(E) — Inf (E)| - |Sup(E)|. Therefore,
r1(e3 — e1) + ra(e4 — €2) < r. For example, given E =
[0.3, 1], we may choose R such that inf(R) > 1.4.
Privacy: The privacy of indexes and trapdoors are protected
if IC is kept secret.

The details of the security proof of E-MRSE are as follows:
The security game is played by an adversary A and a
challenger C.

Setup: Given a security parameter A, C randomly chooses
a m-dimensional vector, two (m + 1)-dimensional invert-
ible matrices.

Queryl: A is allowed to makes sub-index queries and
trapdoor queries. For an index query, C runs IndexBuild
to generates an index and returns it to 4. For a trapdoor
query, C runs Trapdoor to generates a trapdoor and returns
it to A.

Challenge: After queries, A chooses two distinct files dg
and d; adaptively, under the constraint that dy,d; have
not been queried. C randomly chooses b € {0, 1} and runs
IndexBuild on V} to get the index I, which is given to A.

TABLE III
COMPARISON ON COMPUTATION COMPLEXITY

MRSE-2 E-MRSE
Setup O((U+m+1)%) | O((m+1)3)
IndexBuild O((U+m+1)?) | O((m+1)?)
Trapdoor O((U+m+1)2) | O((m+1)?)
Search O(N) O(N)
Index Space OU+m+1) O(m +1)
Trapdoor Space OU+m+1) O(m+1)

N is the number of Files in the dataset, and m is the number of keywords
in the dataset.

Query2: Like Query1l, A can make index and trapdoor
queries under the restriction that dy and d; have not been
queried.

Response: A outputs a bit I as its guess for b.

C transforms d;, into a challenge index by randomization,
padding and matrix multiplication. The index composes
two vectors, consisting of random numbers.

One way is the adversary only learns knowledge from the
index or trapdoor. This corresponds to the chosen-plaintext
attack in cryptography. The IndexBuild algorithm is similar
to trapdoor algorithm, so we will only consider the index
case. From the adversary’s standpoint, the index is two
m + 1-dimensional random vectors. If A guesses b cor-
rectly with the non-negligible advantage, A will be able
to recover M, and Ms or know the secret information
directly from the index. For the former, since the index
query only replies to the final index vector and contains no
intermediate vectors, it is not feasible to build the equation
to recover My and Ms. For the latter, A analyzes V}, is
equal to any vector in R X R X --- x E with a different
probability. It goes against the randomness.

The other way is that the adversary obtains information
from the inner product scores. The restriction on the trap-
door query shows Vy-Q = Vi-Q, where Vy and V}
represent the vectors of files dy and d; respectively, and
Q denotes the vector of the queried trapdoor. If A can
break E-MRSE with a non-negligible advantage, then A
analyzes e, 171 + €p,272 1S equal to any vector in £ with a
different probability. It goes against the randomness.
Therefore, A guesses b with non-negligible advantage.
Efficiency: During IndexBuild or Trapdoor, the trans-
formation procedure for m-dimensional file vectors to
sub-indexes or trapdoors includes randomization, padding
and encryption with matrices. The main computational
overhead consists of two multiplications of a m + 1-
dimensional matrix with a m + 1-dimensional vector. We
compare E-MRSE with MRSE-1 and MRSE-2, their in-
dexes are m + 1, m + 2, and m + U + 1 dimensions, re-
spectively. MRSE-1 is a special case of MRSE-2 when
U = 1. Table III shows the complexity analysis of of
MRSE-2 and E-MRSE and Fig. 3 shows the time cost and
communication overhead of IndexBuild. We fix the initial
vector to be 1500 dimensions, i.e. m = 1500. The index
vector of E-MRSE has only 1 more dimension than the
file vector, so the vector processing time and index size
do not vary with U shown as a horizontal line in Fig. 3(a)
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and (b). For MRSE-2, both time cost and communication
overheads keep increasing as U increases.

VI. MULTI-CHARACTER SEARCH ENCRYPTION

In this section, we propose a multi-character search encryption
scheme MCSE based on E-MRSE.

A. Overview

The architecture of MCSE is shown in Fig. 4. The user
can provide keyword expressions, wildcard expressions, and
logical expressions to search on the index. In MCSE, three
feature extraction methods are designed to accommodate the
three types of expressions. For keyword expressions, we extract
each character, its positions, and the length of the keyword
expression. For wildcard expressions, we additionally extract
the desired keyword information. For logical expressions, we
view each operation (“or” and “not”) as a single unit. Within a
unit, all characters are assigned the same positional value. Then
the extraction process is like keyword expressions.

A match between an index and a search expression is a match
between their feature sets. If the feature set of the keyword
contains all the elements of the feature set of the search expres-
sion, then two match. For privacy, we use vectors to represent
feature sets and use the radomize-pad model and invertible
matrices to encrypt vectors in Section V to encrypt vectors.
In this way, the inner product of indexes and trapdoors is the
similar inner product of the original vectors. If the similarity
inner product is greater than the user-supplied indicator, the
keyword corresponding to the index matches the expression
corresponding to the trapdoor. To illustrate this more clearly,
we first present feature extraction strategies for different search
expressions. Secondly, we show the vector conversion method.
At last, we illustrate our scheme MCSE.
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Algorithm 1: Feature Extraction for Keyword.

Input: The keyword W
Output: The feature set FSet
1 Initialize FSet to the empty set;
2 Set the length of W as Lw;
3fori=01t Lw—1do
4 | Extract feature W [i] || i + 1;
5 L Append it to FSet;

6 Append — || (Lw + 1) to FSet.

B. Feature Extraction Strategy

Wildcard expressions and logical expressions are composed
of letters and symbols rather than complete keywords, then if
we build an index based on complete keywords it is difficult to
match the trapdoor to the index. Hence, we use a feature extrac-
tion strategy to extract character features from expressions. For
keywords, we introduce a terminator “ — ” to mark the length
of keywords. For wildcard expressions, the data user needs to
provide L to specify the length of desired keywords, and he/she
concatenates “ — ” and L + 1 as a feature used to check whether
the length of the keyword in the index is L. It is efficient to avoid
false positives from just prefix matching [10].

1) Keyword: Keywords are complete and do not contain
any symbols. The feature extraction strategy for keywords is
illustrated in Algorithm 1. The feature extraction strategy is
to concatenate each character of the keyword and its position
in the keyword. For example, the feature set extracted for the
keyword “abstract”is {a || 1,b || 2,s || 3,¢ || 4,7 || 5,a || 6,¢ ||
77t ” 87_ || 9}

We also adopt this strategy to extract features for keyword
expressions in the trapdoor generation phase. Note that an indi-
cator is required to be introduced during the trapdoor generation
phase, which is used to match an expression to indexes. Here,
the indicator is the size of FSet.

2) Wildcard Expression: We consider two types of wildcards
“?”and “ % 7. “?7” denotes a single-character wildcard and “ *”
denotes a multi-character wildcard. In our feature extraction
strategies, we consider any single-wildcard and two or less
multi-character wildcards. The details are shown in Algorithm 2.
The algorithm employs A and B to represent the minimum
and maximum number of characters, respectively, that the first
wildcard “*” can represent. Additionally, it uses j; and js to
mark the positions of the multi-character wildcard “*”, with both
initialized to L,,. Depending on the number of wildcards n in the
expression, the process is structured as follows: If no wildcard is
present (n = 0), features are extracted according to lines 12-16.
If a single-character wildcard occurs (n = 1), its position is
denoted by ji, and feature extraction follows lines 12-21. For
expressions containing two wildcards (n = 2), the positions j;
and jo are used, and lines 12-24 are executed accordingly.

The feature extraction strategy is to encode characters and
not encode wildcards. The single-character wildcard represents
any one character. For example, if the expression is ab?, L =
3,only {a| 1,b]| 2,— || 4} is extracted. If the expression is
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Algorithm 2: Feature Extraction for Wildcard Expression.

Algorithm 3: Feature Extraction for Logical Expression.

Input: The wildcard expression W and the length of
desired keywords L
Output: The feature set FSet and an indicator ir
1 Set Lw as the length of W and n as the number of x;
2 Initialize j,j2 as Lw and A =0, B = 0;
3 Extract feature — || (L + 1);
4 if n == 1 then
5 Let j; represent the location that * occurs;
6 A=L—-Lw+1,B=L—Lw+1;

7 if n == 2 then
8 Let 71, j2 represent locations that * occurs;
9 A=0,B=L—Lw+2;

10 for k = A to B do

1 Initialize F'Set [k] to the empty set;
12 for : =0 to j; — 1 do

13 if W [i] #7 then

14 L | Extract feature W [i] || i + 1;

15 if j; = Lw then

16 | break // Exit the outer loop

17 fori=75,+11t j2—1do

18 if W [i] #7? then

19 | Extract feature W [i] || i + k;

20 if jo = Lw then

21 | break // Exit the outer loop

22 fori:=jo+ 1t Lw—1do

23 if W [i] #7 then

24 | Extract feature W [i] || i + L — Lw;

25 Append all features to FSet [k];
26 Set iry, = |FSet [k] |

xab, L = 8, the feature setis {a || 7,b || 8, — || 9}. The indicator
is set to the size of the feature set, i.e. 3. The multi-character
wildcard can represent a string of any length. Since the data user
provides the length of the desired keyword L, the length range
represented by the multi-character wildcard can be determined.
If an expression has two multi-wildcards, the clients need to
extract L — Lw + 3 FSets. Forexample, ifa * p x b, L = 5, the
feature sets are {a || 1,p | 2,0 5,— | 6}, {a| L,p] 3,b]
5,— | 6},and{a || 1,p | 4,b ] 5, — || 6}. The indicator is also
set to the size of the feature set.

We can also use the idea of Algorithm 2 to extract features
when the number of “x*” is bigger than 2. The size of the
trapdoor is relevant to the length of the expression, the number
of wildcards and the length of the desired keyword. Let the
length of an expression is k, the number of “*” is z, and the
length of the desired keyword is L. When = = 1, the trapdoor
includes a pair of vectors. When x = 2, the trapdoor includes
L — k + 3 pairs of vectors. When « = 3, the trapdoor includes
(L—k+4)(L—k+5)/2 pairs of vectors. Note that, key-
words with more than two multi-wildcards are seldomly used in

Input: The logical expression W
Output: The feature set FiSet and an indicator ir
1 Initialize F'Set to the empty set;
2 Set the length of W as Lw;
3 Set a counter cr as 1;
4 fort:=0to Lw—1 do

5 if ( occurs W [i] then

6 Concatenate elements in parentheses () with
cr separately;

7 Append them to FSet;

8 else if [ occurs W [i] then

9 Concatenate the elements in the alphabet but
not in square bracket [ | with cr separately;

10 Append them to FSet;

11 else

12 L Concatenate W [i] || cr

13 Increase cr by 1;

[
'S

Append — || (Lw + 1) to FSet;
15 Set ir = Lw + 1.

practice [21]. Therefore, we consider two multi-character wild-
cards or less.

3) Logical Expression: Logical expressions are sequences of
characters that define a search pattern, mostly for use in pattern
matching with strings. Here, we consider three types of logical
operators: “and”, “or” and “not”. Logical expression supports
that the data user specifies a range of characters in each position.
The details of feature extraction are shown in Algorithm 3. The
“and” operators are naturally satisfied, i.e. all features in each
location are placed in the feature set. For (- - - ), character features
are extracted by concatenating each character and the position
of “(”. In addition, for [- - - |, character complement features are
extracted by connecting each character in the alphabet but not
in [-- -] and the position of “[”. For example, (wpy)an can be
used to search for wan, pan, or yan. The feature set is {w ||
Lpll Lyl L,a| 2,n| 3,— | 4} and the indicator is 4. This
indicator is determined as the length of the logical expression
plus one.

Complete feature extraction strategies mean the extracted
feature set uniquely determines the keyword or expression. The
three algorithms provide complete feature extraction strategies.
Take Algorithm 1 for example, the proof of the complete feature
extraction strategy is as follow: Suppose two keywords have
the same feature sets, but these two keywords are different. The
reason that the keywords are different may be that the keywords
have different lengths or the keywords are different at a certain
position. Suppose keywords A and B have different characters
at the i-th position, one is a and the other is b. Then when using
Algorithm 1 to extract features, the feature set of A contains
a || 7 and the feature set of B contains b || 4, then the feature sets
of A and B cannot be the same. Suppose A and B have different
lengths, say A has length 7 and B has length 8, then when using
Algorithm 1 to extract the features, the feature set of A contains
— || 8 and the feature set of B contains — || 9, then the feature
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DO runs Setup(1™) :
1. Generate a vector S < {0,1}"™ and two m + 1-
dimensional invertible matrices M7, My randomly.
2. Sample k < I'.KGen(1™).
3. Save S, My, My and k secretly.
DO runs IndexBuild(D, W, S, My, My, k) :
e Initialization for files:
1. Scan each file in D and extract keywords.
2. Integrate all different keyword to generate a keyword
set W = wq,ws, -+ ,WN.
3. Invoke I'. E'nc to encrypt each file.
e Build index: for w; € W,
1. Extract its character features using Algorithm 1.
2. Invoke Algorithm 4 to generate keyword vector V;.
3. Similar to E-MRSE, convert V; into two m + 1-
dimensional vectors V; 1,V 2.
4. Encrypt the vectors using Eq. (3) to obtain a sub-index
Ey(V;).

Ey(Vi) = {M[ Vi1, M3 Vis} 3

5. Create an array A; to store all file identifiers in D(w;).
e Upload to the server:
Output Z = {(I1, A1), - ,(In, AN)}.
DU runs Trapdoor(W, .S, My, Ms) :
e Generate trapdoor:
1. Extract character features for search expression W
using Algorithm 1, 2, or 3, and an indicator can be
obtained, denoted as v.
2. Generate the corresponding vector () according to

Algorithm 4.

3. Similar to E-MRSE, convert @ into two m + 1-
dimensional vectors Q1, Q>.

4. Encrypt the vectors using Eq. (4) to obtain encrypted
vectors Fs(Q).

Ey(Q) = {M;'Q1, M;'Qs} 4)

5. Compute a new indicator I using Eq. (5) for vector
matching, where r is a random number multiplied by the
vector Q).

I=vxr )

e Upload to the server:
Output the trapdoor 7 = {I, E5(Q)}.

CS runs Search(Z,T) :

e Match:
1. For I;,i € [1,n], compute Eq. (6) and compare [; - T
with 1. If it is greater than I, append file identifiers in A;
to the search result.
2. Find encrypted files for each file identifier in the search
result.
3. Add the files to the search result.

I T = (M{Vi1, M] Vis) - (M{ Q1, MJQ2)
=Vi1-Q1+Via-Q2 (6)
=r(Vi- Q) +eiri +ei2r

e Return to DU:
Output the search result.

Fig. 5. Multi-character Searchable Encryption Scheme.

Algorithm 4: Vector Conversion.

Input: The feature list F'IL and a feature set F'Set
Output: A vector V'

1 Let |FL| represent the length of FL;

2 Initialize V' to zero vector of length |FL|;

3 fori=010 |FL| —1 do

4 L if FL[i] occurs FSet then

5 | Set V[i] as 1.

sets of A and B cannot be the same. Therefore, the feature sets of
two different keywords must be different. Therefore, the feature
extraction method of Algorithm 1 uniquely identifies a keyword.

C. Vector Conversion

A feature list F'L needs to be defined in advance. The fea-
tures in F'L depend on the application scenario. The dataset
used for our experiments is from the Enron and Paper, so
only characters in the alphabet are considered. Let the length
of the longest keyword is ML (ML can be obtained by
scanning all the keywords), and F'L contains 27 « ML + 1

elements as {a|1,...,a || ML,b||1,...;b || ML,...,z ||
ML, — | 1,—||2,...,— || (ML+1)}.

The length of the vector is fixed, and it is pre-defined in
MCSE. Algorithm 4 is to convert the feature set to the feature
vector which based on the relationship between the elements
in the feature set and the feature list F'L. The initial value of
the vector is a zero vector. The ¢-th bit of this vector is set
to 1 if the i-th character feature in the F'L is in the feature
set.

D. MCSE

Based on the feature extraction strategies and E-MRSE above,
we construct a multi-character search scheme (MCSE) in Fig. 5.
Suppose that T' = (KGen(-), Enci(-), Decg(+)) is a secure
symmetric encryption scheme with indistinguishability against
chosen-plaintext attacks (IND-CPA).

Correctness requires that if 7(V; - Q) +€;17m1 + €4,2m2 > I,
w; contains all character features in the query expression. The
random numbers 7,71,72,€;,1,€;,2 are used to obfuscate the
actual inner product, thus making matching based on similar
inner products less accurate. So for correctness, the range of
random numbers needs to satisfy this condition Inf(R) >
2|Sup(E) — Inf(E)| - |Sup(E)|.
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VII. SECURITY ANALYSIS

In this section, we prove that MCSE is indistinguishable
secure under the IND-CFA security model.

Theorem 1. The above scheme is IND-CFA for any Proba-
bilistic Polynomial-Time (PPT) adversary.

Proof. We prove the theorem by reduction. Suppose that
there exists a PPT A who breaks the above scheme with a
non-negligible advantage. We use A to construct an algorithm
D. D can break the randomness of a random value.

Setup: Given a security parameter A, C randomly chooses
a m-dimensional vector, two (m + 1)-dimensional invertible
matrices.

Queryl: Ais allowed to makes sub-index queries and trapdoor
queries. For a sub-index query, C runs IndexBuild to generates
a sub-index and returns it to .4. For a trapdoor query, C runs
Trapdoor to generates a trapdoor and returns it to .A.

Challenge: After making some sub-index queries, .4 outputs
two distinct keywords wg and w; under the restriction that
the expression W has not been queried where Wi] = woli] or
wy [] but wg[i] # w1 [i]. C randomly chooses b € {0, 1} and runs
IndexBuild on V}, to get the index [}, which is given to A.

Query2: Ais allowed to makes sub-index queries and trapdoor
queries. For a sub-index query, C responds to sub-index queries
in the same way as in Query1 without restriction. For a trapdoor
query, C runs Trapdoor to generates a trapdoor and returns it to
A. But the query expressions do not contain character features
that are in wq but not in w; or character features that are in wgy
but not in wy.

Response: A outputs a bit b/’ as its guess for b.

C transforms wy into a challenge index by randomization,
padding, and matrix multiplication. The index is composed of
two vectors, consisting of random numbers.

One way is the adversary only gets information from the
index or trapdoor. This corresponds to the chosen-plaintext
attack in cryptography. The IndexBuild algorithm is similar
to trapdoor algorithm, so we will only consider the index
case. From the adversary’s standpoint, the index is two m + 1-
dimensional random vectors. If A guesses b correctly with the
non-negligible advantage, A will be able to recover M; and
My or know the secret information directly from the index.
For the former, since the index query only replies to the fi-
nal index vector and contains no intermediate vectors, it is
not feasible to build the equation to recover M; and Ms.
For the latter, A analyzes V}, is equal to any vector in R X
R x --- x E' with a different probability. It goes against the
randomness.

Another way that the adversary gets information from the
inner product scores. The restriction on the trapdoor query shows
Vo-Q = Vi -Q, where V) and V; represent the vectors of
keywords wq and w; respectively, and Q denotes the vector of
the queried trapdoor. If A can break MCSE with a non-negligible
advantage, then A analyzes €, 171 + €327 is equal to any vector
in ' with a different probability. It goes against the randomness.

Therefore, A guesses b with the non-negligible advantage.

Uthe Cartesian product of two sets A and B, denoted A x B, is the set of all
ordered pairs (a, b) where a is in A and bis in B
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VIII. PERFORMANCE ANALYSIS

Dataset. The Enron and the Paper datasets are selected as
benchmark datasets due to their highly suitability for modeling
keyword/value pair structures. We treat each email and each
paper’s abstract as an individual file and view the content of
the file as a collection of keywords for processing and analysis.
These datasets and source codes of MCSE are on Github https:
//github.com/UbiPLab/MCSE.

Metrics. We evaluate the running time of index generation,
index encryption, trapdoor generation and search of MCSE.
We compare MCSE with the classical schemes, SKS [10],
SSE-MCW [22] and EWFSS [11] all of which support wildcard-
based keyword searches. MCSE, SKS, SSE-MCW, and EWFSS
also utilize feature-based matching mechanisms. Notably, none
of these schemes disclose the positions of wildcards. Since
SKS, SSE-MCW, and EWFSS do not have index encryption
processes, we compare MCSE with the three schemes with
respect to index generation. We also compare MCSE with the
state-of-the-art, SPWSE [17], and SFWQ [18]. Since SPWSE
and SFWQ can resist correlation attacks, we compare our
scheme with SPWSE for total index building and total search
process.

Experiment setting. We implemented all experiments on a
computer with 11th Gen Intel(R) Core(TM) i5-1135G7 running
on Windows 11 64-bit operation system. All algorithms are
programmed using Java language. We use JPBC library to realize
the group operations and bilinear pairs that are used in SFWQ
and SPWSE.

Theoretical analysis. Table IV summarizes the computational
and space complexity of the schemes SKS, SSE-MCW, EWESS,
SPWSE, SFWQ, and MCSE across the Setup, IndexBuild,
Trapdoor, and Search phases. In the Setup phase, MCSE in-
volves the computation of an inverse matrix, resulting in a
computational complexity of O(s?l) During the IndexBuild
phase, MCSE performs vector-matrix multiplication, leading to
a computational complexity of (9(5?C ;)- While this complexity is
higher than that of SKS, SSE-MCW, and EWFSS, they cannot to
resist correlation attacks. Notably, SPWSE and SFWQ exhibit
lower computational complexity; however, their operations are
group-based computations, which brings large overhead.

A. Index Building

The index building process can be divided into 4 phases:
feature extraction, vector conversion, vector processing, and
index encryption. The first two phases are collectively referred
to as the index generation process. The last two phases are
collectively referred to as the index encryption process. We fix
M L = 16 and evaluate the time cost of index generation on two
datasets. Fig. 6(a) shows that the time cost of index generation
has a roughly linear relationship with the number of keywords.
From Fig. 6(b), we can see that the encryption time is almost
linear to the number of keywords. The experiment results show
an expected higher time spent encrypting indexes rather than
generating indexes. But the encryption process enables MCSE
to resist correlation attacks.
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TABLE IV
COMPARISON ON COMPUTATION AND SPACE COMPLEXITY WITH EXISTING WORKS

Property Setup Build Trapdoor Search | Index Space | Trapdoor Space
SKS [10] O(spr + k) O(spf +Eny) O(spr +knyg) | O(N) O(spy) O(spy)
SSE-MCW [22] | O(sps + k) O(spfr + Eny) O(spy +kny) | O(N) O(spy) O(spy)
EWESS [11] O(spr + k) | O(spy +Ekny)) | O(spy +kny) | O(N) O(spr) O(spr)
SPWSE [17] O@2l, +1) O(lyloglv) O(ly) O(N) O(ly) O(lv)
SFWQ [18] O(lw) O(lw) O(lw) O(N) O(ly) O(ly)
TSEWS [23] o) o2) o(12) O(N) O(ly) O(ly)
MCSE O(s‘}l) O(sjcl) O(S;l) O(N) O(ss1) O(sg1)

spy is the size of Bloom Filter, & is the number of hash functions, N is the number of keywords in the dataset, s is the number of the features,
Iy is the max length of the keywords, and sy; is the size of the feature list.Note, the operations in SPWSE, SFWQ, and TSEWS are group-based
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ML will affect the performance of our scheme to a great
extent. We took M L to be 12, 13, 14, 15, 16 and 17 to test its
impact on the index generation process and the index encryption
process. As shown in Fig. 7(a), the index generation time is
linear with M L. It is because the dimension of the vector is 27 *
ML + 1. As shown in Fig. 7(b), the encryption time is almost
quadratic with the value of M L. The reason is that the encryption
algorithm includes four multiplications of vector and matrix.
But overall, it requires approximately 3.14 s to encrypt indexes
containing 600 keywords, which is an affordable security trade-
off for correlation resistance.

We conduct extensive experiments on Enron and Paper
datasets. As illustrated in Figs. 6 and 7, the red line represents
the time on Enron dataset, and the black line represents the time
overhead on Paper dataset. We can obtain that the index building
time is consistent overall across different datasets.

In terms of index generation, we further compared MCSE
with SKS [10], SSE-MCW [22] and EWFSS [11]. From Fig. 8,
MCSE has minimal time cost compared to these schemes and
performs well.

Our scheme supports keyword expressions (KE), single-
character wildcard expressions (SWE), logical expressions (LE),
and multi-character wildcard expressions (MWE). Furthermore,
we design two types of MWE: MWE contains one multi-
character wildcard (IMWE) and MWE contains two multi-
character wildcards (2MWE).

The trapdoor generation process is composed of feature
extraction, vector conversion, vector processing, and trapdoor
encryption. KE, SWE, LE, and IMWE all require only one
feature set to be extracted. It is not surprising that the trapdoor
generation times of these expressions are nearly identical from
Table V. For 2MWE, we choose an expressions a * h % n and
set L as 8. The two wildcards indicate 5 characters due to L = 8
and the number of extracted feature sets is 6. From Table V, the
trapdoor generation time of 2MWE is longer than the other four
search expressions.

Fig. 9 demonstrates the efficiency of MCSE varying with
different number of keywords. The search time of KE, SW,
LEW and IMWE are nearly identical. There is roughly a linear
relationship between the keyword search time and the number
of keywords. When the number of keywords in the dataset is
600, the search time for all four expressions is only 11 ms. For
2MWE, the search time is still linearly related to the number of
keywords. When the number of keywords in the dataset is 600,
the search time for 2MWE is approximately 64 ms. The trapdoor
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of 2MWE has 6 pairs of vectors is 6 times as long as KE, so the
search time is also about 6 times as long as KE.

C. Comparison With SPWSE and SFWQ

SPWSE [17], SFWQ [18], and TSEWS [23] are three wild-
card keyword searchable encryption schemes that can resist cor-
relation attacks. We compare our scheme with SPWSE, SFWQ,
and TSEWS with regard to different numbers of keywords.
Fig. 10(a) illustrates the total index building time of the four
schemes. As the volume of keywords in the dataset increases,
the computational time of MCSE exhibits only a marginal rise.
In contrast, the time overhead of SPWSE is approximately
two orders of magnitude higher than that of MCSE, while
TSEWS requires about 18 times the computational time of
MCSE. The superior efficiency of MCSE stems primarily from
its lightweight computational framework, whereas both SPWSE
and TSEWS involve operations in bilinear pairing groups, which
inherently incur higher computational complexity. Fig. 10(b)
illustrates the total search time of MCSE, SPWSE, TSEWS,
and SFWQ. The search time of MCSE is linearly related to
the number of keywords with a small increase. Compared to
SFWQ, when the dataset contains 600 keywords, MCSE can
save approximately 99.87% of the time cost. This is attributed
to the fact that our scheme employs a trapdoor to match all
indexes, whereas SFWQ needs to adjust the trapdoor to a spe-
cific one tailored for each index. In addition, we evaluate the
communication cost of an index and a trapdoor in Table VI.
Compared with SPWSE and SFWQ, MCSE achieves lower
overall communication overhead. Although MCSE introduces
higher communication costs than TSEWS, this is a trade-off that
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TABLE VI
COMPARISON OF COMMUNICATION COSTS

Index (Data Owner — Server)

MCSE SPWSE SFWQ TSEWS
3.38KB 4.25KB 6.4KB 2.1KB
Trapdoor (Data User — Server)

MCSE SPWSE SFWQ TSEWS
3.38KB 4.25KB 1.1IKB 2.1KB

provides enhanced flexibility in supporting expressive search
operations.

IX. DISCUSSIONS

Scalability and update: The index updates are supported
through an independent indexing mechanism, allowing new
data to be indexed without requiring a complete rebuild of the
existing indexes. This ensures the system remains scalable and
responsive to dynamic data environments. As larger datasets
inevitably lead to an increase in the number of keywords, the size
of the indexes grows proportionally with the keyword volume.
Consequently, the search overhead also scales linearly with the
number of keywords. To mitigate storage demands, the server
can maintain a history of search expressions, thereby optimizing
search efficiency, like [54].

Balance between efficiency and security: To resist correla-
tion attacks, the encrypted search process requires computing
the inner product of encrypted vectors. While this introduces
additional computational overhead, it significantly enhances
security. The encryption method is the randomized-pad mode
which requires only a single additional dimension for padding,
reducing computation cost.

Forward and backward privacy: Forward privacy ensures that
adversaries cannot obtain any information about the keyword
from the newly added files. It also means the server cannot use
the old trapdoor to match newly added keywords. So we need
to add timestamps when building the index. But it will result
in that it needs to generate multiple trapdoors corresponding
to multiple indexes when a search. We will study this problem
in our future work. Backward privacy ensures search queries
cannot leak matching entries after they have been deleted. We
can encrypt the identifiers of files to achieve weak backward
privacy.

Search pattern leakage and side-channel attacks: A random-
ization process is incorporated during trapdoor generation, so the
trapdoors generated by multiple calls to the trapdoor generation
algorithm are different. The adversary can infer the search
pattern by analyzing the search results. Specifically, if the results
of two searches are identical, it is highly probable that the search
expressions are the same. To mitigate this risk, we can introduce
padding by adding fake files, ensuring that the number of files
associated with each keyword remains consistent. Additionally,
the identifiers of these files should be encrypted. When the user
retrieves the search results, they can filter out the fake files and
extract real files. The match process in MCSE is to compute
the inner product of fixed-dimension vectors. So the adversary
cannot launch side-channel attacks by testing the match time.
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Balance of search flexibility and security: We design three
feature extraction strategies to support flexibility and design the
randomize-pad encryption mode to guarantee security. Since
the encryption method uses symmetric keys, MCSE can only
support multi-user scenarios in a trivial manner—for instance,
by sharing the same key across all users or maintaining separate
keys for each user.

X. CONCLUSION

In this paper, we propose a multi-character searchable en-
cryption scheme MCSE that effectively resists the correlation
attack, eliminates false positives and supports rich search func-
tionalities, including keyword expression, wildcard expression
and logical expression searches. We enhance the security model
of wildcard keyword searchable encryption by considering the
correlation attack. We provide formal proof of MCSE to demon-
strate its security. Furthermore, we realize MCSE to demonstrate
its feasibility and efficiency.
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