
 
 

Delft University of Technology

Tapping into Key Drivers
Self-Disclosure in Sensitive Health Conversations with ChatGPT
Kelly, Sage; White, Katherine M.; Kaye, Sherrie Anne; Oviedo-Trespalacios, Oscar

DOI
10.1080/10447318.2025.2499656
Publication date
2025
Document Version
Final published version
Published in
International Journal of Human-Computer Interaction

Citation (APA)
Kelly, S., White, K. M., Kaye, S. A., & Oviedo-Trespalacios, O. (2025). Tapping into Key Drivers: Self-
Disclosure in Sensitive Health Conversations with ChatGPT. International Journal of Human-Computer
Interaction, 41(24), 15668-15678. https://doi.org/10.1080/10447318.2025.2499656

Important note
To cite this publication, please use the final published version (if applicable).
Please check the document version above.

Copyright
Other than for strictly personal use, it is not permitted to download, forward or distribute the text or part of it, without the consent
of the author(s) and/or copyright holder(s), unless the work is under an open content license such as Creative Commons.

Takedown policy
Please contact us and provide details if you believe this document breaches copyrights.
We will remove access to the work immediately and investigate your claim.

This work is downloaded from Delft University of Technology.
For technical reasons the number of authors shown on this cover page is limited to a maximum of 10.

https://doi.org/10.1080/10447318.2025.2499656
https://doi.org/10.1080/10447318.2025.2499656


International Journal of Human–Computer Interaction

ISSN: 1044-7318 (Print) 1532-7590 (Online) Journal homepage: www.tandfonline.com/journals/hihc20

Tapping into Key Drivers: Self-Disclosure in
Sensitive Health Conversations with ChatGPT

Sage Kelly, Katherine M. White, Sherrie-Anne Kaye & Oscar Oviedo-
Trespalacios

To cite this article: Sage Kelly, Katherine M. White, Sherrie-Anne Kaye & Oscar Oviedo-
Trespalacios (22 May 2025): Tapping into Key Drivers: Self-Disclosure in Sensitive Health
Conversations with ChatGPT, International Journal of Human–Computer Interaction, DOI:
10.1080/10447318.2025.2499656

To link to this article:  https://doi.org/10.1080/10447318.2025.2499656

© 2025 The Author(s). Published with
license by Taylor & Francis Group, LLC.

View supplementary material 

Published online: 22 May 2025.

Submit your article to this journal 

Article views: 205

View related articles 

View Crossmark data

Full Terms & Conditions of access and use can be found at
https://www.tandfonline.com/action/journalInformation?journalCode=hihc20

https://www.tandfonline.com/journals/hihc20?src=pdf
https://www.tandfonline.com/action/showCitFormats?doi=10.1080/10447318.2025.2499656
https://doi.org/10.1080/10447318.2025.2499656
https://www.tandfonline.com/doi/suppl/10.1080/10447318.2025.2499656
https://www.tandfonline.com/doi/suppl/10.1080/10447318.2025.2499656
https://www.tandfonline.com/action/authorSubmission?journalCode=hihc20&show=instructions&src=pdf
https://www.tandfonline.com/action/authorSubmission?journalCode=hihc20&show=instructions&src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/10447318.2025.2499656?src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/10447318.2025.2499656?src=pdf
http://crossmark.crossref.org/dialog/?doi=10.1080/10447318.2025.2499656&domain=pdf&date_stamp=22%20May%202025
http://crossmark.crossref.org/dialog/?doi=10.1080/10447318.2025.2499656&domain=pdf&date_stamp=22%20May%202025
https://www.tandfonline.com/action/journalInformation?journalCode=hihc20


Tapping into Key Drivers: Self-Disclosure in Sensitive Health Conversations with 
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ABSTRACT 
The rise of ChatGPT has prompted concerns over users’ agency when revealing personal data to 
artificial intelligence. This study examined users’ likelihood of disclosing their data to ChatGPT in 
physical and mental health scenarios. Participants (N¼ 216) completed a repeated measures sur
vey where they viewed four vignettes of hypothetical scenarios and were asked to imagine 
disclosing health information (physical and mental health) at two sensitivity levels (low and high 
self-disclosure). A repeated measures ANOVA revealed participants were significantly more likely to 
provide their data when the information required low-disclosure than high-disclosure. 
Furthermore, participants were significantly more likely to report uploading their health informa
tion in the physical health scenario than in the mental health scenario. The findings suggest 
ChatGPT users exercise caution in disclosing data to the platform. Reluctance to upload informa
tion in sensitive scenarios reduces the training data for large language models, resulting in poten
tial stagnation in technology development.
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The development and deployment of artificial intelligence 
(AI) in healthcare is rapidly increasing, creating concerns 
for users’ safety and privacy (Doraiswamy et al., 2019; Siau 
& Wang, 2020; Toma et al., 2023). Large language models 
(LLMs), such as ChatGPT, are AI tools that generate con
versational output in response to a users’ prompt (Farah 
et al., 2023). When using a LLM such as ChatGPT for 
healthcare advice, users are able to tailor their prompts to 
suit their concerns as well as the amount of information 
they wish to reveal. The more specified the information the 
user provides in their prompt, the better and more personal
ised the outcome (MIT Sloan Teaching & Learning 
Technologies, 2024). Prior studies have highlighted the 
beneficial potential of ChatGPT in healthcare, such as treat
ment recommendations and patient monitoring (Anwer, 
2024; Javaid et al., 2023). However, health data are some of 
the most private information individuals can disclose 
(Johnson & Willey, 2011; Sunarti et al., 2021) and revealing 
sensitive information to AI tools can expose users to privacy 
breaches (Bang & Kim, 2023). For instance, ChatGPT can 
potentially identify and leak private individuals’ names, pay
ment information, phone numbers, addresses, and social 
media accounts in the training data (Carlini et al., 2021; 
Clark, 2023). It is, therefore, necessary to understand what 

scenarios, if any, users are likely to disclose their health 
information to ChatGPT. The findings from this study could 
potentially be used to tailor interfaces for health data collec
tion to distinguish between low and high data sensitivity 
and privacy-first designs for AI health systems.

Self-disclosure of medical information

There is a trade-off between users and ChatGPT when seek
ing medical advice. In social frameworks, reciprocation of 
information is the foundation of self-disclosure benefits, while 
risk is the cost of self-disclosure (Posey et al., 2010). This 
framework can also be applied to technology use as a user 
will be rewarded with information (e.g., possible diagnosis) 
when seeking advice from a LLM but first has to risk disclos
ing personal information (e.g., symptomology). It follows that 
privacy concerns are the primary deterrent to users disclosing 
their medical information online in prior studies (Feng et al., 
2019; Yuchao et al., 2020). Research shows that, as the sensi
tivity of information increases, consumer willingness to dis
close such information decreases (Rifon et al., 2005). Social 
research categorises sensitive data as information for which 
the processing poses a higher risk for data subjects than other 
types of data (Hemphill et al., 2022; Quinn & Malgieri, 2021; 
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Soni et al., 2021). Such risks include identification and priv
acy harms (Quinn & Malgieri, 2021). As such, self-disclosure 
refers to the intention to reveal sensitive, personally identifi
able information (Liu et al., 2023; Posey et al., 2010). Despite 
calls for close collaborations between AI research and users 
who provide their health status information (Chancellor & 
De Choudhury, 2020; Yoo et al., 2024), the concept of self- 
disclosure is absent from existing research examining the use 
of ChatGPT in medicine. Consequently, this study aims to 
explore the consideration of sensitivity (i.e., low vs high) on 
the likelihood of using ChatGPT in both physical and mental 
healthcare scenarios. While the sensitivity of data often occurs 
when the data is considered private, the opposite effect has 
been shown in healthcare.

Privacy paradox

Although consumers report concern about their data privacy, 
little effort is made to protect their data, resulting in a privacy 
paradox (Barth & De Jong, 2017). Here, there is a discrepancy 
between users’ attitudes and their actual behaviour due to 
risk-benefit calculations that aim to maximise the benefits 
and minimise the risk of data disclosure (Barth & De Jong, 
2017). Zhu et al. (2021) state that healthcare is a prime 
example of the privacy paradox as they found that users’ per
ceived benefits were a stronger predictor of disclosure inten
tion to a mobile health device than privacy concerns. As 
there is a high perceived usefulness that positively informs 
users’ behaviour (Kelly et al., 2023), it could be predicted that 
self-disclosure will occur when the benefits outweigh the risks. 
Li et al. (2024) conducted an online experiment where they 
compared medical providers (AI vs. human), emotional sup
port (low vs. high), and information sensitivity (low vs. high). 
Their findings revealed that users have lower perceived priv
acy risks for AI devices than human doctors (Li et al., 2024). 
This finding disputes past studies that state that humans have 
heightened privacy concerns about AI systems and that there 
is a positive relationship between information sensitivity and 
privacy concerns (Bansal et al. 2010). The authors postulate 
that the privacy paradox applies to the health domain as users 
perceive the benefits to outweigh the risks (Li et al., 2024), 
supporting Zhu et al. (2021). However, in the context of dis
closing health information, there may be further considera
tions and nuances to these risks and benefits, such as the 
type of information required and the health-seeking alterna
tives. To better understand what data healthcare systems will 
have to build models on, it is pertinent to research users’ 
intentions to provide their data to AI systems.

Sensitive data

Lei and Liu (2025) state that an advantage of AI systems is 
their ability to make users disclose more information than 
they would to a real human. It has been found that people’s 
increased disclosure to AI systems, compared to humans, is 
due to a perceived lack of judgement and social capability of 
AI systems (Kim et al., 2022). This finding is relevant to the 
disclosure of health information due to past reports that 

people are reluctant to expose health information to human 
experts due to a fear of judgement (Lee et al., 2024). 
Previous work has shown that people will turn to AI sys
tems when the sensitivity of the information is high (e.g., 
discussion of sexually transmitted infections) due to a desire 
to conceal this information from humans and receive health 
advice from a non-judgemental device (e.g., an AI chatbot; 
Nadarzynski et al., 2020). Furthermore, Lee et al. (2024) 
recruited 89 South Korean participants and found that the 
ability to build rapport with an AI psychotherapy chatbot 
and the chatbot’s empathic responses encouraged self-dis
closure of mental health information. Therefore, it may be 
that individuals are driven to disclose their mental health 
information to AI systems due to their usefulness and per
ceived lack of judgement. Therefore, past research indicates 
that users will turn to AI devices, like ChatGPT, for health 
advice that they may be considered sensitive. However, less 
is known about whether individuals will remove identifying 
information from their health prompts.

As people perceive their mental health data as more stig
matised than physical health information (Kendell, 2001; 
Werner, 2015), it may be that people differ in their disclosure 
of mental and physical information to AI systems. However, 
a limitation of Lee et al. (2024) is that they did not also meas
ure physical health disclosure. Further work is needed to 
determine what, if any, differences exist between mental and 
physical health information disclosure. While past work has 
identified the type of information (e.g., low sensitivity¼
weight, blood type; high sensitivity¼ genetic disorders, sexual 
orientation) as sensitive, the present study explored the con
cept of identification as the sensitive information that users 
may conceal or reveal to ChatGPT (Li et al., 2024). Further 
research is required to determine if users’ likelihood of using 
ChatGPT for healthcare differs depending on the sensitivity 
of the information to understand what input and output these 
AI systems will be receiving and delivering. Our work aimed 
to explore the differences between identifiable information 
(high sensitivity) and non-identifiable information (low sensi
tivity). Furthermore, our work aimed to identify if there are 
cases in which users will reject AI for healthcare to better 
understand the impact of AI on traditional health services.

AI alternatives

Despite the power of AI systems and users’ privacy paradox, 
it may be that some individuals continue to rely on alterna
tive methods for their health needs. For instance, concerns 
about the security of personal data have been shown to deter 
individuals from using AI chatbots for healthcare. 
Nadarzynski et al. (2019) conducted semi-structured inter
views and an online survey to understand users’ behaviours 
regarding AI-led health services. The authors proposed that 
AI hesitancy would negatively influence the engagement 
around this technology and that this hesitancy would be due 
to concerns about confidentiality, cyber security, and lack of 
empathy (Nadarzynski et al., 2019). Furthermore, some may 
prefer a human doctor due to familiarity and pre- 
determined trust (Bansal et al., 2022; Riedl et al., 2024). 
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However, less is known about individuals’ preferences 
around a generalised LLM, such as ChatGPT. Therefore, it 
is of interest to measure whether individuals will seek 
healthcare alternatives to ChatGPT. It is important to under
stand what data these LLMs will be collecting for resource 
allocation for our healthcare systems as well as to predict 
future research and development of these models.

Need for data

From a technological standpoint, large data sets are required 
for LLM analyses as they function by identifying patterns 
within the data (Kahneman et al., 2021). Consequently, the 
larger the data set, the higher the chances of anomalies 
being represented within the data, improving AI predictors 
of rare events and reducing the need for human supervision 
(Kahneman et al., 2021). LLMs learn from interactions with 
humans (Mitchell, 2019). Without this input and feedback 
from humans, the AI systems would have low-quality data 
to learn from, rendering them unreliable and invalid. 
However, the demand for data is often greater than the sup
ply (Bansal et al., 2022) and obtaining user data is a primary 
priority of technology companies (Kim et al., 2022). While 
this disclosure of personal information is advantageous for 
technology companies in need of data, it poses risks to 
human safety to reveal identifying information to machines 
that may be used maliciously (Doherty, 2022; Greenberg, 
2024). Therefore, there is an increasing need for human 
data production and submission to reduce data scarcity and 
improve predictions, thus supporting the need for research 
to help stakeholders understand under what circumstances 
users will disclose their personal information to AI systems.

Current study

This study aims to provide novel insights into adopting AI 
in healthcare by researching if users differentiate their likeli
hood to self-disclose personal information to ChatGPT for 
physical as opposed to mental healthcare. The medical sce
narios had two levels of required disclosure: low and high. 
Health was chosen as the scenario as health data are inher
ently sensitive due to the ability to draw conclusions about 
an individual using this information (Quinn & Malgieri, 
2021), potentially leading to harms such as exploitation by 
employers or insurance companies based on health status 
(Al-Saggaf, 2015). Furthermore, health information can be 
deanonymised, resulting in identity theft and threatening 
users’ well-being (Johnson & Willey, 2011). In addition to 
these concerns, certain health conditions may carry a social 
stigma. This consideration is particularly relevant for mental 
health data, which deal with sensitive subjects such as 
domestic violence, depression, and suicidal thoughts. Prior 
research has demonstrated individuals are less open to using 
an AI mental healthcare application than an AI device that 
monitors the risk of a heart attack (Antes et al., 2021). It is, 
therefore, of interest to explore if users are discerning in the 
personal information they disclose to ChatGPT for physical 
as opposed to mental health-related services.

Due to the exchange of personal information required to 
use LLMs for health services, it is important to discover 
whether people self-censor when using ChatGPT for health 
advice. Prior work has suggested users should be circum
spect during their interactions with ChatGPT to avoid 
revealing sensitive information (Fui-Hoon Nah et al., 2023). 
ChatGPT was chosen to represent AI technology due to its 
prevalence in the healthcare industry (Moulaei et al., 2024). 
While prior research has explored the ability to leak per
sonal information in LLMs (Carlini et al., 2021; Lukas et al., 
2023) and the consequential harms (Weidinger et al., 2021), 
this paper aimed to examine if users choose to self-censor 
when using ChatGPT for health advice based on the level of 
sensitivity of the information. Health was chosen as the tar
get use behaviour due to the often sensitive nature of this 
information. Further, mental and physical health scenarios 
were used to compare the type of personal information due 
to users’ perceived differences between the two types of 
healthcare (Antes et al., 2021). Participants were also asked 
about their alternative healthcare preferences. The following 
research questions guided the study:

Research Question 1: Are users more or less likely to pro
vide their personal information in a low-disclosure sce
nario, compared to a high-disclosure scenario?

Research Question 2: Are users more or less likely to pro
vide their personal information in a mental healthcare sce
nario, compared to a physical healthcare scenario?

Research Question 3: What are users’ alternative physical 
and mental healthcare preferences?

Methodology

Participants and recruitment

A convenience sample of 216 participants (162 females) aged 
18-77 years (M age ¼ 26.51 years, SD¼ 11.24) was recruited 
from the Australian population. The demographic informa
tion is presented in Appendix A. An a priori power analysis 
was conducted using G�Power (Faul et al., 2009) to evaluate 
the sample size for the repeated measures ANOVA. The 
observed statistical power was 0.95, a¼ 0.05 (Beck, 2013; 
Cohen, 1988), for a sample of 105 participants, providing evi
dence for the robustness of the sample size (N¼ 216). 
Participants comprised of first-year psychology students at 
Queensland University of Technology recruited through an 
online university student research management system 
(SONA) and received 0.5-course credit for survey completion. 
Participants were also recruited from the general population 
and were invited to enter a prize draw with the chance to 
win one of six $50 (AUD) gift vouchers. Recruitment was 
conducted online and via word-of-mouth, with the online 
survey open from August 2023 to March 2024.

Design, measures and procedure

The study was approved by the Queensland University of 
Technology Ethics Committee (approval number: 6926). 
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This study used a one-way, within-groups experimental 
design. Participants were recruited via social media, including 
Facebook, Instagram, LinkedIn, and an online university stu
dent research management system (SONA). Participants’ 
informed consent was first obtained, and they were directed 
to complete the online survey. The online survey platform, 
Qualtrics, was used for the study. The survey first asked for 
participants’ demographic information (e.g., age and gender). 
The survey automatically ended for those who did not meet 
the eligibility criteria via self-report (i.e., 18 years or older, 
currently residing in Australia, and having used ChatGPT at 
least once before). Participants were then provided with a def
inition of AI, “an unnatural object or entity with the ability 
and capacity to meet or exceed the task’s requirements when 
considering cultural and demographic circumstances,” as well 
as a definition of ChatGPT, “an AI language model that gen
erates human-like text based on the input provided by the 
user. The training data comes from a diverse range of texts 
on the internet. When you input your data into ChatGPT, it 
collects and stores the information to train future versions of 
this technology” (OpenAI, 2024). Participants were asked to 
imagine themselves in scenarios where they could use 
ChatGPT for (1) mental healthcare and (2) physical health
care services. They were asked to read a corresponding 
vignette (high-disclosure or low-disclosure). ChatGPT-3.5 was 
used to generate these vignettes. The four vignettes were 
randomised via Qualtrics to control for order and fatigue 
effects. Participants were assigned to all categories (high-dis
closure mental healthcare, low-disclosure mental healthcare, 
high-disclosure physical healthcare, low-disclosure physical 
healthcare). Participants were asked how likely they were to 
upload their mental or physical health information to 
ChatGPT as per the examples displayed in Table 1.

Likelihood
After viewing the physical health vignette,1 participants were 
asked, “In this scenario, how likely are you to upload your 
physical health report to ChatGPT to help you identify your 
options for recovery, as per the example above?” After view
ing the mental health vignette, participants were asked, “In 
this scenario, how likely are you to upload your mental 
health information to ChatGPT to help you understand 
what you are experiencing, as per the example above?” 
Responses were measured on a 7-point Likert scale from 
very unlikely to very likely.

Alternatives
Following the vignettes, participants were asked, “Do you 
have someone or something else you would ask for physical 
health advice in this situation rather than ChatGPT?” They 
could respond “yes” or “no.” If the participants responded 
yes, they were asked, “What or who would you ask for phys
ical health advice in this situation instead of ChatGPT?” 
Responses were, “Google,” “general practitioner,” “other 
healthcare service (e.g., WebMD or Lifeline),” “A friend, 
partner, or family member,” “I would not seek further 
advice,” and “other.” Multiple responses were allowed.

Data analyses

All assumptions were met and significance was assessed at 
p< 0.05, unless otherwise stated. The Statistical Package for 
the Social Sciences (SPSS) Version 28 was used to conduct 
all analyses. Bivariate correlations are reported first, fol
lowed by repeated measures ANOVA and the descriptive 
statistics.

Results

Bivariate relationships

The bivariate correlations between the independent and 
dependent variables can be found in Appendix B. 
Categorical demographic information (e.g., gender, race, sex
ual orientation, income, and education) were converted to 
binary items (e.g., female and other, white Australian and 
other, straight and other, above and below the national 
median income, tertiary educated and other). All four sce
narios were significantly and positively related (physical 
high/physical low r¼ 0.54, p< 0.001; physical high/mental 
high r¼ 0.75, p< 0.001; physical high/mental low r¼ 0.48, 
p< 0.001; mental high/mental low r¼ 0.56, p< 0.001; men
tal high/physical low r¼ 0.45, p< 0.001; physical low/mental 
low r¼ 0.58, p< 0.001). All of the demographic variables 
were either not correlated significantly or only weakly corre
lated with disclosure likelihood across all four scenarios. No 
corrections were applied.

Repeated measures ANOVA

Visual assessment of the residual histograms indicated that 
data were normally distributed. The residual and pairwise 
scatterplots confirmed linearity. Inspection of the residual 
scatterplots indicated that the data were normal and homo
scedastic. Skewness and kurtosis values were between the 
recommended value of ±2. Collinearity tests indicated that 
the assumption of multicollinearity was met (i.e., VIF > 10, 
Tolerance < 0.1).

A repeated measures ANOVA was conducted to exam
ine the effects of healthcare (physical and mental) on dis
closure (low and high) across the scenarios. The ANOVA 
revealed significant main effects of healthcare, F(1, 216) ¼
17.51, p< 0.001, and disclosure, F (1, 216) ¼ 71.35, 
p< 0.001. The interaction between healthcare and disclos
ure was not significant, F(1, 216) ¼ 3.14, p¼ 0.08.2 These 
results reveal that healthcare and disclosure both independ
ently influence participants’ likelihood of using ChatGPT, 
but do not interact with each other. Estimated marginal 
means demonstrate that participants were more likely to 
use ChatGPT for physical healthcare than mental health
care (see Table 2). Meanwhile, participants were more 
likely to use ChatGPT when the information they are 
uploading requires low-disclosure than high-disclosure. The 
mean scores were relatively low overall, demonstrating an 
overall reluctance by participants to upload their health 
information to ChatGPT.
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Frequencies

The majority of participants (mental healthcare N¼ 177, 
81.9%; physical healthcare N¼ 181, 83.8%) reported they 
would use alternatives to ask for health advice rather than 
ChatGPT in both scenarios (Figure 1). The majority (mental 
healthcare N¼ 131, 60.5%; physical healthcare N¼ 114, 
52.8%) stated they would seek help from a general practi
tioner or a friend, partner, or family member (Figure 2). 
Ten respondents who selected “other” for mental health said 
they would speak to a psychologist. Three respondents who 
selected “other” for physical healthcare said they would 
speak to a physiotherapist, and two participants said they 
would speak to a medical student friend.

Discussion

The current study examined users’ likelihood of uploading 
their health information to ChatGPT in four scenarios. 
Overall, the findings demonstrated that participants differ in 
their likelihood to use ChatGPT depending on the health 
service and required disclosure. Specifically, participants 
were significantly more likely to use ChatGPT for physical 
healthcare than mental healthcare. Furthermore, individuals 

were more likely to upload their information when it 
required low-disclosure than high-disclosure. Thus, 
ChatGPT users are circumspect about the data they directly 
provide to ChatGPT. This study is one of the first to com
pare users’ likelihood to upload personal information to a 
LLM in different health scenarios.

Disclosure

Participants were significantly more likely to report provid
ing their personal information in a low-disclosure scenario 
than in a high-disclosure scenario. Thus, people were more 
likely to submit their personal information to ChatGPT 
when personal identifying factors were removed from the 
prompt. The finding that participants were less likely to dis
close identifying information (than anonymised data) dem
onstrates that people proactively protect their personal data 
when using AI, supporting Nadarzynski et al. (2019) and 
contesting the privacy paradox. It may be that in the case of 
ChatGPT, the benefits of disclosing identifiable information 
for health services do not outweigh the risks (Kelly et al., 
2023; Posey et al., 2010). Consequently, individuals will exer
cise varying degrees of control over their sensitive data, 
choosing to disclose or conceal it based on the circumstance. 
Our finding challenges prior work (Li et al., 2024; Zhu 
et al., 2021), and alludes to a disconnect in the privacy para
dox (Barth & De Jong, 2017). It could be suggested that by 
manipulating the sensitivity of identifying information (high 
sensitivity¼ identifying, low sensitivity¼ non-identifying), as 
opposed to the type of information (e.g., low sensitivity¼
weight, blood type; high sensitivity¼ genetic disorders, sex
ual orientation; Li et al., 2024), this study found an 

Table 1. Vignettes.

Physical healthcare

High-disclosure

Low-disclosure

Mental healthcare

High-disclosure

Low-disclosure

Table 2. Estimated marginal means for likeliness to use ChatGPT.

Measure Condition Mean (SE)

Disclosure Low 3.45 (0.12)
High 2.59 (0.11)

Health Physical 3.20 (0.12)
Mental 2.84 (0.11)

Note: 7-point range scale (1¼ very unlikely, 7¼ very likely). SE ¼ standard 
error.
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exception to the privacy paradox in regards to the likelihood 
of disclosing personal health information to AI.

It must also be acknowledged that the mean likelihood 
scores were relatively low overall (i.e., 2.59 to 3.45 on a 
7-point scale), demonstrating an overall reluctance by partic
ipants to upload their information. While privacy self- 
management protects users from privacy breaches, it would 
also result in their receiving less personalised care from their 
conversation with ChatGPT. Data privacy is not compatible 
with the growth of AI (King & Meinhardt, 2024). As LLMs 
are trained on user data (Carlini et al., 2021), it may be that 
future models have less specified information to learn from. 
AI companies may, therefore, need to implement features 
that positively increase users’ behavioural intentions if they 
want to receive users’ health information. One such method 
would be via privacy preferences that allow individuals to 
exercise control over the use of their data (Bonney et al., 
2009).

Healthcare

Participants were more likely to provide their personal 
information in a physical healthcare scenario and less likely 
in a mental healthcare scenario. This result demonstrates 

users are discerning in what information they will provide 
AI. Health conditions can carry social stigmas and biases 
(Noor, 2020; Reihl et al., 2015). This point is particularly 
relevant for mental health data, which may deal with sensi
tive subjects such as domestic violence, depression, and sui
cidal thoughts (Habicht et al., 2024). Therefore, any 
breaches can have severe consequences, potentially leading 
users to be more cautious in sharing mental health informa
tion than physical health information. Supporting Rifon 
et al. (2005), disclosure willingness decreases as data sensi
tivity increases. As such, and fitting with prior studies, it 
may be that users are more likely to use ChatGPT for phys
ical healthcare than mental healthcare due to the perceived 
sensitivity of their mental health data (Lee et al., 2024). This 
finding additionally contests the privacy paradox (Barth & 
De Jong, 2017) as well as disputing prior work that states 
that users will use ChatGPT for assistance with sensitive 
topics (Lee et al., 2024; Nadarzynski et al., 2020). Instead, it 
suggests that users feel less protective of their physical health 
data than their mental health data. Alternatively, it may be 
that participants had alternate avenues of service for their 
mental health concerns that they would prefer to sharing 
their information online. This finding demonstrates that 
users may opt out of interacting with potentially beneficial 

Figure 1. Users’ alternatives to ChatGPT.

Figure 2. Healthcare alternatives. 
Note: Participants could select multiple answers.

6 S. KELLY ET AL.



technologies in certain scenarios. However, approximately 
20% of participants stated that they would not seek an alter
native to ChatGPT, indicating that some users would use 
ChatGPT for both physical and mental health services.

There are various repercussions from the disuse or 
underutilisation of AI systems to seek mental healthcare 
advice. Firstly, low user uptake of AI for mental health serv
ices may result in missed opportunities for early interven
tion and self-management of mental health issues. Though 
the mean difference is small between likelihood in the phys
ical and mental health conditions, the bias towards physical 
health data would also result in an incomplete understand
ing of a user’s overall well-being, resulting in ineffective 
treatment strategies. Furthermore, reluctance to adopt tech
nology may result in the continuation of mental health dis
parities between communities that cannot access traditional 
mental healthcare. Thus, if users do not intend to use 
ChatGPT to seek mental health services, the weight of care 
remains on traditional service providers, who are already 
understaffed and overworked (Habicht et al., 2024). From a 
technological perspective, AI systems cannot exist without 
training data. Therefore, LLMs will face significant limita
tions if they cannot access certain information (Marcus, 
2018), restricting their ability to address complex clinical 
challenges (Flanagan & Warren, 2022). As such, effort must 
be placed into the factors that predict technology acceptance 
of AI.

Alternative to ChatGPT

The low (i.e., below average) mean scores demonstrate that 
ChatGPT users feel that it was “unlikely” or “somewhat 
unlikely” that they would upload their health information to 
ChatGPT, even when identifying information was removed 
from the prompt. The majority of participants demonstrated 
that they would seek care from alternative sources. The 
most common responses were that participants would seek 
help from a general practitioner or a friend, partner, or fam
ily member. As such, it seems that in both mental and phys
ical healthcare, the participants had an existing person in 
their life to turn to for advice, which may have reduced 
their need to use ChatGPT. Another consideration is that at 
the time of writing, ChatGPT is a generalised LLM that 
offers a large range of services but does not “remember” 
past interactions. Alternatively, other LLMs such as Replika 
or Wysa develop ongoing relationships with their users and 
market themselves as “empathetic” and “caring” chatbots 
that remember prior conversations. As such, users may be 
more likely to reveal personal information to chatbots with 
whom they have created relationships. Further research may 
wish to differentiate disclosure between chatbots that build 
relationships with their users and those that do not.

Implications

The findings from the present study carry practical implica
tions for stakeholders that should be addressed. The findings 
demonstrate that there will be disparate amounts of data 

collected via the use of ChatGPT. The preference for sharing 
non-identifiable rather than personalised health data with 
ChatGPT may result in reduced personalisation of 
responses, limited accuracy, and slower advancement of AI- 
driven health solutions. While this approach enhances priv
acy, it may hinder the development of nuanced, equitable AI 
systems, particularly for underrepresented or complex health 
conditions. The decline in efficient outcomes may reduce 
use behaviour of AI systems for healthcare. Furthermore, as 
users are less likely to share their mental health data than 
their physical health data, there will be less available exam
ples for LLMs to learn from. If mental health data are 
underrepresented, the resulting models may lack the 
nuanced understanding required to address the complex and 
varied nature of mental health issues. This lack of represen
tation can lead to biases, misdiagnoses, or ineffective inter
ventions when these AI systems are deployed as mental and 
physical health are so closely entwined. For instance, models 
trained on predominantly physical health data might fail to 
capture the linguistic, emotional, and cultural subtleties that 
are critical in mental healthcare. This could exacerbate exist
ing inequalities in access to quality care and diminish trust 
in AI-based solutions for mental health, further limiting 
their adoption and efficacy. This predicted disparity under
scores the need for targeted efforts to safeguard user privacy 
to encourage data sharing when appropriate in sensitive 
contexts, such as mental healthcare. Furthermore, stakehold
ers in mental healthcare must actively participate in shaping 
AI applications to ensure these technologies are relevant and 
effective for mental health use cases, driving users to experi
ence the usefulness of these systems.

Limitations and future recommendations

Limitations of the present study warrant mention. Firstly, 
the study’s likelihood measurement using one item may not 
fully capture the complexity of participants’ perceptions 
towards uploading information on ChatGPT. Future studies 
should employ more comprehensive and nuanced measures 
to assess participants’ predicted behaviours. For instance, 
factors like users’ trust in technology may impact their like
lihood of using ChatGPT. However, the robustness of the 
findings is supported by the consistency of responses across 
various demographic groups and experimental conditions. 
Secondly, the participants were not asked if they had any 
pre-existing health conditions. As such, there is no way of 
knowing if this community faced ongoing health concerns 
that would change the urgency of care. Future studies 
should explore whether the likelihood of using ChatGPT for 
health advice is influenced by need. Third, this sample was 
recruited from the Australian population, which offers uni
versal healthcare. Future research may explore if access to 
healthcare and trust in healthcare institutions influence the 
likelihood of seeking alternative Westernised healthcare serv
ices, like ChatGPT. Fourth, this research relied on conveni
ence sampling to recruit participants who were primarily 
female undergraduate psychology students and members of 
the online population. These participants may not fully 
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represent the population from which the sample has been 
drawn. Future research should conduct different sampling 
techniques and data collection to study a more diverse range 
of participants.

Conclusion

The current study aimed to provide novel insights into AI 
adoption in healthcare by researching if users’ likelihood to 
use ChatGPT differentiates between the required self-disclos
ure (high vs low) of personal information to ChatGPT and 
in differing medical scenarios (physical health vs mental 
health). An online survey demonstrated ChatGPT users dif
ferentiate their likelihood of using the device depending on 
the required disclosure and healthcare scenario. Specifically, 
users were more likely to disclose their health data to 
ChatGPT when that information was non-identifiable, with 
individuals reporting significantly lower mean scores in their 
likelihood of revealing identifying information, such as their 
name and age, to ChatGPT than more generic descriptions. 
The survey also revealed that users were more likely to pro
vide their personal information in a physical healthcare sce
nario than in a mental healthcare scenario. This 
demonstrates that LLMs like ChatGPT may have disparate 
data across healthcare fields. Overall, participants currently 
prefer to seek help from a general practitioner or a friend, 
partner, or family member rather than ChatGPT. Further 
work is required to understand what factors contribute to 
increased willingness to provide personal information to 
LLMs to help the adoption and subsequent advancement of 
AI while preventing the misuse of this technology.

Notes

1. The viewing order of the four vignettes was randomised.
2. A figure of the results is displayed in the online supplement.
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Appendix A 

Demographics

N %

Gender Females 162 75.0%
Males 47 21.8%
Non-Binary 4 1.9%
Transgender 1 0.5%
Prefer not to say 1 0.5%

Race White Australian 140 65.8%
Asian 32 14.8%
Multiple races 12 5.6%
Australian Aboriginal, South Sea Islander, Torres Strait Islander or Norfolk Islander 8 3.7%
Asian Indian 8 3.7%
Hispanic 5 2.3%
Prefer not to say 6 2.8%
Other 5 2.3%

Sexual orientation Straight 152 70.4%
Bisexual 25 11.6%
Homosexual 14 6.5%
Pansexual 12 6.0%
Asexual 4 1.9%
Other 1 0.5%
Prefer not to say 7 3.2%

Monthly income Nil income 11 5.1%
$1-$149 1 0.5%
$150-$299 4 1.9%
$300-$399 6 2.8%
$400-$499 6 2.8%
$500-$649 8 3.7%
$650-$799 7 3.2%
$800-$999 6 2.8%
$1000-$1249 15 6.9%
$1250-$1499 13 6.0%
$1500-$1749 10 4.6%
$1750-$1999 12 5.6%
$2000-$2999 29 13.4%
$3000 or more 67 31.0%
Prefer not to say 21 9.7%

Education Year 11 or below 6 2.7
Year 12 109 48.7
Bachelor degree 54 24.1
Advanced diploma or diploma 21 9.4%
Postgraduate degree 34 15.2%
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Appendix B 

Bivariate correlations

1 2 3 4 5 6 7 8 9 10

1. Physical Health High- Disclosure Likelihood 1 0.544�� 0.747�� 0.481�� −0.010 −0.086 0.047 −0.137� −0.029 0.204��

2. Physical Health Low- Disclosure Likelihood 0.452�� 0.576�� 0.042 −0.024 0.033 −0.020 −0.019 −0.022
3. Mental Health High-Disclosure Likelihood 0.585�� 0.074 −0.129 0.040 −0.028 −0.034 0.079
4. Mental Health Low-Disclosure Likelihood 0.025 −0.041 0.062 −0.079 0.030 0.004
5. Gender 0.295�� 0.009 0.091 −0.036 −0.070
6. Sexual orientation −0.074 0.148� −0.036 −0.100
7. Race −0.010 0.190�� −0.089
8. Education 0.198�� −0.552��

9. Income −0.194��

10. Age
��. Correlation is significant at the 0.001 level (2-tailed).
�Correlation is significant at the 0.05 level (2-tailed).
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