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A screening method to identify promising performance improvements of storm 
surge barriers: a case study in the Netherlands
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ABSTRACT 
Storm surge barriers are critical structures in coastal flood defences that operate only during expected 
storm surge events. Rising sea levels increase flood risk and intensify the need to improve barrier reli
ability. At present, reliability analysis supports risk reduction by identifying, quantifying, and prioritising 
failure scenarios. However, this scenario-driven approach can overlook effective performance improve
ments, given the wide range of potential measures that differ in scale and type. This study introduces 
a checklist of 85 candidate performance improvements, organised into eight categories, and proposes 
a novel screening method with three stages: (1) importance analysis to eliminate negligible improve
ments, (2) expert judgement to discard unpromising options, and (3) expert ranking of the remaining 
candidates. The method was applied to the Maeslant Barrier (Rotterdam, the Netherlands), yielding a 
ranked top-five set of improvements. The case study demonstrates that current practices are particu
larly poor at identifying low-cost improvements above the component level with little organisational 
burden. Although the proposed checklist and screening method are more comprehensive and struc
tured than current approaches, additional case studies are needed to validate the method and assess 
its broader applicability to storm-surge barriers and other safety-critical infrastructure systems.
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1. Introduction

Storm surge barriers play a crucial role in protecting coastal cit
ies such as Rotterdam (The Netherlands), London (UK), and 
New Orleans (USA) from coastal flooding. These large movable 
hydraulic structures, strategically placed in estuaries, close when 
extreme storm surges are predicted. In normal conditions, they 
remain open to facilitate ship passage and tidal flow (Mooyaart 
& Jonkman, 2017). These specific characteristics make maintain
ing these structures challenging (Jonkman et al., 2018; Kamps 
et al., 2024; Kharoubi et al., 2024).

Increasing coastal flood risk, driven by sea level rise and 
urbanisation, requires enhancing coastal flood defences 
(Hallegatte et al., 2013). For storm surge barriers, preserving 
the current storm surge barrier performance with sea level 
rise is already difficult as maintenance windows shorten 
(Trace-Kleeberg et al., 2023). Mooyaart et al. (2025) inte
grally evaluate operational, structural failures and those 
resulting from the barrier having a too low crest level. In 
Rotterdam, which is protected by the Maeslant barrier – 
and also for the Hollandsche IJssel barrier (Vader et al., 
2024) – the probability of a failure to close emerged as the 
dominant failure mechanism. Mooyaart et al. (2023) demon
strate that an expensive performance improvement (an 

additional barrier in front of the Maeslant barrier, see 
Rijcken et al. (2023)) can already be economically beneficial 
with a rise in sea level of 0.2 to 0.3 metres. However, it is 
expected that many performance improvements are even 
more economically beneficial than an additional barrier.

In the Netherlands, the probability of a failure to close is esti
mated with a reliability and availability analysis (RA analysis), 
which uses fault and event trees that contain a thousand to ten 
thousand failure scenarios. In this paper, a failure scenario is 
defined as a group of failure events resulting in failure of the 
analysed object. In other industries, RA analyses are referred to 
as probabilistic safety assessments, quantitative risk analyses or 
other combinations of these words. RA analyses are applied to 
various safety-critical infrastructures and systems (nuclear plants, 
aeroplanes, space missions, chemical facilities) to analyse events 
with low probabilities and large consequences, where data to 
quantify risk are sparse (Bier & Cox, 2007). These types of analy
ses were also tested for urban drainage systems (ten Veldhuis 
et al., 2011) and timber bridges (Lokuge et al., 2019).

RA analyses are criticised by those who analyse risks in 
safety-critical systems. The quality of them is often consid
ered too low (Pasman et al., 2017; Pitblado, 1994; Rae et al., 
2014; Thekdi & Aven, 2026). They do not include the 
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quality of the safety culture and the true complexity of soft
ware reliability (Apostolakis, 2004; Leveson, 2004). Their 
validation is difficult given the low frequency that failure 
events occur (Aven & Heide, 2009; Goerlandt et al., 2017; 
Rae et al., 2014). In many articles (see for example: (Aven & 
Renn, 2009; Aven & Zio, 2013; Aven, 2017)), Aven warns 
that RA analyses consider risks as probability x conse
quence, ignoring the often weak state of knowledge support
ing these claims. Despite criticising RA analyses, all authors 
mentioned in this paragraph – except for Leveson – empha
sise its usefulness for risk management of safety systems 
such as storm surge barriers.

Rijkswaterstaat – the executive agency of the Ministry of 
Infrastructure and Water Management responsible for the main
tenance and operation of Dutch storm surge barriers – has been 
challenged for several decades with exploring relevant perform
ance improvements. After a thorough RA-analysis of the 
Maeslant storm surge barrier (NRG, 2003), several performance 
improvements were implemented. In a review (Horvat, 2006) 
five additional performance improvements were suggested of 
which some were executed. In the following decades, likewise, 
many performance improvements were recommended and occa
sionally implemented. However, the process was unsystematic, 
and it remained difficult to establish whether all relevant per
formance improvements were considered.

The current practice at Rijkswaterstaat and in reliability 
engineering in general (Aven, 2017; Henley & Kumamoto, 
1981; Pat�e-Cornell, 2002) is to mitigate risk by searching for 
performance killers in the RA-analysis. Performance killers 
refer to either a single event or group of events that greatly 
contribute to overall unreliability, unavailability, and/or 
probability of failure on demand, the influence of which 
could be lowered by a single performance improvement. 
The identified performance killers are subsequently used to 
find performance improvements by putting yourself into a 
creative mode, as Haimes et al. (2002) nicely phrase.

To illustrate that finding performance killers can be difficult 
in fault and event trees, the fault tree of Figure 1 is used. A 
fault tree illustrates how both technical and human failure 
causes lead to an undesired top event, typically by applying 
AND- and OR-gates. AND-gates indicate that either all under
lying failure events have to occur for the upper event to occur. 
OR-gates are used when only one underlying failure event has 
to occur for the upper event to occur. The fault tree represents 
an object that consists of two subsystems, of which one has 
two components. Customary formulas (Sch€uller et al. (1997), 
pages 9.30 to 9.40) are used to determine the unavailability of 
technical components.

Already, for this half-page fault tree (note that the RA 
model of the Maeslant barrier is over 1,200 pages), many 
potential performance killers can be identified, depending on 
how failure events are grouped and ranked. Five of these 
methods are presented in Figure 1. They are also used to dis
cuss current approaches and their limitations in identifying 
performance killers. First, basic failure events and failure sce
narios can be identified that kill performance. Then, subsystems 
containing multiple failure events already require grouping of 
failure events. Other useful grouping options include variables 

affecting multiple failure events, such as repair times for mul
tiple components, and failure events belonging to a specific 
category, such as human maintenance errors.

Rijkswaterstaat guidelines (Rijkswaterstaat, 2011, 2018a) 
propose to rank failure scenarios – in fault tree analysis 
referred to as minimal cut-sets – according to their contri
bution to the object’s unreliability and/or unavailability. 
Failure scenarios have occasionally been grouped into sub
systems (Horvat, 2006; Rijneveld, 2008). However, this 
approach can easily overlook basic failure events which 
affect multiple failure scenarios.

Alternatively, the importance measures of Fussell-Vesely 
(Vesely et al., 1983) and Birnbaum (1969) are well-known 
analytical tools for identifying basic event performance kill
ers. The Fussell-Vesely importance measure indicates the 
extent to which a basic event affects object performance. 
The Birnbaum importance measure compares the object’s 
performance in the case of success and failure of basic 
events. Rijkswaterstaat has occasionally applied these impor
tance measures to prioritise the importance of basic events. 
Many authors (Borgonovo & Apostolakis, 2001; Dutuit & 
Rauzy, 2015; Liu et al., 2021; Mutar & Hassan, 2025; 
Rusnak et al., 2024; Scherb et al., 2017; Xu et al., 2020) 
extend upon these importance measures to find new ways 
to rank failure events. With this approach, however, group
ing of failure events can be overlooked.

Therefore, Cheok et al. (1998) describe how to use 
importance measures for groups of basic events. They sug
gest defining groups for (sub)systems and components and 
evaluating them based on the size and constituency of these 
groups. The prevailing nuclear industry guideline (Nuclear 

Figure 1. Example of a fault tree of a relatively simple system: an object with 
two subsystems of which one has two components. The fault tree shows how 
technical and human failure causes lead to object failure using AND-gates and 
OR-gates. With AND-gates both underlying failure events need to occur for the 
upper event to occur, while with OR-gates only one needs to occur. The fault 
tree aims to clarify that even for this relatively simple system, there are many 
performance killers of which five examples are highlighted: any basic event, any 
failure scenario, subsystem A, repair time hI and human maintenance errors.
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Energy Institute, 2018) still includes their recommendation. 
Moreover, several authors (Borgonovo & Apostolakis, 2001; 
Dutuit & Rauzy, 2015) acknowledge the possibility of 
importance measures to group events, but do not discuss 
how to group failure events.

In fact, the grouping method determines which performance 
killers are identified. For instance, prioritising components 
results in a list of the most critical components, prioritising 
repair times results in a list of the most critical repair times, and 
so on. For simple fault trees, such as those sketched in Figure 1, 
the multidimensionality of performance killers makes it difficult 
to systematically identify performance improvements. For large 
fault trees, it is unlikely that all relevant performance improve
ments are identified using the discussed approaches.

From analysing literature, it can be concluded that the suc
cess of finding relevant performance killers and performance 
improvements is currently determined by the creativity and 
quality of reliability experts. As there are many possible per
formance improvements that vary in scale and type, this 
approach can easily overlook important performance improve
ments. Thus, it is not known how to identify relevant perform
ance killers and improvements in a systematic manner.

To overcome this issue, this paper investigates an alterna
tive approach to find promising performance improvements 
that uses 1) a checklist of principal performance improve
ments (PPI’s) and 2) a method to screen that checklist 
effectively. The remainder of this paper is structured as fol
lows: Section 2 presents key definitions used throughout the 
study. Section 3 describes the research approach for devel
oping the checklist. Section 4 introduces the three-stage 
screening method for applying the checklist. Section 5 dem
onstrates the application of the checklist and screening 
method to the Maeslant barrier case study. Section 6 dis
cusses the method and section 7 concludes the paper.

2. Reliability and availability analysis of storm 
surge barriers

2.1. Definitions

This section provides some important definitions to clarify 
the checklist (Supplementary Appendix A) and the screen
ing method presented in this paper. Four hierarchical levels 
of decomposition are defined: object, object system, subsys
tem and component. In this paper, the object is always the 
storm surge barrier. For a decomposition with more hier
archical levels than four, subsystems are ranked (i.e., subsys
tem level 1, subsystem level 2, etc.). Thus, components are 
the lowest level of detail in the object decomposition 
(Sch€uller et al., 1997). Each element of the object decompos
ition provides a particular function. A failure is defined as a 
loss of this element’s functionality (Dummer et al., 1997). A 
failure criterion is used to define how much functionality 
can be lost before an element is considered failed. For 
instance, at a storm surge barrier with multiple gates, a clos
ure of all gates except one can still be considered a success
ful closure if this event does not result in a coastal flood. In 
this example, the term partial failure can also be used to 
describe that part of the element’s functionality is lost.

A reliability and availability analysis (RA analysis) estab
lishes the reliability, availability and/or probability of failure on 
demand of an object. For storm surge barriers, the most 
important result is often the probability of a failure to close, 
which best aligns with the term probability of failure on 
demand. To avoid repetition, only this term is used to describe 
the main result of an RA analysis – and not reliability and 
availability. On the failure event level, four unavailability types 
are defined: 1) dormant failure1, 2) unavailability due to repair, 
3) failure during mission and 4) failure on demand. Here, 
unavailability is the probability that an object is in a failed state 
at a stated time under a given set of conditions (Li et al., 2024; 
Van Der Weide & Pandey, 2015). Based on guidelines for the 
nuclear industry (Iaea, 1992) and storm surge barriers 
(Rijkswaterstaat, 2018a), five failure categories are defined: 1) 
hardware failure, 2) external events, 3) common cause failure, 
4) human error and 5) software error. Thus, hardware failures 
are all inherent failures of physical objects except for failures 
due to external events and common cause failure.

2.2. Set-up RA model

An RA model is part of an RA analysis that 1) illustrates 
how combinations of events result in undesired outcomes 
and 2) is used to quantify the probability and/or frequency 
of those outcomes. An RA model consists of three elements:

� A logic model structure, for instance, a fault or an event 
tree.

� A failure event model structure, for instance, the equa
tions shown below the basic event in Figure 1.

� Model variables, for instance, the failure rate k; the repair 
time h and the test interval T in Figure 1.

Failure event model structures can contain a model par
ameter, that is, a calibrated and/or validated value specific
ally belonging to that model. For instance, in the TOPAAS- 
model – a model specifically developed to determine the 
probability of software error at storm surge barriers (Van 
Manen et al., 2015) – the maximum probability of software 
error of 10−5 is such a model parameter. In contrast to 
model variables such as the development and test quality of 
software, the model validity is lost when the maximum 
probability is adjusted. Thus, adapting a model parameter is 
considered a change of the failure event model structure.

The logic model establishes failure scenarios Si; which 
contain one or multiple failure events (A, B, :::). When fail
ure scenario probabilities Pi are low and independent from 
each other, the probability of failure on demand Pf can be 
approximated with:

Pf ¼ 1 −
Yn

i
ð1 − PiÞ �

Xn

in
Pi (1) 

2.3. Fussell-Vesely importance measure

To effectively screen principal performance improvements 
(PPI’s), the Fussell Vesely Importance Measure IFV is used 
to establish the maximum effect a PPI has on the 
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probability of failure on demand. Here, the RA model in 
Figure 1 is used to demonstrate how the Fussell-Vesely 
Importance Measure IFV is determined for a basic event, 
groups of events and variables. This model has four failure 
scenarios, which have the following probabilities:

P1 ¼ PðA \ BÞ ¼ ka � hI �
1
2
� kc � T 

P2 ¼ PðA \ CÞ ¼ kb � hI �
1
2
� kc � T 

P3 ¼ PðDÞ ¼ kd � hI 

P4 ¼ PðEÞ ¼ kd � hII 

In which k are failure rates of components or human 
error [per hour], h the repair time [hour], and T the test 
interval [hour], relevant for dormant failures. Indices corres
pond to components and subsystems where failure rates, 
repair times, and test intervals that failure events belong to 
(see Figure 1). With equation (1), the probability of failure 
on demand for this object is found:

Pf ¼
X4

1
Pi ¼

1
2
� ðka þ kbÞ � kc � hI � T þ kd � hI þ ke � hII:

For basic events, the Fussell-Vesely Importance Measure 
IFV is the sum of all failure scenarios that contain that event 
relative to the probability of failure on demand. For failure 
event A in Figure 1, the Fussell-Vesely Importance Measure 
IFV is:

IFVðAÞ ¼
P

PiðAÞ
Pf

¼
P1

Pf
¼

1
2 � ka � kc � hI � T

Pf
(2) 

For group of failure events, the Fussell-Vesely 
Importance Measure IFV is the sum of all failure scenarios 
that contain at least one of the failure events relative to the 
probability of failure on demand. The Fussell-Vesely 
Importance Measure IFV of human maintenance errors 
(D [ E) is, thus:

IFVðD [ EÞ ¼
P

PiðD [ EÞ
Pf

¼
P3 þ P4

Pf
¼

kd � hI þ ke � hII

Pf

(3) 

For variables affecting multiple events, the Fussell-Vesely 
Importance Measure IFV is calculated in an opposite man
ner. For the variable (in the example of Figure 1, repair 
time hI), the probability of failure on demand without the 
influence of this variable (hI ¼ 0) is determined. This value 
Pf ðhI ¼ 0Þ is then used to attain its Fussell Vesely 
Importance Measure IFVðhIÞ in the following manner:

IFVðhIÞ ¼ 1 −
Pf ðhI ¼ 0Þ

Pf
¼ 1 −

ke � hII

Pf
(4) 

In the hypothetical case that each failure scenario has the 
same probability (P1 ¼ P2 ¼ P3 ¼ P4 ¼ 25% Pf ), multiple 
performance killers can be identified. Failure cause C and 
the failure category human maintenance errors are included 
in half of the failure scenarios, resulting in a Fussell-Vesely 
value IFV of 50%. Subsystem I and its repair time hI affect 
three failure scenarios and, thus, their maximum effect IFV 

is 75%. This hypothetical case again illustrates that even a 
simple object can have multiple performance killers, 
depending on how it is analysed.

3. Development of a checklist

The checklist of principle performance improvements 
(PPI’s) was developed in three steps:

1. Literature study
2. Dialogues
3. Systematic structuring

The checklist was revised after the case study (see section 
5.4 for motivations). The final version is presented in sup
plementary appendix A.

3.1. Literature study

The literature only reveals a few structured lists to enhance 
the performance of safety-critical infrastructure. Lists were 
discovered for defending against common cause failures 
(Paula et al., 1990; Parry, 1991) and best practices for the 
reliability of spillway gates of dams (Lewin et al., 2003), 
which resulted in an initial list of 32 PPI’s. Due to the scar
city of performance improvement lists, the literature study 
was extended.

Model variables were studied of human reliability models 
(Barnes et al., 2000; Heslinga, 2004; NUREG, 2004; Swain & 
Guttmann, 1983; US Nuclear Regulatory Commission, 2006), 
software reliability models (Van Manen et al., 2015; 
Rijkswaterstaat, 2018b), external event screening methods 
(Knochenhauer & Louko, 2003), a repair model (Kiel et al., 
2023) and a guideline on CCF modelling (International 
Electrotechnical Commission, 2021). For these variables, corre
sponding PPI’s were proposed. For example, software reliability 
models (United States Nuclear Regulatory Commission, 2011; 
Van Manen et al., 2015) consider the development process as 
a factor influencing the probability of software errors. 
Subsequently, ‘redeveloping software’ was added as a PPI to 
our checklist. Excluding human reliability performance 
improvements, this step resulted in 22 additional PPI’s.

The literature study into human reliability models 
highlighted the need to cluster PPI’s for practical use. The 
OPSCHEP human reliability model, used for storm surge 
barriers, has 36 variables (Heslinga, 2004). While these 
variables stem from nuclear industry studies (e.g. Barnes 
et al. (2000)), different models often employ slightly dif
ferent variables. Moreover, these studies present lists of 
best practices and important considerations, some of 
which may not be included in the model itself. 
Attempting to comprehensively cover all these variables 
and aspects would result in an unwieldy list of over a 
hundred PPI’s for human reliability alone, many of which 
would be closely related. Based on this insight, PPI’s of 
human reliability and other categories were clustered, 
which resulted in a list of approximately fifty PPI’s.
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3.2. Dialogues

The initial checklist, based on the academic literature review 
only, was found incomplete, lacking crucial PPI’s imple
mented at Dutch storm surge barriers. This highlighted a 
gap between academic literature and real-world practice in 
storm surge barrier management.

To address this gap, dialogues were conducted with co- 
authors and reliability experts of Rijkswaterstaat. An impor
tant example was that high software probability errors could 
be resolved by human recovery. This revealed that perform
ance killers in a certain category could be addressed by solu
tions from another category. Based on this insight, six PPI’s 
were added (e.g. hardware improvements for software, soft
ware improvements for human error, etc.). In this stage, 
operational performance improvements such as preventive 
closure of the barrier in case of malfunctioning were identi
fied as well, resulting in five more PPI’s.

Finally, the option to adapt the RA model was men
tioned. Based on this suggestion, options were studied to 
reduce conservatism in RA analyses, which Aven (2016) 
convincingly argues is desirable. Three PPI’s were found of 
this type: using less conservative model variables (Hegseth 
et al., 2021), less conservative model structures (Gomes & 
Beck, 2021) and less strict failure criteria (dialogues with co- 
authors). These principles can be applied to the models of 
each failure category (human, software, hardware, external 
event, CCF) and, thus, resulted in fifteen PPI’s.

3.3. Systematic structuring

The literature study and dialogues resulted in about eighty 
PPI’s. To validate whether this long-list was near complete, 
three key improvement dimensions were defined (see Figure 
2), which are the result of a combination of literature study 
and scientific reasoning:

� Improvement types: model, system properties, mainten
ance, and operation

� Failure categories: hardware, common-cause-failure, 
external events, human reliability, and software reliability

� Hierarchical levels: object, object system, subsystem, and 
component

The hierarchical levels were utilised to incorporate PPI’s 
across the checklist. For example, PPI’s were included such 
as testing at different hierarchical levels and implementing 
more reliable equipment at each level.

Although the key dimensions nicely illustrate the large 
number of possible performance improvements, it proved 
difficult to use to identify relevant performance improve
ments. Therefore, the concept of the checklist was returned 
to. This list was structured into eight categories based on 
these key improvement dimensions:

1. Reducing model conservatism
2. Hardware
3. Common-cause-failure

4. External events
5. Human reliability
6. Software reliability
7. Maintenance
8. Operation

4. Three-stage screening method

This section describes the developed method to screen the 
checklist for most promising performance improvements. 
The method is inspired by three well-known methods in 
reliability and availability analyses: HAZOP (International 
Electrotechnical Commission, 2016) for the general set-up, 
external events screening (Knochenhauer & Louko, 2003) 
for efficient selection from a long-list and FMECA 
(International Electrotechnical Commission, 2018) for pri
oritising improvements.

The method consists of three-stages (see Figure 3), 
which are:

� Stage 1: Analyse importance aiming to remove PPI’s 
with no or only a marginal effect and supporting the 
subsequent screening stages.

� Stage 2: Select performance improvements with expert 
evaluation.

� Stage 3: Rank performance improvements with expert 
scores.

Expert sessions are included in the method as assessing 
the feasibility of PPI’s and case-specific performance 
improvements requires object knowledge and expertise from 
different disciplines. For instance, adding redundancy can 
be applied to both mechanical and electrical systems, thus 
requiring multidisciplinary knowledge. Object knowledge 
was assumed to be essential to assess the costs and feasibil
ity of a performance improvement.

4.1. Screening stage 1: Importance analysis

The first aim of the importance analysis is to remove PPI’s 
which do not or only marginally affect the probability of 
failure on demand for the case considered. Generically 
applicable PPI’s do not need to have an effect on a specific 
case. For example, the RA analysis of the considered case 

Figure 2. Three dimensions of improvement that were used to structure the 
checklist.
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might assume a time-constant failure rate in all hardware 
failure models. Hence, PPI’s that reduce ageing do not have 
any effect.

Screening criteria are set to exclude PPI’s that only have a 
small effect on the probability of failure on demand. 
Nuclear Energy Institute (2018) prescribes that screening 
criteria depend on size and constituency of the group of 
events. They mention criteria of 1% and 5% as typical 
examples for components and subsystems, respectively. Both 
these screening criteria are used in the case study.

A secondary aim of the importance analysis is to support 
decision-making in subsequent screening stages. For this 
purpose, performance killers are identified by determining 
the Fussell-Vesely Importance Measure of the following 
(groups of) failure events and/or variables:

1. Basic events
2. Failure categories
3. Unavailability types
4. The object decomposition
5. Combinations the object decomposition and failure 

categories
6. Combinations the object decomposition and unavail

ability types
7. Variables affecting multiple basic events

The results of the importance analysis are described in a 
report, which is shared with and reviewed by the team of 
experts.

4.2. Screening stage 2: Select performance 
improvements

The main objective of this step is to select performance 
improvements. In an expert session, the session leader, 
together with the experts, uses four screening questions to 
assess PPI’s:

1. Is the PPI applicable to the case considered?
2. Is the PPI expected to have a substantial effect on reli

ability, availability and/or probability of failure on 
demand?

3. Does the PPI impede other functions of the object in 
an unacceptable manner?

4. Are there any other reasons why the PPI is 
unpromising?

The PPI is only selected for the next screening stage 
when the answers to the first two questions are positive, 
and the last two are negative. The last question can be used 
to rule out performance improvements that are already 
known to be worse than others. For example, replacing the 
entire storm surge barrier is more costly and less effective 
than adding a redundant one. Important motivations to rule 
out PPI’s – especially in the case of the final question – are 
noted.

The second task of this session is to make PPI’s case-spe
cific, which is achieved in two ways: 1) per PPI, experts are 
asked to provide case-specific examples and 2) per category, 
experts check whether important performance improve
ments were missed.

The prepared information on performance killers, that is, 
the Fussell-Vesely Importance Measures for all (groups of) 
events and variables, is used in two manners. First, for those 
PPI’s that just passed the screening criterion, it can be 
judged whether the PPI is likely to have a substantial effect 
on performance. Second, the most critical object systems, 
object subsystems and components are defined to find case- 
specific examples.

The results of the session are reported and shared with 
the experts for verification.

4.3. Screening stage 3: Ranking

The third screening stage is designed to narrow down a 
relatively long list of performance improvements to a top 
selection of five. This top-5 could later be worked out in 
finer detail.

This second expert session ranks remaining performance 
improvements, using scoring criteria. Each scoring criterion 
is scored from 1 (lowest) to 5 (highest). The performance 
improvements that greatly improve performance at low cost, 
score highest.

Four screening criteria are applied:

1. Maximum theoretical effect
2. Effectiveness
3. Costs
4. Feasibility

The first screening criterion establishes the theoretical 
maximum effect of a performance improvement. 
Generally, this directly results from the importance ana
lysis using the Fussell-Vesely importance measure. In 
some cases, experts can comment on the chosen max
imum effect. For instance, experts can argue that a PPI 
only reduces long – and not short – repair times. In that 
case, only the Fussell-Vesely importance measures of long 
repair times need to be considered rather than all unavail
ability due to repair.

Figure 3. Schematic of the three-stage screening method.
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The second screening criterion – effectiveness – is used 
to judge the improvement percentage given the maximum 
effect on the probability of failure on demand. For instance, 
a software replacement affects a set of the minimal cut-sets 
which together determine 30% of the probability of failure 
on demand (criterion 1). Experts expect that the software 
replacement reduces this contribution by about 50% (criter
ion 2). They use the value of 50% to score the second 
criterion.

The third screening criterion is cost. These costs are life 
cycle costs relative to the current situation. The cost classes 
should be distinctive and are, therefore, case-dependent. The 
leader proposes initial values for scoring cost based on per
formance improvements defined in the first session (screen
ing step 2), which is then verified by the experts.

The final screening criterion is feasibility. This criter
ion aims to capture aspects excluded in the other criteria. 
For example, a performance improvement can take a long 
time to implement, be politically difficult or have a nega
tive effect on another function of the object. More impor
tant than with other criteria is that these considerations 
are noted.

The total score is the product of the scores per criterion. 
The results of the session and the entire process are 
reported and checked by experts. Table 1 shows the values 
for the scoring criteria that were applied in the case study. 
With respect to the first two criteria, it is expected that 
most performance improvements only affect a portion of 
minimal cut-sets while sometimes having a large effect on 
them. Therefore, the highest score for maximum effect is 
already achieved with percentages higher than 40%, while 
improvement percentages need to be higher than 90% to 
achieve the highest score.

5. Case study: Maeslant barrier

The Maeslant barrier is a storm surge barrier in the 
Netherlands that protects Rotterdam and Dordrecht against 
coastal floods. The barrier consists of two floating sector 
gates that, in their closed position, span over the 360-meter- 
wide navigation canal: the New Waterway.

The floating sector gates are operated in the following 
manner (see Figure 4): In normal conditions, the gates 
are located in a dry dock. When a storm surge is expected 
the dry dock and gate are prepared to close by jacking up 
the ball joint, filling the dock, and opening the dock 
door. The closure of the New Waterway commences 
when the sector gates sail out and are horizontally posi
tioned in the New Waterway. The closure is realised by 
sinking the gates onto a sill. To achieve high reliability, 
the barrier closes automatically but can be operated by 
staff in the event of a malfunction.

In this case study, the aim was to reduce the probabil
ity of a failure to close. Mooyaart et al. (2025) showed 
that this failure mechanism is dominant. Moreover, the 
Maeslant barrier has been struggling to meet the design 
and later legal requirements for this probability of failure 
to close. The original design requirement was 1/1000 on 
demand. Quickly after delivery of the barrier to 
Rijkswaterstaat in 1997, reliability experts started to doubt 
whether the required design probability was achieved. 
Between 2003 and 2008, the probability of a failed closure 
estimate was reassessed and ultimately determined to be 1 
in 100 per request, which was deemed acceptable at the 
time. Meeting this lower requirement has remained a 
struggle, resulting in several performance improvements 
and many model adjustments (Rijkswaterstaat, 2022).

Initially, a case was preferred to best reflect the current 
situation. In that manner, sensible performance improve
ments could be suggested to improve the Maeslant barrier. 
However, two difficulties were encountered. First, due to 
confidentiality issues, it was uncertain whether study results 
could be published. Second, more importantly, it proved 
impossible to understand the current RA analysis, including 
all the model adjustments made over the last few decades, 
as the underlying documentation had not been updated.

Therefore, a historic RA analysis of 2005 was selected for 
the case study. Although this RA analysis also had quality 
issues, for instance, the name of a component in the system 
analysis report could be inconsistent with the fault tree report 
and the fault tree model, this analysis had the highest avail
able quality. An independent consultant reviewed this RA 
analysis (Horvat, 2006) and deemed it the ‘best available’.

Using a historical case also had an important advan
tage. Making use of a historical case enables comparison 
with current approaches. The implemented performance 
improvements can be compared with those proposed by 
the method. Moreover, if the method identifies other 
performance improvements, this could also lead to valu
able insights for the barrier.

For the case study, only the fault tree model of the RA ana
lysis was used. The 2005 RA analysis consisted of a fault tree 
model and a separate database with failure scenarios to model 
human recovery actions. The database is difficult to use, and 
there is no report on it. As the human recovery actions were 
excluded from the fault tree model, it was practically impos
sible to determine Fussell-Vesely importance measures of 
them. Therefore, the fault tree model was used which finds a 
probability of a failure to close of 4/100 on demand.

Table 1. Classes used for scoring criteria in case study.

Criterion Class 1 Class 2 Class 3 Class 4 Class 5

Maximum effect < 5% 5%–10% 10%–20% 20%–40% >40%
Effectiveness <10% 10%–30% 30%–60% 60%–90% >90%

Cost [Me] >25 5–25 1–5 0.1–1 <0:1
Feasibility Very diff. Difficult Normal Easy Very easy

Figure 4. Schematic bird-eye view diagram of Maeslant barrier floating sector 
gates illustrating the five-step closure procedure. Solid lines sketch the gates in 
closed position. Dotted lines in closed position. Light blue is used for water surfaces. 
Grey arrows indicate the main movements to get from the open to closed position.
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Several aspects were taken into consideration when 
selecting the experts. First, the expert group needs to have a 
multidisciplinary technological background, including civil, 
mechanical, and electrical engineering. Furthermore, expert
ise in both the design and the operation & maintenance 
stages was needed. This requirement limited the options for 
selecting experts. To minimise potential bias due to the his
torical nature of the case, one expert was included who was 
not involved in the RA analysis during the period of 2003– 
2008. Finally, given the study’s objective and budget, a 
group size of more than six was deemed undesirable. These 
considerations resulted in a selection of six experts, of 
whom five were able to attend.

5.1. Screening stage 1: Importance analysis

The initial phase of the screening process involved sharing a 
comprehensive report with the expert panel. This report 
contained:

1. The study’s primary objective: identifying performance 
improvements to achieve the original design require
ment of 1/1000 on demand

2. Eight detailed tables presenting importance analyses of:
� Failure rates
� Failures on demand
� Repair times
� Test intervals and mission times
� Single events
� Failure scenarios
� Object decomposition
� Top-5 per hierarchical level

Figures 5 and 6 along with Table 2 summarise this infor
mation. Here, Table 2 describes the top 3 critical items, for 
which the Fussell-Vesely Importance Measure is shown in 
Figure 6. For example, the failure rate belonging to ‘object 
system 1: measurements’ has a Fussell-Vesely Importance 
Measure of just over 6%.

Based on this analysis, two screening criteria were 
applied. For larger groups of failure events (e.g., object sys
tems, failure categories, unavailability types), a screening cri
terion of 5% was applied. For smaller groups of failure 
events (e.g., components, repair times), a criterion of 1% 
was used. The first criterion excluded all PPI’s related to 
human reliability and external events from the subsequent 
screening stage (see Figure 5). The second criterion rejected 
four other PPI’s for further evaluation. This approach 
ensured that only the PPI’s that potentially substantially 
affect the probability of failure on demand progress to the 
next stage.

Many categories, unavailability types, variables and ele
ments (e.g. object systems, subsystems and components) 
remained relevant to consider for the next stage. Figure 5
shows that hardware, software and CCF all contributed 
highly to the probability of failure on demand. Although 
failures on demand and unavailability due to repair domin
ate, test intervals and mission times also considerably affect 
the result. Figure 6 illustrates that all top-5 object systems 
remained above the 5% screening criterion and all other 
top-5 items above the 1% screening criterion.

5.2. Screening stage 2: Select performance 
improvements

In this stage, an expert session was conducted to systematic
ally evaluate the remaining PPI’s of the checklist. The ses
sion involved a multidisciplinary team of five experts. The 
session leader guided the experts through each PPI, applying 
the four screening questions as outlined in the method. 
From the original checklist, 38 performance improvements 
were selected as potentially applicable and promising based 
on the response to these screening questions. The experts 
utilised the Fussell-Vesely Importance Measures to assess 
the potential impact of each improvement on the barrier’s 
probability of failure on demand. For each selected PPI, 
the experts provided case-specific examples relevant to the 

Figure 5. Fussell-Vesely importance of failure categories (left) and unavailability types (right) of the Maeslant barrier case study.
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Maeslant barrier. This process helped to contextualise the 
generically formulated improvements and ensure their 
applicability to the specific case study.

At the end of each category discussion, the experts were 
asked whether any important performance improvements 
had been missed. Six additional performance improvements 
were found in this manner. In fact, all the newly found per
formance improvements were already on the checklist. 
However, the formulation of the PPI did not trigger the 
according performance improvement. For instance, continu
ous monitoring was found unpromising, but ‘making dor
mant failures noticeable’ was identified as an additional 
improvement, while being essentially the same.

In total, 44 performance improvements (38 from the ori
ginal checklist and six additional) were considered promis
ing enough to progress to the next screening stage. The 
results of this session, including the rationale for including 
or excluding each improvement, were documented and 
shared with the experts for verification.

5.3. Screening stage 3: Ranking

In this final screening stage, the expert panel convened to 
score the remaining performance improvements identified 
in stage 2. The session followed the method outlined in the 

paper, using four scoring criteria: maximum theoretical 
effect, effectiveness, costs, and feasibility. Each criterion was 
scored on a scale from 1 to 5. Performance improvements 
with a large effect on the probability of failure on demand 
at low cost scored highest.

The experts carefully considered each performance 
improvement, discussing its potential impact, practicality, 
and associated costs. They used the Fussell-Vesely 
Importance Measures from the Importance Analysis to 
inform their judgments on the maximum theoretical effect. 
For effectiveness, they estimated the improvement percent
age given the maximum effect. Costs were evaluated based 
on life cycle costs relative to the current situation, using the 
case-specific cost classes established in the previous session. 
Feasibility scores accounted for factors such as the need for 
specialised staff, the difficulty in defending less conservative 
assumptions and organisational/political acceptance.

Figure 7 presents the scores of the experts in a quadrant. 
The vertical axis shows the score for the expected effect on 
performance. The horizontal axis indicates costs and feasi
bility, where a high score represents a low cost and high 
feasibility. Those performance improvements that score high 
on both aspects receive the highest overall score and can 
generally be found in the top right quadrant, which is indi
cated in green. Other quadrants are coloured orange and 
red to indicate medium-favourable and unfavourable per
formance improvements, respectively. As these quadrants do 
not accurately reflect the total score, isolines were included 
in the figure. More information on the names and scores of 
the performance improvements can be found in 
Supplementary Appendix B. The scoring process resulted in 
the following top-5 performance improvements:

1. Implement human recovery actions for software 
failures.

2. Test object system 5 every month in stead of every four 
months

Figure 6. Fussell-Vesely importance of top-5 basic events, failure scenarios, ele
ments of object decomposition and variables (failure rate, failure on demand, 
test interval, mission time and repair time) of the Maeslant barrier case study.

Table 2. Top 3 critical items.

Item 1st 2nd 3rd

Failure rates OS1: Measurements OS1-1-1-2 OS5-1-4: CCF
Failure on demand Dependency SW SW type 1 SW type 2
Repair time OS5: 24h OS10: 168h, OS1: 5h
Test interval/ OS1: 1 month OS5: 4 months
Mission time OS1: 33h
Single events Dependency SW 1 Dependency SW 2 Ex Inf 1
Failure scenarios Ex Inf 1 Ex Inf 2 CCF Inf cable
Object systems OS2 OS1 OS5
Subsystems OS1-1 OS5-1 OS10-1
Components OS5-1-4 OS3-1 OS6-1-3-1

Object systems (OS) and their sub-elements are anonymously numbered. 
Other abbreviations are: CCF (Common Cause Failure), SW (Software), Ex 
(External) and Inf (Information).

Figure 7. Quadrant with ranking results based on scores on cost, feasibility and 
effectiveness. The top-5 and top-10 are highlighted using green circles and 
blue crosses, respectively. Background colours indicate whether performance 
improvements are promising (green) or unattractive (red). Dotted lines are iso
lines of total scores.
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3. Jack-up the ball joint earlier in the closure procedure
4. Measure and update repair times
5. Establish more realistic common-cause failure probabilities

It is highlighted that the performance improvements 
found are a result of an old RA analysis and are not appli
cable to the current situation of the Maeslant barrier as 
most performance improvements were already implemented.

This set of performance improvements will not result in 
a probability of failure on demand to meet the original 
design criterion; rather, it reduces this probability by 
approximately a factor of three. Three approaches could be 
considered to come closer to the design criterion: 1) imple
menting performance improvements lower on the ranking, 
2) a new screening procedure based on a revised RA ana
lysis with implemented performance improvements or 3) a 
combination of these approaches.

Another option is to reconsider the design criterion. In 
2005, this option was chosen and resulted in a criterion of a 
probability of failure of 1/100 on demand. Further results of 
the case study are reported in Supplementary Appendix B.

5.4. Adjustments to the checklist based on the case 
study

Based on the case study, the list of PPI’s was adjusted. PPI’s 
were clustered, especially in the common cause failure cat
egory as the applied list is fairly time demanding to navigate 
through without creating different performance improve
ments. Some of the model conservatism reductions were 
repeated at the end of a category. For instance, adjusting the 
model variable was introduced at the maintenance sub-cate
gories (repair time, dormant failures), as an important PPI 
(using more realistic repair times in the model) was almost 
missed. Based on this choice, it was decided to move some 
other model conservatism reductions to another category. 
For instance, adjusting the model used for software was 
transferred to the software reliability category. Finally, the 
wording of some of the PPI’s was adjusted if their concept 
was not well understood during the expert session. 
Supplementary Appendix A presents the final version of the 
checklist.

6. Discussion

This study primarily shows that current RA analysis practi
ces have a critical weakness: they are likely to fail at detect
ing important performance improvements and, moreover, 
tend to employ unstructured and non-transparent proce
dures for identifying such improvements. These limitations 
are deeply rooted in current practices such as FMECA, 
HAZOP and RA analysis methods, which are primarily 
component/event-driven. As a result, they do not naturally 
reveal system-level or cross-system performance improve
ments, such as operational adjustments and reduced model 
conservatism. Moreover, these practices only look at risk 
and ignore the costs and feasibility of performance improve
ments. As a result, they focus on component/events with a 

large contribution to overall risk and not at identifying 
where safety systems can be improved effectively.

For example, raising the test frequency of object system 5 
was one of the most effective performance improvements in 
the case study. This enhancement could not be identified 
through conventional ranking of failure scenarios because it 
influenced numerous components and, consequently, mul
tiple failure scenarios. From a risk-oriented perspective alone, 
neither object system 5 nor its test interval appeared particu
larly prominent (the Fussell–Vesely Importance Measure was 
9% for the object system, ranking third, and 6% for its test 
interval, ranking second). The key factor was instead the rela
tively low cost and minimal operational burden of the 
improvement. Although ultimately implemented, this meas
ure was adopted only after several years, and only one of the 
five experts was aware of its implementation. This example 
illustrates not only inefficiencies in current RA practice but 
also the lack of transparency in decision support.

The proposed method is more systematic approach than 
current practices. The list of PPIs supports a more struc
tured identification of performance killers, and the categor
isation of PPIs helps organise expert discussions, reducing 
the likelihood that important categories of improvements 
are overlooked. Because the method is more systematic, it is 
also more efficient: deriving a top-five list of case-specific 
improvements required two expert sessions of one day each, 
spaced over a month, whereas historically the same set of 
improvements emerged only after multiple iterations over 
several years. However, since only a single case study was 
conducted, broader claims about the method’s credibility 
cannot yet be made.

The method’s results highly depend on its input: the RA 
analysis. The twenty-year-old RA used in the case study 
exhibits several of the quality issues documented by Rae 
et al. (2014) and lacks transparency regarding uncertainties, 
as highlighted by Aven and Zio (2011). More fundamentally, 
there is limited scientific literature on RA applications for 
storm surge barriers, despite their unique combination of 
characteristics: low-frequency operation, substantial hetero
geneity across barriers, and operation in storm conditions in 
hazardous marine environments.

Parts of the method can also be used to set-up or refine 
an RA analysis. Already at the scoping phase, the list of 
PPI’s could be used to determine which types of improve
ments the RA analysis should be able to identify. The pre
sented categorisation can assist in structuring the RA 
analysis, for instance, to define what is considered a compo
nent. In the case study, this was not always clear. 
Furthermore, the method could help in establishing the level 
of detail. With this method, experts can determine in which 
parts of the model more detail is needed to find relevant 
performance improvements. In the case study, for example, 
improving the modelling on common-cause failures was 
identified as the most promising modelling effort.

Expert judgement plays a central role in selecting per
formance improvements, as experts must evaluate both the 
expected increase in performance and the effort required to 
achieve it. Consistent with observations by Kletz (1992), it is 
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expected that expert selection and session design strongly 
influence the resulting top-five improvements. In the case 
study, the reliance on a twenty-year-old RA has biased 
expert judgments. For instance, modifying the software reli
ability model received a low score because experts were now 
aware that this measure had been less effective than antici
pated two decades earlier. Additional case studies are there
fore needed to evaluate the influence of expert selection and 
session structure. Methods such as Delphi (Dalkey & 
Helmer, 1963) or Cooke’s classical model (Cooke, 1991) 
could be explored to obtain more objective results, although 
these approaches may not necessarily address the interdisci
plinary complexity of the present problem.

The scoring method also affects the ranking of identified 
improvements. The Fussell–Vesely Importance Measure 
(FVIM) plays a dominant role in the current approach. 
Alternative importance measures might be informative; 
however, many do not readily apply to groups of failure sce
narios (e.g., the Birnbaum Importance Measure). Even 
newer measures such as the Differential Importance 
Measure (DIM), despite theoretical advantages, may not be 
ideal, as some experts already find the FVIM difficult to 
interpret. Given that the RA includes probabilistic distribu
tions for failure events, incorporating uncertainty impor
tance measures may be valuable. Uncertainty applies not 
only to risk estimates but also to the performance effects of 
improvements themselves. For instance, the benefit of a 
model enhancement is typically unknown a priori. Finally, 
some improvements primarily reduce uncertainty in 
expected probabilities rather than the expected probabilities 
themselves. Ideally, the scoring method would value this 
aspect of these type of improvements as well.

Although the method was demonstrated using a single case 
study, its underlying principles are not specific to the Maeslant 
barrier. The characteristics that motivated the development of 
the screening framework—low-frequency operation, complex 
human-technical interactions, and mixed hardware–software 
dependencies—are shared by storm surge barriers worldwide. 
Consequently, the checklist and screening stages are expected to 
be applicable to other Dutch barriers (e.g., Oosterscheldekering, 
Ramspolkering) as well as the Thames Barrier (London, UK) or 
New Orleans flood control structures (LA, USA). Likewise, the 
method might be valuable for safety-critical infrastructures 
beyond the flood-defense domain such as nuclear power, off
shore energy, and chemical processing.

7. Conclusions

This paper proposes a method to systematically identify per
formance improvements for storm surge barriers using a 
checklist. The method consists of 3 screening stages: one 
desk study and two structured expert evaluations. This 
checklist contains 85 principal performance improvements 
(PPI’s), which were subdivided into eight categories: Model 
conservatism, hardware, common-cause failure, human 
error, software error, maintenance, and operation. This 
checklist was developed based on a literature review, dia
logues with co-authors and Rijkswaterstaat colleagues, 

systematic structuring, and the Maeslant barrier case study 
(in Rotterdam, the Netherlands).

The case study demonstrates that the checklist is, at the 
very least, nearly complete. Together with the screening 
method, it is effective in deriving case-specific performance 
improvements. No additional PPIs were identified in the case 
study, indicating that the steps taken to develop the checklist 
(literature study, dialogues, and systematic structuring) were 
thorough. The process of deriving a top-5 list of case-specific 
performance improvements required two expert sessions of a 
day over a period of one month. In contrast, the historical 
process to derive these improvements required multiple itera
tive steps over a period of several years.

Compared to current methods, this screening method is 
more systematic in finding and selecting performance 
improvements. Especially low-cost performance improvements 
above the component level with little organisational burden 
are more easily found. Although the checklist and its screening 
method were found promising for other barriers, this paper 
contains only one case study, and more case studies are 
required to improve the credibility of the method.

Note 

1. Dormant failure refers to a failure which was undetected 
during normal conditions.
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