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Preface

When | started my graduation thesis journey in February this year, | wouldn’t have guessed
that it would have resulted in the thesis that lies before you. Most projects | had done so far
had - in most cases - a clear beginning and end point in mind. Prior to starting my thesis peo-
ple would tell me that a thesis project is just like any other engineering project on which you
could apply tools and practices used in today’s project management. Although | am usually
very fond of this way of working, | quickly came to the conclusion that this project would be
different.

In the weeks leading up to the kick-off meeting (the official start of the thesis project), | had dif-
ferent discussions and email exchanges with my first supervisor Simon Parkin about potential
thesis topics. At the same time, Damen Naval was interested in measuring the maturity of its
security governance. Trying to formulate a clear project that would be beneficial for Damen
Naval, as well as having a meaningful academic contribution was the final goal. However, this
soon became a balancing act between the different parties involved. My kick-off meeting left
me with more questions and uncertainty than it gave me clarity on how to pursue the project
further.

Although my thesis journey differed from a scoped engineering project, it did make me cope
with challenges and setbacks and also tested my flexibility and perseverance. | remember the
many 'heated’ discussions | had with Simon Parkin about concepts, definitions and the right
way forward. In most cases you were right — or at least convinced me | was 'wrong’. In some
instances, | felt like | came up with something that made sense and continued to work on that
until it reached a dead end again. All in all, those reality checks are part of doing research. It
did remind me of a quote by Albert Einstein (or Socrates before him): “The more I learn, the
more | realise how much | don’t know.”. The endless pursuit of learning and the fact that the
more you know about a concept, e.g. security governance, the more complex it gets and the
more questions arise, is something that | witnessed first-hand. All in all, | am pleased with the
final result and | hope you enjoy reading.

Finally, | would like to express my gratitude to my external supervisor Peter Zaat for his guid-
ance and precious practical insights based on his years of experience. Also, thank you for
familiarising me with Damen Naval and involving me in your role as a security officer. Sec-
ondly, | would like to thank Simon Parkin for his role as first supervisor. Thank you for your
supervision, honest feedback and for always being prepared to free up some time in your
busy schedule. It goes without saying that | also want to express my gratitude to Michel van
Eeten for being chair of my graduation committee and to Geerten van de Kaa for his role as
second supervisor. | appreciate your feedback and advice during the kick-off and greenlight
meeting. At last, my gratitude goes to everyone that was involved in the data collection for this
project. Thank you to each and every one of you for freeing the time and actively participating
in interviews or the group session!

Milan Renne
Middelburg, August 9, 2023



summary

Existing research has shown that due to the increasing digitalization and the adoption of digital
technologies and complex (big) data solutions, along with higher firm-level productivity, comes
a growing and more dynamic threat environment. Organisations rely on data and digital envi-
ronments. These environments enlarge the potential attack surface, as every end-point device
or network node is a potential entry for malicious actors. The (un)intentional insider threat is
also increasingly important for the protection of Intellectual property (IP) and business assets.
Not only the attack surface has grown over the years, but also the consequences of secu-
rity breaches have become more severe. Loss of confidentiality, integrity and availability can
heavily disrupt working practices or even threaten the continuity of organisations. The stakes
for organisational security have therefore never been higher. Current trends in coping with this
new threat landscape are, among others, to increase oversight and ensure strict regulations,
both via internal policy and external regulators. Extant literature also emphasises an increase
in security spending, as well as technical measures to protect business assets.

This paper proposes a framework for determining the maturity of security governance within
organisations. Security governance is concerned with the alignment of business goals on the
one hand and security goals on the other hand, i.e. working productively and working securely.
Good governance would mean that both business- and security goals can be reached without
conflicting interests; preferably even by complementing one another. The research argues
that security governance consists of more than merely technical measures and punitive over-
sight. It also parts from existing views about how more security (spending, measures, policies,
etc,) is better and how security is predominantly addressed in isolation. Instead, security gov-
ernance should be in alignment with 'the business’ of an organisation. This brings forward the
notion of security governance, as the alignment between security policies and business goals.
Literature has found that these two concepts can often be conflicting, as more security in most
cases impacts productivity. Therefore, the concept of maturity is coupled with the research.
Maturity emphasises the alignment between security goals and business goals.

The research adopts both a conventional view of maturity, as well as a social view of maturity.
The conventional view focuses on the effectiveness of security governance. A higher level
of maturity indicates improving one or both of the pillars of governance, i.e. the contribution
to business goals and security goals. This could mean working more productively/efficiently
given certain security policies. Or - the other way around - working more securely whilst also
doing projects efficiently. The social view focuses specifically on the way alignment between
the two pillars of security governance is reached. It acknowledges that not all perceived gover-
nance problems in organisations have a single solution that can be imposed top-down. Instead,
employees in organisations have to cope with different challenges and perceive issues related
to security governance differently. The social view on maturity therefore argues that dialogue
is required between a representative stakeholder group, with different viewpoints and exper-
tise, whereby policies are drafted in concordance.
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By means of a case study at Damen Naval - a large Naval shipbuilding organisation relying
heavily on IP and bound by strict regulations - input was gathered regarding security gover-
nance in three individual security fields: ’access control’, ’data classification, and ’'monitoring
& incident response. Incorporating results from a literature review, individual interviews and
a focus group session, a framework was built with both a conventional assessment of secu-
rity governance and a social aspect of how the alignment of policies (security- and business-
related) can best be reached. The foundation of the framework consists of six dimensions of
security governance:

Organisation-wide security and responsibility/accountability
Risk-based approach

Direction of acquisition and commitment of resources
Conformance with internal and external requirements
Security positive/conscious culture

Security performance measurement/alignment

ok wpn =

These dimensions were used to guide and structure the individual interviews and led to a list of
performance indicators. Each indicator steers on improving security (in terms of policy-setting)
and/or productivity (in terms of contribution to business goals). The research showed that al-
though the security fields were different from each other, most indicators could be applied to
all the security fields, showing that the indicators are generalisable to an organisation-wide
level. The indicators led to practical recommendations for security governance at Damen
Naval. The most important takeaways are to better empower engineers in making decisions
on data classification, as currently engineers feel uncomfortable in doing this due to the neg-
ative consequences of 'under classifying’, which leads to information being classified higher
rather than lower. Also, performance expectations should be clear for employees and addi-
tional hours spent on dealing with security measures should not be absorbed by engineers.
In line with this, more effort should be put into quantifying the total costs of imposed security
measures, both direct and indirect. This will make current security policies better explainable
or address issues that need to be improved.

The final stage of the research aimed at reaching concordance on security governance. This
was researched via a focus group session in which the metaphor of a doctor-patient rela-
tionship about a negotiated treatment plan was used to see whether and to what extent this
relationship would be possible in an organisation such as Damen Naval. Despite the fact
that such a relationship is hard to pursue in a large organisation with multiple stakeholders
as well as being limited in autonomy due to external legislators, the results indicate that con-
cordance would be possible, although on different levels inter- and intra-organisational. Intra-
organisational, this research suggests composing an organisational structure wherein employ-
ees of the business, ICT and security are represented to discuss matters that are related to
security. The focus group session itself proved that this contributed to reaching alignment.
Inter-organisational, dialogue with external regulators should be pursued. Using the frame-
work for security governance and the security performance indicators, potential misalignment
can be determined systematically and a more comprehensive discussion can take place. Fi-
nally, future research could focus on improving the framework to enable a Capability Maturity
Model (CMM) approach and to conduct a similar case study with the inclusion of an external
regulator.
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Introduction

1.1. Background

The World we live in is rapidly changing. This line of text could have been used 100 years ago
and still be true. However, the fast-paced changing environment of today, driven by digitaliza-
tion, truly shapes a 'new’ society beyond comprehension.

The past decades have seen a rapid rise in digitalization, i.e. the phenomenon of adopting
digital technologies in business and society [5]. One way to characterise digitalization is by
the number of connected devices to the Internet of Things (loT). Even though estimates of the
number of 10T devices differ, it is expected that in 2030 over 25 billion devices are connected
worldwide [41, 36]. This is a 300% increase in just a decade.

The fourth industrial revolution, the IoT and big data are disruptively changing the way we live
and the way products and services are designed, manufactured and distributed [73]. Digital-
ization within organisations is associated with higher firm-level productivity in multiple areas
by enabling, improving and transforming business operations through the use of digital tech-
nologies and extensive digitised data [27, 5]. Examples of this are high-speed internet and
Computer Aided Design (CAD), as these have boosted productivity within organisations. Fur-
thermore, The utilisation of Customer Relationship Management (CRM) and Enterprise Re-
source Planning (ERP) have changed both the magnitude and the direction of data flows [27].

Organisations tend to embrace the potential of digitalization, as productivity growth (in)directly
drives economic growth [65]. Estimates are that 49% of the world’s stored data will reside in
public cloud environments by 2025, with the global data sphere growing from 22 Zeta-byte
(ZB)in 2018, to 175ZB in 2025 [57]. Flexibility is also an important factor. Working from home
has never been easier with cloud access and centralised data storage, making it possible for
employees to access data from multiple devices on demand [27]. A digitalized business land-
scape thus characterises increased productivity and flexibility.

The other side of the coin, however, is that digitalization has far-fetched consequences for the
protection of Intellectual Property (IP) and (physical) business assets in general. At the same
time as data and the transfer from endpoint devices to cloud environments have been growing,
cyber threats to these business assets are increasing as well [16]. Information Technology (IT)
security incidents can result in considerable costs due to data loss or system failure, but also
indirect costs. One of which being reputation loss [31].
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1.2. Research problem

In light of the increasing digitalization and intertwined physical and cyber environments, the
stakes for security incidents in organisations, either malicious or unintentional, have never
been higher. Cyber-physical attacks can have far-reaching consequences on an organisation
but also on society [55]. Cyber-physical attacks on organisations may result in a number of
negative business impacts. These include denial of service of computers, theft of intellec-
tual property (IP) and sabotage of the cyber-physical infrastructure [15], resulting in loss of
confidentiality, integrity and availability. Cybersecurity risks do not only come from malicious
external adversaries. The ’insider threat’ is just as important to consider [14]. This can both
be unintentional mistakes from employees but also malicious acts from within the companies’
boundaries [14].

In recent years, security spending has seen a steep rise to try and cope with the increased
threat landscape [28]. Chief Information Security Officers (CISOs) have been appointed by
many corporations and procedures and regulations are more strict than ever before [35]. Or-
ganisations are also bound by regulators and government agencies, as they have become
increasingly punitive in their oversight of security breaches [16, 31].

Against the background of the heightened awareness of the repercussions of security breaches,
organisations seem to prioritise the security of business assets above all else. Security gover-
nance, then, is skewed heavily towards the contribution to security goals instead of the align-
ment between business and security goals. But do all these measures yield the expected
results? The impact these measures have on the productive work of employees within an
organisation or the social challenges and trade-offs these measures bring forward are often
overlooked. This begs the question of whether spending more, implementing stricter regula-
tions and increasing punitive oversight is the right way forward for mature security governance.

There have been attempts at understanding and measuring the security governance of organ-
isations. Most approaches, however, emphasise security policies, i.e. a (set of) document(s)
of how an organisation plans to protect its business assets. All the same, it is possible that
effective security governance entails more than only a plan with a set of security measures.
Due to the greater connectivity and more complex threat landscape, security comprises more
than technical solutions or procedures. It requires an extensive policy that is aligned with
and supported by 'the business’, i.e., an organisation’s core departments/activities aimed at
delivering products and making profit.

1.2.1. Scientific contribution

The scientific contribution this research aims to make is to realise a more holistic view on
security governance, by developing a framework for measuring the maturity of security gov-
ernance within an organisation. Execution of the framework will facilitate organisations in
measuring their security governance performance and how business goals are aligned with
security goals. The framework will also focus on how alignment between these two pillars of
security governance can best be achieved from a social perspective. This parts from existing
maturity frameworks of security governance, as these emphasise technical and organisational
measures.
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1.2.2. Practical significance

Some industries have a higher risk profile as security breaches have more severe conse-
guences on the organisation. Within the naval shipbuilding industry, IP is a valuable asset,
setting a competitive position and guaranteeing a firm’s licence to operate. Espionage, (cy-
ber)attacks and eavesdropping can harm the competitive position and thereby the continuity
of a firm. Heavy regulations bind Damen Naval. The company has its own security policy
to ensure integrity, confidentiality and availability of employees, information and assets [63].
Damen Naval is also very dependent on the work of engineers to develop ships. Employees
need to be empowered to work to the best of their ability. In order to assess to what extent
the security policy is aligned with business goals and the successful delivery of ships, Damen
Naval wants to measure if their security governance facilitates both optimised security and
contribution to business goals. It hopes to determine where their weakest links are in terms of
security governance. Based on data on employees’ thoughts on working practices, trade-offs
they perceive in business and security and issues with current policies related to individual
security fields, consensus can be reached on how to move forward and further improve gov-
ernance within the respective fields.

1.3. Research objective

This research aims to design a framework, i.e. a fundamental structure, for determining the
maturity of security governance within an organisation. The framework considers maturity both
from a traditional role of maturity, as something that is very advanced and developed, as well as
from a socially mature perspective. The former focuses on improving either or both of the two
pillars of security governance: security policies and contribution to business goals. The latter
perspective emphasises that maturity is concerned with the way how alignment between the
two pillars is sought. During the design process of the framework, this research aims to gather
valuable insights about mature security governance and its trade-offs or (mis)alignments, from
employees at Damen Naval.

1.4. Research questions

1.4.1. Central question

What is a suitable framework for determining the maturity of security governance
within an organisation?

1.4.2. Sub-questions

The sub-questions below help structure the research and facilitate answering the central ques-
tion. Sub-question 1 and 3 focus on the conventional maturity of security governance, whereas
sub-question 4 addresses the social maturity of security governance. Sub-question 2 aims to
give an understanding of existing trade-offs in security governance from theory, complemented
by the challenges that employees at Damen Naval perceive.

What are useful dimensions along which security governance can be assessed?
What are trade-offs related to security governance within an organisation?
What are suitable indicators for security governance of security fields at Damen Naval?

How can concordance be reached on trade-offs regarding security governance at Damen
Naval?

howbh-~
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1.5. Damen Naval

1.5.1. About the organisation and its business goals

Damen is a third-generation shipbuilding family business with its small beginnings in 1927
when brothers Jan and Rien Damen started a small yard in Hardinxveld, the Netherlands [30].
A lot has changed since then. From 1969 onwards Damen introduced standardised shipbuild-
ing and in the 80’s it set its goals on the global market [30]. It acquired Royal Schelde (founded
1875) in the year 2000, marking the official start of Damen Schelde Naval Shipbuilding. The
whole Damen Shipyards group consists of 55 companies and 35 shipyards worldwide, with a
turnover of 2.5 billion euros in 2022. Yearly, Damen delivers over 175 ships and its current
employee count is 12.000. Around 1200 of those employees work for Damen Naval. Damen
Naval is the naval shipbuilding division of the Damen Shipyards Group, building and integrat-
ing a variety of Naval ships, ranging from frigates and large custom support ships, to patrol
vessels and RHIBs.

Damen Naval has its launching customer in the Royal Dutch Navy. This means that Damen
Naval closely cooperates with the Dutch Navy and the Ministry of Defense (MOD) to develop
and build innovative projects. The relationship between the Royal Dutch Navy and Damen
Naval is of strategic importance for its continuity. Damen Naval also delivers to EU/NATO
navies and projects outside the NATO/EU frame [18].

Over the past years, the order intake for Damen Naval was lagging. One of the reasons for
this was the budget cut by the Dutch Government in the Navy, preventing any orders from the
Dutch Government for over 10 years. Also, the aggressive international campaign of French
state-owned Naval Group to become the naval shipbuilding leader in Europe sets Damen
Naval in a difficult position. Currently, the order intake and expected projects give a positive
take on the near future [18]. However, Damen Naval needs to carefully select a limited number
of opportunities that contribute to a long-term strategy, as well as understand that the Dutch
MOD is a customer to be conquered and not some actor to whose orders Damen Naval is
entitled without a good sales approach [18].

In its business plan, Damen Naval formulated a vision and mission, accompanied by a set
of goals for the coming years. Their vision, in short, is to be a leading provider of naval
vessels. What the organisation does, today, to become this leading provider of naval vessels,
is described by their mission:

Damen Naval is a client-focused, internationally operating division... We design,
engineer and (manage to) build innovative combatants, auxiliaries and co-design
and co-build expeditionary submarines of excellent quality. Our clients are govern-
ments and navies from around the world. We strive to exceed our clients’ expecta-
tions in terms of quality, innovation, reliability and life cycle costs. By serving the
needs of our clients worldwide and every day, we fight to become a leader in the
open export market for combatants. [18] (p. 9).

This mission requires Damen Naval to deliver ships on time and within budget, with shorter
project delivery times than the competition and manage the integration of the ship’s platforms
and systems [18]. It is also worth mentioning that Damen Naval is prioritising quality over (di-
rect) costs. Due to the quality of its ships, overall lifecycle costs might be lower, but it is not
directly competing on list price.
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1.5.2. Why Damen Naval

Related to the organisation’s goals and mission statement, it is no surprise that Damen Naval
relies heavily on the protection of its assets and IP, as it strives for quality and innovation. The
confidential nature of the products that are made makes Damen Naval an interesting organisa-
tion to conduct a study about security governance. Also, the organisation is bound by heavy
regulations that result in strict policies and security measures. These regulations and policies
have consequences on the labour force as well. A heavily engineering-dependent organisa-
tion like Damen Naval wants to focus on its engineering practices, but because of the strict
regulations and complex threat landscape, there are wicked challenges in terms of security
governance.

Another major reason for choosing Damen Naval as a focal company for the research is the
significant growth of the organisation over the past few years. Due to the increased order
intake and future prospects of large and complex projects, Damen Naval is attracting more en-
gineers and specialists. The sudden growth and requirements for working on complex projects,
resulted in Damen Naval changing its way of working by implementing separated working en-
vironments (standard and restricted), as well as a variety of IT- and engineering tools, such as
a PLM (Product Lifecycle Management) platform. The sudden growth, coupled with a radical
change in the working environment, results in even more challenges for the organisation to
undertake. Security policies need to be updated and aligned with the practices of 'the busi-
ness’. A preliminary exploratory analysis of the organisation showed that employees perceive
security measures as restrictive in conducting their own work. Key issues are the implica-
tions to data classification, the restrictive access control policies and the separated working
environments. The organisation thereby faces a continuous balancing act between working
productively and working securely.

1.6. Fit with MOT

The Master Management of Technology (MOT) at the Faculty of Technology, Policy and Man-
agement of the Delft University of Technology aims to teach students how to use technology
as a corporate resource. Many of the upcoming technologies in today’s society are driven by
digitalization. Therefore, understanding how to best protect these technologies, is an increas-
ingly important aspect of managing technologies. On top of that, the chosen topic of security
governance is also dependent on many different factors and stakeholders, which matches
nicely with the interdisciplinary nature of MOT.

The course inter- and intra-organisational decision-making introduced me to the concept of

'wicked problems’. Wicked problems are characterised by having no straightforward right/wrong
answer or a ’best’ solution. These problems are multi-stakeholders with conflicting agendas

and fading boundaries of disciplines and organisations. This course taught me to look at a

problem from multiple perspectives, e.g., from an engineer, a security officer and a manager.
It also showed how making purely rational or objective decisions can be troublesome, as the

perceptions of stakeholders are important to take into account as well. This was specifically

important for the case study at Damen Naval. Finally, the need to evaluate trade-offs of con-
flicting objectives was one of the motivations to engage in the research project.

Another course that fits well into the research is the course ’leadership and technology man-
agement’. This course considered the topic of organisational change and the factors that
influence this. Security governance also relates to organisational change, because it takes
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into account the whole organisation and requires the support of all stakeholders involved. On
top of that, the first part of the course, about the knowledge economy and the change of organ-
isational structures to be more dependent on ICT, made me realise how important a correct
adoption of digital technologies within organisations is. This also made me more aware of
possible negative consequences of ICT, such as cybersecurity risks, which was one of the
drivers for me to pursue this specialisation track.

Although the specialisation track is not part of the key courses of MOT, it is one of the key tracks
for the specialisations of studies at TPM. The specialisation of cyber security aligns perfectly
with the research. | took a great deal of inspiration from the following courses during this spe-
cialisation. The course 'user-centred security’ taught me, among other things, that 'the user
(or employee) is not the enemy’ and that policymakers, as well as security managers, should
make the policies in such a way that it aligns with the primary tasks of employees, as adher-
ing to security measures is mostly not without costs. This also led me to pursue the concept
of security governance as a more comprehensive alignment between productivity and security.

1.7. Outline

Chapter 2 of this report defines key concepts used in the research and explores dimensions
and maturity models of security governance. It also discusses how security and productivity
is weighed, as well as other trade-offs in security governance. The theoretical framework of
chapter 3 provides a lens for the framing and interpretation of the research results. Next, a
comprehensive overview and argumentation of the research design is given (chapter 4), fol-
lowed by the results section in chapter 5. The results include the analysis of the individual
interviews and the extracted security governance performance indicators. The analysis of the
focus group session is presented afterwards. The results section ends with a visualisation of
the framework and a short description. The results section is decoupled from the interpretation
of the results, which is discussed in chapter 6. The discussion chapter also mentions some
limitations of the study and proposes a few directions for future research. The final chapter
presents the overall conclusion and gives recommendations for Damen Naval to improve its
security governance.



Literature review

This chapter presents the literature review for this research. First, the key concepts of this
study, both delineated and in relation to one another, are carefully defined in section 2.1.
Next, dimensions of security governance are explored based on a comparison of previous
literature reviews, as well security governance frameworks and ISO standards, with the aim of
extracting dimensions for security governance to base the maturity protocol on (section 2.2).
Chapter 2.3 defines what maturity models are and explores extant literature on maturity mod-
els for security governance. The section also relates the definition of maturity from section 2.1
to existing maturity models, to understand if there are applicable models available.

2.1. Key concepts

2.1.1. Security

Security - and its derivatives - is a term widely used in literature, but its definitions and inter-
pretations of what constitutes security vary widely. Dictionaries do not even agree with the
definition of the basic notion of security [61, 21]. What most definitions have in common is that
it entails the protection of someone or something against harm or non-desirable outcomes.
Security and safety are also frequently mistaken for each other. Security is concerned with
harm due to intentional acts whereas safety is the protection against unintended risks.

The basic notion of security does not distinguish what is to be protected against harm. This
can be a person, organisation or object, both physically and digitally. On top of this basic
definition, security is always involved in some sort of risk or threat assessment, in order to
determine the level of protection against harm. In recent years, many derivatives of security
became popular, such as cyber security and digital security. According to Cisco [13] "Cyber-
security is the practice of protecting systems, networks, and programs from digital attacks”
('What is cybersecurity’, para 1.). Comparable definitions are given by online dictionaries, as
well as scientific literature [25, 11].

These definitions might seem to narrow down what security constitutes, but in today’s highly
digitalized cyber-physically converged society, this is not the case anymore [11]. Mullet, Sondi,
and Ramat [52] argue that cybersecurity is not limited to technical subjects and is not only
applicable to the IT domain. Their research states that:

» Cybersecurity involves all stakeholders within and across companies, not only the IT
department [52].
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» Cybersecurity is not restricted to the virtual world, but has involvement of the physical
world by humans and physical infrastructure [52].

Considering the additional propositions of cybersecurity by Mullet, Sondi, and Ramat [52] and
the consensus on definitions by Cains et al. [11], the definition of security as protecting some-
one or something against harm or non-desirable outcomes is still relevant. For organisations,
'the something’ can be defined as ’business assets’ and 'the someone’ will comprise employ-
ees and clients, as well as other people that may be affected by harm. Harm to business
assets can be a variety of things: loss of money, downtime of machines or IT/OT infrastruc-
ture [15, 55]. Business assets in today’s era are attacked more and more via 'the someone’,
therefore making the protection of employees vital for business continuity.

Harm to business assets may result in an organisation losing the confidentiality of IP and being
deprived of its license to operate due to loss of reputation. For our definition, the discontinuity
of business is the greatest harm to an organisation. However, one could argue that even
greater harm would be the impact on society as a consequence of losing IP or an attack on
business assets in general. 'the someone’ in the definition, therefore, also comprises people
impacted by attacks on an organisation. To conclude, the definition of security for this research
is the protection of business assets and people against harm.

2.1.2. Security governance

Governance, in general, is "the act or process of governing or overseeing the control and di-
rection of something” [49]. Applied to security, this would mean: overseeing the control and
direction of protecting business assets and people against harm. Despite the fact that this is
a clear and understandable definition of security governance, existing literature has different
interpretations of the term.

In the past, security governance was seen more as a subset of IT governance, with a focus on
technical details and - often - obstructive security controls that hampered business productivity
[60, 2]. This tends to neglect the modern security governance definition of alignment with
security policy and business objectives [2].

In order to steer away from this subset of IT governance definition, Schinagl and Shahim [60]
covered some key areas of 'improvement’ over traditional security governance:

continuous and resilient approach to security instead of a preventive approach;
collaborative top-down security function, instead of bottom-up isolated security;
supportive of business innovations instead of obstructive security controls;
board commitment over operational security;

governance is focused on business risks that impact strategy, instead of a focus on
technical details [60].

o bk wbd=

In line with the areas mentioned above, security governance is best defined as the alignment
between security policies and business objectives of the organisation [2], instead of merely
overseeing the control and direction of business assets, arguably mostly done from an IT per-
spective. According to this definition, both the security policy and the business objectives of
an organisation need to be defined and understood, before alignment can take place. The
security governance structure is unique for every organisation [51]. Depending on the specific
business objectives and the security policy of an organisation, specific security governance
objectives and dimensions can be derived.
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The security governance areas in the list by Schinagl and Shahim [60] also include a top-down
approach as well as top-management engagement, with security governance seen as a strate-
gic issue, rather than just the responsibility of the IT department [43]. Be this as it may, these
points were only included to give a better understanding of how modern security governance
is or preferably should be executed. The improvement areas are not considered part of our
basic definition of security governance, as adding adjectives to the basic definition only hints
at what constitutes 'good’ security governance.

2.1.3. The conventional view on mature security governance

Both Mettler, Rohner, and Winter [50] and Lasrado, Vatrapu, and Andersen [46] use the fol-
lowing definition by the Oxford dictionary of ‘'maturity’ in their respective papers: ‘the state of
being complete, perfect or ready” [50] (p.334). At first sight, this might look like a probable
definition of the term. However, being complete and perfect is very hard to achieve in practice
and only strived for in real-life situations.

To make this clear, consider the coupling of maturity with security. Given the basic definitions
we proposed thus far, combining maturity with security would mean as much as 'the complete
and perfect protection of business assets and people against harm’. This would mean that
mature security would be perfect in the sense that business assets and employees are com-
pletely protected against harm. In its turn, this could imply that no more risk is left as perfect
protection would theoretically indicate a zero possibility of harm.

In addition to the discussion that one could argue if 'zero-risk’ is even possible [12], another
important factor is that realising (near) zero-risk is costly and directly affects other practices,
such as usability and productivity. This is usually described as the “security trade-off’ and is
closely related to security governance.

Maturity is better characterised by “a very advanced or developed form or state” [21], instead
of something that is ’perfect’ and ‘finished’. Mature security would then relate more to the con-
tinuous development of security, which is in line with a definition by Cains et al. [11]. Mature
security governance, in its turn, would relate to the continuous development or improvement of
either or both business goals and security policies. Governance is then improved, if, for exam-
ple, security policies are improved upon without hampering the productive flow of employees
within an organisation. The other way around, governance is improved if working practices are
made more productive without this negatively affecting security policies. This definition can
be considered as the 'conventional or traditional’ way of looking at maturity. It entails advanc-
ing and improving but acknowledges that a ’perfect or complete’ state may never be reached
considering the complexities underlying security governance and the state of uncertainty.

2.1.4. The social view on mature security governance

Another view on mature security governance is more socially oriented. This view acknowl-
edges that for wicked problems and highly complex topics, maturity is not so much about
finding the absolute truth or a perfect solution. Instead, it emphasises social relations and
stakeholder dialogue to consider expertise and opinions that build up towards a supported
optimised solution.

Within an organisation, maturity for security governance is about being able to discuss openly
what the 'right’ way forward is for an organisation and how the security policy best aligns with
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the business goals. This might impact an individual department or employee more than it
would impact someone else, but overall consensus has to be reached on what is the most
beneficial for the organisation as a whole. The maturity of humans can be a perfect metaphor
for this line of reasoning, as with age, people become more conscientious, responsible and
agreeable (socially mature). Compared to infants, adults can make more informed decisions
and arrive at a consensus about conflicting interests more easily [58]. Just like society expects
adults to come to a consensus in discussions more easily than infants, the same applies to
maturity within organisations.

Within organisations, different employees, with different roles and from different departments,
all have their own priorities and objectives. Overall, their objectives (hopefully) contribute to
the business goals of an organisation. However, more often than not, business objectives can
conflict.

"Systems are particularly prone to failure when the person guarding them is not
the person who suffers when they fail” [3] (p.610).

This quote by Anderson and Moore [3] explains how the lack of ownership over a problem and
misaligned incentives can result in 'failed systems’. Even though this statement originates
from industry, the same is applicable to the boundaries of a single organisation. Incorporating
expertise and input from a representative stakeholder group may prevent these ‘failed sys-
tems’ and therefore contribute to socially mature security governance. The highest notion of
social maturity for this research is achieved when concordance is reached in the alignment
of security policies and business objectives. Contrary to compliance, concordance aims to
achieve a negotiated policy among all representatives of an organisation, drafted in dialogue
and with multi-actor expertise, instead of being imposed upon a single actor (group), such as
a security department.

2.2. Dimensions of organisational security governance

In order to come up with a framework for measuring the maturity of security governance, direc-
tion is needed as to what it is that is measured. A firm’s governance structure is or should be
unique to its objective and performance goals, as was discussed earlier in the definition of se-
curity governance. Be this as this may, organisational security governance usually comprises
similar dimensions and fundamental objectives. This chapter aims to derive these fundamen-
tal dimensions and objectives. It builds upon previous literature reviews related to security
governance dimensions by Mishra [51] and AlGhamdi, Win, and Vlahu-Gjorgievska [2].

Extant literature consists of a wide variety of security governance frameworks, best practices,
models and objectives. It is worth mentioning that there are a number of overarching (infor-
mation) security standards, norms and frameworks available within the industry. The most
renowned are COBIT 5, ISO/IEC 38500 and ISO/IEC 27014 [72]. 1SO 38500 is an interna-
tional standard for IT governance, based on six principles [72]. It mostly sees IT as a means
for meeting organisational objectives. Another renowned standard is ISO 27014. This stan-
dard is aimed more specifically towards organisational security governance of IT and is part
of the ISO 2700 series. The standard hosts six individual objectives:

1. establish comprehensive (organisation-wide) information security;
2. adopt a risk-based approach;
3. set the direction of investment decisions;
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4. ensure conformance with internal and external requirements;
5. foster a security-positive culture;
6. ensure security performance meets current and future business goals [39, 72].

The first objective also states in the standard that activities concerning physical and logical
security should be closely coordinated [39]. This is an interesting description, as even though
the standard is concerned with IT governance, the physical aspect is not overlooked. This is
a pitfall of many IT security governance approaches. The second objective determines the
acceptable level of risk appetite of the organisation [39]. Objective three sets the direction
of acquisition, including adopting new technologies and investment activities. The fourth ob-
jective is especially important for Damen Naval, as the company is bound by strict external
regulations. Objective five aims to create and maintain a security-positive culture. The final
objective means that the security structure of the organisation is fit for purpose. This entails
monitoring and auditing [39].

The COBIT (Control OBjectives for Information and related Technologies) framework consists
of five domains. The framework is particularly useful for the alignment between IT governance
and business objectives, but it lacks convergence towards security governance. However, the
COBIT 5 for information security is more useful in this regard. It builds on the COBIT 5 frame-
work but is more practical and converged towards information security. The five main domains
of COBIT 5 information security are given in table 2.1. The fifth domain: the separation of gov-
ernance from management, requires more context. COBIT 5’s view on this is that governance
concerns itself with setting the direction of a security governance framework, as well as mon-
itoring and evaluating performance. Management is the executable branch that plans, builds
and runs activities in alignment with the direction of the governance body [37]. This is in con-
trast to 1ISO27014, which doesn’t mention such a separate structure. Instead, the emphasis
within ISO27014 lies on implementing information security and risk management across all
levels of an organisation, as a part of the overall business strategy.

AlGhamdi, Win, and Vlahu-Gjorgievska [2] extracted a number of critical success factors for
an information security governance framework. These success factors were later combined
into domains based on their objectives and traits. The seven domains are: ’responsibility and
accountability’, 'awareness’, ‘compliance’, 'assessment (auditing)’, 'measurement’, reporting’
and 'monitoring’ [2]. Interestingly to note here is the definition used for compliance: "Com-
pliance represents a balance between the organisation’s objectives and information security
policies and procedures to provide the maximum level of protection for the organisation” [2]
(p. 12). This is a shift from the older definition used and implemented within organisations
as the adherence of employees to the security policy. The definition by AIGhamdi, Win, and
Vlahu-Gjorgievska [2] already takes alignment with business goals into consideration.

Another domain that is crucial for the research is the domain of ‘'measurement’, as this is
strongly related to the maturity of security governance. The paper even mentions how differ-
ent studies have suggested techniques for measuring the maturity level of an organisation’s
security governance [2]. Even though no best-fit measure was proposed, security awareness,
culture and employee commitment were among the most used measures for security gover-
nance maturity [2].

Mishra [51] extracted six fundamental organisational security objectives that are theoretically
grounded and value-based, i.e. incorporating values of individual organisational members.
The objectives are as follows:
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ensure a corporate controls strategy;

establish a control-conscious culture;

ensure clarity in policies and procedures;

ensure regulatory compliance;

ensure continuous and iterative control assessment;
ensure responsibility and accountability. [51]
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The security governance objectives above have much in common with the six objectives of
the 1SO27014 standard. Regulatory compliance is similar to conformance with internal and
external requirements. A control-conscious culture has a direct relation with a security-positive
culture. Also, a continuous and iterative control assessment, as well as clarity in policies and
procedures, can be compared with the assurance that security performance meets current
and future business goals. Finally, a risk-based approach, setting directions of investment
decisions and organisation-wide security (objective 2, 3 and 1 of ISO) can all be related to a
corporate control strategy (objective 1 [51]).

Gashgari, Walters, and Wills [29] propose a security governance framework based on a num-
ber of security governance success factors. These success factors were combined into a se-
curity framework of five overarching security governance areas: ’strategic alignment’, ’perfor-
mance measurement’, 'value delivery’, 'risk management’ and 'resource management’. Again,
all of these security governance areas can be related to the objectives for effective security
governance of the previous papers. Even though the names of these security governance ar-
eas are different, the underlying security governance success factors are similar to the other
dimensions discussed earlier [39, 38, 51, 2].

The final approach to security governance dimensions included in this review is proposed by
Westby and Allen [68]. The paper describes eleven characteristics of effective security gover-
nance. Opposed to the other frameworks, this paper comprises of more characteristics for ef-
fective security governance. This does not necessarily mean that the level of detail is different
or that the other papers/standards 'missed’ essential dimensions. Most of the characteristics
can be included in the dimensions of other frameworks. The characteristic ’accountability of
leaders’ mentions that leaders or management are accountable for security [68]. This might
imply that role-accountability in other layers of an organisation is not needed. More recent
studies about security governance departed from this statement and consider accountability
for parts of security to be part of every employee’s role [39, 2]

After careful analysis of the objectives, factors or key principles within the reviewed literature,
table 2.1 was drafted to compare the different dimensions with each other. Even though some
papers have addressed security governance dimensions as objectives, or vice versa, the list
only comprises dimensions/factors, i.e. without describing a specific preferred state of the di-
mension within security governance. This led to the wording of some of the dimension being
changed slightly (e.g., the objectives by Mishra [51]). At first sight, this might be perceived as
altering definitions. However, the terms were changed within the context of the initial papers
and their definitions remain intact. The conversion to the security governance dimensions
in table 2.1 facilitated a better comparison between the domains. This comparison revealed
overlap as well as support for most of the security domains.
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Table 2.1: Existing approaches to security governance dimensions

Source Security governance dimensions

Organisation-wide information security

Risk-based approach

Direction of investment decisions

Conformance with internal and external requirements
Security-positive culture

Security performance alignment to current and future business goals

27014 ISO/IEC [39]

Responsibility and accountability
Awareness

Compliance

Assessment (auditing)
Measurement

Reporting and monitoring

AlGhamdi, Win, and Vlahu-Gjorgievska [2]

Corporate controls strategy
Control-conscious culture

Clarity in policies and procedures
Regulatory compliance

Continuous and iterative control assessment
Responsibility and accountability

Mishra [51]

Conformance with stakeholder needs
Enterprise-wide security
COBIT 5 security ISACA [37] Integrated framework
Holistic approach
Separation of governance from management

Strategic alignment
Risk-based approach

Gashgari, Walters, and Wills [29] Resource management
Performance measurement
Value delivery

Enterprise-wide security

Accountability of leaders

Security as business requirement

Risk management

Roles, responsibilities and segregation of duties
Enforcement of security in policy

Level of resources committed

Staff awareness

Planned, managed, measurable and measured
Reviewed and audited

Westby and Allen [68]

In order to better grasp the relations between the security governance dimensions, table 2.2
was drafted. This table compares the security dimensions of 1SO27014 with the other ap-
proaches to security governance. The ’x’ in the table shows which individual dimensions of
ISO27014 relate to the dimensions of other literature. 1ISO27014 was chosen as this ISO stan-
dard is most applicable for security governance principles and it is part of the ISO27000 series
that is widely adopted in extant literature [2].

Almost every security governance dimension could be linked successfully to a domain of
ISO20714. Three dimensions were not linked to either of the dimensions: 'Clarity in policies
and procedures’, ‘separation of governance from management’ and 'accountability of leaders’.
The first dimension didn’t fit any of the dimensions as it is arguably on another level compared
to the other characteristics. Clarity in policies and procedures could be a characteristic of
security performance alignment. Prior to alignment, clarity is needed as to what it is that is
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being aligned. Security performance is also dependent on the right policies and procedures.
Separation of governance from management is not linked to any of the security governance
dimensions, as the definition is not shared with the organisation-wide security governance
approach [68, 39, 51]. Higher management should have a leading role in promoting and sup-
porting security governance, but the separation of governance from management by ISACA
[37] is not specifically agreed upon in existing literature [39, 2]. The same can be said about
the accountability of leaders. Even though leaders should be accountable for security, so does
everyone else within an organisation. Falling back on the paper by Anderson and Moore [3],
shared accountability is needed in a good functioning organisation.

Apart from the three ’outliers’ all other dimensions were coupled to the dimensions of the ISO
standard quite easily. Some dimensions were straightforward to link, e.g. ‘organisation-wide
security’. It should be noted that dimensions like ’accountability and responsibility’ were also
added to this dimension, as to quote the description of the dimension by ISO/IEC [39] "respon-
sibility and accountability for information security should be established across the full span of
an entity’s activities” (p. 5). Other dimensions had overlap between multiple ISO dimensions,
e.g. ‘corporate controls strategy’ for 'risk-based’ and 'direction of acquisition’ dimensions. This
can be explained by the fact that corporate controls strategy requires conducting risk assess-
ments [51], particularly for acquisitions and investment decisions [39].

Table 2.2: Similarities of security governance domains to ISO27014

Similarities to 1ISO27014

Source Security governance dimension
e . Direction Conformance Security- Security
Organisation- Risk- . .
. of with conscious performance
wide based . . .
acquisition requirements culture alignment
27014 ISO/IEC [39] Organisation-wide information security X
Risk-based approach X
Direction of acquisition X

Conformance with internal
and external requirements
Security-positive culture X
Security performance alignment

to current and future business goals

AlGhamdi, Win, and Vlahu-Gjorgievska [2] Responsibility and accountability X X
Awareness X
Compliance X
Assessment (auditing) X
Measurement X
Reporting and monitoring X

Mishra [51] Corporate controls strategy X X
Control-conscious culture X
Clarity in policies and procedures -
Regulatory compliance X
Continuous and iterative control
assessment
Responsibility and accountability X X

COBIT 5 security ISACA [37] Conformance with stakeholder needs X
Enterprise-wide security X
Integrated framework X
Holistic approach X X X X
Seperation of governance
from management

Gashgari, Walters, and Wills [29] Strategic alignment X
Risk-based approach X
Resource management X
Performance measurement X
Value delivery X

Westby and Allen [68] Enterprise-wide security X
Accountability of leaders -
Security as business requirement X
Risk management X
Roles, responsibilities
and segregration of duties
Enforcement of security in policy X
Level of resources committed X
Staff awareness X
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In the final analysis, the explored security governance dimensions from the different sources
have much in common. Even though the phrasing of individual terms may differ, most of
the analysed literature on security governance addresses comparable dimensions. Overall,
ISO27014 was used to compare the other selected dimensions. Based on this norm and the
similarities and phrasing of the other sources, a list with the following dimensions was chosen
for the key security governance dimensions for this research:

Organisation-wide security and responsibility/accountability
Risk-based approach

Direction of acquisition and commitment of resources
Conformance with internal and external requirements
Security positive/conscious culture

6. Security performance measurement/alignment
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These dimensions of security governance are especially relevant for the further stages of the
research, as they delineate what security governance comprises as well as give guidance on
structuring the results of the case study.

2.3. Maturity models for security governance

2.3.1. Common characteristics of maturity models

In the extant literature, a recurring approach to measuring maturity is by utilising some form
of a maturity model. Building on the definition of maturity, as an advanced or developed form
or state, a maturity model would be something that identifies the level of advancement and
development. It is important to note here that this definition is about maturity in general, but
does not specifically align with our definition of mature security governance in chapter ?7?.

Mettler, Rohner, and Winter [50] proposes six basic components of maturity models:

A number of maturity levels (usually between 3 and 6);

a descriptive label for each level such as initial, repeatable, etc.;

a summary on a generic level of the characteristics corresponding to the maturity level;
dimensions or process areas for each maturity level;

specific elements or operationalised constructs to be performed at each maturity level;
6. a description of these elements or operationalised constructs.
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Even though these basic components give some direction to what a maturity model consti-
tutes, plenty of maturity models have been developed over the years. Some models are more
practical in nature, whilst others focus more on the normative aspect of what maturity should
be [46]. In order to be able to get a better understanding of the different maturity models in
existing literature, as well as being able to reuse and compare them, Mettler, Rohner, and
Winter [50] came up with a classification system for maturity models (oriented at information
systems). According to this classification system, maturity models are mapped based on gen-
eral model attributes (such as name, addressed topic and origin of the model), the type of
maturity model design and the use of the maturity model (for self-assessment, auditing or as
a practical tool for development).

A research paper by Lasrado, Vatrapu, and Andersen [46] identified three basic worldviews of
maturity models, that correspond with the classification system by Mettler, Rohner, and Win-
ter [50]. The first worldview portrays maturity as a normative theory for a single focal actor
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to pursue a state of being mature. The second proposed worldview characterises a maturity
model as a best practice guide. The third worldview of maturity models is concerned with
inter-organisational bench-marking. This research would be most suited to incorporating the
second worldview on maturity models, as it is not only interested in the normative aspect of
maturity within an organisation, i.e. what an organisation should do to develop and advance,
but also about how it is currently doing and what is needed in practice. The third worldview is
not applicable to the research as this view is limited to bench-marking maturity across organi-
sations.

The most renowned type of maturity model that adheres to the second worldview is the Capa-
bility Maturity Model (CMM). CMM originates from the late 1980s, when it was developed by
the Software Engineering Institute (SEI). The widely adopted initial model of CMM consists of
five maturity levels, from level 1 to level 5: ’initial’, 'repeatable’, 'defined’, ’'managed’ and ’op-
timizing’ [54]. Despite the initial model being used for software development, it was adopted
by many other fields and research areas [1, 56, 69]. Based on the basic components of a
maturity model by Mettler, Rohner, and Winter [50] and insights from the ISO/IEC 15504, a
CMM could look like figure 2.1.
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Figure 2.1: CMM design

2.3.2. Maturity models for the security domain

Despite the fact that CMM is a renowned model that has had many successfully implemented
derivatives over time, the implementation in the security domain is limited [42]. Most of the
CMM approaches that are adopted in the security domain are focused on the information
security field. Some of the key CMM-based security maturity approaches are The Cyberse-
curity Capability Maturity model (CM2) [6], Systems security engineering CMM (SSE-CMM)
[69], Electrical Subsector Cyber Security Capability Maturity Model (ES-C2M2) [1], IT capabil-
ity maturity framework (IT-CMF) [42], Cyber Security Capability Maturity Model (CSCMM) [22]
and the Cybersecurity Capability Maturity Model (C2M2) [24].

These specialised variants of the original CMM developed by SEI are useful for specific do-
mains, but the 'source’ model needs to be broadly applicable [54]. The sweet spot would be
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to have a broadly applicable model that is suitable for tailoring to specialised domains, e.g. a
security field within Damen Naval. Let’'s consider the advantages and drawbacks of some of
the specialised CMM approaches first.

Although building upon the initial CMM framework, CM2 is an inter-organisational model as it
serves as a basis for comparative assessment across organisations and enables cross-border
collaboration [6]. The goal of the model is to achieve sustainable security advantage, follow-
ing a 5-factor model consisting of 'capabilities’, 'technological development’, 'Threats’ and
'vulnerabilities’. These factors are the basis for the proposed maturity indicators. The way
these indicators are filled in, describes the corresponding maturity level [6]. An advantage of
this model is its comprehensive view of security, taking into account external factors and the
environment as well. Also, the zero to five stages of CM2 are related to stages of human devel-
opment (prenatal, infant, child, adolescent, adult and sage) [6]. This aligns with our definition
of maturity. A pitfall of this approach is that the model merely hints at what a respective level
would entail. On top of that, the maturity indicators are more focused towards the execution
of operational and technical measures of security, as opposed to the governance thereof.

Alternatively, the ES-C2M2 is highly operationalisable but is more focused towards cyberse-
curity. It constitutes of 10 domains of cybersecurity, with each domain consisting of specific
objectives. Each objective, in turn, comprises multiple practices [1]. What is interesting about
this model is that the maturity indicators are assigned at the level of practice, instead of at
a higher level. This enables measurement at a detailed level and gives much more detailed
information to determine a maturity level. ES-C2M2 only utilises three maturity levels (exclud-
ing level 0). A general higher level can only be obtained if all domains are scored on the
corresponding maturity level. Prior to this, all objectives for a specific domain should score
the same maturity level. Before doing so, all practices for a single objective should score the
right maturity level. This bottom-up approach enables practitioners to work their way up and
systematically improve the maturity of an organisation.

To conclude, ES-C2M2 has many favourable characteristics and positions itself as the best-
suited model for maturity capability. The structure of the maturity model facilitates high appli-
cability to multiple security domains, and, at the same time, goes in-depth to a practice level.
The only downside of this model is - in line with the other security maturity models - that it
is concerned with improving the security performance of an organisation, but not necessarily
with the governance, i.e., the alignment between business goals and security policy.

2.3.3. Maturity models for security governance

Opposed to maturity models for security, maturity models for security governance are ex-
pected to include alignment between business goals and security policy. However, these
models are even more scarce than the security maturity models.

One of the few approaches to a maturity model for security governance is provided by Bruin
and Solms [9]. The five components are: 'capability’, ‘contingency’, 'capacity (building)’, 'con-
formance’ and 'threat’. These components together form the dashboard or overarching secu-
rity governance model. Each component that is based on other maturity models is subdivided
into three categories: 'people’, ‘processes’ and 'technology’.
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Subdividing into the three categories makes it easier to relate the individual components to
one another. Maturity is assessed on a four-level scale. One of the benefits of this model is
the comprehensive and systematic assessment of maturity, as well as integration of the ’hu-
man’ side of security governance. The downside of the model is the lack of 'physical’ aspects
of security governance and its emphasis on cybersecurity. In another paper by De Bruin and
Solms [19], cybersecurity was defined according to 27032:2012, i.e. as part of IT security. The
paper does not mention any physical aspects of security, which is necessary for the research.
Furthermore, the maturity levels of the 'people’ category are formulated in a very high-over
manner, making it difficult to apply in an organisation.

Maleh et al. [48] took on another approach to (cyber) security governance. Their capabil-
ity maturity framework consists of five governance capabilities: ’Information security, gover-
nance strategy and metrics’, 'technical asset security management’, 'information service/sys-
tem/data security management’, 'vulnerability and risk management’ and ’information security
governance, control/compliance/continuity management’. These overarching capabilities are
decomposed into 21 objectives for security governance [48]. Each of the 21 objectives is as-
sessed based on a number of questions that result in a five-level maturity scale.

The maturity scale itself was made specifically for governance on security. It takes into ac-
count the alignment between business and IT (security), risk appetite and it includes physical
environment security [48]. Compared to security-centred CMM, this maturity model is better
suited for the research. Even though the top-level governance capabilities do not exactly align
with the chosen dimensions of security governance of chapter 2.2, many of the objectives and
the related maturity scale do fit the selection of security governance dimensions.

2.3.4. Limitations of current CMM approaches

The literature review on existing CMM approaches showed that only a few maturity models
are concerned with governance, as the majority focus on security policy. Those models con-
cerned with security policy emphasise 'technical’ solutions by suggesting implementing more
security measures and attaining more personnel [35]. Also, CMM approaches view security
through a specific lens, mostly from an |(C)T perspective. Even though security, nowadays is
much more digitalized, it is also still concerned with physical aspects and human behaviour.
Finally, security models often focus on a single department of interest (documentation, design
of software, auditing of procedures, organisational awareness, etc.) [70].

The handful of papers of CMM related to security governance specifically does include the
alignment of security policy and organisation-specific goals. A pitfall of the paper by Bruin and
Solms [9] is the lack of actionable measures. This makes it hard to operationalise within the
context of a specific organisation. The paper by Maleh et al. [48] is easier to operationalise
and better suited for the research. The highest level of maturity (level 5 - optimized) states
the following: “Maturity reflects an information security strategy that is regularly aligned to
business and IT strategies and risk appetite across the business ecosystem.” [48] (p. 228).
This definition comes close to our definition of (mature) security governance, but it does not
specifically mention concordance between stakeholders about this alignment. It does state
that “Information security policies and standards are periodically reviewed and revised based
on input from the business ecosystem.” [48] (p. 228). If revising the security policy is con-
cerned with the active participation and cooperation of the business, is unclear. Be this as it
may, this paper is the best representation of a maturity model for security governance, that
can be applied to the research and is therefore taken into consideration.
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2.4. Trade-offs in security governance

Security governance was defined as the alignment between security policy and business goals,
with the maturity of security governance being about reaching concordance with this alignment.
Before exploring trade-offs related to security policy and business goals, it is worth mention-
ing that - in practice - business goals are not always aligned with the security policy, just as
individual departments are not always keen on putting business interests first at the cost of
their own department. To delineate further, even within departments there can be conflicting
individual interests.

These conflicting interests can be troublesome for business operations. Ideally, employees
work towards a common overarching business goal or objective. The ’higher’ the objective,
the more generic its statement becomes. Many employees perceive these overarching busi-
ness objectives as vague. This often results in employees preferring more specific objectives
to work towards, such as project-specific goals or interests of a department. Consequently,
employees encounter trade-offs in their work.

One of the chosen dimensions of security governance is 'Direction of acquisition and com-
mitment of resources’. Setting the direction of acquisition, making investment decisions and
committing the proper resources to this (e.g. time, expertise, money, etc.), involves trade-offs.
“In government, resources are usually finite and decision makers must be aware of the trade-
offs implicit in decisions they are making” [45] (p. 4). Usually, this is a trade-off in terms of
multiple risks, i.e., investing in a tool for encryption or strengthening the user awareness pro-
gram. This shows why management should have a clear acquisition strategy that is aligned
with organisational objectives [39].

Another interesting trade-off related to compliance in security governance is choosing between
rules and principles. Gulzar and Kopcho [32] recommended this as ’just enough governance’
which aims to leverage competence and context by the decision-maker instead of rigid (en-
forced) compliance. A rule in security governance could be: 'the security officer is responsible
for internally controlling the classifying of information’. A counterpart principle for this would
be: 'Everyone within the company understands the need-to-know principle and strives for the
integrity of our information.” The trade-off here is that steering too much on principles alone
might cause 'misinterpretation’ of principles by employees. Rules are - if constructed SMART
- clear and rigid. Conversely, rules can easily become outdated or too rigid. Especially for
organisations operating in a fast-changing environment [32].

Yet another trade-off is knowledge sharing vs. information protection. this trade-off becomes
increasingly important with the reliance on IP and better-digitalised working environments. El-
liott et al. [23] describe in their paper how access to and communication of information fosters
innovation and overall working productivity, but organisations are also wary of information leak-
age. Therefore, organisations restrict employees’ access to information [23]. This could go as
far as having completely separated working- and project environments, both digitalized and
physical.

Apart from the trade-offs described above, there are many more trade-offs related to security
governance. Even those that are not inherently concerned with governance on security can be
applied to the research. Buytendijk and Willemsen [10] composed a list of ethical dilemmas
within organisations. Many of these dilemmas can be projected on security governance as
well. The most relevant dilemmas are described below and applied to security governance:
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» Accessibility vs. Security: data needs to be easily accessible by employees and
preferably by anyone who needs to have access. However, having information easily
accessible also increases the risk of information falling into the wrong hands.

» Security vs. Privacy: privacy is often looked at from the perspective of a consumer.
However, privacy is also relevant for company security policy. One example of this is
the level of monitoring that is done on employees, both via IT systems and physically.
In terms of security, more monitoring would give a better indication of the threat environ-
ment and enables tracing potential breaches in the early stages. Extensive monitoring,
also impacts the privacy of employees as every (digital) step gets logged.

» Transparency vs. Secrecy: transparency is needed in a well-functioning organisation.
In terms of security governance, employees will want to know what is going on, what to
look out for, best practices and issues from earlier projects. In contrast to this, sharing
everything openly might expose vulnerabilities and put the organisation at risk.

* Getting it out vs. Getting it right: Acquiring and rolling out solutions in a timely manner
is important, but so is quality [10]. Especially in terms of the security of products and ser-
vices. Insufficient (security) tested products or services can have serious consequences
on an organisation. In many organisations, decisions are made that are profitable (or
necessary) in the short-term. However, these decisions might have long-term risks. An
example applied to security governance is the use of VTC (Virtual TeleConference) as
this is easier to communicate with partners. This does bring forward an additional secu-
rity risk that in the long run can be significant.

Even though the term dilemma is used, in many instances, choosing either one is not choos-
ing out of two inherently ’bad’ alternatives. Similarly, the decision is in most cases not binary.
Taking the last 'dilemma’ as an example, getting a product or service on the market fast and get-
ting the product on the market validated/verified, is something that is usually done in tandem.
However, both cannot be pursued with full commitment, as one impacts the other. Therefore,
these dilemmas are better-called trade-offs. Setting a trade-off slider indicates what side of
the slider one prefers to be.

If we look closer at some of the dilemmas that were described, some fundamental character-
istics can be derived. Hollnagel [34] argued that these are ’Efficiency’ and 'Thoroughness’'.
Together these form the so-called ETTO principle: ’the fact that people (and organisations)
as part of their activities frequently have to make a trade-off between the resources (primarily
time and effort) they spend on preparing to do something and the resources they spend on
doing it” [34] (p.1).

The ETTO principle states how people and organisations make a choice between being effec-
tive and being thorough. It is rarely possible to maximise both at the same time [34]. However,
it is possible to pursue both to a certain extent. Using the example of getting a product/service
to market, the emphasis might lie on effectiveness, i.e. getting output as fast as possible. This
will impact the thoroughness, as there is less time to check and test everything. This principle
can be applied to other use cases as well.



Theoretical framework

Security governance is becoming more important as the threat landscape organisations find
themselves in gets more complex. There is a need for measuring the effectiveness and matu-
rity of this governance. The literature review of chapter 2 carefully defined the key concepts
central to this study and explored the dimensions for security governance and the maturity
thereof.

This chapter provides a lens for the interpretation of the research [47]. In the literature review,
multiple definitions of security governance and maturity were reviewed. Based on the review,
working definitions of the key concepts were drafted. This section further builds upon the def-
initions and perspectives from the literature review and states the assumptions, as well as
orientations from which the findings will be looked at. This helps shape the lens through which
the concepts of study are seen through.

3.1. Compliance versus concordance

From the literature review, it was concluded that security governance is more than just impos-
ing a security policy on employees. Security governance is decoupled from a single depart-
ment and concerns both the security policy and the business objectives. It was argued that
maturity of security governance can be interpreted in different ways. The literature review con-
cluded that both the conventional way of looking at maturity and the social view on maturity are
important for a holistic view of security governance. A novel view on social maturity is the term
concordance, which describes how alignment between security policies and business goals
is reached. This novel view on social maturity is of key importance for the maturity framework
as it parts from existing views on security governance that pursue compliance of employees
rather than shaping policy in concordance with a representative stakeholder group.
Concordance originates from the Royal Pharmaceutical Society of Great Britain. It was in-
troduced to cover the need for patients and healthcare providers to cooperate in a mutually
agreed treatment programme and was the first definition to acknowledge that patients and
doctors may have different views regarding treatment [67].

Prior to this, the term compliance was commonly used. Vermeire et al. [66] extracted multiple
issues with the term compliance and its use in healthcare. Compliance features negative as-
pects inherent to the term. It suggests yielding and submission, as well as non-compliance
indicating failure or the refusal to comply [66]. In the case of healthcare, compliance is the
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extent to which a patient’s actual history of medicine administration corresponds to the pre-
scribed regimen or the extent to which a patient’s behaviour corresponds with health advice
[66].

This paternalistic approach towards the patient had negative influences on the doctor-patient
relationship [67, 66]. Instead, the patient should be considered as an equal and a partner, by
informing and sharing decisions, as well as knowing the patient’s beliefs. According to Ver-
meire et al. [66] "This may lead to a negotiated treatment plan to which both patient and doctor
can adhere.” (p. 340).

In the same way, the relationship between employees in an organisation can be looked at. Or,
more specifically, the relationship between an employee and a security officer. Compliance,
here, would be that the employee obeys all the policies, procedures and restrictions the se-
curity officer imposes on the employee. Again, this implies negative aspects like submission
and yielding, as well as the lack of a mutually agreed security policy.

Concordance, on the other hand, means that both parties take on an active role in shaping
the policy. It involves mutual respect and takes into account the specific knowledge, experi-
ence and perspectives of both parties [4]. This also means that 'secure behaviour’ or following
rules/procedures that are deemed secure, cannot be mandated by a single actor, i.e. manage-
ment or the security department. Employees may have concerns about how effective certain
security measures or behaviour is and how this impacts their own work-related goals and ac-
tivities [59]. This might put forward implications that were not known beforehand. Apart from
higher engagement from employees, thereby increasing the effectiveness of security policy, it
can also lead to more efficient solutions that are better aligned with business activities.

It is worth stating at this point that the shift from compliance to concordance is relevant for
this study as well. Both compliance and concordance are used in the research. In reality,
it would be naive to believe that concordance in itself can completely overrule all aspects of
compliance. The purpose of concordance is to include a variety of stakeholders with different
viewpoints and expertise to shape policies. Eventually, however, a decision will have to be
made on what this new set of policies is. This has to be acknowledged by the stakeholders
involved and then executed accordingly. Even though alignment between security policies and
business goals can be done in concordance, the outcomes need to be hierarchically imposed.
Employees need to be compliant with this agreed-upon outcome. Within an organisation, the
security department is responsible for hierarchically imposing policies and keeping oversight.
This relation between compliance and concordance is something that need not be overlooked
in the framework for maturity of security governance.

3.2. Misalignment and trade-offs in security governance

Another important aspect of the literature review was the definition of security governance as
the alignment between security policies and organisational goals [2]. In the previous chapters,
security policies and organisational goals (applied to Damen Naval) were already defined. At
first sight, the term alignment might come across as straightforward. However, it can be inter-
preted in a number of ways. On top of that, alignment takes place on multiple levels. Alignment
can be looked at from an organisation perspective, but also from an individual viewpoint. Let’s
first consider the basic definition and the organisational perspective.
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In electronics, alignment indicates "the proper adjustment of components of an electronic cir-
cuit, machine, etc., for coordinated functioning.” (3) [20]. If, for example, a transistor in an
electronic circuit is incorrectly positioned in relation to other components, an electronic signal
might not be transmitted across the rest of the circuit, causing the machine to malfunction.
Using the machine as an analogy for an organisation and components of an electronic circuit
as parts of security policy and business goals, coordinated functioning is achieved if these
components are adjusted properly. If not aligned, the organisation will not function properly.

Perhaps, | should also point out here that alignment doesn’t necessarily mean putting all the
best components together in a machine. It entails working with what is available and adjusting
components in such a way that, with the resources available, the machine works in an optimal
state. In machinery, diagnostics can measure certain parameters like current drawn and tem-
perature, but in an organisation, this is harder to do.

(Mis)alignment also occurs on the individual level within an organisation. Employees are mak-
ing decisions in their work continuously, by balancing preferences and considering the conse-
quences. Usually the decision involves a property of something diminishing in return for a gain
in another property. In other words: something increases but something else must decrease.
Decisions therefore can be called trade-offs. One could say that this would imply that you can
never have any of the desired properties or results.

Another way of looking at this is by arguing that the trade-off is not between two desired prop-
erties, but between two extremes, e.g., having a 20-factor authentication policy and having
a productivity ratio of 100% (spending all working hours on project work). It is impossible to
spend all working hours on productive project work if you first need 20 different factors for
logging in to your working environment, especially if this is also combined with the policy of
always locking your device when you are not behind your desk.

Instead, an optimum between the two extremes can be found. Having 2-factor authentication
is effective, as it lowers the wrongful login rate, but also ensures that employees can do their
daily work. Arguably, this could be named a trade-off slider.

3.3. Misalignment and the effect on compliance

The hard part in setting the trade-off slider is that an individual in a company, e.g., a security
officer, cannot always decide where to put this trade-off slider. If a company policy requires
an employee to have 20-factor authentication, the employee cannot continue with productive
work by means of 2-factor authentication. This also relates to section 3.1, as part of compli-
ance versus concordance. If the wishes of an employee are not taken into consideration and if
the trade-off slider is not set in concordance, an employee is forced to comply with (or disobey)
the set policy of the organisation.

Existing literature has already put quite some effort into understanding how employees deal
with potential misalignment or trade-offs between their primary tasks and security measures
[7, 44, 59]. To start with, there is only so much employees within an organisation are willing
to comply with. If the perceived cost for an employee to comply with security measures and
policies is exceeding a certain threshold, the employee will seek ways to reduce the costs of
compliance [7]. How this operationalises is very hard to predict, which makes it even more
important for organisations to understand where the individual thresholds lie and how to en-
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sure that the threshold is not exceeded. The most important way of dealing with this is by
reducing the perceived costs of employees in complying, by making security measures more
efficient and considering that trade-off sliders are not always skewing towards 'more security’
(as it usually implies a larger cost for the employee). Exceeding the threshold does not di-
rectly result in an employee being non-compliant. For a short amount of time, the employee
might still be compliant. Also, if heavy monitoring and enforcement are involved in ensuring
compliance, the employee might still conform to security measures. This does, however, put
a serious strain on the respective employee(s). Considering that Damen Naval is a heavily
regulated organisation, this is something to take into account.

In line with the compliance budget, Kirlappos, Beautement, and Sasse [44] further investigated
why non-compliance in organisations occurred. The first reason was, again, that the costs for
compliance were too high. Another interesting reason was the lack of understanding of risks
and/or technologies involved in security. If employees do not understand why certain mea-
sures are taken or why policies are in place (that potentially limit productivity), this contributes
to employees circumventing the measures or being non-compliant completely. A final reason
for non-compliance is the mere inability to comply [44]. If an organisation does not give the
right resources or access for employees to comply with policies and measures. Both the will-
ingness and the ability of employees to comply are also present in the behaviour model by
Fogg [26], which states that in order for an individual to engage in target behaviour (in this
case, compliance to security policies) there must be sufficient motivation and the ability to do
so. The model does describe one more condition to be in place for target behaviour to occur,
which is the trigger [26]. A trigger could be an announcement or reminder by the security de-
partment to do something, but it can take many forms.

Misaligned incentives, lack of understanding or the inability to adhere to security measures
can all result in non-compliance. The lack of understanding and inability to comply are also a
result of immature security governance. These aspects can be improved following the conven-
tional viewpoint of maturity. The misaligned incentives, however, are a complex and wicked
problem that is hard to improve upon. Especially considering that incentives are employee
specific. Setting the trade-off slider for each individual employee and then converting this into
security governance is not feasible for large organisations. There have been approaches to
try and include the impact on employee productivity and usability of security measures, but
these remain focused on specific parts of security governance. Parkin et al. [53] proposed a
tool for visualising trade-offs to help security officers shape policy better related to password
authentication. The tool included policy-, support- and user properties to be configured. The
tool shows the number of breaches due to the authentication policy, as well as the productivity
in terms of productive hours lost on authentication and the costs involved in the authentication
policy [53]. Although quantification of the different parameters is difficult, the tool gives secu-
rity officers and managers a more comprehensive view of what the effects are of configuring
authentication policy in a certain way.

Even though the paper mentions that the tool could be repackaged beyond authentication poli-
cies, a holistic tool that can be applied to a wide range of security governance fields is not yet
developed. Therefore, engaging in dialogue with representative stakeholder groups on how
trade-off sliders can best be set for specific security policies, is expected to be a suitable way
of reaching alignment between security policies and business goals. Concordance might not
be the only goal for mature security governance, but it is an important base for this research.



Methodology

4.1. Research strategy

A case study was selected as the main research strategy for this research as it best suits
the three conditions of Yin [71], i.e., the type of research question, the extent of control over
behavioural events and the level of focus on contemporary events, for choosing a research
strategy. A case study approach is a useful way of doing research for studying contempo-
rary events in a non-contrived setting, i.e. a natural (business) environment where events
proceed normally [62]. Given the topic of this research about security governance, and with
that specifically the social aspects of how employees perceive working practices and security
measures, a case study is applicable. The research would not benefit from a contrived set-
ting in which all external factors are controlled. Security governance needs to be applied in
a comprehensive real-world environment that is not tempered with. Only doing research in a
framed environment that lacks normal organisational working conditions, will most likely not
reap usable results.

On top of that, the central question of this study is a 'what’ question. This study is mostly
exploratory in nature, as its goal is to design a framework for measuring the maturity of secu-
rity governance. Although studies have been conducted regarding security governance. No
studies have investigated maturity of security governance in depth. Especially not as compre-
hensive as this research aims to do. Existing maturity frameworks of security governance do
not include social maturity, which makes this research an exploration of what its role is within
the framework. A final aspect to select a case study approach is that the data for the case
study was gathered during a limited period of time, as interviews were conducted with employ-
ees and a focus group session was held. This further delineates which research strategies
are applicable, as it excludes history.

4.2. Case study design

As discussed, the case for this research is the security governance of Damen Naval within the
context of the naval industry. The rationale for choosing a single-case design in contrast to
a multiple-case design is that the respective case is unique or extreme [71]. Damen Naval is
part of Damen Shipyards Group (DSG). Globally, DSG has 12.000 employees spread over 55
companies and 35 shipyards worldwide [30]. The naval shipbuilding division of DSG is one of
the few large naval shipbuilding companies in the world, which relies heavily on the protection
of IP and is bound by strict regulations. The company is therefore no dime a dozen in its field
and can be considered unique within the maritime industry.
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To delineate the case within Damen Naval, the research was limited to the head office of
Damen Naval in Flushing. Shipyards, secondary offices and cooperating companies of Damen
Naval are not considered part of the unit of analysis. In order to get a holistic view of security
governance within Damen Naval, no restrictions are made to departments, considering that
security affects all aspects and departments of an organisation. Despite being a single-case
study, the research embeds multiple units of analysis. As seen earlier, the objective of the
study is to design a framework for determining the maturity of security governance at Damen
Naval.

The results of the literature review formed a foundation for the initial security governance frame-
work, by extracting which dimensions contribute to effective security governance. Based on
the initial dimensions of security governance, interview questions were derived. The list was
complemented by other findings of the literature review related to misalignment between secu-
rity policies and business goals, as well as challenges or trade-offs that exist in organisations.

The semi-structured interviews were conducted on each individual security field with the goal
of extracting performance indicators for measuring the maturity of security governance (SQ
3). Although the security fields of ’access control’, 'data classification’ and ‘'monitoring & inci-
dent control’ were the focus of the research, additional findings that were not directly linked
to these security fields were also taken into account. The interviews also facilitated intervie-
wees in describing the challenges and trade-offs they endure in their daily work, to verify the
trade-offs and challenges extracted from existing literature. These findings were later on used
to prepare the focus group session and to set trade-off sliders, which are coupled to the final
sub-question about how concordance on alignment can be reached. This final part of the re-
search considers the maturity of security governance from a more social viewpoint, whilst the
first part on security governance performance indicators is related to conventional maturity.
Combined, the execution of this research design results in a framework that determines the
maturity of security governance from both viewpoints into a holistic whole.

4.2.1. Unit(s) of analysis: chosen security fields

The security fields are based on components of the Damen Naval security governance model,
but they are no direct copies. Instead, some fields are combined or renamed to have a clearer
delineation for the research. The scope of the selected individual security fields is as follows:

Access control comprises both physical access to the office of Damen Naval and project
departments inside the office, as well as access to hardware and software. Physical access
control concerns access to the office and individual project floors at Damen Naval. Access to
hardware like computers, smartphones and laptops is also considered part of access control.
Logical access control is mostly concerned with software and the credentials needed to access
computer networks, files and other data. The security field is wide-ranging on purpose as the
common factors in these areas of access are authorisation and authentication of the individual.

Data classification is used to label every piece of information within Damen Naval: docu-
ments, 3D CAD models, 2D drawings, presentations, simulations and emails. For information
that originates from Damen Naval, the DSNS (Damen Schelde Naval Shipbuilding) classifica-
tion applies. For a project with customer security requirements, other data classifications may
apply. The DSNS classifications are:

1. DSNS Public: not sensitive, anyone inside and outside of DSNS may see it;
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2. DSNS Internal / commercial in confidence: can cause significant damage if falls into the
wrong hands (e.g. general procedures, instructions and basic technical documents);

3. Damen Schelde Naval Shipbuilding Restricted: can cause serious damage if falls into
the wrong hands (e.g. budgets, design engineering information, etc.)

4. Damen Schelde Naval Shipbuilding Confidential: very sensitive information (e.g. system
passwords, encryption keys and sensitive management team information) [63].

Monitoring & incident response is about surveillance of information systems, security anoma-
lies and incidents in information systems, as well as identifying irregularities and acting upon
them accordingly. Monitoring includes the logging of data by the Security Operations Center
(SOCQC).

4.3. Data collection

Considering that a large share of the information within Damen Naval comes from employees,
interviews, and observations are useful data collection methods. The methods, as well as
their respective sub-questions are shown in table 4.1. To give a better understanding of the
relationship between the individual subquestions, figure 4.1 displays a graphical representa-
tion of the main research components. The different data collection methods are described in
more detail in the next sub-sections.

Table 4.1: Data collection for individual research questions

Research question Data subject Collection method

1.  What are useful dimensions along which security governance can be assessed? Documents Literature review

2 What are trade-offs related to security governance Documents Literature review
" within an organisation? Employees Interviews

3 What are performance indicators for for security governance Documents Literature review
* at Damen Naval? Employees Interviews

How can concordance be reached on trade-offs Documents Literature review

Interviews

regarding security governance at Damen Naval? Employees .
Focus group session
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Figure 4.1: Relationship between data collection methods and their contribution to the research questions

4.3.1. Individual interviews

Participant selection

Interviews were conducted among all levels and departments of the organisation of Damen
Naval. The interviewees were selected based on their role in the unit of analysis. For access
control, this included a variety of employees in different departments: security officers, the
board of directors, project security, ICT and human resources. One key area where intervie-
wees needed to be represented was in projects, which is the most critical area in terms of
access control. For data classification, all different departments of Damen Naval were repre-
sented. Additional focus was placed on those employees that are responsible for classifying
data and the employees that have to communicate and/or transfer classified data. For moni-
toring & incident response, the interviewees were similar to the other security fields, with an
emphasis on the ICT and security employees. The reason why a wide selection of intervie-
wees was chosen, was because the aim of the interviews was to gather insights from different
perspectives within the company, to better understand potential misalignments in security pol-
icy and ’productive work’. An overview of the interview participants is given below:

* Project engineer [P01, P07, P10]
Employees that are actively working on projects with a technical function. Participants
differed in working experience and field of expertise.

» Security officer [P02, P03]
Employees active in the security department, with expertise in policy-setting, security
within projects and cybersecurity.

* IT (cybersecurity) [P05, P12, P13]
Employees active in the IT department, with different roles and responsibilities.

* Project (implementation) manager [P04, P06]
Interviewed project managers were responsible for part of a large shipbuilding project,
as well as the implementation of a PLM environment.

» Board of directors [P08, P14]
Representatives of the board of directors.
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* Business controller [P11]
The business controller was interviewed from the role within strategic acquisition of re-
sources and financial (project) projections.

* Human Resources [P09]
The department of Human Resources was represented to have a comprehensive busi-
ness representation, as well as potential conflicts in access control.

Interview questions

For the individual interviews, a semi-structured approach was used. Even though a list of inter-
view questions was prepared prior to the interviews, during the interviews there was room for
exploring additional factors or conflicts that the interviewee addressed. This aims to combine
the advantage of unstructured interviews, as to bringing preliminary or additional issues to the
surface, with the advantage of a structured interview, to get more in-depth information about
the security governance dimensions of interest [62].

The list of interview questions was applied to each individual security field. Most of the ques-
tions are overarching and applicable to multiple security fields, but some questions were se-
curity field specific. All the interviews started with introductory questions (Appendix A). The
introductory questions were asked to get an understanding of the extent to which interviewees
are familiar with the business goals of Damen Naval, as this is one of the two important pillars
of security governance.

Next, interviewees were asked questions based on the derived security governance dimen-
sions of section 2.2. Depending on the security field, some questions were specified to prevent
too abstract answers. In general, interview questions were not altered between interviewees,
with the rationale of asking the same questions to different employees, with different roles,
perspectives and expertise, would result in different answers. For interviewees specialised in
a certain department, e.g., finance, questions were altered to get a better sense of some of
the security governance dimensions. The general list with interview questions can be seen in
appendix A.

4.3.2. Focus group meeting

In addition to the semi-structured interviews, a focus group meeting was hosted to openly
discuss the results of the interviews and their security-related trade-offs. The meeting had
representatives from I(C)T, security and project departments (G01 - G05). Representatives
were assured to speak freely and have the same amount of authority as well as input during
the session. This meeting structure would facilitate potential concordance [66, 4]. The focus
group was asked to discuss specific use cases for the security fields of access control and
data classification. The security field of monitoring & incident response was briefly discussed,
but due to the specialised nature of this security field, other respondents were not able to par-
ticipate on the same level as employees working specifically on incident response.

During the discussion, trade-offs or potential misalignment between the existing security pol-
icy and the contribution to business (or project) goals were derived. Next, the representatives
were asked what it would take to reach a state of alignment between these two for the respec-
tive cases and what was hindering them in order to do so. The doctor-patient relationship (as
discussed in section 3.1) was used to better discuss the concepts and relate them to the focal
organisation. The main goal of the meeting was to reach concordance in the alignment of
business goals and security policy, thereby answering the final research question (SQ 4).
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4.4. Data analysis

The conducted interviews were summarised based on audio recordings and notes taken during
the interview. The summaries were written in third-person and present simple unless direct
quotations were used. The interviews themselves were conducted in Dutch, but the sum-
maries were written in English. For the translation of nouns, adjectives, imagery and proverbs
that had no direct translation in Dutch, no quotes were used to prevent misinterpretation. In-
stead, these wordings were carefully translated to the best suitable translation, using multiple
translation tools and synonyms as references. Audio recordings were played back to ensure
the right connotations in the choice of words.

A multi-paragraph format was used, with each paragraph answering one question, excluding
any follow-up questions. Each summary started with an interviewee introduction. The sum-
mary was written chronologically, i.e., in line with the interview and audio files. This ensured
no maijor points were missed and made it possible to verify the summary with the audio files
at a later stage. Only answers to questions asked by the interviewer and content related to
these questions were included in the interview. Some participants were interviewed based on
multiple security fields. For those longer interviews, the summaries were divided into multiple
chapters, e.g., 'Data classification’.

The summaries were kept as extensive as possible. Merely objective statements were made,
as great care was taken to not describe the interviewee’s answers with personal opinions of the
interviewer and exaggeration of the actual answers. In addition, quotes were added including
timestamps. After summarising, additional timestamps were added to the audio files of the
individual interviews. The following aspects were not included in the summaries:

+ 'smalltalk’ or personal information that was included in the audio file (such as questions
out of personal interest in between the interview questions);

« information that could not be anonymised or generalised properly (specific company
data, names and specific functions or projects);

+ specific project-related information that did not (in)directly contribute to answering the
interview questions;

For the analysis of the interview summaries, deductive analysis was used. The six dimensions
of security governance were used to mark applicable parts of the summaries as a foundation
for further analysis and to better relate potential security governance indicators. Next, a the-
matic analysis was performed to identify recurring themes in the interviews. One approach
to thematic analysis is described by Terry et al. [64]. The paper defines a six-phase analytic
process for familiarising with the data and coding (phases 1-2), developing themes (phase 3),
reviewing and defining themes (phases 4-5) and, finally, presenting the final results (phase
6). The initial generation of codes was done using an inductive approach, i.e., allowing the
interview data to determine the phrasing of codes. These codes were later on revised and
developed. The codes were assigned directly to the audio file using labels in an offline-based
audio 'viewer’ (an example of this can be seen in figure 4.2. Afterwards, codes were grouped
into themes and these themes were applied to the summaries of the interviews and related
to the initial security governance dimensions. This led to additional themes in section 2.2.
The topics 'Virtual Video Teleconference (VTC)’, as well as 'Screening implications on the
workforce’ were derived from this thematic analysis but were later coupled to the security gov-
ernance dimensions. The results of both the deductive and the thematic analysis laid the
foundation for drafting the performance indicators.
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Figure 4.2: Example of codes in audio file interview

4.5. Quality assurance

In order to improve the validity of the overall research, triangulation is used. The basic idea
behind this technique is that using more sources or methods will lead to a more confident
research outcome [62]. Triangulation can be practised from multiple perspectives. The most
common are method, data and theory.

Triangulation of method is realised by implementing multiple forms of data collection and anal-
ysis. For this research the data collection methods include literature research (desk research),
individual interviews and a focus group meeting. Data triangulation occurs when data is col-
lected from different sources and at different points in time. This is done by interviewing dif-
ferent employees from different departments. Apart from triangulation, the quality of empirical
exploratory research is commonly established by three different tests:

1. Construct validity: identifying how well the results from the use of operational measures
fit the theories around the design of the test [62].

2. External validity: the extent to which a study’s findings can be generalised [71].

3. Reliability: demonstrating that repeatability of the research is possible and will result in
the same results [71].

Construct validity is one of the more challenging tests for case studies as it is difficult to develop
operational measures free from subjective judgements [71]. For this research, the construct of
"'maturity of security’ or ‘security maturity indicators’ is hard to operationalise. Especially since
the research itself aims to generate generalisable maturity indicators. Nonetheless, carefully
defining the constructs will at least demarcate what is meant by the constructs and will keep
interpretation to a minimum. On top of that, the research design implements three units of anal-
ysis; ’access control’, ’data classification’ and 'monitoring & incident response. These units
of analysis are studied to a more detailed level, thereby making it easier to operationalise the
measures and being able to compare this with the literature about the measures.

External validity overall is hard to achieve when choosing a single case study design [71]. To
improve the ability to generalise the research, the research design incorporates multiple units
of analysis. Even though the research is based on a single case, it has multiple sub-cases
embedded. As the purpose of this study is to come up with a framework for determining the
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maturity of security governance, the external validity benefits from this aim.

Reliability of the research is achieved by implementing a case study protocol so that the re-
search is repeatable by someone that was not involved in the initial research. The goal is
to minimise biases and errors during the research. Another way of ensuring the reliability of
the research is to carefully collect and process data. One could argue that not transcribing
interviews impacts the reliability of the research, as summaries tend to be more selective and
interpretive [33].

The rationale behind summarising the individual interviews instead of verbatim transcription
consists of multiple elements. First, thematic analysis does not specifically require a high de-
gree of closeness to the data [33]. At least, not to the extent that transcription is done word
for word, or includes stuttering and silences. Also, the interviews were conducted in the na-
tive language of the participants, i.e., in Dutch. This would make word-for-word transcription
impossible, as a translation would have been necessary at one point. The interviews were
conducted in Dutch on purpose as interviewees in principle feel more comfortable expressing
themselves in their native language and being less impacted by potentially limited vocabulary.
Even though this might negatively impact the data analysis to some extent, as the interview
audio had to be translated, it was expected to make up for this in the richness of the answers
of the participants.

Second, the summaries of the interviews were shared with the respective participant after-
wards. Respondents then had to verify if the interview summary was valid or if changes had
to be made. Misinterpretations or wrongful phrasing could thus be filtered out. Changes were
only made if something was not aligned properly with the audio recording.

Third, great care was put to ensure that comprehensive and systematically composed sum-
maries were made. The summaries were drafted as objective as possible with minimal bias
and interpretation of the actual audio files. The procedure of how the summaries were derived
is described in section 4.1.

Fourth, the context of the research and the case study at Damen Naval contributed to choosing
summaries over verbatim transcription. Due to the topic of security and the business environ-
ment of Damen Naval, with heavy regulations regarding confidentiality, summaries were a
better fit for this research. A security officer of Damen Naval had to review the summaries of
the interviews, after being approved by the interviewees themselves, to ensure that no harm-
ful information to Damen Naval was used in the writing of this thesis. Changes that had to
be made regarding the interview summaries were indicated in the respective summaries, to
indicate that there was a discrepancy with the original document.

Fifth and finally, the interviews were analysed both inductively and deductively. A deductive
analysis is less bound by semantic meaning in the data of the interview. Therefore, this is bet-
ter suited to apply to summaries. For the interview, an inductive approach was also chosen,
but the first-level coding was done directly in the audio file of the interviews, which enables
analysis directly on the raw data.
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4.6. Ethical governance, confidentiality and data management

This research has been approved by the Human Research and Ethics Committee (HREC) of
the TU Delft. In line with the context of the research, additional thought has been given to
safeguarding data as well as confidentiality. An extensive data management plan has been
drafted and discussed with a data management steward at the TU Delft. The complete HRE
application has also been reviewed by the advisory team knowledge security. Audio record-
ings of the interviews were stored on a local audio recorder and kept on-premise. Having done
these additional measures, the HRE application was approved.



Results

In attempts at understanding and measuring the maturity of security governance, extant lit-
erature has primarily focused on the security policy itself and its technical implications within
organisations. There is, however, another important aspect to consider, which is the extent to
which the security policy of an organisation is aligned with 'the business’. By analysing use-
ful dimensions along which security governance can be assessed and by exploring trade-offs
or fields of (mis)alignments between security policies and business activities, a novel way of
looking at security governance can be derived.

This chapter reports on the findings from the analysis of the conducted interviews. The inter-
views were analysed based on the chosen dimensions of security governance from section
2.2 and are described further in table 5.1. The interview findings show how the security gover-
nance dimensions are operationalised within Damen Naval and indicate the performance on
these dimensions. For each security governance dimension additional themes from either the
inductive or deductive analysis were coupled. Based on the security governance dimensions
and the interview results, specific performance indicators were derived that help determine
the conventional maturity of security governance. Finally, representatives of different depart-
ments at Damen Naval were invited to further discuss the analysis of the individual interviews,
by discussing a number of specific cases related to the security fields and the inherent trade-
offs or challenges that were perceived. This final part focuses on the social maturity side of the
framework by exploring how concordance can be reached in the alignment between business
goals and security policies.

34
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Table 5.1: Security governance dimensions used to analyse interview findings

Dimension Description

Interview findings related to individual or shared responsibility/accountability
for security or the consequences of security.
Also includes the process of decision-making for security-related issues.

Organisation-wide security
and responsibility/accountability

Interview findings that are concerned with the risk appetite of the organisation,
Risk-based approach the extent to which security measures need to be taken based on the threat landscape
and other (in)direct consequences

Interview findings about the extent to which the impact of security (measures) is taken
Direction of acquisition and into consideration when acquiring new resources, such as software platforms,
commitment of resources working environments, etc., as well as (the lack) of commitment

from management to acquire certain resources.

Interview findings related to (the lack of) conformance to internal requirements,
such as the security policy and derived protocols, as well as external requirements,
such as those from clients or international regulations.

Conformance with internal and external
requirements

Interview findings about how employees perceive security within the organisation,

Security positive/conscious culture : .
their security awareness and engagement.

Interview findings about the performance measurement of security measures
and the extent to which they are fit for purpose, i.e., applicable and effective
to use in the current and future working environment of the organisation/industry.

Security performance measurement/
alignment

5.1. Security governance dimensions operationalised

5.1.1. Organisation-wide security and responsibility/accountability

Shared responsibility or lack of ownership?

A respondent said that everyone should know who the owner of information is to authorize
access (P03). However, when asked to describe the chain of actors in the process of access
control, interviewees were unsure if - currently - there is an owner of this process and related
information (P06). One of the respondents mentioned that the PSO should be involved in au-
diting if privileges and access rights are in order, but (project)managers should be accountable
for authorisation (P06).

This strive for ownership also extends to data classification. One interviewee expected that a
person who approves a document, i.e., a senior engineer or project manager, is owner of the
document. However, the current official policy of Damen Naval is that someone who creates
the information, classifies the information, and with that, is the owner of the information. A
rationale behind the latter is that someone who creates the information, usually an engineer,
has the most technical expertise and know-how to understand what the implications of the
data are. Engineers are thus better suited to determine what information should have what
(type of) classification, according to an interviewee (P08). Generally speaking, this opinion
was shared across the respondents, but some engineers were still hesitant in their ability to
always ’'correctly’ classify information, as one engineer mentioned: “/ can only assess this [to
classify data] based on my paradigm of shipbuilding and this doesn’t mean that it is the right
conclusion.” (P01, recording 00:47:40).

The discussion about responsibility and accountability can also be addressed from the per-
spective of monitoring & incident response. One ICT cybersecurity employee argued that,
with incident response, the wishes and requirements of the business have to be taken into ac-
count. More emphasis should lie on conducting business impact analyses and understanding
what the confidentiality, integrity and availability of certain systems are. He would go as far
as saying that: "The business determines the value of systems. This is not my responsibility.”
(P13, recording 00:08:58). The interviewee believed that: “If they determine the value on a
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good, efficient and mature manner, this will help me tremendously in incident response cases.”
(Recording, 00:09:03). This would indicate that the valuation of business assets is the respon-
sibility of the business, whilst the protection of these assets is the responsibility of ICT security.

At Damen Naval, multiple departments are concerned with security in their primary working
activities. ICT security is part of the ICT department, but is tasked with the execution of moni-
toring & incident response, as well as ICT security measures. Next to this, there is the security
department. This department sets the security policy and oversees compliance with this policy.
Within the security department, there is a cybersecurity officer and there are multiple security
officers working on projects. Interviewees found it hard to understand the differences and
task descriptions between these departments (P09, P13). One ICT employee stated: “Where
ends the role setting and naming of the security authority and where does mine start?” (P13,
Recording, 00:35:42).

Within the security department, a project security officer mentioned that his role in the drafting
of policy documents inherently brought forward some form of responsibility and accountability
over the policy (P03). Even though this, in principle, was not part of his individual function, as
this is something that should be carried by the whole security department. He stressed that
responsibilities for tasks should be clear within the [security] department, as “if everyone is
responsible, nobody is.” (P03, recording, 00:50:10). Having a clearer framing of roles and
better organisation for the security department would, according to the interviewee, promote
the governance of security and positively impact the business.

Communication between departments

A recurring finding of the interviews concerns itself with communication between departments,
or the lack thereof. One of the interviewees mentioned: “There is a wall between security, ICT
and the project.” (P01, recording 00:29:10), indicating that better communication is needed to
understand the needs of the project, as well as the limitations and/or implications of ICT and
security (requirements). Organisation-wide security is also related to expectation manage-
ment, as one interviewee pointed out that he does not have the time to email security about
proposals for implementation of certain IT-solutions, considering that 'the business’ needs to
reach deadlines and wants a speedy implementation of software (P04). According to the in-
terviewee, organisation-wide security should be implemented as a circular process, instead
of a one-way street, wherein departments actively engage and put forward expectations on
security and their implications on productive work (P04).

Overall, the respondents agreed that data exchange across projects and between environ-
ments (restricted and standard) is necessary for a secure functioning business (P01).

5.1.2. Risk-based approach

Defining the threat landscape

The first aspect to point out relating to a risk-based approach is the threat landscape Damen
Naval is operating within. Overall, the respondents described the threat landscape in line with
the security policy of Damen Naval (P02, P05, P08, P11, P13, P14). Respondents could de-
scribe this threat landscape in great detail and also how the ’attractiveness of data to enemies’
(P01) influences the security policy of Damen Naval. The war between Ukraine and Russia, as
well as the relationship between Taiwan and China, shape a specific threat landscape (P08).
One respondent working on incident response (P05) argued that ransomware organisations
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are the most profound threat actors. Followed by hacktivism and activism parties, as well as
espionage, state-sponsored or private. Espionage is considered to be a more static threat
(P05). Another respondent added that espionage across the internet is done by almost every
(state) actor out there (P08) and that people are becoming more aware of these expectations
towards espionage, resulting in more careful behaviour. Ransomware activities are more dy-
namic as actors, goals and methods are constantly changing (P05). One respondent argued
that the threat landscape is changing as “The enemy never sleeps” (P02, Recording 00:08:38),
with an emphasis on phishing (P02). Another interviewee mentioned that due to the dynamic
nature of the threat environment, it is hard to continuously improve processes and procedures
(P05). The interviewee believed that parting from procedures in case of emergencies should
always be allowed: “Would you rather ensure the continuity of your organisation or adhere to
procedures?” (P05, Recording, 00:16:43).

Risk Appetite and risk acceptance

The next theme where multiple codes were grouped, which corresponds to a risk-based ap-
proach, is the actual risk appetite of Damen Naval. Risk appetite and risk acceptance relate
to different other themes of security governance but are covered individually to understand
the different aspects involved with it. First, classification of data is involved with risk appetite
and acceptance. Classification is mostly bound by internal or external requirements, but upon
deviation, risk appetite and risk acceptance get involved. Respondents were asked about the
consequences of classifying information higher and lower. Classifying too low, can, according
to one of the interviewees, result in a data breach or unauthorised access (P03).

Classifying too high is no direct issue for security, but impacts practicality as well as costing
the organisation time and resources (P03, P10). These resources are, more often than not,
unavailable, which may lead to risk acceptance. One interviewee gave an example where
information with a certain classification needed to be shared with an external party. Common
practice was to reproduce the whole information set to something with a lower classification
that is shareable, but this would lead to more time and resources being consumed. “What
is more effort? Asking the project to borrow an engineer for 14 days to convert a whole sub-
system into something else [that is shareable] or find another solution?” (P12, Recording,
00:22:29). The interviewee mentioned that this other solution was to exchange the informa-
tion, but with acceptance of the additional risk.

Interestingly, the interpretations of the risk appetite, and especially, who defines this appetite
and bears potential consequences, differed among interviewees. An employee of the secu-
rity department responded: “The business is the one who takes risks and we are there to
support the business.” (P03, recording, 00:12:20). This utilizes an advisory role on what con-
sequences a certain risk appetite might have on the business. However, outside of the security
department, this belief was not supported by every respondent, as one employee argued that
the security department is responsible for the risk acceptance and for the decision if something
is allowed. “It comes down to if something is allowed, it is impossible to have x’ determine
that it may or may not. This should be someone within the appropriate role within Damen. In
this case, the security officer.” (P12, Recording, 00:25:02).
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5.1.3. Direction of acquisition and commitment of resources

Implementation of a new Product Lifecycle Management platform

Damen Naval has acquired and implemented a new Product Lifecycle Management (PLM)
platform, 3DX, for the execution of new projects. An implementation manager for this PLM
platform argued that a PLM implementation is one of the most costly implementations an or-
ganisation can indulge in (P04). “An SAP implementation, in terms of budget, costs 10 times
less than 3DX [PLM]. (P04, Recording, 00:07:02). An SAP implementation, which is a form
of Enterprise Resource Planning (ERP) is already a very large and expensive implementation
on its own.

Damen Naval cannot prove or guarantee when this implementation has a return on invest-
ment, as it lacks control over data and KPIs. The high interpretability of these goals makes
them harder to prove as well (P04). Also, the security policy affects the core business of
Damen Naval, including the implementation of PLM (P04). “Is it 20, 30, 40%? We don’t know
because we do not monitor and oversee this ina SMART manner.” (P04, recording, 00:14:55).

In addition, the interviewee believes that there is a lack of support by security for software
implementation. “What do these side effects cost? What does this mean for the business and
is this worthwhile?” (P04, recording, 00:15:55). Apart from the additional costs, the implemen-
tation of 3DX has not succeeded completely in replacing other tools for working on projects.
One interviewee mentioned that: “People say that 3DX is the single source of truth. On the
other hand, there are numerous tools that work around this.” (P04, Recording, 00:40:08). Em-
ployees would prefer to have fewer tools that are more comprehensive (P10, P07).

Split environments, double the costs?

In the same way that employees would prefer fewer tools, the vast majority of the interviewees
also mentioned that maintaining two individual working environments, restricted and standard,
causes additional costs and issues with productivity (P01, P03, P04, P07, P08, P09, P10, P13,
P14).

In terms of costs, one interviewee mentioned the following: “License costs are doubled be-
cause every program is hosted in both environments separately. The IT landscape is doubled
which also means two times the costs.” (P08, Recording, 00:18:20).

In terms of productivity, interviewees feel impacted by the double environments, as commu-
nication is difficult and applications are slow (P08, P10). “If you want to call someone or
show something, currently this is not possible, so then you will send an encrypted email.”
(P10, Recording, 00:09:08). The interviewee even stated that: “Security makes it difficult to
have meetings with the supplier.” (Recording, 00:41:56). On top of that, working with two
environments puts a strain on employees, as they need to maintain both environments, e.g.,
mailboxes, instead of one (P01).

The interviewee also believed that this might have a negative effect on security itself as more
steps are required to share information with suppliers and a mistake can be made more eas-
ily (PO1). Another interviewee stated that separate environments and applications for each
project would only hinder “the good path” (P13, Recording, 00:25:00), explaining that every-
one with malicious intentions will still be able to transfer data outside of the [secured] environ-
ment.
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One respondent mentioned that the most important part of functioning projects is “being able
to work together with internal and external stakeholders, and relying fully on the exchange of
information.” (P13, Recording, 00:27:16). However, according to the interviewee, the oppo-
site is currently the case, as the model that is now used is a “castle where we put information
in, with the purpose of as less as possible communication with the outside world.. So, “inher-
ently, this does not match with the business philosophy.” (P13, Recording, 00:27:34).

Another respondent argued that having two distinct environments does not necessarily have
to be significantly costly to productivity, stating that: “This depends on how the environment
is arranged.” (P11, recording, 00:20:25). If the environments allow for easy switching via soft-
ware and hardware, the respondent does not believe that employees perceive this as a big
issue. However, the employee also mentioned that: “The moment you make it cumbersome
to implement security measures, there is a higher chance that people will not comply.” (P11,
Recording, 00:21:30).

The split environments and the inefficiency can also be considered from a commercial per-
spective. A business controller at Damen Naval talked about the additional hours the security
measures took and how this was seen commercially. ”/ have to count 2 hours instead of 1
hour for drafting a document. But if | count 2 hours, my project will become so expensive that
the client would not agree. So let’s see what we can do to reduce the time to 1,5 hours.” (P11,
Recording, 00:11:25). The interviewee stated that this would mean investing a little more and
not charging everything back to the client. According to the respondent, this is a balancing act
in terms of what Damen has to absorb and what can be charged back. When asked who would
absorb this additional cost in the organisation, the interviewee mentioned the following: “We
know from practice that it will take around 2 hours to complete, but you receive 1,5 hours of
budget and that is what we are aiming for.” (P11, Recording, 00:13:00). Even though P11 did
elaborate that there should be ways to do things in a more efficient manner, he also argued
that Damen Naval should not become an officeholder culture, in which everything takes as
much time as needed.

Although, overall, respondents were not fond of the split environments due to higher costs,
impact on productive work and consumption of resources, one respondent mentioned that the
standard and restricted environments are already better than they were (P09), with functional-
ities within the restricted environment working better than they used to be.

Virtual Video Teleconference (VTC)

One of the subsets of the split environment, which requires additional attention due to the
issues with both security and productivity, is the use of Virtual Video Teleconference (VTC)
tools. MS Teams is a tool that may be used in the standard environment for lower classifica-
tion levels. For higher classification levels in the restricted environment, another VTC-tool is
used. Interviewees mentioned that having to use these tools simultaneously is impacting pro-
ductivity (P07, P10). PO7 even mentioned that “People get frustrated with too many different
tools and solutions.” (P07, Recording, 00:21:40). P10 stated that Teams was not available
via a portal on the restricted environment, which resulted in the interviewee having to use two
laptops at the same time or book an additional VTC meeting room to host Teams (P10). “If
you want to call someone or show something, currently this is not possible, so then you will
send an encrypted email.” (P10, Recording, 00:09:08). The respondent was therefore bound
by other tools like email for communication. Quickly and easily communicating with suppliers
was drastically impeded by these security measures, as “Security makes it difficult to have
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meetings with the supplier.” (P10, Recording, 00:41:56). This other way of communicating ar-
guably also has a negative effect on security, as the interviewee has to execute more steps to
communicate and might make a mistake more easily (P10, Justification recording, 00:12:09).

Management commitment

Relating to management commitment, Damen Naval has structured the security department
to be answering directly to the board of directors ([63], P02). A representative of the board of
directors mentioned that employees working on large projects are working under quite a lot of
pressure, with the biggest factor being the increased security restrictions on the new projects
imposed by the client (P14). “People perceive that they cannot achieve the productivity that
they would want to achieve, that they are being held back and that the IT environment is not
in control.” (P14, Recording, 00:07:27). Management is aware of these issues and aims to
relieve the pressure as much as possible (P14.). In line with the commitment of resources, in-
terviewees were asked if the higher costs of projects due to security measures, are taken into
consideration with expectations for future projects. One of the management representatives
stated that: “It is very difficult to prove that the budgets are sufficient if it is unsure what the
actual costs are.” (P14, Recording, 00:25:02).

Business growth and its implications on available resources

“Our IT department has grown from 25 people to 140 people in 3 years’ time.” (Recording,
00:10:54).“ "At the same time, we currently execute 77 projects, with 60 more projects in
the backlog. Of these 77 projects, a few are the size of ‘implement 3DX’ [large engineering
package] and ‘implement SAP [large ERP package].” (Recording, 00:11:02). These projects
have to be executed by 15 project leaders and 9 engineers, which puts too much pressure on
the department to implement and realise everything. (Justification, recording 00:11:14). Also,
the interviewee believes that an implicit choice has been made to manage the IT department
project-based. There is no overarching landscape or overview, and neither is there sufficient
portfolio management. According to the interviewee, this was troublesome and caused ad-
hoc requests. “Everyone from the business just walked in at IT got a seat and told them they
needed something.” (Recording, 00:12:52). Starting with portfolio management will ensure
that there is a business owner who organises and sponsors the project.

5.1.4. Conformance with internal and external requirements

Many research findings were grouped based on the security dimension of conformance to re-
quirements. These requirements were taken both from the internal policy of Damen Naval, as
well as any external requirements Damen Naval needs to adhere to. Before addressing indi-
vidual themes/aspects that were derived from the interview analysis, it is worthwhile to present
some overarching findings relating to the conformance to internal and external requirements,
or the lack thereof.

The majority of the respondents that were asked about adherence to regulations mentioned
that Damen Naval has to conform to any external requirements imposed on the organisation or
on a project (P01, P03, P07, P08, P09, P10, P11, P12). Opinions differed between the respon-
dents as to how regulations should be interpreted. Some respondents argued that the external
requirements directly translate to an internal policy for Damen Naval (P07, P08). “Eventually,
we want to be compliant with our customer requirements. This is derived from the overarching
business goals of Damen Naval. If this means that we have to comply with a certain ABDO
level, this then leads to a certain policy for access to certain projects or information.” (P08,
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Recording, 00:12:48). Conforming to requirements was also seen as a necessity for making
ships (P03, P10). “If you want to make a successful product, you have to adhere to these reg-
ulations.” (P10, Recording, 00:14:50). One interviewee did mention that: “Secure is secure,
but you need common sense to deal with it.” (Recording, 00:01:50). Another interviewee sup-
ported this by stating: “The company policy is there to adhere to client requirements, but not
more than what is required.” (Recording, 00:08:20).

Another respondent considered more flexibility and interpretability in terms of how to conform
to these regulations. “I think we look at the ABDO too soon, instead of at the business. Even
though the business should conform to the ABDO, there is flexibility in the way this is done.”
(P03, recording, 00:11:56), followed by: “There is no discussion that we need to conform to
the ABDO. However, the way we conform to the ABDO is open to interpretation and can be
better suited to the business.” (P03, recording, 00:14:20).

A few interviewees acknowledged that even though regulations need to be followed, it would
be fruitful to discuss what potential changes can be adopted in the (near) future (P08, P13,
P14). The main arguments for engaging in dialogue with clients are that some of the restric-
tions by the client hinder productivity but are arguably also less secure than other more modern
solutions (P08, P09, P13, P14). One of the specific recurring issues with external regulations
(Dutch ABDO) is that cloud solutions are prohibited for project-related information. One of
the interviews described how this is currently dealt with: “There are certain Microsoft licenses,
that are very secure [according to specialists], but cloud-based. So, we cannot use those
[due to regulations]. What we try to do here, is imitate what these licenses can do, but then
on-premise and with a marginal budget compared to what Microsoft has.” (P14, Recording,
00:25:55). Another interviewee agreed but also explained why deviation from this requirement
is currently not possible: “A lot of large organisations say that the cloud can better be secured
than a single private network. However, we have to be compliant and therefore we cannot
make that decision. Because it is a strict requlation.” (P08, Recording, 00:14:30).

Due to this, respondents indicated that it would be best to get in contact with the client and dis-
cuss if their regulations are still relevant and if something can be changed in the future. This
would then contribute to a more efficient/secure solution for Damen Naval (P08, P13). An-
other respondent pointed out that recently an industry-wide lobbying group was formed that
is related to the ABDO in one way or another (P14). This lobbying group has an interest in
different regulations (e.g. the use of cloud services) and tries to convince the client to allow
working in another way that is more beneficial for both security and efficiency (P14).

Finally, one interviewee mentioned that even though external regulations impose security mea-
sures and ways of working on Damen Naval, this should not be implemented as a strategy of
the security department of Damen Naval. One of the critiques that was given to the security
department and its internal security policy, was that it lacks a clear vision and strategy. The
interviewee suggests writing a position paper, in which Damen Naval is proactive in its strategy
and goals, instead of following what external regulators impose on the industry (P13). This
would entail that even though the regulations are what they are, Damen Naval is aiming for an
ideal situation that encompasses ’x’ rather than ’y’.

Classification: 'Black and white' or grey?
During the interviews, a lot was said about data classification. People had different views
on what should be classified, how it should be classified and also how to interpret the clas-
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sification levels. The procedure for classifying information itself is clear to most employees
(PO7). However, respondents argued that the different classification families are confusing
(P07, P13). One interviewee proposed a different way of describing what the different Damen
Naval classifications mean:

» Damen Naval internal: “classification that can be chosen if everyone within Damen Naval
may see this information.” (P13, Recording, 00:21:08)

+ DSNS restricted: “information that should only be accessible by your own department.”
(P13, Recording, 00:21:14)

+ DSNS confidential: “information that is so special that only part of a department may
access this information.” (P13, Recording, 00:21:22)

The maijority of the interviewees that were asked about how data is commonly classified within
Damen Naval, responded that they believe information is classified higher more often than
lower (P01, P03, P 10). “Data is classified too high more often than too low.” (P01, record-
ing 00:39:35). Another interviewee mentioned that if employees are unsure about a level of
classification, they discuss this with the security department and other colleagues or “.will
take the highest level [classification] because then I'm safe.” (P03, recording, 00:36:18). P07
also mentioned that employees are sometimes 'rather safe than sorry’ and classify information
as restricted in cases where this might not necessarily be needed. He also mentioned that
overall, information is classified correctly, especially if there are no negative consequences to
classifying information (P07).

If there are consequences to classifying information, employees tend to act differently. P03
mentioned that in some situations, an employee is unsure if the information is restricted or con-
fidential. In that case, he will try to classify information as restricted rather than confidential,
as confidential information imposes more limits on productive work (due to the fact that this
information cannot be accessed from the restricted environment). Classifying too high could,
according to one interviewee, result in unnecessary taking measures such as encrypting (P07).
This is supported by P03 who stated that classifying too high impacts practicality as well as
costing the organisation time and resources.

The discussion of classifying information as too high or too low, was accompanied by the dis-
cussion of what would be a correct classification in the first place, as one interviewee stated
that “Guidelines of classification are a grey area” (P01, recording 00:40:18). The interviewee
mentioned that depending on the (technical) knowledge and view of the assessor, classifica-
tions can differ. “/ don’t have the knowledge of all facets to decide if something is restricted.
| wouldn’t be able to build a ship with the information, but even if something does not seem
restricted to me it might be to someone else who has more technical expertise on the matter.”
(P01, recording 00:44:40).

Another respondent argued that “95% of the ship does not have to be secure.” (P04, recording
00:41:30), claiming that a lot of information is not restricted and can, in principle, be accessed
from a standard environment as many individual parts from the ship can be bought in a reg-
ular store (P04). The interviewee did mention that some assemblies and locations inside the
ship may be restricted, as well as the weapon and radar systems (P04). Another interviewee
mentioned that even complete weapon systems may be handled without additional security
measures or data classification, depending on the project and client (P08). An interviewee
believed that too much information was now unnecessarily in the restricted environment for
the project. “Everything is in restricted and therefore NfD [higher classification]. But not every-
thing is NfD; the majority isn’t.” (P04, recording, 00:44:55). This was supported by another
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interviewee who described the following: “If you look at a frigate, what is truly confidential?
How far it can shoot, when it is visible, radar signatures, noise, etc., but the anchor? This
is not confidential. A lot of information can be handled on quite a low classification.” (P08,
Recording, 00:02:54). The interviewee, therefore, agrees with other respondents that classi-
fying information is a grey area.

Respondents were also asked on what grounds they classify information. One interviewee
mentioned that he used a PDAL (Product Drawings and Associated Lists), where classifica-
tions were set by the client of the project (P10). Another respondent also believed that the client
should classify information: “We are not the ones who need to classify information. The client
should do that, as they classify a project according to a certain reasoning.” (P08, Recording,
00:39:00). POQ7 also argued that Damen should conform to the classification requirements
of the client. Another interviewee mentioned that drafting of classification levels should be
aligned with project goals, as, according to the interviewee, the whole idea of data classifica-
tion is ensuring that enough (but not too much) is done on security. “The alternative would be
to classify everything on the highest level.” (P03, recording, 00:34:14). Alternatively, informa-
tion is classified according to common sense (P10), but also from expertise of engineers (P08,
P12) and internally drafted guidelines (P07).

Need-to-be and need-to-know: define 'need'’

Not only data classification was considered to be a grey area. Different interviewees brought
up the principles of ‘'need-to-be’ and 'need-to-know’. These principles are part of the security
policy for access control at Damen Naval and define that employees may only have access
to physical locations (to be) and information (to know) if this is required by their specific role
or function (the need). One employee mentioned that: “Need-to-know sounds very black and
white, but in reality it is a grey area. Because when do you have the need to know something
or to get somewhere?.” (P03, recording, 00:29:45). To give an example, the same intervie-
wee described a situation with a line manager who does not require access to a certain project
department given his role. However: “A line manager has the need to talk to his people and
therefore a reason to be somewhere.” (P03, recording, 00:29:54). The same interviewee un-
derstood that there are also implications in interpreting the principles differently. “The question
is if this is the right consideration, as the more people have access to something, the higher
the chance of something going wrong.” (P03, recording, 00:30:05).

Another interviewee argued that employees working on the same project would have to have
access to each others’ work in order to learn from each other and align their own work with
colleagues. This would be beneficial for the (technical) design. Therefore, the interviewee
would prefer a different vision regarding this principle (P07). He would go as far as saying that
confidential information should also be accessible to everyone working on the project. As of
now, a different laptop is required to access this information. Even though most employees
working on a project have the right screening to potentially access this confidential information,
they are unaware of the information and/or the process of accessing the information via the
confidential laptop (PO7). “People do not know how to access the information or where to find
it. Because they do not know how it works; it seems like a lot of effort so they don’t bother
doing it.” (P07, Recording, 00:18:17)

Other interviewees had fewer issues with the principles of need-to-know and need-to-be. One
interviewee argued that dealing with this policy is within the ability of individuals to find a prac-
tical solution (P11). He proposed multiple solutions for staying in touch with colleagues, even
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though access to certain departments was not granted due to the need-to-be principle. The
interviewee also perceives the impediments that some employees have to be feelings rather
than actual unfixable problems, in some situations. “/ think it is more of a feeling that they feel
restrained, while in fact, this isn’t really the case.” (P11, Recording, 00:37:59).

Screening implications on the workforce

One of the external requirements from clients is that the workforce of Damen Naval needs to
have a certain screening. Screening by the Dutch Military Intelligence and Security Service
(Dutch: Militaire Inlichtingen- en Veiligheidsdienst, MIVD) is necessary to be able to work on
certain projects within Damen Naval. In principle, only NATO-countries can receive a ’certifi-
cate of no objection’ (Dutch: 'verklaring van geen bezwaar’ VGB). According to one intervie-
wee this considerably limits the pool of potential employees. “For some vacancies, we get a
faster response by people from India or Pakistan compared to the Netherlands. In contrary to
other divisions of the [Damen] group, we cannot make use of those people. This has nothing
to do with discrimination.., ..but these people can simply not work here, because they will not
pass the screening.” (P09, Recording, 00:10:58). “If you originate from the middle east or
South America and you do not have a double passport, so at least the Dutch nationality, then
it ends there.” (P09, Recording, 00:09:55). Regarding human capital, the business goals
of Damen Naval, therefore, do not align perfectly with the security policy, as it limits whom
Damen Naval can attract to the workforce (P09).

5.1.5. Security positive/conscious culture

Understanding of security-critical endeavours and awareness

Most participants were able to describe the threat landscape of Damen Naval in detail (see
subsection 5.1.2. P01 mentions that due to the threat landscape, Damen Naval cannot be
too careful in its security policy even though it is considered to be significantly challenging in
productive work. This is in line with PO4 who believes that security belongs to the products
that Damen Naval produces. The respondent argues that this is easily matched with the naval
and combat aspects of the company. Employees, therefore, understand that security is part
of operations at Damen Naval, which also gives people more patience (P04). One example of
an interviewee who understands the necessity of security is given by P01, who responded on
an issue related to knowledge-sharing: “It’s simply not possible: | cannot make a print screen
of a cooling water system in restricted and pan this out in a use-case for the standard environ-
ment.” (P01, recording 00:23:30), acknowledging that even though anonymising or rewriting
best practices takes more time and effort, it is necessary for a secured functioning business.
Even though most interviewees are aware of the threats imposed on the organisation, the
understanding of and potential consequences of ICT tools are not clear to every employee.
“We have employed a lot of smart people, but IT is getting quite complex and not everyone
can comprehend when something is safe within the IT environment and when not.” (P08,
Recording 00:37:51). Relating this to the papers by Kirlappos, Beautement, and Sasse [44]
and Fogg [26], some employees lack the ability to engage in target behaviour, which might
lead to non-compliance. A side-note here is that the ability is not related to security per se,
but rather the technologies that employees work with.

In line with this, the lack of understanding of IT solutions contributes to a perceived burden
being imposed on employees (P04, P08), as well as frustrations due to longer approval times
for IT security-critical endeavours (P01, PQ7). “To me, this is very frustrating, annoying and
obstructive.” (P07, Recording, 00:31:58). P14 explained that, until recently, the relationship
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between IT and the business was not very good. With new IT management, “there seems to
be more understanding for IT by the business, but still, it is quite premature” (P14, Record-
ing, 00:35:30). Apart from the lack of IT understanding, P11 gave an alternative explanation
for the perceived impediments of employees. He argued that these feelings are related to
the type of projects and the considerable growth the organisation underwent in the last few
years. There are people who have witnessed the ‘old’ organisation, where you could just walk
in everywhere and get a cup of coffee with colleagues. This is not possible anymore.” (P11,
Recording, 00:38:25). According to the interviewee, the organisation and the culture changed
with the growth of the organisation (P11). P09 argued that the security impediments should be
considered in an alternative way: “Security should be seen less as an impediment and more
from the perspective that it is part of the [new] working activities.” (P09, Recording, 00:33:18).
The interviewee also argued that Damen Naval should do more regarding security awareness.
He believes too little is done within all layers of the organisation, too make employees aware
of why security measures are the way they are. “Yes we know that sometimes it [security
measures] is inefficient [to productive work] and that it delays and that it makes work more
complex and that these pop-ups of data classification are annoying, but this is why we do it.”
(P09, Recording, 00:25:46).

Effort and willingness to comply

A recurring topic addressed in the personal interviews was the effort and willingness, or the
lack thereof, of employees to comply with the security policy active at Damen Naval. One
interviewee shared his thoughts on why employees would potentially be less likely to comply
with a strictly closed working environment: “/ think people would have the urge [to non-comply
] because they feel restrained in their work due to security. Playing the [individual] responsi-
bility card would increase compliance and involvement. | believe this would work better than
punishing people when something goes wrong.” (P07, Recording, 00:33:00).

P11 mentioned that the current environments are becoming cumbersome and difficult, which
leads to people becoming frustrated, thereby minimizing their effort to comply, because they
just want to do their job (P11, Justification recording, 00:20:45). “If you drive somewhere and
you can take a shortcut by cycling over the sidewalk, 9 out of 10 [people] will do so, because
it is faster and easier to do than following the bike path and making a detour.” (Recording,
00:21:10). The interviewee further argued that: “the moment you make it cumbersome to
implement security measures, there is a higher chance that people will not comply.” (Record-
ing, 00:21:30). P07 added that it is impossible to have everything closed or restricted, so
it would be better to involve employees and change their minds about security, as well as
their responsibility herein.“In the beginning [7 years ago], work was done based on trust. Peo-
ple appreciate this. If you give people trust, they will behave responsibly.” (P07, Recording,
00:32:32). Another interviewee mentioned that, eventually, it all comes down to discipline
and behaviour of people, as with the wrong intentions it is almost always possible to do harm
(P08). P14 described how employees feel demotivated by the security implications and that
this poses a threat of non-compliance or even leaving the organisation. Improving user satis-
faction, in IT but also in terms of the ‘soft’ side, is core for the organisation according to the
interviewee (P14). Finally, P09 stated that if employees know what the risks are and why the
security measures are the way they are, employees will handle data differently from intrinsic
motivation. “This will also prevent people from searching for by-passes as you are aware of
why things happen the way they do.” (P09, Recording, 00:32:54).
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5.1.6. Security performance measurement/alignment

This subsection portrays the interview findings related to performance management of security
measures. This performance management may be both overarching and specifically aimed
at a single security field or security policy.

Security Operations Centre

The Security Operations Centre (SOC) is the team of cybersecurity engineers involved in the
protection of the organisation. The SOC is part of the security field of monitoring & incident
response, but is specifically addressed at the security dimension of performance management.
In order to be able to respond to incidents, logging data should be available to monitor poten-
tial incidents. P02 describes that more parameters would be desired to increase monitoring. “If
you want to be more effective and more efficient, many more parameters need to be included
in security measures. “we stop everyone at the gate and will examine everyone individually.
We are not sure what we are looking for... If, on the other hand, it is known what you are
looking for, e.g. knives, you can take a metal detector and only respond to those people that
have metal detected.” (P02, recording 00:43:30). Another interviewee working on the SOC
(P12) agrees that there is room for improvement in the logging of information, but he finds it
even more important that the follow-up on the data is improved. “It’s nice to see a display with
lights, but someone should also look at it to see if something turns red.” (Recording, 00:12:45).

The procedures and roles within the SOC were discussed. One interviewee mentioned that he
was not acquainted with the official procedure for incident response (P05). He elaborated that
most processes are ad-hoc, but that, depending on the incident, a tailored approach is used to
resolve the incident. He does believe that more procedures should be implemented and used
within the organisation to ensure a better-structured environment. When asked if a feedback
loop was active in the process of incident response, the interviewee responded that he does
not believe there to be procedures for this. However, the cyberteam does occasionally eval-
uate incidents to extract lessons learned. This is more ad-hoc and unstructured. “For some
companies, everything is structured and procedures need to be followed. For other compa-
nies, like Damen Naval, it is more of an ad-hoc and go approach.” (P05, Recording, 00:12:47).
This contrasts the answer of another respondent who argued that there is an incident response
procedure in which the handling of incidents is described (P02). Be this as it may, the same
interviewee also mentioned that in practice, a procedure is not always followed for every in-
cident. The respondent also argued that for employees who are not directly involved in the
drafting of policies and procedures, it may be hard to find the correct documents. This is due
to the outdated intranet and ’'hidden’ information exchange environment (P02). P05 did ex-
press that he was positive with regard to the freedom he has within incident response, as too
many formal procedures slow down the response on incidents. Therefore, he believed that
it should always be possible to “.let security personnel do their work. Would you rather en-
sure the continuity of your organisation or adhere to procedures?” (P05, Recording, 00:16:30).

Access: standard open or standard closed?

A recurring point of discussion during the interviews, was the discussion about access control.
Even though this is closely related to both data classifications and the need-to-know/be princi-
ples, from a security performance perspective, the technical implications and consequences
for security are addressed. Even though most of the interviewees responded that they per-
ceive the 'standard closed’ way of access control to be restrictive in some way (P03, P04,
P06, P07, P08, P09, P10), a significant amount of interviewees would also agree that a 'stan-
dard open’ would be worse (P03, P06, P09, P11). Instead, different interviewees proposed a



5.2. Security governance performance indicators 47

role-based access control. P03 believes access control currently is too much focused on the
individual, but he also stated that role-based access is not of sufficient maturity to be imple-
mented at Damen Naval. P06 believes that the current approach to access control is effective,
but should be optimised, as access rights are too static. There is no feedback on access re-
quests, so hypothetically, more access rights may be given without the responsible authoriser
knowing this (P06). The respondent was also unsure whether access rights are automatically
revoked or altered upon finishing or leaving a project. PO3 would also promote better oversight
on access control and agrees with P04 and P06 that there is a lack of traceability and automa-
tion. Also, the manual authorisation process with emailing back and forth is not desirable, as
“security needs to be made as user-friendly as possible.” (P04, recording, 00:27:45).

The current policy in relation to access control is set too strict for some interviewees, as it
directly conflicts with their business needs and the completion of projects. P09 stated that:
“It would be a shame if the one [security] would rule out the other [delivering ships on time
and within budget]” (P09, Recording, 00:08:10). Another interviewee gave an example of
these two aspects conflicting:“/ heard from people who needed a small tool to use but this
was locked. By the time IT or security approved the tool it was 3 months later and the tool
wasn’t necessary anymore.” (P07, Recording, 00:31:08). P09 did mention that some delays
in access control are not always a security issue, as “sometimes access is requested [too] late
by the departments.” (P09, Recording, 00:16:45). According to P08, the new ICT manager
of Damen Naval would prefer to only classify data instead of applications themselves, which
would also benefit access control, as “access control is then about controlling of data instead
of controlling of applications.” (P08, Recording, 00:19:08).

5.2. Security governance performance indicators

This section aimed to relate the extensive interview data of the case study at Damen Naval
with similar phenomena in related literature and converges towards operationalisable secu-
rity governance performance indicators. Security governance performance indicators should
either indicate the performance of policy or contribution to business goals, without impacting
the other one or, preferably, be about the alignment between the two. Many of the extracted
performance indicators are applicable to multiple security fields, and therefore not addressed
in one specific security field only. This section, therefore, starts with the overarching security
governance performance indicators and then moves towards the specific security fields of the
case study. Where applicable, connections were made to overarching performance indicators.

5.2.1. Overarching indicators

Organisation-wide security and responsibility

1. Recollection of business goals: Considering that effective security governance is
about the alignment between business goals and the security policy, it goes without
saying that these individual pillars should be clear and understandable by the employ-
ees within the organisation. As a result, a performance indicator for security governance
is the extent to which employees understand and remember the business goals and/or
project goals of Damen Naval. During the interviews, respondents were directly asked
about their understanding of these goals, so one way to measure the recollection would
be to interview colleagues. A more scalable method would be to implement a survey,
on-demand or in a given time.

2. Recollection of security policy: In line with the previous security governance indicator,
the other pillar of security governance, the security policy itself, has a similar performance
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indicator, but is then aimed at the extent to which employees understand and remember
the security policy of Damen Naval. This can be measured the same way as the previous
point.

3. Task delineation between departments (Role setting and naming): A recurring find-
ing of the interviews, across multiple security fields, was the delineation of tasks and
responsibilities between departments. Clear task and role delineation boosts efficiency
and ensures empowerment of employees within their respective roles, therefore the de-
gree to which task/role delineation is implemented, understood and supported within the
organisation, is an indicator of security governance. Specifically for data classification
and access control, the sub-indicators below apply. For both of these indicators, a lead-
ing role of the security department is required, both in clarifying the policy and in ensuring
that the policy is known among employees.

(a) Clarity of role-setting data classification: Data classification within Damen Naval
is necessary for all types of information within the organisation. Setting the correct
roles and expectations for who should label information and who should be respon-
sible is important. Therefore, the role-setting performance indicator is concerned
with the clarity of employees’ roles, expectations and responsibilities regarding data
classification.

(b) Clarity chain of actors for access authorisation: Multiple employees were un-
aware of the responsible stakeholders involved in access control. An indicator that
contributes to security governance for this security field, would be the extent to
which the chain of stakeholders is defined and known among employees.

4. Responsibility/ownership over data valuation: A recurring finding of the interviews
was that employees had different interpretations over who should value data, and, thereby,
the protection of data (). A performance indicator for security governance is the extent
to which ownership over data valuation and the security thereof, by means of a business
impact analysis, e.g., the 'Confidentiality, Integrity and Availability’ (CIA) is done.

Risk-based

5. Cost-benefit analysis (P04) security measures: considering the threat environment of
Damen Naval and the security measures in place, an indicator for a risk-based approach
is that the (potential) benefits, or losses prevented, outweigh the potential losses, or ben-
efits missed. Even though a cost-benefit analysis (CBA) is generally expressed in mone-
tary value, the risk also includes the likelihood of something happening and thus can be
assigned to the ’risk-based’ subsection. A deterministic way of a CBA is impossible to
implement in security governance, as it is very dependent on risk and even uncertainties.
James and Predo [40] describe multiple ways risk assessment can be incorporated in
CBA, of which only the Monte Carlo simulation offers a practical way for analysing the
overall risk [40].

Direction of acquisition and commitment of resources

6. Inefficiency factor: It is known that security measures impact productivity within the or-
ganisation. Employees can be less efficient with their time as they need to take certain
security measures, e.g. classifying information, encryption, etc. The interview results
showed that project controllers aim to account for some inefficiency in the work of engi-
neers but acknowledged that it was hard to quantify exactly, as the latest projects were
all considerably different from anything that was done before (in terms of scale, working
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environment, restrictions, etc.). Based on this, a security governance performance indi-
cator that measures the additional hours spent on security, shows the commitment of
resources to security. If fewer additional hours are needed to do productive work, without
security being negatively impacted, overall security governance is improved. Systemat-
ically and structurally evaluating the estimated time spent on activities with the actual
time spent on activities, would - in the long run - result in a well-established inefficiency
factor.

7. Performance expectations labour force: Employees are expected to reach project
deadlines and be as productive as possible, but, at the same time have to deal with
security measures that increase the time spent on work. When trying to fulfil both these
expectations, something has to budge. If it's not security or productivity, it might result in
an increase in pressure/stress (P14) or another negative impact on the employee and/or
the organisation. Due to this, a security governance performance indicator is the extent
to which expectations for employees are realistically set within the available resources
(e.g. working time). The term ’realistically’ would imply that dialogue between engineers,
management and security is needed to determine what is realistic.

Conformance with internal and external requirements

8. Compliance rate: Arguably one of the most renowned and used indicators for security
governance is the compliance rate, either to internal or external requirements. Many
security governance frameworks have adopted compliance and it is a recurring term in
literature reviews [39, 51, 29]. Compliance with internal and external requirements, or
a set policy, can be an indicator of security governance, as it indicates to what extent
employees adhere to the set regulations. However, the compliance rate is heavily de-
pendent on the two lower-level indicators described below:

(a) Effort on compliance: A factor that is highly relevant for the compliance rate, is
the effort employees are required to undergo for reaching compliance. Beautement,
Sasse, and Wonham [7] describe this in their paper 'the compliance budget’. If
the costs for compliance are high, and the compliance budget of an individual is
exceeded, i.e., the effort is too high, the employee might not comply anymore. This
is supported by Fogg [26] who mentions that human beings are fundamentally lazy
and therefore reluctant to (too) much effort.

(b) Willingness on compliance: Compliance, or engaging in desired behaviour, works
best if employees are willing to do so and if the needs of the individual are aligned
with the business needs [7]. If the motivation to act in a certain way drops, employ-
ees are less likely to engage in target behaviour [26]. Keeping these lower-level
indicators in mind, will make the compliance rate a better indicator for security gov-
ernance.

9. Security governance vision (alignment policy and requirements): A recurring find-
ing of the interviews was that the security policy of Damen Naval is bound by external
regulations. These regulations were sometimes conflicting with the desired policy of
Damen Naval. Good security governance should ensure that the security policy results
in optimal security, with the least impact on productive work. If external regulations would
impose security measures on the internal policy, that are either negatively affecting se-
curity or productivity (keeping all else the same) or a combination of the two, Damen
Naval should be able to engage in dialogue about whether these external regulations
are necessary or subject to change. Comparing any conflicts between the policy and
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10.

11.

12.

13.

14.

regulations can be considered a performance indicator. The way in which this compar-
ison is done and how potential misalignments or conflicts are acted upon, defines the
score of the indicator.

Security positive/conscious culture

Familiarity with threat environment and risk culture: An indicator for the security
culture within Damen Naval is the extent to which employees are familiar with the threat
environment that Damen Naval is operating within, as this forms the basis of why the
security policy and requirements are in place. This indicator can be measured by means
of tests and improved by awareness training and informative newsletters with the current
state of affairs regarding the threat environment.

ICT knowledge (understanding of ICT effects): Interviewees mentioned that famil-
iarity and awareness of the threat environment alone were not sufficient for a security-
conscious culture. As IT plays an increasingly more prominent role in the day-to-day
operations of organisations, knowledge of ICT becomes increasingly important (P08).
An indicator for security governance performance is thus the extent to which the con-
sequences of ICT and their security implications are understood by employees. The
operationalisable measures for measuring and improving are similar to those of the pre-
vious indicator.

Employee empowerment: A recurring interview finding was that employees, especially
engineers, would need to be empowered more to make security-conscious decisions
(P03, P08, P12). It also means that a culture of risk should be in place in which em-
ployees make informed decisions based on the potential risks and the alignment with
business goals. As an indicator, employee empowerment would be the extent to which
employees are supported in making security-conscious decisions based on their own
expertise and the external environment.

Security performance measurement/alignment

Accessibility of protocols / procedures: The security department of Damen Naval
has policies in place for a variety of security fields, operationalised with protocols and
procedures. These protocols and procedures describe how policies should be followed
and how employees should behave - and thus - be compliant. In order for this to work,
protocols and procedures should be easily accessible and used throughout the organi-
sation. A performance indicator for this is the extent to which protocols and procedures
are accessible, e.g., by the time or amount of clicks it takes employees to open them.
Furthermore, statistics could be gathered on the amount and distribution of opens, as
well as the time looked at them.

Audit and oversight: A security governance indicator for security performance mea-
surement/alignment is the extent to which the execution of the security policy is audited
and overseen by the authorised person/department. Operationally, audits will include,
among others, the verification and sampling of whether data is classified correctly and
to what extent authorisations of employees are in order.

5.2.2. Access control

1.

Oversight access rights: The level of oversight regarding access rights and the proce-
dure for granting/revoking access rights was discussed with multiple interviewees (P04,
P06) and is a security governance performance indicator.
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2. Automation access rights: The extent to which access rights are automated is an indi-
cator for security governance on access control, as automated revoking and assigning
(correct) rights to employees both improve security, as no rights are wrongly assigned to
employees upon completion or cancellation of projects, as well as improving productivity,
as no manual effort is needed.

3. Clarity need-to-know and need-to-be principles: The need-to-know and need-to-be
principles were considered to be vague, unclear and open to interpretation. Therefore,
these principles would not be able to contribute to mature security governance, as part
of the security policy of Damen Naval. The extent to which these principles are clear,
the boundaries in which interpretation of these principles is allowed and the adoption of
these principles in the day-to-day operations, is an indicator for security governance.

4. Facilitation of knowledge sharing: Knowledge sharing was said to be an important
aspect of a well-functioning organisation, in which intellectual property and expertise of
employees is paramount for the continuity of the firm. Even though a trade-off exists
around knowledge sharing [23], better alignment between the extent to which engineers
can meet as well as share information, and the protection against data leakage, is re-
quired. Better knowledge sharing/transfer, whilst upholding similar security standards,
will boost productivity and contributes directly to reaching business goals, and thereby,
indirectly, to security governance.

5. Time to authorisation: A recurring issue with interviewees was the time it took to re-
ceive access to information or physical areas. Having the time to authorisation as a
performance indicator will improve insight into the duration of the authorisation process
and will contribute to making improvements measurable. In its turn, a shorter time to
authorisation will improve project efficiency and will contribute to better security gover-
nance, on the premise that security standards are kept the same.

5.2.3. Data classification
1. Traceability data classification: Different interviewees were unsure whether informa-
tion was classified correctly. As much information at Damen Naval is sent via email,
statistics could be gathered on the distribution of the classification levels (P10). This
could, in its turn, be used to measure performance, e.g., the percentage of unclassified
information.

2. Clarity/explainability of data classification: Employees perceived the different clas-
sification levels to be vague and open to interpretation. Interviewees also had differing
opinions as to what classification means and what the consequences of classification
levels were. Considering that unclear and unexplainable data classification levels are
conflicting with the aims of the security policy and arguably cause frustration and mis-
alignment among the workforce, a security governance performance indicator is the ex-
tent to which data classification is clear and can be explained in the same way.

5.2.4. Monitoring & Incident response
1. Proportionality resources to threat: one key indicator for monitoring & incident re-
sponse is that the available resources for monitoring and responding to incidents is pro-
portionate to the threat environment and the size of the organisation (P05). This could
be expressed in the number of employees (FTE) or the budget available for tools and
employees.

2. Proportionality response to impact: Employees responsible for cybersecurity and in-
cident response argued that the response to an incident should be in line with business
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values, requirements and the external environment (P13). The extent to which this is
done, is an indicator for security governance performance.

5.3. On the road to concordance

This section describes the outcomes of the focus group session. The security fields of access
control and data classification were discussed first. Afterwards, participants were asked about
conformance to (external) requirements. Finally, the road from compliance to concordance
was discussed, using the doctor-patient relationship as a metaphorical analysis.

5.3.1. Data classification

The different data classification levels of Damen Naval were discussed. Respondents were
asked to respond on the 'Titus’ plugin that is used for classifying data. The plugin describes
the data classifications as the following:

* DSNS Public: not harmful

+ DSNS Internal / commercial in confidence (external use): considerably harmful
+ Damen Schelde Naval Shipbuilding Restricted: seriously harmful

+ Damen Schelde Naval Shipbuilding Confidential: catastrophically harmful

DSNS Public was considered to be a straightforward classification. Participants agreed that
this was information that was not harmful, as one participant mentioned it 'could be left at a
bus stop’ (G01). DSNS internal / commercial was perceived as the standard for communica-
tion (G02). GO3 added to this that this concerns information that you do not want to wander
on the street, with commercial in confidence being used for information that is to be shared
externally and internal for information that shouldn’t be shared externally (G03). G04 believed
that restricted is information that everyone within a single department should be able to read
and confidential comprises information that only specific individuals or a very select group of
people should have access to. G02, on the other hand, would argue that both restricted and
confidential are classifications that everyone working on a project should be able to see, unless
there are specific rules in place that state otherwise (G02). Based on his role of a technical
specialist, he argued that even though information is confidential and comprises military sen-
sitive information, the entire project team should be aware of this information as it contributes
to a successful product (G02).

GO03, a representative of the security department, argued that having access to something
is different from what classification information should have. “Classification is about how to
protect and secure information, which can be entirely different from who should have access.”
(G03, Recording, 00:12:40). He further stated that “a document that is [classified as] DSNS
restricted is protected in a certain matter, but still the entire organisation may have access if
they all need access.” (G03, Recording, 00:12:54). Following this reasoning, other partici-
pants agreed that classification and access are separate things. G04 did state that, although
agreeing with the argument, that classification is - in practice - commonly intertwined with
access control. “If something is about classification, the first question is: how do I get it [infor-
mation]? We want to be able to use it, so therefore these two concepts are similar to us.” (G02,
recording, 00:15:00). Based on the discussion and the elaboration of the intended definition
of the classifications, participant G04 stated that he wanted to nuance his initial definitions by
stating that “..classification labels are the value or the potential damage of a document.” (G04,
recording, 00:16:32).



5.3. On the road to concordance 53

Participants of the group session then discussed the consequences of data classification. G03
stated “with confidential it will be made very hard to get access, but this is unrelated from
whether you should get access to it.” (G03, recording, 00:17:02). GO05 adds to this that mak-
ing it hard is not necessarily the case, as this depends on how the controls are currently
implemented and what could be done to improve. From a practical 'business’ viewpoint, G02
responded that this might be a threshold for people to get access, as it is made to hard for
them. The participant even argued that this could negatively impact security itself: “Because
it is so hard [to get access], people expect me to tell them this confidential information in an
environment that is not confidential, with the risk of them writing it down and it [information]
going into the restricted network.” (G02, recording, 00:17:47).

During the discussion on data classification, the classification family of Damen Naval data was
used. However, multiple other classification families exist. These classification families can
be project-specific. G02 states that he tries to relate the different classification families back
to the classification family of Damen Naval. “In my head, | try to relate the client classifica-
tions to DSNS classifications and in 95% of the cases this is possible. This way | only have
5 classifications to remember instead of ... 15 [due to different projects].” (G02, Recording,
00:20:06). Participants were in agreement that the different data classification families should
be kept separate in practice.

As part of the group session, participants were asked to give their opinions regarding data
classification on the pictures below. First, the left picture of figure 5.1 was shown. Participants
were in agreement that this picture does not contain any information that should be classified.
G02 gave a more detailed explanation of why this information may be publicly available: “...if
the ship is done, everyone can see it so it is not that tensive anymore. We are also not in a
competitive position anymore as the contract is already signed, so | believe the design can be
released.” (G02, recording, 00:23:51).

Next, the participants were shown the same image but now with detailed information about
suppliers, weapon types and general characteristics of the frigate (image on the right side of
figure 5.1). Again, most participants felt that there is no real breach in data classification, as
most information is publicly available on Wikipedia (G01). G02 even responded by saying that
both pictures are the same to him, as he can distinguish the suppliers and systems based on
the first picture. “Someone who knows a little bit about ships has enough of the drawing alone.”
(G02, recording, 00:27:03). G04 would go as far as stating “Everything that is publicly visible
from the outside can per definition not be classified.” (G04, recording, 00:27:20). The partic-
ipants were in agreement that despite this information being publicly available now, Damen
Naval should be in control when information is made public. On the one hand, Damen Naval
does not want to release information prematurely if a contract has not been signed (G01). On
the other hand, releasing the information could steer others into using the correct information,
thereby preventing wrong information that might endanger contract negotiations (G04).
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GENERAL CHARACTERISTICS

Length: 166m

Figure 5.1: Left: clean picture of an F126 frigate [8], right: infographic of F126 frigate [17], both publicly available

The participants of the group session were asked whether they perceived there to be a trade-
off or balancing act between the usability of information and the security of that information.
In line with what was said earlier, participants mentioned that this depended on whether data
classification itself would impact accessibility (G01, G04). G01 stated “If you only label [clas-
sify] this does not make you handicapped.” (G01, recording, 00:32:12). G04 added to this that
there might also be solutions that improve both usability and security. Another participant con-
sidered this trade-off to be much more framed, as he described: ‘the security or the value of
documentation is something that is given or required by the client. Then, we should consider
how to make this as usable as possible, considering these prerequisites.” (G02, recording,
00:32:43).

This being said, participants agreed that a trade-off could be made to a certain extent. G05
gave an example of how data classification and security may be perceived as obstructive,
when, if another label was put on the information, the usability could have been improved. In
line with this, GO4 mentioned that a conservative classification policy, wherein everything is
classified as DSNS confidential, might be an improvement for security, but will impact usability
as classifying will cause impediments in using the information. GO3 proposed costs to be an
additional factor in the trade-off, whilst GO2 argued that this is more related to access control,
as the costs as well as how people classify are related to access control. “People will under-
classify information if they otherwise have to walk to the confidential laptop.” (G02, Recording,
00:36:08). The other way around, “Other people are so afraid of doing something wrong [leak-
ing information], that they over-classify.” (G02, recording, 00:36:19). This would indicate that
there should be a balance between usability (classifying low) and security (classifying high).
G03 agreed with this statement.

As a final point related to data classification, the discussion of who should classify information
and be responsible for it. Even though participants would agree that engineers are the most
suitable for determining how confidential information is, based on their technical expertise,
they would also agree that engineers do want to focus on their engineering work rather than
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classifying information: “...90% of the employees are engineers who want to calculate steel
plate thickness or the amount of air that needs to be circulated within a room. They don't
want to worry about the label to put on it.” (G01, recording, 00:37:20). In an attempt to lower
the potential burden on engineers, G04 asked whether templates would improve the situation.
GO01 and GO3 responded that this is partly being done by the PDAL (Project Document and
Activity List), but all participants agreed that setting everything in templates would negatively
impact the ’'thinking for yourself’ approach and the autonomy of engineers. ”..thinking should
be stimulated, because we [the business] have to deal with it [classification].” (G02, record-
ing, 00:40:40). He did argue that more involvement for responsibility over data classification
should be expected from team leaders (G02).

5.3.2. Access control

The second topic was the security field of access control. The principles of need-to-know and
need-to-be were briefly elaborated. The internal security plan of Damen Naval stated the fol-
lowing on the need-to-be principle: "access to areas where one should be for executing his/her
working activities.” [63] (p. 28). No specific description was found on the need-to-know princi-
ple. Afterwards, the participants were asked whether there was a need-to-be in the following
statement: Due to workplace shortages the intern is given a workplace on a project floor de-
spite not working on the project itself.

Respondents disagreed on whether there was a need-to-be in the case of the intern. G04
believed there to be a ’practical yes’ and indicated that “in the balance this statement slides
towards usability instead of security.” (G04, recording, 00:41:35). G02 would agree with G04
on the prerequisite that “the intern should at least have a screening or undergo the same
measures as others on the project have to undertake.” (G02, recording, 00:41:50). GO1 was
against the statement, as she would not agree to let the intern on the project floor.

G03 believed that’eventually the question should be if you need to be on the project ... this
would mean the information, the knowledge, the designs that are made or the people that work
there.” (G03, recording, 00:44:01). Following this description, participants were asked what
this 'need’ was. G03 states that the need-to-be is not as simple as it is sometimes perceived.
“The need-to-be sounds very simple, but eventually it still comes down to a scale with how
strict this policy needs to be set. Very strict so that nobody has access anymore; this is good
for security but bad for productivity, or less strict so that you can talk with colleagues.” (G03,
recording, 00:46:50). G04 and G01 believe that there could be a need in the situation of the
intern, but “due to workplace shortage should in no way, shape or form be a need.” (G04,
recording, 00:45:43).

Finally, respondents were asked how the security policy regarding the principles of need-to-
know and need-to-be is currently set and whether this policy leans more towards security or
accessibility/usability. Two of the participants (G01, G04), believed the slider to be more set
towards security in policy. However, in practice, opinions differed. G04 believed that steering
on risk acceptance might overrule the need-to-be or need-to-know principle, but GO1 argued
that this might give wrong impressions to an intern as in practice the policy is not adhered to
as the policy said it would. She argued that the slider should be closer towards security, i.e.,
that the intern should not be on the project. “We want to give new employees the feeling that
we do it seriously over here. We build warships.” (G01, recording, 00:50:40). In contrary to
the theoretical policy, currently, Damen Naval is leaning more towards usability/accessibility,
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as in practice people do get access whilst the policy would suggest otherwise (G05, GO01).
Overall, G02 believed that everyone [limited to the participants] is generally speaking on the
same line. He did suggest that need-to-be is hard to demarcate and should always be open
to some interpretation.

5.3.3. Conformance to requirements

The group session’s third topic was conformance to (external) requirements, as this was a
common point of discussion during the individual interviews. The following statements were
used to start the discussion about these requirements:

1. The way in which Damen Naval conforms to external rules such as the ABDO is open to
interpretation.

2. The internal security policy (beveiligingsplan) is based on / a derivative of the external
regulations imposed on Damen Naval (e.g., ABDO)

G03 mentioned that “the requirements in itself are quite strict, but the way in which these
requirements are satisfied is open to interpretation.” (G03, recording, 00:55:26). The partici-
pant partly agreed with the second statement, as the internal security policy of Damen Naval is
partly derived from external requirements such as the ABDO. G03 explained that this had to do
with the core of the business working on projects bound by these regulations. The participant
did mention that “at the same time you also have your [Damen Naval] own interests, which is
the full responsibility of Damen Naval and risk-based.” (G03, recording, 00:56:34). He argued
that the internal policy is not a direct copy of external requirements. G04 did not agree with
this, as he believed that Damen Naval should have a more clear distinction between the DSNS
information and client information, as some of the internal policies rely too much on external
requirements (G04).

Afterwards, the question of whether Damen Naval should conform to all external requirements
at all was addressed. G03 was clear in stating that: “We don’t have to do anything ... Eventually
the MT says that we want to build navy ships and if we do not apply to these requirements, the
risk gets very high that we do not get the project.” (G03, recording, 00:58:24). GO03 followed
up on this by saying that only those with a position of power that are able to weigh different
interests can decide whether to comply or not. However, G02 believed that weighing these
interests is not something that can be done as an individual, director or not. According to the
participant, considerations of the project floor should always be taken into account.

In line with the statements about conformance to requirements and the nature of the research,
GO02 stated that: “we are sometimes so busy asking security what to do that we forget that we
also need to build a ship.” (G02, recording 01:06:12). He explained that a group of people
from security and IT are looking at what needs to be done to create a secure environment,
but engineers look more at what their need is. He argued that the different departments do
not communicate well enough. “...instead of asking the question that something needs to
be restricted, we should also ask the question how to do something given the rules.” (G02,
recording, 01:06:58). Weighing between needs and requirements is something that should
be considered continuously (G02). Other participants agreed that better alignment is required.
GO03 concluded by stating that security, IT and other departments are supportive of the busi-
ness which makes better alignment essential.
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5.3.4. Doctor-patient relationship applied to Damen Naval

Having discussed some key operational issues that impact either or both productivity and se-
curity, the final part of the group session intended to look at this balancing act from a more
generic perspective with the aim of reaching a state of concordance, or at least agreeing on a
path to take to reach concordance at a later stage. In doing so, the doctor-patient relationship
(as described in section 3.1) was used as a metaphorical analysis to project upon the organi-
sation of Damen Naval.

The first question that was proposed to the participants was whether a doctor-patient relation-
ship would be applicable to an organisation like Damen Naval. G02 considered the doctor-
patient relationship as difficult to implement, as the organisation of Damen Naval does not
work with a single doctor-patient relationship, by stating: “a project with 500 people is not suit-
able for asking each individual engineer what his best approach would be as this results in
500 individual plans.” (G03, recording, 01:12:46). This is a logical concern that was shared
by more participants, as the paper by Vermeire et al. [66] did mention that "’Knowing each
patient’s health beliefs is the key feature of the new doctor-patient encounter.” (p. 340).

GO02 argued that the business must still have a leading role in setting a policy, as “even if there
are strict rules, the engineer will find his own solution.” (G01, recording, 01:13:03). This was
complemented by the example of G04: “There is a business need for exchanging information.
This is done via google drive. IT blocks google drive. The business still needs to exchange so
will use Yahoo drive. Then Yahoo drive is blocked. Eventually, this ends with Yahoo.ru.” (G04,
recording, 01:18:36). This does align with the shift of the doctor-patient relationship from com-
pliance towards concordance, as "The backbone of the concordance model is the patient as
a decision maker” [66] (p.333). Acknowledging that when pursuing compliance of employees,
employees can still choose not to comply, is something that was clear among the participants.
Apart from the viewpoint of the individual, the same rationale was also used when compliance
versus concordance was discussed from an organisation-wide level: “the doctor advises on
what the patient should do to become better... the decision to follow this advice is with the
patient. Seeing the patient as the business, the business should eventually decide what to do
and what not.” (G03, recording, 01:17:45). This is strongly related to the previous subsection.

In line with this, creating awareness and showing why certain measures or requirements are
necessary is an important factor (G01). During the group session, she used the metaphor of
a mother-child relationship to explain why certain measures are necessary. “l want to explain
to my children why they need to brush their teeth, hoping that they will do it on their own, as
holes in your teeth are not so funny.” (G01, recording, 01:13:22). Followed by: ‘this is why
you need to create awareness among employees as to why follow what is said [by the security
department].” (G01, recording, 01:13:33). Related to the doctor-patient relationship, this can
be explained by patients having to believe that they are vulnerable and that there is a necessity
to adhere to a set of health recommendations in order to lower the severity of the threat [66].

Apart from the shift from compliance to concordance, participant G04 would rather pursue be-
ing in control. According to the participant, compliance is always doing what should be done,
in which deviation is not possible. In control, on the other hand, is about finding a solution to
a problem, together, based on the necessary risk assessments and conscious considerations
(G04). Reaching concordance is then, according to the participant, closely related to becom-
ing in control. Even though the names might differ, after the discussion, participants were
aligned in their basic definition of concordance.
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Based on what was said earlier during the group session, participants were asked how they
would see a structure for concordance work within the organisation. Participant G02 described
a project structure involving working groups and steering committees, with engineers that have
field knowledge, advising the steering group on a higher level. This steering group then de-
cides on the matters at hand. The participant mentioned that such a structure would be able to
leverage the specific knowledge and input of individuals, whilst also enabling decision-making.
“This would be exactly what you want [as an organisation] as this involves different expertise
combined to come to a good solution, with the steering committee making the decision on the
right level [of authority]. (G03, recording, 01:21:23). After additional elaboration by the partici-
pant, the steering committee receives input from lower down, usually via team leads or directly
from engineers, but not all input was said to be brought up during the meeting as individuals
were said to filter some of the input. Issues are collected and then decided top-down by the
steering committee instead of advice being given first by the working group. The other partici-
pants agreed that in principle this would be a good structure to pursue concordance (G01, G03,
G05). G02 added to this that the whole line would have to be included, with representatives
of all stakeholders. Currently, this is not the case, as, among others, the security department
is not involved.

Finally, the role of the client of Damen Naval is discussed in the context of concordance. G02
stated that this role is given, as the client and the requirements are there to be dealt with.
G01 argued that “the client is interested in getting the right product [ship] and has drafted
some requirements for this, but he will also tinker with these requirements if he doesn’t get
the desired product when asking it in this way to the business [projects Damen Naval].” (G01,
recording, 01:24:07). This would indicate that a potential client might alter the requirements if
requirements are too strict for any shipbuilder to take on the challenge. G04 agreed with this
but also mentioned that it works the other way around as well. According to him, it is possible
to convince the client of another way of working or another approach which he hadn’t thought
of before. Likewise, GO2 would also argue that some form of freedom over requirements would
be possible: “I would be a proponent of that the client tells what he wants but not how he wants
it to be done.” (G02, recording, 01:26:10).

5.4. Converging towards a framework for determining the maturity

of security governance

The previous sections answered the sub-questions for this research and contributed to shaping
the framework for determining mature security governance. This section converges towards
the framework for determining the maturity of security governance. The research addressed
maturity both from a conventional field of view, as well as through a social lens. Conventional
maturity focuses on the effectiveness of security governance and is more technically oriented.
This side of the framework consists of the six dimensions of security governance that were
extracted from the literature review. Based on these dimensions, indicators were created that
can be used to measure the effectiveness of security governance. The dimensions and indi-
cators should not be mistaken for indicators to improve security per se. Instead, this part of
the framework is also concerned with governance, be it from a different perspective than so-
cial maturity. A higher maturity level would either or both increase the security policies or the
contribution to business goals, by working more productively/efficiently given certain security
policies. It is thus not merely about implementing technical measures to protect systems and
assets. The framework is shown in figure 5.2.
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The other part of the framework considers maturity to be a social construct. It focuses specifi-
cally on the way alignment between the two pillars of security governance, i.e., security policies
and contribution to business goals, is reached. Socially mature is used metaphorically within
the research as it indicates a state of human development characterised by people becoming
more conscientious, responsible and agreeable with age [58]. The highest notion of this social
maturity is defined as reaching concordance. The framework, therefore, visualises the shift
from compliance to concordance. One important aspect to take note of is that eventually the
security department or the higher management has to impose the outcomes of the stakeholder
dialogue into a policy. Otherwise, there is no way forward from this dialogue. An interviewee
from the group session referred to this as being ’in control’ as opposed to being compliant or
demanding to be so. This indicates that apart from a bottom-up approach, eventually it also
entails a top-down approach and an agreement about how this newly formulated approach
will be adhered to. This is why the framework also has an arrow down from concordance to
compliance, as it indicates that, although drafted in concordance, employees need to be com-
pliant with whatever the outcome is.

Both the conventional and the social maturity side of the framework are linked by security
governance trade-offs. The second sub-question of this research aimed to understand what
type of trade-offs related to security governance there exist within organisations and if this was
supported by the challenges employees at Damen Naval perceive. The conducted interviews
showed that employees at Damen Naval are confronted with a variety of challenges and trade-
offs. Some issues can be resolved by focusing on the security governance dimensions and
its derived performance indicators. Others, however, are more wicked and social problems,
that do not have one best solution that can be imposed upon employees top-down. Instead,
they require a dialogue with representative stakeholders to openly discuss what the optimal
way forward is.

Security governance performance

o Concordance
indicators

Security governance dimensions

. Organisation-wide security and
responsibility/accountability

. Direction of acquisition and
commitment of resources

. Risk-based

. Conformance with internal and
external requirements

. Security positive/conscious
culture

. Security performance Compliance
measurement/alignment

Security governance trade-offs / challenges

Figure 5.2: Developed framework for determining the maturity of security governance



Discussion

This research has provided insight into the world of organisational security governance. The
outcomes of this research have provided a framework for determining the maturity of security
governance, both from a conventional viewpoint on maturity as well as a social viewpoint. Both
sides of the framework require challenges and issues of security governance as perceived by
individuals or groups within organisations. The conventional side of the framework aims to
solve these issues and challenges by means of security governance performance indicators,
derived from a selection of dimensions along which security governance can be assessed.
These dimensions were used as a base for semi-structured interviews on three individual
security fields with a broad representation of employees at Damen Naval. After a thematic
analysis of the interviews, security governance performance indicators were drafted that are
able to be operationalised into measuring the maturity of security governance on either the
individual security fields, or overarching security practices.

Finally, the social maturity of security governance was addressed by discussing the challenges
and trade-offs that individuals perceived during the interviews. The social maturity viewpoint
acknowledges that not all perceived issues in organisational security governance can be
solved by one single solution. Instead, they require dialogue with a variety of stakeholders
and their expertise/opinions. By means of a focus group session (based on the theoretical
framework of chapter 3) participants could discuss some of the most pressing challenges em-
ployees faced at Damen Naval, as they were asked to debate about trade-offs between both
sides of security governance. The final aim was to set trade-off sliders or at least agree upon
the right way forward by determining how concordance can be reached within the organisation
of Damen Naval.

This chapter provides the major findings of the results section and interprets them based on
initial expectations, the context of the literature review and theoretical framework, as well as an
evaluation of any unexpected results and their significance. Next, the limitations of this study
and the potential consequences are discussed, as well as their implications for interpreting
the results. This chapter concludes with recommendations for future research.
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6.1. Major findings and their relation to theory

6.1.1. Issues related to security governance

One of the main issues extracted from the interviews has to do with role setting and responsi-
bilities. Interviewees from the security department were not completely aligned in their roles,
tasks and responsibilities. On top of that, the role setting of the ICT (cyber)security depart-
ment and the security department were indistinct. A possible explanation for this is that the
phenomenon of cyber-physical systems has intertwined physical security and cyber security
[52, 11]. This led to the blurring of ICT and security aspects and could explain why the role
setting between these departments at Damen Naval is unclear. Another factor that could con-
tribute to this is the significant business growth that Damen Naval went through in a very short
time.

Due to the scoring of multiple large projects with strict regulations, Damen Naval grew harder
and faster than the organisation could comprehend. This led to a serious backlog in ICT
projects (subsection 5.1.3, but also imposed a lot of pressure on the engineers (subsection
5.1.3). Even though the additional burden on employees was acknowledged by management
and business controllers, engineers were still motivated to spend fewer hours on working ac-
tivities than necessary. Interview results indicate that engineers would absorb some of the
additional costs of the security requirements in their working activities, which would impose
additional stress on them. In principle, this issue does only impact productivity. Be this as it
may, indirectly, this is also a driver for non-compliance as the high resource investment that
these security measures demand conflicts with the completion of their primary task [44]. This
is also in line with the paper by Beautement, Sasse, and Wonham [7] and point three of the
framework about secure behaviour of Sasse et al. [59].

Another interesting result is the broad interpretability of the internal security policy. During
interviews, respondents had varying interpretations of security principles as need-to-know
and need-to-be, as well as conflicting understandings of data classification (subsection 5.1.4).
Based on the analysis of these results, it can be concluded that the ‘'need’ for the principles for
access control lacks clarity in the policy (subsection 5.3.2). Furthermore, respondents couldn’t
agree on specific cases of the principles and argued that there should always be a possibility
for interpretation, which begs the question if - at all - the 'need’ can be defined unambiguously
in a security policy. This refers to the trade-off by Gulzar and Kopcho [32] about rules and
principles, as discussed in section 2.4. The principles of need-to-be and need-to-know aim
to leverage competence and context by the decision-maker, i.e., the respective employee, in-
stead of enforced compliance to a rigid rule [32]. Even though this rules-principles theory is
preferred to be more towards the principles side, Damen Naval lacks the proper authority or
empowerment of the decision-maker. Setting a principle-based security measure for access
control, is beneficial if the respective employee has decision-making rights. However, in prac-
tice, the process for access control to information and/or environments constitutes of different
stakeholders and is perceived to be too static and strict (subsection 5.1.6 'Access: standard
open or standard closed’). Contrary to the benefits a principle-based policy should attain, this
is currently not realised within Damen. Kirlappos, Beautement, and Sasse [44] argues that
“Greater flexibility is needed to adapt to local circumstances, and solve conflict with tasks and
business processes as they arise.” (p.77). Although greater flexibility may be a suitable op-
tion, it should also mandate that employees can execute and make decisions based on their
interpretation. Otherwise, it will only frustrate employees as their interpretation of the principle
is not shared and executed by others who do possess this decision-making right.
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In addition to access control, data classification was also considered to be a ’grey area’ in
terms of interpretation of the policy. During individual interviews and the focus group session,
employees proposed different descriptions of the DSNS classification levels to make them
more relatable and practical to employees, which indicates that the current description is too
vague and hard to distinguish from one another. Interestingly, multiple respondents related
data classification directly to access control. Nonetheless, a representative of the security de-
partment explained that these two are separate things, as defining how to protect information
is entirely different from defining who should have access (G03, subsection 5.3.1). After this
explanation, the other participants of the group session agreed that data classification should
be interpreted accordingly. These findings show a lack of understanding of the policy. Consid-
ering that the security policies regarding data classification, as well as the tool that is used to
classify data, only vaguely describes what each classification means, the security department
could do more to clarify this policy and explain the differences between access control and
classification. Understanding of the policies is part of the awareness maturity curve by Sasse
et al. [59]. Building understanding beyond the secure routine of merely classifying information,
improves security awareness [59].

It is important to add that the clarity of classification levels was not the only aspect hampering
data classification. Results of the individual interviews show that even engineers with spe-
cific expertise were not completely reassured about classifying something in a certain way,
whilst others would classify most parts of the ship on a very low level (subsection 5.1.4). This
suggests that no consensus or unilateral assessment criteria can be applied to classifying in-
formation. Nevertheless, the focus group session showed that many highly classified systems
are already public information (on a very high level) and would indicate that, at the correspond-
ing level of detail, this information cannot have a high classification anymore (subsection 5.3.1).
This does, at least to a certain extent, proposes a practical way of determining the appropriate
classification level.

Results of the interviews as well as the focus group session also point to ambiguity and dis-
agreement about the responsibility and accountability of classifying data. Even though some
respondents had conflicting opinions regarding who should classify information, overall partic-
ipants agreed that engineers are the most suitable for determining how classified information
is, due to their technical expertise (section 5.3.1). Representatives of the engineering depart-
ment did mention that engineers do not want to worry about putting a label on data as it is in
stride with their primary tasks of doing actual engineering work [44, 59, 7]. In trying to reduce
the time spent on data classification, it is very much possible that engineers do not always
classify data correctly. In addition to this, currently, the accountability of data classification is
assigned to the data owner, which, in most cases, is the engineer. Interview results indicate
that data is classified too high more often than too low, which can be explained by the account-
ability of the engineer.

In addition, the results show that those who are negatively impacted by classifying a document
too high, are often not the same employees as those who classify the data. This relates back
to section 2.1.4 in which Anderson and Moore [3] was quoted, stating that "Systems are par-
ticularly prone to failure when the person guarding them is not the person who suffers when
they fail” (p. 610). The system, in this case, is the policy of data classification. The person
guarding it, is a metaphor for the engineer who needs to classify correctly and the one who
suffers is the project leader or manager who is impacted by the measures that follow from a
higher classification than necessary. All of this points to the conclusion that the policy of data
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classification is flawed due to misunderstanding of the classification levels, misalignment with
primary tasks as well accountability and consequences.

A final topic to depict from the research results is the conformance with internal and external
requirements. Apart from being one of the chosen security governance (subsection 2.2), re-
quirements play a critical role in the security policy and the way this policy is perceived by
employees, as well as their willingness to comply. Results of the individual interviews indicate
that many of the issues that impact productivity are present due to externally imposed restric-
tions. Some of the interviewees mentioned that conformance to requirements is a necessity
for making ships (subsection 5.1.4. Considering that security governance comprises align-
ment between the security policy and business goals, one could argue that if conformance
to requirements is a necessity or precondition for executing projects, conformance is already
part of the business goals itself. Other interviewees believed there to be more flexibility and
interpretability in the way imposed restrictions are implemented at Damen Naval. This was
supported by the findings of the focus group session (subsection 5.3.3). Existing literature
does not seem to take this interpretation of requirements, to better fit with business objectives
and productive work, into account. Most frameworks and norms emphasise that compliance
to requirements should be ensured, without any notion of interpretability or support by employ-
ees [29, 51, 39]. Westby and Allen [68] do mention that requirements should be supported by
people upon implementation, but does not show any active involvement of the business for
drafting requirements.

It is also worth noting that the results of the interviews showed a difference between exter-
nal regulations and internal regulations. For a set of internal requirements that is decoupled
from any imposed external requirements, Damen Naval can align and adapt regulations to
business needs and desires of the employees. This means that internal regulations are more
easily changed or better explained. External regulations, however, were said to be very static
and outdated. Even though Damen Naval complied to these external regulations, it would
arguably negatively impact both security and productivity. One example of this, is the use -
or the lack thereof - of cloud services (subsection 5.3.3, p.38). The interview results indicate
that employees find it frustrating and hard to comply with such a regulation. Due to this, it
is very much possible that the costs and benefits of adhering to these external requirements
are out of balance. Especially from the viewpoint of an engineer within the organisation, as
productivity gets impacted, but it arguably is also more costly against a lower level of security.
Based on the results of the interviews, the only thing that keeps this imbalanced way of work-
ing afloat, is that employees deem it necessary for the continuation of projects and thereby
the organisation itself.

6.1.2. Performance indicators

The results of section 5.2 show that most security governance performance indicators are ap-
plicable to multiple security fields. In the research design, three different units of analysis were
chosen: access control, data classification and monitoring & incident response, in order to re-
late the performance indicators to one another and to understand to what extent the indicators
were generalisable. In this section, indicators are discussed and related to existing theories
about security governance.

First and foremost, the results of the individual interviews indicate that the majority of the in-
terviewees are familiar with the business goals of Damen Naval. Almost every respondent
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who was asked to give their interpretation of the business goals answered that in principle it
was about delivering [complex] ships on time and within budget, which aligns nicely with the
business plan of Damen Naval [18]. This is important as it is one of the pillars of security gov-
ernance, i.e., the alignment between (contribution to) business goals and security policy [2].
Both the recollection of business goals and the recollection of security policies are considered
to be overarching performance indicators for security governance.

The other two security performance indicators are concerned with the task delineation between
departments and the responsibility over data valuation. Interview results show that the lack
of role-setting and naming caused departments to be misaligned. Specifically for the security
policy, this caused discrepancies between the security and the ICT department. Together with
the lack of clear ownership over data valuation by means of a business impact analysis, these
indicators would score somewhere between level 1 and level 2 when relating them to the matu-
rity framework by Maleh et al. [48]. Level 3 in the framework mentions that ”/T and some other
business units have agreed-on IT component and physical environment security measures.”
([48] (p.227)), as well as "Security incidents are handled based on the urgency to restore ser-
vices, as agreed on by IT and some other business units.” ([48] (p.227)). The lack of a clear
and structured business impact analysis prohibits security incidents to be handled based on
the urgency to restore it, and the lack of alignment between the security department and the
IT department disputes the first statement for level 3 maturity. Although this performance in-
dicator concerns the whole security policy, specific performance indicators were assigned to
the security field of access control and data classification.

The following three performance indicators relate closely to each other and are applicable to
all three security fields. The first indicator is a cost-benefit analysis based on the security
measures. Interviewees, including those from the financial department, could not quantify
or compare within reasonable accuracy how the (potential) benefits - or losses prevented -
outweighed the potential losses - or benefits missed - from the active security measures. In-
terviewees could give examples of how security measures impacted the productive work of
employees by assigning additional hours spent on security for working activities, which cor-
responds with the efficiency factor indicator. Interviewees mentioned that the inefficiency of
additional hours spent on activities due to security measures should partly be absorbed by
the engineers themselves (subsection 5.1.3, p.36). When no thought is given to performance
expectations of engineers, i.e. if engineers are expected to deliver the same productive work
whilst consuming the same amount of resources, something else will be impacted. These three
indicators are therefore closely related, as security measures need to be undertaken based on
their net benefit to the organisation, inefficiency of these measures needs to be quantified and
used to set realistic expectations of the labour force. Even though existing literature mentions
resource allocation and security budgeting as indicators for mature security governance [51,
2], almost no consideration is done about the inefficiency of security and expectations towards
employees.

Conformance with internal and external requirements is already discussed in the previous sec-
tion. Based on the research results 'compliance rate’ was drafted as a performance indicator
for security governance. The compliance rate is one of the most widely used indicators for se-
curity governance and adherence to the security policy [2, 51, 39, 48]. In consideration of the
interview results, the focus group discussion and the papers by Beautement, Sasse, and Won-
ham [7], Fogg [26], and Sasse et al. [59], two additional subsets of the compliance rate were
added to the performance indicator: effort and willingness of compliance (section 5.2, p.45-46).
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Even though the rate of compliance of employees within an organisation gives some insight
into whether employees are following the set policy, the underlying indicators of this compli-
ance rate are even more important for governance. If the effort to comply with a security policy
is too high, an employee might not comply anymore [7]. Also, the employee might still comply
but starts to look for ways to undermine the organisation [7], which is not directly visible from
the compliance rate. Alongside the effort to comply, the willingness to comply is equally rele-
vant. As mentioned in section 5.2, compliance works best if employees are willing to do so [26,
59]. In order for this to work, the needs of the individual should be aligned with the business
goals [59]. Currently, however, this does not seem to be entirely true. To illustrate this point,
the closing paragraph of section 6.1.1 discussed how security measures were more costly
against an arguably lower level of security. It is quite likely that this impacts the willingness
of employees to comply. There is a wide variety of existing literature on compliance between
an organisation and an employee on an individual level, but the results of the research have
also shown that at Damen Naval there is a similar construction between an organisation and
a client. During the group session, there were discussions on whether and how to comply
with external regulations imposed by the client, which would indicate that compliance can be
considered on multiple levels, inter- and intra- organisational. Inter-organisational, the perfor-
mance indicator 'security governance vision’ was drafted to compare potential misalignments
in the internal vision and externally imposed requirements.

A final overarching security awareness indicator that is worth discussing further, is the ICT
knowledge employees have. Multiple interviewees mentioned that for a security-conscious
culture not only familiarity with the threat environment (indicator 10) is required, but also an
understanding of ICT effects. This relates back to the introduction of the research (paragraph
1) which describes the impact of digitalization and the potential negative business impacts [5,
55]. It also mentions that 'the insider threat’ needs to be considered and that this threat also
comprises unintentional mistakes [14]. Results of the research indicate that not all employees
understand the implications that digitalization brings forward and the potential consequences
this has on security (subsection 5.1.5).

Apart from the overarching security governance performance indicators, a few indicators were
drafted based on the research results from the individual security fields. Most of the indicators,
at least the problems or issues that they were derived from have already been elaborated and
do not need further discussion. However, one performance indicator that was assigned to
access control, does require more thought. The indicator is the extent to which knowledge
sharing is facilitated within the organisation of Damen Naval (indicator 5, subsection 5.2.2).
In the literature review the trade-off in knowledge sharing vs. information protection was dis-
cussed. Elliott et al. [23] studied this trade-off in extensive detail. The paper mentions that
depending on the classification of information and the extent to which client confidentiality
is involved, security measures are often more strict [23]. Even though this aligns with the
policy of Damen Naval, the interview results indicate that employees, especially engineers,
would prefer to have more possibilities to share information. From a governance perspective,
the trade-off with knowledge sharing is moving too much toward the protection of information
and too little toward facilitating communication as well as physical gathering. A more mature
security governance would therefore better align knowledge sharing with the protection of in-
formation.
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6.1.3. Concordance

A special part of the research is related to reaching concordance. In the definition of mature
security governance, the term concordance was used to describe the optimal way of alignment
between security policies and business objectives. Concordance was defined as a negotiated
treatment plan, with different parties taking on an active role in shaping a policy together [66,
4]. The lens with which the results were analysed was based on this shift from compliance
to concordance (chapter 3). For this, the maturity of humans was used as a metaphor for
relations within organisations (subsection 2.1.4), to understand how adults are expected to
seek alignment and consensus more easily than infants as they become more conscientious,
responsible and agreeable with age [58]. This parted from the views of Mettler, Rohner, and
Winter [50] and Lasrado, Vatrapu, and Andersen [46] about something, i.e. the security policy,
being complete, perfect or ready. Instead, this definition of maturity would suggest that the
more willingness there is to engage in dialogue and to make a negotiated decision with the
support of (representatives of) all parties involved, the more mature the security governance
is. The metaphorical reference does not want to give the impression that organisations should
just age in order to solve their problems. However, it does imply that organisations should act
more socially mature. Imposing strict regulations and demanding compliance, without any in-
put from other departments within the organisation would indicate a very low level of maturity
and reaching concordance would indicate a very high level of maturity.

This being said, the results of the interviews as well as the focus group session indicate that,
currently, no concordance is used in the alignment of business goals and security policies. It
follows that the current security governance, based on the analysed security fields and the
chosen dimensions, is not yet socially mature. Instead of an open discussion between adults,
some dimensions of security governance would more relate to the quarrel between teenagers
about what movie to go to. It would be unfair not to mention that there are aspects of the se-
curity governance at Damen Naval that have made strides from compliance to concordance.
The security department is there to support the business, and, although it might not always be
perceived that way, compliance is not merely enforced. Also, the security department aims
to get involved with business and project meetings to put forward the perceptions and ratio-
nale behind certain policies. In these meetings, feedback on how policies should ideally be
made is taken into account. From personal experience, the security department also hosted a
project that aimed to inventory all the perceived security issues employees came across within
projects. These issues were analysed and steps were considered to solve the issue or take
away the perception of the security hindrance. On top of that, there can always be exceptions
from regulations if the business determines this is worth it. Also, not all policies are strict and
rule-based. Instead, in general, interviewees agreed that rules should be open to interpreta-
tion and that principle-based policies can be valuable for the empowerment of employees.

Despite the fact that Damen Naval is not currently actively adopting concordance in its secu-
rity governance, the question remains whether this is at all possible for an organisation like
Damen Naval, and if so, how concordance could be realised. The results indicate that concor-
dance and the doctor-patient relationship are not directly translatable from the health sector to
the naval shipbuilding sector. A doctor-patient relationship is, in principle, between two actors,
whilst within Damen Naval up to 500 employees work on a single project. This multi-actor view
on concordance brings forward additional levels of complexity as a negotiated treatment plan
for each individual is not possible (section 5.3.4). Results do show that interviewees would
propose a leading role of the business in policy-setting, instead of everything being 'governed’
top-down. In the interviews, this was proposed to counter non-compliance, as engineers would
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find their own solutions with or without set policies (section 5.3.4, p.53-54). Despite the moti-
vation behind it, this would be a good first step towards concordance. A more cumbersome
finding of the discussion about concordance is that one of the interviewees related the doctor-
patient to a mother-child relationship. Even though existing literature agrees that the expertise
of the doctor should be used, the metaphor of a mother and child implies a significant imbal-
ance in authority.

In order to make up for this imbalance, the group session agreed on a structure that was used
at Damen Naval for project-related issues, in which working groups discuss issues with rep-
resentatives of different departments/expertise on the same level of authority. A condition for
reaching concordance is that relations should be on a similar field of authority. Within a hier-
archical organisation such as Damen Naval, with different levels of authority (e.g., junior and
senior engineers, subcontract managers, team leaders, project managers, board of directors,
etc.) it is hard to reach concordance. Therefore, The group session proposed to work with
two levels (working groups and steering committees), of which, on each respective level, a
representation of the organisation discusses and decides how to approach an issue. The way
this structure is implemented currently, decisions are still made top-down, based on the input
of individuals.

| would argue, however, that it would be beneficial to let the working group discuss matters
first and give their advice to the steering group. In this way, the structure follows a bottom-up
approach and the working group does not merely have an execution role. Another issue with
the current structure is that not every department is currently involved in the working group.
Even though not all issues require the input of every department, one should be careful not to
exclude departments beforehand. One of the key principles of concordance is that a treatment
plan, i.e. a decision or policy is better supported if it is made with the input and expertise of
all relevant stakeholders [66, 4]. This begs the question of who is a relevant stakeholder. Par-
ticipants of the group session mentioned that there is no single list with representatives and
that employees might be chosen case-specific. | would propose that all departments should
at least be given transparency about the working groups on a lower level, with the opportunity
to take part based on the appropriate argumentation. The available resources for each de-
partment should also be taken into account. Whereas engineering departments have multiple
engineers for each subject, the security department has no direct counterparts. Even more so
due to the differences in role and authority, as currently, security officers are communicating
more on a management level. Therefore, it would be worthwhile to explore whether security-
conscious engineers could represent the security department in lower-level working groups.

Even though not all aspects of the proposed structure are in line with the principles of con-
cordance, overall it is considered to be a promising structure that can be tailored to work with
security-related issues. Relating this back to the focus group session, the basic principles of
inviting multiple employees with different views and expertise agree with the initial theory of
what would be a good structure to align conflicts with security (policies) and productive work
(contribution to business goals), as it corresponds with the conditions needed for reaching
concordance. Also, based on the discussions of the security fields of access control and data
classification, group session participants arguably were in more agreement after the session
than before, as the discussions brought forward explanations of what data classification was
used for. Despite no concrete solution approach (or treatment plan) being formulated, the par-
ticipants had the opportunity of giving their viewpoints and some misconceptions were solved.
The reason the group session was hosted the way it was, with representatives of different
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departments, already hints at what would be a suitable way of reaching concordance.

6.2. Reflection, limitations and future research

First, the methodological choices made were constrained by the time available for the thesis
project, especially considering the ability to generalise the findings. Even though measures
were taken to make the study more generalisable, such as applying the case study to specific
security fields of the organisation, it would have been valuable to apply a similar case study
to another organisation. Interestingly, many of the findings related to specific security fields,
were generalisable to the organisation, which confirms that the results are at least general-
isable to an organisational level. Considering the scope of the research and the extensive
data gathered from the executed case study, the limitation has to be acknowledged but also
accepted.

Related to this, the lack of interview data on external legislators limits the results in presenting
any input from external organisations and therefore cannot confirm whether reaching concor-
dance externally would be possible/worthwhile. However, the results have shown that exter-
nal requirements were, in some instances, negatively impacting both security and productivity.
Considering that external requirements such as the ABDO are put into place to ensure that
security is aligned with the threat environment, one could at least imply that engaging in dia-
logue would contribute to the common good.

Future studies could look more into the effects of concordance on organisations bound by
external requirements, as this study only briefly touched upon the external requirements and
their implications for concordance. Future research could involve external organisations in
the case study of the focal organisation. Applied to Damen Naval, this could be the ministry
of Defense and the ABDO regulations. For other organisations or industries there might be
other legislators. A condition for the research would be that there is an imbalance in authority.
Instead of focusing on intra-organisational concordance, more research could thus be done
on inter-organisational concordance.

A final aspect to note is the extent to which the results are operationalisable as the drafted
performance indicators were not directly linked with an existing CMM framework. Despite the
fact that a lot of CMM approaches were reviewed in the literature review and some aspects
of those frameworks were used in the research, a comprehensive CMM framework for secu-
rity governance that emphasizes the alignment of security policy with productivity, is yet to be
found. During the initial stages of the thesis project the main goal of the thesis was to create
such a framework. However, creating a maturity scale and at the same time being able to val-
idate the levels of the scale was not feasible for a single case study within the projected time.
After the kick-off meeting and consultation with my graduation committee, | decided to shift the
research towards a framework for determining maturity. Even though the security governance
indicators do not quantify or determine how mature security governance practices are, they
do give direction on what aspects maturity needs to be addressed. This also enabled me to
look more critically at the term ’'maturity’ and led me to introduce the concept of social maturity
into the framework. The combination of conventional maturity and social maturity have not yet
been used in governance frameworks, let alone in a CMM approach. Future work could build
upon this research and develop a CMM framework for security governance that takes both of
these interpretations of maturity for security governance into account.



Conclusion

This research aimed to build a framework for determining the maturity of security governance.
The existing literature on mature security governance is not unanimous on how to approach
security governance, let alone in determining the maturity. For this research, security gover-
nance is defined as the alignment between security policies and contribution to business goals,
in which good governance operationalises into working both securely and productively. On top
of that, mature security governance emphasises the alignment part of security and productiv-
ity, with the aim of reaching concordance, i.e. a negotiated policy among all representatives of
the organisation, which is drafted in dialogue and with multi-actor expertise, instead of being
mandated by a single actor (e.g. the security department). This parts from extant literature,
about maturity being something that is 'perfect’ or ‘complete’ in an absolute sense.

This being said the results of this study are two-fold: the framework has both a conventional
assessment in terms of security governance performance, as well as an organisational and
social aspect in terms of how alignment can best be reached. In the framework, this distinc-
tion is visualised by having both a conventional maturity side and a social maturity side. This
research argues that both the conventional side of security governance and the social matu-
rity part of security governance need to be considered in order to truly have mature security
governance. An organisation that scores high on conventional maturity, e.g., by having clear
organisation-wide role-setting, responsibility and ownership, might still lack social maturity.
The research showed that the challenges and trade-offs employees perceive can not merely
be solved by excelling in the conventional maturity of security governance. The way in which
alignment between business goals and security policies is sought contributes to overall ma-
turity. By means of a representative stakeholder dialogue on a balanced level of authority, a
negotiated policy can be derived. This is different from having good top-down governance,
as it involves representatives of the whole organisation and it acknowledges the department-
specific challenges and expertise within the organisation.

The framework’s foundation is built up of six dimensions along which the performance of secu-
rity governance can be assessed, extracted from an extensive literature review. By means of
a case study at Damen Naval in which the security dimensions were applied to interview ques-
tions, the security dimensions were operationalised into security governance performance in-
dicators. Even though the case study was done on different security fields, most of the perfor-
mance indicators are applicable to every security field, indicating that they are generalisable
to the organisation. The most important indicators are about quantifying the inefficiency of
security measures on productivity, as organisational decisions should follow based on the net
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benefit it delivers to the organisation. This also closely relates to the impact security measures
have on the labour force and the expectations of (c-level) management towards employees.
Another critical indicator is the compliance rate and the lower-level indicators of ’effort’ and
'willingness’, as these directly influence the compliance rate. The drafted security governance
performance indicators may be used by Damen Naval, and potentially other organisations, in
maturing their security governance. Each of the indicators steers on improving either or both
security (in terms of policy-setting) and productivity (in terms of contribution to business goals).

The second part of the framework addresses social maturity, with the highest notion being
to realise concordance with the security policy at Damen Naval. The final part of this study
was to investigate whether concordance is possible within the context of an organisation such
as Damen Naval and to discuss what it would take to reach such a state. The thesis has
shown that engaging in dialogue with stakeholders about conflicts and trade-offs in security
governance promotes alignment between productivity and security. Based on the conflicts and
trade-offs that interviewees perceived related to security governance, a focus group session
was hosted in which representatives of IT, the business and security could freely speak and
discuss views. In a single session, this led to clarification about the use of data classification
and access control, as well as an understanding of how strict the principles of need-to-know/be
are currently set. This points to the conclusion that concordance is possible to a certain extent.

Nevertheless, in a big organisation with many stakeholders such as Damen Naval, reaching
concordance is not particularly straightforward. Especially in comparison with the single-actor
doctor-patient relationship in the healthcare industry. The research also acknowledged that
'true concordance’ is paradoxical in organisations, as dialogue and stakeholder engagement
should - at some point - be converged towards a policy that needs to be hierarchically im-
posed. Therefore, the framework has a back-and-forth relation between concordance and
compliance. Furthermore, the strictly regulated environment wherein Damen Naval operates
prohibits the organisation from maintaining full autonomy over its security policy. This also
impacts how concordance can be realised, as it is dependent on multiple levels, both inter-
and intra-organisational. To conclude, there is potential for concordance at Damen Naval, al-
beit in different forms and of increased complexity in comparison with the healthcare industry.
Pained by the complexity of the industry and the playing field of different levels of concordance,
a higher level of maturity of security governance will reap benefits for the organisation.

7.1. Recommendations for Damen Naval
In line with the extracted issues with security governance and the extracted performance indi-
cators, the following recommendations are proposed for Damen Naval to address first:

1. Empower engineers into making an informed decision on data classification, but set
the responsibility of classification to team leaders. Also, do not punish or impose neg-
ative consequences on engineers that made a - in hindsight - wrong informed decision
on data classification, as this will cause engineers to classify documents unnecessarily
high (subsection 5.1.1 'Shared responsibility or lack of ownership’ and subsection 5.1.4
‘Classification: black and white or grey?’).

2. Put more emphasis on quantifying the costs and the benefits of security measures. This
would, if done correctly, explain to employees why certain measures are taken (thereby
promoting the willingness of employees to comply), or if there is no net benefit, give the
incentive to change the policy (subsection 5.1.3).
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3. In line with the previous point, for externally imposed requirements that have no net
benefit for the organisation, engage in dialogue with the client if these measures are
there for the common good or if something can be done to improve (subsection 5.1.4).

4. Be transparent and clear in expectations towards employees. Do not let employees
absorb the additional hours it would take them to do productive work, due to security
measures. This will result in a negative impact, either in non-compliance to security
measures, quality of work or personal strain when the former two aspects are not im-
pacted (subsection 5.1.4 and point 7 of the performance indicators).

5. Promote knowledge sharing by clarifying the need-to-know principle to include the 'need’
for engineers to learn from colleagues of different disciplines, instead of restricting ac-
cess to information that is not directly necessary for the primary function of an individual
(subsection 5.1.4).

6. Improve (security) awareness among engineers. Not only does this comprise the under-
standing of security policies and familiarity with the threat environment of Damen Naval.
It should also include awareness of the prominent role ICT solutions play in day-to-day
activities and the potential (negative) consequences this might have on security (subsec-
tion 5.1.5).

Finally, an organisational structure is advised that facilitates concordance both inter- and intra-
organisational (addressed in subsection 5.3.4). Within the organisation, the concordance
structure of working groups and steering committees is recommended. This structure could
either be implemented into existing working groups of the business or a new structure could
be set up. Implementation into existing working groups and steering committees has the ad-
vantage that only minor changes need to be done to the organisation. Also, no new meetings
have to be scheduled, as the inclusion of security-related topics can be adopted in the same
meeting as other issues. A potential disadvantage is that the security department would be
unable to join all lower-level working group meetings. This could be resolved by enabling a
particular security-conscious project engineer to represent the security department on a lower
level and only including the security department if escalation is required. An advantage of
setting up a new structure is that the alignment between security and productivity can play a
more prominent role, as this will be the starting point of the meeting.

Externally, dialogue with clients and external regulators should be pursued. A lobbying group
for regulation change of the ABDO is currently active (section 5.1.4). The same way concor-
dance can be achieved internally, Damen Naval could propose a meeting with stakeholders
impacted by the ABDO requirements. A premise of being able to pursue concordance is to
use the drafted security governance framework. This will enable Damen Naval to determine
the impact of security measures on security and business goals. This way, Damen Naval
can demonstrate whether or not the regulations of the client and regulator are worth changing.
Similarly, other involved stakeholders that are impacted by the regulations, can measure the
impact on security governance in a similar fashion. If most of the stakeholders involved are
negatively impacted by the same regulations, a larger support base can be formed for con-
vincing the regulator into changing the regulations.

If, on the other hand, there is no united front for changing a regulation, at least all the stake-
holders involved are able to discuss based on a comprehensive way of security governance,
that acknowledges that security governance is more than the isolated policies of an organisa-
tion.
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Overview Interview questions

Table A.1: Introductory and overarching interviewee questions

Interview question

Goal

Security governance dimen-
sion

What is your role at Damen
Naval and what activities

General idea about the role
of the interviewee and his/her

does your usual day involve? | expertise
What do you believe would | If security governance s | -
be the business objectives of | about alignment between

Damen Naval? (and the ob-
jectives in your role?)

security policy and business
objectives, the perceptions of
employees on the latter need
to be taken into account

What do you consider to be
your role in [security field], if
any?

Insight into the involvement
of employee in [security field]
and in perspective to theoreti-
cal roles (policy)

Organisation-wide security
and responsibility/account-
ability

Do you know where to find
the right procedures for [se-
curity field], and if so, are
they clear to you?

Understanding whether em-
ployees need and use proce-
dures for their work or if this
is within the capability of the
employee

Security positive/conscious
culture

What dilemmas or trade-offs
would a fictional colleague
encounter regarding com-
pliance to [security field], if
any?

Finding dilemmas and pos-
sibly workarounds for how
employees deal with security
restrictions

Conformance with internal
and external requirements,
Risk-based approach, Secu-
rity positive/conscious culture

Would you say that the secu-
rity policy of [security field] is
aligned with business objec-
tives and project goals?

Performance measure for se-
curity governance, with pos-
sible explanation of security
governance issues

Security performance mea-
surement /alignment
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Table A.2: Specific interview questions on access control

Interview question

Goal

Security governance dimen-
sion

Is knowledge sharing at
Damen Naval encouraged?

Knowledge sharing may be
restricted due to the restric-
tions in access to files/folders,
etc. This question aims to

get an understanding of how
knowledge is being shared

as well as to investigate the
trade-off in securing informa-
tion and sharing information
[23].

Risk-based approach, Con-
formance with internal and
external requirements, secu-
rity performance measure-
ment/alignment

Would you prefer an opti-
mistic security policy relat-
ing to access control, i.e. the
starting point being that em-
ployees have access, unless
enforcement is needed, over
a conventional ‘no-access’
unless .. policy?

Perception of different em-
ployees on trade-off between
security and accessibility

Security positive/conscious
culture, Direction of acqui-
sition and commitment of
resources, Risk-based ap-
proach

Fill in

Fill in

Fill in

Table A.3: Specific interview questions on Data classification

Interview question

Goal

Security governance dimen-
sion

On what grounds would you
say that data is classified?

Basic understanding of how
employees perceive data
classification and how they
classify data

Risk-based approach, Con-
formance with internal and
external requirements, secu-
rity positive/conscious culture,
security performance mea-
surement/alignment

Would you say that, gener-
ally, information is classified
correctly (level of confidential-
ity mentions classification)?

Performance measure and
indicator for whether classifi-
cation is done accordingly

Conformance with internal
and external requirements,
Security performance mea-
surement/alignment

To your best knowledge,
what would be the conse-
quence of classifying a docu-
ment too low? And too high?

Understanding of the poten-
tial consequences of classify-
ing information wrong as well
as who is impacted by this.

Security positive/conscious
culture, Risk-based approach,
conformance with internal
and external requirements

Who / what department is
responsible for data classifi-
cation?

Understanding about how
interviewees see the respon-
sibility structure for access
control compared to the pol-

icy.

Organisation-wide security

and responsibility/account-

ability, conformance with in-
ternal and external require-
ments
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Table A.4: Specific interview questions on Monitoring & Incident response

Interview question

Goal

Security governance dimen-
sion

Would you be able to define
the threat landscape Damen
Naval is operating in?

Indication of the threat aware-
ness of employees and spe-
cific industry that Damen
Naval is operating within

Risk-based approach, secu-
rity positive/conscious culture,
Organisation-wide security
and responsibility/account-
ability

Is the incident management
process regularly updated
or is the process flow itself
stable/static?

Performance measure and
indicator for the way the pol-
icy of incident response is
shaped

Security performance mea-
surement/alignment

Are you aware of the target
response times and target
resolution times that are in-
cluded in the incident man-
agement process, and, if so,
are they feasible?

Understanding whether em-
ployees are aware of the
response times and if they
benchmark their response to
this.

Conformance with internal
and external requirements,
Security performance mea-
surement/alignment

In an ideal world, how would
monitoring & incident re-
sponse governance at
Damen Naval look like?

Perception of employees and
their vision on what would be
a good structure for monitor-
ing & incident response. Also
makes comparison with the
current situation possible.

Security performance mea-
surement/alignment, confor-
mance with internal and ex-
ternal requirements, Direction
of acquisition and commit-
ment of resources
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