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a b s t r a c t 

Given the significant privacy and security risks of Internet-of-Things (IoT) devices, it seems 

desirable to nudge consumers towards buying more secure devices and taking privacy into 

account in the purchase decision. In order to support this goal, this study examines the ef- 

fect of security and privacy on IoT device purchase behaviour and assesses whether these 

effects are sensitive to framing, using a mixed methods approach. The first part of the study 

focuses on quantifying the effect of security and privacy compared to the effect of other de- 

vice attributes such as price or functionality, by testing a causal model with choice models 

that have been developed from stated choice data. The second part aims to reveal the under- 

lying mechanisms that determine the effect of privacy and security on purchase behaviour 

by means of a qualitative survey. The results suggest that security and privacy can strongly 

affect purchase behaviour, under the circumstances that privacy- and security-related infor- 

mation is available and communicated in an understandable manner, allowing consumers 

to compare devices. Moreover, the results show that a description of security that focuses 

on gains is more effective in nudging consumers towards buying secure devices. Future ef- 

forts could build upon this study by comparing the effect of security and privacy to more 

device attributes, such as ease of use or cost reduction. The results can serve as a basis 

for interventions that nudge consumers towards buying more secure and privacy-friendly 

devices. 

© 2020 The Author(s). Published by Elsevier Ltd. 

This is an open access article under the CC BY-NC-ND license 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Introduction 

In the Internet-of-Things (IoT), physical objects are connected
to a network via internet connectivity to deliver a service
to a user ( Sicari et al., 2015; Singh and Kapoor, 2017 ). The
market penetration and societal acceptance of IoT devices is
ever-increasing, as more and more use cases for the devices
arise and the affordability of the devices improves. This trend
is supported by the development of 5G network technology,
∗ Corresponding author. 
E-mail address: w.pieters@tudelft.nl (W. Pieters). 

 

https://doi.org/10.1016/j.cose.2020.102132 
0167-4048/© 2020 The Author(s). Published by Elsevier Ltd. This is an op
( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
which allows for lower latency connections and enables larger
volume traffic, thus vastly improving the quality of services
provided by IoT devices. IoT devices can provide significant
value to consumers by enabling new functionalities that im-
prove their quality of life. For example, smart thermostats
enable consumers to remotely configure the heating in their
home or even remove the need for manual adjustment of their
heating system completely. 

Although the adoption of IoT devices has significant bene-
fits for consumers, it also introduces some notable risks with
en access article under the CC BY-NC-ND license 
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egard to security and privacy. In many cases, IoT devices have 
nadequate basic security controls such as encryption or au- 
hentication schemes. Moreover, manufacturers collect large 
mounts of highly sensitive personal information, such as en- 
rgy use data. When such data is shared with external third 

arties, an intentional or malicious infringement of the device 
wner’s privacy might occur. 

Consumers – both individual and business users – can play 
 large role in mitigating these risks, for example by purchas- 
ng secure devices and taking privacy into account when pur- 
hasing a device. If consumers value security and privacy, and 

re able to distinguish secure from insecure devices, they are 
illing to pay for added security. Manufacturers then have an 

ncentive to improve the security of their products, increasing 
he overall security in the IoT ecosystem. However, both in- 
ividual consumers and small companies often do not have 
he required technical knowledge to assess the security level 
f a device. Moreover, communication of privacy information 

s often lengthy and overly complex ( Schaub et al., 2015 ). 
Therefore, it seems desirable to nudge users towards 

uying more secure devices and taking their privacy into 

ccount when purchasing the devices. Governmental bodies 
ould play an active role in reaching this goal, for example 
y designing legislation or standards that describe which 

ecurity and privacy related information should be communi- 
ated towards consumers and how such information should 

e communicated. 
However, undertaking such initiatives requires detailed 

nd deep insights into the decision-making process of con- 
umers when purchasing IoT devices. More specifically, it is 
rucial to know how, and to what extent, privacy and security 
nfluence the choice of consumers to buy IoT devices. More- 
ver, the sensitivity of these effects with regard to personal 
actors should be investigated to evaluate whether the effect 
f privacy and security differs between various subgroups of 
onsumers. Finally, framing can play a role in the decision- 
aking process. To illustrate this, consumers might take se- 

urity and privacy into account more strongly when receiving 
ain-focused security or privacy information (rather than in- 
ormation focused on losses). For this reason, the sensitivity of 
he effects of privacy and security to framing should be exam- 
ned. This study aims to provide these insights by answering 
he following research question: 

“How do security and privacy influence the choice of consumers 
to buy an IoT device? And how sensitive is the effect of security 
and privacy to framing and personal factors ?”

For this study, we focus on the individual consumer as end 

ser of IoT devices, because of our interest in the role of per- 
onal factors. The study takes a mixed methods approach to- 
ards answering the research question. The quantitative part 
f the study focuses on quantifying the effect of privacy and 

ecurity on consumer choice behaviour by developing and 

esting a causal model that describes the effects of various ex- 
lanatory factors on choice behaviour. This goal is reached by 
onstructing choice models from data that is gathered from 

 stated choice experiment. The qualitative part of the study 
argets the underlying rationales that determine how privacy 
nd security affect consumer choice behaviour by asking con- 
umers open questions regarding the role of privacy and se- 
urity in their decision to buy or not to buy an IoT device. 

The remainder of this paper is structured as follows.
irstly, the next section provides a brief overview of the 
xisting body of literature regarding the research topic in 

rder to develop a conceptual model that forms the basis 
f this study. Section 3 describes the methods that have 
een used to conduct the analysis. In Sections 4 and 5 , the
esults of the analysis are presented. Section 6 consists of the 
onclusions that answer the main research question of the 
tudy. In Sections 7–9 , the results of the study are discussed 

n terms of their implication and limitations and possibilities 
or further research are introduced. 

. Conceptual model 

urrently, the effect of security and privacy on the purchase 
ehaviour of consumers has not been studied extensively.
owever, studies in the Technology Acceptance Modelling 

TAM) field have investigated how consumer perception of se- 
urity and privacy with regard to innovative technologies in- 
uences their acceptance. The basis of this field, commonly 
nown as Technology Acceptance Modelling (TAM) has been 

ormed by Davis (1989) , who concluded that there exist clear 
elationships among ease of use, price, usefulness and accep- 
ance of innovative technologies. Davis defined acceptance as 
he usage of a technology or system by its end users. 

In the following years, IT researchers have extended this 
odel by adding perceived security, risk and trust-related fac- 

ors and applying it to digital products. For example, Gu et al.,
2009) applied the Technology Acceptance Model (TAM) to mo- 
ile banking. From this study, the authors concluded that 
rust, ease of use and the acceptance of mobile banking are 
losely interrelated. Furthermore, a study by Salisbury et al.,
2001) evaluated which factors affect the willingness to en- 
age in web-based shopping. The results of this study showed 

hat Web security perception plays a large role in determin- 
ng purchase intent. Even more, it has a stronger effect than 

ase of use and usefulness of technology. The authors defined 

eb security perception as “the extent to which one believes 
hat the Web is secure for transmitting sensitive information”
 Salisbury et al., 2001 , p. 3). Their measurement of this concept
id not take into account any framing effects. On the contrary,
ositive and negative frames were used additively to deter- 
ine the security perception of respondents. In line with this 

hinking, a study by Crespo et al. (2009) has led to the conclu-
ion that various risk factors such as security strongly limit 
he acceptance of e-commerce. The researchers framed the 
isk factors as potential losses, without including the effect of 
raming on choice behaviour. Generally, the studies in the TAM 

ound that attributes related to the functionality, privacy and 

ecurity of devices have a positive effect on the attractiveness 
f a device, while attributes related to price have a negative ef- 
ect on the attractiveness of a device. Therefore, the following 
ypotheses can be derived: 

- H1: The price of an IoT device negatively influences the 
probability that the device is purchased. 
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- H2: The number of functionalities of an IoT device pos-
itively influences the probability that the device is pur-
chased. 

- H3: The security level of an IoT device positively influences
the probability that the device is purchased. 

The TAM studies discussed above did not include possi-
ble effects of framing. Entman (1993 , p.2) defined framing as
“the selection of some aspects of a perceived reality and mak-
ing them more salient in a communicating text, in such a
way as to promote a particular problem definition, causal in-
terpretation, moral evaluation, and/or treatment recommen-
dation for the item described”. Moreover, according to Ent-
man, frames describe problems, diagnose causes, make moral
judgements and select the most suited remedies. Chong and
Druckman (2007) provide a more high-level definition of fram-
ing, defining the concept as “the process by which people de-
velop a particular conceptualisation of an issue or reorient
their thinking about an issue”. 

Gain/loss framing is one of the most prevalent frames in
message framing literature. In the gain frame, the message fo-
cuses on the gains the decision-maker can acquire when opt-
ing for a certain alternative. On the contrary, the loss frame
communicates the possible losses of an outcome. According
to Prospect Theory, people tend to be risk-averse when be-
ing presented with sure gains and risk-seeking when facing
sure losses ( Kahneman and Tversky, 1979 ). This goes against
classical utility theory, in which similar outcomes provide the
same amount of value to the decision-maker. Kahneman &
Tversky developed a different choice model, in which value is
attained from gains and losses rather than net outcomes and
the probabilities in the utility function are replaced by deci-
sion weights. 

Researchers in the medical field have applied the con-
cept of gain/loss framing in order to assess the effect of
gain/loss framing on the choice of patients to opt for a cer-
tain treatment. In these studies, gain/loss framing was ap-
plied to the communication of treatment information to pa-
tients who face the decision to opt for a certain treatment.
Armstrong et al. (2002) presented a group of 451 individuals
with treatment information. The individuals were randomly
divided into three groups. The first group only received the
survival rates of the treatment, while the second group re-
ceived the mortality rates and the third group received both
the mortality rates and the survival rates. Upon receiving the
information, the individuals were asked to make the decision
whether to opt for preventative surgery. The results suggested
that individuals who received the mortality rates were less
likely to prefer the surgery. These results are clearly in line
with the hypotheses of Prospect Theory, as individuals who
are presented with the loss frame are risk-seeking and vice
versa. 

Many studies following a similar procedure have been pub-
lished during the years. A study by Detweiler et al. (1999) con-
cluded that beachgoers who received a message which fo-
cused on the gains of using sunscreen were more likely to
buy and use sunscreen. Similarly, Schneider et al. (2001) con-
cluded that a message describing the benefits of stopping
had a stronger effect on the willingness of smokers to stop
smoking than a message which contained the negative effects
of smoking. Kühberger (1998) conducted a meta-analysis of
the early contributions in message framing literature. From a
sample set of 136 empirical analyses, Kühberger calculated a
set of 230 effect sizes. The results were in line with the original
hypothesis of Tversky and Kahneman, as messages in the gain
frame generally led to risk-averse behaviour and messages in
the loss frame caused more risk-seeking behaviour. 

Studies in the message framing literature have concluded
that messages which focus on gains are more effective in
nudging consumers to take preventive measures to mitigate
risks. In this line of thinking, buying a secure product or taking
privacy into account can also be seen as a preventive measure
to mitigate the risk of cyber threats or privacy infringements.
Therefore, it can be expected that messages focusing on the
gains of buying more secure devices and taking privacy into
account are more effective. This leads to the following hypoth-
esis. 

- H4: Messages that focus on the gains of security and
privacy are more effective in nudging users to purchase
more secure devices and consider privacy when buying
IoT devices 

Thus, a set of four hypotheses have been developed re-
garding the effect of privacy and security on the purchase be-
haviour of consumers. These hypotheses are visualised in the
causal model in Fig. 1 . 

3. Method 

To test the hypotheses and investigate underlying motiva-
tions, we performed both a quantitative and a qualitative
study. 

3.1. Quantitative study: stated choice experiment 

The data for the quantitative study has been collected by
means of a stated choice experiment. Stated choice experi-
ments are especially suited to analyse the effect of device at-
tributes, personal factors and framing on choice behaviour. In
this experiment, the respondents were presented with various
choice sets consisting of two smart thermostats. Smart ther-
mostats have been selected since it can be expected that many
respondents have some knowledge about the devices due to
their availability on the market and widespread use. The alter-
natives in the choice set varied with regard to three attributes:
Price, Functionality and Security. Privacy was not included as
an attribute in order to limit the needed number of choice sets
per respondent. In order to resemble real-world pricing, the
price attribute varied on four levels: €100, €150, €200, and €250.
The functionality attribute was coded additively, which im-
plies that the number of functionalities increases as the value
of the functionality attribute increases. The following func-
tionalities were included as part of the attribute levels: 

1. Remote control (F1): The user is able to remotely access the
device in order to adjust the temperature, scheduling or
make use of other functionalities. 
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Fig. 1 – Causal model. 
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Table 1 – Security description. 

Frame Security description 

Gain “This device is/is not secured properly”
Loss “This device can/cannot be hacked”
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2. Geofencing (F2): The geofencing capability of the user’s 
smartphone is used to assess whether the users has left 
his/her house and adjust temperatures accordingly. 

3. Sensing (F3): The home is equipped with sensors, which 

assess whether the occupants are awake, sleeping or out- 
side of the house. The temperature is adjusted according 
to the data collected by the sensors. 

4. Learning (F4): The user inputs basic schedule parameters.
The device makes use of algorithms in order to learn the 
schedule of the occupants and collects data from sensing 
to detect changes in the schedule and respond to them. 

The security level varied between two levels. Moreover, the 
espondents in the stated choice experiment were randomly 
ivided into two groups. The descriptions of the security at- 
ribute for both levels are displayed in Table 1 . For the first 
roup, the security level of the alternatives was framed in 

erms of gains, while the description of the security level fo- 
used on losses for the second group. 

With these attribute levels, an orthogonal fractional facto- 
ial design was constructed. Each row of the design contains a 
rofile. The choice sets were constructed by means of sequen- 
ial construction. 
Per choice set, the respondents were asked whether they 
ould purchase each individual smart thermostat in the 

hoice set, given that their thermostat had broken and they 
ere faced with the decision to buy a new smart thermostat. 

In addition, the respondents were asked questions regard- 
ng a set of demographic variables, in order to test the repre- 
entativity of the collected sample. The following demograph- 
cs were included in the survey: Age, gender, education level 
nd working situation. 

Finally, the survey measured a set of indicators that were 
xpected to play a role in the choice behaviour of consumers 
urchasing IoT devices. These indicators function as input for 
 factor analysis, which aims to define a set of personal fac- 
ors from the indicators. The factors have been constructed 

y means of Principal Axis Factoring (PAF). This method is 
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Table 2 – Indicators. 

Nr. Statement 

I1 “I keep up with technological developments”
I2: “I read the technology section when reading newspapers or visiting news websites”
I3: “I find it interesting to follow the development of new IT products”
I4: “Innovation is important for economic development”
I5: “Investments in innovative technologies are important for society”
I6 “If a new IT product has been developed, I want to buy the first version”
I7: “I pay attention to the security risks of my IT devices”
I8 “When purchasing an IT device, I consider the security risks of the device”
I9: “The security of my IT devices is important to me”
I10: “My personal information should be protected sufficiently”
I11: “I keep track of which information is collected when using online services”
I12: “I am concerned with the security risks of my IT devices”
I13: “When using IT devices, I am concerned with the use of my personal data by external parties”
I14: “When using online services, I am concerned with the use of my personal data by external parties”
I15: “I undertook action to improve the security of my IT devices”

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

especially suited to measure the values of non-measurable
constructs such as views, opinions and beliefs. The axes have
been rotated by means of oblique rotation, which allows for
correlation between factors and simplifies the interpretation
of factors. 

In order to measure the values on the indicators, the re-
spondents were asked to evaluate whether they agreed with a
set of statements. The statements are displayed in Table 2 . 

The survey was spread by a group of BSc students from the
faculty of Technology, Policy and Management of Delft Uni-
versity of Technology as part of a data analytics course. The
students were asked to share the survey within their social
network and collect 5 responses to the survey per person. 

3.2. Quantitative study: discrete choice modelling 

From the collected data, Random Utility Maximisation (RUM)
based discrete choice models have been developed. These
models describe the probability that a certain decision-maker
chooses an alternative from a given set of alternatives which
vary on a set of criteria or attributes. 

More specifically, Multinomial Logit (MNL) models are
used to assess the effects of the attributes, personal factors
and framing on choice behaviour. MNL models assume that
the error terms in the utility function are independently and
identically distributed across all alternatives, which implies
that they have the same probability distribution and are mu-
tually independent. The utility of an alternative is calculated
by the sum of the product of the criteria scores and a set
of linear parameters. Thus, the utility is calculated by the
following formula: 

U ( a i ) = 

m ∑ 

j=1 

w j ∗E 
(
a i , c j 

)
+ ε (1)

Where w j is the parameter or weight of attribute j, E (a i ,c j )
represents the expected effect of alternative i on attribute j
and ε is equal to the error term. 
For MNL models, the probability that an alternative is cho-
sen from a set of alternatives is calculated as follows: 

P ( X = a i ) = 

e U ( a i ) 
∑ n 

j=1 e 
U ( a j ) 

(2)

Where P(X = a i ) entails the probability that alternative X is
chosen from a predefined choice set, U(a i ) is the utility of al-
ternative i and n is equal to the number of alternatives in the
choice set. 

For the model selection process, various model statistics
are calculated that measure the quality of the developed mod-
els. Firstly, the Likelihood Ratio Test (LRT) is used to compare
the quality of two models. The statistic that relates to this test
is calculated as follows: 

LRS = − 2 ∗( L L A − L L B ) (3)

Where LL x is the Log-Likelihood of model x. 
Secondly, the R-squared value is calculated for each model

by dividing the variance of the dependent variable that the
model is able to explain by the total variance of the dependent
variable. 

Finally, an iterative modelling process is applied, which im-
plies that more explanatory variables are added to the model
in each iteration to assess whether adding more variables to
the model significantly improves the goodness of fit. Table 3
provides a description of the models that are developed in
each iteration. 

3.3. Qualitative study 

The qualitative study took a different approach by conduct-
ing an online survey in which the respondents were asked
open questions regarding their decision to purchase or not
to purchase a smart thermostat. The link to the survey was
spread via various social media and within the social net-
work of the researcher. Firstly, the respondents were asked
which factors had influenced their decision to buy or not
to buy a smart thermostat. Subsequently, the respondents
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Table 3 – Modelling process. 

Model Nr. Description 

1.1 MNL: Device attributes 
1.2 MNL: Device attributes + interaction factors and framing with security attribute 
1.3 MNL: Device attributes + interaction factors and framing with security and functionality attribute 
1.4 MNL: Device attributes + interaction factors and framing with security. functionality and price attribute 

Table 4 – Scenarios. 

Scenario Nr. Description 

1 The smart thermostat collects data about your energy use and keeps track of your location. A criminal gains access to 
this information to determine the right moment for a burglary. 

2 The smart thermostat collects data about your energy use and keeps track of your location. The producer of your 
thermostat collects this data and may be obligated to share it with external parties, such as insurers or tax 
authorities. 

3 The smart thermostat collects data about your energy use and keeps track of your location. The producer of your 
thermostat collects this data and shares it with marketing bureaus, which use it to develop personalised 
advertisements. 

4 A criminal gains access to your smart thermostat, allowing him/her to control the heating in your house. 
5 A criminal gains access to your home network via your smart thermostat, allowing the criminal to gain access to 

personal information on the network, such as passwords or browsing data. 
6 Your smart thermostat is part of a large network of devices which is being used to execute cyber-attacks on large 

organisations. 

w
v
s
r
n
t
b
q
d
n
T
e
a
t
i
c
i

4

4

F
c
d
c  

3
a
f
v
t
a

4

I  

t
c
t
C
t
s
w
a
r
e
w
l
f

o
s
t
b
l
d
g

4

F
d
f

a
o
v

ere triggered to contemplate the role of security and pri- 
acy in their decision to buy or not to buy a smart thermo- 
tat. Furthermore, the respondents were shown a set of secu- 
ity and privacy risks described by means of hypothetical sce- 
arios. The scenarios were constructed based on known at- 

acks / incidents from literature, and described based on the 
owtie framework, i.e. in terms of threat, event, and conse- 
uences. We tried to cover a large diversity of threats, inci- 
ents and consequences, while keeping the number of sce- 
arios limited. An overview of the scenarios is presented in 

able 4 . The respondents were asked to rate the severity of 
ach scenario and provide a motivation for their rating on 

 five-point scale. Finally, the respondents were requested 

o indicate which scenario described the most severe risk 
n their opinion. The responses have been analysed with a 
oding approach by identifying common concepts and their 
nterrelations. 

. Results quantitative study 

.1. Sample 

or the quantitative study, the students collected a dataset 
ontaining 709 respondents. A subset of 93 respondents who 
id not provide an answer to the questions related to the 
hoice experiment were removed from the data set. Moreover,
5 responses were collected from the same IP address within 

 distinctly small time frame. These responses were removed 

rom the data set as it is unlikely for such a large number of 
alid responses to be collected within a small time frame from 

he same IP address. The resulting sample size used for the 
nalysis is 581. 
.2. Representativity 

n order to test the representativity of the collected sample,
he values of the demographical variables in the sample are 
ompared to the values of these demographical variables for 
he target population of the study. For this purpose, various 
hi-Squared tests have been executed. The results show that 

he age groups 18-24 years and 50-59 years are overrepre- 
ented. Secondly, the sample mostly consists of respondents 
ho have a high education level. Finally, the working situ- 

tion categories “student” and “paid job” are strongly over- 
epresented in the sample. These overrepresentations can be 
xplained by the data collection process. The BSc students 
ho spread the survey most likely shared the survey with fel- 

ow students, housemates, siblings, parents and other mature 
amily members. 

The overrepresentations in the sample might cause under- 
r overestimation of the average values of the variables con- 
idered in the analysis but are less likely to affect the rela- 
ions between factors, attributes, demographics and choice 
ehaviour. In addition, the main aim of this research is to il- 

ustrate that certain relations exist. The overrepresentations 
o not limit the ability of the developed models to reach this 
oal. 

.3. Factor analysis 

rom the values of the indicators, personal factors have been 

educed by means of Principal Axis Factoring. The resulting 
actor structure is displayed in Table 5 . 

The first factor is defined by indicators that relate to the 
ttitude of the respondents towards privacy/security issues 
f IT devices. Thus, this first factor can be labelled as “pri- 
acy/security awareness”. The second factor relates to the 
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Table 5 – Factor loadings. 

Nr. Factor 1 Factor 2 Factor 3 

I1 - - - 
I2 .785 
I3 .733 
I4 -.888 
I5 -.830 
I6 .536 
I7 - - - 
I8 .556 
I9 - - - 
I10 - - - 
I11 .534 
I12 .755 
I13 .897 
I14 .833 
I15 .407 
CA .833 .736 .854 

CA = Cronbach’s Alpha 

Table 6 – Model selection. 

Nr. Log likelihood R 

2 LRT (critical value) 

1.1 5054.914 0.265 - 
1.2 4580.136 0.297 949.556 (9.488) 
1.3 4544.435 0.306 71.402 (9.488) 
1.4 4541.340 0.307 6.19 (9.488) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 7 – Model parameters. 

Attributes Parameter p 

Price ( ∗100 euro) 0.656 0.000 
Functionality 0.108 0.000 
Security 1.041 0.000 
Constant 0.771 0.000 
Framing interactions 
Framing ∗ Security 0.041 0.000 
Framing ∗ Functionality 0.025 0.264 
Framing ∗ Price -0.025 0.315 
Factor interactions 
Technology Acceptance ∗ Security -0.054 0.092 
Privacy/Security Awareness ∗ Security 0.162 0.000 
Conservativeness ∗ Security -0.098 0.001 
Technology Acceptance ∗ Functionality 0.095 0.000 
Privacy/Security Awareness ∗ Functionality -0.126 0.525 
Conservativeness ∗ Functionality -0.037 0.152 
Technology Acceptance ∗ Price -0.059 0.045 
Privacy/Security Awareness ∗ Price 0.022 0.429 
Conservativeness ∗ Price -0.042 0.132 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

respondent’s interest in the development of technology as
well as their adoption of new technology. Therefore, the
second factor can be labelled as “Technology Acceptance”. Fi-
nally, the third factor is determined by the two indicators that
measure the perceived importance of innovation. The two in-
dicators load negatively on the factor, which implies that the
indicators measure the pole opposite of this construct. Conse-
quently, this factor can be labelled as “Conservativeness”. The
indicators that have been removed from the factor analysis
are excluded from the analysis completely, since they do not
possess a significantly different meaning than the factors . 

Since the factors (and associated items) used in this study
were specifically tailored to the contents of this study, they
were developed in an exploratory manner. It should there-
fore be noted that (ideally) the factor structure revealed here
should be validated in future studies following a confirmatory
approach (based on other samples). That being said, the reli-
ability scores for all three factors (presented in the last row of
Table 5 ) were found to be good (Cronbach Alpha’s > 0.70). In
addition, the (exploratory) factor structure was also subjected
to a Confirmatory Factor Analysis (AMOS 25 was used for this
purpose). The resulting model showed acceptable model fit ac-
cording to conventionally used fit criteria ( χ2 = 206.6, df = 41;
p = 0.000, CFI = 0.926, SRMR = 0.072) ( Hu and Bentler, 1999 ),
which supports the convergent and discriminant validity of
the factors. Hence, even though the factors are established in
an exploratory fashion, there is sufficient evidence that they
are reliable and capture distinctive psychological tendencies
that may be assumed to influence choice behaviours of con-
sumers purchasing IoT devices. 
4.4. Model selection 

During the modelling process, various models have been de-
veloped and assessed by means of the model statistics that
have been discussed in Section 3 . The models and their re-
spective R-Square value and LRT are displayed in Table 6 . 

According to the LRT values, model 1.3 provides the best fit
to the data. However, the LRT value of model 1.4 is relatively
close to the critical value and the model contains a notable
interaction effect of the price attribute with the technology
acceptance factor. For this reason, model 1.4 is used to draw
conclusions in the remainder of this paper. 

4.5. Model parameters 

The parameters of the resulting model, model 1.4 from model
group 1, are displayed in Table 7 . The parameters in the models
indicate how strong a certain attribute influences the utility
that is provided to a consumer by a smart thermostat and the
probability that the smart thermostat is purchased. 

Firstly, the model contains the direct effects of the device
attributes on the utility of the alternatives. Thus, three re-
spective parameters have been calculated for each of these
attributes; Functionality, Price and Security. The model also
contains a constant that describes the expected value or util-
ity of a smart thermostat when each of the attributes is set
to 0. Each of these effects is statistically and practically sig-
nificant. In line with the hypotheses, the price attribute has a
negative effect on the expected utility of an alternative. The
security level and functionality of an alternative have a posi-
tive effect on the utility. The effect of security was exception-
ally strong when compared to the other device attributes. 

To allow a more intuitive interpretation of the parameters,
willingness-to-pay measures can be calculated by dividing the
parameters related to functionality and security attributes
by the price parameter. This indicates that respondents are,
on average, willing to pay 16 euro for each additional func-
tionality (e.g. a thermostat that has geofencing in addition



8 c o m p u t e r s  &  s e c u r i t y  1 0 2  ( 2 0 2 1 )  1 0 2 1 3 2  

t
t
i
t

t
v
a
d
n
n
p
m
s
c
a
t
n

s
w
i
p
p

5

5

A
q
t

5

F
p  

m
t
o
m  

e
d
i
s

c
d
r

i
t
t
m
e

5

1
m
r
a
“
o
t

5

T
s
m
t
e
a
f
i

r
r
s
h
s
G  

fi
t
l
e

i
s
t
i
a
o

m
o  

a
t

r
5
s
f
s
t  

s

6

T
o
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o remote control), and a premium of 159 euro for a secure 
hermostat compared to a non-secure thermostat, which 

s a substantial amount given the provided price range in 

hermostats (100-250 euro). 
Turning to the psychological factors, the technology accep- 

ance factor has significant interactions with the three de- 
ice attributes. Respondents with a high score on this factor 
re willing to make concessions on security and price in or- 
er to buy the newest technology that provides them with in- 
ovative functionalities. Similarly, the privacy/security aware- 
ess factor positively moderates the effect of security on the 
urchase behaviour, which implies that respondents who are 
ore aware of security and privacy risks take security more 

trongly into account when purchasing a device. Finally, the 
onservativeness factor negatively interacts with the security 
ttributes. This result suggests that security contributes less 
o the value of a device for respondents who do not value in- 
ovation. 

With regard to framing, the results show that security has a 
tronger effect on the purchase decision for respondents who 
ere faced with the gains of buying a secure device. This find- 

ng is in line with the hypothesis of Kahneman & Tversky, who 
ostulated that people are more risk averse when faced with 

ossible gains. 

. Results qualitative study 

.1. Response 

 total of 27 responses were provided to the survey for the 
ualitative study. In the collected sample, the higher educa- 
ion levels are highly overrepresented. 

.2. Purchase decision 

irstly, the respondents were asked to evaluate what factors 
layed a role in their decision to buy or not to buy a smart ther-
ostat. Strikingly, security or privacy were only mentioned 

wice as a motivation for the purchase decision. For device 
wners, the reasons to purchase a smart thermostat were 
ainly focused around the functionalities the device provides,

ase of use and energy cost reductions. With regard to the 
ecision to buy a specific smart thermostat, the compatibil- 

ty with other devices such as the boiler, voice assistants and 

mart home devices was mentioned frequently. 
After being triggered to actively contemplate the role of se- 

urity and privacy in their purchase decision, many respon- 
ents are able to address some high-level privacy and security 
elated concerns regarding smart thermostats. 

The results show that the respondents only start think- 
ng about security and privacy concerns when being actively 
riggered to evaluate such topics. Without being prompted 

o think about privacy and security, the respondents focused 

ainly on other device attributes such as functionality and 

ase of use. 
.3. Risk awareness 

5 out of the 27 respondents indicated that they were able to 
ention security and privacy risks of smart thermostats. The 

espondents mostly gave high level descriptions of security 
nd privacy risks, using common terms such as “hacking” or 
data going public”. It seems notable that the risk descriptions 
f the respondents strongly lack any detail and are not related 

o realistic threat scenarios. 

.4. Scenario’s 

he assessment of scenarios allows for the generation of in- 
ights regarding the risk assessment of the respondents. The 
ain goal of the analysis is to determine the underlying fac- 

ors that influence this process rather than quantifying the 
ffects of these factors. For this reason, the focus lies on 

nalysing the motivations that the respondents have provided 

or their rating rather than quantitatively assessing the rat- 
ngs per scenario. 

Firstly, the perception of the level of security or privacy 
elated to the device is often mentioned as a motivation to 
ate a scenario. Some respondents rate the severity of a risk 
cenario as “low” because they expect that sufficient controls 
ave been put in place. For example, respondents rated the 
everity of risks in privacy-related scenarios as “low” because 
DPR has been put in place and this regulation ought to be suf-
cient protection against privacy infringements. On the con- 
rary, other respondents mentioned that they perceived the 
evel of security and privacy with regard to IoT devices in gen- 
ral to be low. 

Secondly, the probability of occurrence seems to play a role 
n the risk evaluation process of the respondents. Many re- 
pondents have rated the severity of a scenario to be low, as 
hey thought that such a risk would be very unlikely to occur 
n real life. On the other side, probability of occurrence was 
lso mentioned frequently as a motivation to rate the severity 
f a risk as “high”. 

Thirdly, the benefits for the third party are reported as a 
otivation for the assessment of a risk. If the respondent is 

f the opinion that the threat actor in the risk scenario is not
ble to achieve an attractive benefit, the respondent is likely 
o rate the severity of the risk as “low”. 

Finally, the respondents often mention the impact of a 
isk scenario as a crucial factor. To illustrate this, scenario 
 (criminal accessing personal information) posed the most 
evere risk for many respondents, as this scenario has a 
urther reaching impact than the other scenarios. In this 
cenario, the scope of the impact exceeds the information 

hat is collected, stored and used with regard to the use of the
mart thermostat. 

. Conclusions 

his study has investigated the effect of security and privacy 
n the IoT device purchase decision of consumers by answer- 

ng the following research question: 
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Fig. 2 – Causal model with effect sizes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

“How do security and privacy influence the choice of consumers
to buy an IoT device? And how sensitive is the effect of security
and privacy to framing and personal factors? ”

The quantitative part of the study tested a set of four hy-
potheses regarding the effect of the price, functionality and
security of a device on the probability that the device is pur-
chased. The resulting causal model is displayed in Fig. 2 . 

In line with our hypotheses, the study revealed that se-
curity has a notably strong effect on the purchase decision
of respondents in a stated choice experiment. On the con-
trary, security and privacy were only mentioned once or twice
as a motivation to buy or not to buy a smart thermostat by
the respondents in the survey for the qualitative study. The
main difference between both studies is that the respondents
in the quantitative study are triggered to think about secu-
rity, while this is not the case in the qualitative study. More-
over, the respondents in the quantitative study are presented
with an easily understandable description of security, which
allows them to easily compare alternatives regarding the se-
curity level. It is likely that this is not is not the case in real
world situations. 
The second part of the research question targets the sensi-
tivity of the effect of security and privacy to framing and per-
sonal factors. Regarding framing, the results show that secu-
rity has a stronger effect for respondents who received a gain
focused description of security. This finding is in line with the
hypothesis of Prospect Theory, which postulates that people
are more risk averse when faced with possible gains. 

Furthermore, the results have illustrated that consumers
who are more aware of the privacy/security risks of (IoT) de-
vices, take security more strongly into account when purchas-
ing IoT devices. The qualitative study also investigated the risk
awareness of consumers. The results indicated that some con-
sumers are able to list some of the security and privacy risks
of smart thermostats. However, the descriptions of these risks
strongly lack detail and are not specific for smart thermostats.

In addition, the qualitative study examined the risk assess-
ment process of consumers. From this analysis, a set of factors
have been derived that were frequently mentioned as a mo-
tivation to assess the severity of a privacy or security related
risk of smart thermostats. The following factors were found to
be relevant: Perceived security and privacy level, probability of
occurrence, third party benefits, and impact. 
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Finally, the quantitative study found a negative interaction 

ffect of the technology acceptance factor with the price and 

ecurity attributes and a positive interaction effect with the 
unctionality attribute. This suggests that people who score 
igh on this factor can be seen as the “first adopters” of in- 
ovative technologies and are more willing to buy less secure 
nd more expensive products that do provide them with new 

unctionalities and improve their quality of life. 
To conclude, the study has found that security and pri- 

acy can have a strong effect on the purchase decision of 
onsumers, under the specific circumstances that privacy 
nd security related information is presented to consumers 
nd is communicated in an understandable manner that 
llows for comparison of alternative devices in a simple 
nd timely manner. The effect of security is moderated by 
he privacy/security awareness, technology acceptance and 

onservativeness of consumers. Finally, the results show 

hat security related information that focuses on the gains 
f security is more effective in nudging consumers towards 
uying more secure devices. 

. Discussion 

he results of this study have several practical implications.
his research has shown that security does affect the pur- 
hase behaviour of consumers under the condition that 
ecurity or privacy related information is presented to con- 
umers and is communicated in a simple and understandable 
anner. This result suggests that governmental bodies could 

udge users towards buying more secure devices and taking 
rivacy into account by ensuring that such communication 

akes place, allowing for timely comparison of devices with 

egard to security and privacy. Governmental bodies could 

ork towards this goal by defining standards or legislation 

hat describe what security- and privacy-related information 

hould be provided to consumers and how this information 

hould be communicated. Due to the immense complexity 
f the IoT security and privacy topic, it is advised to include 
arket parties, such as manufacturers and retailers, in the 

evelopment process of such legislation or standards. 
Furthermore, the results of the study indicate that con- 

umers who are more aware of privacy and security risks are 
ore likely to consider security and privacy when purchasing 

oT devices. Thus, improving the risk awareness of consumers 
upports the goal of nudging users towards buying more se- 
ure devices and taking their privacy into account when pur- 
hasing devices. In order to reach this goal, governmental bod- 
es could initiate awareness programs that specifically focus 
n communicating security and privacy risks of IoT devices to 
onsumers. In some countries, such programs have been ini- 
iated by governmental bodies. For example, the Dutch gov- 
rnment has launched a security awareness campaign specif- 
cally targeted at nudging consumers towards updating soft- 
are in a timely manner. The results of the qualitative study 
ave identified four potential factors that could form the ba- 
is of such efforts: perceived security and privacy, probability 
f occurrence, third party benefits and impact. Finally, the re- 
ults suggested that the first adopters of innovative technolo- 
ies can be identified as a potential focus group for awareness 
ampaigns. 

In terms of scientific implications, this study shows that 
tated choice experiments can be used as a method to esti- 
ate framing effects. In current studies, framing effects are 

ften evaluated by presenting research subjects with a single 
hoice task. By means of stated choice experiments, the stan- 
ard errors of the resulting parameters are lowered, thus im- 
roving the validity of the developed models. Additionally, the 
ethod allows researchers to compare the effects of various 

ttributes on choice behaviour. 
In addition, the study contributes to the TAM field by eval- 

ating the effect of various explanatory factors on the pur- 
hase decision of consumers. The study differs from the stud- 
es in the TAM field with regard to the dependent variable in 

ts causal model. The dependent variable in TAM studies is 
he acceptance of technologies, while the choice for a specific 
evice functions as the dependent variable in this study. The 
easurement of the dependent variable also differs from ex- 

sting studies. In this study, a stated choice experiment is used 

o measure the choices rather than observing the outcome of 
 single choice task. 

. Limitations 

he quantitative study has observed stated choices rather 
han choices in real-world situations. It can be argued that this 
imits the validity of the developed models, as people might 
xhibit significantly different choice behaviour in the setting 
f a stated choice experiment. For example, the effect of se- 
urity might be lower in the case of real-world purchases due 
o the limited availability of security related information. This 

ight have led to an overestimation of the effect of security 
n this study. 

In real-world choice situations respondents may (wrong- 
ully) assume that IoT products have built-in security. How- 
ver, the only way to get a sense of how much people are will-
ng to pay for this is by experimentally varying a security at- 
ribute, thereby also triggering respondents to pay attention to 
t in the first place. It may be speculated that when IoT prod-
cts become more common, people will also gain experiences 
ith possible security risks and/or actual security breaches,
hich will likely make consumers sensitive to this attribute 

n future purchases. 
Moreover, the alternatives in the stated choice experiment 

aried on a small set of three attributes. It can be expected that
ther device attributes, such as ease of use or compatibility 
ith other devices, also have a strong effect on the purchase 
ehaviour of consumers. 

Limitations can also arise from the specific coding of the 
evice attributes. In this case, the operationalisation of the se- 
urity attribute has its drawbacks. The security attribute has 
een varied on two levels. It is possible that this coding has 

ed to an overestimation of the effect of security on the choice 
ehaviour, as it seems sensible that most respondents would 

ot purchase a device that “is not secured properly” or “can be 
acked”. 

Fourthly, it is questionable whether security and privacy 
an be framed as a pure gain. To illustrate this, the security 
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attribute was framed as “this device is/is not secured prop-
erly”. The term “secured” still suggests that there exists some
external threat. This external threat can be seen as potential
loss. However, the term “securing” seems a more positive term
than “hacking” from a semantic point of view. 

MNL models have been developed to assess the effect of
security on choice behaviour in the quantitative study. MNL
models assume that the error terms in the utility function are
independent and identically distributed (i.i.d.). If this assump-
tion is incorrect, this can result in biased parameter estimates.

For the qualitative study, a survey was used to reveal the
underlying rationales that determine how security affects
the choice behaviour of consumers. A survey allows for the
generation of responses in a timely and costless manner.
However, using a survey for this goal has its limitations.
When using a survey, the researcher is not able to ask follow
up questions when needed. An interactive survey design
was applied that asked the respondents for more in-depth
answers in order to deal with this limitation. Also, because
of the overrepresentation of higher education levels, the
results of the qualitative study cannot be generalised to the
population at large. However, the results still provide insight
in possible mechanisms that explain the role of security and
privacy in purchase decisions. 

9. Further research 

In parallel to the study described here, Emami-
Naeini et al. (2019) researched how privacy and security
factor into IoT device purchase behaviour by conducting a set
of 24 semi-structured interviews and spreading a follow up
survey to which 200 participants provided a response. The
respondents were asked to rank certain factors they would
take into consideration when purchasing IoT devices. Security
was ranked the as the third most important factor, after price
and features. By contrast, purchase choices for devices that
vary on these attributes are observed in the present study,
with the importance of the features derived from the choice
models. This confirms that different approaches yield differ-
ent information regarding purchase behaviour and associated
preferences, which we also saw in the differences between
our quantitative and qualitative study. 

More research is needed to further address the identified
knowledge gaps. Firstly, this study only investigated the ef-
fect of a limited set of three device attributes. Privacy was not
included as a device attribute in this study. In order to assess
whether similar conclusions hold for privacy and compare the
effects of security and privacy to other device attributes, fu-
ture research could build upon this study by including privacy
and other device attributes. 

Secondly, the security attribute was coded as a binary
variable, which might have led to the overestimation of the
effect of security on the purchase decision of consumers.
Future research could evaluate how other operationalisations
of security affect choice behaviour in order to determine
what operationalisation is most suited to nudge consumers
towards buying more secure devices. 

Thirdly, this study has observed stated choices rather than
real-world choices. Further research could use revealed choice
data as an input for the development of choice models to
assess whether real-world choice behaviour resembles the
choice behaviour in a stated choice experiment. For example,
activity on web shops could be monitored to collect data re-
garding the purchase behaviour of consumers. 

Finally, future research could target other stakeholders that
buy IoT devices, notably business users. Within this group,
a distinction can be made between small companies, which
typically do not have security specialists, and large compa-
nies, where the security department may be involved in the
purchase. Therefore, one would expect purchase decisions
in small companies to be similar to individual consumers,
whereas decisions in large companies may be less sensitive
to additional security explanations. 
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