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ABSTRACT
Governmental organisations use a diversity of policy instruments
for sustainability goals. In the field of materials, they aim to advance
the reuse of materials on the one hand. On the other hand, they
also want to control critical raw materials (CRMs) to protect society
against scarcity. Information sharing is required to monitor for both
objectives. Research into information sharing for the circular econ-
omy mainly focuses on using ICT to follow entire products, such
as digital product passports. However, research into information
sharing for reuse flows and monitoring at the level of materials
is limited so far. Therefore, in this paper, we derive the following
requirements for information sharing to support the monitoring of
materials and CRMs in particular: 1) businesses and government
organisations should have access to the complete history of materi-
als; 2) businesses should be able to share information on materials
between different supply chains and industries; 3) information on
materials should be reliable and tamper-resistant; 4) governments
should be able to obtain a complete overview of the pool of CRMs
in circulation and of who is responsible for them; 5) the system
supporting the information sharing on materials should be highly
robust and should not have a single locus of control. Based on this
overview of requirements, we present a research agenda in which
we identify challenges and related future research questions.
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1 INTRODUCTION
Governmental organisations often monitor compliance in supply
chains by following entire products (see, e.g., [30]). Yet, monitor-
ing materials from which these products are made in a circular
economy (CE) is also vital for governmental organisations [25, 26].
Without the proper monitoring of materials, policy measures to
stimulate circularity and protect safety may be subject to abuse
and thus fail to achieve their intended goals. A lack of information
for government and businesses can harm the safety of recycling
and reuse processes and resulting materials and make it more chal-
lenging to maintain their value [28]. Monitoring of materials is
particularly important for Critical Raw Materials (CRMs) that are
essential for the functioning of society while, at the same time, are
at risk of becoming scarce [33]. Monitoring can support the preven-
tion of scarcity or inform the choice and deployment of strategies
to address scarcity.

Digital technologies are vital for creating visibility in a CE for
businesses and government, but research in this area is limited [40].
Information systems often align with the structure of linear (i.e.,
non-circular) supply chains. As such, information sharing starts at
the producer and is enriched by different parties in the supply chain
involved in the production or transportation of the product (see,
e.g., [15, 18]). Usually, information sharing ends when the product
arrives at the consumer. Likewise, public monitoring usually follows
the same model, starting with the producer and ending with the
consumer.

This linear information sharing and supervision model is suit-
able for following products downstream from the producer to the
consumer. Yet, in a CE, materials remain in circulation such that
nature tolerates the throughput flow [19]. Therefore, products’ com-
ponents and materials need to be repaired, remanufactured, reused,
recycled, or upcycled at the end of their life cycle. Subsequently,
they re-enter the economy in an upstream materials flow. Supply
chains in a CE are thus structurally different from those in a linear
economy. The linear model of information sharing and supervision
leaves out of sight the upstream processes and does not support a
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robust way of following materials through several cycles. Hence,
our research objective is to explore how information sharing on
raw materials flows needs to be (re)designed to support the circu-
larity of raw materials and to monitor the scarcity of CRMs. We
do so by discussing the requirements for information sharing on
raw materials in a CE in section 2. Next, discuss the challenges to
meeting these requirements in section 3. In section 5, we present
our research agenda.

2 REQUIREMENTS FOR MONITORING
MATERIALS IN A CIRCULAR ECONOMY

Information sharing for tracing goods in a CE is essential (see, e.g.
[1, 12, 20]). Information sharing is necessary for several objectives
and stakeholders, which calls for a diversity of requirements for
the information sharing process. In this section, we present these
objectives and based on them, we formulate requirements.

We did not perform a complete, systematic literature re-
view for this study, as our paper aims to develop an initial re-
search agenda. Our perspective was to identify important ex-
amples of requirements in literature and policy reports giv-
ing rise to new challenges that need addressing. To this end,
we used the referenced sources in this section. Hence, we do
not claim to be exhaustive but rather present an initial holis-
tic overview of challenges to which other perspectives can be
added.

Materials can deteriorate over time, and contamination nega-
tively influences materials’ quality and value [23]. Whether reuse
of materials is possible in certain products (e.g., food packaging)
depends on their quality and history. Therefore, information on
the history of the actual use is necessary to enable reuse and recy-
cling, as it supports sorting and harvesting and helps to understand
potential hazards and contamination [20, 32]. For the government,
ensuring compliance with laws and regulations for promoting and
ensuring safe circular processes also requires such a history. Fur-
thermore, information is necessary to evaluate the effectiveness of
policies like extended producer responsibility schemes promoting
the uptake of secondary raw materials in production processes [5].
In some cases, relevant properties of materials (e.g., purity) can
be measured. However, loss of history makes it challenging to act
when new insights arise on harmful effects of materials later (e.g.,
in the case of PFAS) [2]. Therefore, the first requirement is that
businesses and government organisations should have access to the
complete history of materials.

In upstream processes, materials from a product can end up in
the same or a different supply chain of other products or even in
other industries. For example, metal from machinery can be reused
in the construction of buildings [10]. When materials can cross
the boundaries of industries, the options for reuse increase, which
extends their market and thus market value. Furthermore, the prices
of upstream processes can be reduced by creating economies of
scale [22]. Therefore, the second requirement is that businesses should
be able to share information on materials between different supply
chains and industries.

To protect against (artificially created) scarcity and ensure safe
reuse and recycling, governmental organisations need to detect
potentially fraudulent behaviour, such as exporting materials to

evade regulations and so-called ’greenwashing’. Ensuring compli-
ance is especially important when recycling costs are high and the
quality and price of recycled materials low [26, 27]. The third re-
quirement is thus that the information on materials should be reliable
and tamper-resistant.

Establishing a CE is necessary to protect against resource scarcity
and price volatility for CRMs [31, 33]. Monitoring these materials is
vital to prohibit undue dependency for their supply on other regions,
countries, or sources where, e.g., the fair treatment of workers or
sustainability is not guaranteed [33]. Furthermore, it needs to be
ensured that no artificial scarcity is created to increase prices, e.g.,
due to geopolitical conflicts or private business objectives. Both
government and businesses need to be able to anticipate scarcity.
When it is known that a CRM is scarce, businesses can eco-design
with substitutes, and governments can introduce extra taxes to
discourage their use [33]. In addition, governments may need to
prioritise the application of CRMs with higher social value. For
example, suppose a shortage of batteries arises due to the scarcity
of its components. Then, the government might want to prioritise
their use in life-saving medical systems over gaming computers.
Detecting scarcity and the ability to act upon it can be facilitated by
an overview of the materials in circulation and parties to be held
accountable when materials disappear or are reused inefficiently.
However, data on the quantity and whereabouts of materials are
often unstructured and scattered amongst various institutions and
industries [14]. Therefore, as a fourth requirement, governments
should be able to obtain a complete overview of the pool of CRMs in
circulation and of who is responsible for them.

If a system supporting information sharing on materials fails,
this could severely impact upstream processes and government
supervision. We thus need to avoid a single point of failure or a
single point of attack. Simultaneously, considering the scale of such
a system, it is unlikely that stakeholders will accept a dominant
stakeholder having extensive power over the system. The fifth re-
quirement is thus that the system supporting the information sharing
on materials should be highly robust and should not have a single
locus of control.

Information sharing at the level of products is still neces-
sary for a CE; this is at least as necessary as for a linear econ-
omy. However, existing solutions, such as digital product pass-
ports, focus only on the level of products or a particular indus-
try (see, e.g., [4, 6, 24, 39]). When materials are tracked, it is typ-
ically only in the first part of the downstream process until they
end up in a product (see, e.g., [38, 41]). As such, they do not
meet the requirements formulated. Thus, alternatives for infor-
mation sharing supporting the monitoring of materials in a CE are
required.

3 CHALLENGES FOR MONITORING
MATERIALS IN THE CIRCULAR ECONOMY

Based on the requirements in section 2, we created an overview of
challenges for monitoring materials in the CE (see Table 1). Section
4 translates these challenges into research questions for which an-
swering it would contribute to solving them to formulate a research
agenda. In the remainder of this section, we discuss each challenge
in more detail. This overview is not intended to be exhaustive but
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Table 1: Challenges for monitoring materials in the CE, based on the requirements

Related Requirements (R) Challenges (C)
R1. Businesses and government organisations should have access
to the complete history of materials.

C1. Making the information necessary for supporting circular
processes and monitoring materials available for a long period of
time (at least decades).

R1. Businesses and government organisations should have access
to the complete history of materials.

C2. Tagging and identifying materials so that the tags cannot be
tampered with and do not harm the environment, and such that
materials can be followed through different cycles, in various states
and when mixed and converted.

R3. The information on materials should be reliable and
tamper-resistant.
R1. Businesses and government organisations should have access
to the complete history of materials.

C3. Identifying incentives for businesses to share reliable and
up-to-date information on materials with all businesses and
government organisations needed to support circular processes and
monitoring.

R2. Businesses should be able to share information on materials
between supply chains and industries.
R3. The information on materials should be reliable and
tamper-resistant.
R1. Businesses and government organisations should have access
to the complete history of materials.

C4. Appropriately balancing the risks of information sharing for
businesses with the benefits of information sharing for supporting
circular processes and monitoring.R2. Businesses should be able to share information on materials

between supply chains and industries.
R4. Governments should be able to obtain a complete overview of
the pool of CRMs in circulation and who is responsible for them

C5. Determining the appropriate granularity of batches of
materials for assigning IDs

R1. Businesses and government organisations should have access
to the complete history of materials.

C6. Appropriately balancing the scalability of the information sharing
with the information sharing needs of businesses and government.

R2. Businesses should be able to share information on materials
between supply chains and industries.
R5. The system supporting information sharing on materials should
be highly robust and should not have a single locus of control.
R1. Businesses and government organisations should have access
to the complete history of materials.

C7. Creating a governance model for the information systems
supporting the monitoring of materials.

R2. Businesses should be able to share information on materials
between supply chains and industries.
R5. The system supporting information sharing on materials should
be highly robust and should not have a single locus of control.

rather to initiate a discussion and stimulate research to address the
challenges or extend this initial overview.
Several challenges are associated with making the complete history
of materials accessible (R1). Materials might be in many different
cycles, especially when recycling technology improves. Further-
more, some products need to be recycled even after decades (e.g.,
building materials). However, making information available, even
after decades, is difficult as a lot might change over time. The parties
making information available might stop doing so. For example, a
producer making available information on materials in their prod-
ucts might go bankrupt. Another difficulty is that data formats,
information systems, and even the required content might change
over time due to new developments. Therefore, challenge 1 is to
make the information necessary for supporting circular processes and
monitoring materials available for a long period of time (at least
decades).

Following materials through different cycles to create a history
(R1) requires identifying them. For products, this can be done by
assigning an ID and tagging them (e.g., using barcodes). However,
for materials, this is more difficult. Different materials, e.g., pow-
ders and liquids, have different physical properties creating varying

(tagging) requirements. Furthermore, materials can be in differ-
ent states (e.g., window glass, culets/shards), divided, (irreversibly)
mixed with other materials (e.g., composites in blades of wind-
mills) or converted into others. This requires flexible tagging and
representation. To make matters more complex, tagging methods
should not harm the environment. Furthermore, tags need to be
tamper-resistant (R3) to connect information and materials securely.
Therefore, challenge 2 is to tag and ID materials so that the tags can-
not be tampered with and do not harm the environment, and such
that materials can be followed through different cycles, in various
states and even when mixed and converted.

As discussed, sharing information on materials can benefit soci-
ety. However, obtaining information is also in the direct interest
of some businesses. For example, a recycler can use instructions
from producers to recycle materials more efficiently, determine
their value and weigh this against recycling costs. Sharing can also
benefit businesses. For example, a recycler who wants to sell materi-
als finds more buyers if they share reliable information about their
qualities. Yet, even in linear supply chains, aligning the incentives
for different businesses is often difficult [21]. There is no reason
to not expect such misalignment in a CE in which many different
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supply chains get entangled as materials get from one to the other.
This means that there will be cases in which businesses might not
perceive a direct benefit of sharing the history of materials (R1)
with the government and businesses in other supply chains or in-
dustries (R2). Especially businesses downstream the value chain,
such as manufacturers, micro, small and medium enterprises, might
not directly benefit from recuperating materials from secondary
sources in the upstream value chain, let alone other supply chains
or industries. Therefore, they might not be incentivised to con-
tribute to this process. Consequently, governmental organisations
cannot use their data. Additionally, facilitating information sharing
entails investments for companies into their ICT infrastructure
and thus raises their administrative costs. Without a direct ben-
efit, businesses have little incentive to make these investments.
Furthermore, without an incentive, they might not be inclined to
ensure the quality of information, which harms its reliability (R3).
Therefore, challenge 3 is identifying incentives for businesses to share
reliable and up-to-date information on materials with all businesses
and government organisations needed to support circular processes
and monitoring.

Even if businesses have incentives to share information, they
might still perceive risks. According to the literature, businesses
view autonomous control over data and sharing arrangements as
key to their competitive position [11, 16, 35, 36]. Businesses may
fear that if they open up information, they will be more vulnerable
to misuse of the data or opportunism by others, and that sensitive
information is not kept confidential [9, 13, 17, 29, 37]. We expect
that this fear will be no different in a CE. In fact, it might be worse
as additional information sharing is required with a broader set of
parties (R1, R2).

Some solutions for keeping information confidential and access
control include using encryption or only sharing aggregated infor-
mation or links to information. However, these measures each have
their disadvantages. For example, encrypting data or sharing links
harms transparency and means that we need additional processes
for sharing keys or the actual information that is linked [7]. On
the one hand, aggregated data can be perceived as less sensitive
in some cases, making it more challenging to identify a particular
business or shipment. However, on the other hand, the possibility
of data aggregation might be perceived as a threat, e.g., when data
analytics can be applied to it [8]. It is thus imperative to find ways of
information sharing that strike an appropriate balance between the
risks perceived by businesses and the need for information sharing
to support circular processes and monitoring.

There are still a lot of unknowns that make it difficult to find this
appropriate balance. For example, it is unclear what information
on materials businesses perceive as sensitive and to whom. This
information might reveal trade secrets from a commercial perspec-
tive, even if it does not reveal how to create the complete product.
Businesses might perceive similar businesses in different supply
chains as competitors; in contrast, this may not be the case for busi-
nesses in different industries. Nevertheless, as they are not involved
with these businesses, they might not know them and not trust that
they will not share their information with others. From a public
perspective, in the case society could be severely harmed by the
scarcity of a CRM, one could argue that the prevention of scarcity in
the interest of society should prevail over the commercial interests

of specific businesses. These are just a few considerations that can
play a role and need further investigation. Therefore, challenge 4
is to appropriately balance the risks of information sharing for busi-
nesses with the benefits of information sharing for supporting circular
processes and monitoring.

For the government to have a complete overview of a CRM (R4),
information on such a CRM should be stored in a single system, or
government should have access to all systems where the informa-
tion is stored. To discern different (batches of) materials, they will
need an ID. However, an issue here is the granularity of assigning
these IDs. If IDs are only assigned to large batches, it becomes im-
possible to identify small quantities used in products. But assigning
IDs to small batches can create scalability problems. To illustrate,
storing a unique ID for each gram of titanium consumed yearly in
the European Union (EU) would require almost 77 Terabytes1. This
is a lot, especially considering the same needs to be done for all
other CRMs and considering that these are only the IDs, not the in-
formation about the materials. This makes choosing the appropriate
granularity and efficiency of the representation and compression
methods of paramount importance. The work on determining gran-
ularity is limited and does not address the particular properties of
materials [3]. Therefore, challenge 5 is determining the appropriate
granularity of batches of materials for assigning IDs.

A complete history will need to be shared (R1), which entails a
huge volume of information that also threatens scalability. Further-
more, the number and variety of parties involved are large as data
must be shared between supply chains and industries (R2). As the
information sharing should be highly robust and not rely on a single
locus of control (R5) and be tamper-resistant, a centralised system
will likely not offer a solution. An obvious solution would be storing
the data in multiple places (e.g., using blockchain technology). Con-
sequently, the volume of information stored and shared can become
even more considerable, creating more scalability problems.

Strategies for reducing scalability problems have downsides
harming the information sharing process. For example, sharing
links to information instead of the information itself can reduce
the volume of shared information. However, it might harm trans-
parency and robustness and reduce protection against tampering.
Therefore, challenge 6 is to appropriately balance the scalability of the
information sharing with the information sharing needs of businesses
and government.

Avoiding a single locus of control is not just a technological
problem (R5). It is also about which parties determine the standards
and processes. The need for monitoring does not stop at a country’s
border or the border of industries or supply chains (R1, R2). There
are many companies involved, having all kinds of systems. There
is a need for governance to involve these parties and standardise
data and processes. To this end, there are many options ranging
from top-down to bottom-up approaches. Likely, this depends on
the context, type of material, actors involved, installed systems,
investments needed, etc.Which type of governance is most effective

1 The average yearly consumption of titanium of the European Union (EU) between
2012 and 2016 is 1,509 kt [34]. 1, 509 kt is 1,509,000,000,000 grams. Uniquely identifying
each gram, requires assigning them a string of 7 alphanumeric characters, as this allows
for 627 = 3, 521, 614, 606, 208 unique strings. Storing a character in ASCII is 8 bytes.
Storing the IDs for all grams, thus requires 84,504,000,000,000 bytes of space, which is
76.8559 Terabytes.
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is unknown and needs further research. Therefore, challenge 7 is to
create a governance model for the information systems supporting the
monitoring of materials.The following section formulates research
questions based on these challenges and offers a reflection on our
proposal for this research agenda.

4 RESEARCH AGENDA AND REFLECTION
Based on the challenges in section 3, we present the research ques-
tions as a foundation for a research agenda into the role of in-
formation sharing for monitoring materials in a CE, particularly
CRMs. Our premise is that information sharing between business
and government is necessary to monitor scarcity and develop pol-
icy measures to stimulate reuse. The numbering of the research
questions corresponds to the numbering of the challenges in Table
1:

RQ1. How can the information necessary to support circular
processes and monitoring materials in a CE be made available for a
very long time (at least decades)?

RQ2. How can materials be tagged and identified so that the tags
cannot be tampered with and do not harm the environment, and
materials can be followed through different cycles, in various states,
and when mixed and converted?

RQ3. What are incentives for businesses to share reliable and
up-to-date information on materials with all businesses and gov-
ernment organisations needed to support circular processes and
monitoring of materials?

RQ4. What is an appropriate balance between the risks of in-
formation sharing for businesses and the benefits of information
sharing for supporting circular processes and monitoring of mate-
rials?

RQ5. What is the appropriate granularity of batches of materials
for assigning IDs?

RQ6. What is the appropriate balance between the scalability of
information sharing with the information sharing needs of busi-
nesses and government for supporting circular processes and mon-
itoring materials?

RQ7. What governance model is suitable for information systems
supporting the monitoring of materials?
This overview is not exhaustive but is meant as a starting point for
discussion and additional research from other perspectives. Some
of the questions proposed are generic for business and government
information sharing, and others are specific to a CE. To illustrate the
needed contribution from other perspectives, we can mention the
privacy risks of the data related to the phase in which citizens use
products/materials before they are returned for recycling. Another
example is the required sustainability of the information sharing it-
self.With this discussion paper, wewant to inspire other researchers
to address the current challenges and uncertainties in the transition
toward a CE and how digital technologies/information sharing can
be designed to support this transition.

5 CONCLUSIONS AND FURTHER RESEARCH
This discussion paper presents a research agenda for monitoring
materials, particularly CRMs in a CE. First, we discussed the need
for monitoring materials in a CE and its requirements. Next, we

analysed the requirements. Based on these, we identified the chal-
lenges. For each of these challenges, we formulated a research
question. These research questions can serve as a foundation for a
research agenda for information sharing between businesses and
governments to monitor the CE’s reuse of critical raw materials.

The list of requirements, challenges, and related research ques-
tions presented in this work is a starting point. It is meant to start
a discussion and additional research on this topic. Further research
should focus on refining and extending them based on further
in-depth analysis of literature and reports and discussions with ex-
perts and policymakers involved in implementing a CE in practice.
And from taking other perspectives than a systems requirements
perspective into account.
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