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Abstract

The use of hardware redundancy in CubeSats is often limited by physical and budgetary constraints,
making alternative approaches to fault tolerance essential for maintaining attitude determination
performance. The extended and unscented Kalman filters are typically used to combine all sensor
information in a centralized fashion. Federated Kalman filters offer improved fault isolation since
each sensor group is associated with an independent local filter, whose estimates are fused
by a master filter. Conventional anomaly detection relies on either a Mahalanobis distance- or
residual-based measure. These methods require manual threshold selection and do not capture
temporal patterns, limiting their effectiveness especially for gradual or subtle faults. In this work,
machine learning (ML)-based alternatives are suggested and compared to these conventional
approaches, showing a significant increase in detection performance while overcoming some
limitations of the traditional methods. The increased computational load associated with these
alternatives is assessed against typical microcontroller-based on-board computers used for attitude
determination on CubeSats, which was found to be feasible under moderate inference rates. The
results demonstrate that the use of ML-based detection within a federated Kalman filter can
substantially enhance the reliability of CubeSat attitude determination systems.



Summary

The attitude determination system (ADS) of a CubeSat fuses measurements from multiple sensors
into an accurate estimate of the spacecraft attitude. Faults in a sensor can significantly degrade
the performance, and numerous CubeSat missions have encountered operational issues from
undetected or unmitigated sensor faults.

Attitude determination traditionally employs the extended or unscented Kalman filters, which
combine all sensor information in a single, centralized estimation. The federated Kalman filter
(FKF) instead distributes the estimation process across several local filters, each linked to a specific
sensor system. A master filter then fuses the local estimates. Because each local filter produces an
intermediate estimate, detected faults can be attributed directly to the individual system causing it.
They can be excluded from the final fusion step to isolate and recover from the fault.

Conventional detection of faults in the FKF relies on statistical properties. Two common methods
use the Mahalanobis distance between the local and master filter, or the residual between the
predicted and observed measurement. Both methods treat samples independently and require
manually selected thresholds, limiting their ability to detect faults.

This research project shows the application of machine learning (ML)-based fault detection in this
context, replacing the conventional approaches. Two ML-based methods were selected based
on criteria including their expected performance and operational viability. The long short-term
memory (LSTM) predictor is a recurrent neural network (RNN) which excels at learning temporal
patterns. This method is computationally intensive but accurate. The second method, the isolation
forest (iForest), is a more lightweight alternative which relies on randomly splitting the feature
space into binary trees.

A simulation of the attitude behaviour of a CubeSat was developed, including models of typical
attitude sensor hardware. Their measurements are fused by local filters using the unscented
quaternion estimator (USQUE), before being combined to the final output forming a no-reset FKF.
A variety of faults were injected in various operational scenarios. The response of the conventional
and ML-based methods was measured and compared. The iForest offers no improvement to
the conventional approaches. The LSTM predictor, however, shows a 10% increase in detection
accuracy and reduces the time-to-detection by over threefold.

The computational impact of the ML-based methods was estimated using a static analysis. This is
compared to a collection of microcontroller-based on-board computers (OBCs) used on CubeSats.
The iForest developed in this project was deemed infeasible due to the large static model size not
fitting into the memory of typical OBCs. This creates a bottleneck when repeatedly accessed during
tree traversal. The LSTM predictor instead shows high computational load, though it remains
feasible on higher-end units at limited inference rates.

In conclusion, the LSTM predictor is found to be a suitable ML-based alternative to conventional fault
detection methods in the context of attitude determination using the FKF on CubeSats. The method
benefits from the ability to incorporate the temporal history of the samples, allowing extraction of
more detailed time-varying patterns compared to the point-wise conventional approaches.

Future works should explore reducing the shared reliance on gyroscope propagation to eliminate
this as a single point of failure. Additionally, the large computational impact of the ML-based models
could be reduced through optimization, including feature reduction, optimized implementations,
and guided tuning. Hybrid strategies are also possible, combining conventional and ML-based
detection.
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INntroduction

In this chapter, the topic of the thesis will be introduced. The relevance of the research carried out
in the project is first described in section 1.1. The section aims to place the topic into a broader
context, showing the motivation behind the work. This is followed by a review of the relevant
literature that is available on this topic in section 1.2, where a research gap is identified and justified.
A research objective is developed based on this review, with accompanying research questions that
specify the focus of this thesis. The research objective and questions are described in section 1.3.
Finally, an outline of the thesis project and this report is provided in section 1.4.

1.1 | Research Relevance

To remain operational within the inhospitable conditions of space, an approach in which faults
are expected and handled is necessary to make a fault-tolerant control (FTC) system. In space-
flight, this is often implemented through hardware redundancy, where the function of a faulty
component is transferred to an identical unit. For nanosatellites, such as CubeSats, the use of
hardware redundancy is often difficult due to physical and budgetary limitations. Of 159 CubeSats
launched before 2014, 86% either did not include redundancy for the electrical-, computing-, or
communication system at all, or only for one of these major subsystems [1].

CubeSats are often considered to be less reliable than traditional larger satellites [2]. With the
original purpose being education, a general requirement has always been low cost [3]. This drove
the use of commercial off-the-shelf (COTS) components, and a reduction in testing prior to launch.
In a statistical analysis of CubeSat missions, it was found that besides launch and deployment
failures, common issues are communication, power generation, and a high spin rate [4]. The
attitude determination and control system (ADCS) can play a role in many of these issues, such
as due to improper pointing of antennae, suboptimal solar array pointing, or failure to control
the attitude overall. In fact, a reliability study indicated that the ADCS is responsible for 11% of all
first-year spacecraft failures, the largest contribution of any single subsystem [5]. Thus, reducing
the impact of faults in this subsystem is an opportunity to increase mission reliability.

The attitude determination system (ADS), part of the ADCS, is responsible for ascertaining the
orientation of the spacecraft with respect to some reference frame. The system typically relies on
a variety of sensors, such as star trackers, Sun sensors, and gyroscopes. A process, sensor fusion,
combines the information from these sensors into a single accurate estimate of the spacecraft
orientation. When a sensor exhibits faulty behaviour, the performance of the system can be
severely degraded. A sensor can, temporarily or permanently, become faulty for a number of
reasons, including blinding by sunlight, mechanical degradation, and electrical shorting. Detecting
these faults and preventing them from affecting the attitude estimate can greatly improve the
reliability of the ADS. This strategy is studied in the engineering field of fault detection, isolation,
and recovery (FDIR). This is not typically applied to the ADS or attitude control system (ACS) in
CubeSats, mostly due to historically limited computational and power resources [6]. With rapid
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advancements in CubeSat technology, developing new approaches to applying FDIR in the ADS of
CubeSats is a promising path to improving the success rate of missions.

There are many CubeSat missions where faults in the ADS had an impact. Not all of these cases
are made public. However, university missions typically share results and findings, including any
problems experienced and their effect on the mission. Below is a collection of university missions
where faults in the ADS had an impact on the mission:

* The German COMPASS-1 1U CubeSat flight results indicate complete failure of the ADS to
estimate attitude, leading to the active three-axis control never being put to use, significantly
affecting the mission [7]. The cause for the failure of the ADS was twofold. First, the reference
magnetic field contained a false rotation, causing the estimation using the magnetometer
to fail. Second, the Sun sensors produced corrupted output due to incorrect threshold
calibration. Combining these two facts rendered attitude determination impossible, and
therefore active control impossible.

* The Estonian ESTCube-1 satellite suffered from multiple issues with the ADS [8]. Besides a
faulty Sun sensor that was not replaced before launch, it was found that the remaining Sun
sensors produced errors that showed dependence on the angle with the Sun, influencing
the sensor fusion process. Moreover, one of the four gyroscopes started malfunctioning
some weeks after launch. The measurements are described as showing jumps between the
incorrect and correct values.

* The SwissCube mission reported unexpected magnetometer readings [9]. They hypothesize
this could be caused by magnetic sources within the spacecraft, or the failure of one of the
magnetometer axes. Additionally, two Sun sensors on the same face malfunctioned and
started providing constant noise signals.

+ After the launch of the Finnish Aalto-1 mission, it was found that two Sun sensors were not
usable for estimation, and the gyroscope data was not being used correctly [10]. This affected
the accuracy of the ADCS.

This is only a sample of the missions where the ADS experienced malfunctions, and similar instances
are likely not all reported to the public. In any case, a reliable ADS is a necessary basis for the success
of many CubeSat missions. Due to the limited potential for hardware redundancy, creating fault
tolerance through other means is attractive. With increasing computational capacity on CubeSats,
this area is receiving more interest as an approach to reduce the impact of anomalous sensor
measurements. This research aims to contribute to this expanding knowledge by investigating
novel approaches to make the ADS more fault-tolerant and robust.

1.2 | Literature Review

The ADCS of a spacecraft relies on a variety of sensors and actuators. The system must maintain
control even under adverse conditions such as uncertainties, disturbances, and sensor faults.
These conditions can severely degrade performance, or even pose a threat to the overall mission
[11]. Statistical analysis has shown that 28-32% of failures affect the attitude and orbit control
system (AOCS), the highest of any single subsystem [12, 13]. Additionally, a reliability analysis
indicated that the AOCS contributes 32% to all small satellite failures in the first 30 days, and 26%
after a year [14]. Thus, preventing issues in this subsystem from causing failures can greatly
improve mission reliability. In order to maintain stability, reliability, and performance, control
systems are developed which can effectively respond to faults. This approach is called fault-tolerant
control (FTC) [11].

1.2.1 | Fault Tolerance

A distinction is made between two types of FTC system: passive and active. In passive FTC, a
system is made failure-proof for a certain set of faults in the design stage, typically with hardware
redundancy [15]. This is not always possible, especially for small satellites such as CubeSats, due
to budgetary or physical constraints. The term passive indicates that no additional actions are
taken by the system in response to faults. Active FTC, on the other hand, seeks to respond to faults
as they occur by reorganizing the remaining system elements in real-time [15]. Thus, the term
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active refers to the fact that the system takes actions to adapt to new conditions, be it in hardware,
software, or other means.

The two FTC types are illustrated through layout diagrams in Figure 1.1. Note that the active
FTC system relies on fault detection and diagnosis (FDD). This refers to the determination of the
presence and nature of a fault in the system. The information this provides is then used to decide
if action should be taken.
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(b) Active FTC

Figure 1.1: Layout comparison of active and passive FTC systems. Based on [11, 15].

One of the advantages of passive FTC is evident from Figure 1.1: the architecture is simple and has
low computational demand. Conversely, the active FTC layout requires the implementation of an
FDD algorithm and a reconfiguration mechanism. However, passive systems cannot account for
faults that they were not designed for, and their performance is never optimal compared to an
active approach for all scenarios [15].

The goal of the active FTC system is thus to achieve all three steps encompassed by FDIR. First,
the fault should be detected by a fault detection method. Next, the origin of the detected fault
should be determined such that it can be isolated. Finally, the system is reconfigured to recover its
functionality while the fault is present.

1.22 | Centralized vs. Distributed Sensor Fusion

The ADS of a spacecraft typically consists of multiple sensors of different types, spatially distributed
throughout the spacecraft to provide the desired viewing angles and coverage [16]. A sensor fusion
system is necessary to combine all the observations into a single state estimate. Kalman filters
are the most widely used algorithm for this purpose [17]. Improvements in parallel processing
power and interest in fault-tolerant systems have lead to new adaptations and variations of the
algorithm being developed [18]. The basis for these variations is the linear Kalman filter (LKF),
originally developed in 1960 by R.E. Kalman [19].

The Kalman filter is an algorithm that can use a series of measurements to produce an estimate
of unknown variables. The algorithm operates in two phases. First, in the prediction phase, the
filter produces an estimate of the current state, typically with a physical model. Second, in the
update phase, these estimates are updated using the new measurements, weighted based on their
certainty. Common variations of the Kalman filter used in the ADS of spacecraft are the extended
Kalman filter (EKF) and unscented Kalman filter (UKF), which are both equipped to handle the
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nonlinearity associated with the spacecraft attitude. Other variants, such as the cubature Kalman
filter (CKF), are also used.

The traditional Kalman filtering technique consists of a single filter to process all information, which
is a centralized approach [20]. This structure is shown in Figure 1.2a. Since all measurements are
processed by one filter, there is minimal information loss and thus good optimality is achieved.
Centralized variants of the Kalman filter are widely used for state estimation, spacecraft attitude
determination being no exception [17].

Dynamic system Dynamic system

Sensor Sensor Sensor
system 1 system 2 system N
Sensor Sensor . Sensor l l l
system 1 system 2 system N
Local Local Local
processor 1 processor 2 processor N
Fusion center/ Fusion center/
central processor central processor
(a) Centralized (b) Distributed

Figure 1.2: Comparison of two approaches to Kalman filtering [21]

Due to the improvement of parallel processing power and interest in fault-tolerant systems, new
filter structures were developed which distribute the filtering process over multiple stages, as
is seen in Figure 1.2b. Local filters generate local estimates, typically using only a subset of the
available information, which for the ADS is a subset of attitude sensors. A master filter combines
these local estimates into a global solution. Depending on the architecture of the distributed filter,
this can form the globally optimal solution [20].

Since the distributed architecture employs multiple local filters and a master filter, the required
total number of computations is generally higher than the centralized approach which uses a single
filter. However, it has been shown that running the local filters in parallel reduces the average
computation per processor, leading to faster estimations [22]. In an application of a distributed
filter for monitoring the health of a gas turbine engine, it was found that the developed distributed
filter reduced the computational time by 24.1% compared to a centralized alternative [23].

Besides reducing the computational time, a distributed filter can accommodate sensors with
different measurement frequencies by running the local filters asynchronously [18]. By updating
at different rates, the local filters can match the speed of the measurements that they receive. The
fastest rate does not dictate the speed at which the entire filter should run, only the local filter
which processes that portion of the information. This reduces unnecessary computations and can
increase throughput compared to a centralized approach.

A final benefit of the distributed architecture, especially important for FTC systems, is its capacity
for fault isolation [20]. Due to the independence of the local filters, any faults can inherently be
isolated. A fault will affect one local filter, but not the other. Thus, by detecting if the output of
the local filter is faulty, the associated sensor system is directly known. This improves the overall
reliability of the system, since the multiple local filters are usable as backups [18].

123 | Federated Kalman Filter

A specific variant using the distributed approach is the federated Kalman filter (FKF). The foun-
dational difference with other distributed methods is the information sharing principle. It was
developed to improve the accuracy of the distributed filter, without compromising the fault detec-
tion capabilities [20]. Previous distributed filters, such as a cascaded filter, were subject to poor
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accuracy and even divergence [18]. This was due to local filter outputs not being sequentially
random, and the fact that the local filter output and master filter output were not independent. The
development of the FKF sought to improve this behaviour through a new principle: the information
sharing principle. A formal definition is given by [24]:

The total system information can remain constant or decrease, but never increase, due to sharing.

In other words, double-counting of the same information should be avoided. This principle allows
the master filter to treat the local filter estimates as statistically independent such that the globally
optimal solution can be found [25]. Different strategies can be used to comply with this principle,
four of which are primarily considered [18]: the full-, partial-, zero-, and no-reset modes. They
differ in the method with which the total information is divided over the local and master filters. A
comparison of the structure of a federated filter using the different modes is provided in Figure 4.2.
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Figure 1.3: Structures of federated Kalman filter in zero-, partial-, full-, and no-reset mode.
Based on [18].

Due to its capacity for fault tolerance, the no-reset mode is most suitable for FTC systems [18].
In this mode, faults that affect one local filter have no path to affect any other local filters. This
makes it trivial to exclude faulty elements from the master filter. In other modes, faults in one local
filter would affect the others through the feedback mechanism, which is avoided if no feedback is
present.

The FKF has been applied to CubeSat systems in various studies, such as formation flying satellites
[26], positioning [27], as well as attitude determination [28, 29].

1.2.4 | Conventional Anomaly Detection

Traditionally, anomaly detection is performed through out-of-limit (OOL) checks with set upper
and lower bounds [30]. Multiple variations of this approach exist, for example the use of soft limits
which may temporarily be exceeded, with a hard limit as the ceiling. The literature involving the
FKF for attitude determination specify two conventional methods of fault detection [31, 28]: the
sensitivity factor and the measurement residual.

The sensitivity factor is a value similar to the Mahalanobis distance. It quantifies how well the
difference between a local and master filter is explained by the uncertainty in the system [28].
This provides a numerical score to which a threshold can be applied, distinguishing nominal from
anomalous points.
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The second conventional method, the measurement residual, relies on a quantity calculated in the
local filter itself. As part of the Kalman filter, the next measurement is predicted. The difference
between this prediction and the observed measurement then serves as an indicator of anomalous
behaviour, where a large difference indicates an unexpected measurement. Again, this provides a
numerical score to which a threshold is applied.

Both of these methods rely heavily on the statistical properties of the filters, and do not take
any temporal context into account. They only consider the current sample to judge whether an
anomaly has occurred. This makes them less effective when attempting to detect gradual or subtle
faults [6]. These relatively simple checks do not analyse patterns in the underlying data, and are
therefore bound to miss anomalies [30]. Finally, the selection of a threshold presents a trade-off
between detection speed and accuracy, and becomes difficult if no operational data is available.

1.2.5 | ML-based Anomaly Detection

Technology miniaturization allowed the space industry to build CubeSats using low-cost COTS
components [32]. With the increasing processing power of COTS processors, the functional software
requirements also increased, including the development of FDIR programs [33]. In a review of
on-board computing in CubeSats, the application of artificial intelligence (Al) is specifically noted to
be promising, including its application to FDIR functions [33].

Machine learning (ML), a subset of Al focused on learning from data, can be used to detect
anomalies and malfunctions on-board the spacecraft. A neural network (NN) trained on simulation,
or existing data if it is available, can identify faulty behaviour that might otherwise go undetected
[30]. The historical limitations of computing and memory resources associated with CubeSats have
been loosened, especially when hardware accelerators are implemented [33]. In contrast to the
conventional detection methods, a data-based method is well-suited to learn and apply pattern
recognition to detect more complex anomalous behaviour [30, 34].

Unsupervised ML-based anomaly detection has seen rapid advancement in recent times [35].
Unsupervised methods are more suited to the space industry than supervised or semi-supervised
methods due to the general lack of available data containing anomalies or with annotations [36].
Additionally, the types of faults to be detected do not have to be limited in the design phase,
improving the adaptability of the system to new behaviour.

Popular methods include the one-class support vector machine (OC-SVM), isolation forest (iForest),
and local outlier factor (LOF) [35]. They are for example used for anomaly detection in spacecraft
telemetry streams [37]. The LOF is a distance-based method that scores anomalies by how isolated
they are from their local neighbourhoods [38]. The OC-SVM learns a mathematical boundary
around the nominal data and flags points far away from this limit [39]. The iForest instead uses a
set of binary trees where anomalies tend to be isolated in fewer splits [40].

Newer approaches use recurrence, such as in the long short-term memory (LSTM) approach, to
inherently consider the temporal context [35]. With an LSTM predictor, the sample that follows a
sequence is predicted, where the prediction error acts as an anomaly score. An LSTM autoencoder
(AE) attempts to reconstruct the sequence, where the reconstruction error is used instead. These
methods can learn temporal dependencies to detect even gradual or subtle faults, making them
suitable candidates for time-series anomaly detection [35]. These LSTM-based methods, combined
with other ML-based methods, are promising for application within the FKF.

1.2.6 | Research Gap

Table 1.1 lists a collection of published applications of fault detection and FKFs to the AOCS. First, it
is noted that the research into the use of FKFs in the ADS is limited. Some studies focus on the
application of the FKF solely, while others include fault tolerance. A common element is that when
a fault detection method is implemented within an FKF, a simple OOL-based statistical technique
is used. Specifically, the sensitivity factor or the measurement residual are used.

When different detection techniques are applied, including ML-based approaches, the FKF, or the
sensor fusion approach in general, is not considered. The focus lies solely on the detection of
faults. The detection methods listed in Table 1.1 show a great variety of possible approaches that
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are used across the AOCS. However, no literature could be identified which combines an ML-based
fault detection method with the FKF for FDIR in a space application.

Table 1.1: Collection of applications of fault detection and FKF to AOCS-related components

Source Detection method Sensor fusion System
[28] Sensitivity factor /' FKF (UKF) ADS
measurement residual
[a1]  Chi-square test + Chained EKF ADS

generalized likelihood ratio

Luenberger observer .
(421 Eiman NN observer — Reaction wheels

[43] Recurrent NN observer — Reaction wheels
[44] Deep NN — ACS
[45] Principal component analysis + . ACS

statistical measures

— —
[46] Prm_mpal component analysis . Actuators
statistical measures

[47] Kernel principal component analysis — Reaction wheels
[48] T-S fuzzy model — Reaction wheels
[49] Fuzzy adaptive estimator — Coupled spacecraft
[50] Fuzzy fault tree — Flywheel

[51] Convolutional NN — Attitude sensors
[52] — FKF (UKF) ADS

[31] Sensitivity factor FKF ADS

[53] — FKF (adaptive LKF) ADS

[54] Measurement residual FKF (CKF) Navigation

To summarize, the conventional detection methods do not analyse behavioural patterns, limiting
their accuracy. Instead, ML-based methods offer several advantages, and have been shown to
detect faults not apparent through conventional means [6]. While these methods come with their
own limitations, such as increased computational load and the need for large amounts of data, the
potential benefits make them an attractive option for improving fault detection in CubeSats. Finally,
the FKF provides a fusion structure that inherently provides isolation of sensor systems while
potentially reducing runtime and increasing information throughput. Thus, combining ML-based
fault detection with the FKF is a concrete path to increasing the robustness of the ADS.

1.3 | Research Objective and Questions

This thesis aims to study the application of ML to FDIR in an FKF. Specifically, the output of the
local filters, each of which corresponds to a subset of the sensor suite, is used to detect anomalies.
The fault detection method relies on a trained classifier to determine if the output shows faulty
behaviour. Only non-faulty local estimates are then included in the master fusion step.

This approach has the potential to detect more complicated fault scenarios than traditional ap-
proaches, such as OOL checking on statistical properties. The decentralized filter provides inherent
isolation of sensor subsets, which can be used to create a fault-tolerant system. Improvements
in the COTS hardware, which is used in CubeSats, provides the opportunity to implement such
techniques, overcoming the historical challenge of limited computational resources.
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The objective of this thesis is then summarized into the following statement:

Main Research Objective

The objective of this research project is to improve the reliability of the attitude determination
system in a CubeSat by applying a machine learning-based classifier to fault detection within
the sensor fusion process making use of a federated Kalman filter.

Of importance is the feasibility of applying a machine learning-based classifier in this context.
Specifically, whether it is possible to replace simple fault detection methods with such a solution to
provide better fault detection and isolation. Additionally, the limited hardware on most CubeSats
should be taken into account. This leads to the following main research question:

Main Research Question

What is the accuracy and computational impact of a machine learning-based classifier in
performing fault detection within a federated Kalman filter for CubeSat attitude determina-
tion?

The main research question is subdivided into the following sub-questions:

RQ1 Which ML-based methods are suitable for fault detection in an FKF?

RQ2 How effectively can ML-based classifiers distinguish between faulty and non-faulty subfil-
ter outputs in an FKF?

RQ3 How accurate are ML-based classifiers in detecting faults within an FKF compared to
conventional methods?

RQ4 What are the computational costs of deploying ML-based classifiers for fault detection in
an FKF on CubeSat-class hardware?

The sub-questions above provide structure to the research project. First, method selection is
considered in RQ1, which aims to identify suitable machine learning methods in this context. Next,
RQ2 and RQ3 relate to the effectiveness of the developed solution, comparing the performance to
reference methods. This is followed by a consideration of the limited capabilities of the hardware
on a typical CubeSat in RQ4. The computational cost of the FKF with a machine learning-based
classifier should be compared to standard solutions to determine the feasibility of using this
approach on CubeSats.

1.4 | Thesis Outline

This report is divided into three parts. First, Part | gives the theoretical background required for
the remainder of the report. This consists of a brief overview of the hardware comprising the
ADS of a typical CubeSat (chapter 2), a description and taxonomy of fault tolerance methodology
(chapter 3), an introduction to (distributed) Kalman filtering for attitude determination, specifically
the FKF (chapter 4), and the metrics used to score detection performance (chapter 5).

Next, the developed fault detection system is described in Part Il. This includes the simulation that
was set up to evaluate sensor faults and their detection (chapter 6), as well as the selection and
tuning of conventional and ML-based detection methods (chapter 7 and 8 respectively).

In Part Ill, the results of the research are presented and discussed. This includes a comparison of
the responses to faults of the various detection methods (chapter 9), as well as the computational
impact each method has on CubeSat hardware (chapter 10).

The conclusion of the research is presented in chapter 11, combined with recommendations for
further research. In Appendix A and B, detailed descriptions of quaternion-based variants of
the UKF and EKF are provided respectively. Finally, Appendix C shows the implementation of an
attitude controller for tracking ground-based targets.



Part |

Theoretical Background

This thesis combines multiple disciplines, such as sensor fusion, fault tolerance, and machine
learning. In order to provide context and relevant knowledge, this part of the report describes
several important topics related to the research. Included are descriptions of the typical hardware
in the attitude determination system (chapter 2), an introduction and overview of fault tolerance
methodology (chapter 3), a more detailed illustration of the various Kalman filtering approaches
(chapter 4), and the metrics used to score the performance of fault detection methods (chapter 5).



Attitude Hardware

A necessary component of the ADCS is the ability to observe and measure the attitude and angular
rates of the spacecraft, as well as process their data into usable products. A variety of sensor
systems have been developed that provide the ADCS with information about the current spacecraft
state. This chapter describes various common sensor types and processing solutions. In general,
attitude sensors are divided into two categories [55]: measuring the absolute attitude with respect
to some external reference vector (section 2.1), or measuring centrifugal acceleration to determine
the change in orientation (section 2.2). Their basic principles are modelled in chapter 6 for realistic
fault injection, based on their functioning described in this chapter. Also given is a collection of
typical computing units in section 2.3. This collection is used to assess the computational impact
of the various fault detection methods in chapter 10.

2.1 | Absolute Sensors

Absolute attitude sensors measure the current attitude of the spacecraft in a specific reference
frame. The most common sensors of this type are the star tracker, sun sensor, and magnetometer
[55]. These are briefly described in the following sections.

2.1.1 | Star Trackers

Star trackers rely on imaging the celestial sky to identify known stars, deducing the spacecraft
attitude from their positions with respect to the sensor [55, 16]. The sensor typically consists of a
digital camera and a processing unit. Star centroids are identified within the image and compared
to an internal star catalogue. Once found, the orientation of the sensor with respect to the celestial
reference frame can be determined.

Star trackers typically operate in two modes: lost-in-space and tracking. In lost-in-space mode,
initial attitude acquisition is performed without prior knowledge. Once the attitude is determined,
which typically takes a few seconds [16], the sensor can move into tracking mode. The next
measurement can now use the knowledge of the previous measurement to speed up identification,
increasing the update rate. Additionally, some star trackers measure the angular velocity of the
spacecraft in addition to the absolute attitude.

2.1.2 | Sun Sensors

Sun sensors measure the direction of incoming light, making it possible to deduce the attitude
of the spacecraft based on the known position of the Sun. Generally, two types of Sun sensor
are used: coarse and fine [55, 16]. Both require knowledge about the current position of the Sun,
typically computed with an on-board algorithm, to determine the spacecraft attitude. A limitation
of either type is that Sun sensors stop functioning when the spacecraft is in eclipse.

Coarse sensors are typically relatively simple analogue detectors that measure the angle of incoming
light [16]. A photocell produces current proportional to the intensity of the light falling on it, as is

10
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depicted in Figure 2.1a. Light coming in perpendicularly to the surface of the photocell produces
the highest current, while shallow angles produce lower current. Multiple coarse sensors can
be combined to provide larger coverage and estimate the Sun vector direction [55]. In [16], a
configuration of six coarse Sun sensors is proposed, with pairs of opposing normal directions. If
these unit normals do not describe coplanar planes, the measured Sun vector can be computed.

. L,
6 )

(a) Cosine detector Sun sensor [55] (b) Two-axis fine Sun sensor [56]
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Figure 2.1: Comparison of Sun sensor principles

Fine Sun sensors, or digital Sun sensors, historically used linear photosensitive strips underneath
arrays of slits or apertures [55]. Newer designs, however, are comparable to a star tracker in that
they use an imaging module, but with a pinhole instead of other optics in front of them [16]. A
possible approach is shown in Figure 2.1b, where incoming light falls onto one or more quadrants.
In this configuration, analogue photocells are still used with specific placement. These can also be
replaced with a digital sensor, which typically provide higher accuracy [16].

213 | Magnetometers

Magnetometers observe the magnitude and direction of the local magnetic field and compare
this to a reference model in order to generate a vector attitude measurement [55]. Besides being
lightweight and low power, magnetometers do not need an external view. However, due to the
limited accuracy of the reference model and other error sources, they are not always accurate.
Since the field strength decreases with distance, their use is typically limited to spacecraft below
1000 km, before magnetic biases dominate the measurement [55]. Most magnetometers are
fluxgate magnetometers, which have a permeable core which is alternately magnetically excited.
The flux caused by the Earth’'s magnetic field consistently acts in the same direction, which can be
detected.

The reference system that is typically used to model the Earth’s magnetic field is the International
Geomagnetic Reference Field (IGRF) model [55]. This model expresses the magnetic potential
function in terms of the position of the spacecraft. This field is then typically transformed to the
Earth-centered inertial (ECI) or Earth-centered Earth-fixed (ECEF) frame when used in the ADS. The
internal part of Earth’s magnetic field varies slowly, which is also accounted for in the model by
determining the time derivatives of the coefficients. There are short-term variations as well, such
as due to electric currents in the ionosphere and magnetosphere, but these are not included [16].
Magnetometers can also suffer from drift over long time spans due to mechanical deformation
degrading their accuracy, but this is typically not included in a measurement model due to the
difficulty in modelling and its small influence on the overall magnetic field measurement [57].

22 | Gyroscopes

Gyroscopes, or gyros, are sensors which measure the angular velocity of a spacecraft. Historically,
all gyros used a spinning mass which tends to remain fixed due to its angular momentum. The
torque required to keep the angular momentum constant then gives a measure of the angular
velocity of a spacecraft [16]. Due to the complexity of this approach, and the common failure
of gyros due to wear and tear, other techniques were developed to measure the angular rates,
specifically optical and Coriolis vibratory gyros.
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Optical gyros make use of the Sagnac effect, which is a phase difference between two light beams
travelling in opposite directions around a closed path that is caused by the path rotating [16].
The gyroscope observes this phase difference to estimate the angular rates. Since light travels
extremely quickly, the phase difference is very small. To measure it, gyros can make the light travel
around the closed path many times to magnify the difference, or an active laser medium can be
used to transform the observation into a frequency measurement.

Coriolis vibratory gyros use the principle of Coriolis forces, which induces a vibrational mode in a
structure that can be detected [16]. Various types exist, but gyros using micro-electric mechanical
system (MEMS) technology are a new development which have become popular in CubeSats due
to their small form factor and low power requirements, though they are typically less accurate
than other variants [16].

23 | On-board Computers

The type of processing unit on a CubeSat can vary greatly, including microcontrollers, microproces-
sors, field-programmable gate arrays (FPGAs), or hybrid systems which could include a GPU [33].
The type of processor that the CubeSat on-board computer (OBC) possesses is the main factor
determining the processing capabilities, speed, and power consumption of the unit. In this section,
a description and collection of COTS units is provided, which is subsequently used in chapter 10 to
assess the computational impact of a detection method.

Microcontrollers have traditionally been the preferred option, especially for early CubeSats missions
with shorter durations and lower processing requirements [33]. These COTS components are
small, low-power, and easily available. The most common architecture is those based on the ARM
Cortex family of processors. There is a wide range of devices with different performance levels to
be selected based on mission requirements.

Alternatives include the microprocessor, specifically radiation-hardened versions. With decades
of flight heritage on larger missions, these are very reliable [33]. However, their use in CubeSat
missions has been limited, largely due to the significant financial investment required for the
development of suitable versions. Another alternative is the FPGA, which differs from traditional
processors due to the use of reconfigurable logic gates that can perform multiple tasks simultane-
ously. Radiation-hardened versions have been shown to provide acceptable protection without
the need for expensive radiation-hardened microprocessors. Finally, hybrid architectures have
emerged that greatly improve performance, sometimes in one specific domain. This includes
the use of hardware accelerators for on-board ML applications, though these increase power
consumption.

To evaluate whether the methods selected in this research project could feasibly run on a CubeSat,
the traditional microcontroller is used as the baseline. These efficient, light, and cost-effective
processing units are commonly used in CubeSat missions, specifically those in low Earth orbit
(LEO) or with shorter mission durations [33]. They are typically the least performant system
out of the aforementioned architectures, and thus the most constraining option. In Table 2.1, a
collection of COTS OBCs based on microcontrollers are collected, combined with their processing
unit, memory sizes, and power consumption. Note that the listed power consumption cannot be
directly compared due to differing specifications.

Table 2.1: Collection of COTS CubeSat OBCs based on microcontrollers [33, 58]

OBC Processing unit Memory Power
consumption
TRISKEL 32-bit ARM Cortex-M7 * 2 MB Flash (program) 6 W (peak)
by Alén Space + 1.4 MB SRAM
*+ 4 MB MRAM

* 1 Gb NAND Flash (data)

Continued on next page
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Table 2.1: continued from previous page

OBC Processing unit Memory Power
consumption

OBC 32-bit ARM Cortex-M7  « 2 MB (program) 1.5 W (peak)
by EnduroSat (STM32) * 1 MB SRAM

+ 8 Mb MRAM

* 2 MB NAND Flash (data)
NanoMind A3200 32-bit RISC (AVR32) * 32 MB SRAM 0.9W
by GomSpace + 32 kB FRAM

* 128 MB Flash (data)
OBC 32-bit MIPS (PIC32MZ)  « 16 MB SRAM 300 mW
by IMT * 64 MB NOR Flash

(housekeep)

* 8 GB NAND Flash (data)
SatBus 3C2 32-bit ARM Cortex-M7  + 1 MB integrated RAM N/A
by NanoAvionics  (STM32) « 2 MB integrated flash

+ 256 MB NOR Flash (data)

* 2 x 512 kB FRAM (data)
OBC-P4 32-bit ARM Cortex-M7  + 384 kB SRAM N/A
by Space Inventor (SAME70) + 32 kB FRAM (app)

* 64 GB eMMC
Deep Thought 32-bit ARM Cortex-M7  + 2048 kB Flash (memory) 100 mW (avg)
by Spacemanic (SAMV71) + 384 kB SRAM

128 MB Flash (storage)

iOBC
by ISISPACE

32-bit ARM9

1 MB NOR Flash (code)
64 MB SRAM

256 kB FRAM

4 GB Flash (storage)

400 mW (avg)

From this collection, the available working memory in the OBC varies between hundreds of kilobytes
to tens of megabytes, and the long-term storage between hundreds of megabytes to several
gigabytes. Most OBCs in this collection are based on the ARM Cortex-M7 processing unit, and all
are a 32-bit platform. The throughput of the processor depends on several factors, including the
clock frequency. A study found an ARM Cortex-M7 microprocessor running at 550 MHz to achieve
a throughput of approximately 70 MFLOPs per second under optimal conditions [59].

The collection of microprocessor-based OBCs above is used as a baseline to assess the computa-
tional impact of various detection methods in chapter 10.



Fault Tolerance

To maintain stability, reliability, and performance even when components malfunction, a fault-
tolerant control (FTC) approach is used [11]. Any minor fault could cause a large disruption of
functionality, even risking complete failure of a spacecraft. Creating a system that is tolerant to
these faults is necessary for reliable operation.

This chapter first provides an overview of the relevant terminology in section 3.1. A taxonomy of
fault detection methods and typical faults is provided in section 3.2. This is followed by a more
detailed description of ML-based fault detection methods in section 3.3.

3.1 | Terminology

It is important to clarify the relevant terminology used in fault tolerance. The distinction between
concepts can affect the meaning of literature, which is spread across various fields and industries.
Standardization efforts, such as by an advisory group to the North Atlantic Treaty Organization
(NATO) [60], have lead to generally accepted terminology [61]. In this thesis, the terminology as
proposed by the International Federation for Automatic Control (IFAC) in [62] is used. First, there
are the terms foult and failure, which are often used interchangeably, which is not accurate. Their
definitions are given by [62]:

Fault An unpermitted deviation of at least one characteristic property or parameter of the system
from the acceptable/usual/standard condition.

Failure A permanent interruption of a system’s ability to perform a required function under
specified operating conditions.

Thus, a fault and a failure are distinct terms. In other words, a fault is any abnormal condition that
affects a system, which in turn can lead to a failure where a functional unit can no longer perform
its required function [60]. In order to prevent a fault from turning into a failure, various methods
can be applied, also defined by [62]:

Fault detection Determination of the faults present in a system and the time of detection.

Fault isolation Determination of the kind, location, and time of detection of a fault. Follows fault
detection.

Fault identification Determination of the size and time-variant behaviour of a fault. Follows fault
isolation.

Fault diagnosis Determination of the kind, size, location, and time of detection of a fault. Follows
fault detection, includes fault isolation and identification.

The first step in preventing a fault from leading to a failure is to detect that one has occurred. This
is followed by a thorough diagnosis of the fault to determine its location, known as isolation, as well
as its nature, known as identification. These steps combined are referred to as fault detection and

14
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diagnosis (FDD). The term fault detection, isolation, and recovery (FDIR) includes an additional step:
recovery. This is the action which returns the system to a stable state, for example by switching off
a faulty sensor [63].

There are more distinctions used throughout the field of FDIR, such as various fault classes and
system metrics [60]. For the purposes of this thesis, the terminology outlined in this section is
sufficient.

3.2 | Fault Detection

As aforementioned, an important component of FTC systems is the use of fault detection (FD)
algorithms. The purpose of these methods is to determine that a fault has occurred. Though there
is some inconsistency in literature [64], the FD methods can in general be categorized into three
groups: signal-based, model-based, and data-based methods [64, 65, 66]. Hybrid techniques that
combine elements from these categories also exist.

This section starts with an overview of the various types of faults that might occur in a sensor
system, in subsection 3.2.1. This is followed by descriptions of the three categories of FD methods
in subsection 3.2.2.

32.1 | Fault Types
There are multiple types of faulty behaviour a sensor can exhibit. The fault types can be broadly
divided into two categories: abrupt and incipient [61, 67, 68].

Abrupt Faults

Abrupt faults appear suddenly and are typically significant, rapid deviations from the normal
readings. The main contributor to this fault type is physical damage to a sensor system [67]. Since
the deviations are usually obvious, they can typically be detected through simple methods. Fault
types that belong to this category are [68]:

Spike Sudden, significant, and short-lived increase or decrease in sensor output.

Stuck Sensor output becomes unresponsive and remains fixed in one state.

Random Unpredictable fluctuations in sensor output that are not consistent or systematic.
Short/open circuit Sensor hardware failure, typically indicated by unusually high or low output.
Noise Unusually or unacceptably high noise on the sensor output.

In Figure 3.1, the behaviour for each of these fault types is visualized. Note that this is an example

not based on real data. Especially the output during a random or short/open circuit fault can vary
greatly from sensor to sensor.
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Figure 3.1: Examples of abrupt fault types
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Incipient Faults

Incipient faults are gradual deviations that develop slowly over time [67]. This type of faultis harder
to detect, especially in early stages [67, 68]. Fault types that belong to this category are listed below
[68]. They are again visualized, in Figure 3.2.

Bias Sensor output has a consistent offset from the true value.
Drift Sensor output has a time-varying offset from the true value.
Gain Sensor gain changes leading to too high or too low sensor output.

—————

__________

—— Measured
—=- Non-faulty

—— Measured
—=- Non-faulty

—— Measured
—=-- Non-faulty

(a) Bias (b) Drift (c) Gain

Figure 3.2: Examples of incipient fault types

322 | Detection Methods
As aforementioned, FD methods are generally grouped into three categories: signal-based, model-
based, and data-based methods [64, 65, 66]. They are described in the following sections.

Signal-based Detection

Signal-based FD relies on the features of a measured signal. The faults in the system are reflected
in these features, which can be used to make a diagnostic decision based on prior knowledge
[61, 69]. The methods that rely on signal analysis are typically divided into three domains: time,
frequency, and time-frequency [61, 69].

Time domain analysis is a natural approach for continuous dynamical processes. The most common
technique is the use of thresholds, also called out-of-limit (OOL) checking [70, 71]. A pitfall is the
knowledge that is required to set the values of the thresholds. Even with the necessary expertise,
the signal properties may be unknown before actual operation [71]. Techniques in the frequency
domain include Fourier transformations, typically applied for vibration analysis [69]. The two
domains can be combined for signals which are transient and dynamic in a given time period [69].

Model-based Detection

Model-based detection was first described in 1971 by Beard [72]. The purpose was to replace
hardware redundancy with analytical redundancy. Instead of carrying additional copies of hard-
ware components, mathematical models could be used to detect faults. These methods rely
on a mathematical or qualitative model of the process or system. The consistency between the
measured and predicted output serve as the basis for the detection of anomalies. Model-based
methods are generally divided into quantitative or qualitative techniques [64].

Qualitative models express the input-output relationship in qualitative terms [64]. This mainly
consists of causal models and abstraction hierarchy, such as bond graphs or fault trees [73, 74].
Quantitative models describe the relationship in numerical terms. They are typically divided into
state estimation, parameter estimation, and the parity space method [64]. Wide use is made of
state estimation in attitude determination for spacecraft, specifically through Kalman filtering [75,
76]. Here, the measurement residual is a typical metric used for detection of faults.

Data-based Detection

Finally, data-based detection, also known as knowledge-based detection, relies on prior experience
or data to discern whether a fault has occurred [65, 77]. Similar to the model-based methods, they
are generally divided into qualitative and quantitative approaches [64, 77].
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Qualitative data-based methods use human-readable, descriptive information to identify issues in
a system [64]. The most common technique in this category is the expert-systems method, which
represents a human's expertise as a set of rules [77]. Quantitative methods, on the other hand,
essentially solve a pattern recognition problem [77]. They are largely divided into statistical and
NN-based methods. Statistical methods include principal component analysis (PCA), partial least
squares, and support vector machines (SVM). NN-based methods have the ability to approximate
nonlinear functions with high accuracy, and can adapt based on training data [77]. These methods
are generally categorized by their topology, which can be radial basis, recurrent dynamic, self-
organizing, back propagation, and extension networks [77]. This methodology has seen wide
application, also in the space domain [64]. Due to their relevance for this research project, ML-
based approaches are discussed in more detail in the next section.

33 | ML-based Fault Detection

With an overall increase in data collection across all fields, research into automated analysis of this
data has become more popular in recent years [35, 78]. Discerning whether a set of data is normal
or anomalous is a difficult task due to the large variety of possible anomalies that can occur. In
general, the ML-based methods for detecting these anomalies in time-series data can be divided
into three categories: unsupervised, semi-supervised, and supervised methods [35, 78].

Supervised methods require a collection of data where anomalous behaviour is labelled, allowing
detection of patterns and abnormal sequences. Semi-supervised methods combine labelled
and unlabelled data, often specifically with only labelled normal behaviour. This approach is a
commonly used strategy in anomaly detection literature [78]. Finally, unsupervised methods do
not require any labelled data, but instead learn to recognize normal data patterns, thus classifying
unexpected sequences as anomalous. For anomaly detection, unsupervised methods are often
used when annotating large sets of data is difficult, and to avoid the risk of overfitting to specific
faults in supervised methods [35].

A taxonomy of anomaly detection methods for time-series data is given in Figure 3.3. Three main
categories are identified: distance-, density-, and prediction-based methods. Distance-based
methods rely on a distance measure, such as Euclidean distance, to classify faulty behaviour
between sets of samples. Density-based methods aim to measure the density of points in some
representation such as graphs, trees, or histograms. Prediction-based methods detect anomalies
by predicting the normal behaviour and comparing it to the observed behaviour.

[ Time-series anomaly detection methods }

Density-based

Prediction-based

Distance-based

Proximity- Clustering- Discord- Distribution- Graph- Tree- Encoding- Forecasting- | [Reconstruction-
based based based based based based based based based

Figure 3.3: Time-series anomaly detection method taxonomy [78]

Each of these categories can be further divided into different groups. The following sections
introduce these groups for distance- (subsection 3.3.1), density- (subsection 3.3.2), and prediction-
based (subsection 3.3.3) methods.

3.3.1 | Distance-based Detection

Under the distance-based methods, algorithms are divided into three main types: proximity-,
clustering-, and discord-based. These methods detect anomalies by computing and comparing
distances between points or sequences in the data [35].

Proximity-based methods use the distance of a sample to a neighbourhood to distinguish normal
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from anomalous behaviour. A typical algorithm used in this category is the k-th nearest neighbour
(kNN), which identifies collections of instances that are in proximity [78]. A common method that
uses the kNN approach is the local outlier factor (LOF). This method computes a metric which
measures the degree to which an instance is an outlier, given other instances. By applying a
threshold, instances that deviate from the other observations are classed as anomalous.

Clustering-based methods create partitions of similar instances or sequences, then evaluate how a
new instance fits into these partitions. A widely used method is the K-means method, which divides
a dataset into multiple clusters [78]. The larger the distance of a new instance to the existing
partitions, the more abnormal it is considered to be.

Finally, discord-based methods use an extension of the kNN technique, where now the distances
to the k-th neighbour are compared, instead of the nearest neighbour. This is helpful for cases in
which a few anomalies are clustered closely to the normal data points [78].

332 | Density-based Detection

Density-based methods use an alternative representation of the data to extract information,
including graphs, trees, and histograms. These models are further divided into four groups:
distribution-, graph-, tree-, and encoding-based methods [35].

Distribution-based methods build a distribution from statistical features. The models attempt to
learn the statistical model behind the distribution of points or sequences, and infer whether a
point is anomalous based on this. A commonly used method in this category, and in general, is the
one-class support vector machine (OC-SVM) [35]. In this approach, instances are separated from
some origin. Points that are far away from the separation hyperplane are considered anomalous.

Tree-based methods organize data into trees in order to isolate instances that are anomalous. The
most common method in this category is the iForest [78]. In this technique, features are randomly
split into partitions, each corresponding to a branch of the tree. Anomalies are more likely to be
isolated quickly, and are located at a lower depth within the tree.

Graph-based methods represent time-series as a graph. The nodes and edges represent differ-
ent types of points or sequences, and their change over time. Encoding-based methods use a
latent space representation of the data. Anomalies are determined directly from these encoded
sequences.

333 | Prediction-based Detection

Prediction-based methods determine what the expected behaviour should be based on training
data. The error with the observed sequence then serves as an anomaly score. Within this category,
methods are further divided into two groups: forecasting- and reconstruction-based [78].

Forecasting-based methods use a model to predict future points or sequences based on previous
instances, directly incorporating the temporal context. The forecasted instance is then compared
to the observed instance, yielding a prediction error as the anomaly score. A simple approach is
the ARIMA model, whereas a more intricate technique is found in the long short-term memory
(LSTM) network [35]. This latter approach is a type of recurrent neural network (RNN) which retains
hidden information between steps for use during prediction.

Reconstruction-based methods are similar to forecasting-based methods. However, instead of
forecasting the next point, they compress a sequence into a lower dimension, then attempt to
reconstruct it [35]. The difference between the reconstructed and observed sequence is then
the degree to which it is considered anomalous. An example of a method in this group is the
autoencoder (AE), which attempts to learn the best latent space representation of a set of data
and how to decompress that data to resemble the original. This can be expanded by using
a variational autoencoder (VAE) for better representations, or combined with LSTM to better
incorporate historical data [35].
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34 | Highlighted Methods

Due to their relevance in this research project, five ML-based anomaly detection methods are
highlighted in this section. These methods were introduced in section 1.2, and their specific
selection is justified in more detail in section 8.1. The methods are the OC-SVM (subsection 3.4.1),
the iForest (subsection 3.4.2), the LOF (subsection 3.4.3), the LSTM predictor (subsection 3.4.4),
and the LSTM-AE/VAE (subsection 3.4.5).

341 | One-class Support Vector Machine

The one-class support vector machine (OC-SVM) is a boundary-based anomaly detection method
that learns a decision function describing the region in feature space where the majority of points
are located. Introduced in 2001 [39], this method differs from other SVYM which rely on labelled
data, whereas the OC-SVM is able to train on unlabelled, nominal data.

The OC-SVM identifies a function that returns a posi-
tive value for regions containing most of the data, and

000 50 a nggative value eyerywhere e!se [39].' This.is typically
0 0,00 achieved by mapping the data into a high-dimensional
00 Ooo o feature space using a kernel function, and then finding
o . °5 o%g a hyperplane that best separates the mapped data from
® . +1 O7g o the origin. Points far from this boundary are then con-
—17 %% sidered anomalous. In Figure 3.4 the approach of the

© o OC-SVM is illustrated.

©)

origin T~ The choice of kernel affects the ability of the OC-SVM

to capture data. For example, the radial basis func-
tion (RBF) allows the method to capture nonlinear data,
making it effective for high-dimensional and complex
datasets [80]. Compared to other approaches, the OC-
SVM provides a compact and mathematical decision
boundary.

Figure 3.4: Visualization of hyperplane separation
in OC-SVM. Based on [79]

342 | Isolation Forest

The isolation forest (iForest) is a tree-based method that isolates anomalies instead of the con-
ventional approach of learning the profile of normal points [40]. First described in 2008 [40], this
technique was introduced as a novel method with linear time complexity and low memory require-
ments, as well as good accuracy and processing time, especially in large datasets. It also works
well for high-dimensional problems and can be trained on unlabelled data of normal behaviour.

The iForest operates on the principle that anomalous points are inherently separated from normal
points. Because there are typically fewer anomalies than normal instances, and anomalies have
noticeably different values, they are more easily susceptible to being isolated [40]. This principle is
visualized in Figure 3.5.

In Figure 3.5a, a normal point z; is isolated from all other points by dividing the horizontal and
vertical axes into sections. The same procedure is followed for an anomalous point z,, in Figure 3.5b.
Separating the normal point requires more divisions in comparison to separating the anomalous
points. This is the principle of isolation that the iForest relies on.

The iForest consists of an ensemble of isolation trees (iTrees), which use the isolation principle
to isolate points. Within an iTree, a subset of all samples is considered. A random threshold in
one of the feature dimensions is chosen, dividing the instances into two branches. This process of
randomly splitting the samples continues until all instances are separated.



3.4. Highlighted Methods 20

—— Random split —— Random split
0 ©o0o0o ¢ O %0
& <
o X o ° o
o, Xi o o, %% ° %
o o o ° o o
S, o © o o
2 o Po ° ¥ ° o4 o
o ° © (o o ° 5° 0©
o o
90 2|00 0 © ®o © “® 0%00 ©
00 0 o Qo 000 0D Qo
o ° o @ %o o o ©, 0 © %00
oo %% o oo 9 o
o] o o e} o o
% d Ll 8 R 2, © Lo 8 .
o o © 3 o o © g
0 o o o
2 2 (]
o Oo o
) o
o o
o o
Xo
o .
(a) Isolation of z; (normal behaviour) (b) Isolation of z, (anomalous behaviour)

Figure 3.5: Isolation principle for normal and anomalous points. Based on [40]

Ultimately, the iForest contains a set of iTrees which are binary trees consisting of nodes. Each
node specifies a threshold in one of the feature dimensions, splitting the samples into two child
nodes. Since anomalies are more quickly isolated from other points, they are expected to exist
closer to the root of the tree, where fewer splits have occurred. Normal points require many more
partitions before being isolated, placing them deeper in the tree structure. An anomaly score can
be calculated based on the depth of a point in the iTrees.

The performance of the iForest was found to converge quickly for only a limited number of iTrees.
Additionally, the method performs better than some similar methods, such as the LOF, in both
accuracy and execution time [40]. In contrast to most other ML-based methods, inference of an
iForest does not require many computations, relying mostly on comparing a point to the iTree
node thresholds.

343 | Local Outlier Factor

The local outlier factor (LOF) is a density-based anomaly detection method which identifies anoma-
lies by comparing the local density of a point to that of its neighbours [38]. In contrast to global
methods which rely on assumptions about the overall distribution, the LOF uses the local neigh-
bourhood structure.

Developed in 2000 [38], the LOF computes the local
o 0006 © 6 o5 00 o4 reachability density (LRD) of each point. This metric cap-
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o % LRD of its neighbours and its own LRD. A value close to

oo 1 then indicates that the point is in a region of compa-
. ° rable density to its neighbours. However, when values
are substantially larger than 1, this suggests anomalous
behaviour. Anillustration of the varying local densities is
shown in Figure 3.6. Here, anomalous points are located
in sparse regions relative to its surroundings. The nom-
inal clusters of points have different densities, meaning
Figure 3.6: Visualization of varied local densities. a gl.Obal denSit,y value is not aCFurate' Due to the neEd

Based on [38] to find local neighbours to a point, the method typically
has a large computational impact. [81].
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344 | LSTM Predictor

The long short-term memory (LSTM) predictor is a type of recurrent neural network (RNN) which
can learn to retain specific information on its own. Before explaining the workings of the LSTM
predictor, a simple neural network (NN) structure and the concept of LSTM cells are detailed.

NNs are well-suited for anomaly detection due to their ability to learn complex and nonlinear
relationships. By training on a dataset with known patterns, a NN can develop an understanding
of nominal behaviour, allowing it to identify deviations. The LSTM cell is an important extension
due to its ability to retain sequential information and learn long-term dependencies.

Neural Network Structure

A fundamental type of NN is the multilayer perceptron (MLP). This network consists of connected
layers of neurons which map some input, through one or more hidden layers, to an output. A
possible configuration of an MLP is shown in Figure 3.7. Here, the network has an input layer with
four elements, a hidden layer with five elements, and an output layer with a single element.

Input Hidden Layer Output
Layer Layer

Input #1

Input #2

Output

Input #3

Input #4

Figure 3.7: Structure of an MLP [82]

To calculate the value of a neuron, the values of the neurons in the previous layer are used. Each
input is multiplied by a specific weight and summed, after which a specific bias value is added.
Typically, an activation function is then used to calculate the value of the neuron. Without an
activation function, the relationship between the inputs and output is linear. The function can be
used to introduce nonlinearity. The process of finding the neuron value can be expressed as an
equation:

y=F(D (waw;) +b) (3.1)

where y is the neuron output, z; is the i-th input (or the output of the i-th neuron in the previous
layer) and w;, its corresponding weight, b is the neuron bias, and fis some activation function, such
as the sigmoid function. In the structure presented in Figure 3.7, this equation would be applied
to calculate the value of each neuron in the hidden layer based on the values of the input layer,
followed by the calculation of the output value based on the hidden layer. To calculate all neuron
values at once, Equation 3.1 can be transformed into a matrix equation, where a weight matrix
and bias vector are used instead of scalar values. The weight matrix specifies a weight for each
combination of neuron in the previous and current layer.

In order for the network to fulfil a purpose, it is necessary to set the weights and biases such that
the desired output is obtained. The process in which the network learns these parameters is called
training. Typically, a set of data with known combinations of input and output is used. An optimizer
adjusts the weights and biases gradually to minimize a loss function. This loss function effectively
scores the performance of the network. Its gradient with respect to the parameters is typically
calculated, indicating how the parameters should be adjusted in order to minimize loss.
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Long Short-Term Memory

An extension of the core concept of the MLP is found in a recurrent neural network (RNN). These
networks use loops to carry information between steps, acting as a form of memory. This allows
the network to use past information for current predictions, and allows the network to learn
sequential patterns, such as in time-series data. An MLP is not inherently able to achieve this.

A specific variant of an RNN is the long short-term memory (LSTM) network. This type was proposed
in a 1997 paper to solve the problem of specific information blowing up or vanishing in other RNNs
[83]. The network consists of one or more LSTM cells, forming a chain of repeating modules [84].
Each cell retains a state that is updated with the use of three gates. The structure of an LSTM cell
is shown in Figure 3.8.

¢ Cell state

h  Hidden state

xz Input

f Forget gate

i Input gate

o Output gate

¢ Candidate state

Figure 3.8: Structure of an LSTM cell. Based on [84].

In Figure 3.8, the cell state ¢ flows through the top of the cell, and is updated from previous ¢t — 1 to
current t. It maintains sequential information and allows the cell to retain knowledge from previous
steps [84]. There are three so-called gates which control the cell state ¢, and output of the cell h,.
The forget-gate (f,) specifies which information should be erased from the old cell state, while the
input-gate (¢,) specifies what new information should be stored. The output-gate (o,) determines
what contents should be exposed to the output. Each gate is a sigmoid (o) NN layer. The sigmoid
function causes the gate values to fall in the interval [0, 1], where the value determines what portion
of information is let through; a zero-value means nothing is passed through, a one-value means
everything is passed through.

Stepping through the process, the first action is deciding which information should be forgotten
through the forget-gate f;:

fi=o0,(Wpx, +U;h, | +by) (3.2)
where h,_, is the previous output, x, is the new input, W, and U, are the weight matrices of
the forget-gate that act on the input and previous output respectively, and b, is the bias of the
forget-gate.

The second step is to process the new information. This consists of two actions: determining which
information is kept through the input-gate 4,, along with the candidate values é,;:

i, =0y (Wyx, +U; hy_y +b;) (3.3)
¢, =tanh(W,xz, +U,h,_;+b,) (3.4)
where W;, U,, and b, are the weight matrices and bias of the input-gate, and W, U,, and b, are the
weight matrices and bias of the cell state. The tanh function is used during the calculation of the
candidate values for several reasons. First, it ensures the output is in the interval [-1, 1] and has

zero-mean. Second, it introduces nonlinearity, as was discussed before. Finally, during training the
derivative of the function is needed, which is easy to compute for the tanh function.

The new cell state ¢, can now be found by updating the previous state ¢, ; with the forget-gate,
the input-gate, and the candidate values:

¢ =f0¢c 1 +10 Et (3.5)
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where © indicates pointwise multiplication.

The final step is to calculate the output h, of the LSTM cell. The updated cell state ¢, is run through
the tanh function and multiplied by the output-gate, which determines what portion of the cell
state is exposed:

0y = 03 (Wo Ty + Uo htfl + bo) (36)
h, = o, ©tanh(c,) (3.7)

where W, U,, and b, are the weight matrices and bias of the output-gate. Again, the tanh function
is used to ensure the output is in the interval [—1, 1] with zero-mean, introduce nonlinearity, and
provide a simple derivative for the training process.

Summarizing the internal process of the LSTM cell, the previous cell state is first updated using
the previous output and new input. Part of the old information is forgotten, and part of the new
information is stored. This updated state is then used to determine the new output of the cell.

LSTM Predictor

The LSTM network can be used for anomaly detection by training it to model normal data samples.
The difference between the predicted normal sample and the observed sample is then a measure
that can be used to identify anomalies [84].

A sequence of N consecutive samples is collected from the training dataset, S = (s, $5, ..., Sy)
where each sample is a vector of dimension I. The LSTM predictor should predict the next sample
Sy, based on the information in the window.

Multiple LSTM cells can be stacked allowing the model to learn patterns on different time scales,
both long- and short-term [85]. In this context, stacking means that the output of one layer is
connected to the input of the next layer. In Figure 3.8, this corresponds to connecting the output h,
of one cell to the input h,_, of the next cell. To indicate which cell and which timestamp a variable
corresponds to, the superscript () is added to indicate the i-th LSTM cell, besides subscript ¢ to
indicate time t. For example, the hidden state of the second cell at the tenth time step would be
noted as A\

Consider a model with three layers, L = (1,2, 3), where the LSTM cells have a hidden layer of
dimension H. Each cell maintains its own hidden and internal state h\” and c\”, which are initialized
randomly at the beginning of the sequence as th) and ¢l

Ateachtime step ¢, layer 1 receives the original input s, from the training sequence. The subsequent
layers receive the hidden state output of the layer before it:

, =1
z)) = {St- - (3.8)

Starting at the first cell, each of the samples in the window S are processed one-by-one. The
internal and hidden state of the first cell are updated at each step, leading to a sequence of N

hidden state outputs (hgl), hi. ... ,hg\lﬂ). This is the sequence provided to the second cell, which
updates its own internal and hidden states step-by-step, producing its own sequence of outputs
(h{?.nYY .. hY)). Finally, this is passed to the third cell, which produces the final sequence of

outputs (h(f’) h<23>, ,hg\‘?). This stacked approach creates a deep architecture, where the first

layer extracts short-term temporal features from the samples directly, the second layer transforms
these into higher-level representations, and so on [85].

To generate the next sample 5., the hidden state output of the final layer at the final time step

is selected, hf,). This serves as the learned summary of the entire input window S, incorporating
both short- and long-term dependencies through the repeated gating across the LSTM layers. A
dense layer, typically a linear layer, is used to transform this hidden state to a prediction of the
sample:

~ 3
Sn+1 = Waense hgv) + bgense (3.9
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where Wyqnse and byense are the weight matrix and bias vector of the dense layer respectively. This
transformation projects the abstract representation of the hidden state back to the original space
of the data samples. The result is the model prediction of the next sample, based on the entire
input window S.

During inference, the predicted sample s, is compared to the observed sample sy ;. The
magnitude of the residual |sy,; — S| serves as an anomaly score. When trained correctly, the
model should predict normal samples with high accuracy, leading to small residuals. When an
anomaly occurs the prediction deviates from the observed value, leading to a higher residual.

345 | LSTM (Variational) Autoencoder

The LSTM autoencoder (AE) is a reconstruction-based method which learns a compressed repre-
sentation of normal patterns. It consists of two components: an encoder which reduces the input
to the latent representation, and a decoder which attempts to reconstruct the original sequence
from this representation. When trained on only nominal data, the reconstruction error provides a
metric for the detection of anomalies [86].

During encoding, the input sequence is processed by one or more LSTM cells. The hidden state
gradually stores information about the temporal structure of the data. After the final step, the
hidden state forms a latent vector that summarizes the sequence. Then, the decoder, also a
LSTM network, receives this latent vector and attempts to reconstruct the original sequence. This
structure is visualized in Figure 3.9.

ZHwnr

Input sequence Reconstructed sequence

Figure 3.9: Sequence reconstruction with the LSTM-AE [87]

During training, the parameters are optimized to minimize the reconstruction error. Because the
model is trained only on normal sequences, the network learns to reconstruct them. Deviations
from the normal pattern lead to a higher reconstruction error, which serves as an anomaly score.

A variational autoencoder (VAE) extends this concept by introducing a probabilistic latent space.
Rather than mapping the input sequence to a deterministic vector, the encoder outputs a distri-
bution instead. The decoder then reconstructs the sequence by sampling from this distribution.
Now, during inference, the likelihood of the latent representation is an additional indicator for
anomalies. An LSTM VAE is thus useful when sequences contain complex or noisy behaviour, since
the distribution captures uncertainty in the dynamics.



Kalman Filtering

To fuse the information from multiple sensors of different types, a sensor fusion system is required.
Applying a Kalman filter is the most common technique to combine all measurements into a single
estimate in the ADS of a spacecraft [17]. Many adaptations and variations have been developed
over time to suit specific needs or constraints [18].

The traditional Kalman filtering technique consists of a single filter to process all information, which
is a centralized approach. This structure is shown in Figure 4.1a, and is detailed in section 4.1. A
decentralized, or distributed, approach has also been developed, where the processing is divided
into multiple stages. The layout of such a system is shown in Figure 4.1b, and is described in
section 4.2. For both of the approaches, numerous variations exist that are adapted to suit specific
needs. One specific distributed variant, the FKF, is relevant for this thesis and is discussed in
subsection 4.2.1.

Dynamic system Dynamic system

Sensor Sensor Sensor
system 1 system 2 system N
Sensor Sensor . Sensor l l l
system 1 system 2 system N
Local Local Local
processor 1 processor 2 processor N
Fusion center/ Fusion center/
central processor central processor
(a) Centralized (b) Distributed

Figure 4.1: Comparison of two approaches to Kalman filtering [21]

41 | Centralized Kalman Filter

Centralized Kalman filters are those that use a single filter to combine all the available information
into a solution [20], as is shown in Figure 4.1a. All sensor systems feed into one fusion center. This
approach is most commonly used for state estimation in the ADS of spacecraft [17].

The original LKF developed in 1960 by R.E. Kalman is a centralized filter [19]. The two most common
variations of the LKF in this application context are the EKF and UKF, which are designed to handle

the nonlinearity associated with the spacecraft attitude. They are discussed in the following
sections.
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411 | Extended Kalman Filter

The original Kalman filter as described above is an estimator for linear systems. Since many physical
systems, such as the motion of a spacecraft, are nonlinear, the filter was extended to work for
these systems as well. The EKF uses Taylor expansions to linearize the nonlinear model about a
working point [88]. Each cycle, the Jacobian is computed for the state and measurement models,
which linearizes around the current estimate. A large error in the initial state can lead to the EKF
giving poor accuracy or even diverging due to large linearization errors [89].

Quaternions are widely used for attitude estimation due to the absence of singularities which
burden many other parameterizations [90]. They use the least amount of parameters to achieve
this. A direct implementation of a quaternion-based EKF causes a violation of the unity norm
constraint (g”q = 1). This constraint specifies that the magnitude of the quaternion should remain
1 in order to represent an attitude. There are several variations of the EKF which use different
techniques to circumvent this issue. Two common options are the additive extended Kalman filter
(AEKF) and the multiplicative extended Kalman filter (MEKF) [91]. An overview of the MEKF is shown
in Algorithm 1. It and the AEKF are described in more detail in Appendix B.

Both variants follow the same general approach as the original LKF. Before use, the current state
and covariance are initialized. Additionally, the process noise and expected measurement noise
are specified. Then, for each step of the algorithm, the state is propagated and then updated.
During propagation, a physical model is applied to predict what the next state should be. This is
followed by the update, where a new measurement is used to modify this prediction.

In the AEKF, the four elements of the quaternion are estimated as independent parameters. This
approach can cause numerical issues, though there are techniques to ensure stability is maintained
[92]. The MEKF, in contrast, uses a three-component error vector from a reference quaternion
internally, which guarantees the output is a unit quaternion [91]. The MEKF typically requires less
computation and is more stable than the AEKF, which is why it is generally considered superior
[91].

412 | Unscented Kalman Filter

The UKF was developed to overcome some flaws of the EKF. Notably, the EKF linearizes the system
dynamics around the current state estimate during propagation. This can be problematic if the
system is highly nonlinear, potentially leading to suboptimal performance or divergence [89]. The
UKF addresses this by using an unscented transform, which attempts to rebuild the probability
distribution of a variable that passed through a nonlinear function. A set of specific sample points,
sigma points, are selected around the current state estimate such that they represent the current
mean and covariance. These sigma points are all propagated, and the solutions can be used to
approximate the new mean and covariance.

The UKF is generally more accurate than the EKF since it better captures the uncertainty in the
system state [89]. Additionally, since the UKF does not use a linear approximation, there is no need
to calculate derivatives as is done in the EKF. Finally, the UKF is generally more stable than the EKF,
especially for systems that are highly nonlinear.

Similar to the EKF, quaternions are a desired attitude representation. A direct implementation
requires deriving the predicted mean using an averaged sum of quaternions, meaning there is
no guarantee the resulting quaternion adheres to the unity norm constraint. To overcome this,
the unscented quaternion estimator (USQUE) algorithm was developed [90]. This method uses a
vector of generalized Rodrigues parameters (GRP) to represent an attitude error internally, similar
to the MEKF. This three-component vector reintroduces singularities, avoiding which was the
original reason for using a quaternion. However, since the vector only represents an error and
typically remains small, the singularity is not reached in practice. An overview of USQUE is shown
in Algorithm 2, and is described in more detail in Appendix A.
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Algorithm 1 Overview of MEKF Algorithm 2 Overview of USQUE
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42 | Distributed Kalman Filter

With improving processing power and an increased interest in fault-tolerant systems, new Kalman
filter structures were developed which distribute the filtering process over multiple stages, as is
shown in Figure 4.1b. Now, each sensor system is related to a local processor, which only receives
information from that system. Each local filter independently produces a local estimate. Finally, in
the fusion center, these local estimates are once again fused to obtain the final solution.

There are several benefits to distributing the sensor fusion process over the local processors. First,
each local processor can now run at the frequency that matches the associated sensor system.
In the centralized approach, if all measurements are to be used, the single filter must run at the
highest frequency of the available sensor systems. If there are large discrepancies between the
systems, this could lead to many unnecessary computations in which some measurements have
not yet changed. By dividing the processing over multiple units, each unit can now independently
match the sensor system frequency. This ensures all information is processed without unnecessary
computation. A drawback is that this introduces the need for synchronization for the final fusion
step.

A second benefit of the distributed approach is that it can reduce the computational time. Assuming
it is supported by the hardware, the local filters can run now in parallel. The computations of the
centralized approach are then divided over multiple processors. A case study into the health of
a gas turbine engine found a decrease in runtime of 24.1% when using a distributed approach
instead of a centralized alternative [23].

A final benefit which is especially important for this research project is the capacity for fault
tolerance of a distributed filter [20]. A fault in one sensor system is isolated to a specific local
processor, and does not necessarily affect any others. This means that the remaining local filters
can act as backups, increasing the robustness of the filter [18].

A specific variant using the distributed approach is the FKF. This variant is discussed in more detail
in the following section.
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421 | Federated Kalman Filter

The difference between the FKF and other distributed methods is the information sharing principle.
It was developed to improve the accuracy of the distributed filter, without compromising the fault
detection capabilities [20]. Previous distributed filters, such as a cascaded filter, were subject to
poor accuracy and even divergence [18]. This was due to local filter outputs not being sequentially
random, and the fact that the local filter output and master filter output were not independent. The
development of the FKF sought to improve this behaviour through a new principle: the information
sharing principle. A formal definition is given by [24]:

The total system information can remain constant or decrease, but never increase, due to sharing.

In other words, double-counting of the same information should be avoided. This principle allows
the master filter to treat the local filter estimates as statistically independent such that the globally
optimal solution can be found [25]. Proper division of information is achieved by specifying the
fraction of the total information, 3, each subfilter receives. The master filter receives 3,,, while the
i-th local filter receives §,. The principle then requires that the sum of all of these fractions is unity
[25]:

Bty Bi=1 (4.1)

Different strategies can be used to comply with this equation, four of which are primarily considered
[18]: the full-, partial-, zero-, and no-reset modes. They differ in the method with which the total
information is divided over the local and master filters. A comparison of the structure of a federated
filter using the different modes is provided in Figure 4.2. Note that the information sharing division
is indicated in this figure using v, = 1/8,.

Zero-reset Mode

The zero-reset mode (Figure 4.2a) retains all the long-term information in the master filter (3,, = 1)
and none of the fused information in the local filters (5, = 0). Each master filter cycle, the local
filters are reset, such that they act as data compression filters with short-term memory only [18].
In this mode, it is possible for the local filters to use a reduced-order model due to the short
estimation periods between the resets. Throughput is improved since the local filters do not need
to wait for the master estimate.

Partial-reset Mode

The partial-reset mode (Figure 4.2b) sees the long-term information shared by the master and local
filters (8,, ~ B; = 1/(n + 1)). Feedback of the master fusion estimate is provided to the local filters,
allowing them to reach higher accuracy than if they had operated independently [18]. Similar to
the zero-reset mode, the local filters can use a reduced-order model to reduce computations.

Full-reset Mode

The full-reset mode (Figure 4.2c) has only the local filters share the master fusion solution (8, ~ 1/n
and 3,, = 0). Compared to the partial-reset mode, higher accuracy can be achieved in the local
filters. This mode reduces the multipliers from n + 1 to n since there is no need for the master
filter to retain information [18].

No-reset Mode

Finally, the no-reset mode (Figure 4.2d) is similar to the full-reset mode, except the information is
directly stored by the local filters. Rather than split the fused solution, as is done in the partial- and
full-reset mode, the local filters retain their own solutions without change. This mode is the least
accurate but provides the best fault tolerance capacity [18].
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Figure 4.2: Structures of federated Kalman filter in zero-, partial-, full-, and no-reset mode.
Based on [18].

The information sharing principle, in each of the different modes, allows for the solutions from all
subfilters to be combined optimally through an additive algorithm [18]:

-1

N
Pe= Py '+ P =[Py 4P 4P et Py (4.2a)
1=1
N
Tp=Pp | Py @+ Z P, (4.2b)
i=1

= PF [PMiliiM + P171§i1 + P271:i2 + + PNiliN]

where subscript Findicates the final output, subscript M indicates the master filter output (if there
is one), and subscripts 1... N indicates the i-th subfilter output. The sharing principle avoids the
need to maintain cross-covariances, and guarantees the above equation produces a correct final
covariance matrix Pr. The sharing factor g from Equation 4.1 can then be incorporated to divide
the final solution over the local and master filters, depending on the FKF mode:

P,=Pyp; ' forj=1,..,N.M (4.3a)

T;=2Tp forj=1,...,N,M (4.3b)



Performance Metrics

Several metrics were defined in order to quantify the performance of a detection method. First
is the detection time, described in section 5.1. This is followed by a variation on the recall and
precision, redefined for range-based anomalies. This is detailed in section 5.2. A visualization of
sensitivity against specificity is described in section 5.3. The metrics are finally summarized in
section 5.4.

5.1 | Detection Time

The first metric is the time to detection. This measures the time span between the actual start of
the fault and the time at which the method first classifies an instance as an anomaly. For abrupt
faults with a sudden deviation this is expected to be rapid due to the obvious nature of the fault.
However, for gradual faults this is expected to be more subtle, leading to a greater detection time.
A minimal detection time is desired in order to quickly exclude faulty sensors.

52 | Range-based Recall and Precision

The standard metrics for classifying performance in anomaly detection literature are precision
and recall [35, 93]. Precision measures the accuracy of the detected anomalies, a high precision
indicating a low false alarm rate. Recall, also called sensitivity, measures the ability of a method to
find all faults, tied to the number of false negative instances.

Predicted P E Py ‘
Time ”
(a) Traditional point-based (b) Revisited range-based

Figure 5.1: Comparison of point-based and range-based anomalies. Based on [93]

These metrics suffer from the inability to represent domain-specific time series anomalies [93].
Specifically, the accuracy of many anomaly detection methods is misrepresented since the point-
based metrics are applied to range-based anomalies. Range-based anomalies are those that occur
over a consecutive sequence of points between a given start and end time, where no nominal data
exists between the start and end of the range. This directly matches the need for this research
project, where the simulated faults are consecutive stretches of time with constant faults. The
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difference between point-based and range-based anomalies is visualized in Figure 5.1. In cases
where the detected and true ranges partially overlap, the position of this overlap could be of
importance, for example to place emphasis on early detection. Additionally, the detection of an
anomalous range in a single unit is sometimes preferred, instead of multiple separate detections
that overlap. A 2018 paper [93] redefines the precision and recall metrics for range-based anomaly
detection to be more effective for range-based anomalies.

Range-based Recall

The proposed redefinitions extend the classical metrics of precision and recall such that they
can still be formulated with the new metrics [93]. Assumed are a set of real anomaly ranges
R={R,,...,Ry } and a set of predicted anomaly ranges P = {Pl, s PNP}, where N, and N, are
the number of real and predicted ranges respectively. The revisited recall Recall;. is then defined
as follows [93]:

YN Recally(R;, P)
N,

r

(5.1)

Recall (R, P) =
Recall(R;, P) = a - ExistenceReward(R,, P) + (1 — «) - OverlapReward(R;, P) (5.2)

Here, ais a factor between 0 and 1 thatis tunable, representing the relative importance of rewarding
existence and overlap. It is typically set to 0.5 to attribute equal importance [93]. Existence is
defined as the detection method catching the existence of an anomaly in the first place, even by
only a single point in the real range. Second, the overlap score rewards the extent to which the
predicted ranges overlap with the real ranges, with a larger correctly predicted portion leading to a
higher score. Here, the cardinality factor suggests detecting an anomaly with a single prediction is
more valuable than detecting it in multiple fragments. The two scores are defined as:

1 if X% R, NP >1
ExistenceReward(R;, P) = ZFl_' N2 (5.3)
0 otherwise
NP
OverlapReward(R;, P) = CardinalityFactor(R;, P) - » w(R;, R, N P},0) (5.4)
j=1
. 1 if R, [ ith P,
CardinalityFactor(R;, P) = "1 ovgr aps with at most one £ (5.5)
v(R;, P) otherwise

Here, the function ~() determines the overlap reward drop-off when multiple ranges overlap with
a real range, w() determines the reward for the degree to which the predicted and real ranges
overlap, and §() is a bias that influences w() based on the relative locations of the predicted and
real ranges, for example to attribute more importance to early detection. The selection of these
functions is tunable according to the needs of the application. They are discussed in more detail in
the section following the description of the revisited F;-score. The Recall, score should be as close
to 1.0 as possible.

Range-based Precision

The revisited precision Precisionis similarly defined. In this case, there is no need for an existence
reward since precision by definition emphasizes prediction quality, where existence is not useful
for judging this quality [93]:

>N Precision,(R, P,)
N

p

Precisiony(R, P) = (5.6)

N,
Precision (R, P;) = CardinalityFactor(P;, R) - Zw(PZ—, P,NR;,0) (5.7)
j=1
Again, the functions (), w(), and §() are tunable according to the application. They can also be

defined differently between precision and recall [93]. This is discussed in more detail in the section
following the revisited F-score. The Precision  score should be as close to 1.0 as possible.
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Range-based F-score

Similarly to the classical recall and precision, the F-score can be calculated which combines the two
metrics [35, 93]. The score contains a factor S which is used to balance the importance between
recall and precision. Itis often set to 8 = 1 to indicate equal importance, essentially leading to their
harmonic mean as the F;-score;:

(1+ B2) - Precision,.- Recall
532 - Precision, + Recall,

2 - Precision - Recall,

Precision, + Recall,,

Fscore, =

(5.8)

F,-score, = (5.9)

The F,-score score should be as close to 1.0 as possible, similar to the Recall; and Precision,,
themselves.

Tunable Factors

As mentioned, there are several tunable functions and a weight that influence the scoring based
on the application. These affect various properties of the revisited score and can be set according
to the application in which they are used.

Front-end Back-end Single Fragmented
overlap , , overlap , . detection . detection
Real ] Rl ' I R2 ‘ Real l R1 ' l R2 '
Predicted | | P b P Predicted | P Py} |
Time g Time g
(a) Overlap position (b) Fragmentation

Figure 5.2: Overlap and fragmentation of real and predicted ranges

The function w() measures the size, defined as the correctly predicted portion of a real range [93].
The larger a portion of the real range is detected, the higher the recall score becomes. This function
is influenced by function §(), which accounts for the relative position of the correctly predicted
portion of the real range. In some applications, it is important for certain sections of a range to be
predicted more accurately than others, so the positional bias function §() can be used to grant
more weight to these sections. This is visualized in Figure 5.2a, where the overlaps of predicted
ranges P, and P, and real ranges R, and R, have different relative positions. Several example
definitions for the positional bias are provided [93]:

1 flat bias
d(i,AnomalyLength) = ¢ AnomalyLength —i + 1 front-end bias (5.10)
i back-end bias

For the application in this research project, early detection of faults is preferred. As such, a front-
end bias is used to signify this importance. As suggested by the authors who developed the
range-based metrics, this bias is applied to the recall, but not the precision [93]. The presence of a
false positive is then considered uniformly bad, irrespective of its location.

Finally, the () function is used to calculate the cardinality factor when multiple predicted ranges
overlap a real range [93]. This factor should be inversely proportional to the number of ranges
that overlap with the real range, causing more fragmented predictions to receive a lower score.
This is shown in Figure 5.2b, where real range R, is detected with a single prediction, whereas R,
is detected with multiple separate predictions. A typical example is given as:

1

Y(R;, P) = (5.11)

N,

overlap
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where Noyeiap is the number of predicted ranges from the set Pthat overlap with the real range R,.

53 | Receiver Operating Characteristic

Another common metric used to evaluate and compare the performance of detection methods is
the receiver operating characteristic (ROC). This curve depicts the relationship between sensitivity
and specificity for varying threshold values. The area under the curve (AUC) is used as a single
value describing the performance of the classifier.

The ROC depends on the category counts identified by the traditional confusion matrix. For a
binary classifier, these are the true positives (TP), true negatives (TN), false positives (FP), and false
negatives (FN). The y-axis corresponds to the true positive rate (TPR) or sensitivity, while the x-axis
corresponds to the false positive rate (FPR) or 1 — specificity:

TP FP
T TP+FN (5-12) PR=

For methods that provide real value scores, a threshold is selected. By varying the threshold, the
counted categories are affected, in turn influencing the TPR and FPR. These changing rates are then
depicted as the ROC curve. An example is shown in Fig-
ure 5.3, which depicts how the curves indicate various

TPR (5.13)

1.0
performance levels. In general, classifiers with better
0.8l performance arch more into the upper-left quadrant of
the graph, while worse classifiers arch into the lower-
— 06 right quadrant. The grey diagonal line indicates the per-
L formance of a random classifier. The ROC-AUC is then
& the area underneath a curve in this diagram, which

= 0.4 varies between 0.0 and 1.0. This score should be as

close to 1.0 as possible to indicate better performance.
0.2 1

Some criticisms of the ROC-AUC measure exist. First,
| | | | the calculated score includes predictions that obtained
0.0 02 04 06 08 1.0 insignificant sensitivity and specificity [94]. Additionally,

FPR [-] the measure does not include information about preci-
sion or negative predictive value. The ROC-AUC should
therefore not be used by itself, without inclusion of
additional metrics.

Figure 5.3: Example of ROC curves

54 | Overview

The selected metrics are summarized in Table 5.1. Combined, they quantify the relevant perfor-
mance of a fault detection method within the application context of the FKF.

Table 5.1: Performance metrics used for method comparison

Metric Description

Detection time Time between actual start of fault and first detection

Recall Range-based portion of real anomalies that are successfully detected
Precision,. Range-based portion of detected anomalies that are real anomalies
F,-score; Combination of range-based recall and precision

ROC-AUC Sensitivity and specificity for changing thresholds

The detection time directly measures the response time to a fault, which should be minimized
in order to exclude faults quickly. Next, the revisited recall and precision measure the accuracy
of the detections with respect to the existence, size, position, and cardinality of the predictions.
The F,-score; metric combines these two scores into one, balancing their importance equally.
Additionally, the ROC curves and the ROC-AUC provide additional insight. The performance of an
anomaly detection method can be quantified with these metrics.



Part Il

Simulation and Fault Detection

In order to evaluate the performance of ML-based fault detection methods and determine whether
it improves upon conventional approaches, a simulation was created to emulate the response
to various faults. In this part of the report, this simulation and the implemented fault detection
methods are detailed. First, the structure of the simulation is described in chapter 6, including the
models used for sensors and their faults, as well as their fusion in a federated structure. This is
followed by chapter 7, in which a description of the conventional fault detection methods is given.
They serve as the baseline for comparison to the ML-based methods that are selected and tuned

in chapter 8.
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Simulation

In this chapter, the simulation that was created to enable the training and testing of various fault
detection methods is described. A robust suite of tools was implemented in order to provide
flexible support for experimenting and simulation of various methods. First, the method with which
reference data was generated is provided in section 6.1. This forms the basis of the simulation.
This is followed by the models that are used to emulate attitude sensor behaviour, described in
section 6.2. Associated with each sensor is a set of fault models, given in section 6.3. The scenarios
which are used to evaluate the performance of the fault detection methods are described in
section 6.4. Finally, the overall structure of the simulation is given in section 6.5.

6.1 | Data Generation

For the training of a machine learning model, a large quantity of data is required. The software
Systems Tool Kit (STK) from Ansys' was used to simulate a variety of scenarios. The application
can be used to model objects on land, in and under the sea, in the air, and in space [95]. The
high-fidelity simulation of both position and orientation is used throughout various industries,
including the aerospace industry. Customizable reports can be generated, making large quantities
of data available for use in other applications.

6.1.1 | Satellite Definition

Before any data can be generated, a scenario with an object needs to be created. This object
represents a physical entity, which for this research project is a satellite, specifically a CubeSat.
This section covers the properties given to the satellite object.

STK simulates both the orbit and attitude of a satellite through time. For all simulations, the same
reference satellite was used with properties of a typical 6U CubeSat [96]. A low Earth orbit (LEO) is
selected, which is a typical operating environment for a CubeSat. Aninitial two-line element set (TLE)
is propagated using the Simplified General Perturbations 4 (SGP4) propagator. The propagation
accuracy is not crucial for investigating the attitude behaviour and is sufficient for the limited time
period discussed later. A summary of the properties of the STK satellite object is listed in Table 6.1.

Table 6.1: Properties of STK satellite object

Property Value Unit
Orbit altitude ~ 500 [km]
Orbit eccentricity ~0 [-]

Orbit inclination ~ 100 [deg]
CubeSat size 30 x 20 x 10 [cm]

Continued on next page

"https://www.ansys.com/products/missions/ansys-stk
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Table 6.1: continued from previous page

Property Value Unit
Mass 10 kgl
Inertia matrix diag(416.67,1083.33,833.33) [kg cm?]
Cross-sectional area 600 [cm?]

On top of the properties listed in the table, a sensor object was attached to the body of the
satellite, pointing outwards from one of the large faces of the CubeSat. This is shown in Figure 6.1,
where the blue cone represents the view of the sensor. The sensor direction is used in one of the
scenarios described in section 6.4. The specific cone angle, or field of view (FOV), is not relevant for
this analysis. The thin yellow line indicates the path of the satellite, with red and yellow vectors
indicating the velocity and Sun vector respectively.

Figure 6.1: 3D view of STK satellite in default orientation

The orbit of the satellite is based on a TLE which is propagated using the SGP4 propagator. For
the duration of the propagation (one day), this provides sufficient accuracy to investigate the
attitude behaviour. Various mission phases in which this behaviour differs were simulated, which
is described in more detail in section 6.4.

6.1.2 | Data Output

STK provides a customizable report generation tool, with which specific simulated variables can be
exported. This data serves as the basis for the analysis performed in this thesis. In Table 6.2, the
variables which are exported from STK are listed. Some variables are reported in several reference
frames, such as the ECl or ECEF frames.

Table 6.2: Reported variables from STK simulation

Variable Frame Unit
Time N/A ISO8601 UTC
Quaternion ECI, ECEF [-]
Angular velocity ECI, ECEF [rad/s]
Euler angles N/A [rad]
Euler angle rates N/A [rad/s]
Position ECEF [m]
Velocity ECEF [m/s]
Acceleration ECEF [m/s?]
Solar intensity N/A [%]
Latitude/longitude Geodetic, geocentric  [deg]

Continued on next page
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Table 6.2: continued from previous page

Variable Frame Unit
Orbital radius N/A [m]
Orbital altitude N/A [m]
Sun vector ECEF, body [m]
Moon vector ECEF, body [m]
Magnetic field vector ECI, ECEF, body [nT]
Total torque ECI, body [N m]

The collection of variables is sufficient to model sensor measurements and simulate sensor fusion
for attitude determination of a spacecraft. This is detailed in the following sections.

6.2 | Sensor Models

In order to accurately model sensor faults, the working principles of various common attitude
sensors were simulated. By simulating the underlying methodology, more realistic fault cases can
be introduced. In this section, these sensor models are described. The subsequent fault models
are then described in section 6.3.

The modelled sensors are the rate gyroscope (subsection 6.2.1) to measure the angular velocity
of the craft, and three absolute attitude sensors: the magnetometer (subsection 6.2.2), the Sun
sensor (subsection 6.2.3), and the star tracker (subsection 6.2.4). They are simulated to a level of
detail that allows the injection of the faults described in section 6.3.

Typically, the magnetometer and Sun sensor, as well as other sensor types which rely on a single
vector measurement, do not produce a quaternion measurement. This is due to ambiguity, where
the attitude has a degree of freedom around the vector's axis. In the simulation, to simplify usage,
the known attitude quaternion is used to fix the quaternion, selecting the quaternion which best
aligns with the true attitude. The effect is that the sensor still relies on realistic principles, while
also producing a quaternion attitude measurement.

6.2.1 | @Gyroscope
A model of the measured angular rates & by a multi-axis rate gyro is provided by [97]:

G=w+pB,+n, (6.1) B =g (6.2)

where w is the true angular velocity, 3, is the measurement bias, and n,, and n, are uncorrelated
vectors following zero-mean Gaussian white noise with variances o7 and o3 respectively.

In this model, the bias is not a constant offset but modelled using a random-walk process, causing
drift over time as is the case for real sensors. For this reason, estimating and accounting for the
gyroscope bias is typically included in sensor fusion for attitude determination.

The gyroscope measurement model is depicted in Figure 6.2. The angular velocity obtained from
STK is taken as the true value, to which noise is added. The current sensor bias is added to obtain
the angular velocity measurement. Noise is added to the bias value for the next measurement.

Sensor noise Bias noise

From STK

Angular velocity Ang. vel.
[m/s] ’/  measurement

Previous bias

Figure 6.2: Gyroscope measurement model
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6.22 | Magnetometer

Magnetometers function by observing the local magnetic field, and comparing it with a reference
field model, typically the IGRF [55]. This model expresses the magnetic potential function Vin
terms of the position of the spacecraft:

n+l

Virno.0)=aY" (4)"" 32 B cos (6) (g7 cos (me) + i sin (m)) (63)
n=1 m=0

where (7,0, ¢) are the geocentric spherical polar coordinates of the spacecraft, a is the equatorial
radius of the Earth, P™ are associated Legendre functions, and ¢ and A are Gaussian coefficients
which are determined empirically. The reference magnetic field B, is then expressed in the
spherical coordinates:

B ov
" Y
Bref - Be == —VV(T, 97 (b) = T 00 (64)
B _1%%v
@ r sSind d¢

This reference field is then typically transformed to the ECl or ECEF frame when used in the ADS.
The measurement of the magnetometer is transformed from the sensor frame into the spacecraft
body frame. By comparing the measured and reference fields, information about the spacecraft
attitude is obtained.

To simulate the behaviour of this sensor, the process depicted in Figure 6.3 is followed. From
STK, the body magnetic field is taken, to which angular noise is added. STK is set to use the
IGRF model to calculate this vector. Next, the time and position of the spacecraft are used to
calculate the reference field following Equation 6.3 and 6.4. Deriving an attitude from the two
field vectors leads to a quaternion with a degree of freedom. The quaternion that best aligns
with the quaternion provided by STK is selected. The model assumes there are sufficient sensor
components to measure the three-axis magnetic field vector.

Sensor noise

From STK
Body magnetic field ‘/‘_k
[nT] 8\ 1
Attitude quaternion ‘( Generate Quaternion
[ 'L quaternion measurement
Timestamp
[1ISO8601]
Position
[lat,lon,rad]

\ 4 \ 4
IGRF Load IGRF Compute
generation coefficients reference field

Figure 6.3: Magnetometer measurement model

6.2.3 | Sun Sensor

Sun sensors observe the direction of the incoming Sunlight to deduce the attitude of the spacecraft.
The measured direction is compared to the expected position of the Sun, which is used to deduce
attitude information.

To determine the expected Sun position, expressions using the J2000.0 epoch can be used. These
are provided by the Astronomical Almanac, which is a joint publication by British and American
institutions [98]. The procedure to determine the Sun position vector is described here.
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First, the number of Julian centuries, Ty, is calculated from the epoch:

D, ., — 2451545

_JYum
Tyn = 36525 o
JDypy = 1721013.5 + 367 yr — int G (y” int (mci2+9>)>
+mt(275 mo) T+ d 60 hr +min + 2 (6.6)
1440

Here, JD ., is the Julian date, calculated using the J2000.0 epoch (yr-mo-d hr:min:s). Note that in
leap years, a value of 61 instead of 60* should be used in the final term.

Next, the mean longitude of the Sun, ¢,,., and the mean anomaly for the Sun, M, can be calculated:

brre = 280.460° +36000.771 Tyry ~ mod 360° (6.7)
M, = 357.5291092° + 35999.050 34 Tyr, mod 360° (6.8)

Now, the ecliptic longitude, ¢ejipic, Can be approximated. Additionally, the ecliptic latitude, Oqqjpgic,
never exceeds 0.000333°, and is often taken to be 0.0° [98]. The obliquity of the ecliptic, ¢, is also
approximated:

¢ec|iptic = ¢M® +1.914666 471 sin M, +0.019994 643 sin 2M (6.9)
eecliptic =0 (6.10)
e = 23.439291° — 0.013 004 2 T,y (6.11)

Now, the position magnitude, r., is calculated from the mean anomaly, in astronomical units (AU):

ro = 1.000140612 — 0.016 708 617 cos M, — 0.000 139589 cos2M, (6.12)

Finally, the Sun position vector in AU, r_, is set up using the position magnitude, obliquity of the
ecliptic, and ecliptic longitude:

To COS ﬁbecliptic

To = |To COSE Sln(becliptic (6.13)
To SINE sin ¢ec|iptic

This vector is in the ECI frame, and can be transformed to other frames where necessary. If the

spacecraft position is known, it can be subtracted from the Sun position vector to get the vector
between the spacecraft and Sun.

The method with which the Sun sensor is simulated is shown in Figure 6.4. From STK, the body-Sun
vector is taken as a measurement by adding angular noise to it. The timestamp is used to predict
the Sun position vector according to Equation 6.13, where the spacecraft position is subtracted to
obtain the spacecraft-Sun vector. The measured body-Sun vector and predicted body-Sun vector
are then compared to derive an attitude. Since deriving a quaternion from two vectors leads to a
quaternion with a degree of freedom, the quaternion that best aligns with the quaternion provided
by STK is selected.

The local solar intensity at the spacecraft position is taken into account. If this intensity is below
50%, meaning the spacecraft is within the penumbra or umbra, the Sun sensor does not provide a
measurement.
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Sensor noise

From STK
No
ves measurement
Body Sun vector v .
[m] N
Attitude quaternion N Generate < 50%7 Quaternion
[ 'L quaternion y no measurement
Timestamp Predict Sun Find reference 0
[1SO8601] position body-Sun vector
Position ECEF T
[m]

Solar intensity
[%]

Figure 6.4: Sun sensor measurement model

The model assumes that, if not in eclipse, there are sufficient sensor modules on the spacecraft to
measure the Sun vector in the body frame.

6.24 | Star Tracker

Star trackers observe the celestial sky and identify known star patterns to deduce the attitude of
the sensor. They typically consist of a digital camera and processing unit. The camera module
records an image of the visible sky, which is then used by a centroiding algorithm to locate stars in
the image. The located stars are then identified by comparing to an internal star catalogue. Once
found, the orientation of the sensor with respect to the celestial frame can be determined.

Modelling the full procedure of a star tracker is out of the scope of this research project. Instead, a
simplified approach is used to still enable semi-realistic fault injection. This procedure is shown in
Figure 6.5.

From STK
Body Sun vector Angle between W > < FOV? No
[m] Sun/sensor vec.J e y e measurement
Attitude quaternion T T
[

Sensor Sensor q
Sensor noise

boresight FOV

yes

Generate Rotate catalog Select entries Generate Quaternion
random catalog to body frame within FOV no quaternion measurement

l

Figure 6.5: Star tracker measurement model

First, an internal catalogue is generated containing random vectors, mimicking the star vectors
of a true star catalogue. Then, to generate a measurement, the internal catalogue is first rotated
into the body frame using the reference quaternion from STK. Using the sensor’s boresight and
FOV, only the vectors that are visible to the sensor are selected from the catalogue, along with
their positions from the non-rotated catalogue. Angular noise is added to the selected vectors to
simulate centroiding variance, which now act as the measured vectors.

If enough stars are visible, Davenport's g-method is used to compute a quaternion based on the
measured and expected catalogue vectors. The aim is to minimize the following loss function [99]:

N
L(A) = %Zwim — Av, |2 (6.14)
1=1

where wu, is the i-th vector measurement and v, is the corresponding i-th reference vector. w; are
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weights for each observation. In Davenport's method, the objective function is then defined as:

N
g(A) =1—L(A) =) w,UTAV (6.15)

i=1
where the goal is to find the optimal attitude matrix A based on the measurement and reference
matrices U and Vrespectively. First, the attitude profile matrix is computed:

N
B=> wUV (6.16)
=1

This matrix is used to set up the matrix K, which is ultimately used to solve the optimization:

| S—=0ol; =z
K = [ LT J} (6.17)
T By — By,
o = trace(B) (6.18) S=B+DB (6.19) z= | By — B (6.20)
By — By

The optimal quaternion ¢ is an eigenvector of the matrix K. The objective function is maximized if
the eigenvector corresponding to the largest eigenvalue X is selected:

Kq=\q (6.21)

Due to ambiguity, the sign of the quaternion could be opposite that of the true quaternion as
obtained from STK. To simplify code usage, the sign of the quaternion is matched to that of the
quaternion from STK. Finally, if the Sun vector is within the FOV of the sensor, no measurement is
generated to simulate blinding of the camera module.

6.3 | Fault Models

In order to evaluate and compare fault detection methods, a realistic fault model is required. A
sensor could exhibit one or more faults at a given time, and each sensor type might present unique
fault cases. With the sensor models defined in section 6.2, a variety of faults were implemented to
emulate the behaviour of a sensor under the presence of a fault.

The fault models are applied throughout the measurement process, and can affect both the
ultimate sensor output and intermediate values. The various types of implemented faults and the
sensors types for which they can apply are listed in Table 6.3.

The stuck fault type, and by extension the zero fault type, sees the output of a sensor hang on a
constant value, either the last valid measurement or zero respectively. This is similar to the axis
fault type, where one or more specific axes fail in this manner. During a complete fault, the sensor
does not provide a value and the measurement is marked as invalid.

A noise fault introduces significant amounts of additional noise during the measurement. This is
added on either the final output, such as for the gyroscope, or an intermediate value, such as for
the other sensor types. The bias fault is similar and specific to the gyroscope, where the bias drift
is significantly increased from normal behaviour.

The time- and position offset faults cause the variables used for estimating the reference magnetic
field or reference Sun vector to deviate. This leads to an incorrect reference value, which affects the
attitude measurement. Finally, the misalignment fault simulates a slight rotation of the expected
sensor attitude within the body frame.

To evaluate the fault detection methods described in this research project, several fault cases were
selected for analysis. These are described in more detail in section 6.4.
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Table 6.3: Simulated sensor fault models
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Fault type O =2 & & Description
Stuck fault x X x x Theoutput gets stuck at a constant value (by default, the value
when the fault starts).
Zero fault x x x x Similarto stuck fault. The output gets stuck at zero. For quater-
nions, output is an identity quaternion.
Complete fault x x x x Nooutputreturned, invalid measurement.
Axis fault X X X x Oneormultiple axes of the output or an intermediate variable
stuck at a constant value.
Noise fault X x X x Greatly increased measurement noise on the output or an
intermediate variable.
Bias fault X Greatly increased gyroscope bias drift.
Time offset fault X X Incorrect time used to calculate reference value (magnetic field
or Sun vector).
Position offset fault X X Incorrect position used to calculate reference value (magnetic
field or Sun vector).
Misalignment fault x x x Sensor misalignment during simulated measurement (mag-
netic field, Sun vector, or star vectors).
6.4 | Scenarios

To evaluate the performance of various fault detection methods, several scenarios are set up which
can be simulated to encompass different behaviours seen in CubeSats. This includes both varying
satellite orbit and attitude conditions, as well as different fault modes. First, in subsection 6.4.1, the
various scenarios for the attitude behaviour of the satellite are discussed. These cases are used to
generate the reference data from STK. This is followed by subsection 6.4.2, which describes the
various faults that are applied on top of the sensor models.

The combination of STK scenarios and fault cases leads to a matrix of situations. Due to the
expense in evaluating even a single situation with all methods, only a limited set of scenarios and
fault cases is selected, representing various realistic mission phases and possible faults.

6.41 | STKScenarios

Within STK, various scenarios are simulated in which a typical CubeSat might be situated. Each case
consists of a 24-hour period, with reported variables each second, as described in subsection 6.1.2.
The simulated variants are listed in Table 6.4.

Table 6.4: Simulated scenarios using STK

Scenario Description

Default Nominal orbit with the sensor aligned to nadir, with the smallest side facing the ECI
velocity vector.

Target tracking Same as default, except the spacecraft is oriented such that the sensor tracks
predefined ground targets when nearby.

Safe Spacecraft oriented such that the normal of the largest side with solar panels tracks
the Sun vector.
Tumbling Spacecraftis in a precessing spin of ~ 1 [rev/min].

In the default case, the satellite maintains an attitude in which the sensor is aligned with the nadir-
direction and the smallest face of the CubeSat is aimed in the velocity direction to minimize drag,
as depicted in Figure 6.1. This scenario describes a nominal situation with no sudden deviations.
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In the target tracking case, the satellite maintains the same attitude as in the default case, until it
approaches specified ground target locations. Once nearby, the satellite rotates to aim the sensor
cone onto the ground target, and tracks it until it leaves line-of-sight. This scenario describes
nominal operation of a CubeSat used for Earth observation, which requires sensor pointing to
perform ground measurements. A VBScript file is used to define a simple PD controller using the
target and the current attitude. More details on the simulation of target tracking can be found in
Appendix C.

In the safe case, the satellite tracks the Sun position vector such that the largest side with solar
panels is always facing the Sun. In this case, a safe mode is simulated where the satellite simply
maintains power generation.

In the tumbling case, the satellite follows a precessing spin about its longest axis. The satellite spins
with a rate of 1.2 revolutions per minute, while the precession has a rate of 0.6 revolutions per
minute, at a nutation angle of 30 degrees. This simulates the CubeSat in a tumbling state, which
is typically the case after deployment from the launch vehicle, or when the ability to control the
attitude is lost.

These four scenarios describe common situations a CubeSat could be placed in. The default case
presents smooth, non-deviating attitude behaviour. The simulation of the safe mode is similar,
except the satellite is rotated from its default position and is tracking the Sun with one face. The
target tracking case adds periodic, non-repeating movements based on which ground target it is
approaching. Finally, the tumbling scenario adds a case with fast and complex movement.

6.42 | Fault Cases

Using the reference data for each case in subsection 6.4.1, simulations of the sensor fusion process
can be performed. For each case, different faults are applied to the reference data. These faults are
listed in Table 6.5. They are selected to cause varied effects on the sensor output, and approximate
the behaviour seen in real CubeSat missions, such as described in section 1.1.

Table 6.5: Simulated fault cases

Case Description

No faults No faults are applied, only regular sensor models are used.
Star tracker stuck Star tracker repeatedly stuck at constant value.
Magnetometer zero Magnetometer repeatedly stuck at zero value.

Sun sensor axis Sun sensor repeatedly has faulty axis, stuck at zero.

The case in which no faults occur serves is used to train the unsupervised methods, which requires
nominal, non-faulty data. The unsupervised methods can learn the patterns of this nominal data
to then identify when deviations from this pattern occur.

While it is classified as an abrupt fault in the sense that it has a sudden onset, the star tracker stuck
fault causes the anomalous measurements to slowly deviate from the true values, especially when
the underlying data is slow-varying. This is the case for the attitude of a CubeSat, which typically
does not vary quickly. Thus, when the output becomes constant, it slowly separates from the true
behaviour.

The magnetometer fault is another abrupt fault which represents a sudden large deviation to the
system. Instead of a growing deviation, the sensor output now immediately jumps from the true
value to zero. This large shock is generally easier to detect than the gradual behaviour of the stuck
fault.

Finally, the Sun sensor fault is another abrupt fault, but instead of completely losing the sensing
ability, the sensor still provides measurements using the corrupted axis. The magnitude of the
deviation caused by this fault depends on the state of the spacecraft. If the measurement is
contained entirely within the two functioning axes, losing the third axis has no effect. However, if
the third axis does contain part of the measurement, it will affect the sensor output.
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The faults are repeated with varying lengths and intervals. Within each scenario, which spans one
day, the fault is repeated every 2000 s (o = 100 s). The duration of each occurrence is set to 300
s (o = 50 s). With these settings, the faults occur roughly 43 times in each scenario, with enough
time between occurrences for the system to return to a stable state.

Each of the fault cases is combined with each of the STK scenarios described in Table 6.4. The case
where no faults are applied is used as the training data. The training process is described in more
detail in section 8.2. The remaining three fault cases are the test cases, where each combination
with the STK scenarios leads to a total of 12 pairings.

6.5 | Architecture

The data generated by STK, described in section 6.1, is used for the simulation of sensor mea-
surements according to the models given in section 6.2. These are possibly affected by the fault
models described in section 6.3, in the combinations specified in section 6.4. The simulated sensor
outputs then need to be fused into a state estimate of both the attitude and the gyroscope bias.
The simulation structure is visualized in Figure 6.6.
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Figure 6.6: Structure of the simulation

The simulation is run for a combination of STK scenario and fault case, as specified in section 6.4.
The scenario used in STK determines the basis for the data that the sensors are simulated on top
of. In the simulation, all sensors are assumed to operate at the same update rate of 1 Hz to simplify
code timing.

The gyroscope, star tracker, magnetometer, and Sun sensor are simulated according to the models
described in section 6.2. This allows for realistic injection of a fault based on the current fault
case. The gyroscope is combined with each of the remaining absolute sensors in a local filter
based on USQUE. This algorithm is commonly used in literature involving the FKF for attitude
determination [28, 52]. Here, the gyroscope acts as the reference system, and its angular velocity
is used to propagate the state. It typically provides measurements at a fast rate, providing a
consistent baseline for all local filters. While this introduces a single point of failure, this is the
typical approach when the FKF is applied [90, 28]. The use of the gyroscope requires the filters to
estimate its bias, besides the attitude itself.

The three estimates generated by the local filters are processed by a fault detection method. The
selection of the conventional and ML-based fault detection methods is discussed in chapter 7 and 8
respectively. The application of a fault detection method allows specific local filters to be excluded
from the master fusion process. If the local estimate is deemed anomalous, it is not considered.
Finally, the master filter fuses the local estimates that passes fault detection. This, combined with
the local filters, forms the FKF.

The settings of various sensor parameters that were used for the simulation are provided in
Table 6.6. The specified values are based on literature, such as [90], or representative COTS
CubeSat sensors.
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Table 6.6: Sensor settings used for the simulation

Sensor Parameter Value Unit
o, measurement standard deviation> 3 x 10~*  [rad/\/s]
Gyroscope o4 bias walk standard deviation? 3x107° [rad/s%?]
B, initial bias 0.1 [deg/hr]
ogar Measurement standard deviation® 4 [arcsec]
Star tracker — FOV3 20 [deg]
— random catalogue size 2000 [-]
Omag Measurement standard deviation* 100 [nT]
Magnetometer — IGRF generation 14 [-]
Nmax Maximum IGRF degree 5 [-]
oeun  Measurement standard deviation® 0.5 [deg]
Sun sensor . ; :
— required solar intensity 50 [%]

Besides the sensor parameters, the USQUE and FKF also present several parameters. The settings
used for the local and master filters in the simulation is shown in Table 6.7. The same settings are
used for all local filters and the master filter. The use of these parameters for USQUE is further
detailed in Appendix A. The specific values were selected based on literature and tuned through
experimentation to obtain a stable system.

Table 6.7: Filter settings used for the simulation

Parameter Value Unit
a initial quaternion estimate taken from STK
30 initial bias estimate 0.1 [deg/hr]
P, initial attitude covariance elements 1x1073 [-]
P,,s initial bias covariance elements 0.1 [(deg/hr)?]
a, quaternion standard deviation estimate 0.01 [-]

o, gyroscope standard deviation estimate 1x107* [rad/\/s]
o gyroscope bias standard deviation estimate 1 x 107> [rad/s%/?]
a GRP parameter 1.0 [-]

A USQUE filter scale 1.2 [-1

— FKF mode No-reset [-]

There is no feedback of information from the master filter to the local filters, meaning the FKF
operates in no-reset mode. This means there is no path for a sensor system to affect any local
filter but the one it is associated with. The simple structure is the least accurate of the four modes
suggested in subsection 4.2.1 [18], which was confirmed through experimentation. However, due
to the aforementioned lack of interaction between sensor systems, this mode also provides the
best isolation of faults and is recommended for its fault tolerance capacity [90]. Additionally, the
deviation in attitude compared to other modes observed during experimentation never exceeded
several percent, which was deemed acceptable.

2Based on PG400 gyroscope by AAC Clyde Space, piMAGGYRO by SkyFox Labs
3Based on Star Tracker by KU Leuven, Sagitta Star Tracker by ARCSEC

4Based on CubeMag GEN 2 by CubeSpace

5Based on Fine Sun Sensor by Bradford Space, S5200 by AAC Clyde Space



Conventional Detection

To determine the relative performance of the ML-based methods under study, two conventional
fault detection methods were implemented to serve as the baseline for comparison. These methods
do not use ML, but instead rely on the statistical properties of the filters.

As identified in the review in chapter 1, literature first suggests the use of the sensitivity factor,
which is detailed in section 7.1. Second, the local filters calculate a residual, which can also be
used to determine when faults occur. This is described in section 7.2. Finally, these methods rely
on selecting a value for the anomaly threshold. The process with which these were chosen is
described in section 7.3.

7.1 | Sensitivity Factor

In a study where the application of the FKF to formation-flying satellites is considered, the use of a
sensitivity factor S is suggested to detect whether a local filter should be considered faulty [26].
The variable is similarly applied in other studies [28]. The value can be calculated at each iteration
of the filter, as:

S=(&—2n)" (P+Pp) " (& —2p) (7.1)

Here, &, and & are the states of the i-th local and master filter respectively, and P, and P are the
state covariance matrices of the i-th local and master filter respectively.

The sensitivity factor is equivalent to the square of the Mahalanobis distance. The sum of the local
and master filter covariance, P, and Py, represents the worst-case expected spread of &, — . The
magnitude of the sensitivity factor then indicates whether this difference could be explained by
the expected noise distribution, or it might be an outlier. Higher values indicate the point is more
likely to be an outlier.

Athreshold can be applied, S > S, to indicate whether the local filter should be excluded from
the master filter. The value of S,,,, can be selected based on the Chi-square distribution, and
optimized by experiment for the particular application [26].

72 | Measurement Residual

Another commonly chosen value for anomaly detection is the measurement residual [61, 26, 54],
v, which is already computed in each local filter. The residual, or innovation, is the difference
between the expected measurement and the observed measurement:

v=y—9y (7.2)
Here, g is the observed measurement, and g is the predicted measurement.

The covariance of this residual is often also calculated, for example in Equation A.28 for USQUE,
or Equation B.12 for AEKF and MEKF. The diagonal of this matrix represents the variance of the

46
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residual. A common approach is to divide the measurement residual v by the standard deviations
o, obtained from the diagonal of the residual covariance matrix [98, 26]:

v

ratio = ’
o-’U

_|g—9
0-71

‘ (7.3)

Since the mean of the residual should be zero, this metric is equivalent to the commonly used
z-score. The ratio captures how large the residual is compared to how large it is expected to be due
to uncertainty in the system. By using the variance of the residual, the calculated ratio becomes a
simple metric that indicates how many standard deviations away the measurement is from the
prediction. Points with a ratio of below 3 are expected to occur 99.7% of the time. When points
continuously exceed some threshold, they can be classified as anomalies [98, 26].

A limitation of detecting faults through the measurement residual in the FKF architecture, is that
each local filter typically relies on a small subset of sensors. This can cause instances where no
measurements are available, for example from Sun sensors when the spacecraft is in eclipse. No
measurement residual can be generated, thus fault detection is not possible. One remedy is to
consider the sensor faulty during these periods, though this would then discard the propagated
state from the master filter.

73 | Threshold Selection

Both conventional methods rely on the manual selection of a threshold which, if exceeded, indicates
an anomaly has occurred. Choosing a value for this threshold requires knowledge about the
expected values during normal operation, and is a trade-off between detection speed and the
amount of false positives that are caught.

With a low threshold, anomalies are detected quickly, but more false positives are introduced. A
high threshold instead reduces the number of false positives, but it takes longer for anomalies to
cross it. This is visualized in Figure 7.1. Here, the effect of the threshold value on the detection
performance is shown, using the sensitivity factor in the default scenario where the star tracker
experiences the stuck fault as an example.
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Figure 7.1: Threshold sweep for the sensitivity factor, applied to the default scenario with the star tracker stuck fault

The expected behaviour is observed. With an increasing threshold value, the detection time grows.
At the same time, the detection accuracy increases until a maximum accuracy is reached. Further
increasing the threshold leads to a slow decrease in accuracy, until at some point the detection
fails completely. The value of the threshold thus determines the detection performance, but the
conventional methods require a manual selection.

The measurement residual ratio inherently provides a statistical measure. The value of the thresh-
old determines how many points are captured. A 3¢ threshold was selected to capture 99.7%
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of nominal points. When the measurement residual ratio exceeds this value, it is considered
anomalous. This is a typical approach when a residual-based detection is implemented [98].

The threshold for the sensitivity factor was selected using a statistical hypothesis test. Under
nominal operation, the difference between the local and master filter states, &, — &, follows a
normal distribution described by the sum of their covariance matrices, P, + P

The measure follows a chi-square distribution based on the degrees of freedom (DOF) and false
alarm probability «. The sensitivity factor uses the 6-dimensional state, leading to a distribution

with 6 DOF. Similar to the selection of the measurement residual ratio threshold, a 3¢ limit is used.
This corresponds to a false alarm probability of a = 0.27%. This leads to the following threshold:

Smax = XboF.1_a = 20.06 [-] (7.5)

The selected thresholds of the conventional methods are summarized in Table 7.1

Table 7.1: Selected thresholds for the conventional fault detection methods

Method Threshold Description

Sensitivity factor 20.06 x2-distribution with 6 DOF and o = 0.27%
Measurement residual 3 30 capture of 99.7% of points




ML-based Detection

The conventional methods are used as the baseline for comparison to the ML-based methods. In
this chapter, two ML-based methods are selected through a trade-off in section 8.1. Following this,
the selection of features for training is described in section 8.2, accompanied by the training process
itself. Finally, the various hyperparameters of the selected methods are tuned in section 8.3.

8.1 | Method Selection

To improve the performance of the fault detection within the FKF when compared to the conven-
tional methods, a suitable ML-based classifier ideally incorporates the feature history to extract
more information, instead of relying only on the current set of features. Many existing methods
can be adapted to incorporate the history through a sliding window, while others are purpose-built
to handle historical data.

In this section, a trade-off is performed between several candidate methods, based on a set of
criteria. These criteria are first described, followed by an evaluation of the candidates. This leads
to the trade-off, where a sensitivity analysis is performed to confirm the reliability of the results.

8.1.1 | Criteria

In order to compare the candidate methods, a set of criteria was defined for the trade-off. These
aim to envelop the important characteristics of each method, relevant to the use within an FKF for
fault detection. All criteria are described in the following sections, and an overview is provided
afterwards.

Accuracy Each ML method has strengths and weaknesses. Combined with the general level of
performance of a method, this can indicate what level of accuracy the method might achieve in this
application context. Accuracy is a fundamental metric in fault detection, since the primary objective
is to correctly identify faults while minimizing false positives and negatives. For this application,
inaccurate detections can lead to unnecessary exclusion of a sensor group, while allowing faults to
go undetected affects the final solution. The expected performance depends strongly on the data
and type of fault, as well as the architecture of the method.

Temporal Modelling This criterion evaluates the ability of a method to consider historical infor-
mation. This criterion is related to the accuracy criterion. However, it is used separately to place
importance on early detection and reduction of false alarms, especially for gradual or intermittent
faults. Methods without the ability to inherently incorporate temporal context generally perfor-
mance worse in this area than those that do [35]. These methods can still use sliding windows, but
this does not fully replace the modelling of sequences directly.

49
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Online Capability As part of RQ4, an important consideration for each method is the computa-
tional load it would impose on the spacecraft when deployed in orbit. Spacecraft typically operate
with limited processing power, so an algorithm with high accuracy but excessive computational
demand might be infeasible. This criterion balances performance with expected operational
viability.

Interpretability This criterion refers to the transparency of a model during both training and
operational use. Understanding the behaviour of a safety critical system is important in ensuring
its performance across all cases. Methods with interpretable outputs can facilitate human experts
when dealing with flagged anomalies after the fact. The application of ML tools can often introduce
behaviour that is hard or impossible to predict. Thus, a helpful metric is the degree to which the
method can be understood by a human.

Robustness The final criterion considers the robustness of the method. This encompasses a
variety of characteristics of the method. First, some methods are susceptible to noise or outliers,
which can greatly affect performance. Second, most methods require tuning of specific parameters
to improve the performance of the classifier. This tuning can vary depending on the operating
context, and requires expert interaction to set up. Some methods are more sensitive to variation of
these parameters than others. Thus, this criterion scores a method on how well it handles unclean
data, and the level to which an expert is required to adjust the algorithm.

Overview

The criteria defined in the previous sections are summarized in Table 8.1. Weights are assigned to
each criterion, which are multiplied with the respective scores for each method to obtain the total
weighted score.

Table 8.1: Criteria for the ML-based method trade-off

Criteria Weight Description

Accuracy 25% Expected performance

Temporal modelling 20% Ability to extract information from sample history
Online capability 25% Resource usage and ability to run in real-time
Interpretability 15% Degree to which output can be understood
Robustness 15% Resilience to unclean data, need for tuning

The selected weights reflect the prioritization between performance and deployability. Accuracy
and online capability are the two criteria that directly correspond to this balance, and are thus
heavily weighted. This is followed by the ability of a method to consider temporal context, which
recognizes the importance of capturing time-varying patterns in contrast to point-based detectors.
Finally, interpretability and robustness share the same weight. Once a model is validated, some
black-box behaviour can be tolerated if the output is shown to be reliable and consistent. Similarly,
if a method is shown to handle diverse and uncertain conditions, this provides confidence in the
approach. The selected weights thus balance technical performance and practical deployment,
which aligns with the requirements for its use within the FKF on a CubeSat.

The selected criteria and weights together provide a comprehensive framework for assessing the
various candidate methods. They capture the essential differences between detection performance,
operational feasibility, and practical use within the FKF structure.

8.1.2 | Candidates

Several candidate methods were selected for the trade-off. They were chosen to span the space
defined by the criteria in the previous section. The specific application context of FKF anomaly
detection in a spacecraft was considered, which presents several baseline requirements.

Not included in the trade-off are supervised methods. These detectors require labelled examples
of every fault type for training, which is typically not available for most space missions. Additionally,
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these methods have difficulty in detecting unforeseen anomalies not included in the training data.

First, the OC-SVM is a classical, well-studied method. This distribution-based method is relatively
lightweight and serves as a common baseline across ML literature. The iForest is a tree-based
detector. This method presents an alternative density-based methodology to the OC-SVM, while
still differing in architecture from parametric or deep-learning models. The LOF is a distance-based
method, again a fundamentally different approach to the previous two detectors, considering the
relative proximity of samples.

The LSTM predictor is a temporal prediction-based model, directly addressing the limitations of
the other point-wise methods, both conventional and ML-based. This allows the method to detect
slow-developing faults more rapidly. The final candidate, the LSTM-AE/VAE, is another temporal,
deep-learning method. It completes the spectrum of candidates with a reconstruction-based
method.

The selected candidates have methodological diversity. They use fundamentally different detection
principles, including methods from the three major categories defined in section 3.3, as is summa-
rized in Table 8.2. The LOF represents the distance-based methods, while the iForest and OC-SVM
represent density-based methods. The LSTM predictor and LSTM-AE/VAE are prediction-based
detectors. The candidates span lightweight to heavy models, and include both point-wise and
temporal detectors. They respect the mission constraints, being unsupervised and with a light to
moderate expected computational footprint. The methods are detailed in section 3.4.

Table 8.2: Candidates for the ML-based method trade-off

Category Group Method

Density-based Distribution-based QC-SVM
Tree-based iForest

Distance-based Proximity-based LOF
Forecasting-based LSTM predictor

Prediction-based oo onstruction-based  LSTM-AE/VAE

In the following sections, these candidate methods are scored on the selected criteria. A score of
one through five is given based on literature and relative comparison between the methods. This
allows for the methods to ultimately be compared numerically. A sensitivity analysis is included to
highlight the variance in the results when the scores are adjusted.

One-Class Support Vector Machine The OC-SVM generally achieves moderate performance
because it models nonlinear boundaries effectively for well-defined nominal data, though this
depends on the definition of the kernel (3/5) [100, 80]. It lacks the inherent ability to consider
the temporal history except through external methods such as a sliding window (2/5), where
it is specifically noted that the method cannot capture the spatial and temporal dependencies
simultaneously [100]. Its inference is relatively efficient, though it scales with the number of support
vectors and can become slow for large models (3/5)

[80, 101, 81]. The method is robust if the param- Table 8.3: Trade-off scores for OC-SVM

eters are well-chosen, though this requires tuning Scored criteria (1-5), higher is better

of very sensitive hyperparameters (3/5) [80]. Due

to its deterministic nature, this method is among § g o 12 &

the most stable [35]. The output of the OC-SVM is § g— £ g F
. . . R

somewhgt mterprgtable if alinear kernel is used, but Candidate ¢ © & £ &

when using a nonlinear kernel such as a RBF, the re-

sulting boundary and support vectors are difficult to OC-5VM 3 2 3 2 3

understand (2/5) [35]. The scores are summarized
in Table 8.3.
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Isolation Forest The iForest performs similarly to the OC-SVM in terms of detection accuracy
(3/5) [35, 101, 81]. Its inference is more efficient, though it depends significantly on the structure
of the model (4/5) [81, 101]. The method also has a

minimal amount of hyperparameters that require Table 8.4: Trade-off scores for iForest
tuning, and is generally resilient to noise (4/5). Inher- Scored criteria (1-5), higher is better

ent temporal awareness is absent similar to the OC-

SVM, where external alternatives are needed (2/5). § g " § w
. e . I o 7]
Finally, the partitioning of features provides a de- 5 g— £ 5 3
cent indication of the output structure, though this . S © £ £ 9
: Candidate <« + O =

becomes obscured when using a large amount of :
trees (4/5). The scores are summarized in Table 8.4. iForest 3 @ 4 4 |4

Local Outlier Factor The LOF is slightly worse in accuracy compared to the previous methods,
specifically in higher dimensions (2/5) [81, 101]. Additionally, inference is very inefficient due to the
need to perform neighbour searches each time a

sample is added (1/5), with one study showing a 75 Table 8.5: Trade-off scores for LOF

times increase in inference time compared to the Scored criteria (1-5), higher is better
iForest [81]. The method provides no inherent tem-

poral aspect (2/5) [35]. Its density ratio based on the § g o 2 -

feature space offers a decent interpretable measure, 5 g— £ g Ei

though it is not trivial to trace it back to specific be- . S © £ £ 9
; e Candidate <« + O =

haviour (3/5). Its robustness is limited by the need

to select a neighbourhood size that balances noise LOF 2 2 M 3 2

and sensitivity characteristics (2/5). The scores are
summarized in Table 8.5.

LSTM Predictor Forecasting using LSTM significantly improves the modelling power, both in ac-
curacy (4/5), and especially temporal modelling by explicitly learning sequential dependencies (5/5)
[35]. The prediction- and reconstruction-based approaches were found to be the best candidates
for anomaly detection in time-series data so far in this respect [35]. They can identify both abrupt
and gradual faults well. Their inference requires a single forward pass, the computational cost of
which depends highly on the model architecture, but involves numerous matrix operations (3/5)
[102]. Interpretability is poor since the anomaly scor-

ing is hidden in the network weights, though the Table 8.6: Trade-off scores for LSTM predictor
prediction error is a useful metric (2/5). Finally, the Scored criteria (1-5), higher is better
robustness depends on the design of the network,

though once trained the inference stability is typi- § g ° ® -

cally good. The method is able to handle noisy data 5 g— £ g 3
. _ (8] E -

reasonably well, bujc also contains several hyperpa Candidate g & § £ &

rameters that require tuning (3/5) [35]. The scores :

are summarized in Table 8.6. LSTM predictor 4 5 3 2 3

LSTM-AE/VAE The approach using LSTM-AE/VAE achieves the highest expected accuracy due
to the ability to learn patterns with probabilistic likelihood, an improvement compared to the
next-step prediction of the LSTM predictor (5/5) [35]. Similar to the LSTM predictor, they inherently
consider temporal context, though large transitions

can be smoothened out (4/5). This method addi- Table 8.7: Trade-off scores for LSTM-AE/VAE
tionally has similar computational demands, though Scored criteria (1-5), higher is better
autoencoders can be more expensive (2/5). In-

cers tall ; > T ®

terpretability is similarly low as reconstruction er- 8 5 o = ¢
rors are difficult to trace back to specific behaviour, 5 g— £ g 3

through the reconstruction error is a useful met- . S ¢ £ £ ¢
. . . Candidate < - O = x
ric (2/5). Finally, the method is robust, though they

introduce several hyperparameters that require tun- LSTM-AE/VAE 5 4 2 2 3

ing (3/5). The scores are summarized in Table 8.7.
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8.1.3 | Trade-off

With the scores defined for each candidate method in the previous sections, a comparison is
shown in Figure 8.1. The scores are also summarized in Table 8.8, where the weighted total score
is calculated using the scores and weights for each criterion.

Accuracy
25%

Online
25%

OC-SVM
iForest

LOF

LSTM pred.
LSTM-(V)AE

Robust
15%

Interpret.

15%

Figure 8.1: Comparison of trade-off scores for ML-based methods

Studying the results, the two options using LSTM are superior to the other methods in the expected
accuracy and incorporation of temporal context. However, this comes at the cost of being less
computationally efficient. On top of this, they are not as interpretable as the other approaches. In

general, the iForest is a well-rounded option, except for the lack of temporal modelling.

The weighted scores show the LSTM predictor being ranked the highest, shortly followed by the
iForest, then the LSTM-AE/VAE. The LSTM predictor is ahead by 0.15 points, and the gap between
the iForest and LSTM-AE/VAE is only 0.05. The remaining methods, the OC-SVM and LOF, rank
much lower and are behind by over 0.60 points.

The scores indicate that a sensitivity analysis is warranted. While a ranking of methods was
generated, slight differences in the criteria weights or candidate scores could affect the results

significantly. In the following section, this is investigated before concluding the trade-off.

Table 8.8: ML-based method trade-off matrix
Scored criteria (1-5), higher is better

§ Tg () § i

& & &6 £ &
Candidate 25% 20% 25% 15% 15% Total
OC-SVM 3 2 3 2 3 2.65
iForest 3 2 4 4 4 3.35
LOF 2 2 1 3 2 1.90
LSTM predictor 4 5 3 2 3 3.50
LSTM-AE/VAE 5 4 2 2 3 3.30
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8.1.4 | Sensitivity Analysis

The trade-off results have several of the candidates rank with very similar total scores. In order to
determine how sensitive the outcome is to changes in the criteria weights and candidate scores, a
sensitivity analysis was performed. This is described in the following sections.

Criteria Weights The criteria weights were each varied to observe how the trade-off outcome
would change. Each criterion weight was adjusted by +5% (p.p.) and the new total scores for each
method were recorded. These scores after the adjustment are shown in Figure 8.2 and Table 8.9.

4.0
3.5 4 Table 8.9: Score sensitivity to varying criteria
weights by 45 p.p. (n = 10)
g 3.0 Candidate Mean[-] 1lo[]
& . 0C-SVM 2715 0.196
8257 iForest 3.435  0.257
LOF 1.950 0.153
20 LSTM predictor 3.585 0.259
LSTM-AE/VAE 3.380 0.245
1.5 T T T T :
0C-SVM iForest LOF LSTM pred. LSTM-(V)AE

Figure 8.2: Score sensitivity to varying criteria weights by +5 p.p.

Varying the criteria weights shows that the LSTM predictor, iForest, and LSTM-AE/VAE are indeed
closely matched in score. The LSTM predictor pulls ahead noticeably, with the iForest being
subtly ahead of the LSTM-AE/VAE method. When the weight of the temporal modelling criterion
is lowered, the iForest surpasses both methods and ranks the highest. There is no case in which
the LSTM-AE/VAE achieves the same. The OC-SVM and LOF methods significantly trail behind the
others, with the LOF method having by far the lowest score range.

Candidate Scores Besides the criteria weights, the scores for each candidate and criterion were
also varied. Each score was adjusted by +1 point to study its effect on the rankings. Again, the
ranking and its standard deviation after the adjustment is shown in Figure 8.3 and Table 8.10.

The variation of the candidate scoring shows similar results to the variation of the criteria weights
in Figure 8.2. The OC-SVM and LOF methods remain at the bottom of the ranking. Again, the LSTM
predictor shows the best results on average, with the iForest now winning the trade-off in 10 out
of 50 runs. The LSTM-AE/VAE method is subtly behind the iForest, but only wins the trade-off in a
single case.

4.0
3.5 Table 8.10: Score sensitivity to varying
j candidate scores by +1 (n = 50)
2307 Candidate Mean[-] 1o
a - 0C-SVM 2.650  0.194
8 237 iForest 3.350  0.205
LOF 1.925 0.187
204 LSTM predictor 3.480 0.194
LSTM-AE/VAE 3.275 0.187
1.5 . . : . .
0OC-SVM iForest LOF LSTM pred. LSTM-(V)AE

Figure 8.3: Score sensitivity to varying candidate scores by +1
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8.1.5 | Outcome

Considering the results of the trade-off and sensitivity analysis, the following summarized ranking
is found as shown in Table 8.11. The LSTM predictor is consistently the best ranked method on
average, with strong accuracy and temporal modelling at the cost of higher computational load.
The iForest is a lightweight alternative with good

interpretability, though it lacks inherent modelling  Table 8.11: ML-based method trade-off outcome
of temporal context, besides using a sliding window
or similar approach. Rank Candidate

The LSTM-AE/VAE algorithm follows closely, with ; !—FSTM predictor
even greater accuracy than the LSTM predictor, but 3 Il_sqrrl\e/ls-tAE/VAE
also with a higher computational cost. Finally, the

. . T 4 OC-SVM
OC-SVM is a balanced option with limited accuracy 5 LOF

and efficiency, whereas the LOF method is less ac-
curate and very inefficient.

For this research project, the LSTM predictor and iForest methods were selected based on this
ranking. The first as an accurate but heavy method incorporating the temporal context, and
the latter as a lightweight point-wise alternative. The iForest is used as a point-wise method
to emphasize the difference to sequential methods, and additionally serves as a more direct
comparison to the conventional approaches.

8.2 | Features and Training

After the selection of the ML-based fault detection methods, the process with which they are trained
was developed. Before the method can be used to infer whether a given sample is anomalous, it
requires learning from data what is and what is not an anomaly.

Several features were derived from the available data within the simulation, which would also be
available during real-world operation. These are first described in the following section. This is
followed by a description of the training process for the unsupervised methods.

8.2.1 | Feature Selection

In the distributed architecture of the FKF, each local filter operates on a subset of the sensor suite.
In the no-reset mode, as described in subsection 4.2.1, these provide independent state and covari-
ance estimates which are subsequently combined by the master filter into the master state and
covariance estimate. Fault detection in this structure relies on identifying inconsistency between
the local and master estimate, or abnormal behaviour in the local filter itself. To enable data-driven
fault detection, a set of features was defined to capture both internal statistical properties of each
local filter and their consistency with the master filter. The following sections describe the selected
features and provide details on their suitability for fault detection.

Trace of Local Covariance The trace of the state covariance matrix, the sum of its diagonal ele-
ments, represents the total uncertainty estimated by the i-th local filter. Under normal conditions,
the trace remains within predictable bounds, the range depending on the characteristics of the
sensor group and the applied filter.

When a sensor fault occurs, the residual becomes inconsistent with the noise statistics of the
model. Consequently, the elements of the covariance matrix tend to increase as the filter attempts
to adapt to the unexpected measurements. This increase in total uncertainty is directly captured
in the covariance trace.

The first two features, f; and f,, represent the trace of the attitude and gyroscope bias components
of the i-th local filter state covariance matrix P, respectively:

fr =Tr (P, an) (8.1) Ja =T (P pias) (8.2)

The traces increase significantly when the sensor group becomes less informative. This provides a
scalar measure of the confidence of the local filter.
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Determinant of Local Covariance The determinant of the state covariance matrix is similar to
the trace, differing in that the determinant incorporates correlations between states. The value
indicates the generalized variance, or spread of the distribution. In a fault scenario, the uncertainty
might not expand only in magnitude, but also in orientation in state space. The determinant
complements the trace, being sensitive to any coupling that may arise during faults.

The third feature, f;, represents the determinant of the i-th local filter state covariance matrix P;:
f3 =det(FP)) (8.3)

The determinant is sensitive to coupled increases in uncertainty and estimation degradation. It
provides geometric information about the spread of the state uncertainty.

Mahalanobis Distance The Mahalanobis distance provides a measure of the statistical consis-
tency between the i-th local filter estimate &; and the master estimate & . Under normal conditions,
the local and master filters should remain consistent, where the differences between their states
are covered by the expected uncertainty. A fault in a local filter leads to a local estimate that
diverges from the master filter beyond the expected statistical limit.

The fourth feature, f,, uses the Mahalanobis distance to capture the divergence between the i-th
local filter and master filter:

fo= (@ — #0)" (P, + Po) M@, — &) (8.4)

The Mahalanobis distance increases when the local estimate becomes inconsistent with the master
estimate.

Quaternion Difference Both the local and master filters produce an estimate of the attitude of
the spacecraft as a quaternion. The angle between the quaternions estimated by the i-th local
filter and master filter provides a measure of the attitude discrepancy between them.

Sensor faults that affect the estimated attitude will cause the difference between the local and
master estimates to grow. This feature captures this inconsistency as a scalar value in the rotational
domain.

The fifth feature, f;, is the angular difference between the quaternion estimates of the i-th local
filter and the master filter:
fs =2arccos (¢ qr) (8.5)

The angular difference captures the attitude estimation deviation between the filters.

Bias Difference The norm of the difference between the local and master estimates of the
gyroscope bias provides a similar measure to the angular quaternion difference. The value indicates
the disagreement in the estimated gyroscope bias between the local and master filter.

A faulty sensor group can cause its corresponding local filter to compensate for the fault by
adjusting the bias estimate incorrectly. This can help distinguish between deviations caused by
noise, and systematic sensor faults.

The sixth feature, f, is the norm of the difference between the i-th local filter and master filter
estimates of the gyroscope bias:

fo=18: — Bl (8.6)

This difference can show slowly developing faults, and is useful for distinguishing between transient
and systematic behaviour.
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Local Residual The residual, or innovation, v, of the local filter is the difference between the
actual measurement ¢ and the predicted measurement y. During normal behaviour, the residual
should behave following white noise with a covariance consistent with the assumed measurement
noise.

When a sensor fault occurs, the residuals exhibit increased magnitude or directional bias. Monitor-
ing the norm of the residual therefore provides a direct indication of the statistical consistency of
the measurements.

The seventh feature, f,, is the norm of the residual of the i-th local filter:

fr= vl = 19; — 4l (8.7)

The value provides a direct measure of the consistency of the sensor measurements.

Overview

The features described in the previous sections are summarized in Table 8.12. Through the
comparison of the local and master filter, as well as the statistical properties of the local filter itself,
the selected variables provide insight into the inconsistency and uncertainty of the solution, as
scalar values. They provide the relevant information for a model to learn the difference between
nominal and anomalous behaviour, where the model learns during training which combinations
of features are decisive.

Table 8.12: Selected features for ML training

Feature Equation Indication

fi  Attitude covariance trace Tr (P, o) Attitude estimate confidence

fo  Bias covariance trace Tr (P, pias) Bias estimate confidence

f3  Covariance determinant det(P,) Spread of state uncertainty

f,  Mahalanobis distance \/(:ii —&.)" (P, 4+ Pp) (& — &) Local-master consistency

/s Quaternion difference 2 arccos (¢; qr) Local-master attitude deviation

fs Bias difference 18; — Bl Local-master bias deviation

f7  Filter residual vl = 19; — gl Sensor measurement consistency

The selected features f, through f, are grouped into a single feature vector f:

f: [fl f7

T
] (8.8)
This feature vector can be computed for every time step. For the data where no faults are present,
these vectors form the training data for the ML models. During training, the model learns the
patterns in the feature vectors to be able to distinguish between nominal and anomalous data.

Then, to infer from the model, the feature vector can be calculated for other datasets to classify
faults using the trained system.

Before the features are used for training, they should be normalized to a standard range. This
pre-processing step transforms the features into a common range such that features with greater
value ranges cannot dominate those with smaller ranges [103].

Normalization When all features are normalized to the range of [0, 1], it allows the model to
learn which features are more important than others by itself. If one feature had presented a
larger possible range of values, it would falsely dominate those with smaller possible ranges. For
parametric models, such as the LSTM predictor, the weights and biases would first have to be
adapted to overcome this range difference before being able to incorporate the actual anomalous
behaviour. This would introduce confusion during the training process and can negatively affect
the performance [103].

Some information is lost when the features are normalized, such as absolute scale and outlier
magnitude. The ML model does not need absolute units to learn to detect anomalies, more
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important is how the features behave relative to their typical behaviour. Normalized features still
contain temporal patterns and relative magnitude changes. Normalization discards the information
that the model should not use for learning, and avoids it being biased toward larger features.

Since each of the features selected above presents a wide range of possible values, they are
normalized individually to a range between 0 and 1. Many normalization methods exist, each with
a different impact on performance. Several techniques were considered:

« Z-score: use the mean and standard deviation to rescale to zero-mean and unit variance.

7
0;

* Min-max: scale the data between the lower and upper bounds to the range [0, 1].

; fi — mln(fz)
1= max(7) —min(7) (&10

* Robust median: similar to Z-score, but uses the median and interquartile range (IQR).

fi —med(f;)
== : 8.11
= "R e
* Logistic sigmoid: use logistic sigmoid function, squishing the outliers exponentially.
fi= TT oo where ¢, = Vo (8.12)

In the above equations f; and f; denote the i-th non-normalized and the normalized feature
respectively, u; and o, are the mean and standard deviation of feature f; respectively, and vis a
parameter for the logistic sigmoid normalization, setto v = 1.

The robust median normalization method was selected through experimentation as it provides the
best representation of the feature ranges once normalized in this case. Since all features, except
the angular quaternion difference, show variations across multiple orders of magnitude, their
base-10 logarithms were used before applying the robust median normalization. The resulting
normalized features vary correctly in the range of [0, 1]. The normalized features f; through f7 are
once again collected in a vector f’ for processing by the models:
T
fr=1 - F (8.13)
The response of four of the features to a stuck fault is shown in Figure 8.4. The depicted normalized
features show anomalous behaviour during the fault period. The Mahalanobis distance (f;) and
quaternion difference (f;) gradually increase over the duration of the fault. The stuck fault causes
the measurements and true data to diverge, which is observed as these features increasing from
near-zero to near-one. At the same time, the attitude covariance trace (f{) and bias difference (f§)
show different behaviour. They rapidly rise to a constant value for the duration of the fault, before
spiking after the fault ends and returning to nominal values.

Each feature provides the model with different information about the state of the local and master
filter. The response of the ML-based detection methods is greatly dependent on these normalized
values. Their responses to a variety of faults is analysed in more detail in chapter 9.
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Figure 8.4: Normalized features during an occurrence of the stuck fault

8.22 | Training Process

In order to use an ML-based method to detect faults, data is needed to train the method in
distinguishing normal from abnormal behaviour. Within the space industry, there is generally a
lack of large amounts of real data, especially with labelled instances [36]. Unsupervised methods
are able to train on unlabelled, non-anomalous data to learn the normal behaviour. Then, when
given more data that does contain faults, it should detect these anomalous events.

Each of the scenarios is simulated once without the presence of any faults and once with the
presence of a fault. This creates two datasets: the training and testing datasets. During training,
the normalized features are calculated for each timestep. These are used to train the ML-based
methods. Due to the different nature of the two selected methods, the iForest and LSTM predictor,
their training approaches also differ.

The iForest processes the feature vectors separately by randomly splitting features to generate a
multitude of iTrees. The LSTM predictor instead collects a consecutive sequence of samples as well
as the sample directly following it. Using back-propagation, it updates the model parameters such
that the sample following the sequence is more accurately predicted. Due to memory limitations,
training an LSTM predictor on all scenarios at once was not feasible. Instead, the model was trained
in stages, separating the data for each of the four scenarios. This means the model does not see
data from other scenarios in each training stage.

The Sun sensor is repeatedly unable to provide measurements due to the regular occurrence of
eclipse periods. If these periods were to be included in the training data, the models would consider
these periods as nominal. However, this creates confusion between the start of a fault and the
start of an eclipse period. To avoid this, the eclipse periods are excluded from the training dataset
for the Sun sensor. This has the consequence that eclipse periods are considered anomalous
for this sensor type. This is acceptable since during these periods there are no measurements
available.

Both the iForest and LSTM predictor provide an anomaly score. The iForest bases this score on
the depth within the iTrees, while the LSTM predictor bases this on the prediction error. To avoid
setting a manual threshold, as is required for the conventional methods, the following approach is
used. After training, the anomaly scores for the training data are computed, where the upper 3¢
bound is taken to be the threshold for inference, similar to the approach taken for the conventional
methods. This captures 99.7% of the normal behaviour, and anomalies are expected to exceed
this threshold consistently.
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Before calculating the detection performance, a post-processing step is applied which prevents
single outliers from tripping the detection. Three consecutive samples scoring above the threshold
are needed to trip the detection. This step is applied to the output of both the conventional and
ML-based methods. This filter prevents outliers of one or two consecutive samples from tripping
detection.

83 | Tuning

The two selected ML-based detection methods each have several parameters that can be adjusted
to change their performance. A range of values is evaluated to determine their optimal values. In
the following sections, the parameters of the iForest and LSTM predictor are tuned.

The default scenario in which the star tracker exhibits the stuck fault is used to evaluate the
performance of the methods at each parameter iteration. For abrupt, large deviations, such as
with the zero fault, the effect of tuning is less visible. The obvious nature of these faults leads
to rapid detection with most methods. Instead, with the stuck fault, the deviation slowly grows,
leading to more variation in detection time. The tuning has a more visible effect on the detection
performance. The default scenario is used due to the absence of any rapid movement that could
be falsely seen as anomalous.

8.3.1 | Isolation Forest

The iForest method contains several parameters that should be tuned to optimize its performance.
The parameters considered for the tuning are listed in Table 8.13. Also listed is the range in which
each parameter was varied, observing its effect on the scoring metrics.

Table 8.13: Tunable parameters for the iForest

Parameter Description Tune range
Ensemble size Number of iTrees that are trained in the iForest 25 to 200
Maximum samples  Maximum portion of the total samples used by each iTree 5% to 40%
Contamination Assumed proportion of outliers in the training dataset 0.01% to 10%

The ensemble size specifies the number of individual trees the iForest is made up of. When it was
originally developed, it was noted that the iForest becomes accurate for a relatively low number
of iTrees [40]. The lower the amount of trees, the more efficient the iForest is due to the lower
number of required comparisons. The maximum number of samples dictates how many of the
total samples are available to each iTree. This parameter helps control the isolation process and
can allow an iTree to become specialized, where each tree operates on a different set of samples
which can include different anomalies or even no anomalies at all [40]. Finally, the contamination
parameter specifies the expected fraction of outliers in the training data, affecting the calculation
of detection threshold.

Ensemble Size In Figure 8.5 the influence of the contamination parameter on the performance
metrics is shown. From the graphs, there is a clear relationship visible between the contamination
and performance. A positive correlation exists between the contamination and recall score. The
precision score shows a local maximum at a contamination of 0.1%. Consequently, the F;-score
shows a similar maximum at 0.1%. However, the detection time at this value is also maximal, and
rapidly decreases with higher contamination values while the F;-score decreases more slowly.

The number of iTrees also influences the performance. Especially at lower values such as 25 and 50
trees, the scores are significantly different from the other values. Starting at 75 trees and higher,
the scores show little variation when increasing the number of trees further.
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Figure 8.5: Effect of contamination on iForest performance
(maximum samples: 20%)

The influence of the maximum sample parameter was also determined, visible in Figure 8.6.
Again, there is a clear relationship between the parameter and the performance. Similar to the
contamination, an increasing value generally leads to a higher recall score. The effect on the
precision score is smaller, where the behaviour is more erratic for lower numbers of iTrees. With
150 or 200 trees, the behaviour is more stable, and shows a local maximum between 40 and 60%.
Consequently, the F;-score grows with higher values, with a maximum between 40 and 60%. The
detection time generally reduces with higher values for the maximum sample parameter. Within
the range where the F-score is maximum, the detection time is between 100 and 125 seconds.
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Figure 8.6: Effect of maximum sample parameter on iForest performance
(contamination: 0.1%)

From the investigation of the contamination parameter, it was determined that a number of trees
above 75 is preferable. For the maximum sample parameter, the number of trees should be 150 or
more to provide stable behaviour. Therefore, the optimal number of trees is set to be 150.

Contamination and Maximum Samples In order to select optimal values for the remaining
two parameters, contamination and the maximum sample size, their combined influence over the
performance metrics is depicted in Figure 8.7. The trends identified before again appear in these
matrices. Increasing contamination and maximum sample percentage both lead to increased
recall. At higher contamination values, 1% or above, the dependence on the maximum sample
percentage becomes generally insignificant. To maximize recall, both parameters should be set as
high as possible.

The precision matrix shows a clear region with an optimal score, with a contamination of 0.1% and
maximum sample of 40 to 60%. Values surrounding this region show moderate results, while more
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distant regions show very low precision. To maximize precision, the contamination should be close
to 0.1% and the maximum sample percentage above 40%.

The F,-score combines the precision and recall metrics, which is optimal for a contamination of 1%
and a maximum sample of 60%. The F;-score at this location is 0.797. Finally, the detection time is
generally best for high contamination, where the influence of the maximum sample percentage
disappears. At the location with optimal F}-score, the detection time is 65.1 seconds.
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Figure 8.7: Effect of maximum sample and contamination parameters on iForest performance
(number of iTrees: 150)

iForest Architecture
In order to optimize the accuracy of the iForest method,
the point with the optimal F;-score is selected. This oc-

Table 8.14: Tuned iForest architecture

'~ Pk i Parameter Value
curs at a contamination of 1.0% and a maximum sample .
. . : Number of iTrees 150
size of 60%. On top of this, the number of iTrees was Maxi o
. : aximum samples  60%
previously selected to be 150. This leads to the tuned Contamination 1%

parameters summarized in Table 8.14.

8.3.2 | LSTM Predictor

The LSTM predictor contains more tunable parameters than the iForest. These all have a unique
influence on the performance of the model. The parameters considered for tuning are listed
in Table 8.15, along with the ranges that they were varied in for tuning to observe the effect on
performance.

Table 8.15: Tunable parameters for the LSTM predictor

Parameter Description Tune range
Loss function Function to minimize during training MSE, MAE, MSLE
Learning rate Size of weight adjustments during training 1077 to 10t
No. of LSTM cells  Number of stacked LSTM cells 1to7
Hidden layer size  Number of neurons in hidden layer 8 to 256
Window size Length of input sequence from history 2to 100
Dropout Probability of dropout between LSTM layers 0 to 50%

Loss Function During training, the model adjusts its weights and biases to minimize some loss
function. The choice of this function influences how the model learns to approximate the system
dynamics. The error that is calculated between the predicted and observed data guides the training
process and shapes how the model responds to anomalies. As a result, the definition of this loss
function is part of the tuning process for optimizing the performance of the model.

Three commonly used regression losses for prediction were evaluated:
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* Mean absolute error (MAE): uses the absolute difference between the predicted and ob-
served features.

* Mean squared error (MSE): uses the squared difference between the predicted and observed
features.

* Mean squared logarithmic error (MSLE): uses the squared difference between the loga-
rithms of the predicted and observed features.

These three methods were selected because they represent the primary families of error pe-
nalization: linear (MAE), quadratic (MSE), and logarithmic (MSLE). Each captures a different bias
with direct relevance to the anomaly detection. The performance of the three loss functions was
assessed using the performance metrics, which is depicted in Figure 8.8.

MSE MSLE MAE

mm recally mmm precisionr B Fi-scorer

Figure 8.8: Effect of loss function on LSTM predictor performance
(window size: 50, no. of hidden layers: 4, hidden layer size: 64,
learning rate: 1.92 x 1073, dropout: 0%)

The highest score across all metrics was achieved using MSLE (F}-score= 0.88). This outperforms
both MSE (F,-score= 0.76) and MAE (F;-score= (0.72). Based on these results, MSLE was selected
as the loss function for subsequent development of the model. Its strong recall suggests strong
sensitivity to anomalous behaviour, while its higher precision also indicates better distinction
between normal and faulty data. This makes MSLE the more effective loss function out of the three
assessed methods.

Learning Rate The learning rate (LR) controls the step size of the optimizer during the gradient-
based updates to the model weights. This parameter is a primary factor in convergence speed and
training stability. To select a suitable LR for the LSTM predictor, the LR range test described by
Smith in 2017 [104] is used.

The range test involves steadily increasing the LR over several iterations while recording the loss,
in this case the MSLE. The range test produces a characteristic curve showing the relationship
between the LR and the MSLE. This is depicted for this case in Figure 8.9.

e Minimum
e Steepest

Table 8.16: Identified points on the LR-loss curve for the
LSTM predictor
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Figure 8.9: Effect of LR on LSTM predictor training loss

The plot starts with a plateau for low values of the LR. In this region, the steps are too small to
reduce the loss. This is followed by a section of decline in MSLE as the LR grows and training starts
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to become stable. This decline continues up to some minimum loss, at which point the MSLE starts
rapidly increasing when the optimizer becomes unstable.

Two points are identified on the graph: the location where the loss declines most rapidly, the
steepest negative gradient, and the location at which the loss first starts to diverge, at the minimum
loss. These are tabulated in Table 8.16. A common choice for the LR falls between this steepest
gradient and the minimum, with typically an order of magnitude subtracted from the minimum to
avoid divergence [104].

Selecting an LR is a balance between training speed and robustness. Higher values lead to faster
training, but the larger steps can introduce instability. Lower values are more precise, but take
longer during training. A conservative LR was selected, favouring robustness over training speed,
using the location of the steepest gradient (LR= 1.92 x 1073) as the base LR for training. This value
yields stable and consistent training, avoiding the instability observed for higher LRs.

Number and size of LSTM Cells Stacking multiple LSTM cells increases the depth of the neural
network, where the hidden state of one layer serves as the input to the next layer. Increasing the
number of stacked cells allows the model to better learn temporal connections, where some layers
capture short-term dependencies while other layers model capture long-term patterns [85]. A
deeper architecture thus increases the capacity of the model to represent the data, but this also
introduces many more trainable parameters. Besides increasing training time, this increases the
risk of overfitting, can increase instability, or reduce the sensitivity to subtle faults if the short-term
dynamics are obscured by other layers.

In Figure 8.10, the effect of the number of stacked LSTM cells on the performance is shown. A
clear dependence is visible. If the number of cells is too small (< 2), the shallow architecture is
not sufficient to capture the patterns needed to distinguish anomalies from normal points. On
the other hand, if the number of cells is too large (> 6), the detection also fails, showing very high
recall (0.998) but very low precision (0.002). This indicates that the model is effectively treating most
points as anomalies, which could be consistent with overfitting or other instabilities.
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Figure 8.10: Effect of number of cells on LSTM predictor Figure 8.11: Effect of hidden layer size on LSTM predictor
(window size: 50, hidden layer size: 64, (no. of hidden layers: 4, window size: 50,
learning rate: 1.92 x 1073, dropout: 0%) learning rate: 1.92 x 1073, dropout: 0%)

Performance improves substantially with two stacked cells compared to a single cell, suggesting
that the additional depth enables the model to detect anomalies more accurately. However,
further increasing to three cells sees a slight loss in performance, indicating that adding more
depth does not guarantee better performance. The strongest overall performance is obtained
at either 4 or 5 cells with very similar scores (F;-score= 0.880 and F}-score= 0.872 respectively).
Both configurations achieve high recall and strong precision. These models also achieve the
fastest detection times (6.58 and 6.73 seconds respectively). This indicates they not only detect the
anomalies accurately, but also quickly. This combination suggests that the model has sufficient
capacity without introducing unnecessary additional complexity. Finally, when further increasing
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the number of cells, the performance reduces and eventually collapses.

Based on these metrics, the model with four stacked LSTM cells is selected. It achieves the highest
F,-score (0.880) and fastest detection time (6.58 seconds). A model with five cells performs similarly,
but offers no clear advantage to the four-cell model while increasing the required computation,
both in training and inference. The four-cell model provides an effective balance between capacity,
accuracy, and detection time.

Next, the hidden layer size of the LSTM was tuned. This size determines the dimension of the cell's
internal state and, similar to the number of cells, affects the capacity of the model to represent
temporal dependencies. A larger hidden layer allows the network to learn more complex patterns
by increasing the number of trainable parameters. However, increasing the size also raises the
risk of overfitting, increases training time, and can reduce sensitivity to subtle faults. Layers that
are too small can lack the necessary capacity to detect anomalies, particularly subtle ones where
temporal context is important.

Figure 8.11 shows the effect of the hidden layer size on the performance. Again, a clear dependence
is observed. A hidden size of 8 yields very low recall (0.003) but very high precision (0.996), indicating
the model almost never correctly predicts anomalies. This suggests the model lacks the necessary
capacity. Increasing the hidden size to 16 or 32 shows great increase in the accuracy of the model
with high precision and recall. However, at this size, the detection time has also greatly increased
(52.0 and 79.3 seconds respectively). The longer delays suggest that, while these configurations
have enough capacity for detection, their smaller size may limit the early detection of subtle faults.

The best performance is observed for layer sizes of 64 and 128, with the highest F}-scores observed
in the tested range (0.880 and 0.881 respectively). Detection delays have decreased rapidly as well
(6.58 and 12.7 seconds respectively), showing the ability of the models to accurately and quickly
detect faults. At larger sizes, such as 256, the performance starts to degrade. The recall remains
high while the precision drops, suggesting many rapid detections which are not accurate, which in
turn explains why the detection time is still low (5.92 seconds).

Considering both the detection accuracy and detection time, a hidden layer size of 64 is selected.
While this setting performs marginally worse in accuracy than the option with a size of 128, its detec-
tion time is almost half that of the larger model. The reduced complexity, as well as accurate and
fast detection, gives this architecture the best balance between representation and computational
efficiency.

Window Size and Dropout The window size defines the number of past steps that are provided
as input to the model to make a prediction with. This effectively determines the amount of
temporal context the model receives. A smaller window leads the model to focus on short-term
connections, while longer windows provide more long-term information. A larger window may
introduce irrelevant information which makes optimization more difficult, or lead to smoothing of
the representation which can reduce the sensitivity to subtle faults.

In Figure 8.12, the relationship between the window size and the performance is shown. For very
small window sizes (2 to 10), a moderately accurate model is produced with F;-scores ranging
between 0.7 and 0.8. The detection times are also moderately rapid, between 30 and 50 seconds.
The stronger recall compared to the precision suggests the model can detect anomalies, but lacks
the context needed to avoid false positives.

At a window size of 25 a large degradation in performance occurs. Both the recall and precision
drop, leading to a much lower F-score (0.514) and higher detection time (107.2 seconds). This
suggests that the model receives more context, but only partially learns the patterns, not enough
for stable detection. The strongest performance then occurs at a window size of 50, where both
high recall and precision lead to a high F;-score (0.880). Additionally, the detection time is the lowest
of all tested values (6.58 seconds). This indicates a good balance between temporal context and
responsiveness. The window size of 75 also performs well in accuracy, but the detection time has
increased drastically (104.8 seconds). Further increasing the window size sees the detection time
reduce again (31.5 seconds), with similar accuracy (F;-score= 0.867). The sharp spike in detection
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time at a window size of 75 suggests that longer temporal contexts introduce different behaviour in
the response of the model. This is likely due to the model becoming biased to long-term behaviour,
requiring larger deviations for detection.

Considering both the detection accuracy and detection time, the model with a window size of 50
performs the best. This provides the model with enough temporal context to learn both short-
and long-term patterns, making it responsive and accurate.
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Figure 8.12: Effect of window size on LSTM predictor Figure 8.13: Effect of dropout factor on LSTM predictor
(hidden layer size: 64, no. of hidden layers: 4, (window size: 50, hidden layer size: 64,
learning rate: 1.92 x 1073, dropout: 0%) no. of hidden layers: 4, learning rate: 1.92 x 103)

Finally, dropout is a technique which can be used to mitigate overfitting by randomly disabling part
of the neurons during training. In this case, dropout is applied between the LSTM cells, where it
acts as a mechanism to prevent co-adaptation between layers, encouraging the model to be more
robust [105]. Excessive dropout can disrupt the propagation of information between cells, which
can lead to instability during training.

The effect of the dropout probability on the performance is shown in Figure 8.13. The results
show a strong negative impact of dropout on both accuracy and detection time. Without dropout
(0%), the model shows the best overall performance. This suggests the model does not suffer
from overfitting in this configuration. Introducing increasing probabilities of dropout, the accuracy
and detection time degrade. This suggests that even a small amount of dropout disrupts the
information passing through the layer, leading to a worse model.

Because the anomaly detection relies heavily on learning patterns from temporal context, the
dropout has significant effects on the performance of the model. Given the observed results, a
dropout of 0% is selected. The configuration provides the best accuracy and detection time. Any
higher probabilities indicate that the connections between cells are affected negatively. The use of
dropout is therefore not justified in this case.

LSTM Predictor Architecture Table 8.17: Tuned LSTM predictor architecture
Based on the observed results of the tuning process, an
LSTM predictor with the architecture summarized in Ta- Parameter Value
ble 8.17 is used. The tuning results show that this con- Loss function MSLE
figuration has the capacity to extract temporal patterns Learning rate 1.92 x 1073
from context, is robust and stable, and provides accurate No. of LSTM cells 4
and timely detection of anomalies. Hidden layer size 64

Window size 50
Besides these tuned parameters, the adaptive moment Dropout 0%

estimation (Adam) algorithm was used during training to
minimize the loss. This optimizer is considered the best optimizer for most scenarios [106]. The
batch size, which specifies the amount of data that is used before a weight update, was set to 32.
At this value, reasonable training times were achieved with high accuracy.
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Results and Discussion

With the conventional and ML-based fault detection methods defined, their responses to faults
were simulated. This part of the report first presents these responses and compares the achieved

performances in chapter 9. This is followed by an analysis of the computational impact, comparing
the expected load to typical CubeSat-class hardware, in chapter 10.
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Detection Performance

To compare the performance of the selected conventional and ML-based methods, their responses
to the defined faults and scenarios was simulated. One fault case is highlighted in section 9.1 to
discuss the behaviour of each method and their effect on the final FKF output. Subsequently, their
performance across all scenarios and fault cases is determined and compared in section 9.2.

9.1 | Fault Response

To observe how each method responds to the same fault, one combination of scenario and fault
case is highlighted in this section. The case in which the magnetometer has a zero fault in the
default scenario is presented, with the response of each of the methods plotted. A small subset
of the full dataset is shown for clarity, containing three consecutive fault periods. The true and
estimated quaternions and gyroscope biases of the selected subset are shown in Figure 9.1.
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Figure 9.1: True and estimated history of quaternion and bias elements during three repeated faults

In this figure, it is important to note that the plots relating to the three attitude sensors are the
output of the local filter assigned to that sensor. For example, the plot ‘Magnetometer’ is the
solution estimated by the local filter assigned to the magnetometer. During a zero fault, the
magnetometer returns a zero output. This fault is active in the blue regions. Some additional
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comments on the behaviour observed in this graph are warranted.

The quaternion elements are shown to smoothly vary over time with two exceptions. First is the
Sun sensor filter, which reports deviating estimates at the start and near the end of the graph. This
is due to the spacecraft being in eclipse during this time, leading to no Sun sensor measurements
being available. The corresponding local filter must rely solely on the gyroscope data for which
the estimated bias can no longer be updated, causing the propagated state to slowly diverge over
time. This does not significantly affect the FKF output, however. The covariance of the Sun sensor
filter estimate greatly increases during this period, leading the FKF to largely ignore this output
according to Equation 4.2b.

The second, more relevant exception is the magnetometer filter, which expectedly deviates during
the fault periods. During the fault, the magnetometer measurements suddenly deviate greatly
from the true attitude. The supposed rapid movement that this deviation suggests is absorbed in
the filter by increasing the estimated gyroscope bias. The propagated state, which relies on this
bias, is used to predict the next measurement. By adjusting the bias, this prediction is then able to
more closely follow the anomalous measurements, which the filter deems optimal.

Since the filter is still processing measurements and the predicted measurement is reconciled
with the anomalous data, the covariance does not increase as much as is the case for the Sun
sensor filter during eclipses. This leads the FKF to still consider the magnetometer filter output
as trustworthy, causing the FKF estimate to also deviate from the true quaternion value. This
deviation is exaggerated for the first fault instance, where the Sun sensor is not functioning. Only
the magnetometer and star tracker are available to the FKF here, whereas for the two later instances
the Sun sensor is also available to counteract the magnetometer deviation.

This effect where the FKF falsely attributes the deviating measurements to a large change in
gyroscope bias can be lessened by adjusting the parameters of the filter, such as the process or
measurement noise. This would make it more difficult for the filter to adjust the gyroscope bias
when anomalous measurements are processed. However, this only slows the false attribution
effect and does not completely remove it. Additionally, large changes in these parameters can
make the filter unstable.

In the following sections the responses of the conventional and ML-based methods to this subset
of faults are discussed. In the final section, the effect that the application of FD has on the FKF
output is shown.

9.1.1 | Conventional Methods

The two conventional methods, relying on the measurement residual and sensitivity factor, were
simulated for the above dataset containing three instances of the magnetometer fault. Their
responses are discussed in this section.

Measurement Residual

First, the response of the measurement residual ratio to the faults is shown in Figure 9.2. During
the nominal periods, the value is stable below a value of 1, indicating the measurement residual
deviates by at most 10. However, large spikes in the ratio are observed both after the start of a
fault and after the end of a fault.

The spikes correspond to those observed in the estimated gyroscope bias in Figure 9.1. At the
start of a fault, the measurement suddenly deviates from the prediction, causing a large residual
which trips the detection. However, as the filter slowly adjusts the gyroscope bias to compensate,
they are brought more in line causing the residual to shrink over time. The ratio returns to below
30, where the detection method falsely suggests the data is no longer anomalous.

At the end of the fault, a similar effect happens. A nominal measurement becomes available again,
suddenly deviating from the anomalous data on which the filter had settled. This causes a large
residual, which is then slowly reconciled by returning the gyroscope bias to nominal levels.
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Figure 9.2: Response of measurement residual to three magnetometer zero faults

The result of this effect is that this method is not able to capture the entirety of the fault, only
responding to the start and end of the fault when the sudden change has not yet been compensated
for. By adjusting filter settings this effect can be slowed, but it would still appear for long-duration
faults. The method does not incorporate any information besides the difference between the
prediction and measurement, and is therefore sensitive to modelling mismatches in the filter itself.
While the effect can be reduced, it requires more tuning and cannot be fully eliminated.

Sensitivity Factor

Next, the response of the sensitivity factor to the same faults is shown in Figure 9.3. Here, it is
observed that the calculated factor during nominal periods sways in a larger range, between roughly
0.1 and 20, and in a more irregular pattern than the measurement residual ratio. The sensitivity
factor includes information from the master filter state and covariance, which are affected by the
other local filters. This leads to a more complex response than when only a single metric from one
local filter is considered, such as the measurement residual.
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Figure 9.3: Response of sensitivity factor to three magnetometer zero faults
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Once a fault becomes active, the factor rapidly increases by several orders of magnitude. It then
remains stable and nearly constant for the remainder of the fault. Once the fault ends, the measure
gradually decreases, returning to nominal levels over a period of roughly 150 seconds. A false
positive is present after the first fault instance, where the factor rises above the threshold for
roughly 50 seconds.

The sensitivity factor relies on the difference between the local filter and the master filter. When
the filter assigned to the magnetometer starts to deviate, the remaining filters do not. This causes
the state of the magnetometer to deviate from the master state, which is compared to the expected
uncertainty to decide when it has become anomalous. Even when the magnetometer filter has
compensated for the deviation in the gyroscope bias, the difference to the master filter remains.
This information allows this detection method to more reliably capture the entirety of the fault.

Of the conventional methods, detection based on the sensitivity factor is found to be more reliable
than the measurement residual alternative. The residual-based approach is sensitive to modelling
mismatches, only responding to the starts and ends of a fault. The sensitivity factor, on the other
hand, incorporates the master filter state for more consistent detection.

9.1.2 | ML-based Methods
Following the conventional methods, the ML-based methods were also simulated for the same
three fault instances. The responses of the iForest and LSTM predictor are discussed in this section.

Isolation Forest

The response of the iForest to the faults is shown in Figure 9.4. During normal operation, the
anomaly score hovers at roughly 0.45. When the fault is active, this rapidly increases to a value of
approximately 0.65. Once the fault ends, the score remains high for some time before decreasing
back to its original level.
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Figure 9.4: Response of iForest to three magnetometer zero faults

The response of the iForest shows similarity to that of the sensitivity factor. However, there is a
brief false positive before the second fault instance for the iForest, not corresponding to the one
observed for the sensitivity factor. Additionally, between the second and third fault instance, the
score rises closer to the detection threshold. Several outliers even cross the threshold, but they
do not trip the detection due to the post-processing step requiring three consecutive detections,
which is applied to the output of both the conventional and ML-based methods.



9.1. Fault Response 72

While the responses of the iForest and sensitivity factor are similar, the iForest takes more time to
settle back to nominal levels after the fault has ended, roughly 200 seconds instead of 150 seconds.
The sensitivity factor directly measures the statistical consistency between the local and master
filter states using their covariances. It reacts immediately as the filters are converging after the
fault ends. The iForest relies on patterns learned from past data, taking longer to classify the
transient states as normal.

LSTM Predictor

Finally, the response of the LSTM predictor to the faults is depicted in Figure 9.5. Similar to the
sensitivity factor and iForest, once a fault starts the anomaly score quickly spikes to a large value.
However, instead of remaining at this high value, the score settles at a lower constant value, though
still above the detection threshold. At the end of a fault, another spike is observed before settling
to original levels.
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Figure 9.5: Response of LSTM predictor to three magnetometer zero faults

This behaviour is explained by the selected window size of 50 samples. When this window contains
the transition from normal to faulty operation, or the opposite, a high anomaly score is found. The
combination of anomalous and nominal data points make prediction of the next sample difficult.
However, when the window only contains faulty samples, the next sample is more easily predicted,
but it does not adhere to the nominal pattern. This leads to a lower anomaly score than during the
transitions, though it is still larger than during normal operation. Additionally, one of the underlying
features includes the bias difference between the local and master filter, which also shows similar
spikes directly after the transition between states, as is seen in Figure 9.1. This compounds the
effect.

Both ML-based methods show the ability to detect the faults correctly. The calculated anomaly
scores rise upon the start of a fault, and remain above the detection threshold for the duration of
the fault. After the fault has passed, the calculated score settles to nominal levels again.

9.1.3 | Fusion Result

The FD methods are used to exclude the output of the local filter assigned to the magnetometer
from the FKF fusion when the detection is tripped. In Figure 9.6, the same dataset as was used in
the previous analysis is depicted. However, now the final fused outputs of the FKF are shown for a
system with no FD and one with FD provided by the LSTM predictor.
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Figure 9.6: Attitude estimation with and without FD

When no FD is applied, the output is significantly affected during the fault periods, with the same
original behaviour as shown in Figure 9.1. However, when a FD method is implemented, in this
example the LSTM predictor, the final output remains much closer to the true state. Both the
quaternion and bias estimates remain unaffected, showing the addition of FD in the FKF effectively
isolated the sensor fault. This difference between the fusion system with and without FD is
quantified in Table 9.1.

Table 9.1: Fusion output error with and without FD

Method Quaternlqn error B|as' error
cumulative [-] cumulative [deg/s]
No fault (baseline) 16.3 1.5
No FD 614.6 9.3
Sensitivity factor 16.4 1.5
Measurement residual 335.5 2.0
iForest 16.6 1.6
LSTM predictor 16.7 1.5

The cumulative error between the true and fused output is calculated for each FD method, for both
the quaternion and bias estimates. It is observed that both errors are greatly reduced when FD is
applied with results comparable to the baseline case in which no faults are present. All methods,
except for the measurement residual, show nearly identical results for this fault case.

To minimize the cumulative error, faults should be identified as quickly as possible. When faulty
data is included in the FKF fusion, the estimated attitude deviates from the true attitude of the
spacecraft. In the next section, the accuracy and response time of the detection methods is
therefore compared.

9.2 | Method Comparison

To compare the overall performance of the conventional and ML-based methods, all scenarios
and fault cases described in section 6.4 are considered. Each detection method was applied to
each combination of scenario and fault case, leading to a large set of performance metrics. In
this section, the results are compared per fault case first, followed by an aggregate comparison.
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The performance metrics as defined in chapter 5 are used for this comparison: recall, precision,
F,-score, and detection time, as well as the ROC curves.

9.2.1 | Star Tracker Stuck Fault
The first presented fault case is the stuck fault occurring in the star tracker. The performance of
the detection methods in this case is shown in Figure 9.7 for each method and STK scenario.

The measurement residual performs poorly across all scenarios. The F;-score is low (0.31-0.50)
and the detection time is large (138.7-162.8 seconds). As was discussed in the previous section, the
filter adapts to the faulty measurements by adjusting the gyroscope bias, keeping the predicted
measurement in line with the anomalous measurement. Since the stuck fault only causes a gradual
deviation from the true value over time, the filter can keep the measurement residual small. The
threshold is not crossed until the deviation outgrows the ability to adjust the gyroscope bias,
producing a long detection time and correspondingly low detection accuracy.
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Figure 9.7: Performance across scenarios for star tracker stuck fault

The sensitivity factor shows more consistent results, with F,-scores between 0.80 and 0.93 across
scenarios. The detection time is improved significantly compared to the measurement residual,
between 30.3 and 71.5 seconds.

The LSTM predictor shows comparable but slightly better metrics in terms of accuracy, outperform-
ing the sensitivity factor in all scenarios except the tumbling scenario (F,-score between 0.88 and
0.96). The largest improvement is in the detection time, which is drastically lowered to between
6.7 and 13.9 seconds. As was expected, the sequence-based detection method is able to more
rapidly detect the slow deviation of the sensor, whereas the point-wise sensitivity factor requires
the difference to grow more first.

The iForest shows slightly worse accuracy when compared to the sensitivity factor, with F,-scores
between 0.70 and 0.83. Especially in the target tracking and tumbling scenarios, the sensitivity
factor outperforms the iForest. A similar result is observed for the detection time, which is roughly
equal to the sensitivity factor in the default and safe scenarios, but significantly longer in the target
tracking and tumbling scenarios.

Besides these performance metrics, the ROC curves were calculated for each method, which is
shown in Figure 9.8. Note that these rely on the traditional counts of true/false positives/negatives,
instead of the range-based metrics depicted in Figure 9.7, as described in chapter 5.
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Figure 9.8: ROC curves across scenarios for star tracker stuck fault

All methods except the measurement residual show consistently good curves tending towards high
TPR at low FPR, with the iForest and LSTM predictor performing slightly better than the sensitivity
factor in general. This suggests they are more threshold-agnostic. The measurement residual
performs poorly, often worse than the random classifier.

9.22 | Magnetometer Zero Fault
Continuing with the second fault case in which the magnetometer output goes to zero, the results
as shown in Figure 9.9 are obtained.

Again, the measurement residual performs poorly (F,-scores between 0.38 and 0.51), though the
detection time has improved. The more abrupt and large deviation helps the method to more
quickly and accurately detect the anomaly. As was shown in Figure 9.2, the detection spikes at the
start and end of a fault, but fails to capture its entire duration, leading to low detection accuracy.
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Figure 9.9: Performance across scenarios for magnetometer zero fault

The sensitivity factor shows greater accuracy (F;-scores between 0.88 and 0.96), as well as fast
detection times (between 4.7 and 15.0 seconds). Again, the abrupt nature of the fault leads to a
more obvious deviation that is picked up by the methods. This time, the LSTM predictor shows
accuracy slightly below that of the sensitivity factor, with F-scores varying between 0.84 and 0.92.
The detection time, however, is even faster than in the previous fault case, showing 4.0 seconds for
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all cases except the tumbling case where it is 15.8 seconds. It is important to consider the addition
of the post-processing step which requires three consecutive detections before tripping. At the
simulation rate of 1 Hz, this means the anomaly score has already risen above the threshold after
the first anomalous data point.

The iForest shows accuracy comparable to the sensitivity factor with F;-scores in the range 0.90-0.94,
except in the tumbling scenario where it drops to 0.66. The detection time has greatly improved
compared to the previous fault case and is en par with the LSTM predictor, between 4.0 and 14.1
seconds.

Again, the ROC curves for each method were plotted, shown in Figure 9.10. Similar to the star
tracker stuck fault, the sensitivity factor, iForest, and LSTM predictor perform well. In contrast to
the previous fault case, the measurement residual now performs considerably better, though still
not at the level of the other methods. Again, the more abrupt and obvious nature of the fault
makes for easier detection compared to the more gradual stuck fault.
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Figure 9.10: ROC curves across scenarios for magnetometer zero fault

9.23 | Sun Sensor Axis Fault

The third and final fault case, where one of the three axes of the Sun sensor fails, produces the
results shown in Figure 9.11. First, it is noted that all methods perform considerably worse in terms
of accuracy than in the other fault cases.
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Figure 9.11: Performance across scenarios for Sun sensor axis fault



9.2. Method Comparison 77

There are several causes for this decrease in accuracy. First, the attitude based on the faulty
Sun sensor measurement still closely resembles the true attitude in many orientations. Except
for specific attitudes, the estimate does not diverge significantly, making fault detection difficult.
Additionally, eclipse periods impact the available instances of faults. The eclipse periods are left
out of consideration due to the inability for faults to be observed within them. This reduces the
available number of fault instances for each dataset.

Again, the measurement residual performs the worst, with very low F-scores between 0.16 and
0.19. The reported detection time is low, between 4.0 and 9.6 seconds. However, this can be
explained by observing the high recall score but low precision score. The method is triggering
repeatedly in short spikes, meaning a detection is often present right after a fault starts. This is
not due to accurate detection of the faults, but rather random chance.

The sensitivity factor shows significantly worse results compared to the previous fault cases.
The accuracy is much lower, with F;-scores dropping to between 0.34 and 0.51. Similar to the
measurement residual, a high recall but low precision score is observed in all scenarios. The
reported detection times, between 4.0 and 27.3 seconds, suffer from the same issue as those
of the measurement residual. Due to the low detection accuracy, the low detection time is not
trustworthy. The iForest shows comparable results with F;-scores between 0.34 and 0.45, except
in the tumbling case, where the iForest is the best-performing method with an F;-score of 0.68.
The detection time in this case is 15.7 seconds.

Finally, the LSTM predictor performs the best across the scenarios on average. The reported
accuracy and detection times are much more consistent, with F-scores between 0.56 and 0.65,
and detection times between 4.2 and 8.5 seconds. This method is the only method that produces
an F;-score over 0.5 across all scenarios, making it the only method that can detect the Sun sensor
fault in daylight with moderate accuracy.

9.24 | Overall Comparison

The achieved scores and detection times of each method are collected visually in Figure 9.12. The
means and standard deviations across scenarios and fault cases were calculated and are tabulated
in Table 9.2. Note that the reported metrics reflect the variation between the scenarios and fault
cases, not statistical uncertainty.
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Figure 9.12: Comparison of scores and detection times across scenarios and fault cases
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Table 9.2: Average performance across scenarios and fault cases

Method Recall;, Precision, F)-score, Detectiontime ROC-AUC

mean (SD)[] mean (SD)[-]  mean (SD) [-] mean (sD) [s] mean (sD) [-]
Sensitivity factor 0.9168 (0.07)  0.6787 (0.30)  0.7303 (0.23) 23.1 (21.4) 0.8073 (0.20)
Measurement residual  0.9326 (0.03)  0.2090 (0.09)  0.3316 (0.12) 55.0 (70.2) 0.5580 (0.23)
iForest 0.7503 (0.19)  0.6832 (0.24)  0.6910 (0.20) 41.1 (32.1) 0.7716 (0.09)
LSTM predictor 0.9356 (0.04) 0.7233 (0.18)  0.8051 (0.14) 7.34 (3.69) 0.8778 (0.14)

As was observed in Figure 9.7, 9.9, and 9.11, the measurement residual has the lowest average
accuracy (F;-score of 0.33) and longest average detection time (55.0 seconds). The poor accuracy,
combined with the high detection time, makes this an unreliable detection method. This is reflected
in Figure 9.12, where the method shows consistently high recall but low precision. Additionally,
the detection time is low in some scenarios, but very high in others. The low detection times
are mostly not trustworthy due to the low detection accuracy. The approach taken when using
the measurement residual is the only one that does not incorporate the difference between the
local and master filter, basing the anomaly score only on the variables in the local filter. This lack
of information, combined with the inability to detect gradual faults well, leads to this being the
worst-performing method.

The other conventional method, the sensitivity factor, performs much better. With an average
F,-score of 0.73, this method yields moderately accurate detection. Similarly, a moderate average
detection time of 23.1 seconds is found. The inclusion of the difference between the local and
master filter, as well as the incorporation of the state covariances, provides this method with
enough information to detect anomalies with higher accuracy and speed. However, the method
shows significant variance between scenarios and fault case. This is observed in Figure 9.12,
where the IQR of the F}-score varies between 0.50 and 0.91 across scenarios and fault cases. The
performance of the method thus depends highly on the spacecraft and anomaly behaviour.

The iForest shows a similar but lower average accuracy with an F;-score of 0.69. The accompanying
average detection time is much greater when compared to the sensitivity factor, at 41.1 seconds.
This method, similar to the sensitivity factor, is a point-wise method, not considering the temporal
history. The iForest relies on similar underlying information as the sensitivity factor, though en-
coded as normalized features. This makes it difficult to surpass its performance without additional
context. In contrast to the sensitivity factor, however, the iForest shows more consistent results
for varying cases with an IQR for the F}-score of 0.61 to 0.85.

The second ML-based detection method, the LSTM predictor, yields the best results, both in
terms of average accuracy (F-score of 0.81) and detection time (7.34 s). Additionally, the variance
between scenarios and fault cases is significantly lower, indicating more stable behaviour across
these situations. The IQR for the F;-score observed in Figure 9.12 is between 0.64 and 0.91. The
sequence-based detection allows the method to learn temporal patterns, both long- and short-term.
This leads to more rapid detection across all scenarios, especially with gradual faults.

Since the sensitivity factor is a more reliable conventional baseline, the ML-based methods are
compared to this method. The percentual difference between them and the sensitivity factor are
shown in Table 9.3.

Table 9.3: Performance of ML-based methods compared to sensitivity factor

Method Recall; Precision; F,-score; Detectiontime ROC-AUC
iForest —18.2% +0.7% —5.4% +77.7% —4.4%
LSTM predictor  +2.1% +6.6% +10.2% —68.3% +8.7%

The iForest does not improve the detection performance of the sensitivity factor. While the overall
accuracy is comparable, only 5.4% lower than that of the sensitivity factor, the detection time is
drastically longer, increasing by 77.7%.
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The LSTM predictor, on the other hand, improves upon all performance metrics of the sensitivity
factor. The Fj-score is increased by over 10%. More significant is the reduction in detection
time, which is reduced by over a factor of three when using the LSTM predictor instead of the
conventional method. This improvement is especially significant and can clearly be observed in
the comparison of Figure 9.12. The LSTM predictor method never exceeds a detection time of 15.8
seconds across all simulated scenarios and fault cases.

To summarize, the measurement residual proves unreliable due to its sensitivity to modelling
mismatches in the local filter. The sensitivity factor is the more reliable conventional method which
incorporates information from the master filter to produce moderate detection performance. The
iForest shows less dependence on the fault case and scenario, but has worse performance overall,
especially in detection time. Finally, the LSTM predictor is the best-performing method, increasing
the detection accuracy and especially improving the detection time.
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Computational Impact

To determine the computational impact of the various anomaly detection methods, a static analysis
was performed to characterize their efficiency. While the methods discussed in this report are
implemented as Python code, these are not representative of optimized or embedded solutions.
Therefore, measuring the execution time and memory usage of the Python code is not sufficient
to compare the detection methods.

Counting the number of elementary operations, such as floating-point operations (FLOPs), and
estimating memory usage are widely used to compare algorithms independent of specific imple-
mentations [107]. This type of analysis provides a hardware-independent baseline for estimating
the computational cost. Due to behaviour that is difficult to predict, such as memory access and
other hardware effects, the result does not always correlate perfectly with runtime [107]. However,
it is a well-recognized method that allows for a general comparison of the methods despite these
limitations.

The following sections aim to estimate the computational cost and the size of memory used for
inference at one timestep for each of the methods. First are the conventional methods: the
sensitivity factor (section 10.1) and measurement residual (section 10.2). They are followed by the
ML-based methods: the iForest (section 10.3) and LSTM predictor (section 10.4). The results of the
methods are compared in section 10.5, accompanied by an evaluation of their potential use on
CubeSat-class hardware. Training costs are not included in this analysis, since it is presumed the
model is trained on the ground and only inferred from on-board.

The computational cost is determined using two classes of operations. First, the number of
FLOPs required for one inference step is counted. This is defined as an arithmetic operation on a
floating-point number, including multiplication, addition, subtraction, and division. For simplicity,
computations such as square root or exponentiation are also counted as one FLOP. The FLOP
count indicates the volume of computation that is required. The second class of operations, sup-
plementing the FLOP count, is the number of comparisons (COMPs) that are performed. These are
conditional evaluations, such as determining which of two values is larger or smaller. Comparisons
are particularly important in tree-based models, such as the iForest. Comparisons are typically
executed by different units of a processor, and captures a second source of computational effort.
The comparison of the calculated score and the detection threshold is not included in this count
since this is present for all methods while being insignificant compared to the actual calculation.

The memory usage of the methods is also divided into two classes. First, the static memory is
defined as the memory that is permanently required to store a method’s parameters or other
model attributes, such as the weights and biases of the LSTM network. This represents the inherent
footprint of a model, independent of how many samples are being processed. The static memory
also places a constraint on the hardware it is run on, determining whether the model can fiton a
device at all. The second class of memory is the runtime memory. This consists of all the temporary
variables, intermediate values, or other memory that is created or needed during inference. The

80
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runtime memory describes the size of the intermediate computations and indicates the transient
demands of the method. A 32-bit system is assumed, since this is the predominant architecture
used in typical OBCs, as was identified in section 2.3.

A common operation in the following sections is the matrix multiplication. The number of FLOPs
required for the multiplication of two matrices of sizes n x p and p x m is [108]:

FLOPmatmuI(napa m) = nm(2p — 1) (10.1)

10.1 | Sensitivity Factor

The number of FLOPs needed to calculate the sensitivity factor is found by examining Equation 7.1.
First, the states of the local and master filter, &, and & - respectively, are subtracted (element-wise).
The size of these state vectors is denoted as n. Thus, n FLOPs are needed for the subtraction. Itis
assumed this result is stored for both uses in the equation.

Next, the covariance matrices of the states, P, and P, are added (element-wise). Since these
matrices are both n x n, this requires n? FLOPs. The resulting matrix is inverted. This operation,
when using Cholesky decomposition, requires n® + n? + n FLOPs, including square roots as one
FLOP [108].

Now, the result of the vector subtraction and matrix inverse are multiplied. Following Equation 10.1,
this requires n(2n — 1) = 2n%? — n FLOPs. The result of this computation is multiplied with the
subtracted vectors again, adding an additional 2n — 1 FLOPs.

The sensitivity factor does not rely on any comparisons, thus uses 0 COMPs. The total number of
FLOPs required for the calculation of the sensitivity factor at one time step is then the summation
of the previous parts:

FLOPs; = n® + 4n? + 3n — 1 (10.2)
COMPg; = 0 (10.3)

Considering the states in this case consist of n = 6 elements, the calculation of the sensitivity factor
requires 377 FLOPs.

To estimate the runtime memory usage of this calculation, it is assumed that the result of the
vector subtraction (1 x n), matrix addition (n x n), and intermediate matrix multiplication result
(1 x n) are stored. This is a total of n? + 2n elements. The sensitivity factor does not require
permanent storage of any parameters, and thus has a static memory usage of 0 bytes. Assuming
32-bit floating-point values, each element requires 4 bytes:

MEMZ&N™E — 4(n2 4+ 2n) (10.4)
MEMERHC — o (10.5)

Again, using n = 6, this results in an estimated runtime memory usage of 192 bytes.

10.2 | Measurement Residual

The number of FLOPs required for calculating the measurement residual value similarly follows
from Equation 7.3. Itis assumed the residual v is already calculated within the filter, and is therefore
not included in the FLOP count of this method.

First, the square root of the diagonal of the innovation covariance P, is calculated. Here, the size
of the residual vector, and thus the dimension of the covariance matrix, is denoted as n. Counting
one square root operation as one FLOP [108], this requires n FLOPs. Next, the residual v is divided
by the square root of the diagonal (element-wise), adding n FLOPs. Finally, the norm of this vector
is calculated. This requires 2n FLOPs.

The measurement residual, like the sensitivity factor, does not require any comparisons, thus uses
0 COMPs. Summing the previous contributions, the number of FLOPs required to calculate the
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measurement residual ratio is found, leading to:

FLOP, g = 411 (10.6)
COMP, g = 0 (10.7)

Considering a quaternion measurement of n = 4 elements, this results in 16 FLOPs.

Assuming the calculated standard deviation vector, as well as the result of the subsequent vector
division, are stored between operations, 2n elements are placed in runtime memory. Similar to
the sensitivity factor, no parameters need to be stored permanently, thus the static memory usage
is 0 bytes. Again assuming 32-bit floating-point numbers, this leads to:

MEMreqi™ = 8n (10.8)
MEMERHE — o (10.9)

Again, using n = 4, an estimated runtime memory usage of 32 bytes is found.

10.3 | Isolation Forest

The resource usage for the iForest differs from the conventional methods, and in fact most ML-
based methods. Instead of performing large computations, inference of an iForest relies mostly
on comparisons between the sample and pre-defined thresholds.

The iForest consists of T'iTrees, each of which contains ¢ samples. During inference for some
sample s, the path length h through the i-th iTree is determined, as h;(s). Then, the average
path length over all iTrees, E(h(s)), is used to calculate an anomaly score. Assuming the iTree
is balanced, the depth of the tree is [log,(¢)] [40]. Following from the maximum percentage of
samples used by one tree, derived in section 8.3, ¥» = 60% N, where N is the total number of
samples in the training dataset.

At each internal node of the iTree, the sample is compared to the threshold, and a child node is
selected. For simplicity, this is assumed to count as 1 comparison. Using the assumption that the
tree is balanced, at most [log, ()] — 1 comparisons are performed in each iTree in the worst-case
scenario. The cost of the entire forest is then the cost of one iTree multiplied by the number of
iTrees T.

Once all trees have been traversed, the average path length E(h(s)) across all iTrees is calculated.
This requires T — 1 additions and one division for a total of TFLOPs. The anomaly score is then
calculated as [40]:

E(h(s))

27 c(n)

Here, c¢(n) is a constant determined from training. This calculation thus requires one division
(1 FLOP), one negation (1 FLOP), and one exponentiation (1 FLOP) for a total of 3 FLOPs. While
exponentiation is typically more expensive than other arithmetic operations, it is counted as 1
FLOP for simplicity.

The total number of FLOPs and COMPs required for inference of the iForest is then:

FLOP =T + 3 (10.10)
COMP = T([log,(¥)] — 1) (10.11)

The selected number of iTrees in section 8.3 is T' = 150. The number of samples for each tree can
be found using the specified 60% of the total samples used for each iTree. In this case, the model
was trained using 345 600 total samples, leading to a number of samples per iTree of ¢ = 207 360.
Substituting these values into Equation 10.10 and 10.11 leads to a required 153 FLOPs and 2550
COMPs.

Next, to estimate the static memory usage of the iForest, the distinction between internal and leaf
nodes has to be made. Internal nodes typically store four elements: the index of the feature that
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is being split, a split threshold, and pointers to the left and right children nodes [40]. It is assumed
each of these is a 32-bit value. Leaf nodes do not need to store children or split information.
Instead, they typically store a single value: the depth of the leaf node in the tree [40]. This is used
as the path length when traversing the tree, avoiding the need to keep track of it separately. This
is also assumed to be a 32-bit number, resulting in:

MEM;Ene el = 16 [bytes] (10.12)
MEM;Hes: = 4 [bytes] (10.13)

The number of internal nodes in an iTree is Niyernal = ¥ — 1 and the number of leaf nodes is
Near = ¥ under the worst-case assumption that the tree is full [40]. The memory used by a tree is
then the sum of the memory used for internal nodes and the memory used for leaf nodes:

MEMISI:—Eiattrige = Ninternal MEMISIEﬁﬂgernal + Nleaf MEMFI:—[ig;f =20y — 16 (10.14)

The runtime memory usage is much lower than the static memory usage. The found path lengths
for each iTree need to be stored before averaging, leading to T values. Other variables, such
as tracking variables needed for tree traversal, depend heavily on the implementation and are
assumed negligible for simplicity. The static memory used by the entire iForest is the static memory
used for one iTree multiplied by the number of iTrees T. This results in:

MEMENtMe — 47 (10.15)
MEM;PY = TMEM,ee = T(20¢) — 16) (10.16)

Using the tuned value of T' = 150 iTrees, and the value of ¢ found before, this results in a static
memory usage of 6.221 x 10® bytes (622.1 MB) and runtime memory usage of 600 bytes.

10.4 | LSTM Predictor

The resource usage of the LSTM predictor involves large matrix multiplications and related opera-
tions. To determine the number of FLOPs and memory used for inference, the processing of one
window, as described in subsection 3.4.4, is followed step-by-step.

To update the state and hidden output for one LSTM cell based on one input, the following
computations are performed:

* Forget-, input-, and output gate (Equation 3.2, 3.3, and 3.6 respectively)

+ Cell state candidate and update (Equation 3.4 and 3.5 respectively)

+ Cell output (Equation 3.7)

The calculation of the gates and the candidate cell state follow a similar structure:
activation Wz, + U h,_; + b)

where W and U are weight matrices, b is a bias vector, and either a sigmoid or tanh activation
function is used. The hidden state h is a vector of dimension H. The input z is a vector whose
dimension is noted as 1.

For the calculation of one gate, the required number of FLOPs for the first matrix multiplication
(W z,) follows from FLOP 5emu (H, I, 1) and for the second matrix multiplication (U h,_;) from
FLOP matmul(H, H, 1). The bias vector addition adds H FLOPs. The resulting vector is passed through
the activation function, the sigmoid. The sigmoid is defined as 1/(1 + exp(—z)), showing a division,
addition, exponentiation, and negation, for an assumed total of 4 FLOPs. Applying this to the
vector of size H thus adds 4H FLOPs. Combined, this leads to the required number of FLOPs for
the computation of one gate output:

FLOPLSTM_gate(I, H) = FLOP,atmul (H, I, 1) +FLOP 1 emu (H, H, 1)+ H+4H = 2H?+2TH+3H (10.17)
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This computation occurs four times, for the input-, forget-, and output gate, as well as the cell
candidate values. Besides this, the cell state is updated and the output hidden state is computed.
This first operation, described by Equation 3.5, consists of two element-wise vector multiplications
and a vector addition, each of dimension H. This combines to 3H FLOPs. The second operation,
computing the output state in Equation 3.7, involves applying the tanh activation function on the
cell state. The number of FLOPs depends on implementation and the input value, but for rational
numbers and single-precision is roughly eight FLOPs [109]. Thus, to apply the function to the cell
state of size H, this yields 8 H FLOPs. The result is multiplied with the output gate (element-wise),
adding H FLOPs. Combining these operations with four gate computations leads to the required
number of FLOPs for one LSTM cell:

FLOP stm.cen (I, H) = 4 - FLOP st.gate (I, H) + 3H + 9H = 8H? + 8T H + 24H (10.18)
The value for the input dimension I depends on which cell is considered. The first cell receives
an input sample s, of dimension S, while subsequent cells receive the hidden state output of the

previous cell, with dimension H. Denoting the number of LSTM layers as L, this yields the required
FLOPs for the computation of all stacked cells:

L-1
FLOPLSTM—stack(Sv H, L) = I:I-Oplstm—cell (Sv H) + Z FLOPIstm—ceII<H7 H)
=8H?+8SH +24H + (L — 1) (16H? + 24H)

(10.19)

Considering an input window containing N samples, each sample is processed one-by-one by each

of the cells in the stack. The final output of the final cell is then passed through the dense layer,

which performs a final weight and bias computation before obtaining the predicted next sample:

FLOPLSTM-predict(‘Sa H,L, N) =N- FLOPLSTM-stack(Sa H, L) + FLOPmatmuI(Sa H, 1) +S
= N(8H?+8SH +24H + (L — 1) (16H? + 24H)) + S(2H — 1) + S

(10.20)

Finally, the anomaly score is calculated as the norm of the difference between the predicted and

observed sample. This leads to a subtraction of S FLOPs, and a vector norm of 25 FLOPs. The total

required FLOPs for anomaly detection with the LSTM predictor is then the summation of the FLOPs

required for prediction and the calculation of the score. The LSTM predictor does not require any
comparisons for inference. This results in:

FLOP stm (S, H, L, N) = FLOP stmepredict (S5 H, L, N) + 35
= N(8H? +8SH +24H + (L —1) (16H? + 24H)) + S(2H — 1) + 4S5
COMPLSTM - 0 (1 0.22)

(10.21)

The tuned hyperparameters of the LSTM predictor were found in section 8.3: sample dimension
S = 7, hidden dimension H = 64, window size N = 50, and number of stacked LSTM cell L = 4.
Using these values in Equation 10.21 yields a required 11956 117 FLOPs.

The static memory consists of the weights and biases contained within the LSTM cells, as well as
the final dense layer. Each gate uses two weight matrices and one bias vector, sized based on the
input dimension I and hidden dimension H. Again assuming each element is a 32-bit floating-point
number: A

MEMPSN gate (1, H) = 4 (H? + ITH + H) (10.23)

Each cell consists of four gates, leading to the static memory usage of one LSTM cell:
MEMitSE!IFIi\Z—ceII(Iv H) =4- MEMitSql'tliVIc—gate =16 (H2 +1H + H) (10.24)

The size of the input depends again on which cell is considered. The first cell has input dimension
S, while the remaining cells have input dimension H:

L—1
MEMitSiPll\z—stack(Sv H, L) = MEMEtSqI:EII\;—ceII(S7 H) + Z MEMitSaTtII\Z—ceII(Ha H)
=16 (H?>+ SH + H) + (L — 1) (32H? + 16H)

(10.25)
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Finally, the dense layer adds a weight matrix (S x H) and bias vector (S x 1):

MEMST (S, H, L) = MEM{ST stack (S, H. L) + 4(SH + 5)

5 ) (10.26)
=16(H*+ SH + H) + (L —1) (32H* + 16H) + 4(SH + S)

Using the tuned values of S = 7, H = 64, and L = 4, this results in an estimated static memory
usage of 471836 bytes (471.8 kB).

Part of the runtime memory are the cell states (H x 1) and hidden states (H x 1) that persist for
each cell during inference. Thus, for each cell, 8H bytes are stored. With L cells, this becomes 8 LH
bytes. Next, it is assumed that the values of each of the four gates (H x 1) are temporarily stored,
as well as the intermediate results of the candidate cell state and output activation (both H x 1).
This adds six vectors of H elements each, adding 24H bytes for all cells. Here, it is assumed this
memory is reused between calculations. Summing the contributions yields:

MEMYMIMe _ QT H + 24 H (10.27)

Using the values L = 4 and H = 64, this results in a runtime memory usage of 3584 bytes (3.58 kB).

10.5 | Comparison

The results of the static analysis are summarized in Table 10.1. Note that these are estimates
that do not exactly correlate to real-world performance directly due to variations in the ultimate
implementation and hardware effects that have not been accounted for. However, they serve as
order-of-magnitude values for comparison of the methods. Additionally, the amounts listed in
the table represent one inference. To effectively make use of the FKF, multiple local filters should
exist, thus requiring multiple instances of the fault detection method. In this simulation, three
local filters were used, thus the values in this table should be multiplied by three to obtain the total
fault detection cost.

Table 10.1: Comparison of estimated resource usage for one inference from static analysis

Computation Memory usage
Group Method FLOPs COMPs  Static  Runtime
Conventional Sensitivity factor 377 0 0B 192 B
Measurement residual 16 0 0B 32B
ML-based iForest 153 2550 622.1 MB 600 B
LSTM predictor 1.20 x 107 0 471.8kB  3.58 kB

The conventional methods are substantially less computationally demanding than the ML-based
alternatives. Both conventional approaches require only minimal computation, combined with
negligible memory requirements. Notably, there is also no need to store any model parameters.
The ML-based methods show greater requirements, with the iForest having the largest model size,
and the LSTM predictor the most demanding computations.

To evaluate whether the methods could feasibly run on CubeSat hardware, two constraints were
considered: the memory constraint and the compute constraint. First, it should be determined
whether the static and runtime memory fits within the budget of the OBC. Second, the required
number of FLOPs and comparisons should be executed within reasonable real-time margins. This
analysis is based in part on the collection of OBCs identified in section 2.3.

10.5.1 | Memory Constraint

Both conventional methods require no static memory, with runtime memory in the order of tens
to hundreds of bytes. This memory footprint is negligible compared to the listings in Table 2.1,
fitting comfortably within any OBC's memory constraints.

The iForest requires hundreds of megabytes to store the trained model, depending in large part on
the number of samples used by each iTree. None of the listed OBCs in Table 2.1 provide random
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access memory (RAM) in this range. The most capable units provide several gigabytes of flash
memory, though this type of storage can be too slow for the repeated tree traversal that is required
for the iForest method. When the majority of the model cannot be stored in RAM, the access
latency greatly increases [110]. Storing and accessing such a large model on a microcontroller
platform is therefore infeasible. The runtime memory of several hundred bytes is again negligible,
but irrelevant since the static memory requirement already exceeds the available capacity by an
order of magnitude.

The LSTM predictor requires several hundred kilobytes of static memory, and several kilobytes of
runtime memory. The runtime requirement fits comfortably on most options listed in Table 2.1.
The static requirement is, however, more constraining. Lower-end units with only a few hundred
kilobytes of RAM likely cannot store the entire model while maintaining other memory overhead.
Some higher-end options provide more capacity, likely enough to store the model. This was also
observed in previous studies, such as by Horne et al. in 2023 [111]. Here, a similar model was used
in combination with a similar processor based on the 32-bit ARM Cortex-M7. Thus, use of the LSTM
predictor on a CubeSat OBC using a microcontroller is feasible memory-wise, though requiring
higher-end options.

10.5.2 | Compute Constraint

Again, both conventional methods present negligible computational requirements. Even at very
high sampling rates, the required workload would likely correspond to microseconds of computa-
tion.

The iForest requires a similar amount of FLOPs compared to the conventional methods. However,
several thousand comparisons are introduced during tree traversal. Each comparison involves
memory access and branching, which can be expensive depending on the architecture. As was
identified before, the model cannot fit into RAM. Thus, if the model were to be placed in long-term
memory, such as flash memory, accessing parameters would make real-time traversal infeasible.
Even though the FLOP count is small, the tree traversal cost renders this method infeasible.

With approximately 1.2 x 107 FLOPs, the LSTM predictor is the most computationally demanding
method by far. Assuming the OBC is indeed capable of 70 MFLOPs per second as found in the
aforementioned study [59], it could be feasible to run the LSTM predictor next to other application
overhead. However, the update frequency would be limited, likely not exceeding 1 Hz.

10.5.3 | Summary

Both conventional methods require negligible computation and memory capacity, requirements
which are easily met by even low-end microcontrollers used in CubeSat OBCs. The ML-based
methods are less straightforward.

The iForest suffers from a very significant model size which cannot fit in the RAM capacity of any
microcontroller analysed in section 2.3. An alternative would be to store the model in flash memory,
but this greatly slows memory accesses which makes tree traversal infeasible. Therefore, the iForest
is considered infeasible, unless more powerful OBC alternatives are used or the implementation is
optimized.

The constraining static memory size is linearly dependent on the number of iTrees and the number
of samples the model is trained with. In the implementation in this project, over 200 thousand
samples are used to train each iTree. Reducing this number can greatly reduce the memory
footprint of the iForest, but this would simultaneously affect performance. To illustrate, the largest
RAM capacity listed in section 2.3 is 64 MB. Assuming the entire capacity would be available to
store the iForest model, only about 10% of the currently used training samples could be used per
iTree. As was observed during tuning of the hyperparameters in section 8.3, this would drastically
lower the F;-score.

The LSTM predictor model fits on several of the listed higher-end microcontrollers, which is con-
firmed by a case study with a similar model and microcontroller [111]. The necessary computations
would be feasible under limited inference rates. With optimization, the viability of this method
could be further improved.
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Conclusion

The research objective identified in chapter 1 specified the desire to improve the reliability of
the attitude determination system (ADS) in CubeSats by applying machine learning (ML) to fault
detection (FD) within the federated Kalman filter (FKF). Subsequently, the main research question
was defined as follows:

What is the accuracy and computational impact of a machine learning-based classifier in
performing fault detection within a federated Kalman filter for CubeSat attitude determina-
tion?

In section 11.1, this question is answered based on the results presented in this report. This is
followed by recommendations for future research into this topic, presented in section 11.2.

11.1 | Answers to Research Questions

In chapter 1, several sub-questions of the main research question were defined. In the following
sections, conclusions are drawn using the results and observations obtained throughout the
research project.

RQ1: Which ML-based methods are suitable for fault detection in an FKF?

In this research project, two ML-based FD methods were selected through a trade-off process. Five
candidate methods were chosen based on literature and expert input, ranging from lightweight and
classical methods, to deep-learning temporal models. Unsupervised methods are preferred due
to the general lack of training data in the space industry, especially datasets containing annotated
anomalies. Additionally, these methods can detect faults not seen during training.

Using weighted scoring and a sensitivity analysis, the long short-term memory (LSTM) predictor
and isolation forest (iForest) were selected for application within the context of FD in the FKF.
First, the LSTM predictor is a type of recurrent neural network (RNN) which excels at recognizing
temporal patterns. Its ability to consider the history of variables allows it to detect even gradual
faults more rapidly. It comes with a significant computational cost due to the large amounts of
matrix operations during inference.

The iForest is a more computationally lightweight and simple alternative. It differs from most other
ML-based methods in that no weights or biases are learned. Instead, many binary trees, isolation
trees (iTrees), are created which randomly divide samples into branches. This makes the method
robust to noise and simple to implement.

Beyond their theoretical suitability, the selection of the LSTM predictor and iForest reflects a
distinction between temporal and point-wise FD. The FKF produces time-varying signals, and
methods capable of exploiting this, such as the LSTM predictor, are expected to have an inherent
advantage in this context. Point-wise methods, like the iForest, operate on individual samples and

87
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therefore cannot capture faults that evolve over time as well.

As is shown in the subsequent research questions, experimental results confirm this expectation.
The extent to which each method can separate faulty from nominal data is shown in the answer to
RQ2. This is compared to the conventional methods in the answer to RQ3.

RQ2: How effectively can ML-based classifiers distinguish between faulty
and non-faulty subfilter outputs in an FKF?

To determine the behaviour of the selected ML methods in response to faults, a detailed simu-
lation was developed. A reference CubeSat was placed in four operational scenarios: tumbling,
target tracking, safe mode, and a nominal mode. Sensor models for the gyroscope, star tracker,
magnetometer, and Sun sensor were developed and implemented, allowing for the injection of
various fault types.

The gyroscope was combined with each of the other sensors to create three local filters, using the
unscented quaternion estimator (USQUE) algorithm. Their local estimates are fused by a master
filter, forming an FKF in no-reset mode. Three types of fault were simulated for each scenario:

* Stuck fault: sensor output becomes constant, gradually deviating from the true value.
* Axis fault: partial failure, one of the three sensor axes fails.
+ Zero fault: complete failure, sensor only produces zero output.

The response of the ML-based detection methods to these faults was recorded and analysed. Per-
formance metrics were used to quantify their ability to detect faults. First, range-based alternatives
to the traditional recall and precision were used and subsequently combined to a range-based
F,-score. In addition, the duration between the onset of a fault and the first detection of that fault
was measured. Finally, the receiver operating characteristic (ROC) curves using the traditional
category counts were generated. These scores were obtained for each method in each separate
combination of scenario and fault case.

The results show that both methods were able to identify the occurrence of faults reliably. During
nominal operation, the automatically selected threshold is rarely exceeded. Upon the start of a
fault, the anomaly score increases drastically and remains above the threshold for the duration of
the fault, before returning to nominal levels.

The iForest achieved a mean F;-score of 0.69 across all scenarios and fault types, while the LSTM
predictor exceeds this result with an F;-score of 0.81. Both show limited sensitivity to the scenario
and fault case. In terms of time-to-detection, the LSTM predictor again outperforms the iForest,
with mean times of 7.34 and 41.1 seconds respectively. Here, the LSTM predictor is very consistent,
providing rapid detection in all considered cases. The iForest shows more variance, with detection
times reaching 180 seconds for the gradual stuck fault.

Overall, the LSTM predictor was found to be more reliable than the iForest. The latter method
only considers the current timestep, meaning a gradual deviation is more difficult to detect until
it has grown significantly. This leads to a larger time between the onset and detection of a fault.
In contrast, the LSTM predictor considers the temporal history, allowing it to detect these same
deviations more rapidly.

Taken together, the results show that ML-based methods are effective fault detectors in the FKF.
They consistently separate faulty from nominal behaviour, respond reliably across scenarios, and
produce limited false alarms. The LSTM predictor is highly effective, while the iForest, despite
being less responsive, still achieves reliable detection in most cases.

RQ3: How accurate are ML-based classifiers in detecting faults within an FKF

compared to conventional methods?

The selected ML-based methods were compared to two conventional methods taken from literature:
the sensitivity factor and measurement residual ratio. Using the simulation of a CubeSat in
several scenarios, affected by multiple different faults, their accuracy was scored using the same
performance metrics.
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The obtained results indicate that of the conventional methods, the sensitivity factor is superior.
It provides moderately accurate detection with a mean F;-score of 0.73 and a mean detection
time of 23.1 seconds, though the performance shows significant variance with scenario and fault
type. The measurement residual ratio fails to capture the entirety of some faults, especially when
they are gradual in nature, showing sensitivity to the Kalman filter falsely attributing anomalies to
gyroscope bias. This effect can be reduced through tuning of the filter, but not fully eliminated
for long-duration faults. As a result, the measurement residual received very low accuracy scores,
never exceeding an F;-score of 0.51. The sensitivity factor is therefore used as the baseline for
comparison of the conventional and ML-based methods.

The iForest shows similar accuracy to that of the sensitivity factor with an F}-score 5.4% lower,
though it is more scenario- and fault-agnostic. Its average time-to-detection has drastically in-
creased by 77.7%.

The LSTM predictor was shown to be the most reliable detection method overall, improving all
metrics found for the sensitivity factor. Its average accuracy is the highest of the considered
methods with little variance, indicating situation- and fault-agnostic detection, boasting a 10.2%
increase in F;-score compared to the sensitivity factor. Furthermore, this method detected faults
within 15.8 seconds across all tested scenarios and faults, with the mean of 7.34 seconds being
over three times lower than the mean detection time of the conventional method. The inclusion
of temporal context in its architecture allows the LSTM predictor to detect smaller changes when
compared to the other point-wise methods.

Based on these results, the point-wise iForest offers no improvement to the conventional detection
using the sensitivity factor. The LSTM predictor, however, shows a clear improvement. With a mean
F,-score 10.2% higher than that of the sensitivity factor, and a threefold reduction in detection
time, this method significantly improves upon the conventional fault detection.

RQ4: What are the computational costs of deploying ML-based classifiers for
fault detection in an FKF on CubeSat-class hardware?

A static analysis was performed to estimate the computational impact of inference using the conven-
tional and ML-based fault detection methods. For this analysis, both the computation and memory
constraints were considered. A collection of commercial off-the-shelf (COTS) microcontroller-
based on-board computers (OBCs) served to indicate the typical hardware available for attitude
determination and control system (ADCS) on a CubeSat.

The computation constraint was evaluated by determining the number of floating-point operations
(FLOPs) and comparisons that are needed for one inference. While these do not perfectly correlate
with real-world performance, they act as an indicator for the volume of computation that needs
to occur. The memory constraint was evaluated by determining the static and runtime memory
needs of each method. The static memory entails the storage of the trained parameters for the
models, while the runtime memory determines the dynamic memory needed for inference, such
as for temporary data or intermediate results.

From the analysis, the conventional methods were shown to require minimal computation and
memory, negligible compared to the typical CubeSat OBCs. The iForest relies mostly on com-
parisons within the iTrees, which leads to many memory accesses. The static memory required
to store the model far exceeds the typical capacity of the random access memory (RAM) in an
OBC. The alternative, storing the model in long-term memory, would lead to the required memory
accesses becoming a bottleneck. This makes the use of the iForest on this hardware infeasible. To
employ this method, more powerful hardware is needed, or the model size should be reduced.

In contrast, the bottleneck for the LSTM predictor is the high computational volume, five orders
of magnitude greater than that of the sensitivity factor. The static memory requirement is now
much lower and comfortably fits on most OBCs. The large number of matrix multiplications leads
to a significant portion of computational resources being used, even on higher-end options. It
would be possible to use the LSTM predictor on this hardware at limited inference rates, likely
not exceeding 1 Hz depending on the processing unit. Again, reducing the computational volume
through optimization can improve the viability further.
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11.2 | Recommendations

Throughout the research project several areas were identified which could benefit from further
research. These are collected and detailed in the following sections.

11.2.1 | Gyroscope Dependency

In the formulation of the FKF presented in this research project, each local filter requires the
measurements of the gyroscope to generate the propagated state. However, this introduces
a single point of failure, which is not desirable for a fault-tolerant system. lIdeally, each local
filter relies solely on one sensor or sensor group. Any faults in this group would only affect the
corresponding local filter. Currently, a fault in the gyroscope would affect all three local filters.

There are several approaches that could be used to decouple the gyroscope from the local filters.
For example, many star trackers produce an angular velocity measurement besides the absolute
attitude measurement. Alternatively, the filters can estimate the angular rate themselves. This
could be used to replace the gyroscope data, making the local filter solely rely on one sensor group.
Investigating approaches which reduce the reliance of the local filters on the same sensor can
further improve the reliability of the ADS.

11.2.2 | Optimization

During the selection and implementation of the ML-based fault detection methods in this study, the
hyperparameters of the selected methods were tuned to maximize detection accuracy. However,
no consideration was given to the model size and computational load during the tuning process.
As was found during the computational load analysis, the model size of the iForest is problematic,
while the large computational volume of the LSTM predictor takes up a significant part of the
available resources of most OBCs on CubeSats.

Instead, the models could be optimized for performance while considering these computational
constraints. Limits on the computational volume and memory usage can be used to guide the
tuning process, setting hard limits on the range of values for the hyperparameters. Moreover, the
methods in this research project were trained on 7-dimensional features which could be reduced to
decrease computational load. Additionally, optimized implementations of the methods, including
pruning and quantization, should be studied on comparable hardware. A more detailed study of
computational viability would provide better insight into the feasibility of these methods as an
alternative to the conventional methods on CubeSat hardware.

11.2.3 | Fault Detection

The fault detection methods presented in this report each provide a numerical anomaly score.
If the selected threshold is exceeded, the local filter is excluded from the master filter such that
the information from the anomalous filter is not included in the final estimate. Instead of merely
detecting the presence of a fault, it could be classified instead. This provides information about
the nature of the fault and how to resolve it, either manually or automatically.

The anomaly score could also be used as a form of confidence instead of a hard cut-off based on a
threshold. The confidence in the output could act as a weight in the master filter. It could then
rely more on the local filters which are deemed more trustworthy, and less on those seen as more
anomalous.

The iForest was applied as a point-wise detector in this project. Incorporation of temporal context
could be achieved by implementing a sliding window. While other methods, such as the LSTM
predictor, inherently include this information, this external approach could improve detection
performance, especially for gradual faults.

The implementation of a hybrid method could be used to combine the benefits of the conventional
and ML-based methods. A conventional approach with a low threshold could be used as an early-
warning system. The more expensive ML-based methods are only used if this early detection is
tripped in order to refine the detection. Studying these alterations of the methodology presented
in this report could lead to a solution that more closely approaches an operational system.
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11.24 | Other Recommendations

The ability of the FKF to decouple the update rates of each of the filters was not used in this research
project. In the simulation presented in this report, all filters run at the same frequency for simplicity.
However, the data throughput can be increased if the filter rates match the measurement rates of
the associated sensors. This presents new challenges, such as synchronization for the master filter
update.

Many ML-based models trained on simulations show performance degradation when applied
to real-world data. To determine whether the models trained in this project still perform well
on real satellite data, more investigation is needed. This requires collecting datasets from the
ADS of in-orbit satellites which contain anomalies. The models can then be applied, allowing for
comparison between the simulated and real performance.

To determine the performance of the ML-based methods in this project, a single fault was in-
troduced in one sensor at a time. While rare, it could be possible for multiple faults to occur
simultaneously. When multiple sensors suffer from a fault, the FKF receives less true information
to base its estimate on. In the structure used in this project, if two out of three sensors became
faulty simultaneously, the third nominal sensor might falsely appear to deviate from the other
sensors. The response of the fault detection methods to these more complicated fault scenarios
should be studied to determine whether they are still reliable under these conditions.
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Unscented Quaternion Estimator

Quaternions are an appealing attitude representation due to the lack of singularities. For both
the extended Kalman filter (EKF) and unscented Kalman filter (UKF), a direct implementation
using quaternion representation leads to an issue: there is no guarantee the estimated quaternion
adheres to the unity norm constraint [90]. In the EKF this is due to the linear measurement updates,
while for the UKF this is caused during propagation, when an averaged sum of quaternions would
be used. In [90], an alternative approach is developed which avoids this problem by using a
three-component vector to represent the quaternion error vector internally. This reintroduces
possible singularities, between 180 and 360 degrees, but these are not encountered in practice
since the vector only represents an attitude error, not an absolute attitude.

The algorithm proposed in [90] is called the unscented quaternion estimator (USQUE). The atti-
tude error vector is used during propagation to avoid the unity issue, while the updates are still
performed using quaternion multiplication. In the internal state vector z, the estimated attitude
error is represented using a vector of generalized Rodrigues parameters (GRP) §p:

T = {653} (A.1)

where 3 is the estimated gyroscope bias vector. The algorithm contains parameters to allow for
manual placement of the singularity between 180 and 360 degrees, by adjusting the representation
of the GRP vector.

The algorithm as described in [90] uses a quaternion definition with the vector part first and the
scalar partafter (g = [e ¢,]). However, to adhere to the standard used for this thesis, the algorithm
was slightly adjusted to use the opposite definition (g = [¢; 9]), which introduces some subtle
differences.

In the following sections, the USQUE algorithm will be described. First, an overview of the notation
and common functions is given in section A.1. This is followed by the initialization of the filter in
section A.2. Finally, the two main steps of the algorithm are given: the propagation step (section A.3)
and the measurement update step (section A.4).
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A1 | Notation

In the following description of the USQUE algorithm, specific notations are used throughout the
equations. This section gives a brief summary of these notations.

Several subscripts and superscripts are used to denote types of variables. These are listed below.
Note that the symbol O is a placeholder for any other symbol or combination of symbols.

estimate
measured

O~ pre-update value
Ot post-update value
0, valueattimek

A quaternion q consists of a scalar part ¢, and a vector part g:

a=la o (A.2)

with ¢; = cos(¥/2) and o = [¢» ¢35 q4] = €sin(¥/2), where é is the axis of rotation and ¢ is the
angle of rotation. Note that the original derivation in [90] follows the opposite standard, placing
the scalar part behind the vector part. This introduces some subtle differences in the description
of USQUE.

The attitude matrix of a quaternion A(q) is defined using the two matrices =Z(q) and ¥(q):

A(q) =E"(q)¥(q) (A.3)
- —oT
=la) = [(h—rgx?) + [QX]] (A4)
fQT
)= [qlfgxg - [gxd (A>)
0 —a3 a,
[ax] = [ asg 0 —al} (A.6)
—ay 4y 0

where I, 5 is a 3 x 3 identity matrix, and [ax] is the cross product matrix of vector a. Successive
rotation of quaternions ¢’ and g can then be accomplished with quaternion multiplication (®):

¢®q=[q : ¥()g=Ilg i E(g]qd (A7)
Finally, the conjugate ¢* of a quaternion g is given by:
¢ =l —o (A-8)

During the propagation, the GRP representation dp of the local error-quaternion dq = [dg, 6gT]T
is used: 5

o
6 =

P fa + 0qy

where a is a parameter in the range [0, 1], and fis a scale factor. Using « = 0 and f = 1 makes dp
equivalent to the Gibbs vector, while a = f = 1 gives the standard vector of modified Rodrigues
parameters (MRP). In [90] it is proposed to take f = 2(a + 1) such that ||dp|| is equal to ¥ for small
errors.

(A.9)

The opposite transformation, from dp to dgq, is given by:

—aldpl® + £/ 12 + (1 —a®) |5p)°
72+ [6pl?
so =" (a+3q,)8p (A.10b)

q1 =

(A.10a)
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A2 | Initialization
The USQUE algorithm starts by selecting an initial attitude quaternion estimate ¢; and gyroscope
bias 3. The 6 x 6 initial covariance matrix P;" is also set up, where the upper-left 3 x 3 block P,
corresponds to the attitude error angles, and the lower-right 3 x 3 block B,;,s corresponds to the
bias:
P 0
P+ — att 3><3:| (A11)
0 |:03><3 Pbias
where 05,5 is a 3 x 3 zero matrix. The initial state vector & is set such that the initial attitude error
is zero:
0
Ty = [A ] (A12)
0 IBar
The process noise covariance @, can then be derived based on the time step size At, as well
as o2 and 0[23 which are variances associated with the gyroscope model, such as is described
in subsection 6.2.1. In the USQUE algorithm, a trapezoidal approximation of the process noise
covariance @, is used, given by:

ol + U2At I 0
( O[j’ ) 3x3 2?}><3 (A13)
3x3 O3d3x3

Finally, the measurement covariance matrix R, is created, assumed to be a diagonal matrix:
R, =diag(o? o3 ..0%) (A.14)

where diag() is a diagonal matrix with the diagonal entries o, as the standard deviation of the i-th
vector measurement, such as from a star tracker or Sun sensor.

A3 | Propagation

For propagation in the UKF, a set of sigma points is generated. These are points distributed around
the current estimate using information from the current covariance. In USQUE, the distribution of
these points is represented as a matrix with 2n columns, o, based on the current covariance P;":

oy, = [+\/(n+A) (PF+Qp) —\/(n+)\) (P + Q)] (A.15)

where n is the number of elements in the state, in this case n = 6, and A is a scaling factor that
defines the spread of the sigma points, typically kept at A = 1. An efficient method to calculate the
matrix square root is through Cholesky decomposition. The sigma points are then defined as:

X (i) = X’“ () (A.16a)
Xk@)
Xx(0) = &} (A.16b)
Xip(i) =&, +o,(i) fori=1,2,..,12 (A.160)

There are 2n + 1 sigma points, where the 0-th point is simply the current estimate &, , and the i-th
point is the same estimate but with an offset defined by o,.. Each sigma point contains a part for
the GRP error vector x°, and a part for the bias x~.

For each of the sigma points, the corresponding error quaternion dqj (i) = [5q1+k (z) 6@(1’)] can
be calculated following the transformation described by Equation A.10:

ol @l + 12+ (=)

dqf (i) =
qy, 124 Hxip (i H

for:=1,2,...,12 (A.17a)

dof(i)=f ' (a+dq (1)) x)(i) fori=1,2,.. 12 (A.17b)
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Note that this calculation is not necessary for the 0-th point, since it is not used in the next step.

For each sigma point, the calculated error quaternion can be used to compute the full quaternion
g, (i) for that point:
a;(0) =g (A.18a)
gy (i) =g} (i) ® g fori=1,2,...,12 (A.18b)
Note that, since the 0-th sigma point is based on the current state estimate, also the 0-th quaternion
is the current quaternion estimate.

Next, these quaternions corresponding to the sigma points can be propagated to the pre-update
value q;_ . The discrete-time equivalent of the relationship ¢(t) = 1/2 Z[q(t)] w(t) is used:

Q1 (1) =Q(0f(4) gt (i)  fori=0,1,...,12 (A.19a)
o _ | cos (5 [t at) "
e = [ i cos (bt a0 s - [# 4 A1)
- 1 W
& = sin (7 o At) e (A190)
; 5 il i

The matrix (&} ) is a 4 x 4 matrix that incorporates the estimated angular velocity of the spacecraft
@} . This estimate uses the current measured angular velocity &,, and subtracts the estimated bias

from the i-th gamma point: &7 (i) = &, — x> (i). A quaternion can be multiplied with the matrix to
24 p k k k q p
propagate it using this angular velocity.

Error quaternions dq;_ (i) = [6q;k_l (7) Jggﬂ(z‘)] that correspond to the propagated quaternions
d;,,1 (i) can be calculated for each sigma point:

0q;,1 (1) = @iy, (1) ® @@1(0))71 =, (1) ® (‘Eﬂ(o))* fori=0,1,..,12 (A.20)

Here, the 0-th propagated quaternion g, (0) is taken as the basis from which the error is calculated.
This makes dq; ,(0) an identity quaternion. Note that the quaternion reciprocal (¢~*) is used, but
for a unit quaternion, this is equal to the conjugate (¢*). Thus, only if the quaternion is a unit
quaternion does the above relationship hold.

Following the procedure described by Equation A.9, the propagated sigma points x,_, can be
found by transforming the error quaternions:

X371 (0) =0 (A21a)
. 80, . ,(1) )
op _ k41 _
Xy (@) = f- Tor @ fori=1,2,...,12 (A.21b)
X1 (1) = xp (i) fori=0,1,..,12 (A21¢)

Note that the gyro bias is assumed to be constant, which is valid for small timesteps.

From the propagated points, the predicted mean z; , and predicted covariance P, , can be

computed:
2n

o 1 1 .
L1 = A ()\Xkﬂ(()) + 5 ; Xk+1<7')> (A.22)

1 ~ ~
Py = SIS (A[X’C‘Fl(o) - 3324-1] [Xk+1(0> - 5'3;+1}T
(A.23)

2n

+ % Z [Xk+1<i) - :?:;H] [Xk+1<i) - ikH]T) + Qk

i=1

where @, is the process noise covariance, given by Equation A.13. With a predicted mean and
covariance, the propagation step is concluded. An overview of the process is provided in Figure A.1.
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Figure A.1: Propagation step of the USQUE algorithm

A4 | Measurement Update

After propagating the mean and covariance using the gyroscope measurement, the predicted
values are updated using quaternion measurements. These can come from a variety of sensors,
such as star trackers, sun sensors, or magnetometers.

The propagated quaternions, calculated in Equation A.19a, are used to calculate 2n + 1 gamma
points «,.,(i¢). Each gamma point represents the expected measurement for the corresponding
sigma point. Assuming the measurements are provided as quaternions, the expected quaternion
would be the propagated quaternion g, (7). The i-th gamma point is then a column vector of N
quaternions, where N is the number of measurements:

‘Eﬂ (Z)]

: fori=0,1,...,12 (A.24)
Q1 (1)

Vis1(2) = {

size N

In the case that measurements are provided as vectors, they can be rotated using the quaternion
attitude matrix, A(qy_,(¢)), as derived in Equation A.3.

The mean of the observations ;.. , and the output covariance P/Y, can be calculated from these
gamma points:

o 1 1 2n ‘
Yer1 = 08 <>‘7k+1<0) +t3 Z7k+1(l>> (A.25)
=1

1 . ~_ 1T
P/ﬁ% TN (/\[’Yk+1(0) — Y1) Vo1 (0) — iy

) (A.26)
I & N N o~ T
+ 5 Z (Vi1 (1) = Gpya ) [ Vo1 () — 4] )
i=1
With the mean of observations g, , ,, the innovation v, ; can be computed:
Vi1 = Y1 — Y (A.27)

where g, _, is the actual measurement, a column vector of the N measured quaternions.

With the output covariance P;,, two more matrices can be computed: the innovation covariance

Pp?, and the cross-correlation matrix P,Y,. They are calculated as:

Pty =Pl 4 Ry (A.28)
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. 1 A 4T

Pt = A (A[Xkﬂ(()) = Zj1] [ (0) — Fiis ]

. (A.29)
. ~_ . ~_ T

T3 Z X1 (0) = @] [Vira (1) — Giya | )
=1

where R, is the measurement covariance matrix, given by Equation A.14. With these matrices,
the Kalman filter gain K, can be calculated:

1

Ky =P (PR (A.30)

This gain can now be used to update the predicted mean and covariance, from z;_,, and P, ,, to
i;ﬂt‘rl and Pk++1:

ZEZH =Ty + K1 Vpq (A.31)
PI:—-H =P, — Kk+1P;§i1KkT+1 (A.32)

~ T . ~
The updated state vector z;,, = [ il 5Z+T1] contains the updated GRP error vector p;, ,,

. . T . .
which can be transformed to an error quaternion dq; | = [5q1+k+1 69231] following Equation A.10:

—al|0pi |+ £ 12+ (L —a?) 0P|

oqf, = — (A.33a)
12+ 1655l
Sof =7 (a+4qf_ ) oD, (A.33b)
This error quaternion can finally be used to update the quaternion estimate to g, ;:
i1 = 04551 © 411 (0) (A.34)

With this updated quaternion, the measurement update step is completed. For the next propaga-
tion, the state is adjusted to set the GRP attitude error dp;_, to zero:

B, = [ 0 ] (A.35)

3+
B

An overview of the measurement update step is provided in Figure A.2.

[Rk+1 ] [Xk+1 ][S’kﬂ ]

Pk_+1 T it it > P,::rl
J Y

P o K

Xjo1
Qi1

Figure A.2: Measurement update step of the USQUE algorithm



Quaternion Extended Kalman Filter

The extended Kalman filter (EKF) is a popular estimator for spacecraft attitude determination [75].
The quaternion is a desirable attitude representation due to the lack of singularities, with the
lowest possible number of parameters to achieve this [92]. Several strategies exist to incorporate
the use of quaternions into an EKF. In this appendix, the common variations additive extended
Kalman filter (AEKF) and multiplicative extended Kalman filter (MEKF) are discussed in section B.1
and B.2 respectively.

The AEKF treats the four components of the quaternion as independent parameters and estimates
them directly [92]. The MEKF estimates a three-component deviation from a reference quaternion
instead. The AEKF corresponds to a standard EKF implementation, directly estimating the quater-
nion. This strategy is prone to numerical issues such as ill-conditioned covariance matrices, though
there are methods to ensure stability [92]. The MEKF output is guaranteed to be a unit quaternion
and in general has lower computation time due to estimating three parameters instead of four.
For these reasons, among others, the MEKF generally considered superior [91].

In section A.1, the general notation for the equations used in this appendix can be found, including
the definitions for a quaternion.

B.1 | Additive Filter

In this section, the AEKF algorithm is described. This algorithm treats the quaternion elements as
independent parameters, which are estimated directly. The term additive refers to the method of
updating the state estimate, which is done through addition in the AEKF. This inherently violates
the unity norm constraint, in contrast to the multiplicative variant. However, with the correct
accommodations the two filters have been shown to be identical, though the AEKF requires more
computations [112].

Initialization
The state vector for the AEKF contains an estimate of the quaternion q directly, as well as the

gyroscope bias 8:
&= [g} (B.1)

An initial quaternion ¢ and initial bias 3; are selected. The initial covariance matrix P; is also
chosen, which will be a 7 x 7 matrix with the upper-left 4 x 4 block corresponding to the quaternion
and the lower-right 3 x 3 block corresponding to the bias.

Deriving the Jacobian of the state with respect to the angular velocity results in matrix W. The
standard deviations ¢, and o4 corresponding to the gyroscope model in subsection 6.2.1 are then
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used to find the process covariance Q:

At q, —¢. ¢
W = — w Z Y B.2
Q — W(O-E) I4><4)WT 04><3 (B3)

2
03,4 03 I3,4
The measurement covariance matrix R is assumed to be a diagonal matrix for a quaternion
measurement:
R:Ut? I4><4 (B'4)

The matrix can be extended into a 4N x 4N diagonal block matrix for N measurements.

Propagation

In the first step of the AEKF cycle, a prediction is made for the quaternion and bias vector. This is
based on a gyroscope measurement &,, which is corrected using the current bias estimate into
the estimated true angular rate ;' :

@ =&y, — B (B.5)
The quaternion is then propagated using the propagation matrix (o)) derived in Equation A.19b:
Qi1 = Q@G (B.6)
The bias is assumed to be constant: R R
B =By (B.7)
Finally, the covariance matrix is predicted using the state transition matrix F
At~ At At At
SRR v % I ¥
At N+ At [N+ _Eqw thz _At?qy
F=\-5a; -5 [@fx] 54 S TMQT (B.8)
= Ay —3 4 T34
03x4 13><3
P, =FP/FT+Q (B.9)

where [@; x] is the cross product matrix of &; as defined in Equation A.6, and ¢, q,,q,,q, are
elements of the quaternion estimate g, , = [q,, ¢, 9, ¢.]-

Measurement Update

After prediction, the predicted state is updated using N quaternion measurements 4. The N
measurements are stacked in a column vector g, , ;. The predicted measurements ;.. , are simply
the predicted quaternion g, ,. The innovation v, ; can then be calculated:

» R ‘jl q’;Jrl
Vg1 = Y1 — Ypg1 = ~ - A, (B.10)
N size N Do+ size N

The sensitivity matrix H is then used to calculate the innovation covariance matrix S, ;. Since the
measurements are directly a quaternion, this leads to the following:

H = [I4><4 04><3} (B.11)

Seyr =HP  H'+R (B.12)
The innovation covariance and sensitivity matrix are then used to calculate the Kalman gain matrix
Kpp = P HTS Y (B.13)



B.2. Multiplicative Filter 107

The Kalman gain K, can then be used to update the state using the innovation v, ,:
CEZH =Ty + K104 (B.14)

Finally, the covariance matrix can similarly be updated:
_ T
P];:»l = (I7X77Kk+lH)Pk+l(I7><77Kk+1H) +Kk+1RK]Z1+l (B.15)

The Joseph form covariance update is used here for increased numerical accuracy [113].

B.2 | Multiplicative Filter

The MEKF is similar to the AEKF, but instead of estimating the quaternion elements directly, it
estimates a 3-element error vector §p. This vector contains generalized Rodrigues parameters
(GRP), which is an attitude representation that introduces a singularity. However, since the vector
only represents an attitude error, the singularity is never reached in practice. This leads to the

following internal state:
5 [511 (B.16)
=5 )

The GRP representation can be obtained from an error quaternion dq, as described in Equation A.9.
In reverse, an error quaternion can be obtained from the GRP representation using Equation A.10.

The propagation step is equal to that of the AEKF. The only change is that the state transition matrix
Fis resized to match the smaller 6-element state:

A A A
N i Rk g
~+
F = 2 [ k ] A% q, _&qw _2A7tqz (B.17)
2 Ay 2 4z 2 Qw
OSXS ]3x3

where [@; x] is the cross product matrix of @, as defined in Equation A.6, and I Y =14
elements of the quaternion estimate g, , = (¢, ¢. 9, ¢.)-

In the measurement update, the multiplicative approach replaces the additive approach of the
AEKF. The calculation of the innovation v, is now performed by calculating an error quaternion
and representing it with a GRP vector:

6q; = 4; ® (d1)
rpf(éql)] (B.18)

V1 =

0pN(dqy)

where &g, is the error quaternion corresponding to the i-th measurement g;, (g, ;)" is the conjugate
of the propagated quaternion, and dp is the GRP representation of dq following Equation A.9.

Similar to the state transition matrix, the sensitivity matrix H is also resized to match the new state
size:
H= [I3><3 03x3} (B.19)

The Kalman gain matrix K, is then used to calculate the state update Az, , containing a change
in &p and 3:

6f)] (B.20)

Ay = Kyyy Vg = {AﬂA

The bias prediction is straightforwardly updated as ﬁzﬂ = B;H + AB. The predicted quaternion is
updated by transforming the GRP error vector into an error quaternion:

Gy = 0G(0P) ® Gy, (B.21)
where 44 is the error quaternion corresponding to GRP error vector §p following Equation A.10.

Finally, the covariance update follows the approach in the AEKF, as given by Equation B.15.



Target Tracking Simulation

One of the scenarios simulated in Ansys Systems Tool Kit (STK), as described in section 6.4, is the
target tracking scenario. In this simulation, the spacecraft maintains a default position until it
approaches one of several specified ground targets. Once line-of-sight with the target is established,
the satellite uses a controller to orient its sensor to face the target. While passing over the target,
the controller tracks the target until it leaves line-of-sight, at which point it returns to the default
position.

Several large cities were randomly selected as ground targets with enough spacing to avoid conflicts
but provide passes at regular intervals. These targets are shown on a world map in Figure C.1. The
location of the target is provided to the controller by STK once the satellite has approached it.

Figure C.1: Selected ground targets in STK for the target tracking scenario

To simulate the tracking behaviour in STK, a custom controller must be implemented that adheres
to this logic. A VBScript was used for this purpose, following an example provided by STK. A
proportional-derivative (PD) controller is used, based on the data provided by STK at a given
timestep. The code used in the controller is shown in Listing C.1.

First, the entry point of the code is Function VB_feedback on line 5. Note that this function must

have the same name as the script file, in this case VB_feedback.vbs . When called by STK, it is
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specified whether the controller is being registered or a compute step should be performed.

If the controller is being registered, Function VB_feedback_register on line 22 is called. This
function specifies the inputs that are needed for the controller, and which outputs it provides.
Once registered, STK can start using the expected output of the compute function by providing its
expected inputs. In this case, four inputs are required:

* The current epoch ( time, line 29)
* The derivative of the attitude, or angular rate ( att , line 30)
* The difference between the current and target attitude ( erratt , line 31)
* The inertia matrix of the spacecraft ( IMtx , line 32)
The controller provides one output:

+ Atorque vector ( Torque , line 26)

Once the functionis registered, STK will call the compute function, Function VB_feedback_compute
on line 37, at each timestep with the required inputs. The variables are extracted from the input,
and gain values of £ = 0.2 and ¢ = 1.2 were set through experimentation. The control law is applied
to calculate the three elements of the torque vector. This is finally supplied as the output.

When the spacecraft is in line-of-sight to one of the defined targets, the attitude error to this target
is automatically calculated and provided to the compute function by STK. If there is no target in
sight, the attitude error to the default position is provided instead. With this automated switching,
the controller attempts to correct the spacecraft attitude smoothly. The gain values were tuned to
provide a relatively fast response with minimal overshoot.

Listing C.1: VBScript code implementing a PD controller for STK

1 Dim VB_feedback_init

2 Dim VB_feedback_Inputs

3 Dim VB_feedback_Outputs

4

5 Function VB_feedback(argArray)

6 Dim retVal

7

8 If IsEmpty(argArray(0)) Then

9 retVal = VB_feedback_compute(argArray) ' do compute
10 ElseIf argArray(0) = "register" Then

1 VB_feedback_init = -1

12 retVal = VB_feedback_register() 'do register

13 ElseIf argArray(0) = "compute" Then

14 retVal = VB_feedback_compute(argArray) 'do compute
15 Else

16 retVal = Empty 'bad call

17 End If

19 VB_feedback = retVal

20 End Function

22 Function VB_feedback_register ()

27

23 ReDim argStr(5)

25 'Outputs

26 argStr (0) = "ArgumentType = Output ; Type = Parameter ; ArgumentName = Torque ; Name =
Torque ; BasicType = Vector "

28 'Inputs

29 argStr (1) = "ArgumentType = Input ; ArgumentName = time ; Name = Epoch "

30 argStr (2) = "ArgumentType = Input ; ArgumentName = att ; Type = Attitude ; Derivative =
Yes "

31 argStr (3) = "ArgumentType = Input ; ArgumentName = erratt ; Type = Attitude ; RefName =

Body ; RefSource = Satellite/SAT_NAME "
32 argStr (4) = "ArgumentType = Input ; ArgumentName = IMtx ; Type = Inertia ; Name = Inertia

33
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VB_feedback_register = argStr

End Function

Function VB_feedback_compute(stateData)

If VB_feedback_init < O Then
Set VB_feedback_Inputs = g_GetPluginArrayInterface("VB_feedback_Inputs")
Set VB_feedback_Outputs = g_GetPluginArrayInterface ("VB_feedback_Outputs")
VB_feedback_init = 1

End If

'get input values

Dim att, erratt, IMtx

att = stateData(VB_feedback_Inputs.att)

erratt = stateData(VB_feedback_Inputs.erratt)

IMtx = stateData(VB_feedback_Inputs.IMtx) 'returned as 9x1 array instead of 3x3

'create return value and torque vector
ReDim returnValue (1)

ReDim torque (3)

'set gain values

Dim k, c
k = 0.2
c=1.2

'apply feedback control law

ReDim temp (3)

temp (0) = (k * erratt(0) * erratt(3)) + (c * att(4))
temp (1) = (k * erratt(1) * erratt(3)) + (c * att(5))
temp(2) = (k * erratt(2) * erratt(3)) + (c * att(6))

torque (0) = -1 * IMtx(0) * temp(0) + -1 * IMtx(3) * temp(l) + -1 * IMtx(6) * temp(2)
torque (1) = -1 * IMtx(1) * temp(0) + -1 * IMtx(4) * temp(1l) + -1 * IMtx(7) * temp(2)
torque (2) = -1 * IMtx(2) * temp(0) + -1 * IMtx(5) * temp(1l) + -1 * IMtx(8) * temp(2)

'set torque as return value
returnValue (VB_feedback_Outputs.Torque) = torque
VB_feedback_compute = returnValue

72 End Function



	Preface
	Abstract
	Summary
	List of Figures
	List of Tables
	List of Acronyms
	Introduction
	Research Relevance
	Literature Review
	Fault Tolerance
	Centralized vs. Distributed Sensor Fusion
	Federated Kalman Filter
	Conventional Anomaly Detection
	ML-based Anomaly Detection
	Research Gap

	Research Objective and Questions
	Thesis Outline

	I Theoretical Background
	Attitude Hardware
	Absolute Sensors
	Star Trackers
	Sun Sensors
	Magnetometers

	Gyroscopes
	On-board Computers

	Fault Tolerance
	Terminology
	Fault Detection
	Fault Types
	Detection Methods

	ML-based Fault Detection
	Distance-based Detection
	Density-based Detection
	Prediction-based Detection

	Highlighted Methods
	One-class Support Vector Machine
	Isolation Forest
	Local Outlier Factor
	LSTM Predictor
	LSTM (Variational) Autoencoder


	Kalman Filtering
	Centralized Kalman Filter
	Extended Kalman Filter
	Unscented Kalman Filter

	Distributed Kalman Filter
	Federated Kalman Filter


	Performance Metrics
	Detection Time
	Range-based Recall and Precision
	Receiver Operating Characteristic
	Overview


	II Simulation and Fault Detection
	Simulation
	Data Generation
	Satellite Definition
	Data Output

	Sensor Models
	Gyroscope
	Magnetometer
	Sun Sensor
	Star Tracker

	Fault Models
	Scenarios
	STK Scenarios
	Fault Cases

	Architecture

	Conventional Detection
	Sensitivity Factor
	Measurement Residual
	Threshold Selection

	ML-based Detection
	Method Selection
	Criteria
	Candidates
	Trade-off
	Sensitivity Analysis
	Outcome

	Features and Training
	Feature Selection
	Training Process

	Tuning
	Isolation Forest
	LSTM Predictor



	III Results and Discussion
	Detection Performance
	Fault Response
	Conventional Methods
	ML-based Methods
	Fusion Result

	Method Comparison
	Star Tracker Stuck Fault
	Magnetometer Zero Fault
	Sun Sensor Axis Fault
	Overall Comparison


	Computational Impact
	Sensitivity Factor
	Measurement Residual
	Isolation Forest
	LSTM Predictor
	Comparison
	Memory Constraint
	Compute Constraint
	Summary


	Conclusion
	Answers to Research Questions
	Recommendations
	Gyroscope Dependency
	Optimization
	Fault Detection
	Other Recommendations


	References
	Unscented Quaternion Estimator
	Notation
	Initialization
	Propagation
	Measurement Update

	Quaternion Extended Kalman Filter
	Additive Filter
	Multiplicative Filter

	Target Tracking Simulation


