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Abstract

With the growing scale of the IoT, many indus-
tries enjoy the benefit of automation. The IoT
consists of an interconnected network of devices
that sense their surroundings and share data among
other IoT devices. However, this data can be sen-
sitive and private in nature, making security within
the ever-growing IoT network a high priority. Be-
cause of the constrained nature of IoT devices,
namely limited computing power, memory and en-
ergy, classical cryptographic solutions are not de-
sired. Furthermore, current IoT frameworks are
heavily centralised around central servers which
can result in single points of failure in the case
of DoS attacks. Because of these drawbacks, the
emerging blockchain technology is seen as a po-
tential solution to these problems. A blockchain
is a distributed ledger that is able to keep an im-
mutable list of transactions occurring in a net-
work. The purpose of this research is to compare
blockchain-based frameworks for mitigating DDoS
and Sybil attacks in the IoT by comparing proposed
blockchain-based frameworks. Qualitative evalu-
ation of proposed frameworks suggests that there
are several strategies to improve security within the
IoT. Blockchain, in addition to other technologies
such as SDN, can provide effective mitigation of
DDoS attacks and Sybil attacks. However, there is
limited quantitative test data available and further
research is required in this novel field of research.

1 Introduction
In October 2016, the Mirai botnet, which consisted of an in-
credible amount of IoT devices, conducted a devastating dis-
tributed denial of service (DDoS) attack by targeting Dyn, a
popular DNS provider. Resulting in over 600k infected de-
vices, the attack with a magnitude exceeding 1.2 Tbit/s is one
of the largest of its kind to this day [1]. This attack over-
whelmed multiple high-end websites and services that used
Dyn as their DNS provider, such as Amazon, twitter, GitHub
and PayPal, causing them to be unreachable for several hours
[2]. With a constantly growing IoT network, attacks such
as the Mirai botnet can become larger and more devastating

which emphasises the importance of security in IoT devices
[2], [3].

Current IoT frameworks are heavily centralised around
large central servers and this has direct consequences in se-
curity, privacy and scalability of the IoT [4]. In the case of
a denial of service (DoS) attack, the central servers can be
paralysed which result in single points of failure. Further-
more, these servers are controlled by third-parties and the
particular parties need to be trusted by users for the treatment
of their data. Moreover, this centralised approach results in a
higher latency as the IoT network keeps growing and this lim-
its the application of the IoT in settings such as smart cities
[5], [6]. The problems with centralised frameworks can be
summarised by the following points:

• Central servers can form single points of failure.

• Third parties need to be trusted with private IoT data.

• The scalability of the growing IoT network is limited.

As the IoT is continually growing, recent literature has seen
emerging technologies such as Software Defined Network-
ing (SDN) and decentralised approaches such as blockchain
and Directed Acyclic Graphs (DAGs) as promising solutions
for IoT privacy and security issues [7], [8], [9], [10]. This
is because SDN allows for more programmability within the
network, resulting in a more manageable IoT network as the
IoT keeps increasing in size and complexity. Furthermore,
a decentralised approach removes the single points of fail-
ure, eliminating the reliance on central servers and resulting
in a more robust and secure infrastructure [11]. Peers in the
blockchain network can verify the data integrity and the iden-
tity of the sending devices. This consensus makes the dis-
tributed ledger fault tolerant. Third parties controlling current
centralised servers need to be trusted for data handling. Thus
having no third party at hand increases privacy and trust in the
system [5]. Moreover, smart contracts can provide increased
security in the form of programmable contract rules that are
enforced during every transaction [12].

Because of the ever-growing network of the IoT and IoT
devices having specific tasks and are usually heavily con-
strained devices incapable or running state-of-the-art security
protocols, IoT devices are increasingly becoming a tool for
DDoS attacks and these attacks have increased in scale enor-
mously [13], [14].



Contributions
In this paper, the aim is to highlight blockchain-based solu-
tions to two different security attacks that are the result of
current IoT security issues, namely DDoS attacks and Sybil
attacks. Different decentralised solutions will be compared to
each other and recommendations and advice will be given on
the proposed frameworks and future research.

The main contributions of this research are as follows:

• We highlight important security challenges and draw-
backs of current IoT frameworks.

• We show the benefits of a decentralised approach in re-
solving centralised problems.

• We present a comparison between proposed blockchain-
based security frameworks.

• Finally, we give recommendations and advice for future
research.

The paper is organised as follows. Section 2 provides
a short overview of related work. Section 3 explains the
methodology used. Section 4 gives background information
regarding the IoT and its security risks, followed by an ex-
planation of blockchain technology and its benefits. SDN is
also explained as well as both DDoS attacks and Sybil at-
tacks. Section 5 provides the analysis part in which several
proposed blockchain-based frameworks are analysed. Sec-
tion 6 gives the comparison of these frameworks based on
the technologies used. Section 7 provides a discussion of the
results found and suggests future work. Section 8 covers the
ethical aspects of this research and discusses the reproducibil-
ity. Finally, section 9 concludes the paper.

2 Related Work
Due to the increasing size of the IoT and popularity of
blockchain, blockchain is a popular choice to address chal-
lenges in IoT settings such as security, privacy and trust. Re-
searchers have looked into these proposed solutions and pro-
vided survey articles to compare them in different settings.
However, the literature is limited with regards to the com-
parison of blockchain-based framework in the mitigation of
cyber attacks in IoT settings.

Ali et al. [5] provide a comprehensive survey of
blockchain-based frameworks for the IoT. General challenges
such as security, privacy and trust have been addressed and
frameworks trying to solve some of these challenges are com-
pared. Sengupta et al. [10] provide an extensive survey on
attacks and security issues in both the IoT and Industrial IoT
(IIoT). They provide a taxonomy of security attacks on the
IoT and highlight several centralised solutions. Finally, they
explain how blockchain can be a solution to IoT and IIoT
security issues in general, without highlighting blockchain-
based frameworks.

Kshetri [15] and Khan and Salah [16] give an overview
of IoT security issues and how blockchain can help improv-
ing IoT security without going in-depth or comparing specific
blockchain-based frameworks. Minoli and Occhiogrosso [17]
highlight the use of blockchain mechanisms for improved se-
curity in certain IoT settings without comparing the mecha-

nisms or portraying frameworks that incorporate these mech-
anisms to improve IoT security.

To the best of our knowledge, there are no papers in the
literature specifically looking into how blockchain-based se-
curity frameworks can mitigate web attacks such as DDoS
attacks and Sybil attacks. Therefore, this paper is aiming
to start filling the gap in research and provide a comparison
of the limited amount of proposed blockchain-based frame-
works for the mitigation of DDoS attacks and Sybil attacks.

3 Methodology
For this literature study, blockchain-based IoT security
frameworks are being compared in the context of mitigat-
ing both DDoS attacks and Sybil attacks. Background in-
formation regarding the problem statement and introduc-
tion of blockchain-based IoT frameworks are inspired by
[5]. The authors provided a comprehensive survey regard-
ing blockchain in the IoT, highlighting various issues within
the IoT and presenting proposed blockchain-based solutions
for these issues. To investigate various proposed solutions for
specifically DDoS and Sybil attacks, Google Scholar, Web of
Science and Scopus were used. The search terms used for
this investigation were: “Blockchain AND IoT AND DDoS”,
“Blockchain AND IoT AND Sybil”, “Blockchain AND IoT
AND Security”.

The comparison is of qualitative nature as most papers of
proposed solutions do not provide quantitative test results.
The different technologies used are addressed and compared
in the IoT setting.

4 Background
In this section, both the Internet of Things (IoT) and
blockchain technology are introduced and explained. Before
looking at the integration and applications of blockchain in
the IoT, the features of blockchain technology are important
to understand in order to realise its benefits in the IoT.

4.1 The Internet of Things
Recently, in 2015, the IEEE IoT Initiative aimed to estab-
lish a sound definition of the Internet of Things (IoT) which
ranges from smaller systems and devices restricted to distinct
locations to a larger global system that is distributed to more
sub-systems [18].

The Internet of Things is the name for a novel con-
cept in which various objects are embedded in the environ-
ments around humans, such as radio-frequency identification
(RFID) tags, sensors, actuators, etc., that communicate and
collaborate with each other in order to aid humans by means
of automation [19], [20]. These objects, or things, gather
tremendous amounts of data from their surroundings and in-
teract with each other and with the physical world while using
existing Internet standards to provide services for information
transfer, analyticsm applications and communications [21].
These objects are applied in several real-world settings and
the applications can be found in domains such as transporta-
tion and logistics, healthcare, the smart environments (home,
office, plant) and personal and social environments [19].



However, data collected by these interconnected devices
may contain private and sensitive information. With the col-
lection of large amounts of private data, both security and
privacy concerns naturally arise [20]. Moreover, IoT net-
works are deployed on so-called low-power and lossy net-
works (LLN). These LLNs are networks that have limited en-
ergy, memory and processing power to utilise, resulting in the
lack of comprehensive cryptographic security algorithms and
mechanisms [20].

Conventional networks, depending on the application, do
not have the constraints caused by the nature of the deploy-
ment of IoT networks on LLNs. These constraints can lead
to severe security compromises in the IoT. If an attacker can
join the network assuming any identity, it can be seen as an
authentic node in the network. This results in data collection
being manipulated and wrong control messages being sent
as a result [20]. Furthermore, existing security mechanisms
are not applicable because of the highly constrained nature of
IoT devices in terms of computing power, memory and en-
ergy [22].

A crucial security complication stems from the expanding
IoT edge. In IoT networks, edge devices are recently joined
devices with limited memory, processing power and outdated
operating systems [23]. These devices are thus easily com-
promised and can form botnets to disintegrate the IoT net-
work itself or other targets [5], [23].

4.2 Blockchain technology
Blockchain technology is becoming more popular in the me-
dia since the rise of various cryptocurrencies, such as Bit-
coin [24]. These cryptocurrencies are utilising important fea-
tures of blockchain technology, but they are merely one of the
many applications possible with blockchain [25].

A blockchain is a distributed ledger that keeps track of
transactions in a network. Each block of the network has a
copy of all information of previous transactions made. Trans-
actions can be seen data exchanges or cryptocurrency pay-
ments, for example. As the name implies, a blockchain is a
chain of blocks in a network where each block contains some
information. A block can be compared to the structure of a
network packet: it has a header and a body. The header of
a block contains the identifier which is a cryptographic hash
that is calculated based on the contents of the body of the
block. Alongside this hash, the header also contains the cryp-
tographic hash of the previous block. If someone were to
modify information in a block, its cryptographic hash would
be different. This means that the next block now has a dif-
ferent hash stored than the modified block’s hash resembles,
making the modified block invalid. A hacker would only suc-
ceed if he/she could alter headers in the majority of all sub-
sequent blocks, creating a consensus, which is nearly impos-
sible to do [12]. This important feature results in data being
immutable in the blockchain and is one of the most important
security advantages of blockchain technology [26]. There-
fore, many applications use blockchain as a basis in order to
provide decentralised solutions [25].

To maintain consensus, the ledger needs to be updated and
distributed among all peers in the blockchain network. Con-
sensus algorithms try to do this securely. Because of the dis-

tributed nature of blockchain and its consensus algorithms,
blockchain is fully decentralised. This means that there is
no central point of authority in any stage and is regarded as
one of the most important aspects of its security and privacy
features [5].

Another aspects of blockchain technology comes in the
form of smart contracts. These contracts consist of contrac-
tual clauses translated into code that can enforce them, with-
out the need for trusted intermediaries [12]. These contracts
are scripts stored on the blockchain that are run when a trans-
action is addressed to it, following an execution of the smart
contract on every block in the chain.

4.3 Software Defined Networking
As computer networks continuously grow larger in size and
complexity, Software Defined Networking (SDN) is seen as
a solution to ease network maintenance and network man-
agement [27], [28]. Both the process of integrating poli-
cies and changing existing policies, as a result of weaknesses
in the network, is complicated. SDN separates the control
logic from the data management and introduces progamma-
bility which allows for accessible maintenance of the net-
work. Hence, both network management and expansion of
the network is uncomplicated [28]. Because of this decou-
pling of the data plane and control plane, more freedom is
granted in controlling the network and dealing with network
attacks such as DDoS [29], [30], [28].

4.4 Sybil and DDoS Attacks
Sybil attacks
In Sybil attacks, adversaries can replicate multiple bogus
identities that appear to act legitimately, while at the same
time performing malicious actions within the network. These
devices with fake identities are called Sybils. The presence
of Sybils in the blockchain is especially concerning because
of the nature of blockchain consensus mechanisms. In these
consensus mechanisms, 51% of peers need to confirm a trans-
action before it becomes valid and is added to the blockchain
[31]. If Sybils comprise more than 51% of the network, the
blockchain’s data integrity and security will be compromised
as this can lead a variety of attacks on the network and from
the network, such as DDoS attacks [32], [33].

DDoS attacks
The goal of a denial of service attack is to limit or deny the
ability of users gain access to a service. This is realised by
consuming resources linked to that particular service, such
as bandwidth [34]. As a result, users are denied access to
the service. Distributed denial of service attacks are a more
advanced form of dos attacks in which numerous nodes or
entities are involved in realising the denial of service. In the
context of the IoT, the many constrained devices can be com-
promised to conduct a DDoS attack [13].

5 Analysis
In this section, multiple blockchain-based IoT security frame-
works are highlighted with particular emphasis on either
DDoS attacks or Sybil attacks. The frameworks utilise differ-
ent tools and technologies combined with blockchain, which



will be discussed and addressed. The literature regarding
DDoS and Sybil mitigation in IoT utilising blockchain tech-
nology is limited as this is a new and on-going research topic.
The authors of proposed solutions mostly display their archi-
tecture and often without implementations or test data. They
theoretically analyse the success of their framework based on
the salient features of blockchain used for the mitigation of
DDoS or Sybil attacks in the context of the IoT.

5.1 Blockchain-based DDoS mitigation in IoT
Co-IoT
Co-IoT is a collaborative blockchain-based framework that
utilises SDN to specifically mitigate DDoS attacks within an
IoT environment [35]. The main idea of this framework is
collecting information of malicious devices using smart con-
tracts and the Ethereum blockchain. The authors argue that
collaboration between several Autonomous Systems (ASs) or
IoT devices, is necessary in order to mitigate DDoS attacks
because these attacks grow rapidly and are becoming more
devastating by exploiting and hijacking IoT devices, as can
be seen in the Mirai botnet [1], [35].

In the proposed framework, there exist multiple SDN do-
mains which consist of a group of IoT devices. All SDN
domains collaboratively create and maintain a list of in-
formation of malicious IoT devices that potentially support
an ongoing DDoS attack. This information consists of IP-
addresses of these malicious devices. Each SDN domain
runs an instance of an Ethereum client and the SDN con-
trollers in the SDN control plane transfer attack information
in a secure and decentralised manner in the shared ledger us-
ing Ethereum smart contracts. Once blocks are mined, which
happens every 14 seconds, all authorised IoT devices in other
SDN domains have access to the stored information including
information regarding the malicious nodes of the network to
be blocked.

Co-IoT provides DDoS mitigation while an attack is hap-
pening and close to the start of the attack [35]. Hence, it can-
not prevent DDoS attacks from happening as the mitigation
strategy is focused on detecting attacks and resolving those
attacks after having identified them. Another downside is that
the framework relies on other mitigation schemes for the de-
tection of malicious behaviour.

Blockchain-based SDN
Giri et al. [36] propose a similar solution to Co-IoT in which
a smart contract is deployed in a blockchain to enable col-
laborative DDoS mitigation across SDN domains. Here, IP
addresses of malicious devices are reported and stored in the
blockchain. Because of the decentralised nature, the entire
network of devices has the same information and malicous
packets will be dropped. The actual defense mechanism is
executed in the SDN using mitigation techniques and

To mitigate DDoS attacks, they use a DDoS security appli-
cation and a smart contract in parallel where the application
monitors the network traffic for traffic that surpasses a pre-
defined maximum-responses count. If a DDoS attack is de-
tected, the network traffic coming from the malicious device
is blocked or limited after which the information of the ma-
licious device is added to the blacklisted IP list in the shared

ledger after which it is propagated in the network using smart
contract. At the same time, the source address of incoming
packets will be analysed and checked and if it is conforming
to blacklisted IP addresses in the shared ledger, the packets
will be dropped [36].

A layered framework
An interesting view on the matter is provided by the frame-
work of Shafi and Basit [37]. The authors look at the problem
of both defending an IoT network from DDoS attacks as well
as preventing the IoT network of becoming part of a botnet
capable of launching DDoS attacks. The layered architec-
ture utilises both SDN and blockchain to achieve this and the
framework consists of two modules with each having differ-
ent tasks ranging from preventing the creation of botnets, to
mitigating DDoS attacks [37].

The first layer is called the Log Module. The purpose of
this module is to prevent ’innocent’ devices from becoming
part of a botnet. It analyses incoming packets on a set of
metrics stored in the shared blockchain ledger for recognis-
ing any malicious and suspicious traffic destined for ’inno-
cent’ devices. The second layer is called the Security policy
Module. This module enforces security policies by flagging
IoT devices that meet the preset minimum security standards
and storing their data in a list of white listed devices on the
shared ledger. This should help the Log Module keeping a
closer eye on packets coming from devices that do not meet
the minimum security standards. However, the authors do not
specify what kind of blockchain they use in their framework.

DDoS prevention framework with gas limits
Javaid et al. [38] proposed an Ethereum-based framework to
specifically address DDoS attacks in the IoT, replacing cen-
tralised IoT infrastructures with a decentralised one.

Their network model consists of several parts, starting with
IoT devices which are connected to a gateway. This gate-
way can be used for communication among a set of devices.
Moreover, the smart contract is the brain of the network, it
is seen as the ’server’, distributed on the blockchain. It regu-
lates authorisation of the devices and ensures that the devices
do not go beyond their ’gas limit’ by which each transac-
tion is bound. Gas is analogous to resource and it represents
the computational power required for different transactions
within the Ethereum blockchain. This gas limit is defined
in the smart contract and is one of the central parts of this
framework in mitigating DDoS attacks. The smart contract
allocates the gas limit to each device above which it cannot
operate. This limit is based on the specifications and tasks of
an IoT device. Furthermore, IoT devices can use the smart
contract to send a message. The message will be send via the
blockchain and is stored in the distributed ledger for retrieval
only if the receiving IoT node is granted access [38].

Additionally, the smart contract has a list of trusted and
untrusted IoT devices. If a device calls a function in order
to send a message, the identity and authorisation of the de-
vice will be checked. If the device is unauthorised, all of its
messages will be dropped and disregarded.

Finally, the system consists of multiple miners that have
high computational power to verify transactions in the



Ethereum blockchain. An advantage is that they put an em-
phasise on the integration with so-called ’legacy’ IoT devices
with extremely low computational power. However, the au-
thors make strong assumptions with the most notable being
that DDoS attacks cannot happen on Internet hosts and on the
miners themselves [38].

In the case of a DDoS attack, multiple devices in the net-
work are sending exceptionally large amounts of data to over-
load a server and consume its resources. The gas limit set by
the smart contract prevents the system from overloading. The
smart contract uses a function in which there are n IoT de-
vices, each having a gas limit of gi and the maximum band-
width available is B.

n∑
i=1

gi ≤ B (1)

Equation (1) illustrates that even if all devices will send
data at their maximum gas limit at the same time, the maxi-
mum bandwidth will not be exhausted.

Hierarchical blockchain approach
Al-Shakran et al. [39] have designed a hierarchical botnet
prevention model for the IoT using blockchain, smart con-
tracts and SDN in order to mitigate and prevent DDoS at-
tacks. In this framework, the IoT network is seen as multi-
ple network segments. Each network segment comprises a
small set of IoT devices and a local storage unit is present
to save all transactions. Each network segment also has a
local blockchain and a smart contract which contains SDN
controllers that hold policies. SDN is used to separate the
data plane from the control plane which provides programma-
bility and automation to the network. This customisation
is used to enforce security policies with smart contracts in
the network. Local blockchains are connected to a global
blockchain which contains a global smart contract registry in
which each local smart contract needs to register itself. This
global blockchain stores the IP addresses of IoT devices and
information about their authorisation. The smart contract has
a set of rules which the SDN monitors. If an IoT device does
not adhere to these rules, it is being blacklisted and its in-
formation is stored in the local blockchain and shared to the
global blockchain. The global blockchain distributes the IP
address of this device to the rest of the connected network
segments which they store in the list of untrusted devices.
Messages from untrusted or blacklisted IoT devices will be
blocked and disregarded.

The advantages of this approach is the abstraction pro-
vided. Multiple IoT networks can be connected and secured
in this fashion where local blockchains are connected to a
global blockchain and the distribution of important informa-
tion covers multiple network segments. However, the authors
do not provide the set of rules that is going to be embedded in
the smart contracts and they do not specify the SDN policies.
This approach can be combined with previous frameworks to
make it more complete and can then be tested with simulation
or on constrained physical IoT devices.

5.2 Blockchain-based Sybil mitigation in IoT
Since this is a novel field of research, Sybil resistant
blockchain-based IoT frameworks in the literature is ex-
tremely limited. This subsection will focus on two ap-
proaches of blockchain-based Sybil mitigation in the IoT and
will highlight advantages and disadvantages.

In centralised IoT frameworks, devices that are being en-
tered into the network are trusted and authorised from the
beginning with a consequence that they are expected to be
trusted permanently, therefore trust monitoring approaches
and architectures are proposed to resolve this issue [40].

Sybil resistant trust model for the IoT
A Sybil resistant blockchain-based IoT framework estab-
lished around trust among IoT devices, is proposed by [41].
The framework uses the Hyperledger Fabric blockchain [42].
This blockchain simulates and validates proposed transac-
tions before they are being added to the blockchain ledger.
Transactions can be accepted or rejected based on a preset
list of rules. This is evaluated by dedicated nodes in the
blockchain network, whose purpose is solely evaluating the
validity of transactions proposed by IoT devices. Before a
transaction is even proposed, the framework evaluates the so-
called trust score of the proposing IoT device. This trust score
is a rating between 0 and 100 and can be adjusted after each
transaction. The adjustment is based on the receiving IoT
device which rates the trust score of the serving IoT device
based on its packet forwarding behaviour, or packet delivery
rate (PDR). The PDR is determined based on the type and
functions of the IoT device. The threshold of the minimum
allowed trust score is a pre-defined system parameter known
to all IoT devices in the network. If the PDR of an IoT device
is above a certain value, its trust score will be impacted nega-
tively. Finally, if the trust score is below the system threshold,
all messages and data from the IoT device will be dropped
and disregarded.

Rechained
Rechained [43] is a Sybil resistant blockchain-based IoT
framework. Their main goal is to verify devices in the
Rechained IoT network where Internet access can be limited
or non-existent as is the case in various IoT settings such as
supply chain or vehicular applications. Before devices are
part of the Rechained network, they need to be added or cre-
ated. If an identity already exists outside the Rechained net-
work, the identity is assumed to have a corresponding key pair
representing a Bitcoin wallet address. For the creation of an
identity for an IoT device, a public and private key pair is used
to link IoT device by sending a Bitcoin transaction to a prede-
fined address. Once this transaction is validated by the proof
of work (PoW) calculations and added to the blockchain, an
identity proof will be created which includes the proof ID
of the IoT device and this allows the IoT device to enter the
Rechained network. The way in which access is controlled by
means of cryptocurrency is called tokenisation. Once devices
are part of the network, verifying their identities is critical
in preventing Sybil attacks. Before the devices start com-
municating, verification of identities of peers is needed. To
verify an identity, two devices exchange their identity proofs



by means of a two-way handshake. The format of the iden-
tity proof will be examined on parameters such as the proof
ID. Finally, a major drawback in this framework is the use of
the Bitcoin blockchain with its computationally heavy PoW
consensus mechanism and high volatility [5], [44]. The high
volatility can cause transactions to be extremely expensive
which is unwanted in an IoT network in which devices are
sharing data constantly in the form of transactions.

6 Comparisons and Results
In this section, the found frameworks from section 5 are com-
pared and the technologies used are reflected on. An overview
of the different frameworks and their main features, used
technologies and limitations can be found in Table 1.

6.1 Challenges and Risks
Aside the brief drawbacks discussed in section 5, fundamen-
tal technologies used in certain frameworks, such as SDN,
also have significant deficiencies and face several challenges
that could hinder the performance, security, resiliency and
scalability of the IoT network on which they are applied [45].
The frameworks Co-IoT [35], [36], [37] and [39] all use SDN
as a technology in mitigating DDoS attacks. Although the
promising benefits discussed which SDN can realise in com-
parison with traditional networks, SDN has many drawbacks
that need to be considered when incorporating the technol-
ogy in vulnerable and sensitive settings such as the IoT. In-
deed, SDN faces several challenges and potential risks. In a
comprehensive survey about SDN [28], the authors highlight
several challenges and drawbacks of SDN and suggest more
research needs to be done.

Resiliency can be a drawback because of the added com-
plexity in the separation of the data plane and control plane
and the extra communication needed between the two planes.
This separation in architecture can have possible failures in
different places, resulting in less fault tolerance and thus de-
creased resilience [28]. Another problem that arises because
of the decoupling of the data and control planes, is scalability
[28]. Due to its architecture, the control plane faces increased
network load because of additional control plane traffic. This
results in potential bottlenecks in large-scale networks [28],
which can be a problem in the long-term growth of IoT ap-
plications. Lastly, many security risks have been identified in
SDNs [45]. Some of these risks are specific to SDN while
others are common in conventional networks such as the risk
of DDoS attacks. Specific security risks in SDN are also re-
lated to its architectural layers. A successful attack on the
control plane communication can allow attackers to control
the network, with devastating results such as large-scale data
theft [45].

Another challenge comes from the choice of specific
blockchains used in the frameworks. Co-IoT [35] and [38]
both use the Ethereum blockchain in mitigating DDoS at-
tacks. [41] uses the Hyperledger Fabric blockchain and [43]
uses the Bitcoin blockchain in mitigating Sybil attacks. Fi-
nally, [36], [39] and [37] do not specify a specific blockchain
in their DDoS mitigation strategies, only the pertinent feat-
uers of blockchain technology itself are described in for-
mulating their frameworks. Ethereum and Bitcoin are both

permissionless blockchains, whereas Hyperledger Fabric is
a permissioned blockchain. In permissionless blockchain,
anyone can join the network in contrast to permissioned
blockchains in which access is restricted to permissioned
nodes only [46]. This means that the use of permission-
less blockchains requires access control policies embedded
in smart contracts in order to improve security with regards to
both DDoS attacks and Sybil attacks. On the contrary, Co-IoT
[35] uses Ethereum and cannot prevent DDoS attacks from
happening and the authors focus on the mitigation of DDoS
attacks during the actual attack. Furthermore, Bitcoin and
Ethereum have consensus at the ledger level, meaning that all
participants can partake in reaching consensus. Hyperledger
Fabric has consensus at transaction level which only involv-
ing participants of the actual transaction, resulting in better
performance [46]. Consensus in Bitcoin and Ethereum is
reached in the form of PoW algorithms that are computation-
ally expensive, whereas Fabric has a flexible and adjustable
consensus algorithm making it more suitable for IoT settings
[47]. Finally, although transactions are anonymised in PoW,
records are available to all nodes which raises privacy con-
cerns [46], [47]. This is not the case in Hyperledger Fabric,
making it more suitable in settings where privacy concerns
are raised such as healthcare and smart cities.

An important advantage of Ethereum is its gas. Gas is rep-
resenting the amount of computational work required for a
transaction. Each transaction has its gas price defined. This
is a major benefit in mitigating DDoS attacks as seen in [38],
in comparison with Bitcoin that does not have such a cost
specification per transaction [48]. As seen in [38], gas can be
used to prevent DDoS attacks from happening in an efficient
way.

Rechained [43] specifically focuses on IoT access control
in which a device is required to proof its identity before ac-
cessing the network, resulting in increased trust among de-
vices. Devices need to be trusted throughout their operation
in an IoT network in order to mitigate both DDoS attacks and
Sybil attacks. However, access control alone is not enough as
it limits devices being entered into the network, but fails to
ensure that devices in the network are currently trusted. The
proposed Sybil mitigation framework from [41] takes care of
this issue by having a pointsystem in works where each IoT
device has a trust score and based on its activity, the score
can be increased or decreased. Other devices elaborate this
on certain preset metrics that can be configured. Such a sys-
tem can be incorporated with DDoS mitigation frameworks
to cover both DDoS attacks and Sybil attacks.

Finally, tokenisation has its benefits in both mitigating
DDoS attacks and Sybil attacks [5]. This is because ev-
erey transaction is link to an exchange in tokens that repre-
sent a real monetary value. However, cryptocurrencies are
extremely volatile [44]. This can hinder the many transac-
tions happening in an IoT network as data is constantly being
shared among devices. One solution for this would be to use a
cryptocurrency which retains its value, specifically made for
IoT applications.



Table 1: Comparison table of frameworks and their technologies and drawbacks

Framework Focus Main features Blockchain Other Technologies Limitations

Co-IoT [35] DDoS
Collaboration of IoT
devices, blacklisting
IPs

Ethereum SDN, Smart con-
tracts

No DDoS preven-
tion, SDN risks,
Ethereum limitations

Giri et al. [36] DDoS Blacklisting IPs Unspecified SDN, Smart con-
tracts

SDN risks, Con-
ventional mitigation
techniques

Shafi and Basit [37] DDoS Botnet prevention,
Whitelisting IPs Unspecified SDN SDN risks

Javaid et al. [38] DDoS Gas limits, Legacy
IoT devices Ethereum Smart contracts Ethereum limitations

Al-Shakran et al. [39] DDoS Botnet prevention,
Blacklisting IPs Unspecified SDN, Smart con-

tracts SDN risks

Asiri and Miri [41] Sybil Trust among IoT de-
vices Hyperledger Fabric None Limited trust criteria

Rechained [43] Sybil Access control, To-
kenisation Bitcoin None Bitcoin limitations

7 Discussion
Many of the proposed IoT security frameworks provide a
high-level architecture as a solution to either DDoS attacks
or Sybil attacks. In some cases this solution is then imple-
mented on a PC and tested with simulations. Notwithstand-
ing a quantitative first approach in testing the framework, this
does not resemble large scale IoT infrastructures on which
the frameworks need to be deployed. Moreover, most pa-
pers do not describe a testing approach and merely explain
their framework and give an architectural overview. For re-
searchers comparing these frameworks, quantification of tests
in any form is more forthright. Hence, other researchers of
blockchain-based IoT security frameworks are encouraged to
run the implementations on constrained devices or to run sim-
ulations, showing results of their frameworks. Comprehen-
sive results in terms of network performance, cost, energy
efficiency and scalability will make the comparison of dif-
ferent frameworks conveniently quantifiable for comparative
studies.

To conclude this section, there are many security risks as
a result of the many cyber attacks possible in the IoT as por-
trayed by [10] and [9]. This research only focused on pro-
posed blockchain-based solutions specifically for mitigating
DDoS attacks and Sybil attacks to try and start filling the
gap in literature with regards to blockchain-based IoT secu-
rity. Other researchers are suggested to highlight other attacks
within the IoT and compare different solutions and frame-
works, both blockchain-based and alternatives such as DAG
approaches as can be found in [49], [50], [51] and [52].

8 Responsible Research
This section will reflect on the ethical aspects of the research
and the reproducibility of the research methods and approach.

8.1 Ethics of blockchain technology within the IoT
This paper is a literature study in which several blockchain-
based frameworks are highlighted and compared with each

other. There are no direct ethical aspects in terms of user
testing and participation, as this research is literature-based
without human research subjects. However, the nature of the
contents and topics can have various positive and negative
ethical aspects within society.

Many ethical aspects arise when security is at stake in the
IoT. IoT devices collect and share massive amounts of data
that could be private and confidential, as can be seen in in-
dustries such as healthcare or even defence. The effects of
possible cyber attacks as a result of current IoT security issues
can be tremendous as is seen in previous examples of real-life
attacks [20]. Solving these issues has thus positive ethical im-
plications for society. However, the use of blockchain specif-
ically in solving these problems can have negative societal
aspects as well [53].

Because of its improved security aspects compared to cen-
tralised models, blockchain relies on consensus mechanisms
that can be computationally heavy and thus requiring incred-
ible amounts of electricity [54]. This resource-intensive de-
sign of blockchain implementations such as Bitcoin’s Proof
of Work, pose a serious threat to the global commitment to
mitigate greenhouse gas emissions [55], [53]. As a result of
this, various policies are currently being researched and pro-
posed in order to limit the environmental impact of the use of
blockchain technology [55]. Furthermore, in the blockchain-
based IoT domain, many alternative consensus mechanisms
are researched and compared, requiring less resources and
having a smaller impact on the environment [53], [56].

8.2 Reproducible research
Several blockchain-based frameworks are highlighted and
compared in this research paper. These frameworks are com-
pared based on the technologies used and the security goals
expected to be achieved, as described in the papers of the au-
thors. Because most of these papers did not provide quantita-
tive test results, thus comparing them on features such as net-
work performance and cost was not possible. A table is made
to summarise the comparison of the frameworks, highlighting



the most important features and limitations. The reasoning
behind the comparison results and information regarding po-
tential drawbacks of mentioned frameworks is explained and
based on existing literature that is provided in the References
section, making this research reproducible.

9 Conclusions and Future Work
The IoT is an emerging movement within the technology
world that promises growth and ease for humans in many in-
dustries such as healthcare and smart cities. However, current
IoT infrastructures are heavily centralised and face challenges
in terms of security, privacy and trust. Proposed blockchain
solutions show promising results in securing the IoT. Al-
though blockchain has its own drawbacks such as computa-
tional complexity and energy usage, research still needs to
look into scalable and more green solutions to provide se-
curity of the ever-growing IoT domain. This research has
focused on blockchain-based solutions for mitigating DDoS
attacks and Sybil attacks in the IoT. Quantification of result
data is most of the time not present, making the comparison
of different framework solutions complicated and qualitative
in nature. Researchers looking into blockchain-based IoT
frameworks are advised to provide quantifiable test results,
this makes comparison studies more accessible for other re-
searchers in the field. For future research, it is advised to look
into other security attacks and compare specific blockchain-
based solutions for them. Alternative solutions for various
security risks can also be looked in to, such as the DAG
approaches. Finally, there are other aspects and issues of
the IoT such as privacy and trust. Combining frameworks
and proposing blockchain-based solutions that touch these as-
pects in combination with security is a logical next step in
future research.
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